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The ubiquitous Implementation of RFID systems iIn various applications has
encouraged us to develop strong authentication protocols for privacy and security. In
this paper, we have proposed a new cryptographic mutual authentication protocol In
which a timestamp and pseudo-randomize update Is presented. The updates on the
secret value of the tag and encryption key are done by using an algorithm. This HPAP
protocol is limited to a single tag. Only one tag can be authenticated for one reader
signal. We improved this protocol to be able to authenticate multi tags per one reader
signal before terminating the signal. This protocol eliminates all the attacks by
generating a unique random number for every tag. This random number Is used to
create a secret key from an algorithm. We have used the same algorithm presented In
the protocol. The communication cost between the tag and the server is reduced In
our protocol resulting in lower cost of the whole system. Also, the Authentication Is
securely done In no time which is a major development.




