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Abstract

Key distribution in Wireless Sensor Networks
(WSNs) is challenging issue because a WSN is a
network of resource-constrained nodes that carry
limited-power batteries. Therefore, a key
distribution scheme for WSNs must be an energy
and memory efficient. In this poster, we
proposed an energy-efficient hybrid key
distribution scheme that is designed to suit the
resource-constrained devices such as WSNSs.
We utilized Arduino UNO microcontroller and
OPNET Modeler to investigate our proposed
scheme In comparison to key distribution
schemes in the literature. The findings show that
our scheme achieves security and consumes
less energy compared to other schemes in the
literature. less energy.
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Introduction

Recent advances in technology allow wireless
sensor nodes to be cost-effective and small in
size. Thus, they have become rapidly involved in
a variety of applications such as in the military,
health, agriculture, environment, home and
commercial automation, and transportation. Key
distribution plays a crucial role in the security of
these applications. However, designing a key
distribution scheme for WSNs is challenging
because wireless sensor nodes are powered by
limited-power batteries. In this poster, we present
an energy-efficient hybrid key distribution
scheme that Is designed to suit resource-
constrained devices such as WSNSs.

Proposed Protocol

Pre—Deployment Phase:
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Key Distribution Phase:
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: : Il. Correspondence Assertions
Methodology/implementation Sequence of events to model authentication.

Process:
{1}new senkey: prkey;
{2}1let sinkey: pukey = pk(senkey) in
(
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We used real hardware implementation and (41new sk_114: sessionkey;
S;irT]ljlfiti()r]_ igiéﬁi(gg'bigftring = encrypt((sk_114,tsin),sinkey) in

{8}in(ch, y_115: bitstring);
{9}1let (dataDX: bitstring,tz: time) = sencrypt(y_115,sk_114) in
{10}event acceptsSink(dataDX);
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—— Query inj-event(termsSensor(x_326)) ==> inj-event(acCeptsSensor(x_326))
Completing...

RESULT inj-event(termSensor(x_326)) ==> inj—event(acceptsSensor(x_326)) is true

II. Simulation

We utilized OPNET Modeler to design and to
create a model for a wireless sensor node. The The adversary could not acknowledge when
model can calculate the energy consumption of a the dataD get changed.
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g2 Conclusion
7 Each time the distance double between two
S 204 wireless sensor nodes, four times the amount
3 of power are required. Therefore, proposing a
L% key distribution scheme without considering the
10- number of frames that are involved in key
distribution process is not practical for such
0- resource-constrained devices. Also, Iignoring

Our Scheme  Scheme [1] Scheme [2] Scheme [3] the wireless channel effects is not realistic

The key distribution schemes because every wireless channel has effects

that contribute to energy consumption.

Secu I'Ity AnaIyS|s Therefore, when we designed our scheme, we

We utilized ProVerif, the automatic cryptographic| |cOnsider all thatissues.

protocol verifier to automatically analyze the
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