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Abstract—3G/4G mobile standards benefit from an authentication
algorithm called MILENAGE that supports mutual authentica -
tion, protection against replay attack and generates sess keys
to protect confidentiality and integrity. Its usefulness atracts
interest beyond the original usage, such as in securing divge
wireless and wired bearers used in Machine-to-Machine and
Internet of Things (loT) systems. The long-term reliance on
one algorithm is a risk, and recently an alternative algoritim,
called TUAK, was standardised as a safe-guard, should the
Advanced Encryption Standard (AES) core of MILENAGE ever
be found vulnerable. Previous performance evaluation of TBK
on Subscriber Identity Modules (SIM), found that it needed ©
be implemented in low level native code to satisfy system tiimg
requirements; indeed this is usually the case for MILENAGE.
However, deployed security modules, anticipated for the Iternet
of Things (IoT), generally provide access at an applicatiodayer,
abstracted from the underlying hardware. Application layer
implementation of TUAK was shown to be too slow to comply with
standardised requirements and so an alternative faster algrithm
was sought that could be downloaded and run in a compliant
manner from the application level. The National Institute of
Standards and Technology (NIST) has standardised a lightwght
block-cipher called SPECK, and this paper describes work to
create a SPECK alternative to MILENAGE and compares its
performance with earlier results from TUAK.
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. INTRODUCTION
This text describes follow-on work from an earlier study

which evaluated the performance of the TUAK algorithm on

multiple smart card platforms [1][2]. In this latest workew
sought an alternative algorithm that had credible seguyiy
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becomes a necessity (rather than a choice) for Machine-to-
machine (M2M) applications, where the particular MNO may
need to change during the life of the product. Ubiquitous use
of a single algorithm in equipment that may be used for many
years carries a security risk, and so SAGE has standardised
an alternative algorithm, called TUAK [7], which has a very
different structure to MILENAGE, being built around the
Keccak [8] sponge function used in the SHAS3 algorithm [9].

As well as running in a system Authentication Centre
(AuC), the 3G authentication algorithms must be capable of
running on Subscriber Identity Modules (SIM), which are
essentially smart card platforms with very restricted veses,
both in terms of processor speed and available memory. It is
possible to have smart cards with crypto-coprocessors;twhi
greatly accelerate common algorithms, however these are no
mally not used in SIMs due to cost constraints. Therefore,
SIM platforms that may offer application layer programming
typically have algorithms implemented in native code, for
speed and efficiency, which are accessible via an Applicatio
Programming Interface (API). Previous work has shown that
the native code approach would allow a TUAK implementation
to meet the standardised performance requirements, haweve
application layer implementation would not. This is fine in
a traditional MNO Issuer model as the native code can be
defined, but it is a problem if we have to host algorithms
on pre-existing general purpose SIM modules, where we only
have access at the application layer.

This latter situation is increasingly likely if we now con-
sider a future where our M2M solutions are provided in the
much wider and general-purpose context of the Internet of

was fast enough to be executed at a smart card applicatien layThings (IoT). The resulting research question, is whether w
(rather than native code) and meet standardised perfoenangan find an alternative to MILENAGE and TUAK, which meets

requirements. We will start by recapping on the MILENAGE
and TUAK 3G algorithms.

The Third Generation Partnership Project (3GPP) [3] h
standardised an algorithm framework that permits Mobilé-Ne

best-practice security, yet is fast enough to be implentente
at a SIM application layer and still meet the standardised

agerformance requirements.

In Section Il, an overview of MILENAGE and TUAK is

work Operators (MNO) to select/design their own particularProvided, before introducing the SPECK algorithm in Settio
cryptographic algorithms for subscriber authenticatiord a !l Implementation of the SPECK cipher on MULTOS is
session key generation. However, in practice, most MNOg hawiscussed in Section 1V, along with some initial resultsctige

adopted the MILENAGE algorithm [4] that is based on AES

V describes the use of SPECK within 3G authentication, and

[5]. MILENAGE is an openly evaluated and peer-reviewedPresents the experimental results. Conclusions and stigges

example algorithm, originally designed and published by th
European Telecommunications Standards Institute (ET&$|) [

Security Algorithms Group of Experts (SAGE). The security

of MILENAGE is well respected, which in part accounts for

for future work are offered in Section VI.

I[I. MILENAGE AND TUAK
In this section, we will briefly consider MILENAGE and

its widespread use; although the use of a common approadiJAK, before suggesting how SPECK might be introduced,
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Figure 2. A Cryptographic Sponge Function
Figure 1. MILENAGE INSTANCE ZEROES

to offer a third option for providing the mobile communicati l 1 l 1 l
authentication and key agreement functions, specified BRBG [ Keccak ‘ ]
for UMTS (3G) and the Long Term Evolution (LTE 4G) in l
[10] TOP,
A. MILENAGE INSTANCE RAND SQaN i

The 3G authentication solution follows a challenge- l J l i

response approach similar to the earlier GSM solution, @xce
that the challenge and responses are expanded for improve[
security. The structure of MILENAGE is shown in Figure l

1. The challenge is 256 bits long and made up of a 128-  wac

bit random number (RAND), a 64-bit Message Authentication

Code (MAC), a 48-bit sequence number (SQN) and a 16-bit TI::TEONA;}ZRM

Keccak ‘ ]

management field (AMF). The MAC is recomputed on the l PA”I'NG WTOFS
SIM (f1 in the diagram), to ensure that the challenge was
created by the genuine AuC, and the SQN is used to chec Keccak ‘ J
that the challenge is fresh and not re-played. The resuth fro l l l l
the authentication (XRES), which is returned to the chajéan RES oK KAk
is 32-128 bits long. The algorithm generates two sessios key
for local storage/use, a 128-bit cipher key (CK) and a 128-
bit integrity key (IK). The 48-bit anonymity key (AK) can
be used during the authentication process to conceal tiee tra single iteration of the permutatioh is required at each
value of SQN. AMF permits some home operator control ofstage. The feasibility of low-level native code impleméiata
the authentication process, but is not relevant to thisudision.  of TUAK on real secured smart card chips was first proven
Within Figure 1, the repeated use of a block cipheg)(Ean in [1], although this result did not extend to applicationde
be seen, which in MILENAGE is based on AES [5]. The OPcprocessing. To achieve the latter, requires a significdatiter
value is computed from an operator customisation value ORiore function. There are numerous candidates for such a
however it is normal to store the pre-computed OPc within theunction, however, the private research project on whidha th
SIM. publication is based, was to specifically consider “SPECK”
[13] as an alternative to the AES-based MILENAGE.

Figure 3. The TUAK Algorithm Functions

B. the TUAK Algorithm

The structure at the core of TUAK, as can be seen in Figure . SPECK

2, is nothing like MILENAGE, as it is based on the Keccak [8] SPECK is a family of block ciphers designed by a group
“cryptographic sponge function” [11]. This function has@d  of researchers from the NSA. SPECK, together with its sister
security pedigree as it is used in the SHA-3 hash function [9tipher SIMON, was first published in 2013 [13], and some
and its security design properties have been investigdt2ld [ additional design notes were released more recently [14].
The authentication function is implemented by absorbirgy th Both algorithms are designed with constrained devices in
challenge related data into the sponge, running the algorit mind: SPECK is designed to have a very small footprint in
and then squeezing out the result and keys as shown in Figuseftware, while SIMON is designed for hardware. SPECK is
3. TOPc is analogous to OPc and also pre-computed and storadlightweight block cipher specification intended speciljca

in the SIM; so Keccak only needs to be run twice during anfor efficient implementation on resource limited chips and
authentication. TUAK uses Keccak with permutation size its performance has already been studied for use in loT
= 1600, capacityc = 512 and rater = 1088, so that only [15]. However, that performance evaluation assumed that th



TABLE I. SPECK VARIANTS

ciphers. Early differential cryptanalysis by Abed et al J[17

Block ~ Key ~ Word ~ Key  Rot Rot Rounds and Dinur [18] performed better than simplistic exhauskieg
size2n sizemn sizen wordsm « B T . . .
35 54 6 7 = > 5 search (albeit with a very large number of chosen plainfexts
78 72 24 3 8 3 22 for up to 17 rounds of SPECK; later work by Fu et al [19]
- Z% - 43 — 2236 extended this to 22 rounds, and then Song et al [20] to
128 2 27 23 rounds. Differential attacks on reduced-round versioins
96 96 48 2 8 3 28 other members of the SPECK family have also been found
— 11‘;‘; - 32 s 232 by Biryukov et al [21]. Linear cryptanalysis has also been
192 3 33 attempted, by Liu et al [22], but with less success than
256 4 34 the differential attacks. There is thus a significant seéguri
margin between the number of rounds attacked (23) and the
full number of rounds (32) in our selected variant, justifyi
. s PT1 PT2 confidence in the cipher. However, the NSA origins of SPECK

é,__s and SIMON worry some cryptographers, who fear that NSA
- are only promoting the ciphers because they know how to
= - break them. Notably, attempts to have SIMON and SPECK
) Bg-: standardised by ISO have been repeatedly defeated [23]. It i
>>> ol N ) not possible to determine if these suspicions have any basis
BB fact, so we will consider our proposal justified, based on the
o B> ﬁs existing body of published security research work.
/"3 |-

') [<<< g IV. |IMPLEMENTING THE SPECK GPHER ONMULTOS
ﬁhs D Performance studies on smart cards and microcontrollers
= B-o often make an assumption that an application has low-level
- Ba-s = direct access to the CPU. This is typically not the case

C} L in secure implementations, especially when the platform is

(} 2 intended to be strongly attack resistant. The accesdécter
| : 1 is often via secured operating systems and virtual machines
D ectmmecn : : that intentionally abstract an application from the ungied

Hi seneeenizey cT1 cTz hardware. MULTOS [24] cards/chips are good examples of
= e secured platforms that work this way and results are avail-

able from the TUAK study. The SPECK MULTOS results

Figure 4. SPECK Overview [16] will provide an interesting comparison to the native coded

implementation in the later stage of the study. It is alsotiwvor

algorithm would be native coded onto the chip, whereas herB0ting that MULTOS has been proposed for use in loT due to
we are considering the post-issue loading of the algorithtn o ItS capability for secure application loading/managen{eid

a secure platform, which is abstracted from the underlyingf‘"med_)_'r_'the field. The implementation approach for MULTOS
hardware and only accessible via controlled APIs. s to initially develop the SPECK code on a simulator and
) ) , . . . then load onto a real card for performance measurement. We
SPECK is a family of multi-round ciphers with associatedyj|| start with a naive implementation based on published
key schedules; the exact variant being defined by a numbgjseydo code to first check compliance with the associated
of design parameters as illustrated in Table I, which can bgest vectors. We will then refine/optimise the implemeotati
generally visualised in Figure 4 [16]. Note that this workifidl 55 \ye progress through the study. We know from previous
and reported an error in an earlier version of this referencg,qrk that MULTOS performance struggles when a variable
diagram; which showed the ;KXOR sequence, starting with parameter is used to control the extent of block shiftstesta
1" rather than '0". and so it is suspected that the naive implementation of SPECK
Referring back to Figure 1, the inputs and outputs o E Will be slow, as it follows the pseudo code and specifies
are 128 bits and the minimum acceptable keysize is also 128e shift amounts as variables. Once we have confidence in
bits. Returning to Table |, we see that the 32 round SPECKhe core SPECK implementation we will fit it within the 3G
(128/128) variant provides an ideak Eandidate, with the 33 authentication framework for the comparative (with TUAK)
and 34 round being similar to the higher security modes effer performance tests.
in TUAK. The SPECK designers estimate that the (128/128)
variant can be implemented in less than half the memonA. Initial Results/Observations

of 128-bit AES, with throughput some 70% higher. When — cqnsidering the simplicity of the SPECK cipher there

implementing SPECK authentication, we used the same r anglo e some unexpected difficulties in creating a version kvhic

¢ parameters from the MILENAGE specification, and followed .o 4..ced the correct test vector result. Firstly, the ‘Ctieo

the common-practice of pre-computing OPc and storing irbyamples for the 128/128 mode use 64-bit unsigned integers
smart card memory (uint64 _t) that are not universally supported by ‘C’ compilers,
SIMON and SPECK have attracted a fair amount of at-especially for legacy and specialist secured microcolensl
tention from cryptographers, and several cryptanalysgem  This meant that the pseudo code could not be used unmodified
have been published, attacking reduced round versionseof thas the starting point. Of course as the target CPU is 16Hait, t



TABLE II. INITIAL MULTOS FUNCTIONAL TEST RESULTS TABLE Ill. RESULTS WITH AND WITHOUT PRIMITIVES

Test Type Execution Comment Test Type No Primitives  Primitives
Time (ms) Execution Execution
Null 43 Command handling and 16 bytes of data Time (ms) Time (ms)
in message response, with no actual Null 43 43
function performed. This has already SPECK (precomputed key-schedule)  154.57 84.34
been subtracted from other results Rotate 64 bits Right by 8 places 1.01 0.63
SPECK 253 Full cipher 128/128 functionally correct Rotate 64 bits Left by 3 places 1.84 0.83
and producing correct test vector result Add 64 bit inputs 1.25 0.54
[No MULTOS primitives] XOR 64 bit inputs 0.56 0.53
SPECK 157 Uses pre-computed key-schedule (256 bytes)
[No MULTOS primitives]
Rotate Right 8 places  1.01 [No MULTOS primitives]
Rotate Left 3 places  1.84 [No MULTOS primitives] practical; as was the case with TUAK. Although 253ms is not
Add 64 bit results 1.25 [No MULTOS primitives]

fast for running a block cipher, it is not necessarily undsab
and there is still the potential for speed-up by exploiting
suitable MULTOS primitives. Furthermore, pre-computatio
r?nd personalisation of long-term round keys is quite pcatti

compiler would just have to mimic the manually coded craatio

of the 64-bit types. For convenience and efficiency, a unio I :
type was created so that the 64-bit storage could be accessafd so the 157ms execution time is considered the benchmark

as constituent 32, 16 and 8 bit unsigned integers. In order tBerformance at this stage. We will explore ‘h¢ use Of priredi
obtain intermediate round and key-schedule referencétsasu n the next stage of the study when we wil See if SPECK
was decided to first implement the example code using the IcEOU!d satisfy the SAGE/GSMA performance requirements on
compiler on a Windows PC and dump intermediate results t& MULTOS platform.

a log file, for later use in verifying the MULTOS implementa-

tion. Once the reference test version was working and the tes V. IMPLEMENTING 3G SPECK AJITHENTICATION ON
results produced, the equivalent functionality was codede MULTOS

MULTOS platform. The initial style was reasonably efficient e results so far have shown better performance than had
avoiding unnecessary loops, function calls and stackebasgyeen anticipated on the MULTOS platform, however they did
parameter passing; and speed critical variables werestt@t not make use of standard primitives offered by the platform.
reserved session RAM. The latter is important as non-Velati \yge of such primitives is advisable for performance, bub als

storage on the target microcontrollers is significantyw®d o1 security reasons as their implementation is likely toeha
than RAM. However, at this stage we did not use any MULTOS,gepy defensively coded and evaluated against attack

primitives so all the functionality was coded at the applma

layer. We did however provide an option to use a pre-compute . -
key schedule as discussed below. g 4.1 Conversion to MULTOS Primitives

1) Key-schedule Pre-computatiom smart card devices it The SLE78 is an innovative security controller intended
is quite normal to store a few kilobytes of sensitive accounfor high security applications. Instead of relying mainlg o
specific data (e.g., certificates, keys, photos, accourtilsiet shields and sensors it uses “Integrity Guard”, which exploi
IDs, PINs etc.) during the personalisation process. Thta da dual CPUs working in tandem. The supported primitives of
is stored in the non-volatile memory (characterised by fastnain interest included:
reads and slower writes) that is shared with the code. For P
the SPECK cipher mode under consideration (128/128), we ¢ muItosBIockSh!ftR|ght()
must at least store a 128bit (16 byte) long-term secret key ® MultosBlockShiftLeft()
‘K’ . The key-schedule requires a 64 bit (8 byte) key for e multosBlockAdd()
each round that is generated from ‘K’. For a non-optimised
solution the round function for round key generation is the
same as for the data processing, so no significant extra code Note that MULTOS does not offer block rotates, however
space would be required. An optimised version (avoidinghese are simple to implement using the shift primitivegoPr
parameter passing) would likely need some additional codeé converting the initial code to make use of primitives and
space. Pre-computation of the key schedule would requiradding support for 3G authentication processing, some test
32x8 = 256 bytes of non-volatile memory which is by no commands were created to practically determine performanc
means prohibitive, even in old smart cards. As Round is (ta”eimpact_ The set of results are presented in Table 11, forctmse
almost as many times for round key generation as for the datgf a pre-computed key-schedule. Note that all the primiiase
processing, there is potential for significant speed imenoent  utilities also made use of multosBlockCopy().
by using pre-computation. ] ] Considering Table Ill, with the exception of XOR, all
Once the MULTOS code was functional it was loaded ontothe pasic functions roughly doubled in speed when using
an ML3-80K-R1 MULTOS test card, which is based on thepjatform primitives; notably SPECK execution time reduced
same Infineon SLE78 chip [25] that we used in the TUAK{rom 154.57ms to 84.34ms. XOR is a very simple function
performance study. Commands were then sent to the card using the application layer and so little improvement (0.56ms t
the MULTOS scripting utility (MUTIL) and response times g 53ms) was anticipated. The notable effect is that usieg th
results. SPECK block cipher. This is an interesting result for the 3G
Often encoding an algorithm at the MULTOS application authentication comparison, as following the 3G MILENAGE
layer results in an implementation that is too slow to bestructure, requires the block cipher to be called multijtees.

multosBlockXor()



TABLE IV. MILENAGE FUNCTION MAPPING TABLE V. AUTHENTICATION FUNCTION EXECUTION TIMES (ms)

Function  Mapping Function  Execution Block
fl MAC-A 64 bits Time (ms)  Encryptions
f1* MAC-S (alternative used in re-synch) f1() 173.16 2
2 RES 64 bits 2345()  260.64 3
3 CK 128 bits (ciphering key) Total 433.80 5
f4 IK 128 bits (integrity key)
5 AK 48 bits (anonymity key) TABLE VI. MULTOS TUAK AND SPECK AUTHENTICATION
5% Alternative AK used in re-synch COMPARISON
Function  TUAK SPECK
Authentication (ms)  Authentication (ms)
10 1529 173.16
T2345) 1575 260.64
Total 3104 433.80
0P8\ OP» 0P+ OP(o%? revised performance specification proposed to SAGE during
the TUAK study [26].
rotae rotate rolate rofate A )
by 12 by 3 by rd by s ..."The functions f1-f5 and f1* shall be designed so that
they can be implemented on a mid-range microprocessor IC
card (typically 16-bit CPU), occupying no more than 8 kbytes

non-volatile-memory (NVM), reserving no more than 300 fyte
of RAM and producing AK, XMAC-A, RES, CK and IK in less
than 500 ms total execution time....

Although the test implementation has no added high-level
measures for defensive coding, the application is running o
Figure 5. Implementation split of f1()and f2345() MULTOS platform, which is marketed for its evaluated high-
security capabilities. It would be expected that the platfe
. L chip and native code would have defensive measures to aounte
B. Implementation of 3G Authentication fault and side-channel attacks. The fact that a platfornellev
Referring back to Figure 3, we will adopt the same imple-implementation can satisfy performance constraints ssigge
mentation approach as used for the earlier TUAK work so thahat the functionality could be added to stock or issuedat=vi
results can be as closely comparable as possible. Thisresqui This is a major operational advantage that was not available
development of two functions making use of the SPECK blockfor the TUAK implementation. Although Java Card [27] is out
cipher within the MILENAGE structure. The functions are of scope for this study, it is not unreasonable to considar th
separated in this way as they have different input values.  performance might also be adequate on that platform type;
although it is possible that added defensive measures rbaht
e SPECKf1() computes f1 (and f1*)

needed at the application layer.
e SPECK 2345 computes 2, {3, f4, {5
C. MULTOS Comparison of SPECK with TUAK Authentica-

The output of f5* is not part of a regular authentication
vector (it is only used when resynchronisation of the seqeen A main purpose of this study was to see whether TUAK

number SQN is needed), and so will not be included in our Idb q | X SPECK in | £ Thi
measurement. For clarity we present the mapping of thesﬁmfr . e use I"?‘S ?n aterr;]atweﬂzo In n;lernetl_c_) Mlngs
functions to the protocol, within Table IV. oT) type applications, where the processors have lifoitat
o similar to those of traditional smart cards. To measure, this
We have reproduced the MILENAGE structure in Figurethe SPECK authentication functionality has been impleeant
5, Sh0W|ng the praCtlcal Sp“t of the f1 and f2345 functions. in the same manner and on the same p|atf0rms as in the

When testing, it is assumed the f1() is run first so thatearlier TUAK study, so results are directly comparable. It
the value TEMP can be re-used in f2345(), avoiding an extranay be recalled that TUAK did not suit MULTOS application
encryption. Within f2345(), TEMP only needs to be XORed implementation using existing primitives, as the comaris
once with the (pre-computed) OPc. Considering the oparatio In Table VI shows. In fact, the TUAK authentication takes
in addition to ciphering, we can see rotates and XORs usin§oughly 7x as long as SPECK.
standardised values. Fortunately the rotates are easy when MULTOS chips are being proposed for use in loT applica-
using the standard r values; r1 = 64, r2 = 0, 13 = 32, rdtions and the results suggest that they could support SPECK
= 64 (and r5 = 96). The integers are all multiples of 8 bitson existing/standard platforms, whereas a custom primitv
and so rotates can be performed simply with byte copies. Thessential for TUAK.

XORs with the ¢ constants are also very simple as the values
only affect the least significant byte, so byte, rather thiaalb  D. Native mode Comparison of SPECK with TUAK Authenti-
XORs are needed. The functions were coded using MULTOSation

primitives and the initial results are presented in Table V. Although this study was primarily focussed on download-
It can be seen from Table V, that the function times areing and running an authentication algorithm on a platform

dominated by the SPECK block cipher execution times. Thepplication layer, a native mode implementation was also
total time (433.8ms) is very interesting as it fits within the created for the Samsung S3CCE9E4/8 chip (more detail in




TABLE VII. NATIVE MODE TUAK AND SPECK AUTHENTICATION

COMPARISON [71 3GPP, TS 35.231: 3G Security; Specification of the TUAlgamithm
set: A second example algorithm set for the 3GPP autheioticand
Function  TUAK SPECK key generation functions f1, f1*, f2, {3, f4, f5 and f5*; Dament 1:
Authentication (ms)  Authentication (ms) Algorithm specification (2014).
28450 77;'?88 %?153 [8] G. Bertoni, J. Daemen, M. Peeters, and G. van Aasche, ‘Kdueak
ol 156.06 8748 Reference”, version 3.0, 14 (2011).

[9] NIST, Announcing Draft Federal Information ProcessBigndard (FIPS)

202, SHA-3 Standard: Permutation-Based Hash and Extesxditiput
L. . . . Functions, and Draft Revision of the Applicability Claude=PS 180-4,
[2]), which is a 16-bit secured smart card chip also usedén th Secure Hash Standard, and Request for Comments, (2004).
earlier TUAK performance study. For interest, the compeeat |15 3Gpp, TS 33.102: UMTS 3G Security; Security Architeetv11.5.1
results are presented in Table VII. (2013).

CIearIy the native SPECK implementation is very fast[11] G. Bertoni, J._ Daeimen, _M. Peeters, and G. van AaschgptGgraphic
(8.48ms) even on an old chip, but the result should be viewed  SPonge Functions’, version 0.1, (2011).

; ; ; ; 2] G. Gong, K. Mandal, Y. Tan, and TMWu, “Security
with caution as there are no defensive coding measures i Assessment  of TUAK Algorithm  Set’. [Online]. Available:

place, which could easily add an order of magniIUde to the http://www.3gpp.org/ftp/Specs/archive/3eries/35.935/SAGEeport/

execution time. Secassesment.zip (2014), [retrieved: March, 2018].
[13] R. Beaulieu, et al, The SIMON and SPECK Families of Ligbight
VI. CONCLUSIONS ANDFUTURE WORK Block Ciphers, Cryptology ePrint Archive, Report 2013/4Q813, [On-

] ) ] ] line]. Available: http://eprint.iacr.org/2013/404, {rieved: March, 2018].
The experiments Condthe.d d.u_rlng this project have showfs; Rr. Beaulieu, et al, Notes on the design and analysis MCBI and
that the SPECK cipher is significantly faster than Keccak = SPECK, Cryptology ePrint Archive: Report 2017/560, 201@nline].
(TUAK core) when implemented on the MULTOS platform (or Available: http://eprint.iacr.org/2017/560, [retrigzeMarch, 2018].
indeed in native mode). The results from the MILENAGE style[15] R. Beaulieu, et al, Simon and Speck: Block Ciphers far lifternet of
authentication using SPECK, were significant as they showed Things, National Security Agency, (2015). _
that a MULTOS application layer implementation could Sgtis  [16] (2017 Oct.) Wikipedia, Speck (cipher), [Online]. Alatile:
the 3GPP timing constraints: Something that was not pCESSibl https://en.wikipedia.org/wiki/Speckcipher), [retrieved: March, 2018].
with TUAK. There would even be headroom to add a few extrd1?] F. Abed, E. List, S. Lucks, and J. Wenzel, Cryptanalysis the
ds to the SPECK function to increase its security margin speck family of block ciphers, Cryptology ePrint Archive.edrt
_roun . : y marg 2013/568, 2013, [Online]. Available: http://eprint.iammg/2013/568, [re-
if preferred. This means that the algorithm could be loaded  trieved: March, 2018].
and configured post-issue, which has relevance for MZM. _anﬁ.S] I.Dinur, Improved Differential Cryptanalysis of RodfReduced Speck,
general IoT devices. In fact, MULTOS has begun to position  Cryptology ePrint Archive: Report 2014/320, [Online]. Awble:
itself in 10T because apart from its secure design, it also  http:/eprintiacr.org/2014/320, [retrieved: March,180
has an application Ioading mechanism based on PKI|. Thig9 K.Fu; et al, MILP-Based Automatic Search Algorithms fifferential
means devices can be configured offline, outside of secure 2nd Linear Trails for Speck, Cryptology ePrint Archive: RE2016/407,
environments. and without the need to distribute sharegesec [Online]. Available: http://eprint.iacr.org/2016/407retrieved: March,
’ . . 2018].
keys. 3GPP (_joes not specify a standard algorithm, but rather[zo] L.Song, ZHuang, and Q.Yang, Automatic Differentialnalysis
_frameworkw_lth MILENAGE and TUAK presented as example of ARX Block Ciphers with Application to SPECK and LEA,
implementations; and so the SPECK version could be used Cryptology ePrint Archive: Report 2016/209, [Online]. Aable:

within the standard. For the future, it would be interesting http://eprint.iacr.org/2016/209, [retrieved: March,18]
implement the SPECK-based 3G authentication on a Java Caff] ﬁ-Biryukov, A-ngv and V-Velichkolvy Differential ﬁ“ﬁsis of BlOACﬂk Ci-
; phers SIMON and SPECK, Cryptology ePrint Archive: Report4022,
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