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Abstract—Physical layer security has recently been regarded account. One of the key features in providing physical layer
as an emerging technique to complement and improve the security is that the channel state information (CSI) of both
communication security in future wireless networks. The curent the legitimate receiver and the eavesdropper often needs to

research and development in physical layer security is ofte . .
based on the ideal assumption of perfect channel knowledge o be known by the transmitter to enable secure encoding and

the capability of variable-rate transmissions. In this wok, we advanced signaling. In recent years, increasing atteritas
study the secure transmission design in more practical scanos been paid to the impact of the uncertainty in the CSI of

by considering channel estimation errors at the receiver ad poth legitimate receiver and eavesdropper’'s channelset th
investigating both fixed-rate and variable-rate transmissons. transmitter, e.g., [4-8].

Assuming quasi-static fading channels, we design secure -on . . .
off transmission schemes to maximize the throughput subjec Usually, the CSI is obtained at the receiver by channel

to a constraint on secrecy outage probability. For systems ith ~ €Stimation during pilot transmission. Then, a feedbadk (ih
given and fixed encoding rates, we show how the optimal on- available) is used to send the CSI to the transmitter. Hence,
off transmission thresholds and the achievable throughpuvary  the accuracy of the channel estimation at the receiver taffec
with the amount of knowledge on the eavesdropper's channel. yo quality of CSI at the transmitter. In the literature of

In particular, our design covers the interesting case wherehe hvsical | it t existi tudi eictiien
eavesdropper also uses the pilots sent from the transmitteto physical layer security, most existing studies assum

obtain imperfect channel estimation. An interesting obsevation ~ €gitimate receiver has perfect channel estimation. Gletis
is that using too much pilot power can harm the throughput assumption is not very practical, since the channel estmat

of secure transmission if both the legitimate receiver andte problem generally is not error-free. In principle, the cheln
eavesdropper have channel estimation errors, while the se®  oqtimation error exists at both the legitimate receiver ted

transmission always benefits from increasing pilot power whn . . .
only the legitimate receiver has channel estimation errorsbut eavesdropper. Assuming perfect estimation at the eavesseiro

not the eavesdropper. When the encoding rates are controlide IS more rez’flsonalble. from the secure transmissipn design poin
parameters to design, we further derive both a non-adaptive of view, since it is often difficult or impossible for the

and an adaptive rate transmission schemes by jointly optinzing  transmitter to know the accuracy of the eavesdropper’smian
the encoding rates and the on-off transmission thresholdsot estimate. Nevertheless, in scenarios where the eavesarispp
maximize the throughput of secure transmissions. . i '
just an ordinary user of the network whose performance and
Index Terms—Physical layer security, channel estimation error, other information can be tracked by the transmitter, e, [

on-off transmission, secrecy outage probability. 11], the consideration of imperfect channel estimationhat t
eavesdropper becomes relevant. Previous works that dtedy t
I. INTRODUCTION physical layer security problems considering the imperfec

) channel estimation at the receiver can be found in [12-14],

T HE broadcast nature of wireless networks makes CORynhere [12,13] considered the channel estimation errorat th

‘munication security a critical issue, especially Whepgitimate receiver and [14] considered the channel esitima
the information transmitted is important and private. GryRsrror at both the legitimate receiver and the eavesdropper.
to.graphic technol_ogie; are trgditionally used to incretm)e. Specifically, Taylor et al. presented the impact of the
wireless communication security. On the other hand, pRYsigegitimate receiver's channel estimation error on the querf
layer security has been widely regarded as a complem@fiince of an eigenvector-based jamming technique in [12].
to cryptographic technologies in future networks. Wyner$peijr research showed that the ergodic secrecy rate prbvide
pioneering work introduced the wiretap channel model aspF the jamming technique decreases rapidly as the channel
basic framework for physical layer security [2], which wagstimation error increases. Zhou and McKay analyzed the
extended to broadcast channels with confidential messagg&mal power allocation of the artificial noise for the seeu
described by Csiszar and Korner in [3]. These early worlggnsmission considering the impact of imperfect CSI at the
have led to a significant amount of recent research aC"—"'VitiPegitimate receiver in [13]. They found that it is wise to ate

taking the fading characteristics of wireless channel® inf,gre artificial noise by compromising on the transmit power

. o of information-bearing signals when the CSI is imperfectly
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eavesdropper, and found the optimal tradeoff between the en pilot power. One interesting finding is that, in the scenario
ergy used for training and data signals based on the achiéevab  where both the legitimate receiver and the eavesdropper

ergodic secrecy rate. obtain imperfect channel estimates, increasing the pilot
The aforementioned works in [12-14] all used the ergodic power for more accurate channel estimation can harm
secrecy rate to characterize the performance limits oksyst the throughput of the secure transmission even if the pilot

The ergodic secrecy rate is an appropriate secrecy measure f  power is obtained for free.
systems in which the encoded messages span sufficient ghannghe remainder of this paper is organized as follows. Sec-

realizations to capture the ergodic features of the fadivene tjon 11 gives the system model and the assumptions on channel
nel [15]. In addition, the works in [12-14] implicitly ass@t knowledge. Section Il analyzes the secure on-off transiois
variable-rate transmission strategies where the encadit®g design for systems with fixed encoding rates. Section IV Heve
are adaptively chosen according to the instantaneous ehargps two joint rate and on-off transmission designs dependin
gaing. In practice, communication systems sometimes prefgf whether the encoding rates are non-adaptive or adaptive.

non-adaptive rate transmission to reduce complexity and aumerical results and conclusions are given in Sections V
plications like video streams in multimedia often requise@fl and VI, respectively.

encoding rate’s Thus, variable-rate transmission strategies are
not always feasible.

In this paper, we study the secure on-off transmission ) ) o ) )
design with channel estimation errors, and adopt an Outagewe consider a wireless communication system in which the
based characterization as the security performance neeast@nsmitter, Alice, wants to send confidential informatiotthe
ment. Here the secure on-off transmission scheme is adopf@§nded user, Bob, in the presence of an eavesdropper, Eve.
from [15,16] and is essential to control the secrecy perfoﬁlice, Bob and Eve are assumed to have a single antenna each.

Il. SYSTEM MODEL

mance for systems with fixed encoding rates. We consider the scenario where both Bob and Eve are mobile
The main contributions of this paper are summarized 4§€rs served by the base station, Alice. In order to secure
follows. the transmission to Bob against Eve, Alice tracks the chlanne

1) We consider quasi-static slow fading channels and use lﬁa_‘”ties_ of bOth_ mobile stations by asking t_h_em to feed back
outage-based formulation to study the secure transmiss ﬁwfestcljrlr;atekdl_mkgstantaneous channel qualities thromghi-¢
design with channel estimation errors at the receiver si £ee feedback i . . .
This is different from the previous works in [12-14] The main assumptions on the system model made in this
which used the ergodic secrecy rate as the performarft@ <’ ar€ listed as fO"_OWS'_ .
measure. (a) We assume quasi-static fading channels and adopt the
2) We develop throughput-maximizing secure on-off trans- block fading model [17], where the channel gains remain
mission schemes with fixed encoding rates for different Cconstant over a block of symbols (i.e., the transmission of
scenarios distinguished on whether or not there is channel 0ne message) and change independently from one block
estimation error at the eavesdropper, and whether or not {0 the next. - o
the transmitter has the estimated channel quality féB) The block-wise transmission is adopted. At the start of
back from the eavesdropper. Our analytical and numerical ©ach block, pilot symbols are transmitted to enable chan-
resu'ts ShOW hOW the Opt|ma| design and the achievable nel- eStImatIO.n at the receiver. Then, bOth BOb and Eve
throughput vary with the change in the channel knowl- estimate their channels and feed the estimated channel
edge assumptions. qualities back to Alice. Finally, the data symbols are
3) For systems in which the encoding rates are controllable transmitted. o _
rates and the on-off transmission thresholds to maximize can be different from the transmission power of the data
the throughput of secure transmissions. Both non-adaptive Symbol. _ _ o
and adaptive rate transmissions are considered. Note tffht \We assume that the duration of a block is sufficiently long
none of the previous works on physical layer security For simplicity, the time spent on training and feedback is
considering the channel estimation error has explicitly in  negligible compared with the data transmission time.
volved the rate parameters as part of the design probleff) We assume that the average signal-to-noise ratios (SNRs
4) We also analyze how the training (pilot) power affects at both Bob and Eve, without the consideration of channel
the achievable throughput of secure transmissions, since estimation errors, are known at Alice.
the accuracy of the channel estimation depends on tAeong the above five assumptions, assumptions (a), (b), (e)
are more important than assumptions (c) and (d). With assump
1The system achieving the ergodic secrecy rate has the itpdisumption  tjgns (a) and (b), the receivers are able to provide insteuas
of the variable-rate transmission, which is very differdram traditional CS| feedback ,Al' A - indi hat Ali
ergodic fading scenarios without the secrecy consideratf detailed ex- _ee ac t(_) ) ice. Assumption (e) indicates that Aliee c
planation can be found in [15]. obtain the statistics of both Bob and Eve’s channels. Note
2In this paper, systems with non-adaptive rates are diffeirem systems
with fixed rates. The systems with fixed rates indicate thatethcoding rates  3Note that only the channel quality, which is a real number gsosed to
are already given and hence cannot be chosen freely. Thensystith non- the complex channel coefficient, is required to be fed bacRklice. In this

adaptive rates indicate that the encoding rates can be rchosthe design paper, we assume a high-quality feedback link with nedigiuantization
process but are constant for all message transmissions. errors.



that the availability of (some forms of) instantaneous arelg., pilot-symbol-aided channel estimation [19] as cd&rsd
statistical CSl at the transmitter is very important forigagg in this work. More specifically, since the channel coeffitien
secure transmission schemes at the physical layer. Aseaimpt:;,, has a complex Gaussian distribution and the received sig-
(c) is very general and practical, which is often assumed mal,y;, is a linear function of the channel coefficient, the linear
the work related to pilot-symbol-aided channel estimatioMMSE estimation becomes the optimal MMSE estimation.
Assumption (d) is made for the simplicity of presenting andhus, by using a linear estimator, the estimated channéiicoe
discussing results. This assumption can be relaxed if mkedeent and the estimation error are zero-mean complex Gaussi
For example, if the block length is not sufficient long sucHistributed. In fact,|fzb| is what Bob feeds back to Alice as
that the time spent on training and feedback is consideraltihe estimated instantaneous channel quality. The orttedijpn
compared with the data transmission time, we can introduggnciple impliesE{|h|2} = E{|hs|>} +E{|hs|?}. According

a new parameter to represent the ratio of pilot transmissitm[20], the variance of channel estimation error is given by
and feedback time to data transmission time, and include thi ~ 1

parameter when evaluating the system performance. By = E{|hs|*} = 1+ aP,T, ®)

The data symbol transmitted by Alice is denoteddbyThe \gpereTt is the length of pilot transmission. In this paper, it

transmission power of the data symbol is normalized so th .
E{|d|?} = 1, where E{.} is the expectation operation. The'S assumed thdl; = 1. Hence the effect of channel training

pilot symbol is denoted by. The ratio of pilot power to data IS solely characterized by the normalized pilot paverFor
power is denoted by convenience, we lef, = Pylhy|? and 4, = Py|hy|?, each

having an exponential distribution given by

0= pats = ), D L) = e~ ). 4 >0, (6)
{l | } o Yo) = Pb(l . Bb) P Pb(l _ Bb) ) b )
Since E{|d|?} = 1, we also calla as the normalized pilot 1 N

power (normalized by data power) in this paper. The received f5, () = 5% exp <—l> , > 0. (7)
; ) Py By PyBy
symbols at Bob and Eve are, respectively, given by
We assume that Bob uses the estimated channel gain for data

Yo =V Pohpx + g, (2) detection. Then, the actual instantaneous SNR at Bob can be
Yo — \/Fehex + e, 3) written as [21] )
. . L
where h, and h. denote the channel gains from Alice to Vb (8)

Bob and Alice to Eve, respectively. each having a zero- Polhsl? +1 %o 1
mean complex Gaussian distribution with unit variance, i.e We assume that Eve’s channel is also estimated by the
CN(0,1). We assume that Bob and Eve’s channels, hgand MMSE estimator. The estimation gf Eve’s channel gain and
h., are independent. This assumption is reasonable for ri¢he estimation error are denoted by and ., respectively.
scattering environment where Bob and Eve are not very clo§Bus, R N

to each other. The additive white noise with complex Gaussia he = he + he. 9)

distributionCA/(0, 1) at Bob and Eve are denoted by and  j,qer the assumption of using MMSE estimator for channel
n.. The transmitted signal can be a data symbal, or a pilot - ogtimation in the Bayesian linear modkl, and k. have zero-
symbol,t. Since the data power is normalized to unity,and ., complex Gaussian distributions. In fal(iigl is what

P, represent the average data signal-to-noise ratios at Bob @ye is required to feed back to Alice as the estimated instan-

Eve without the consideration of channel estimation eImolSineous channel quality. The orthogonality principle iiegl
respectively. Thusp, and P. are parameters that indicate theE Ihe|2) = E{IEEIQ} + E{|Ee|2}. In addition. the variance

general channel conditions between the transmitter and g\échannel estimation error is given by
receivers. For examplé), > P. may indicate that the distance

from Alice to Bob is smaller than the distance from Alice to Be = E{IﬁeIQ} = 1

S — 10
Eve. 1+ CYPeTt ( )

where we assumé; = 1. Similar, we lety, = Pe|lAz€|2 and
A. Channel Estimation Je = P.|h.|?, each having an exponential distribution given

We assume that Bob’s channel is estimated by the MM§JI¥
estimator during pilot transmission. The estimation of Bob AN 1 o < Ve ) .
. A A 5. (Ye) = 575~ 57—~/ Y >0, (11
channel gain and the estimation error are denotedosnd fre(e) P.(1-5) P Pe(1—5.) 7 )
hy, respectively. Thus,

- Ve ~
o - (5) = _ L A.>0. (12
ho = oy + oy, @) fr.0e) = 75, X ( Peﬂe) te> 0 (12

ith the MMSE channel estimation, the actual instantaneous
R for data detection at Eve can be written as

where Bb and h, are assumed to have zero-mean compl
Gaussian distributions. The assumption of Gaussian loligé&dl )
channel estimation error arises from using the MMSE estima- o P.|he|? e

tor for channel estimation in the Bayesian linear model [18] c pe|}}e|2 41 Ae+ 1

(13)



It should be noted that in principle Eve is able to furtheirom Eve and Eve has imperfect CSI. In contrast, Scenario 3
improve the channel estimation by performing joint channetpresents the worst case, where Alice has no feedback from
and data detection, while Alice has no mechanism to tell Hve and Eve has perfect CSI. There are two different CSI
this is the case. As a robust approach for achieving secreagsumptions between these two scenarios, one on the féedbac
Alice may assume the worst case scenario where Eve perfeétm Eve to Alice and the other on the CSI knowledge at Eve.
knows her own channel. Then, the actual instantaneous SNRmM theoretical point of view, it is meaningful to see the
at Eve isvy. = P.|h.|?, which has an exponential distributionimpact of changing one of the CSI assumptions on the secure

given by transmission design. To this end, Scenario 2 is introduset a
1 only differs from Scenario 1 or 3 in one CSI assumption. Thus,
e) = — €x _2e e > 0. 14) Scenario 2 enables us to compare the secure transmissithns wi
Ye /y P p P ) /y

different CSI assumptions changing in step. For instariee, t
difference in the results between Scenarios 1 and 2 shows
B. Channel Knowledge the effect of the CSI quality at Eve. The difference between

As mentioned before, Alice asks both Bob and Eve tgcenarios 2 and 3 shows the effect of the availability of CSI
feed back their estimated instantaneous channel quadities feedback.
the pilot transmission phase. Since Bob is the intended user
we simply assume that Alice has and trusts the feedbagk Secure Encoding
from Bob with the knowledge ofy, = P,|h,|> as Bob's

. : . e consider the widely-adopted wiretap code [2] for confi-
estlmat(_ad |_nstar_1taneous SNR. The "’?Ct“a' instantaneous S tial message transmissions. There are two rate panamnete
at Bob is given in (8). However, Eve is an eavesdropper, an

. ) . .namely, the codeword transmission rafe,, and the confi-
may not cooperate with Alice. Hence, Alice may not ObtalHential information rateR;. The positive rate differencB, =

\(/)vre t;usétciﬁc?cealreeig\?:;:( ;T;otr;réa;glrgvrlrigm tﬁ‘éi‘ Slge:;f'idg:,\r/km—l%s is the cost to provide secrecy against the eavesdropper.
€SP y Investig g A length M wiretap code is constructed by generatiig?e
different assumptions on the channel knowledge:

codewords: (w, v) of length M, wherew = 1,2, - .., 2ME:
« Scenario 1: Alice has and trusts the feedback from Ev@ydv = 1,2, - - ,2M(Fv—Rs) For each message index we
knowing 4. = P.|h.|?> as the estimate of the instantarandomly select from {1,2, ..., 2M(F=R)1 with uniform

neous SNR at Eve. Eve uses the MMSE channel estim@@bability and transmit the codeward’ (w, v). From [2] [22,

h. for data detection, and hence the actual instantanediteorem 1] [23, Definition 2], perfect secrecy cannot be

SNR at Eve is given in (13). achieved whenR. < C., whereC, denotes Eve’s channel
« Scenario 2: Alice has and trusts the feedback from Evegpacity,C. = logy(1 + v.). Also, Bob is unable to decode

knowing 5. = P.|h.|? as the estimate of the instantathe received codewords correctly whély > C;, whereC,

neous SNR at Eve. Eve is assumed to perfectly know hégnotes Bob’s channel capacity, = logy(1 + 7). Thus,

own channel, and the actual instantaneous SNR at Evegigen a pair of the rate choiceR; and R, the secrecy outage

Ye = Pelhel?. probability [16], ps,, and the connection outage probability,
« Scenario 3: Alice does not have or trust Eve’s feedbacdk;., are defined as

and hence has no knowledge about Eve’s instantaneous

channel. However, the statistics of Eve’s channel, Pe., Pso = Pr(Ce > Ry — R, | message transmissipn ~ (15)

is still assumed to be known at Alice. Eve perfectly knows peo = Pr(Ch < R, | message transmissipn  (16)
her own channel, and the actual instantaneous SNR at Eve -
iS e = Py |hel?. wherePr(-) denotes the probability measure. Note that both

. . utage probabilities are conditioned on the message tiansm
In fact, the three scenarios above can also be interpreted as . N

. : sion. The security level and the reliability level of a trans
follows. Scenario 1 represents the case where Eve is exact

identical to other mobile users. Scenario 2 generally Tt mission scheme can then be measured by the secrecy outage

the case where Alice has partial information about Eveperbability and the connection outage probability, respely.

channel gain, while allowing Eve to have perfect knowledge
on her own channel. Scenario 3 is valid for the case where I1l. ON-OFF TRANSMISSION DESIGN
Alice has no feedback from Eve. This scenario is perhapsin this section, we consider each of the three scenarios
the most practical one with current communication protecotlescribed in Section Il and show how to design transmission
where the channel feedback is only obtained from the inténdschemes with good throughput performance, whilst satigfyi
receiver. Scenario 3 is also a robust approach for secraty tbertain constraints on the reliability and security levels
allows Eve to have malicious behaviors, e.g., feeding wromgrticular, we consider the on-off transmission: Alice ides
information back to Alice. whether or not to transmit according to the information abou
It should be noted that Scenario 2 is the least-practiddbb and Eve’s estimated instantaneous SNRs, i.e., transmis
scenario compared with Scenarios 1 and 3. However, it 9®n takes place when the estimated instantaneous SNR at Bob
necessary to stress the value of studying Scenario 2 in this is greater than a certain threshold, and the estimated
paper. From the legitimate users’ perspectives, Scenaep-1 instantaneous SNR at Ev&,, is less than another threshold,
resents the most desirable case, where Alice has the fdedhag while transmission is suspended whép < pu;, or



e > pe. Having this on-off transmission scheme is necessagyven as
for improving the reliability and security performance.rFo . N
example, when the channel condition from Alice to Bob is ver;?t”” = Pr(% > ) Pr(fe < pie)

bad, transmission may incur a large probability of decoding = exp <_L)<1 —exp (_L» (19)
error at Bob. Also, when the channel condition from Alice to Py(1 = Bp) Pe(1 = Be)

Eve is very good, transmitting message may lead to a largice v, < 4, according to (8) and Bob can decode the
probability that the confidential information is leaked teeE message without error only wheén, > Ry, it is wise to choose
Since the security and reliability performances are relate the value ofy, satisfying

different channels, which can be seen from (15) and (16), it Ry
is reasonable to set two separate SNR thresholds on Bob’s logy (1 + pip) = Ry = pup 2 27 — 1. (20)
channel and Eve’s channel, respectively. In the scenar&evhThen, the connection outage probability in Scenario 1 ismiv
Alice does not have or trust the feedback from Eve, there tiy

no on-off SNR threshold on Eve’s channgl, or equivalently .

1 = 00 Peo = Pr(logy(1+5) < Ry | 45 > p1p)

We assume that the encoding rates have already been _ p, <1og2 (1+ il > < Ry | A > Mb)

designed such that both the codeword transmission Rfe, Yo+ 1
and the confidential information rate},, are fixed. The ~ Pr(m, <4 < 2% —1)(55 + 1))
design problem is to maximize the throughpuit,subject to o Pr(% > up)
two constraints, one on the security performance and ther oth m
. X . — ex
on the reliability performance, which can be written as P (Pb(l — ﬂb))
oo (27 —1)(Fp+1)
E}}%ﬁ N = Dix (1 - pco) R, (17) . / . (/ f’?b (’ﬂ/b)d’ﬁ/b>f% (ﬁb)dﬁ/b
St Pao < €Pe0 <0, (18) M K
= Bu(2" — 1) ex ! JR—_ (21)
where p;, denotes the probability of transmission due to 1+ Bp(28r —2) P Py 280 — 1) )"

the on-off transmission scheme, € [0,1] and§ € [0, 1]

: S i The secrecy outage probability in Scenario 1 is given by
represent the security and reliability requirements. Tdwecy

outage probability is required to be no larger thgnand pse = Pr(Ce> Ry — R, We < fhe)

the connection outage probability is required to be no large B .

than §. The controllable parameters to design are the two = Prlog {1+ Fe + 1 > By = Ra | Fe < pre
on-off SNR thresholdsy,;, and p.. Note that the throughput Pr ((231, DA+ 1) < Ae < ue)
maximization provided in this paper only gives an achiegabl = . (22)

bound on the throughput of secure transmission. Pr(fe < pre)
In what follows, we consider the transmission design i?n one hand, lfue < 2f=fe — 1, pg, = 0. On the other
the three different scenarios described in Section II. Bmhe hand, if ue > 2~ % —1, we have
scenario, the transmission probability, the connectiotagel T
probability and the secrecy outage probability are derived  Jo (f(sz Ro 1) 5041y S5V )d%)fwe(%)d%

_ —-1)(
firstly. Then, the feasibility of security and reliabilityon- Pso= ( )
straints is discussed. Here the feasibility of constramesins (1 Be)
that the constraints can be satisfied whilst achieving atipesi WM exp( 2" b(1 . )1) exp ( — ))
information rate. Finally, the solution of the optimizatio = ° ° °
problem is given as a proposition. 1—exp (—ﬁ)
Be (2= Rs 1) 1 (1 . o

| THB.em T2 O (Fe (E ~ToR m(zRffRsfl)))

A. Scenario One 1—exp (_Pe(fe 55))
Derivations of p.., peo and ps,: Since Bob’s estimated in- (23)

stantaneous SNR is independent with Eve’s estimated mstgfom (22) and (23), we find that the secrecy outage probgbilit
taneous SNR, the probability of transmission in Scenaris 1,k directly mfluenced by the value gf. but not related to

. If e < 2F—Rs _ 1 perfect secrecy is achievable in
4The problem considering the design of encoding rates whgrand Rs ~ Scenario 1. Sincé. > . in Scenario 1, the estimate of Eve’s
can be optimally chosen is analyzed in Section IV. instantaneous SNR, in fact, can be treated as an upper bound

5Note that we do not consider the overhead of pilot and feddaten fth E . SNR. H Al K
calculating the throughput in this paper, since we assumgfaisntly long of the actual Eve’s instantaneous ence, Alice can make

block length for simplicity. If the pilot transmission aneeidback time is sureC, < Ry, — R, as long agi. < 2f%~%s —1, and then the
congidered, we can introduce a new parameter,Osap represent the ratio perfect secrecy is achleved.ﬂg > 9B —R -1, (23) indicates

of pilot transmission and feedback time to data transmistime. Then, the h h bability i h 4l
throughput can be calculated by taking this ratip,into account, i.e., (17) that the secrecy outage probability increases as the vdlue o

will change ton = 5pta(1 — peo) Rs. lle INCreases.



Feasibility of Constraints: From (21),p., is a decreasing In addition, in this scenario if the transmitter increases

function of i, and the pilot power, the estimation errors at both the legitenat
. o4 receiver and the eavesdropper will reduce. Thus, the satect
oo Pee = 0. (24) " of normalized pilot powery, will create an interesting tradeoff

between reducing the estimation errors at the legitimate re
ceiver and reducing the estimation errors at the eavesdropp
Here, we briefly discuss the method to calculate the optimal
as follows, instead of providing a detailed analysis. Fingt
According to (22),ps. iS an increasing function ofi. and need to find the expressions of optimal and . in terms of
pso = 0 as long agu, < 27—« _ 1. Thus, the feasible range« by substituting (5) and (10) into (27) and 28), respectively
of the security constraint in Scenario 1 is given by Then,p;, andp., can be expressed as functionscofFinally,

the optimal« is the solution to the optimization problem of

. N . . max 1N = pra(a) (1 = peo(@)) Rs, (30)
Hence, any required reliability and security constraints a o
feasible by appropriately adjusting the on-off thresholds s.t. a>0. (31)

is noted that perfect secrecy, i.e.= 0, can be achieved.  Due to the complex expressions of the optimaland s, it
The following proposition summarizes the solution to thgs difficult to find a closed-form solution of the optimal But

design problem in Scenario 1, where the optimalis ex- this problem can be solved numerically.
pressed in a closed form and the optimal is obtained by

numerically solving an equation.
Proposition 1: The optimal parameters of the throughput- o o
maximizing transmission scheme in Scenario 1 are given as  Derivations of p;;, pe, @nd ps,:  The derivations of the

Thus, the feasible range of the reliability constraint ireSc
nario 1 is given by
0<d<1. (25)

0<e<l. (26)

B. Scenario Two

follows: probability of transmission and the connection outage @rob
s bility in Scenario 2 are the same as (19) and (21) in Scenario 1
2 —1, if Ry <log, (1+1 (1&’2;)) respectively. The secrecy outage probability in Scenaris 2
o =

(27 — 1) (1 — PyByIn (671%1’212% S ) , otherwise.  91ven by
(27) Pso = PI‘(Ce > Rb - Rs | ’3/6 < ,LLe)
= Pr(logy(1+7e) > Ro — Rs | Ye < pe)

e +00, ﬁiﬂﬂ§§%:geq%—%%§%%)ge, _ Pr(ye > 27 — 1,90 < pre)
‘ Fy, otherwise, Pr(fe < pe)
(28) B (s B i) £
where F} is the solution of . to the equation I —exp (—ﬁ)
1—B. ox ( 2Ry~ Rs )_ex (_ He ) According to the definitions ofy. and 4. in Scenario 2y,
e = PR -2) P\ P\TPa-5) conditioned on its estimatey., follows a non-central chi-
1—exp (—Wjﬂ)) square distribution with two degrees of freedom. Applying t
Ri—R. ' ' cumulative distribution function of the non-central clyjusire
Be (2 b— 71) ex 1 1 pe He . . .
+—1+ﬁ (2T _g) OXP Be  1-B. B.(2f-T=_1) distribution, we have
1—exp (—%) oo 24 R, —R,+1 _
2 . Ve
(29) oRp—Rs 1f’ye|’ye (’Yeh/e d% Ql eﬂe eﬂe ’
The proof of this proposition is given in Appendix A. (33)

WhereQz(a b) represents the Marcum Q-function [24]. Thus,

R k: From (21), when the reliability constraint is Verfthe secrecy outage probability in Scenario 2 can be rewritte

stringent such thap., is required to go to zero, the value o
the on-off SNR threshold on Bob’s channel needs to be very

!argg such thaf, goes to infinity. However, ifu, goes.to_ jo le( 2?[1 \/QRZ’;:BS Q)f%(fye)dfye
infinity, we have the throughput;, goes to zero. Thus, it ispso =
interesting to investigate the behaviors pfand p., for the 1—€XP(— P(liiﬁe)
limiting case whereu;, goes to infinity. From (17), (19) and . Y
(21), we see that both andp., are exponential functions of fo eXp( 1 =7 )Ql (\/ -6 \/ P.f. ) - (34)
1y asuy goes to infinity. Hence, the slopes pfandp,.,, as a 1— 1— e
_ planc Pe (1=Be) (L —exp(~ 5
function of i, both go to zero ag;, goes to infinity.

5 _ Feasibility of Constraints: Since the connection outage

Note thatn also goes to zero, gs. goes to zero. However, since perfect — . )
secrecy is achievable as long as < 2%»—Rs — 1 in this scenario, it is prObab'“.ty does not Change -fro.rr_1 Scenar'ol 1 FO Scenar!O 2,
unnecessary to study the behaviorroés .. goes to zero. the feasible range of the reliability constraint in Sceoai




is identical to (25) in Scenario 1. Singe, is an increasing given by

function of i, and () (0) 27 o B
n :ue _ n :ue
lim pso = Pr(Ce> Ry~ R, |4 =0) 2)711! =4 (1 - Zf‘” P )
He— n= n=
= Pr(logy(l4+7ve) > Ry — Rs | % = 0) = A(1—(1-=Bue+0 (1))
0 _ _ 2
B /R R f'yeWe:O(VeHe = O)d'Ye o ABM& 0 (,Lte) ’ (41)
st where O(-) denotes the less-significant terms, and expresses
2 —Rs+1 9 the error. Thus, the most-significant term ofu.) around
= @10, —ra | (35) =0i
ele He 1S
Thus, the feasible range of the security constraint is gagn ABpe = (= Peo) R exp (—L> e,  (42)
, P.(1-5.) Py(1 — Byp)
9Ry—Rs+1 _ 9 and the slope of)(u.), asu. goes to zero, can be approxi-
Q1 |0, T P.B <e<l (36) mated as
. . . _ (A —peo)Bs oxp [ ——Ho (43)
Thus, any required reliability constraint is feasible, le@hhe P.(1-8.) xp P(1—=5) )"

security constraint is feasible only when (36) is satisfied.
The following proposition summarizes the solution to the
design problem in Scenario 2, where the optimglis ex- 2R —Rs _ 1
pressed in a closed form and the optimal is obtained by P (_ P, > seslh
numerically solving an equation.
Proposition 2: The optimal parameters of the throughput-
maximizing transmission scheme in Scenario 2 are given as

Besides, according to (38) in Proposition;2, = co when
(44)
This indicates that Alice can ignore the feedback from Eve

to design the system parameters when the security cortstrain
satisfies (44). Therefore, the design problem in Scenar® 2 i

follows: identical to the design problem in Scenario 3 when the scuri
P it R, <log, (1 T faiif_b%?) 7 constraint satisfies (44).
o = .
(2% 1) (1 ~ By In (6%))  otherwise. - o o ario Three
37)

In Scenario 3, Alice does not have or trust the feedback from
o Eve. Thus, Alice decides whether or not to transmit accardin
{+oo, if exp (—%) <, to the information about Bob’s estimated instantaneous .SNR
He = ¢

(38) Then, the on-off SNR threshold on Eve’s channel, does

F, otherwise, ) . . .
not exist, and there is only one parameter to design, g.,
where F, is the solution of 4. to the equation Derivations of p;., pc, and ps,: The probability of trans-
mission in Scenario 3 is given as
. ORy—Rstl _o
Jo eXp( P )Ql( Ph \/ P. 5. ) e

€= . (39) DPra = Pr(%p > ) = exp (—L) . (45)
P. ( _Be) (1 exp( (1 55))) Pb(l - Bb)
The derivation of the connection outage probability in Sce-

The proof of this proposition is given in Appendix B. l\lo'[e‘th"j‘nario 3 is identical to (21) in Scenarios 1 and 2. The secrecy
the optimaly;, in Scenario 2 is identical to that in Scenario 10utage probability in Scenario 3 is given by

Remark: In this scenario, when the security constraint is
. . L. oRy—Rs _q

very stringent such that,, converges to its limit in (35), the Pso = Pr(C. > Ry, — R,) = exp <_7> . (46)
value of the on-off SNR threshold on Eve’s channel needs Pe

to be very small such thai. goes to zero. However, ifi. Note that the secrecy outage probability in Scenario 3 is a
goes to zero, we have the throughpptgoes to zero. Thus, it constant value and uncontrollable. Thus, the securitytcains

is interesting to investigate the behaviorpfor the limiting is either always achievable or always unachievable no matte
case wherg.. goes to zero or equivalently,, converges to what the value of the design parameter is.

its limit” From (17) and (19)y can be rewritten as Feasibility of Constraints: Since the connection outage
n(pe) = A (1 — exp(—Bpe)) (40) prob_ability remains the same in Scena_rios_ 1, 2 anq 3, t_he
feasible range of the reliability constraint in Scenarios3 i
whereA = exp (_ﬁg (1—peo)Rs and B = 57— identical to (25) in Scenarios 1 and 2. Since the secrecygeuta
The Tay'or expansion of the above function arowd: 0is prObabI|Ity in Scenario 3 is not Controllable, the feasibiege
of the security constraint in Scenario 3 is given by
“The behavior ofn for the limiting case whergu;, goes to infinite in 9Ry—Rs _ 1
exp ( ) <e<l1

this scenario is exactly the same as discussed in Scenaflo avoid the
redundancy, we do not discuss it here again.

5 (47)



Thus, any required reliability constraint is feasible, lehthe A. Non-Adaptive Rate Scheme
security constraint is feasible only when (47) is satisfi¢dte

that the lower bound of the feasible security constrainhia t .4 ord transmission rat&,, and the confidential informa-

scgngrio is the same as (44) in the gnalysis ff“ Scenarioyd, rate, R, are both constant over time. The throughput for
This is because the design problems in Scenarios 2 and 3mrée non-adaptive rate scheme is given by

the same when (44) is satisfied.

The following proposition summarizes the solution to the 7 = Ptz (1 — Peo) Rs. (50)
design problem in Scenario 3.

Proposition 3: The optimal parameter of the throughput- Derivations of pi., peo and ps,: The probability of trans-
maximizing transmission scheme in Scenario 3isgivenin (27). mission is given in (45). The connection outage probability

given in (21). The secrecy outage probability is given in
%6). Note that the security performance is controllables,no
Ince R, and R, can be optimal chosen.

We first consider the non-adaptive rate scheme where the

Remark: Comparing the optimal solutions to the desig
problems in the three different scenarios, we can find th
the three scenarios have the same optimal solution:of S
but different optimal solutions of... This is because that Feasibility of Constraints: Sinceps, is independent ofu,
we have the same assumption on the channel knowledgethst choice ofu, does not affecp,,. Also, from (24), we can
the legitimate link but different assumptions on the channget , sufficiently large to achieve any arbitrarily smail,.
knowledge of the eavesdropper’s link in different scersrio Thus, the feasible range of the reliability constraint ia tton-

Besides, it is noted that the security performance of syste@flaptive rate scheme is identical to (25). According to ,(46)
in Scenario 3 cannot be controlled by the design parametés iS @ decreasing function ot, — R, and
for the fixed rate transmission scheme. In order to control I B

: . ) . im  ps, = 0. (51)
the security performance of systems in Scenario 3, a ddtaile Ry— Ry —400
analysis on the joint rate and on-off transmission design f
systems in Scenario 3 is provided in the next section.

?hus, the feasible range of the security constraint in the no
adaptive rate scheme is given by

0<e<l. (52)
IV. JOINT RATE AND ON-OFF TRANSMISSIONDESIGN

Note that any required reliability and security constraiate
As analyzed in Section lIl, for networks in Scenario 3feasible by appropriately choosing, and R,.
the security performance of the communication system is|n Section Ill, p,, and p., are independently controlled
uncontrollable if we only consider the design of the on-offy different design parameters. However, in this sectiba, t
transmission parameters, i.e, the on-off thresholds. dieloto  choices of encoding rates affect both the connection outage
control the security performance, in this section, we tehgt probability and the secrecy outage probability. In otherdso
the design problem in Scenario 3 considering the joint rate awith the encoding rates controllablg,, and p., are related
on-off transmission desidn Unlike the on-off transmission by the rate parameters. For example, from the derivations
design in Section Il where the encoding ratés, and s, of connection and secrecy outage probabilities, a smaljer
are fixed, in this section we allow more degrees of freedoglows us to achieve a smaller connection outage probgbilit
such thatR, and Rs can be optimally chosen. but may increase the secrecy outage probability. This esabl
The design problem is to maximize the throughpuyt, a trade-off between the feasible reliability constraintl dhe
subject to two constraints, one on the security performande feasible security constraint. To illustrate such a traffevee
the other on the reliability performance. In Scenario 3cAli analyze the feasible constraints for the system with a given
decides whether or not to transmit according to the estithaten-off threshold ;. To satisfyR, > 0 andp,, < ¢, we have
instantaneous SNR at Bob,. The design problem can be2® —1 > P.Ine"'. Also, from (20) andp., < 6, we have
written as 28 —1 < min {up, F4 (11, 5)} whereFy (s, §) is the positive
solution ofz to the equation

max 1), (48) P
Mo i, fis B B L — B
St Pso < €Peo <0 (49) o = (1 PPy In (5 B — )) . (59)

The controllable parameters to design are the codeword-traf"us, for any chosen value of,, the feasible constraints
mission rate R, the confidential information rate?., and the for having secure communication with positive confidential

on-off SNR threshold on Bob's channgi,. In the following, [nformation rate must satisfy
two different transmission schemes are derived, accortting exp (_ min {ub,F4(ub,5)}) .

whether the encoding rates are non-adaptive or adaptive. Th P (54)
expression of the throughput, for each transmission scheme ‘
is provided in the corresponding subsection. From (53), it is easy to see thad¥ (u,d) is an increasing
function of §. Thus, according to (54), the minimum feasible
8The joint rate and on-off transmission design for Scenati@nd 2 can value of ¢ increases with the decrease @fIn other words,

be obtained in a similar way as presented in this section. if we set a stricter reliability constraint, the feasiblegety



constraint becomes loose. Note that when the reliability-coNote that the optimalR, and R, are obtained in Step 1
straint is sufficiently looseF, (s, d) becomes always greaterfor a given value ofy,. Thus, the following calculations of

than ., and (54) changes to connection and secrecy outage probabilities are condition
on a givenys.
€xp p. € Derivations of p., and p,,: Sincey, < 4, and Bob can

. . . . decode the message without error only whén> Ry, it is
The following proposition summarizes the solution to thei e to choose the value dt, satisfying R, < log, (1 + 4).

. . 0
design proplem for the non—ada_pnve rat_e scheme, where ear%ﬁén, for any giveny,, the connection outage probability can
of the optimal , and the optimalR, is expressed as e computed as

closed-form function ofR;, and the optimalR, is obtained

by numerically solving an optimization problem. Peo = Pr(loge(1+) < Ry | %)
Proposition 4: The optimal parameters of the throughput- A .
maximizing transmission scheme with non-adaptive rates are = Prilogy {1+ At 1 < Ry | 4o

given as follows:

. Yo .
= Pr <7b > -1 %)
. —B)5
= 2Rs _ 1, if Ry Siogg (1 + %(1633») 7 12Rb — 1A
- Ry, _ _ 148y (270 —2) ; _ _ o _
(2 b 1)(1 PyS3y In (67&(2%71) )) , othervvg:.) = exp< Pib, <2Rb — 1)) . (63)

. The secrecy outage probability does not change from the non-
Rs=Ry,—Fk,  where k=logy(1+ FP.lne ). (57) adaptive rate scheme given in (46).

Ry, is obtained by solving the problem given as Feasibility of Constraints: According to (63), we have
i Ap — 00 = Peo — 0 (64)
max (R, —k)e _——
o (8= ey (- )

" Since ps, is independent ofu;, the choice ofy;, does not
240 —1 ici
' <1 ﬂb( ) ) eXp( 1 (1_ b 1>)> . (58) affect p,,. Also, we can sefu, sufficiently large such that

_1+ﬁb(2Rb—2 Py5y 28 — transmission happens only whep is sufficiently large to
st. k< Ry < achieve any arbitrarily smalp.,. Therefore, it is feasible
(1 )5 1 . to haved — 0. Thus, the feasible range of the reliability
max{log2<ll ﬁb(l—é))’ kA ln2W(2 Pb(l—ﬂb))}, (59) constraint is the same as (25). For the same reason described

_ _ _ _ in the non-adaptive rate scheme, the feasible range of the
where W(-) is the Lambert W function and 4, is a function  security constraint is identical to (52). Therefore, anyuieed

of R, whose expression is formulated as (56). reliability and security constraints are feasible by appiately
The proof of this proposition is given in Appendix C choosingR, and R,.

The following proposition summarizes the solution to the
B. Adaptive Rate Scheme design problem for the adaptive rate scheme, where the opti-

Now, we consider the scenario where the codeword traf8al 1 is given by a closed-form solution, the optimal is
mission rate,R,, and the confidential information rat&®,, €xpressed as a closed-form function/ef and the optimalz,
can be adaptively chosen according to the estimated Bol$sobtained by numerically solving an optimization problem
instantaneous SNR. Since the confidential information, rate Proposition 5: The optimal parameters of the throughput-
R, is adaptively chosen according to any givép the Maximizing transmission scheme with adaptive rates are given

throughput for the adaptive rate scheme is given by as follows:
- o= (1+PBpyIns ') P.lne . (65)
n = Ab (1 _pco)Rsf%('yb)d’Yb- (60) Ry =R, —k, where k= 10g2(1 +P.In 6_1). (66)
The lower limit of the integral in (60) is equal {@,, since the R, is obtained by solving the problem given by
transmission takes place only whén> p, due to the on-off 1 3
transmission scheme. max (R, —k) (1—eXp (P 5 (1— 2Rb_1))) , (67)
Then, we consider the design problem of finding the values ’ b6\
of Ry, Rs andu, that maximize the throughput. Sinég, and st. k< Ry < log, (14_#) ) (68)
R, can be adaptively chosen according to any giggnwe 1+ PyfyIné—t

treat this design as a two-step optimization problem givwen bThe proof of this proposition is given in Appendix D.

Step 1: For any giveA, (3 > 1), Solve Remark: From Proposition 5, one can further obtain that
max (1= pe) Re, 61) the optimalRy, is equgl to either the upper. bound Bf, i.e.,
Ry, R Ry, = log, (1 + ngbg#), or the solution ofR;, to the
S.t. Pso < €, Pco < J. (62) equation
Step 2: Choose the beg{ to maximize the overall throughput dI(Ry) 0 (69)

averaged ovefy,. dR,
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where I(Ry) = (Ry — k) (1 — exp (ﬁ (1 - ﬁ))) e

Note that wheng, = 0, Proposition 5 implies that?, = T Pbosds
log,(1 + 7). This is consistent with the optimal solution of O04f — ~ —eb-1sum ]
Ry in the absence of the estimation error, where the optirr 035] T
codeword rate matches the capacity of Bob’s channel. os 7 |
V. NUMERICAL RESULTS g ozs) PR i 1
In this section, we illustrate and analyze the numeric g ozf ;o 1
results for both the on-off transmission design and thetjoi " oash A |

rate and on-off transmission design.

o
[N
T

o

o

Gl
T

A. On-off Transmission Design

We first present and compare the numerical results for t 0 - . . - . .

on-off transmission designs in the three different scesari Normalized Pilot Power (Ratio of Pilot Power to Data Power),a

The results shown in this subsection are all for networké wit Hiovable throudh i

icqi ; _ _ Fig. 2. Scenario 2: Achievable throughput versus normdligigot power.
the transmission rates fixed # = 2 and R, = 1. Results are shown for networks with different average vecetata SNRs at
Bob, P, = 5 dB, 10 dB, 15 dB, 20 dB. The other system parameters are
6=0.1,e=0.05, P.=0dB, R, =2, Rs = 1.

Eve estimate their channels via the pilot transmission and

o P Tt \'"'\‘ B feed the channel estimates back to Alice. Increasing pilot
L 1 power not only enhances the legitimate users’ knowledge
S o6 / e 1 about the channels, which has a positive effect on the secure
g:os,; ! o ToTTm Ty t_rans_mission, but also increases _the accuracy of channel es
g 014»3. /»/' | timation at the eavesdropper, which incurs a negative effec

on the secure transmission. Before the normalized pilotgpow

o
w
T
-

i 1 reaches the optimal value, to obtain good channel knowledge
02 /-’ E— at the legitimate users is more important than to keep the
0_1;4’ i -~ -] eavesdropper’s channel estimation inaccurate. Howefter, a

i/ Pb = 20 dB the pilot power reaches the optimal value, the disadvantage

% 1 2 3 4 5 6 incurred by further increasing pilot power overcomes the
Normalized Pilot Power (Ratio of Pilot Power to Data Power),a benefit. ThUS, we observe that increasing normalized p”Ot

Fig. 1. Scenario 1: Achievable throughput versus normdligdot power. power incurs the peak value of throthPUt' ThIS observation
Results are shown for networks with different average vecetlata SNRs at suggests that when both Bob and Eve have imperfect channel
?Ob'oplb = 500'(% %Q dB,O (1]'58 d}‘%v 20;“?%- Thel other system parameters agstimation dependent on the training process, it is notyswa

T eT R e = T A s good to have more training power to get more accurate channel

: . estimation, and th timal val b Iculated di
Figs. 1 and 2 demonstrate the achievable throughput agaes mation, and |he opfimat vaiue can be ca’ciiated adegrdi

the normalized pilot power for networks with different aage %S{he method discussed in the Remark of Section lil-A
received SNRs at Bdbin Scenarios 1 and 2, respectively, On the other hand, the achievable throughput always is

The average received SNR at Eve, is fixed to O dB. Also. a non-c_iecreasmg func_t|0n_of the normallz_ed pilot power in
s : ‘ ) ' Scenario 2, as shown in Fig. 2. In Scenario 2, only Bob has
the reliability and security constraints are fixed. As shawn

Fia. 1 it is interesting that the throuahput does not alwa chgn_nel estimation errors but not E_vg. Thus, the increase of
K9 L : >tUng \ghput XFamlng power only improves the legitimate users’ knovged
increase with the increase of normalized pilot power. As ﬂbebout the channels, but has no influence on the eavesdrspper’
curves ofP% = 10 dB, 15 dB, 20 dB present, _the thrOL“*:]hpLﬁnowledge about her own channel. Therefore, it is alwaysigoo
Increases fast to a _peak when the normalized pilot POV have more training power to increase the throughput m thi
increases to the optimal valuer (= 2.28 for P, = 10 dB, scenario.

a = 0.87 for B, = 15 dB, a = 0.83 for b, = 20 dB). Fig. 3 compares the achievable throughput in Scenarios 1,
After achieving the peak value, the throughput decreasts W5 and 3. There are three groups of curves representing the

the increase of the normalized pilot power. This observatiq tworks with three different values of normalized pilotyas.

X . n
can be explained as follows. In scenario 1, both Bob a’)@ shown in the figure, subject to different security constsa

9The results withP, equal to or smaller tharP. are not shown in the Scenario 1 can always achieve a positive throthpUt' This is
figures. WhenP, is comparable or small thaR., the achievable throughput because Alice and Eve have the same amount of knowledge
is very small or reaches zero. In order to achieve betteopednce in such gphout the eavesdropper’s channel in Scenario 1, and Alice in
a scenario, one can consider multi-antenna transmissionsing external .
helpers to regain the relative advantage of the legitimateiver's channel fact knows an upper bound of the aCtuaI_mStantaneous SNR. at
over the eavesdropper’s channel, which is beyond the scbtiésowork. Eve (. > ~.). On the other hand, Scenarios 2 and 3 can obtain
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and reliable constraints for the network in Scenario 3. As
= =~ Seenaro1 shown in the figure, for different reliability constrainthie
.7 H 4 Scenario3 throughput is always a step function of the security coigtra
Also, we find that the throughput increases with the loose of
reliability constraint at the beginning. However, if thdiabil-
ity constraint is already sufficiently loose, further laggithe

reliability constraint would not increase the throughput.

0.8

Throughput, n

B. Joint Rate and On-off Transmission Design

Now, we show the numerical results for the joint rate and
on-off transmission design. The results demonstrated is th
subsection are obtained with, = 10 dB and P, = 0 dB for
networks in Scenario 3.

0 L L

2 10" 10

Security Constraint, €

10”

10°
Fig. 3. Comparison of the three scenarios: Achievable tinput versus T A=
security constraint. Results are shown for networks wiffedint values of
normalized pilot powerx = 1, 5, co. The other system parameters d&e=
10dB, P. =0dB,§ = 0.1, Ry, = 2, Rs = 1. Note that the case ef = co 1070 i
is equivalent to having perfect channel estimation.

a positive throughput only when the security constraingsiar 107F N 1

the feasible ranges as formulated in (36) and (47), resbgti
In addition, we see that the throughput of each netwo
in Scenario 3 is a step function of the security constrai 107k N |
(the throughput is equal to either zero or a positive comste ~
value), which is because that the controllable parameteotis ~
related to the security performance of networks in Scerrio I ‘ , ‘ , ‘
Comparing the results for different scenarios, we see it | 0 01 02 Re”;’tjty cOnsfégint,a 05 0.6 07
networks in the three scenarios can achieve the same throug,..

put, when the security constraint is sufficiently loosesfgitng Fig. 5. Feasible security constraint versus feasible biiia constraint for
(44) or (47). Besides, under a same security constraint, @'z?fftxﬁh'%ﬁiesr‘;hn‘iT/gll‘j‘ggh ;?:‘éf;;l?z‘:g th”rgtsr‘g:/‘\j/g@are_srogvn for
throughput difference between networks in Scenarios 1 aiﬁ,quother system parameters arg— 9, P, — 1p0 dB‘? P, i"oadg_ e

2 decreases with the increase of normalized pilot power. As

phresented t;]y theri:ase@:]: Oor’] ScinarloT 1 andf2 c?n ach|eve Fig. 5 illustrates the trade-off between the feasible balitg
the same throughput when the channel is perfectly eSt'matsgnstraint and the feasible security constraint for the-non

adaptive rate scheme with a given on-off threshold. For each
network, the feasible constraints lie in the region abowe th
corresponding curve. As depicted in the figure, there essts
lower bound on the feasible value efalthough the feasible
value of ¢ generally decreases with the loose of reliability
constraint. From the analytical result, we know that thedow
bound on the feasible value efis related to the on-off SNR
threshold as given in (55).

Fig. 6 demonstrates the achievable throughput over a range
of security constraints for networks with different norimatl
pilot power values, while the reliability constraint is ftkéo
0 = 0.1. The curves representing non-adaptive and adaptive

10° rate schemes are distinguished by different line styles. As
shown in the figure, the achievable throughput rises with
the increase of the normalized pilot power. We see that
adaptively changing the encoding rates significantly inapso
the achievable throughput compared with the non-adagiee r
Fig. 4. _Scenario 3: Achievable throughput versus the sicarid reliability scheme. In addition, Compared with the on-off transmission
constraints. The system parameters are= 5, P, = 10 dB, P. = 0 dB, . . . . . L
Ry =2, Rs = 1. design with fixed rates in Section lll, the joint rate and on-
off transmission design significantly improves the achidea
Fig. 4 presents the achievable throughput versus the sgcutiiroughput. For example, the on-off transmission desigh wi

Security Constraint, €
/

o
©

o
o

Throughput, n

Reliability Constraint, & 107 10 Security Constraint, &
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T
— - — Non-Adaptive Rate Scheme
Adaptive Rate Scheme

Throughput, n
N
o

[N

0.5

10" 10
Security Constraint, €

12

15

i

Throughput, n

Reliability Constraint, 3 10° 10

Security Constraint, €

Fig. 6. Achievable throughput versus security constrdR@sults are shown Fig. 8. Non-adaptive rate scheme: Achievable throughpusuge security

for networks with different values of normalized pilot pawee., a = 1, 5.
The other system parameters are- 0.1, P, = 10 dB, P. = 0 dB.

and reliability constraints. The system parameterscarte 5, P, = 10 dB,
P. =0 dB.

fixed R, = 2 andR; = 1 cannot achieve a positive throughpushown in the figure, the throughput increases with the loose
value subject to a large range of security constraints, esish of security constraint all the time subject to a given rdligb

in Fig. 3, while the joint rate and on-off transmission desigconstraint. However, similar to the 3D result shown in the
can always achieve a positive throughput value subject yo adast subsection, the throughput increases only at the bejn

security constraint.

0.45 T :
\ — - — Non-adaptive Rate Scheme
0.4} \ Adaptive Rate Scheme

0.35F \ 1

0.3

0.25-

Security Constraint, €

Normalized Pilot Power (Ratio of Pilot Power to Data Power),a

Fig. 7. Achievable security constraint versus normaliziat power. Results
are shown for networks with different target throughputuesl i.e.,n =
0.2,0.5. The other system parameters are= 0.1, P, = 10 dB, P. = 0
dB.

with the loose of reliability constraint subject to a given
security constraint, and it would not continue increasirfé
reliability constraint is already sufficiently loose. Indition,

we see that the change of the security constraint has larger
effect on the throughput than the change of the reliability
constraint, since the throughput increases faster alonly wi
the loose of security constraint than the loose of religbili
constraint.

VI. CONCLUSIONS

In this work, we presented a comprehensive study of secure
transmission design in quasi-static slow fading channétis w
channel estimation errors. For systems with fixed encoding
rates, throughput-maximizing on-off transmission sche&me
were proposed for scenarios with different assumptions on
the channel knowledge. For systems with encoding rates
controllable, we derived both non-adaptive and adaptite ra
transmission schemes which jointly optimize the rate param
eters and the on-off thresholds. Our analytical and nurakric
results illustrated how the optimal design and the achievab
throughput vary with the change in the channel knowledge

Fig. 7 shows the effect of increasing the normalized pil@ssumptions. In addition, we found that increasing thet pilo
power on the achievable security level of networks withower for more accurate channel estimation sometimes can
different target throughput values. The curves represgntiharm the system performance. When both the legitimate
non-adaptive and adaptive rate schemes are distinguisheddxeiver and the eavesdropper estimate their channels via
different line styles. By observing the slopes of curves, wibe pilot transmission, increasing pilot power decreades t
find that the improvement of increasing the pilot power on thehannel estimation errors at both the legitimate receiver a
achievable security level is significant when the normalizehe eavesdropper. The overall throughput increases at the
pilot power is small. However, further increasing the pilobeginning but can decrease after achieving the peak value,
power can obtain very little benefit when the pilot power haas the pilot power increases.

already become large.

Besides, some interesting research directions for thedutu

Fig. 8 presents the achievable throughput versus the sgcuwork are discussed as follows. In this paper, our design
and reliable constraints for the non-adaptive rate schéme. solutions are based on the assumption of independent cisanne
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for Bob and Eve. One interesting future work is to studys, < e. From the definition ofps,, one can find thap, is

the effect of channel correlation on the transmission design increasing function of... Thus, there is only one or no

performance. Also, apart from the channel estimation erragolution of i, to the equation

due to the estimation process, the investigation on thetsffe (o) = € (75)

of additional channel estimation errors due to the quatitiaa Psolhe

and finite-rate feedback is another interesting reseanatdi where the expression gk, is given as (34). When

tion. 9Ry—Rs _

Pr(Ce > R, — Rs) < e < exp <—T> <e, (76)
e

APPENDIXA there is no solution ofu. to (75), which means that there

Proof of Proposition 1: We first derive the optimal,, in is no need to set an on-off SNR threshold ¢n for the
Scenario 1. One can find thag = 2% —1 is the only solution System (the required security constraint is always achieya

of 4, to the equation or equivalentlyu, = co. Otherwise, there exists one and only
Oy, o) one solution o.f“? to_ (75), which is the op.t|mal ya}lue of
/=0 (70) p. to the maximization problem. Although it is difficult to
Opp obtain a closed-form solution @f., this problem can be easily
and solved numerically. Therefore, the optimal in Scenario 2 is

6277(2Rb - 17 ME)
o3

Thus, if we ignore the possible bound of, the optimalg,, is
equal to2% — 1. However, to satisfy the reliability constraint, Proof of Proposition 4: The proof of the optimals;, for the
Peo < 0, there exists a possible lower bound;of given by  non-adaptive scheme is identical to the proof of optimal
14 By(2Re — 2) in Section Ill. Now, we prove the optimat, for any chosen
My = (2Rb — 1) (1 — PyByIn (6R—>) . (72) R, as follows. Sincep,, andp., are independent oRj, it
By(2f — 1) is optimal to maximizeR,. Thus, we obtain the optimak,
Considering the lower bound, the optimal in Scenario 1 is while satisfyingps, < ¢ as (57) in Proposition 4. Then, we

<0. (71) formulated as (38) in Proposition 2. |

APPENDIXC

formulated as (27) in Proposition 1. prove the optimalR,. Since R; > 0, we haveR, > k. It is
Then, we derive the optimal, in Scenario 1. Since., iS easy to prove that when

an increasing function qi. andp., is independent ofi., it is (1— )6 1 .

optimal to maximize:. while satisfying the security constraint2, > maX{logg (1+m) K+ EW@ Py(1=B)) ¢

pso < €. From the definition ofs,, one can find thap,, is b 7

an increasing function ofi.. Thus, there is only one or nothe value ofy is a decreasing function d&,, i.e,
solution of i, to the equation

an(ﬂba Rb)
—— < 0. 78
Paolite) = ¢ (73) oR, (78)
where the expression ¢f,, is given as (23). When Thgre_forg, the optlmaRb can be Obt.?'”e“' by solving the
optimization problem given in Proposition 4. |
Pr(Ce > Ry — Rs) < ¢
APPENDIXD

2Rv—R. _ ]

17 3 (121%1,%35 D) exp <—m> <e¢, (74)  Proof of Proposition 5: The proof of the optimalR, for
© © © the adaptive rate scheme is identical to the corresponding
there is no solution of.. to (73), which means that therepart in the proof of Proposition 4. Now, we derive the
is no need to set an on-off SNR threshold on for the optimal r,. To satisfy R, > 0 and p., < 4, we obtain
system (the required security constraint is always achieya the lower and upper bounds dt, given by R, > k and
or equivalentlyu. = oo. Otherwise, there exists one and °”|¥Rb < log, (1+ 1+pb§§1n5—1)- Thus, the optimalR; can

one solution ok, 1o (73), which is the optimal value gf, to be obtained by solving the optimization problem given in

the maximization_problem. Although it is difficult tq obtain dProposition 5. Then, we derive the optimal. To derive the
closed_-form solution of, T[hls pr_oblem can be_ easily solve optimal, ;;, we start from looking for the range 6f in which
numencglly. Thus: _the optimal. in Scenario 1 is formulated it is possible to have secure communication with positive
as (28) in Proposition 1. u confidential information rate while satisfying both coastis.
Let the lower bound ofR, be less than the upper bound of
APPENDIXB Ry, we can find the feasible range of as

Proof of Proposition 2: The optimalyu;, in Scenario 2 is the 1 = ) A
same as that in Scenario 1 and the proof of it is identical to '°%2 (14 Pelne™) <log, { 1+ 1+ PBpInd—!
th di t in th f of P ition 1. Now,
e corresponding part in the proof of Proposition ow, &4 > (14 PByns") Polne . (79)

we derive the optimalu. in Scenario 2. Sincey,, is an
increasing function of.. andp., is independent of.., it is Therefore, the optimal,;, is equal to the lower bound of the
optimal to maximize:. while satisfying the security constraintfeasible?;, given by (65). |



REFERENCES

[1] B. He and X. Zhou, “Impact of channel estimation error ecwe trans-
mission design,” inProc. |EEE Australian Commun. Theory Workshop,
Adelaide, Australia, Jan. 2013.

[2] A. D. Wyner, “The wire-tap channel Bell Syst. Tech. J., vol. 54, no. 8,
pp. 1355-1387, Oct. 1975.

[3] I. Csiszar and J. Korner, “Broadcast channels with ficemtial mes-
sages,’|EEE Trans. Inf. Theory, vol. 24, no. 3, pp. 339-348, May 1978.

[4] A.Mukherjee and A. L. Swindlehurst, “Robust beamforgiior security
in MIMO wiretap channels with imperfect CSIJEEE Trans. Sgnal
Process., vol. 59, no. 1, pp. 351-361, Jan. 2011.

[5] D. W. K. Ng, E. S. Lo, and R. Schober, “Resource allocatimn
secure OFDMA networks with imperfect CSIT,” ifroc. IEEE Global
Telecommun. Conf., Dec. 2011, pp. 1-6.

[6] Q. Li and W.-K. Ma, “Optimal and robust transmit desigra MISO
channel secrecy by semidefinite programmintEEE Trans. Sgnal
Process., vol. 59, no. 8, pp. 3799-3812, Aug. 2011.

[7] S.-C. Lin, T.-H. Chang, Y.-L. Liang, Y.-W. P. Hong, and -&. Chi,
“On the impact of quantized channel feedback in guarangesécrecy
with artificial noise: The noise leakage problertEEE Trans. Wreless
Commun., vol. 10, no. 3, pp. 901-915, Mar. 2011.

[8] J. Huang and A. L. Swindlehurst, “Robust secure transiois in
MISO channels based on worst-case optimizatiéBEE Trans. Signal
Process., vol. 60, no. 4, pp. 1696-1707, Apr. 2012.

[9] Y. Liang, H. V. Poor, and S. Shamai, “Secure communicativer fading
channels,”IEEE Trans. Inf. Theory, vol. 54, no. 6, pp. 2470-2492, June
2008.

[10] A. Khisti and G. W. Wornell, “Secure transmission withuhiple
antennas |I: The MISOME wiretap channelEEE Trans. Inf. Theory,
vol. 56, no. 7, pp. 3088-3104, July 2010.

[11] C. Y. Leow, C. Capar, D. Goeckel, and K. K. Leung, “Twi@y secrecy
schemes for the broadcast channel with internal eaveserspjn Proc.
Asilomar Conf. Sgnals Syst. Comput., Pacific Grove, CA, Nov. 2011,
pp. 1840-1844.

[12] J. M. Taylor, M. Hempel, H. Sharif, S. Ma, and Y. Yang, ‘fact of
channel estimation errors on effectiveness of eigenvdxsed jamming
for physical layer security in wireless networks,”fnoc. |[EEE CAMAD
Workshop, Kyoto, Japan, June 2011, pp. 122-126.

[13] X. Zhou and M. R. McKay, “Secure transmission with acidl noise
over fading channels: Achievable rate and optimal powescation,”
IEEE Trans. Veh. Technal., vol. 59, no. 8, pp. 3831-3842, Oct. 2010.

[14] T.-Y. Liu, S.-C. Lin, T.-H. Chang, and Y.-W. P. Hong, “Momuch
training is enough for secrecy beamforming with artificiaise,” in
Proc. |IEEE Int. Conf. Commun., June 2012, pp. 4782-4787.

[15] P. K. Gopala, L. Lai, and H. E. Gamal, “On the secrecy cépaof
fading channels,1EEE Trans. Inf. Theory, vol. 54, no. 10, pp. 4687
4698, Oct. 2008.

[16] X. Zhou, M. R. McKay, B. Maham, and A. Hjgrungnes, “Retking the
secrecy outage formulation: A secure transmission desagsppctive,”
IEEE Commun. Lett., vol. 15, no. 3, pp. 302-304, Mar. 2011.

[17] L. H. Ozarow, S. Shamai, and A. D. Wyner, “Informationethetic
considerations for cellular mobile radiolEEE Trans. Veh. Technal,
vol. 43, no. 2, pp. 359-378, May 1994.

[18] S. M. Kay, Fundamentals of Statistical Signal Processing: Estimation
Theory. Englewood Cliffs, NJ: PTR Prentice Hall, 1993.

[19] J. K. Cavers, “An analysis of pilot symbol assisted madan for
Rayleigh fading channelsJEEE Trans. Veh. Technal., vol. 40, no. 4,
pp. 686693, Nov. 1991.

[20] B. Hassibi and B. M. Hochwald, “How much training is needin
multiple-antenna wireless linksPEEE Trans. Inf. Theory, vol. 49, no. 4,
pp. 951-963, Apr. 2003.

[21] A. Vakili, M. Sharif, and B. Hassibi, “The effect of chaal estimation
error on the throughput of broadcast channels Pioc. |[EEE Int. Conf.
on Acoustics, Speech and Sgnal Process., vol. 4, Toulouse, France, May
2006.

[22] A. Thangaraj, S. Dihidar, A. R. Calderbank, S. W. McLhlig, and
J.-M. Merolla, “Applications of LDPC codes to the wiretapacimel,”
|IEEE Trans. Inf. Theory, vol. 53, no. 8, pp. 2933-2945, Aug. 2007.

[23] X. Tang, R. Liu, P. Spasojevic, and H. V. Poor, “On theothghput
of secure hybrid-ARQ protocols for Gaussian block-fadirgrmels,”
IEEE Trans. Inf. Theory, vol. 55, no. 4, pp. 1575-1591, Apr. 2009.

[24] J. I. Marcum, Table of Q Functions. U.S. Air Force Project RAND
Research Memorandum M-339, ASTIA Document AD 1165451, Rand
Corporation, Santa Monica, CA, 1950.



