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Abstract 

The potential of cloud computing services (CCS) for 

supporting teaching and learning has been widely recognized, 

especially for mobile interactions. However, the multifaceted 

nature and rapid development of computing technology has 

complicated adoption and optimal application. This study 

investigated the trends, drivers and barriers influencing CCS 

for teaching and learning with mobile interactions both from 

a literature perspective and an educator’s perspective. We 

structured the research in terms of three goals: The first goal 

was that of providing an overview of current literature on the 

topic of CCS for mobile interactions. To that end, a systematic 

literature review was conducted (literature from 2010 to 

2016) to present an overview of the topics researched, as well 

as the determinants (including drivers and barriers) and 

opportunity areas in the field. The second goal was to get the 

perspective of educators on the determinants and enablers of 

CCS for teaching and learning with mobile interactions in the 

South African school context. Facilitators and teachers at 

South African schools in the Gauteng Province were 

interviewed towards obtaining that perspective. The third 

goal was to draw on the findings from literature and the 

insights gained from educators in South African schools 

towards identifying the barriers and enablers relevant to 

informing future research and practice. 

Keywords – cloud-based storage; mobile cloud computing; 

cloud computing services; teaching and learning 

I. INTRODUCTION 

Cloud Computing (CC) is a paradigm for organizing and 
managing ICT resources. There are various definitions of cloud 
computing, one of which defines cloud computing as “a model 
for enabling convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or 
service provider interaction” [1].  

Mobile cloud computing (MCC), a combination of mobile 
computing, cloud computing (CC) and wireless networks, 
provides a collaborative, rich environment for mobile interaction. 
MCC moves the processing and data storage away from the 
device into the cloud and offers the user an environment where 

the boundaries disappear between the various mobile platforms, 
storage space and functionalities. Figure 1 depicts the MCC 
environment, showing the main cloud computing components as 
being the servers, applications, storage facilities and software 
platforms and some of the devices used to access MCC. This 
diversity introduces complexity. 

Fig. 1: Mobile cloud computing environment 

The MCC phenomenon has been investigated from various 
angles including the ubiquity of technologies that support MCC 
in teaching and learning, the commercial value for developers 
of course materials for MCC, specific concerns that include the 
diverse selection of devices accessing the MCC, frequent 
disconnections, and mobility [2]–[5]. The multifaceted nature 
of cloud computing, including the different operational levels 
namely software as a service (SaaS), platform as a service (PaaS) 
and infrastructure as a service (IaaS), complicate the 
understanding and application [4] thereof in teaching and 
learning. The past two decades has seen the rapid progression 
from content-centric delivering and acquiring of online teaching 
and learning materials through learning management systems 
(LMS) to continuous and experience-centric learning portals 
that include Blogs, Wiki’s and other similar social networks [6], 
[7]. During this period of adaption, MCC as a platform in teaching 
and learning evolved and continued to play an important role [5]. 
Despite the belief that MCC is a distraction [8] rather than a 
platform to a solution in teaching and learning, MCC holds 
promise for future development in education [5], [7]. 
Notwithstanding the growing interest in the use of cloud 
computing technologies in teaching and learning, the landscape 
has not been systematically described and delineated in terms of 
existing research. Furthermore, the views of educators on the use 
and usefulness of cloud computing is underrepresented. The 
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purpose of this study is to provide an overview of existing cloud 
computing research relating to teaching and learning and then 
to gain some insight into the view of educators, including 
facilitators and teachers. Facilitators’ views are important due to 
their role not only in assisting educators in the development and 
implementation of curriculum but also through their role in 
policy formulation and implementation.  

The paper is organized as follows: Section 2 firstly describes 
the systematic literature review as methodology and explains 
how it was applied in this study. Secondly, the data collection 
through interviews is described. Section 3 presents the results of 
the literature review, followed by the results from the 
interviews. Section 4 concludes with the findings. 

II. METHODOLOGY

The systematic literature review process followed is described 
in section 2.1. Based on the findings from the systematic 
literature review, we identified research trends and opportunity 
areas. To investigate if the findings are relevant to the South 
African context, we conducted a series of interviews with 
educators (facilitators and teachers) in order to gain their 
perspective on the drivers, enablers and opportunity areas. The 
interview protocol is described in section 2.2. 

2.1 Systematic literature reviews 

The purpose of a systematic literature review is to gather 
published research in a rigorous and systematic way, remove 
the irrelevant and redundant and then summarizing the most 
applicable to capture the essence of the science of systematic 
review [9]. The expansion of evidence-based practice in 
literature review has led to an increasing variety of review 
types; this can lead to a mismatch between the purpose and the 
methodology – if not understood well. Grant and Booth [9] 
published a typology based on the analysis of 14 review types; 
and based on their topology the systematic review type was 
selected. The characteristics of this review type are to 
systematically search for, appraise and synthesize research 
evidence of comprehensive scope with clear inclusion and 
exclusion criteria. The synthesis is narrative with tabular 
accompaniment. The systematic quantitative literature review 
method generally have three functions: (i) identifying, 
summarizing and critiquing current theory and methods; (ii) 
identifying ontological, epistemological and methodological 
problems and gaps; and (iii) providing much-needed evidence 
for decision makers when identifying and supporting priority 
issues [10]. 
  The databases used in this study were Google Scholar, ACM, 
IEEE, Springer, and ERIC. The search was done for the 
publications from 2010 to 2017. The document types included 
were journal papers and conference papers (excluding keynote 
papers). The following search string was used: mobile AND 
technology AND “cloud computing” AND (teaching OR 
learning). Table 1 depicts the number of items found per 
database. 

TABLE 1: DATABASES SEARCHED 

Database Link Total 

numberGoogle 

Scholar

https://scholar.google.co.za 29,100 

IEEE Explore http://0-eeexplore.ieee.org 42 

ACM http://dl.acm.org/ 49 

Springer www.springer.com 8, 372 

ERIC http://eric.ed.gov/ 10 

To make the selection comparable, we considered all the 
abstracts from IEEE Explore, ACM and ERIC and only the first 
50 from Google Scholar and Springer. The 201 abstracts were 
read by the two authors independently. Duplicates were 
removed and the papers focused on the use of cloud computing 
for teaching or learning were selected. The individual sections 
were discussed to find consensus and 35 papers were selected for 
thematic analysis.  

Those papers were added to a Mendeley group and read by 
two research assistants who independently abstracted the 
following detail for each paper in a separate table: title, purpose, 
research methodology and suggestions for future research. A 
thematic analysis was done on the table by highlighting the 
knowledge elements in each column and grouping those. The 
dimensions (categories) were identified and named on the basis 
of the frequency of the underlying knowledge elements or the 
potential for adding new insight. Some articles did not 
contribute any insights to a specific issue (topic, methodology 
or opportunity) and therefore only the relevant articles were 
cited. The analysis was done independently by the two authors 
and the results were discussed towards identifying the topics, 
methodologies and opportunities as presented in the next 
section. The process of searching the databases, and selecting 
and combining the results, is depicted in Figure 2.  

mobile AND technology AND ‘cloud computing’ 
AND (teaching OR learning)

Google Scholar IEEE Xplore Springer ERICACM

N = 50 N = 42 N = 50 N = 10N = 49

Tn = 201

N = is the number of selected 
articles from each database
Tn = is the total number of 
abstracts reviewed

Search String

Databases

Articles 
selected 

Tf is the total number of articles 
selected for analysis based on their 
relevance for  teaching and learning 
research

Tf = 35

Fig. 2: Literature selection process 

2.2 Interviews 

Facilitators were included in the target group since they are 
an important part of the decision chain. One of the findings of 
our systematic literature review was that more guidance is 
required in terms of policies for implementing CCS and that is 
where the facilitators’ community plays a pivotal role.  

Telephonic interviews were conducted with 20 educators, 
including twelve facilitators and eight teachers. A semi-
structured, questionnaire-driven interview protocol was 
followed. The questionnaire was based on the insights gathered 
from the literature review then prioritizing those for the context 
of South African education. Ethical clearance for this study was 
obtained from the School of Computing’s at UNISA ethical 
committee. The questionnaire is available from https://goo.gl/qB6yLE. 
The participants were selected from the Gauteng region.  The 
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researchers felt that data saturation was reached after 
interviewing 20 educators. 

III. RESULTS

3.1  Literature review results

The results are presented by considering the research trends 
and the issues for future research. 

3.1.1 Research topics 

Considering research topics, the following main dimensions 
emerged from the thematic analysis: instructional, architectural 
and theoretical. The categories are depicted in Table 2 followed 
by references to articles in the category.  

TABLE 2: RESEARCH TOPICS 

Categories  References 

Instructional (new teaching approaches), 
i.e. how to use the cloud to support 
teaching and learning in practice 

[4] [11], [12], [13], [14], 
[15], [16], [17], [18], 
[19], [20], [21], [22], 
[23], [24], [25], [26], 
[27], [28] 

Architecture (portability, interoperability 
and 

integration of teaching resources towards 

building the platform) 

[1], [3], [5], [29], [30], 
[31], [12], [32], [33], 
[34], [35], [36], [37], 
[38] 

Theoretical (models, frameworks and 
taxonomies for understanding MCC and 
theorizing the opportunities, challenges, 
and benefits of using the technology) 

[6], [39], [8], [40], [41] , 
[42] 

Within these broad categories the papers were read to identify 
concepts that could be considered drivers or challenges in using 
MCC technologies for teaching and learning. The following 
main categories emerged: (A) ubiquity of technology that 
support MCC as a teaching and learning environment; (B) data 
management in terms of context awareness and the 
identification of potential resources; (C) privacy, security and 
trust; and (D) risk management and assessment. 

Ubiquity of MCC technology 

Users of mobile technology are increasingly moving away 
from the use of personal computers to hand-held devices such 
as mobile phones and tablets [41]. The Mobile Africa 20151 

survey of mobile phone usage in five African countries, namely 
South Africa, Nigeria, Kenya, Ghana and Uganda, delivered 
unexpected findings, for example that more than 40% of the users 
of mobile devices use it to browse the internet. Of the nearly 52 
million people living in South Africa, more than 40 million have 
access to at least one active mobile connection and almost 11 
million of these are mobile smartphones2. 

Amongst the younger generation, online social activities, such 
as texting, online chatting, blogging, tweeting and accessing 
social network sites, dominate the mobile scene. Furthermore, 
the continuous development and depositing of information in the 
cloud promote sharing, updating and acquiring of information 
anytime, anywhere and with anyone. The continuous advances 
in cloud computing technology and the readily available access 

1 http://www.itnewsafrica.com/2015/04/study-reveals-african-mobile-phone-usage-stats/s 
2 http://www.itnewsafrica.com/2015/04/study-reveals-african-mobile-phone-usage-stats/s 

to resources in the cloud via mobile technology open the 
possibilities of applying these technologies in teaching and 
learning environments. MCC becomes the platform and access 
point between the learner, the teacher and the learning 
environment [6], [39], [4], [40], [31], [15], [43], [18], [22].  

Ubiquity is an important driver of MCC and often cited as 
the rationale for using MCC in teaching and learning. 

Data portability and interoperability: integration of 

teaching resources 

Using MCC as the platform allows the cloud to be the access 
point [31], [15], [44], [41], [18], [22], thereby simplifying the 
management of information in terms of one entry point and 
backup. Using MCC as a platform promotes reusability and 
scalability; however, this also requires that current content and 
curricula be converted to content suitable for the cloud [6], [44], 
[36], [18].  

Apart from converting current content to suitable content for 
the cloud environment, various commercial content providers 
already have applicable software and applications of which some 
are freely available and other services require subscription fees 
[5], [33], [34], [41], [18], [22]. Amongst these providers are Google, 
Microsoft, and Apple. As for LMS, products such as Blackboard 
and Moodle already supports MCC [15]. By identifying and using 
readily available applications, the integration of the MCC and 
current curricula could be quickened [15],[41] ,[18].  The 
examples provided by NETS (National Educational Technology 
Standards)3 can be used to guide educators in the conversion 
of current curricula to content that can be used in the cloud. One 
of the major advantages of using MCC is the utilization of the 
processing power of the cloud in terms of shareability and 
portability of content; however,  to optimally use and apply this, 
training for both the educators (this includes the facilitator) and the 
learners should take priority [15], [17]. The optimal use of its 
capabilities provides a platform that promotes amongst others the 
possibility of group projects, peer assessment, student developed 
presentations and simultaneous class discussions [4], [31], [15]. 
The factors that influence the adoption of CC as a platform in 
teaching and learning include: 

1. Connectivity of the learners to the MCC services  [31],
[32], [33], [15], [16], [37]. 

2. Availability of applications offline [15].
3. Hardware requirements of the mobile devices [45],

[32], [33], [15], [16], [37].  
4. Availability of content and the management thereof 

[6], [5], [34], [44], [41]. 
5. Cooperative learning that includes availability,

shareability and interaction amongst learners [6], [39], [4], 
[41], [36], [37], [46].  

6. Computational capabilities requirements transferred
from the mobile devices to services available in the cloud [39], 
[36], [46]. 

7. Management of services that includes subscription fees
to paid services and data or network fees [33], [15], [41], [37]. 

3 http://www.itnewsafrica.com/2015/04/study-reveals-african-mobile-phone-usage-stats/
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Privacy, security and ethics 

Using MCC as the platform mitigates the problems on 
content management in terms of backup and crash recovery 
[15]. However, despite the potential benefits of MCC with 
regard to data portability and interoperability the very nature of 
MCC may be problematic in terms of privacy, security and 
intellectual property as some or all of the resources exist in the 
mobile cloud [5], [8], [33], [34], [16], [18], [21], [46]. 

Risk management and assessment 

Although the maintenance and management of the MCC 
reside on the side of the provider, it is still important to identify 
and address the risks of MCC, specifically in teaching and 
learning where the clients are often children [18],[47]. In the risk 
assessment of MCC the following are identified as supporting 
performance indicators at service level: (a) The user level ‒ all 
devices able to logon to the MCC web server; (b) the application 
layer ‒ portal with variety of application servers, single 
registration and sign-on; (c) logic level ‒ real-time monitoring, 
data traffic monitoring; and (d) the physical layer ‒ basic 
network environment, storage, devices, LRM [4]. 

As for the risk assessment of access and data location from 
the client side: (a) different roles of the users that can get access 
to the data in the MCC, (b) auditing of the data, (c) encryption 
procedures, and the (d) availability and moving of the data to 
another environment [15]. 

3.1.2 Research opportunities 

Looking at the suggestions for future research there are 
suggestions for new applications, services and functions to be 
embedded in the cloud [1], existing services to be improved in 
terms of cost [5], scalability, flexibility and availability of e-
learning resources [6]. The analysis of the limitations noted in the 
current research and the suggestions for future research lead to 
the following insights on research opportunities. 

Not enough research is done on the policies that govern 
privacy4, security, ethics for the users (both learners and 
educators) that engage with the content, as well the protection 
of the intellectual property in the MCC platform [47]. 

The role of “big data” and how it can be utilized in the MCC 
learning environment to enhance learning [1, 42] is under 
researched.  

Not enough research is done on the human computer 
interaction technologies between the mobile user, (both learners 
and educators), and the MCC environment [24].  This was also 
evident in the security risks formulated by the participants in 
section 3.2. 

Finally, the investigation of new uses of cloud computing 
enabled by dynamic, interactive knowledge management and 
the blending of services and prototypal set-ups developed to 
evaluate new technologies for environmentally driven 
education [39], warrants attention. 

3.2 Interview results 

The interview questions focused on obtaining data about the 
following aspects of MCCS: The cloud storage platforms that the 
participants have access to from their personal computers and 
those accessed from their mobile devices; the advantages and 

4 www.justice.gov.za/legislation/acts/2013-004.pdf 

disadvantages as perceived by the participants; and then 
specifically those related to the use of MCCS in teaching and 
learning as well as the importance (severity) of the challenges. 
The interviews captured quantitative and qualitative data but 
focused on the qualitative data towards a richer understanding 
of the facilitators and teachers’ perspective on MCC services. 
We found that the participants had access to the following cloud 
storage platforms: Google Drive, Microsoft One Drive and 
Dropbox, with Google Drive being the one that all the 
participants had access to. The participants were using all the 
platforms they had access to on their personal computers but 
mainly Google Drive from their mobile phones. 

The general advantages noted were participants having access 
to documents from “anywhere” and the security issue of having 
a back-up when a device is lost or faulty. One participant 
mentioned the issue of having the data documents and photos 
off line. The following quotations offer a sense of the 
participants’ sentiments: 

•  “Your information and documents are always 
accessible wherever you are, when there is connectivity.” 

•  “A place where I store my documents and photos off 
line.” 

•  “It helps in your views to be added in a group 
document. Members will know who the person adding 
information to the Microsoft Excel is for example.”  

• “It helps an individual to access large amounts of 
data/information and save your information when your device 
is lost.” 

• “One can access data from any smart device with 
internet connectivity!” 

The advantages for teaching and learning mentioned, related 
to the ease of sharing documents like examination papers, 
solutions and teaching resources with other teachers and 
learners, and the ability to share large documents, which 
overcome the constraints of institutional e-mail system 
attachments. Social integration based on the ability to share 
information via non-institutional systems was considered 
important. 

The general disadvantages related to cost and infrastructure. 
The fact that an internet connection is required is a constraint 
where internet access is not widely accessible or expensive. The 
disadvantages noted for relating specifically to teaching and 
learning were that not all schools have internet access or Wi-Fi 
and few have free internet access. Furthermore, teachers were not 
willing to use their own data at home for school-related purposes 
as evident from the following participant responses: 

• “Internet access is expensive.”
• “Not all schools have internet access or WiFi.”
• “Teachers are not willing to get access on their own devices

or use their own data at home.” 
• “Some group members could be lazy or slow to respond.”

The security risks are formulated as follows:

• “People are scared to share information in
the cloud. Not sure about the risks and 
dangers.” 

• “Budget and resistance to the use of ICT.”
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The infrastructure risks are formulated as follows:

• “Not having enough gadgets and no connectivity to the
internet.” 

• “Learners could store inappropriate photos or videos
there.” 

Considering the participants responses as presented here, 
MCCS is a technology with untapped potential. The fact that 
only five of the 12 facilitators and one of the eight educators 
were aware of any policy guiding MCCS supports the findings 
from literature that policy formulation and awareness needs to 
be addressed.  

The challenges mentioned most frequently were 
connectivity, security, privacy and cost. The drivers of using 
MCCS emerged as portability, backup, shareability and storage 
capacity, which suggests that institutional intervention, may be 
required to make full use of MCCS in teaching and learning.  
Although it is not specifically mentioned, the factors influencing 
mobile interaction between the MCC platform in general and the 
MCC learning platforms available for teaching and learning, can be 
identified as a one of the challenges. It is further evident that 
although the facilitators and educators are ‘aware off’ MCC as the 
platform used when mobile technology is used as a tool in teaching 
and learning, they are not confident in realizing the potential 
thereof nor are they instructed on the risks and potential dangers 
[25]–[28]. 

The enablers identified were training and the funding of 
broadband infrastructure and services. 

IV  DISCUSSION AND CONCLUSION 

In this paper we provided an overview of existing cloud 
computing research relating to teaching and learning. We 
identified the instructional, architectural and theoretical angles 
as trends in MCC research. In terms of future research, the need 
for policies that govern privacy, security and ethics is 
highlighted together with the need for more research in human 
computer interaction designs as well as the use of big data to 
enhance learning. The analysis of the interview results 
confirmed the perceived advantages of ubiquity, portability and 
interoperability. Privacy and security have been identified as 
challenges in using MCCS but the concern relates to storage 
only. That could be because the educators are not aware of 
the other data management facilities offered by the cloud. 
We conclude that the barriers identified from the interviews, 
especially cost, scalability and governance (policies), are 
important issues to consider if CCS is to achieve its potential in 
driving research, development and innovation. 
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