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KOPOTKWI T.P.

OUPEKTOP ]/[HCTI/[TYTa HAaIIMOHAIBHOTO

n MEXAYHApPOOHOIO IIpaBa Memnynaponﬂoro TYMAaHUTApHOTO
YHUBEPpCUTETA, JOLIEHT Ka(l)e}],’pl)l MEXAYHAPOOHOTO

npaBa M MEXITYHAPpOIHBIX OTHONIEHU Haunonanbnoro
YHUBEpPpCUTETA «O].ICCCKaH HpuanvYecKada akageMua», K.10.H.

KOBAJIb I.A.

acnupaHT Kadeapsl Me>KIYHapOZHOTO IpaBa
M MeXAyHapoaHbIX oTHomeHuit HanmonanprHOTO
yHuBepcurera «Omecckas opuandeckad akageMua»

NOHATUE MHOOPMALIMOHHOW BOUHbI
B MEXXAYHAPOAHOM MPABE

1. Bo Bropoit nonopuHe XX BeKa Ha CMEHY K/IacCMYECKNMM BU/IaM BOOPY-
JKEHHBIX KOH(IMKTOB IIPUXOJAT HOBble (POPMBI IPOTUBOCTOSHMS TOCYHAPCTB.
Han6oree 4acTo 1o OTHOIIECHMIO K HUM MCIIONB3YIOT AepUHNINIO «BOjiHa». [0BO-
PAT 00 9KOHOMMYECKIX, SHEPTeTUYECKUX, JUTIOMATUIECKIX, ICUXOTOTMYECKIX,
MHQPOPMAIVIOHHBIX BOJIHAaX. B 60/MBIIMHCTBE C/Ty4aeB K COOCTBEHHO BOOPYIKeH-
HOMY KOHQIMKTY 9TU «BOJHBI» IIPSIMOTO OTHOLIEHWS HE MMEIOT, XOTs U 3aTpa-
TMBAIOT COOTBETCTBYIOIYE aCIeKThl 6e30macHOCTY rocygapcts. Hacrosiee yc-
CJIefloBaHMe MTOCBSIEHO TOMBKO O{HOMY U3 9TUX SBJIEHUI — MHDOPMAIIOHHBIM
BOJIHAM.

Brnepsble TepMuH «MH(GOpMaNMOHHAs BOJHa» ObUI yIIOTpeO/eH B OTYeTe
Tomaca Pona «Cructembl opy>xus 1 MHGOpMaLMOHHAsI BOJIHA», IOATOTOBIEHHOM
B 1976 rony mns komnanuy «bounr»'. Torga oH BbI3BasI MOBBINIEHHBI NHTEpPeC
CO CTOPOHBI HEKOTOPBIX 9KCIIepToB crienicmyx6 CIIA u ¢ 1980-ro roga Havar 1o-
SIBJIATBCSL B JOKYMEHTaX MUHNCTEPCTBA OOOPOHBI U JPYTUX aHA/JTOTMYHBIX VH-
CTUTYLIMIA.

CregyeT OTMETUTD, 4TO MHPOPMALIMOHHAS BOJHA — IIOHATYE HEOJHO3HAY-
Hoe. B mmpoxom cmbicie mox MHGOPMAIMIOHHO BOJHOM MO>KHO IIOHMMATB JII0-
60e HeraTMBHOE MH(OPMAIIOHHOE BO3/IeICTBIE Ha IPOTUBHIUKA. DTUM IIPOTUB-
HVIKOM MO>KeT OBITb 1 TOCY/IapCTBO. Takoe MPOTUBOCTOSIHIIE MOXKET OBITh MEXIY
MOObIMM CYOBEKTaMy — KaK YaCTHBIMM, TaK ¥ My6amaHbIMu. [109TOMYy CTOPOHBI

' Thomas P. Rona. Weapon Systems and Information War. Boeing Aecrospace Co., Seattle,
WA, 1976.
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B TaKol1 BOJIHe — QU3MYeCKye MU WIN TPYIIIBI JINLI, AeICTBYIOLIVe B MHIVBY-
IyaJbHOM IOPAJIKE WIM OPTaHU30BaHHO, CHIOHTAHHO WJ/IM 110 COIVIALIEHNIO, IOPU-
AMYecKe INLA, rocyiapcTBa. PaHee Takoe BO3felicTBMEe HOCUIO HAIMEHOBaHMe
IPONATaHAbI MM MJEO0TOTMYECKOV BOVIHBI, HO C IoAB/NeHNeM VIHTepHeTa 1 M-
POKOTO IpMMEHEHNs 37IeKTPOHHBIX CPeCTB KOMMYHUKALMM KPYT Y4aCTHUKOB
TaKOTO BO3JICVICTBMS, a TaKXKe pasHooOpasue ero BUAOB U GOPM pe3KO yBelu-
qymich. Takoe BO3zIelicTBYIE MOXKET OBITh HAIIPAaBIEHHO U IIPOTHUB CUCTEMbI 000-
POHOCIIOCOOHOCTH, 3aKPBITOI MHPOPMAINM, 6AHKOBCKO-(PIHAHCOBOI CHCTEMBI,
CUCTEM HaBUTallUN — TO €CTb IIPOTUB O6"I)€KTOB, COCTAB/IANOMMX HAlITMOHA/IbHYIO
6e3omacHOCTD TocyapcTBa. HecoMHEHHO, OrpaHuYeHye TaKOTO BO3JIeVICTBIA 1
BBeJeHJIe OTBETCTBEHHOCTY 3 HETO SB/ISIETCSI 00BEKTOM IIPAaBOBOTO PETyINpO-
BaHUA, B TOM 4MCJIe MEeXJyHapOAHO-IIPaBOBOI0, OJHAKO B HACTOsIIIEll CTaTbe B
OoIbIIIell CTeIIeHN paccMaTpyBaeTCsA NpobIeMaTKa peryImpoBanusa nHpopMa-
LJIOHHBIX BOJIH B Y3KOM CMBICIIE.

B y3koM cMmBbIcTIe — 9TO HOBBII, He YK/IaIbIBAIOIINIICA B MEXXTYHAPOJHO-IIpa-
BOBYI0 KBa/M(VKALNIO, BUJ VIN CIIOCO0 BefleHVsI BOOPY>KEeHHBIX KOHQIVKTOB'.
C offHOJI CTOPOHBI, TEM CaMbIM «CMAa3bIBA€TCSA» CAMO IOHATHE «BOOPY>KEHHDII
KOHQIMKT», OOHAKO peabHble MOCTeNCTBUA NHPOPMAI[MOHHOM BOIHBI MOTYT
OBITD CyIIIeCTBEHHBI, IPMBECTY K 3HAUNTE/IbHBIM JKepTBaM U paspyureHnaM. 1o
muennio K.Y. Yorkuna, Takoro poza KOHGIMKTBI IPUBERYT «K Ipob/IeMe onpese-
JIEHINA CTaTyCa IpaKAaHCKNUX JINIT, BOOPY>XE€HHBIX IIPOLIECCOPOM 1 KnaBmaTypoﬁ n
HaXOZALIVIXCA Ha PYTOM KOHTMHEHTE, ¥ KOHTPOJIA 32 VX AeVICTBUAMM» . JlaHHbII
crioco6 BefieHNs BOOPY)KEHHOTO KOH(IMKTA IOPOXK/AAET Te JKe IIPOO/IeMBI, UTO 1
K/IacCMYeCKMil KOH(IMKT: pasrpaHiYeHne 1o 00beKTaM ¥ JINIIaM; KOTO CUUTATh
Y4YacTHMKaMM TaKOJ BOJHBI M KaKVMU IIpU3HAKaMM [O/DKeH 06mamaTh KoMba-
TAHT; AB/ISAIOTCA I TaKye KOMOATaHTbI 0O'beKTOM HaIaJeHNs TPaUIYIOHHBIMY
BUJIaMI OPY>KJ; TOTYYaioT I OHU CTaTyC BOGHHOIUIEHHBIX U T.1IL.* OTAe/TbHbIN
BOIIPOC — ABJIATCA /M MHGOPMALMOHHASA BOJHA BOOPY>KEHHBIM KOH(IMKTOM,
€C/IM OHA BEJIeTCS BHE «K/IACCMYECKON BOJHBI», VI TOJIBKO 3TO Pa3HOBUIHOCTD

Cwm. Hanmpumep, Yepu, Y. MndopmarnmonHas BoitHa // MexayHap. xypH. Kpacroro Kpecra: c6. ct.
—2000. - C. 49-61.

Kax rosopurces B pabore Greg Rattray, Strategic Warfare in Cyberspace 20 (The MIT Press, 2001):
[yt no: Yorkun, K.Y. KoMOaTaHTHI, «HEPHBUIETHPOBAHHBIE BOMOIOMHUE» M KOHGIUKTH XXI
Beka. Marepnan st HedopmanbpHO# BeTpeur SKCIEpPTOB Ha BHICIIEM YPOBHE, MOCBSIIEHHOH TeMe
«ITonTBEepKACHUE U Pa3BUTHE MEXKIYHAPOIHOTO T'YMaHUTAPHOTO MpaBay, KeMOpumk, 27-29 nioHs
2003 r. // http://www.sk-news.ru/mgp/doc/doc_07_05.doc

VYorkun, K.Y. KomOaraHTBI, «HENPHBHIICTHPOBAHHBIE BOIOIOMHUE» M KOH(GIMKTEI XXI Bexa.
Marepunan juist HedopmanbHOH BCTpednm SKCIIEPTOB Ha BBICIIEM YpPOBHE, MOCBSIIEHHON TeMe
«ITonTBEepKICHUE U Pa3BUTHE MEXKIYHAPOIHOTO T'YMaHUTAPHOTO MpaBay, KeMOpumk, 27-29 nioHs
2003 r. // http://www.sk-news.ru/mgp/doc/doc_07 _05.doc

JIMCKyCCHIO TIO0 HEKOTOPHIM CIIOXHBIM BOIIPOCAaM HPHMEHEHHs HOPM MEKTyHapOJHOTO TyMaHH-
TapHOTO IIPaBa B COBPEMEHHBIX BOOPYKEHHBIX KoH(uMKTax cM. Michael Schmitt, The Principle
of Distinction in 21st Century Warfare, 2 Yale Human Rights and Dev. L.J. 143 (1999) u Michael
Schmitt, Wired Warfare: Computer Network Attack and Jus in Bello 84 .R.R.C. 365 (2002).



e PasButne OTIOEIbHBIX OTpaC}IeﬁI M MHCTUTYTOB MEXAYHAapOOHOTO IIpaBa 333

BeJIeHNSI BOOPY>KeHHOTO KOHQJIVKTA, @ BO BCEX OCTA/IbHBIX C/IyYasX 3TO «HEBO-
eHHbIe», BHE PaMOK BOOPY>KEHHOTO KOH(QIMKTA, HeLPY>KeCTBEHHBIE [Ie/ICTBIA.
[TopoXXparoT 1 Takue AeVCTBYUA MEXTYHApOLHO-IPAaBOBYI0 OTBETCTBEHHOCTD
wn Het? KTo AB/IAeTCA CTOPOHOI TaKOro KOHQIVKTA — TPaJUIYIOHHBIE CTOPO-
HbI, WIN HeT?

Becb mepedyeHb BOIIPOCOB He MOXET OBITb pacCMOTPEH B OJHON CTaTbe.
[ToaToMy, MBI OTpaHMYVIN Le/Tb HACTOSILErO JMCCIeJOBaHMs TOIbBKO aHAIN30M
nepuHMIM «MHGOPMALMOHHAsl BOJIHA», BBIB/IEHNEM Hambojiee XapaKTepHbIX
IPU3HAKOB 3TOTO ABJIEHNUA U 0COOEHHOCTEN MeXX/[YHapOTHO-IIPAaBOBOTO BO3/eli-
CTBUA Ha MH(GOPMAI[VIOHHbIE BOJIHBI, IPEXXe BCEr0 B KOHTEKCTe MeXX/IyHAPOTHO-
IO TYMaHUTAPHOTO IIpaBa.

[Ipo6nemaTnka MHPOPMAIMOHHOI BOJHBI, KaK B KadeCTBe CaMOCTOA-
TEIbHOTO OO'beKTa MCC/IeOBAHNA, TaK VM IPUMEHUTEIbHO K MEXIYHAPOJHOMY
IIPaBY, JOCTATOYHO IIMPOKO OCBeIleHa B HAyYHOI! I0PUANYECKOIl i BOCHHO /-
Teparype. OTY BOIPOCH HALIM cBoe oTpakeHue B TpyAax O.H. Kanunoscko-
ro', VI.JI. Mopososa?, C. Ipunsesa’, Y. Yepua*, K. [lopmana’, Tomaca II. Pona®,
K.Y. Yorkuna’, M. H. lllmnpra®, I. Parpes®, JI. [punbepra'® u gpyrux ydeHbIX.
B HuX mccemoBaHbl BOIPOCHI ONpee/ieHNs MOHATUA «MH(OpMalMOHHAsA BOi-
Ha», KIaccupukaumsa eé BUOB, HOHATHSA Y BUIOB MHPOPMALMOHHOTO OPYXKVI,
IIPUMEHEHNsI HOPM MEXAYHAPOJHOTO I'yMaHUTAPHOTO MIpaBa MPUMEHUTEIBHO K
MHPOPMALVIOHHBIM BOJHAM.

Cwm. Hanpumep: Kammuoscknit O.H. «Hdopmanmonnas BoitHa» — 310 BoitHa? / BoeHHas MBICITB.
2000. — Nel.

Cwm. Hanpumep: Moposos W.JI. Ito6anbHble KHOepHETHIECKHE CHCTEMBI Kak (hakTop 0e30IIacCHOCTH
neMokpaTudeckoro Tpansuta//http://morozov.vlz.ru/library.bezo.htm

Cwm. nanpumep: C. I'punses C. Konnennust BefeHnst HHPOPMAITOHHON BOHHBI B HEKOTOPBIX CTpa-
Hax Mupa // 3apybexxHoe BoeHHOE 0003penue. — Ne 2. — 2002.

Cwm. nanpumep: Yepu, Y. MndopmarnmonHas BoitHa // Mexmynap. xypH. Kpacroro Kpecra: ¢6. cT.
—2000. - C. 49-61.

Cwm. mampumep: Knut Dormann, Applicability of the Additional Protocols to Computer Network
Attacks, International Expert Conference on Computer Network Attacks and the Applicability of
International Humanitarian Law, Stockholm, 17-19.11.2004// http://www.icrc.org/web/eng/siteeng0.
nsf/html/68LG92

Cwm. nanpumep: Thomas P. Rona. Weapon Systems and Information War. Boeing Aerospace Co.,
Seattle, WA, 1976.

Cwm. Hampumep: YorkuH, K.Y. KoMOaTaHTbI, «HENIPHBUICTHPOBAHHBIE BOIOIONINE» M KOH(IMKTHI
XXI Beka. Marepuan mist HedopmanbHOI BCTpeun SKCIEPTOB Ha BBICIIEM YPOBHE, MTOCBSIICH-
Holt Teme «IloxTBepik/ieHNEe U pa3BHTHE MEKTYyHApOAHOTO T'YMAaHHTapHOTO IpaBay», KemOpmmxk,
27-29 wmrons 2003 1. / http://www.sk-news.ru/mgp/doc/doc_07_05.doc

Cwm. nampumep: Michael N. Schmitt, «The Impact of High and Low-Tech Warfare on the Principle
of Distinction”/Briefing paper, Program on Humanitarian Policy and Conflict Research at Harvard
University, 2003

Cwm. manpumep: Rattray, Gregory J. Strategic warfare in cyberspace, Massachusetts Institute of
Technology, 2001.

1 Cm. Hanpumep: Lawrence T. Greenberg, Seymur E. Goodman , Kevin J. Soo Hoo Information
Warfare and International Law, National Defense University Press, 1998
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2. IlonaTne «nHPOPMAILMOHHAA BOJHA» aHA/IN3UPYETCs BOCHHBIMI, I0PY-
CTaMI, CIIeNMAINCTaMy B 06/1acTy MHGOPMALMOHHBIX TeXHOJIOTUI, O Heil TOBO-
PUTCA B BOGHHBIX JOKTPUHAX FOCYapCTB.

Haubonee mupokoe 1 geMminTapusoBaHHoOe (T.e. HaXOHsIeecsi BHE IIO-
HATVS BOOPY>KeHHOro KoH(mukra — npumedanue Haure, T.K., JI.K.) nounmanne
MH(OPMAIMIOHHOI BOIHBI CBA3aHO C €€ TPAKTOBKOJ KaK ABHOTO MO0 CKPHITOTO
Ie/IeHAIIPAaB/ICHHOTO MH(OPMAIVIOHHOTO BO3JIEVICTBMA CUCTEM ApPYT Ha Apyra C
LEe/IbI0 NOTy4eH)s OIPENENeHHOIO BBIUIPBIIIA B IOIUTUYECKON, S5KOHOMMUYE-
CKOI1, UJIe0IOTYecKoit cdepe’.

B pamkax Takoi TpakTOBKM MHGOPMAIVIOHHON BOMHBI OOBIYHO BBIJETISIOT
IBa pasnInM4HbIX nopxofa. CorlacHO NepBOMY, B3aMMOJIEICTBYE CUCTEM MMeeT
L[eJ/IbI0 [Ie30praHU3alIVI0 CYCTeMBbI YIIpaB/IeHMs], BO3[IeIICTBIE HA CICTEMbI BOOPY-
YKEeHVIS, BK/TI0Yas MHGOPMaLMOHHBIE TeXHOJIOTUY U MHPOPMAIIOHHbIE PeCyPChI
BpaXX/1eOHBIX TOCYAPCTB, U 3AIUTY COOTBETCTBYIOLIVIX 9/IEMEHTOB COOCTBEHHOI
MH(POPMAIMOHHOI MHPPACTPYKTYPBI OT aHATOTMYHBIX BO3/JEiCTBIIL’.

Bropoit nopxop siBAeTcs 60nee yHUBEPCaIbHBIM Y IIPE/IIoaraeT Bo3yeil-
CTBME IIOCPEICTBOM Pas3/IMYHbIX MHPOPMAIVIOHHBIX TeXHOIOrui (MHpopMaLm-
OHHOT'O OPY>KMs) He TOTIbKO Ha BOGHHYIO MHPPACTPYKTYPY U KaJpbl, HO 11 Ha BCe
Hace/IeH)e BPaX/yIOILero rocynapcrsa. VHpopmanyonHoe opy)xime ABIAETCA
HJI YeM VHBIM, KaK a/I'OPUTMOM W/IV METORMKOIL BO3ZieiicTBI (00y4eHsI) Ha MH-
($hopMaIVIOHHYI0 CaMOOOYUAIOIIYIOCA CUCTEMY, TO €CTh CUCTEMY, HaXOAIIYIOCS
I107, BO3/IEeIICTBIMEM U3BHE®,

[To HaleMy MHEHMIO, C/IefOBaso Obl BBIAEMUTb M TPETUIl HOAXOX — IO-
HUMaHMe MH(QOPMAIVIOHHON BOVHBI KaK MCK/ITIOUUTENTbHO MH(OPMAIVIOHHO-
UI€O0NIOTMYECKOTO BO3/IE/ICTBMA Ha HAaceNIeHNe.

[Tomnmo kareropuy MHQOpMAIMOHHAs BOJHA TOBOPAT U 00 mHpOpMa-
uuoHHOM opyxkuu. Hampumep, J.JI. Mopo3oB yKasblBaeT Ha CyLIeCTBOBaHME
MHQOPMAIMIOHHOTO OPY>XNMA U JaXKe BbIfendeT Tpu ero Bupa. COITIacHO ero
KIaccuuKalLy, epBblil BIJ, MPEACTAB/SIOT CO00I CUCTEMbI AMCTAHIMOHHO-
TO YHUYTOXXEHNUS VIN MCKKeHMs MHPOopMauyy B KMOEPHETMIECKUX CUCTEMaxX
(KoMITbIOTEpHBIEe BUPYCHI, TOTMYecKue 60MOBbI). Bropoit Bup coCTaBIAIOT cucTe-
MBI XUIEeHN MTHPOPMALNU U HECAHKI[MOHMPOBAHHOTO JOCTYIIA Ha yHaIeHHbIN
KOMITIBIOTEp (9/IeKTPOHHbIE LINMOHBI). TpeTnit BUI OPY>XMS — CUCTEMBbI KOMII-
JIEKCHOTO BO3JIEVICTBYIA Ha IICYXMKY ITOIb30BaTesIs, paboTaloliero ¢ rimobanrbHo
KMOepHEeTNYIeCKOI CUCTeMOIT (My/IbTYMeNITHbIE CAlIThI)."

Pacropryes C.I1. UadopmannoHHas BoifHa Kak IeeHanpaBiIeHHOe HH(GOPMAIIMOHHOE BO3/ICHCTBHE
nHpopManmoHHEIX cucteM // Urpopmanmonnoe obmectso. — Ne 1. — 1997. — C. 64-66.
Pacropryes C.I1. UadopmannoHHas BoifHa Kak IeIeHanpaBiIeHHOe HH(GOPMAIIMOHHOE BO3/ICHCTBHE
nHpopManmoHHEIX cucteM // Urpopmanmonnoe obmectso. — Ne 1. —1997. — C. 64-66.

Tam xe

Mopozos 1.JI. I'mo6anbpHbIe KHOSpHETHIECKNE CHCTEMBI Kak (pakTop 0e301MacHOCTH IeMOKpaTHIeC-
koro Tpansuta//http://morozov.vlz.ru/library/bezo.htm
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3. B ycnoBuAX BOOPYKEHHOTO KOHQMKTA (U Iepefi ero HayaaoM) MOXeT
BeCcTUCh MHPOPMAIMOHHAs BOJHA. [Io YPOBHAM OHa Tak)ke MOXKET BK/IIOYATh
BO3JIEVICTBVA: Ha HAceJICHNUe; Ha CUCTEMbI YIPAB/IeHUA VM BOOPYIKEHVS; KOMII-
JIeKCHOe BO3[eiicTBMe. VIMEHHO TpeTuil ypoBeHb BO3JENCTBUS B COYETAHNUN C
BBICOKOJI IHTEHCUBHOCTBIO IT03BOJIAET TOBOPUTD 00 0COOOM BII/ie BOOPYKEHHO-
ro KoHGUKTa — MHPOPMALMOHHOI BOJIHE.

[IpuMepoM TpeTbero ypoBHS BO3JECTBMA ABIAeTCA omnepauysa «byps B
IYCTBIHE», KOTOpasi HAIJISIIHO IIPOJIEMOHCTPMPOBAa, YTO KOMIITIEKCHOE U CO-
IJIACOBAaHHOE IIPUMMEHEHNE Pa3HOIUIAHOBBIX METONOB MH(OPMAIVIOHHOIO BO3-
efICTBYS CYLIeCTBEHHO B/IMsIET Ha BefleHVe HEIOCPEeICTBEHHO BOCHHBIX OIlepa-
nuit. B maHHOI omepanuy NpuMeHsINCh MPaKTUYeCKV BCe METORbI U CPelcTBa
MHQPOPMAIVIOHHOTO BIIVSHUL: JTorndeckye 60MObl (paspyienne nHpopcdeps
MaIIMHHO-TeXHIYECKUX CUCTeM), Te3nHPOpMIpoBaHe (BBeileHNe B 3a0mysKe-
Hle BOGHHOTO PYKOBOJCTBA MPAKCKOJ apMun), Iporaranaa (ICuxonorndecKast
IIOATOTOBKA BOVICK 0O'beITHEHHBIX CIT), MHPOPMALMOHHOE BIMsAHNE Ha popmu-
pOBaHIe MHEHVsI MUPOBOII 0b1ecTBeHHOCTH (TIpencTaBieHne Vpaka arpecco-
POM B I71a3ax MUPOBOJ OOIIIECTBEHHOCTN).

BosHnkaeT BOIpoc, Kak COOTHOCUTCS TIOHATIE NHPOPMAIIVIOHHAs BOJIHA C
HOHATIEM BOOPY)XEHHBbINI KOH(IMKT, ¥ HACKOIBKO COOCTBEHHO MH(OPMALIMOH-
HOJI BOJTHE IPUCYILIY IPU3HAKY BOOPY>KEHHOTO KOH/IMKTA?

Hanpumep, O.H. KanmnHoBckuil yTBep>xaaeT, 4To yHnoTpebieHme TepMu-
Ha «MH(pOPMAIMOHHAsA BOJIHa» HOCUT CYry0O SMOLMOHA/IbHBIN Xapakrep. Ero
yrnorpebeHye OgYepKUBaeT 3HAUMMOCTb MHGOPMALUY /IS B3aMMOMEICTBIA
001I1eCTB 1 TOCYAPCTB, 0KECTOYEHHOCTD IIPOTUBOCTOSIHNUS B MH(GOPMALMOHHOI
cepe. ndopmanyonHas BOIHa, 10 MHEHNIO JAHHOTO aBTOPA, HEBO3MO>)KHA elIje
VI IOTOMY, 4TO el He IPYCYII Le/Iblil PSS XapaKTepPHbIX A/IsI BOHBI MHCTUTYTOB,
KaK TO: 00'bsABJICHVIe BOVIHBI, 3aK/II0UEHIe MUPa, BOCHHOE II0JIOKEHIIE, OPYXKIe U
Macca apyrux. boiee MOAXOASNIIM TePMIHOM ISl XapaKTEPUCTHUKI STOTO sIBTIe-
HIIS aBTOP Ha3bIBaeT «MH(YOPMALMOHHYIO 60pbOY»'.

I[To HauieMy MHEHUIO ITOAXOJ, KOTOPBIN OPMEHTUPYETCSI Ha XapaKTepHbIe,
HO Heo0s3aTeIbHbIe IPU3HAKY BOOPY>KEHHOTO KOHQINKTA%, CTaBs UX BO IJIaBY
yI71a Ipy cpaBHeHMY MH(OPMALIMOHHOI BOJHBI C BOIIHOI (BOOPY)KeHHBIM KOH(}-
JIUKTOM).

Kpowme roro, tesuc O.H. KanmuHoBckoro 06 orcyTcTBUM y MHGOPMAIOH-
HBIX BOJIH XapaKTePHBIX IPM3HAKOB CIIOPEH ellle ¥ IOTOMY, YTO OH He yYUThIBaeT
COBpeMEeHHOJI TPAKTOBKY HEKOTOPBIX TaKMX IIPM3HAKOB.

Kwurajickas BoeHHas JOKTpUHA, IPM3HABas CyIleCTBOBaHNUe MHGOpMaL-
OHHBIX BOJIH, pacCCMaTPUBAET UX B LIMPOKOM U Y3KOM CMBIC/Ie. B y3kom cmbicrie
- 9TO TojeBas MHPOPMAIVIOHHASA BOJIHa, T.e. O0eBbIe IeVICTBNA B chepe yIpas-

! Kammuosckuii O.H. «THpopMaiirionHas BoitHa» — 310 BoitHa? / BoenHas mbicib, 2000. — Ne 1.

* B MEXIyHapOJHOM TI'yMaHHTAPHOM IIpaBe OTCYTCTBYET JIETalIbHOE 3aKPEIUICHHE OINpPEeIeIeHHs
«BOWHA», «BOOPYKEHHBIH KOHMIIHKTY.
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JleHMs BOVICKaMu. B mmpokoM cmbic/ie MHPOpMAIMOHHAs BOJHA — 9TO OOeBbIe
KpyIHOMacIuTabHble [IeiiCTBMs ¢ mpeobnaaHyeM MHQPOPMAIMOHHON COCTaB-
JIAIONIEN, XapaKTePU3YIOIIMeCs IPUMEHEHNEM CIENaNbHO IpPeNHasHAYeHHbIX
JUIS ee BefeHN BOMHCKUX (OPMMPOBAHNIT ¥ BBICOKOTOYHOTO OpYxus'. Takum
o6pasoM, MHGOpMaLMOHHAsI BOJIHA TPAKTYETCs KaK Of{MH U3 CIIOCOOO0B BeleHMs
60€BbIX JeIICTBUIA.

Knrajickas jokTpyHa crenyduyHa, HO He YHMKajbHA. MHOIME CTpaHbI
MUpa CETORHS OCO3HAIOT BAXXHOCTb U CYILIECTBEHHOCTb MHPOPMALMOHHOI CO-
CTaBJIAIONEI BOJHBL, @ TAK)XKe HOBOTO BUIa OpY»X1sA — nHpopMaimonHoro. CIITA
etfe BHavyasie 1980-x rr. Hauanmm GOpPMMPOBATD CTPATETHIO BefeHUs MHPOpMaL-
OHHOJ1 BOJIHBI.

®pannns, [epmanus, BenmukoOpuTanmsa 1 HEKOTOPbIE IPyTye FOCYapcTBa
B HacTosllee BpeMs aKTVBHO Pa3BMBAIOT y cebs MHGOPMALMOHHbBIE CTPAaTeruy
HamasieHns1 M 060poHbl. MOXHO CKasaTb, YTO CYILeCTBOBaHME MHGOPMAIMOH-
HOJI BOJIHBI KaK BUJIA VI 9aCTV BOOPY>KEHHOTO KOHQIMKTA B 9TUX CTPaHaX He
BBI3BIBAE€T COMHEHNA.

VHTepecen ¢ppaHIly3CKuil MOAXOZ K JAaHHOI mpobneme. DpaHIly3cKue sKc-
HepThl IPUAEP>KMBAIOTCA KOHIETINY MH(OPMALMOHHOI BOJHBI, COCTOSAIIEN 13
IBYX IJIAaBHBIX 3JIEMEHTOB: BOGHHOTO J1 9KOHOMIYECKOTO (IpakiaHCcKoro). Boen-
HBIIl 97IEMEHT PACCMATPUBAETCS B KOHTEKCTE BOOPY>KEHHBIX KOH(/INKTOB 1 MU-
POTBOPYECKMX OIIepalMii, a 9KOHOMIYECKMII BK/II0OYaeT Oojiee MMPOKMIT Ayamna-
30H IIOTEHIIMA/IBHOTO IIPUMeHeHVsI MHPOPMAIVIOHHBIX OIlepaLuii.

ITo HameMy MHEHMIO, MMEHHO TAKO€ BBIJI€/IEHVE COCTAB/LAIOLINX TOHATUA
«HGOPMAIOHHAA BOJIHA» JaeT BO3SMOXKHOCTD Pa3pelINTh COPbI OTHOCHUTENIb-
HO TIPUPOAbI MHPOPMAIVIOHHBIX BOVH ¥ IOTOXVTEIBHO PaspellnuTb BOIPOC O
IIPYMEHMMOCTY HOPM MEXJYHapOSHOIO TYMaHUTAPHOIO IIpaBa I pPeryanpo-
BaHUSA CPEJCTB Y METOZIOB BefleHNsI MH(GOPMAIVIOHHON BOVIHBI I 3aLIIVITHI KEPTB
KOH(IMKTOB.

[Ipumepsl cTpaH, 3aHMMAIOIINXCA pa3pabOTKON MHPOPMALVOHHBIX BOEH-
HBIX CTPATErNnii, CIpaBe/INBO CTABAT BOIIPOC O TOM, Be/ICh /I MH(POPMAIVIOH-
Hble BOVHBI paHbine? OOIENPUHATO CYNTATh, YTO MepPBOIT MH(OPMAI[MOHHOII
BOJTHOI ObU1a BojtHa 1991 1. B [lepcuackom samuse mexay CIIA un Mpakowm. Bo-
€HHBIE CIIEIMAMICThI IOCTCOBETCKOTO MMPOCTPAHCTBA HAa3bIBA/IM STy BOJIHY Ilepe-
JIOMHOJ1 BEXOJ1 Ha IIyTU PasBUTUA BOEHHOI CTpaTeTMM U TAKTUKY M3-3a HEIIPO-
IIOPLMOHAJIBHOTO VICIIO/Ib30BAHMsA BOCHHON aByaliy ¥ PaKeT B COOTHOLIEHUU C
olepanyAMI Ha3eMHBIMU. 3apyOeXXKHble ke 9KCIIePThI CYNTA/IM 3Ty BOJIHY IIepe-
JIOMHOJ IMEHHO 13-3a TOTO, YTO OHa SIBJISIACh MepBOI MH(OPMAI[MOHHOI BOi-
HOIL. B 9T0 MOHATYE BK/IAIBIBA/IOCh UCIIONIb30BaHMe NH(OPMAIIVIOHHOTO OPYXKIA
(HanpuMep, KOMIIBIOTEPHBIX IIPOTPaMM, IOPAXKAIOIIMX CB3b, IOKAI[IOHHBIE BO3-

! Tpunsiee C. Konueruusi BepeHus: MHQOPMALMOHHON BOIHBI B HEKOTOPBIX CTpaHax Mupa //

3apy0esxHOe BoeHHOE 00o3peHue. — Ne 2. — 2002.
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MO>KHOCTY IIPOTUBHMKA), TIPYIMEHEH)e CAMOHABOJAIXCA paKeT, MIVpoYariias
nesuHpopManys u T.1."

4. PazHOBUAHOCTAMY MH(OPMAIVIOHHBIX BOVH ABJIAIOTCA XaKepCKye VN
VIHTepHeT-BOIHBL. DTO BO3JEICTBME IPEICTABIAIT CO00Il IIPOHMKHOBEHNE B
MH(OPMAIVIOHHbIE CUCTEMBI C IIe/IbI0 VX ITOBPEXXIEHN s, HeIIPaBUIbHOTO (YHK-
LVIOHMPOBAHYS U T.JI., @ TAKXKE 3AIUTY OT TAKUX HAECTBUIL.

B ormrune ot fpyrux ¢popm u crioco6oB IpoTuBoOOpCTBA MHGOPMALIMOH-
HOe IPOTUBOOOPCTBO BeETCS IOCTOSIHHO B MUPHOE BpeMsI U BIIUsIET IPSIMBIM
Y HEIlOCPEe[CTBEHHbIM 00pa3oM IPaKTMYeCKM Ha BCe CTOPOHBI IMOATOTOBKY U
BefleHNsT 0O€BBIX JIEVICTBUII B BOeHHOe BpeMs. [JOCTYITHOCTD I/100a/IbHOM KOM-
IBIOTEPHOIT CETY ITO3BOJIAET IlepeiaBaTh HeoOXoaMYy0 MH(OpMALNIo B TH0601
peruoH mupa. Takum 06pa3om, MO>KHO BBIIIOZTHATD 3a/ja4i, CBsI3aHHbIe ¢ MHOP-
MaLMIOHHBIM IIPOTUBOOOPCTBOM.

Y>xe ceifqac Takue KOHQIMKTBH MOTYT PeryarpoBaThCcs IpaBoM nHpopMa-
IIVIOHHOJT 6e3omacHOCTH. I]eHTpabHOE MecTO 3/jech 3aHUMAIOT «PykoBopsme
npuHnynel OpraHn3anuy M0 9KOHOMIYECKOMY COTPYAHIUYECTBY 110 obecrede-
HUIo 6e30macHOCTN NHPOPMALVIOHHBIX CUCTEM», KOTOPbIe ObUIM IPUHATHL B 2002
rony. Kpome Toro, mo Bompocy obecrnedenns nHGOpMALNOHHON 6€30IIacCHOCTH
OBI/IO IPUHSATO HECKONBKO pesooruii [enepanpHoit Accambmen OOH.

5. PaccMOTpUM MeXAYHAapOJHO-IIPABOBYI0 XapaKTEPUCTUKY «XOMTOLHOI»
MH(OPMAIIVIOHHOII BOVIHBI, BHE BOOPY>KEHHOTO KOH(IVKTA U BO3MOXXHOCTD ee
KBa/M(UKALMK 110 MEeKIYHAPOLHOMY IPaBy B KaueCTBE BOOPY>KEHHOTO KOH-
¢bnukra.

B HacrosIee Bpems Takye [eiiCTBY 3alpelieHbl Ha yPOBHE HOPM 061iie-
r0 MeX/YHapOJHOrO IIpaBa (IIPMHINII HeBMeIIaTeIbCTBA BO BHYTPEHHNE Jie/a
TOCYHapCTB), OBHAKO KOHKPETU3UPYIOIIVe MeKAYHAPOHbIE HOPMBI, CBSI3aHHbBIE
C 3ampeToM MH(GOPMALMOHHOTO BMEIIaTe/TbCTBA, B MEKAYHAPOJHOM IIpaBe OT-
CYTCTBYIOT.

B 4acTy ujieo/0rnueckoro BMeIaTeIbCTBa MOMBITKY 3aKPEIUTD ero 3aIlpeT
CYILIIeCTBOBAIN 1 Ha MeXAyHapogHoM yposHe. [Ipu paspabotke B OOH omnpere-
nenns arpeccun. CCCP eme B 1953 1. pefmoXXui IpoeKT OINpefie/ieHNs], KOTO-
poe OXBaTbIBajIo 1 Takue ee GOPMBI, KaK Maeonorndeckas arpeccusi. CormacHo
IIPOEKTY, TOCYAApPCTBO NPM3HALTCS COBEPIIMBIINM aKT UAEONTOINYIECKOlt arpec-
Cuu, B TOM C/Iy4ae, eC/ii OHO «a) IIOOILIpsieT IPOIaraHay BOWHBL; 0) MOOLpsieT
IpOIaraHjy IPYMEHEHMs aTOMHOIO, 0aKTepUOIOrM4ecKOoro, XMMUYECKOro I
APYTUX BUJOB OPYXKNMS MacCOBOTO HOPaKEHNs; B) CIHOCOOCTBYeT MpOIaraHpe
danMcTCKO-HAMCTCKUX B3I/IALOB, PACOBON M HAIMOHA/IBHON MCK/TIOYNTE/Ib-
HOCTY, HEHABVUCTU U IpeHeOpexeHus K ApyruM Hapopam»®. ITo mHenmio V.U
JIykamiyka, 9T0O IpefioKeH1e 06 UIe0NIornIecKoll arpeccuy HOCUIO NponaraH-
AMCTCKUIT XapakTep. IIpomaranza onpeme/ieHHbIX M/ieil 1 B3I/IAL0B 3alPeljaeTcs

! Rattray, Gregory J. Strategic warfare in cyberspace, Massachusetts Institute of Technology, 2001.

2 MsBectus.1953 r. — 26 aBrycra.
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CIlela/IbHBIMM HOPMaMyl MeXAyHapopgHoro mpasa'. OgHako MHGOpPMAIVOH-
Hoe (ufieonornyeckoe) BO3JeiiCTBIE MOXKET KacaTbCs He TOJIbKO 3aIpelleHHbIX
MEXYHapOIHbIM ITPaBOBOM WJI€Nl U B3ITIANOB, ¥ TEM He MeHee MOPOXK/JaTh HeTa-
TUBHBIE COL[MA/IbHBIE ¥ 9KOHOMIYECKIe TTOCeACcTBIA. Takoe MHPOpMaILMOHHOE
BO3JIE/ICTBIE Ha Hace/leHNe HOCTPAaHHOTO TOCyJapCTBa IOCPENCTBOM Pas3iny-
HBIX CPe/ICTB BO3/IeMICTBUA AB/IAETCS HapylIeHNeM IPYHINIIA HeBMeIIaTeIbCTBa
U MOXXeT IIPUBECTY K HETaTMBHBIM COIMA/JIbHBIM MOCTEACTBUAM. B oTHOIEHNM
TaKOTO BO3MENCTBYUS 0c000€ 3HAa4YeHMEe MMEIOT CPeficTBA TAKOTO BO3MEIICTBISL.
OHM MOTYT HaXOAUTBCA KaK Ha TEPPUTOPUM TOCYAAPCTBA, TaK ¥ BHe €ro. B oTHO-
IIeHNY [IePBOJi IPYIIIBI TOCYAAPCTBO MOXKET IPUHATH Mephbl BO3JECTBUA Iy TeM
KoHTponA 3a CMI, a Bo BTOpoM ciy4yae — HeT. Ko BTOpOIi Tpymnme OTHOCUTCA
VuTepHert, Tene- u paguoseljanye. ToTaauTapHble TOCYIapCTBa, KaK IpaBuUIo,
OTPAaHMYMBAIOT TaKO€ BO3[EVICTBME M3BHE — HAIIPUMeEp, «ITyIIeH)e BPaXKeCKMNX
ronocos» B CCCP, sanper ucnonbsosanus Vutepnera B KHIIP. BosHukHOBe-
HIte VIHTepHeTa nepeBeo «MH(OPMALVOHHO-M/Ie0JIOTYeCKYe» BOJHBI B MHYIO
IIOCKOCTD, KOTf]a OYeHb C/I0KHO MIPOKOHTPOIMPOBATh UCTOYHNK BO3IENICTBUA.

[Ipyroii acrekT mpo6eMsl, KOIZIa TaKoe BO3JENICTBIE OCYILIeCTB/IACTCS He
B OTHOILIEHNM HacCeTeHNsA NHOCTPAHHOTIO TOCY/IapCTBa, a HA TPETbU TOCYIapCTBa
Y MeKIYHApPOHOE COOOIIeCTBO B LIEIOM C IIe/IbI0 AVICKPEAUTIPOBATb MHOCTPAH-
HO€ TOCYAapCTBO, IPOBOAMMYIO UM MOMUTHUKY. IIpsAMolt 3anpeT Ha Takue feii-
CTBUA OTCYTCTBYeT B MEXKJYHApOJHOM IIpaBe, XOTSA OHU B IOJTHON Mepe MOTyT
CYNTATHCA MH(POPMAIVIOHHON BOVHOI.

CBopuTb MHGOPMALOHHYIO B BOVIHY VICKTIOUUTETBHO K MH(POPMAIIMIOHHO-
UIEOIOTYeCKOMY BO3[EICTBUIO, Ha HAIll B3IJIAM, Helle/lecOOOpa3Ho — IOsBIIe-
HIIe HOBBIX CPEJICTB — VIHTepHeTa, CyIHOCTH TaKOTO BO3/ENCTBIUA HE U3MEHNIIO,
B OT/IN4MeE OT 6orIee III06aTBHOTO ¥ MACCOBOTO BO3JECTBIA HAa MH(OPMALOH-
HbI€ CCTEMBIL.

OmnpeneneHHas aHAJIOINA IPOCIEKMUBAETCS C MONBITKOI BBEIEHUA MEXY-
HapOJIHO-TIPAaBOBOTO 3aIpeTa 3KOHOMMYECKOi arpeccuu. Emle nmpm npuHATIMN
YcraBa OOH bpasunusa BbIcKas3piBajia NpejioXKeHNe JOIOMHUTh CT. 2 YcTaBa
OOH nonoxeHneM o 3anpeTe SKOHOMIIECKIX yIpo3. ITO IpejIoKeHNe He OBLI0
HOJIOKNUTEBHO TIPOroiocoBano. Takum 06pa3oM, rocygapcTBa Mypa IOoKasalm,
YTO IIOKA YTO OHM He TOTOBBI IIPM3HATh SKOHOMMYECKYIO, 1 U KaKyIo-HUOY/b
fipyry®o (B ToM 4nciae MHGOPMALMOHHYI0) YITPO3y TaK XKe Cepbe3HO, KaK U BO-
eHHYI0”.

IIpennoxenus o gononuenun ct. 2 YcraBa OOH, a Taxke JOKTpUHANIbHbIE
HOIBITKY PAaCIIMPEHNS MOHATYS «BOOPYKEHHBIN KOHQIUKT» CXOXKMU C Ipoliec-
COM MeX/IyHapOJHOI'O COITIACOBAaHM: TepMUHa «arpeccusa». B 1953 rogy CCCP
00paTIICsA K MUPOBOMY COOOIIECTBY C IpeIoXKeHeM chOpPMYIMPOBATh YeThI-

! Jlykamyk W.W. TlpaBo MmexmayHapomHoii orBercTBeHHOCTH. — M.: Bomrepc Kiysep, 2004.

—C. 316.
2 Lawrence T. Greenberg, Seymur E. Goodman , Kevin J. Soo Hoo Information Warfare and
International Law, National Defense University Press, 1998
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pe BUJja arpeccyit TOCyAapCTB, TPY U3 KOTOPBIX He SABJIA/IICH arpeccueil B paHee
npusHaBaeMoit BoeHHoiT popme. Kak yrxe oTMedanocs, peupb mua u 06 umeosno-
TUYeCKOIT, ¥ 00 9KOHOMIYecKol arpeccun.! MupoBoe coo01ecTBO He IPIU3HAIO
Takyio ¢GopMymupoBKy. [Ipy 9TOM B OTHOLIEHNM SKOHOMUYECKOTO IPUHYK[e-
Hus ObUTa BeIpaXKeHa HeraTuBHas nmosuius lenepanpHoit Accambren OOH, kak
ofHOV 13 (GOpM BMelIaTe/NbCTBA BO BHYTPEHHME fea, B TOM uucre B 1. 2 Jle-
K/Iapalliyl O HEJOIIYCTMMOCTY BMENIATeNbCTBA BO BHYTPEHHME Jena 1965 1., co-
I71acHO KoTOpoit «Hu ofHO rocygapcTBo He BIpaBe MPYMEHSATD VTN HOOLIPSTH
IpUMeHeHNe 9KOHOMIYECKNX, MOIUTIYECKUX VIN JII0ObIX IPYTUX Mep B LIeIAX
IPUHYX/EHUS PYrOoro roCyAapCcTBa isl TOTO, YTOOBI JOOUTHCS OT HETO HOfYN-
HEHU IIPY OCYIIeCTB/ICHNN VM CBOMX CyBEePEHHbIX IIPaB VIV IOMYYNTh OT HETO
[IpeNMYIIeCTBa APyroro popa». CregyeT OTMETUTD, YTO €C/IN 1Ie/ib IIPaBOMEPHA,
HaIpyMep, JOOUTHCS OT TOCY/iapCTBa BBITOTTHEHNA IPUHATBIX UM Ha cebs 00s13a-
TE/IbCTB I10 3alJITe IIPAB Ye/I0BeKa, Ha Halll B3IJIsA/, TAKOE BO3/Ie/ICTBIIE JOITYCTHU-
MO ¥ BO3MOYXHO (BHE 3aBJICIMOCTY OT TOTO, KTO €T0 OCYIIeCTBJISIET), M He ABJIAeT-
Cs1 HapylLIeHVeM IPYHIMIIA HeBMelIaTenbCTBa. SIBisercs m nHopMannoHHOe
BO3JIe/ICTBJIEe BMEIIATeIbCTBOM M3BHE, €C/IM OTCYTCTBYIOT HapylLIeHVe MeX[y-
HApOJHBIX 00513aTe/IbCTB, C OHOI CTOPOHBI, ¥ HapylleHle BHYTPEHHEro IpaBa
TOCYHapcTBa, KaK 9TO MOXKET MMETb MeCTO B CIydae BeleHMs MacCHpPOBAHHOI
MHQPOPMAIVIOHHOI KOMIIAHIY MEXX/[yHapOSHBIMIU 9KOTIOTMYECKIM OpTraHM3aliu-
AMU 110 3amuTe (ayHsl 1 Gopsl, Korga GopMaTbHO OTCYTCTBYET HapylIeHe CO
CTOPOHBI TOCYAAPCTBa (HanpyMep, KOMIIAHNUA 10 3aIPeTy yOUIICTBA e TeHbIIIel
TioneHeil B PD)*? SIBnsiercs mu Takoe Bo3zericTBYE MHGOPMAIVIOHHON BOHOI C
TOYKM 3peHMsI CYO'beKTHOTO cocTasa 1 Iieneit? C Halell TOYKM 3peHMs], HeT.

ITo HareMy MHeHUI0, 00 MHPOPMAIVIOHHOII BOJIHE MOXKET UATY PeYb TOMb-
KO B TOM C/Iyd4ae, eC/iy 1ie/blo MH(OPMALMOHHOTO BO3/EIICTBUSA SB/AETCS IPU-
HY)X/IeHUs IPYroro roCyaapcTBa s TOTO, YTOOBI JOOUTHCA OT HETrO IIOfYMHe-
HVISI TIPY OCYIECTB/ICHNN VM CBOMX CYBEPEHHBIX IIPaB W/ HOMYYUTh OT HETOo
IpeNMYyIIecTBa Apyroro poga. Oco6eHHOCTU MeX/[yHapOTHO-IIPABOIL perylaMeH-
Tl 9KOHOMIYECKOIT U APYruX GOpM IPUHYKAEHNS JA0T HaM BO3MOXKHOCTb
H0J/IaTaTh, YTO MH(OPMAIVOHHBIE BOJIHBI ONMCAHHOTO opMara He OyAyT B O/1u-
Kaiflee BpeMsl HEITOCPEICTBEHHO PeryIpoBaThCsl MeXX/YHAPOLHBIM IIPAaBOM B
KayecTBe CaMOCTOATENbHO BIJIa BOOPY>KeHHOro KoHGKTa. [TpnunHa coctout
B TOM, YTO MEXAYHAaPOJHOE [IPaBOBOE CO3HAHVE He TOTOBO IIPM3HATh paciiupe-
HJIe TepMJHA «BOJHa» U «BOOPY>KEHHBII KOH(INKT» BbIIE/INB HOBbIE X BUMBL.

6. B ciry4ae BemeHMsA «ropsAunx» MHGOPMAIVIOHHBIX BOJIH, BOJH C BBICOKOI
CTeIleHbIO BO3JeIICTBYUA Ha MHPOPMAIVIOHHbIE CHCTEeMBI IIPOTMBHIKA, BO3HUKA-
eT BOIIPOC O NPYMEHEHNH MeXAYHAaPOJHOTo T'YMaHUTapHOTO npasa. [Ipyrue mo-

! Jlykamyk W.W. TlpaBo MmexmayHapomHoil orBercrBeHHOocTH. — M.: Bomrepc Kiysep, 2004.

—C. 316.
2 http://www.regnum.ru/news/1130522.html
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3UIVIM HE CTOJIb KATETOPUYHBI B OTPUILIAHNY MHPOPMAIVIOHHOI BOHBI KaK BUJa
BOJIHBI I BOOPY)KEHHOTO KOH(/IMKTA.

[To HalIeMy MHEHMIO, BHE 3aBUCYMOCTY OT NOHVMaH, MTH(POpPMaLVOHHA
BOJIHA BCer/ja JO/DKHA OCTAaBaTbCsl B paMKax MeXYHApOSHOTO I'yMaHUTAPHOTO
IIpaBa, a 9TO O3HAYaeT, 4To U IpaBo JKeHeswl, n nmpaBo laaru KOKHO IpuMe-
HSATHCS IPY BefleHNY MHGOPMALMOHHOI BOJHBL.

He BbI3bIBaeT COMHEHMS TOT (DaKT, YTO MEX/JYHApOJZHOE I'yMaHMTapHOE
IIPaBO IIPUMEHNIOCHh B AMepuKaHO-VIpakcKoit BOJiHe, a >KepTBbI BOMHbBI HaXo0-
pvnch nox 3amuToit JKeHeBckux koHBeHImit 1949 r. Tak kak obcyxpmaemas
BOJfHa ObI/Ia IIEpBOJI B CBOEM pOfe, TO 1 e€ MHPOPMALVOHHAA COCTABIIAIIAA
TOJIDKO HauVHa/Ia UTPAaTh BXXHYIO POJIb BO BCeM BOOPYXeHHOM KOHGIKTe. MBI
CUYMTaeM, YTO VIMEHHO 13-3a 9TOTO He BBI3BIBATIO OCOOBIX CIIOPOB NpVMEHEHNe
MeX/JYHapOIHOTO I'YMaHUTAapHOTO IIpaBa BO BpeMs BONHbBL. Kpome Toro, ofHuM
U3 ITIaBHBIX 9/IEMEHTOB «MH(OPMAIVIOHHOCT» TOJl BOJHBI OBI/I CAMOHABOSI-
I[yiecsl PaKeThl, @ VX IIPUMeHeHNe, KaK Obl Tapa/jOKCaIbHO 9TO He 3BYYaJIo, CIO-
COOCTBYIOT peany3alyy OCHOBHBIX ITOTOXKEHUII MeXAYHAPOSHOTO TyMaHUTap-
Horo mpaBa. Tak, Muxaanp H. IlIMnar, cauTaer, 4To opysxue MHPOPMAILVOHHO
3psI (TO €CTh TO, KOTOPOE MOXKET PACIIO3HABATh OObEKTHI IIOPAXKEHNsI), KaK pas
CIIOCOOCTBYeT COOIOfICHNIO IPVMHIVIIA P34V TPAXK/JAHCKIX M BOCHHBIX 00Db-
eKTOB. V36MpaTenbHOCTD AeMICTBYS OPYXKISI — BOT YTO JOCTUIAETCS C IIOMOIIIBIO
HOBOTO THUIIa Opy>kuA. TakuM 06pa3oM, TOIBKO 3/10if YMbICET 4e/IOBeKa MOXKET
IPUBECTY K IOPAKEHMIO IPa>KAHCKOI0 0O'beKTa C TOMOLIBI0 CAMOHABOJAILErO-
cs1 OpyKuA'.

Bornbille BOMPOCOB BO3HMKHET B CIy4ae IPUMEHEHMs OPY)XMsl, KOTOpOe
SIBIISIETCS COOCTBEHHO MHGOPMAIVIOHHBIM (KOMIIBIOTEPHBIE BPETOHOCHbIE IIPO-
rpaMMBbl, Torndeckie 60MOs! u T.41.). UTo, ecut Takoe MHGOPMALMOHHOE OPY>KIe
OyzmeT HarpaBJIeHHO He Ha BOECHHbIe OObeKTbI, @ Ha Te, KOTOPbIe TPAAUIVIOHHO
HaXOZTCS MO 3aIMTOM MeXAYHAPOAHOT0 FyMaHUTapHoro npasa? bymer mu aTo
HapyIIeHNeM MMEeHHO T'yMaHUTapHOTO IIpaBa M BO3MOXKHO /1M 3alIMTUTh TaKue
00BEKTHI C €r0 IIOMOILBIO?

I[To cpaBHeHMIO ¢ IpUMEHEHVeM JPYIUX BUIOB OPYXKVs, OpraHU3aIys Ha-
najeHys Ha MHPOpPMAIMOHHBIE ceT! He TpeOyeT 3HaUYMTe/TbHbIX MaTepuaIbHbIX
pecypcoB. XMMudeckoe M 6MOIOTYecKoe OpysKiie Ha3bIBalOT OPY>KMeM Mac-
COBOTO MOpPaKeHMsI He 13-3a 0ObeMa paspyLINTe/IbHO SHEPIUY, BbIfe/IsIEMOI
IIpY VIX IIPYIMEHEHNN, @ V13-3a KOJIMYeCTBA BI3BIBAEMBIX IMM IIOTEPb 1 Hen30upa-
tenpHOCTH fievicTBusL. [llnpokomaciiTabHoe mpuMeHeH e 0OBIYHBIX BOOPY KEHNUI
TaKoKe BBI3BIBAET cepbesHbll yuep6. HecMoTps Ha npupony nHpOpMaIMOHHO
aTaky, He TPeOYIYI0 NPUIOKEHNs 3HAYUTENbHBIX CIUI, paspylLIeHle CUCTeM
PPOBOTrO KOHTPOJISA AaTOMHOI 9TeKTPOCTAHIMN MOXET MMEThb CTOJIb JKe Mac-

' Michael N. Schmitt, «The Impact of High and Low-Tech Warfare on the Principle of Distinction™/
Briefing paper, Program on Humanitarian Policy and Conflict Research at Harvard University,
2003
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mrabHble TOCIencTBMA'. BaXKHOCTD NpefoTBpamieHys MHGOPMALMOHHBIX aTak
TAaKOTO poja ocsA3aeMa 1 6ecCropHa.

K coxxanennto, Mexxpynaponnsiii Komurer Kpacnoro Kpecra noka emje He
BBIPabOTas eAMHON JOKTPUHBI, KOTOpasi Obl OZHO3HAYHO OTBeYasa Ha BCe BO-
IIPOCBI, CBA3aHHBIE C MeXX/JYHAPOIHO-IIPAaBOBBIM PeTy/IMpoBaHueM MHGOpMaL-
OHHBIX BOJIH.

BONBIIMHCTBO IOPUCTOB-MEX/YHAPOSHUKOB He OCIHAapUBAIOT 00s3aTeNb-
HOe IpMMEHeHMe MEXIYHapOJHOTO I'yMaHMTAPHOIO IIpaBa B BOOPY>KEHHBIX
KOHQIVIKTaX HOBOTO IIOKOJICHN A, K KOTOPBIM OTHOCAT BOVHY B Ilepcuuckom 3sa-
muBe. Ho xorfa pedn nzeT o co6cTBeHHO MHGOPMALMOHHBIX BOJIHAX, O6e3 Hemo-
CPefCTBEHHOTO IIPMMEHEeH) TPAANLIVOHHBIX BOOPY>KeHIIT, MHEHI PACXOAATCA.
[IpuBeneHHDIT IpUMep HamafieHus Ha aTOMHYIO 97€KTPOCTAHIINIO OONbIINH-
CTBOM pa3pelaeTcs B I0/Ib3y IPUMMEHNMOCTY MEeXIYHAPOJHOTO I'yMaHUTAPHOTO
IIpaBa B CIy4ae HaJM4Me peaTbHOr0 BOOPY)KEHHOTO KOH(IMKTA MeXY CTpaHa-
MU (TO eCTb KOHQIMKTA [IAIIErOCst BO BpeMeHM) U 3HAYUTENbHBIX PU3NIeCKUX
IOTepb, KaK B MaTepPUaIbHOM, TaK I B YeTIOBEYECKOM MI3MepeHNe’.

B cnyuae ke, korga MHGOpMaLMOHHOE OpYXIe OyAeT VICIIO/Ib30BaThCA OT-
Ie/IbHO, AB/IAACh €AMHCTBEHHBIM BUJOM OPY KIS BOJHBI, HACTOATDb Ha IIpUMeHe-
HYIle HOPM MeX/IyHapOJHOTO T'yMaHMUTapHOTO NpaBa OymeT KpailHe C/IOXKHO, Kak
MKKK, Tak 1 rocygapcTBaM-y4acTHIKaM KoHQmuKTa. [To mEenmio K.Y. YoTkuHa,
TaKOTO pojja KOH(IMKTBI IPUBERYT «K IpobIeMe B OIpefieieHIe CTaTyca Ipax-
IAHCKUX JINLI, BOOPY>KEHHBIX IIPOLIECCOPOM U KJIaBUATYPOIL 1, BO3MOXKHO, HAXO-
IALIVXCS Ha IPYTOM KOHTVHEHTE, ¥ KOHTPOJIb 32 VX JeVICTBUAMI» .

K rny6ouarimeMy co)kaneHNIO, cepbe3Hble IBMEHEHMSI B MEXYHAPOJHOM
TyMaHNTApHOM IIPaBe HACTYIAIOT JIMIIb II0C/Ie OTPOMHBIX )KEPTB ¥ II03TOMY BOC-
IIpUATYE HOBOTO BY/Ia BOJH U IPYMEHUMOCTb MEX/[yHAPOJHOIO TyMaHUTAPHOTO
IpaBa K HUM BEPOATHO OYAeT VIMeTb MeCTO TOIbKO ITOC/Ie MIMPOKOMACIITaOHBIX
MHPOPMAIVIOHHBIX BOJH.

OpHako ye ceif4ac HeOOXOAVIMO CKOHLIEHTPMPOBATb BHMMAaHME Ha JVIC-
[I0/1b30BaHNe MHPOPMAIVIOHHOTO OPYXMUA B KOH(QIMKTaX, KOTOPble UMET U
6oree TpagMIOHHbBIE POPMBI aKTVBHOCTY CTOPOH. Takie KOH(IMKTEL, KaK yske
YIIOMMHA/IOCh BBIIIE, MHOTMIMY YYE€HBIMY TaK)Ke Ha3bIBAIOTCA MHPOPMALIVIOHHBI-

Yorkua K. V. Kom0aTaHTbI, «HETTPUBUIICTUPOBAHHBIE BOIOIOIINE» M KOHGIUKTH X X1 Beka : MaTepuan
qutst HecopmanmbHOM BCTpedH 3KCIIEPTOB Ha BRICIIIEM YPOBHE, ITOCBAIICHHOI TeMe «[loaTBeprkaenne
1 pa3BHTHE MEXIyHapOIHOTO rymMaHuTapHoro mpasa» / K.Y. Yorkun. — KemOpumx, 27-29 wurons
2003 r. — http://www.sk-news.ru/mgp/doc/doc_07 05.doc

Cwm. mamp.: Knut Dormann, Applicability of the Additional Protocols to Computer Network
Attacks, International Expert Conference on Computer Network Attacks and the Applicability of
International Humanitarian Law, Stockholm, 17-19.11.2004// http://www.icrc.org/web/eng/siteeng0.
nsf/html/68LG92

Yorkua K. V. Kom0aTaHTbI, <HETTPUBUIICTUPOBAHHBIE BOIOIOIINE» M KOHGIUKTH X X Beka : MaTepuan
qutst HecopmabHOM BCTpedH 3KCIIEPTOB Ha BRICIIIEM YPOBHE, ITOCBAIICHHOI TeMe «[loaTBeprkaenne
1 pa3BHTHE MEXIyHapOIHOTO rymMaHuTapHoro mpasa» / K.Y. Yorkun. — KemOpumx, 27-29 wurons
2003 r. / http://www.sk-news.ru/mgp/doc/doc_07 05.doc
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MM, HO OHU Y)Ke IIPeIIoNaraloT IIpMMeHeHe pasIMuHbIX BUJIOB OPY)KIS 1 pas-
JIYHBIX CTPATEerNIL.

B nepByio ouepenp cenyeT YACHUTD, YTO IpUMeHeHVe K TaKUM KOHQIUK-
TaM MEX/[YHapOJJHOTO I'yMaHUTApHOTrO IpaBa 00s3aTenbHO. Bompockl MoryT
BO3HMKHYTb IIPY IIPYIMEHEHMe COOCTBEHHO MHPOPMALMOHHOrO opyxus. Ilpu
3TOM INPUMEHVMOCTb MEXAYHAPOZHOTO T'yMaHUTAPHOTO IpaBa OymeT HOCKUTDb
0c000 BaKHOe 3Ha4YeHJe B C/Ty4yae IpUMeHeHNsA NHPOPMAILVIOHHOTO OPYXXWS K
00beKTaM, COfiepyKallIM OIacHbIe CHJIBI IIPUPOJBL 1 00eCIIeYMBAOIIIM JKI3He-
IleAITeIbHOCTb PEIVMIOHOB (aTOMHBIE 9/IeKTPOCTAHLIUY, TIOTVHBI, CICTEMBI BOJO-
CHaOXXeHNA), K MeAVIVHCKUM OOBbeKTaM (OONbHUIIBI, TOCIIUTANN, SMNAEMIO-
JIOTMYecKye LeHTPBI) U T.Jj. HopMbl MeX/[yHapOZHOrO I'yMaHUTAapHOTO IIpaBa
cofiep>Kat MpsAMOJ 3alpeT Ha HallafieHNe Ha TakKue OOBbeKThbl, BHE 3aBUCHMOCTHI
OT XapaKTepa JVICHO/Ib3yeMbIX CPefICTB HallaJeHVs — B HUX YKasbIBaeTCsA Ha II0-
CIe[ICTBUA HAIlafIeHVs — BBICBOOOXK/IeHNe OITACHBIX CVJI IPUPOopbl. Takoit 3anper
COLepXKUTCA KaK B [IOIIOTHUTEIBHBIX IIPOTOKOMAX K YKeHeBCKUM KOHBEHIUAM,
Tak 1 B [aarcKux KOHBEHLVAX.

JHTepecHBI IIpellefieHT COo3/jaeT pellieHNe OKPYXKHOro cyza Tokuo o memy
HInmopnst u Ko nportus Anonnn, KoTropoe paccMarpupanoch ¢ 1955 mo 1963 rr.
B sTom pmene mcTibl OOMBAINCh PU3HAHNS aTOMHOI 60MbapanpoBky Xupo-
cuMbl 1 Haracakm Takoii, KOTopasi He COOTBETCTBYET MEXYHApOJHOMY IIpaBy.
Cyn cBOMM pellleHNeM ITOCTAHOBWII, YTO JCIIO/Ib30BaHVe HOBOTO BVJA OPY>KMsA
paspelleHo, ToKa He Oy[eT NMPUHAT MeXAYHAPOSHbI JOTOBOP, 3aIpeljaroiyii
ero npuMeHenye. Bmecte ¢ Tem, CyJ onpenenyur MCK/IIOYeHNe Y3 9TOTO IIPaBuUIa.
OHO COCTOUT B TOM, YTO KOI7Ia IIPYMEHEHNE TAaKOTO OPYKNsA Hen30exHo, Ipef-
TI0JIaTaeTCA 3aIpeT Ha ero UCIOIb30BaHMe UCXO/A M3 aHAJIOTUM CYIIeCTBYOIIIX
HOPM U IIPaBUJI B MEXAYHAPOSHOM IIpaBe, OHO He JO/DKHO IIPUMEHAThCA. Taxoke
B peleHny ObII0 YKa3aHO, YTO IPYIMeHeHe IIPYHOCAIINX U3/NIIHIE CTPAaHVA
BUJIOB OPY>KMsI IPOTMBOPEYNT IIPUHIIUIIAM MEXYHAPOJHOrO IIpaBa U I03TOMY
3ampelaeTcs.

Vcxops u3 3TOro pelIeHNns MOXKHO Ce/NaThb BBIBOJ, YTO MH(OPMAIVIOHHOE
OpY’KJe OTpaHMYMBAETCA B IPUMMEHEHNM VIMEHHO B C/Iy4ae €ro MCIIOTb30BaHMA
IPOTUB OOBEKTOB, paspylleHe KOTOPBIX MOXKET BbI3BAaTh HEOIIPaB/IaHHbIE ITOTe-
PY Cpenyt TpaXKJaHCKVX JINLY Vi/ YUY 3HAUUTe/IbHbIe M MAaCIITaOHbIe TOC/IeCTBYI,
KOTOpbIe HETaTMBHO CKaXKyTCA Ha 3[[0POBbeE JIIOfIEN, HAa COCTOSHIY OKPY>Kaloleit
Cpenbl U T.JI.

Taxkoit >ke 3aIlpeT KacaTe/IbHO HOBBIX BUIOB OPY>KMS 3aKpeIlIeH U B CT. 36
HomomaurenpHoro ITpoTtokona I x JKeneBckum kouBeHuuaM: «IIpu uccnenosa-
HUM, pa3pabOTKe, IOKYIKe WM IPUHATIE Ha BOOPY)KEHIE HOBBIX BUIOB OPY-
XKVIS1, CPEJICTB VIV METOZIOB BeJieHNs BOVHBI Boicokas [loroBapusatomascs Cro-
poHa 00s13aHa OIIpefeINTh, TOANA/AET /Y UX IPUMEHEHe, TPV HEKOTOPBIX VTN
IpU BCeX 006CTOATENbCTBAX, IIOJ] 3aIIPeThI, KOTOpbIe copeparcs B aToM IIpoTo-
Kojie 00 B TIOOBIX APYIMX HOPMaxX MeXAYHApPOJHOTO IpaBa, IPUMEHUMBIX K



e PaszButne OTIOEIbHBIX OTpaC]’IeIZ M MHCTUTYTOB MEXAYHAapOOHOTO IIpaBa 343

Beicoxkoit [loropapuBaromiericss CropoHe». ITa HOpMa XOTh U He TIPSIMO, HO Hasla-
raeT Ha rOCyJapcTBa 00513aHOCTD He IPYMEHSITh HOBBIE BUIbI OPYXKIS CTOCOO0M,
KOTOPBII MOXKeT IPOTUBOPEYUTH CYIIECTBYIOIIVM MEX/[YHapOLHO-IIPABOBBIM
HOPMaM.

Vcxopst 13 [BYX BbIIIeyKa3aHHbBIX IIPAaBOBBIX MO3MIVIL, MOXKHO Ce/IaTh BbI-
BOJI, YTO MHQOPMAIVOHHBIE BOHBI JO/DKHBI PEryIMPOBATHCS MEKAYHAPOLHBIM
TyMaHMUTapHBIM IIPaBOM KaK B OTHOILIEHNY METOJOB VI CIOCOOOB BeleHVIs BOJIHBI,
TaK U B OTHOIIEHNY 3aIUTHI XEPTB BOOPY>KEHHBIX KOH(MIUKTOB.

Vicxopst U3 BBILIEN3TIOKEHHOT0, MOXKHO CJIe/IaTh C/IeAYIOII/e BBIBObL:

1. Mo>XHO BBIZEMUTD [iBa BMa MH(OPMALMOHHBIX BOJH: BHE BOOPY>KEH-
HBIX KOH(/IMKTOB, HA30BeM MX «XOJIOfHbIEe MH(POPMAIVOHHbIE BOJHbI»; B yCIIO-
BUSIX BOOPY>KEHHBIX KOH(IMKTOB, VTN TIPEeALIeCTBYOIe BOOPY>KEHHOMY KOH-
¢muxTy (cnepyromye 3a ero okoHuaHueM). HecomHeHHo, B kKpaitHux popMax aTu
BUJIBI TIEPEXOMIAT OFfUH B PYTOIL, ¥ 37leCh HAIIPAIINBAETCS aHAJIOTHSA C CTENIEHbIO
HACVIVS, XapaKTepU3YIOLIeTo II0C/Ie0BaTe/IbHO IPECTYITHOCTD, COCTOSIHME BHY-
TPeHHell HalIPsDKEHHOCTH, MaCCOBbIe OeCIIOPSIIKYL, BOOPY>KEHHBIN KOHMIUKT.

I[To cTemeHV MHTEHCUMBHOCTY MHPOPMAIMOHHASA BOVHA MOXET BK/IIOYATh:
UJIe0/IOTYeCKOe BO3/IeliCTBIIE; BO3/EIICTBIE HA CUCTEMbI yIIPAaB/IeHVs ¥ BOOPY-
KeHIsI; KOMIUIEKCHOE BO3JIe/ICTBIE.

2. VlndopmanyoHHble BOMHBI B 9KOHOMIYECKOM (TPaXk[JaHCKOM) ITOHMMa-
HIe, He NOANA/IAl0T MOf JIeVICTBYE MEeXIYHApPOJHOIO TYMaHUTapHOro mpasa. K
HUM JO/DKHO IPUMEHATHCS MPaBo MHGOPMAILMOHHON 6€30I1aCHOCTH, KOTOpOe
Ha JTaHHbII MOMEHT CYIIeCTBYeT, HO Pa3BUBaIOCh HECKOIBKO B MIHOM («HEBOEH-
HOM») KJIIOYeE.

3. Boopy»xeHHbIe KOHQ/IVIKTHI € IPYIMEHeHVeM MH(POPMAIVIOHHOI COCTaB-
JISIONIEN YoKe TIPOUCXOAVIN. MeX/[yHapogHOe I'yMaHUTapHOe [IPaBO K HUM IpU-
MEHSIOCH U JOIDKHO IPUMEHATHCS BIIPeNb.

4. KoudnmukTsl ¢ npeobnaganueM MHGOPMALVOHHOTO OPY>KNs, CTpaTernn
¥ TAKTVKM TTOKa He IPOBOAVIINCD (10 KpaliHell Mepe, MBI 3aTPyAHAEMCS OTHECTH
K TaK/M KOH(QIMKTaM XOTsI ObI OF{VH 13 3aBEPIICHHBIX VIV JIAIINXCS KOHDINK-
TOB Ha CerofHs:A). MeXXlyHapoJHOe T'yMaHUTapHOe IIPaBoO K TaKUM KOH(IMKTaM
JO/DKHO TIPYMEHSTHCSI, 0COOEHHO, YTO KacaeTcsl NpefoTBpalljeHus Heusbupa-
TE/IbHOTO MOpayKeHVsl I'Pa>KIAHCKIIX JIVILI, OKpY>Karolelt cpensl. B mobom crydae
K TaKUM KOH(IMKTaM IIpuMeHuMa oroBopka MapreHca.



