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Abstract

Healthcare facilities and manpower in Pakistan are a generally acute shortage, incompetent. congested and overburden
which cannot meet the requirements of the people visiting these facilities. Medical sectors are progressively looking for
portable solutions to meet their InNformation Technology (IT) needs. To identify Healthcare Professionals (HCP) intention in both
adopting the Bring Your Own Device (BYOD) and concerns related to security and privacy of their devices, the researchers
propose a conceptual model by integrating the Consumer Acceptance and Use of Information Technology Extending the
Unified Theory of Acceptance and Use of Technology (UTAUT2) and Protection Motivation Theory (PMT) which would impact
their behaviorintention in both using the device and provide the good understanding of concerns about security and privacy

of their devices.
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1.0 INTRODUCTION

Rising innovations can go far toward upgrading the
personal satisfaction and enhancing prosperity [1]. The
providing and administration of shrewd healthcare
services administrations have seen noticeable changes
also, as an after effect of ICT [2].

The latest progress regarding mobile technologies
has facilitated mobile devices to perform functions
previously not possible with handheld devices [3].
According to Natfional Institute of Health (NIH) [4],
mHealth is the use of mobile and wireless devices (cell
phones, tablets, efc.) to enhance healthcare services,
health research, and health outcomes. The ufilization of
wireless communication devices to maintain general
health and clinical practice has great potential to
enhance this saintly cycle. More than whatever other
advance innovation, mobile phones are used
throughout the developing world [5]. Innovative
utilizations of portable technology to existing medicinal
services conveyance and supervising frameworks offer
a great guarantee for enhancing the personal
safisfaction. They make correspondence among
researchers, clinicians, and patients simpler, and as the
chronic disease becomes more prevalent, mobile
advancements offer consideration techniques that are
especially suited to battling these conditions[é].

Enterprise  administration made Bring Your Own
Device (BYOD) is a buzz-acronym nearly 10 years ago
when they began appearing at work with a BlackBerry
in hand. At the point when smarts were added to that
Personal Digital Assistant (PDA), employees found that

they could take their office on the road [7]. This idea is
often mentioned to as BYOD and refers to utilizing one’s
very own personal device for non-personal or business
related activities. Particularly, it refers to the aspect of
individuals conveying their own portable devices fo
work, school, or any other organization where in the
past they just could Uutfiize that organization's
technological device to access data and processes
[8].

1.1 Problem Statement

Pakistan’s ministry for healthcare has anticipated that
Pakistan is acknowledging remarkable benefits from
the developing information economy. This indicates in
the recent infrastructure investment and another
innovative  improvement. Regardless of  this
development, it shows that Pakistan is lagging behind in
medical services provision [?]. According to
[10]Healthcare Professionals (HCP) utilizing their BYOD
react more quickly to medical results, have fewer errors
in drug prescription, and show bettered data
management and record keeping practices.
Moreover, HCP can use their portable devices at the
various area as many doctors work at more than one
hospital or medical facility [11][12].[13][14][15][16].

As such, working in the medical system requires
broad mobility of HCP and additionally, collaboration
and communication with different peoples, including
their colleagues and patients [17]. Since personal digital
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assistants (PDAs) were presented in the 1990s, BYOD
confinues to allow healthcare providers to
professionally gather, retrieve, collect, store and share
data [18]. Unlike any other HIT platform the BYOD is
fundamentally a reasonably portable device that
allows users to do tasks anytime, anywhere [19]. The
BYOD-enabled portable healthcare solution that best
suits HCP, helping them delivers high-quality medical
care. BYOD can facilitate all patients’ processes,
including patient registration, prescription filing, drug
preparation and distribution, specimen collection and
freatment, infusion, first aid, surgery, and account
closure upon discharge. BYOD can use scan patient
barcodes on wristbands to precisely and rapidly
recognize patients. This way is convenient, error-free,
and simple. BYOD additionally use to achieve and enter
treatment plans. This reduces workload, avoids
repeated data entry, reduces workload,
and guarantees data accuracy.

A better comprehension of the health technology
acceptance behavior should be seen not only from a
technology acceptance perspective but also as a
health behavior perspective [20]. For this reason, we
intend to fill this research gap with our study. This study
will look at the intention to adopt BYOD among HCP to
improve healthcare in Pakistan using Consumer
Acceptance and Use of Information Technology
Extending the Unified Theory of Acceptance and Use of
Technology (UTAUT2) and Protection Moftivation Theory
(PMT).

2.0 THEORETICAL BACKGROUND
2.1 Bring Your Own Device

Bring Your Own Device (BYOD) is closely associated with
IT consumerization [21], which various scholars view as
the dual use of IT for business and private purpose
[22][23] or as the adopfion of employee’s devices,
applications, and tools in the workplace [24]. Mobility
extends the internet providing and computing more
independence to employees and their personal life
and at work [25] allowing for the “anything, anywhere,
anytime” scenario [26].

The word BYOD was first used by Ballagas et al., at
UBICOMP 2004 [27]. BYOD entered in 2009, courtesy of
Intel when it accepted an increasing tendency among
its employees to bring their own devices to work and
connect them to the corporate network[28]. The

adoption of BYOD addressed different organizational
needs; namely, the need for mobility, the need to keep
employees satisfactorily engaged in every aspect of
the business process, the need to improve the business
environment or workplace, the need to attract young
talents and retain skillful workforces, and so forth, and
the need for aftaining business goals or profifs,
[29][30][28][31]. These needs generally resulted in major
improvement in  terms of employee mobility
enhancement, retention, improved corporate-
customers relationship through various innovative ways,
improved IT value to the business, a more flexible work
environment, improved business confinuity, the ability
fo access content from any device anywhere and at
any time, familiar technologies and increased
motivation, an agile workforce, and greater flexibility in
collaboration, familiar technologies and increased
motivation, information sharing, and communication
[32][33][34]; [35]. The mainly accepted BYOD devices
are smartphones, lapfops, mobile, and tablets[26].
Nowadays, BYOD is sufficiently advanced to perform
better than the traditional devices provided to the
employees by their organizations. The greater part is
that the employees want their own device as it is better
than what their organizations supplied in terms of
productivity. Employees desire devices that reflect
them and are not selected by the organization [36][37].

Electronic systems are incredibly resourceful at
distributing and storing data. The nature of portable
devices makes them suitable for gefting to data in
support of ullimately learning, decision making and
problem solving [38]. In the healthcare industry, BYOD
was seen as a helpful frend that conveyed a lot of
benefits to healthcare providers, hospital, and patients.
BYOD-enabledHCP to work in quick, smarter and
professional  way[39]. BYOD increased patient
satisfaction, as it permitted quick access to caretakers
and assured real-fime responses [40]. BYOD brought
changes to the medical work process by increasing
coordination through communication and
cooperation, improving access to data, implement
interdisciplinary workforce processes which were
extremely vital in today’s healthcare environment, and
increasing safisfaction with both physicians and
patients [41]. BYOD encourage the adoption of
evidence-based clinical practices [18]. In healthcare,
portables electronically help the memory of HCP at the
point of care delivery to increase patient safety, to
reduce medical errors, and to increase the continuity of
services provided to patients [38].
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Table 1 Overview of Existing Studies on BYOD (Source Ortbach, 2015)

Authors Dependent | Definition of Dependent | Independent Variables, Mediators, | Theoretical N
with year | Construct Construct and Moderators Lens
Chen, Contfinuanc | Intenfion that users plan to | Flexibility of Multiple PITD Use, Task | Psychological n/
2014 e |Intention | use the same PITD(s) to | Complexity2, Affective Appraisals, | Reactance a
of personal | perform the similar tasks in | Cognitive Appraisals, Satisfaction Theory
IT  device | the future given that the
(PITD) use consistency of the portfolio
available to them
Weeger Behavioral Behavior intention to | Financial Risk, Performance Risk, | Net-valence 71
and intention participate in a corporate | Privacy Risk, Psychosocial Risk, Safety | model and
Gewald, (BYOD) BYOD program Risk, Security Risk, Perceived Riskl, | Perceived Risk
2014 Perceived Benefit, Personal | Theory
innovativeness with IT
Ortbach, | Consumeriz | Using other technologies | Attitude towards IT Consumerization | Theory of | 73
Koffer, ation than those provided by the | Behavior, Subjective Norms | planned
Bode, et | infention / | individuals’ company to | regarding IT Consumerization | behavior (+
al., 2013 consumeriz perform work tasks within the | Behavior, Perceived Behavioural | belief analysis)
ation next two months Control  of IT  Consumerization
behavior Behavior
Lebek et | Infention to | Intention to wuse private | Security Concerns, Privacy | Theory of | 151
al., 2013 Use (BYOD) mobile devices for working | Concerns, Legal Concerns, | Reasoned
purposes Perceived Uncertainty, Atfitude, | Action,
Perceived Benefits Technology
Acceptance
Model
Lee et al, | BYOD Intention to participate in a | Tasks Measured, Frequency, Theory of | n/
2013 Adoption BYOD program Justification, Organizational Confrol, | Planned a
Behavioural Mobile User's Information Privacy Behavior
Intention, Concerns, Job Performance
BYOD Expectancy, Mobile Computing Self-
Adoption Efficacy
Loose, Behavioral BYOD service adoption by | Perceived Business Threats, | UTAUT 84
Weeger, intention future employees Perceived Private Threats, Perceived
et al., | (BYOD)* Threats1, Social Influence, Effort
2013 Expectancy, Performance
Expectancy
Dernbec Consumeriz | Continuance of privately | Personal innovativeness, Self- | Switching 74
her et al., | ation owned devices and | efficacy, Habit Theory
2013 software usage in a work
environment
Ortbach, Consumeriz | Intention to use other | Expected Performance | Theory of | 60
Bode, ation technologies than those | Improvement, Consumerization | Reasoned
and intention provided by the company to | Behavior of Co-workers, Personal | Acfion
Niehaves, perform work tasks within the | Innovativenessin IT
2013 next two months
Hopkins Behavioral Student’s Behavioural | Compatibility, Perceived Ease of Use, | Theory of | 386
et al., | Intention Intention to use their Own | Perceived Usefulness, Attitudel, | Planned
2013 (BYOD) Device Teacher Influence, Parental | Behavior
Influence, Peer Influence, Subjective
Norm1,Self-Efficacy, Learning
Autonomy, Facilitating Conditions,
Perceived Behavioural Confrol

* Final dependent construct of the study was employer attractiveness
1 used as mediator
2 used as moderator

2.2 Healthcare In Pakistan

Medicine has

long been considered as

holy

professions in Pakistan too[43]. But slowly a HCP's job
has lost its charm as it used to be in past. The main
cause of this constricted job satisfaction is huge job

stress which a HCP suffer during the performance of his
job. Although exfraordinary stressors at work add
vastly to the reduction of attraction for this erstwhile
most preferred profession. The similar fact remains true
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for Pakistan where too much psycho-socio stressors
have made HCP more prone to worst job
satisfaction[44]. Unhappy HCP may be not able to
offer an affectionate and caring treatment to
patients; HCP may also disregard patients because of
lack of interest or focus in the job. A national study
showed that 26% family physicians in Pakistan were
dissatisfied with their profession [45]. In Karachi, 68% of
the doctors were not happy with their jobs [46].
Another study revealed that physicians were most
dissatisfied with the reforms and the workload[44][47].
Another local study [48] on a small number of patients
discovered the medication error of 39.28%. This
included dose, not specifying maximum dose,
polypharmacy, dosage form error and ambiguous
medication order. A local newspaper [49] reported
that medical errors are the eighth leading reason of
death in this country and about 7,000 people per year
are estimated to die from medication errors alone. The
absence of career structure for HCP is another cause
that directs them to work for the considerable length
of time resulting in medical errors[50]. Medical errors
not just influence the success of medication therapy
[51]; [52]; [53]additionally raise the expense of
freatment.

The lifecycle of information technology (IT) has
changed significantly throughout the last two
decades, as the driving force has shifted from industry
to customers [54], The accessibility of portable devices
and the fall in prices for voice/data communication
via mobile networks has resulted in the extensive
diffusion of portable devices for personal use [55][56].

3.0 THE PROPOSED CONCEPTUAL MODEL

Despite the fact that it is supposed that a theory is a
social construction developed and shared by groups
of researchers [57]; [58] there is a division between
theoretical concepts and real-world phenomena. A
comparative conceptualization of theory (and similar
terminology) is utilized by [57], who describes the
phenomena of research inquiry as someone's
perceptions of facts in the real world.

In Technology Acceptance perspective UTAUT2 is
the most widespread one to explain healthcare
professionals’ technology acceptance. The mainidea
of the TAM, and merging it with other established
variables from presented literature, Ventakesh, Morris,
Davis, & Davis revised the existing leading user
acceptance models info a model called the UTAUT.
Venkatesh et al. (2003) conducted a meta-analysis for
eight known tfechnology acceptance model
constructs with the aim to explain the user behavior in
accepting and using information fechnology and
came out with a unified comprehensive model.
Venkatesh [59] empirically tested and compared
eight prominent models that measured users’
infention to adopt the fechnology. With these results,
[59] proposed a new model called the Unified Theory
of Acceptance and Use of Technology (UTAUT) model

that combined seven significant constructs of the
eight models. In the case of UTAUT, which was
originally developed to explain employee technology
acceptance and use, it will be critical to examine how
it can be extended to other contexts, such as the
context of consumer technologies, which is a mulfi-
billion dollar industry given the number of technology
devices, applicafions, and services fargeted at
consumers, against this backdrop [60] extend the
UTATU in a consumer context and proposed that the
UTAUT model should incorporate three additional
constructs in efforts to further strengthen the existing
model. The three additional constructs are (q)
Hedonic Mofivations, (b) Price Value, and (c) Habit-
based on theories of previous studies [60] [61]. The
moderating variables of age, gender, and experience
were kept the same as the original model. Compared
fo UTAUT, the extensions proposed in UTAUT2
produced a substantial improvement in the variance
explained in behavioral intention (56 percent to 74
percent) and technology use (40 percent to 52
percent).

Protection Motivation Theory (PMT) was developed
by [62] as a framework for understanding the effect of
fear appeals. A modification of PMT [63] extended the
theory to give a more general account of the impact
of persuasive communications, with importance on
the cognitive processes that mediate behavior
change. Resulting research on PMT has typically taken
two formes: first, PMT has been used as a framework to
develop and evaluate persuasive communications;
and second, PMT has been used as a social cognition
model to expect health behavior [64]. The PMT mostly
contain four variables: (1) Perceived Vulnerability, (2)
Perceived Severity, (3) Response Efficacy, and (4) Self-
Efficacy. IS security research on a regular basis utilizes
PMT to comprehend an individual's choice to
participate in secure behaviors or follow security
policies [65], [66], [67]. [68]. [69]. [70], [71]. [72]. [73].
and [74].

Employees' acceptance is not only dependent on
employees’ perceived benefits, but is also impacted
by employees’ perceived concerns; Concerns about
privacy and security BYOD are discussed by[75]. The
assessment of concern in the circumstance of BYOD
has been viewed liftle in the Information System (IS)
research literature [32].

This research goal is to provide insight into the
determinants of HCP decision to take part in BYOD,
and impact of security and privacy on HCP intention
fo use BYOD. To the best of the researcher’s
knowledge, this study will be first fo comprehensively
examine the intention to adopt BYOD among HCP in
Pakistan not only from a technological perspective as
well as from behavioral perspective. The researchers
proposed a conceptual model by integrating Unified
Theory of Acceptance and Use of Technology 2
(UTAUT2), and Protection Motivation Theory (PMT)
theories as the theoretical foundations for proposed
model. Considering the specific attributes of BYOD,
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the researcher proposes their conceptual research
model as shown in Figure 1.
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Figure 1 Proposed Conceptual Model

The basic objective of the present study is to
investigate the intention to adopt BYOD, and to unveil
those factors which influence the BYOD intention and
privacy concerns related to HCP in Pakistan.
Unfortunately, Pakistan faces short-staffed of different
groups of HCP [76]. In this respect, the point of importance is
whether the HCP intent to adopt BYOD or noft, their decision
would largely depend upon the security and privacy
concerns.

4.0 CONCLUSION

Emerging technologies of mHealth like BYOD have the
potential access to real-fime information, and
minimizing the wait time. In the literature review very
few studies have used UTATU2 model for intention to
adopt BYOD. This study will be first fo comprehensively
examine the intention to adopt BYOD among HCP in
Pakistan not only from a technological perspective as
well as from behavioral perspective. In this study, the
researcher proposed the concepfual model for
infention tfo adopt BYOD among HCP in Pakistan.
Future research should aim to obtain more conclusive
data.
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