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Abstract: IoT is a very common buzzword in e-Health because the creation of
new and better healthcare services are possible through technology-push. There
are great expectations in using IoT in healthcare, but most studies describe very
futuristic and disruptive solutions for the healthcare real world. In a near future
these solutions could be implemented, but now we need some “baby steps” to
reach an e-Health with IoT technology. In this paper it is presented a solution to
transform a doctor’s office in an IoT office by helping the doctor attend a pa-
tien. This solution has impact in the doctor’s work because (s)he has a limited
time to attend a patient and a big part of this time is spent writing the results of
the appointment in a computer record - the electronic patient record. By other
hand the patient improve their experience because the doctor will give them
more attention and care.
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1 Introduction

IoT will be the engine for many paradigm shifts in the near future as it will require
organizations to prepare meaningfully in terms of technological infrastructure, pro-
cess optimization, change management and risk assessment. It will be the technologi-
cal wave with the greatest impact in the world after the emergence of the Internet,
transversal to all sectors of activity. It will bring new professions, new business and
significant improvement in the quality of life of populations, but will also raise con-
cerns in the areas of data security and privacy.

Today we can easily perceive the importance that the Internet has had in the socie-
ty, namely in the way we communicate and the impact it has had in sectors such as
education, banking, insurance, commerce, entertainment or the democratization of
access to information. The Internet, coupled with the proliferation of mobile devices,
has boosted the world's "appization" by offering features in a device that initially
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served to make and reject telephone calls to a multifunction device in which there is
virtually no limit to its use.

Smartphones, and more recently smartwatches, and the endless fitness devices, al-
low heart rate monitoring and geo-referencing, among other indicators. Monitoring of
heart rate, for later sharing of data on specialized platforms, is a good example of the
m-Health concept (term used for the practice of medicine and public health supported
by mobile devices). m-Health change the way we interact with health care providers
as patients are expected to show healthcare professionals the "collection" of data they
regularly make with the help of mobile devices, such as blood pressure. However, the
user sending such data to the health care unit (public health center or public hospital)
in an automated manner and monitored by the health care unit automatically is not yet
possible.

The potential of using [oT may, in the near future, lead to the creation of innova-
tions, some of them totally disruptive in the health area.

Thus, this paper intends, through baby steps, i.e, not disruptive fashion, to describe
the use of IoT in a doctor’s office, a real environment.

The case described is in the context of a medical appointment that may occur at a
Portuguese health center or hospital. Nowadays, the average duration of a medical
appointment is twenty-one minutes, but, recently, there are some political recommen-
dations to reduce this duration to fifteen minutes. Thus, a doctor may be seen as a
clerk with accountable functions, like control the appointment duration and fill some
computers screens with data collected in the appointment, than somebody interested
to listen to patients, do correct clinical exams, or prescribe and explain the correct
medications to patients.

In this context, the next section will explain the IoT concept. The section three will
explain the evolution of m-Health to e-Health through IoT technologies. The section
four, will describe the use of 10T technology in a doctor’s office. The section five will
present the conclusions.

2 IoT Concept

Although IoT is a recent buzzword, it was nicknamed this way for the first time in
1999 by [1]. However, the concept was developed many years earlier, in the early
1980s, by a group of programmers at Carnegie Melon University who modified a
Coca-Cola machine by linking it to the Internet to obtain information on availability
of the drink and the time the bottle drink was in the machine to ensure that the bever-
age was chilled and thus prevent them from moving in vain [2]. It is a simple exam-
ple, but it explains the concept.

[1] refer that “today computers — and, therefore, the Internet — are almost wholly
dependent on human beings for information. Nearly all the roughly 50 petabytes (a
petabyte is 1,024 terabytes) of data available on the Internet were first captured and
created by human beings — by typing pressing a record button, taking a digital picture
or scanning a bar code. Conventional diagrams of the Internet include servers and
routers and so on, but they leave out the most numerous and important routers of all:
people. The problem is, people have limited time, attention and accuracy — all of
which means they are not very good at capturing data about things in the real world”.



There are many types of sensors, many of them wireless and low cost that allow
measuring and analyzing almost all kinds of things. The proliferation of these sensors,
the improvement of wireless communications and the existence of identification tech-
nologies such as Radio Frequency Identification (RFID) or Near Field Communica-
tion (NFC) allows to connect all sorts of things to the Internet.

Therefore, it is possible to see the development of IoT in two perspectives: the
technology and the coverage [3]:

* Technology — the main technology of IoT is the Internet, by providing a “free”
platform to connect things and sharing intelligence and information turns the
world with physical boundaries of nations to a “global village”. Other relevant
technology is RFID which enable linking things to Internet. Finally, the technol-
ogy which enables machine to machine (M2M) computing is also relevant to
IoT.

* Coverage — IoT phenomenon has evolved from only covering technology used
by organizations to involving devices that affect common users’ life.

3 IoT to Health

m-Health is defined as "mobile computing, medical sensor, and communications
technologies for health care" [4]. m-Health must be seen as a new way to understand
healthcare services in three perspectives: [5]
1. m-Health simplifies the access to traditional and new services, because mobile
devices services can be accessed everywhere and anytime;

2. m-Health is patient-oriented, i.e., the patients in most cases are responsible for

the m-Health service; and

3. m-Health is personalized, the m-Health services are customized to fit the needs

of patients.

m-Health is an evolutionary concept that provides both mobility and functionalities
for different healthcare applications and it is a sub-segment of e-Health. Thus,
e-Health covers Wireless Health (integration of wireless technology into traditional
medicine), m-Health and Telehealth (for instance when two health professionals dis-
cussed a case by telephone or video-conference, or a video call between a patient and
practitioner. Telehealth is an expansion of telemedicine because, telehealth includes
prevention instead of clinical treatment).

e-Health describes any healthcare practice supported by an electronic information
processing and communication, so it has broader reach than m-Health, see Fig. 1.
e-Health has an important requirement that is the delivery of health services at any-
where and anytime, this requirement of “anywhere and anytime” means, that it is
necessary to transmit messages between people (e.g.: patients, doctors, ...) inde-
pendently of their location [6].

The IoT role in e-Health care allows the development of new technologies, some
of which will be very disruptive, and enables interoperability (integration and inter-
communication) between several “things” through the Internet. However, there is an
issue because the use of these technologies is limited by several factors. The most
important factor is that the data produced with IoT patient health devices needs to be
sent to a health care unit (health care center or hospital) in an automated manner and



monitored in the health care unit, and this is not yet occurring. This factor can be
explained because the health care unit service is not ready to use these data and the
doctors do not have time to analyze it. Other reasons are legal issues related to the
privacy and security of the data transmitted.

e-Health

Wireless
Health m-Health Telehealth

Fig. 1. e-Health, m-Health, Wireless Health and Telehealth
4 IoT in a Doctor’s Office

4.1 As-is Doctor’s Office

In a routine doctor’s appointment the doctor measures, among other things, patient
weight, height, blood pressure, pulse and temperature. In Fig. 2 it is represented an as-
is doctor’s office and an as-is weighing scale. This mechanical physician weighing
scale works by adjusting firstly the large sliding poise and secondly the small sliding
poise. This operation requires time and operating skills.

As depicted in Fig. 2 the doctor must get up, walk to the device (red line path) and
wait for the patient to do so. As the patient stands in the scale (s)he must try to find
the right weight by adjusting the weighing device by sliding the poises. Then, the
doctor must memorize the value acquired from the scale so (s)he can get back (again
the red line path) to his desk and introduce the information by hand on the patient
electronic record in the computer.
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Fig. 2. As-is Weighing Scale and Doctor Office




The as-is case has various problems. The doctor spends a lot of time in movement
inside the office, and because of it, he can forget the values measured, there can be
mistakes when the doctor introduces the values in the system and there is a lot of time
wasted introducing the values in the system that could be used attending the patient.

4.2 To be Doctor’s Office

Although there are domestic devices already in the market, see Fig. 3, that are able to
be a IoT health care device, they are not ready for an intensive use of around 32 daily
measurements. Therefore, these devices need to be improved to be used in a doctor’s
office.

Fig. 3. Domestic IoT health devices, retrieved from [7,8]
Using again the weighing scale as an example, it features Bluetooth Low Energy

(BLE) and has a battery life of 6 months and connects with a mobile application [9].
These specifications are also applicable to other domestic grade IoT devices. Fig. 4

will example a possible solution.
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Fig. 4. To-be Weighing Scale and Doctor Office

In this doctor’s office the devices are all connected by BLE with the office’s com-
puter, so it is a closed circuit. BLE, also known as Bluetooth Smart, operates at
2.4GHz and has a low power consumption, which means it can operate in coin size



cells for months, it is small sized and cheap to manufacture and has compatibility
with a large variety of devices.

The architecture presented in Fig. 5 purpose is to collect automatically the infor-
mation from the devices and introduce it into the patient electronic record. From left
side of Fig. 5 there are IoT devices like weighing scale, thermometer and other devic-
es connected to a master device (left rounded blue in Fig. 5). This master device is
connected to the computer doctor’s office (round blue in the middle of Fig. 5). The
computer doctor’s office, in turn is connected to the patient electronic record (right
side of Fig. 5), this electronic patient record may be in the Internet (Cloud).

Fig. 5. Doctor’s Office IoT Architecture

By connecting through BLE, the system is secure and connects all the medical de-
vices as slaves to a master device in a unidirectional way but the master is connected
to the office’s computer in a bidirectional channel so it can trade information about
the appointment. The master device may be a single board computer that has Blue-
tooth connectivity and logs the doctor and patient information and the data from the
devices and, when requested, sends it to the doctor’s computer. Using a master device
makes it easier to connect the doctor’s computer with the devices in an office and, by
storing a log, makes the data recoverable if lost. It also makes the system more secure
by only allowing the pre-defined slaves to connect to the master and only one com-
puter for bidirectional communication, which can be authenticated by a password or
pin.

The purpose of the log is to store the data during the appointment, in example,
when the patient stands in the weighing scale the data is stored in the master device’s
log, so that at the end of the appointment, or whenever needed, the doctor can auto-fill
some fields of the electronic patient record.

The patient electronic record can then be filled by the doctor and sent to the central
database, i.e., the patient electronic record central database.

5 Conclusions

This paper proposed an example solution of use of IoT in a Doctor’s office. Our in-
tention is not to be technology or service disruptive but present a viable solution with
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actual IoT technologies. Our solution has a real impact in the way the doctors perform
a medical appointment, because the doctor has more time to attend the patient and
give more attention to the clinical act, than to be clicking on keyboard. The patients
will have a positive experience because the doctor will give them more attention and
care.

This solution is a baby step into an IoT e-Health solution, because it is restricted to
a doctor’s office and not include any fancy sensor or wearable to be used by the pa-
tient. Thus, this solution does not raise very relevant data security concerns and com-
munications between the IoT devices connected together are simple.

As said above, this is a baby step, but it is an important step to be done. Usually
m-Health and e-Health propose brilliant and disruptive solutions, but some are not yet
possible to be implemented. Thus, in the healthcare area it is needed some small im-
provements, relatively easy to implement, with low cost and with possible big returns.

In the future, it will be relevant to implement the concept of 10T to other areas of
public health care centers or public hospitals. Not only to implement solutions in
e-Health, but to improve the experience of patients and practitioners, for example, it
will be interesting to know the location of the patient in a hospital and send messages
to the patient about the service waiting time and perhaps redirecting the patient to
other service with lower waiting time.
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