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We investigate the feasibility of multiplexing, employing polarized light, a set of security encrypted data. The encryption approach is 
based on the double random pure-phase enciphering method. Phase conjugation operation is conducted in the reconstruction stage with 
the aid of a photorefractive crystal which stores the encrypted information. When storing each encrypted image, a polarization change is 
introduced in the system. This induces decorrelation on the speckle patterns inside the storing medium. We apply this approach for mul-
tiple image encryption. We show experimental results that confirm our approach.
© 2005 Elsevier B.V. A11 rights reserved.

1. Introduction

In the optical field there has been constant efforts on 
both multiplexed [1] and security encrypted [2] data stor
age. Securing data in high-capacity storage systems is one 
of the challenging tasks in order to meet user-requirements 
in data storage.

Optical data storage presents great advantages over tra
ditional non-optical storage systems with the potentiality 
of low cost, high storage capacity, high transfer rate, and 
hardware-based data encryption. To overcome the difficul
ties concerning the storage means for recording photore-
fractive crystals have been used.

There are many methods for multiplexing holograms, 
e.g., wavelength-, shift-, angle-, and phase-coded multi-
plexing.
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Several efforts were performed thanks to the advent of 
the liquid crystal spatial light modulator (LC SLM). It 
has opened up the possibility for dynamic control of ampli
tude, phase or polarization state of light. The use of LC  
SLMs for the spatial control of the state of polarization 
has already been described and experimentally demon
strated [3].

Several optical systems based on the encryption of 
information using phase components of wave front have 
been experimentally demonstrated [4 6], Polarization has 
been used for the visualization of the decoded informa-
tion. Two dimensional encoding of the polarization state 
of light using a parallel aligned liquid crystal SLM has 
recently been demonstrated [7]. Unnikrishnan et al. [8] 
experimentally demonstrated an optical encryption 
system based on polarization encoding to encrypt binary 
images. The encryption is done by XOR operation 
between the image and a random code (key to the 
encrypted image). The XOR operation is done in the 
polarization domain of coherent light by using two 
ferroelectric liquid crystal spatial light modulators. The
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information encoded as polarization states of coherent 
light is converted to intensity variations by using a pola
rizer. The decryption of the encrypted data are done by a 
second XOR operation between the encrypted image and 
the key. Mogensen et al. [9] have proposed an optical 
encryption and decryption system based on XOR opera-
tions using high frame rate ferroelectric liquid crystal 
spatial light modulators. Tan et al. [10] have proposed 
a secure holographic memory system with polarization 
encoding. The polarization state at each pixel is scram
bled by a mask (SLM) that changes the polarization state 
into a random state. Eriksen et al. [11] have proposed a 
method for spatially encoding the state of polarization in 
a 2-D wave front with elliptically polarized light control-
ling both the ellipticity and rotation angle of the major 
axis of the ellipses. A technique was has also been devel
oped, based on polarization-encoding using digital 
speckle pattern correlation [12], In that method, security 
is twofold by the speckle and polarization characteristics 
of the procedure. Both encoding and decoding keys are 
stored digitally.

Recently, an approach for polarization encryption 
using geometrical phase modification has been proposed. 
Geometrical phases originate from polarization state mani-
pulation, by using computer-generated space-variant sub-
wavelength gratings (SWG) [13].

In [14], an optical encryption arrangement based on 
polarization is implemented by using a bacteriorhodopsin 
film as a polarization sensitive holographic memory. In this 
case, a single polarization modulation is used to encrypt 
the data. Reference [15] is an extension of the above paper 
introducing a double-random polarization encryption that 
uses two random polarization-modulation masks.

Although several optical encryption arrangements codi
fied the input data in polarization, there have been no 
working implementations for data multiplexing encryption 
in the form of polarization encoding. In this paper, we 
describe a system for optical two-dimensional (2D) multi-
plexing encoding using the polarization state of light. The 
proposed technique simultaneously combines double ran
dom phase encryption method and polarized behaviour 
of the encrypted beam. Most of the above mentioned arti
cles use one or two associated SLM, which implies the cal-
ibration of such instruments, aside of the additional cost in 
equipment. In our proposal, we directly used retardation 
plates, which facilitate the process and lower the costs of 
the experience.

Our multiplexing proposal has a practical application in 
optical encryption, increasing the total number of combi-
nation possibilities yet improving the robustness of the 
encryption system.

Another feature to be stressed is precisely the polariza-
tion sensitivity. This attribute can be used as a secondary 
key code to ensure the encryption in case of possible mes
sage interception.

Experimental results that confirm our proposal are 
presented.

2. Description of the method

Fig. 1 shows the basic optical system architecture 
employed. In this case, multiple encrypted data are stored 
within a photorefractive holographic memory using the 
double random phase encoding technique. This technique 
involves the use of a random pure-phase mask in the input 
plane Ri and another R2 in the spatial frequency plane, 
thus resulting in the formation of stationary white noise. 
Generally speaking, the second random pure-phase mask 
can be located at the Fresnel domain. In our arrangement, 
besides the two masks, a retardation plate WPj is employed 
to encode the input amplitude data O. Lens L2 images the 
encrypted information on a 10 mm x 10 mm x 10 mm 
photorefractive BSO crystal. The experimental arrange-
ment is illuminated by Nd-YAG laser operating at wave
length 532 nm with 50 mW output power. The encrypted 
information is holographically recorded by a reference 
plane wave. The interference between the encrypted data 
and the reference beam is obtained inside the crystal vol
ume. The intensity patterns redistribute the photoinduced 
charges, resulting in an electric field strength at each point, 
which induces, through the linear electro-optic effect that 
the crystal exhibits, a corresponding spatial variation of 
the refractive index. In this way, the input pattern is 
encoded in terms of the refractive index variation generat-
ing index gratings. The angle between the recording beams 
is 8°.

There is an obvious dependence of the speckle pattern 
distribution with the polarization of the light source that 
has been extensively studied by several authors [16 18].

Based on this concept, we introduce a change in the 
polarization state of the object beam in order to achieve 
multiplexing. Therefore, for every polarization change the 
speckle pattern is somehow altered in the same way as a 
phase change is introduced.

Fig. 1. Optical system architecture to multiple polarization encryption 
procedure (O: input data; Ri and R2: random pure-phase masks; WPi and 
WP2: retardation plates; BS] and BS2: beam splitters; Li and L2: lenses; 
CS: collimation system; and Mi and M2: mirrors).
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Phase conjugation of the reference beam is introduced in 
the decryption process to read out the data stored in the 
crystal. Let us denote Aj and A4 the amplitudes of the 
interfering beams. In our set up, beam A2 is the transmit-
ted part of beam Aj retroreflected by mirror M2. After 
beam A2 passes through the crystal, beam A3 is generated 
which is proportional to the conjugate of the image bearing 
beam A 4 . Exact cancellation of the phase change intro-
duced in the encryption process is necessary to decrypt 
the input. Data recovering is observed by a CCD camera 
according to Fig. 1.

Note that the encrypted information stored in the crys
tal is essentially a speckle pattern. Each speckle interferes 
with the reference wave; therefore the speckle pattern is 
modulated by fringe systems existing in its whole volume. 
Then, the resulting pattern gives rise to a micro hologram 
inside each speckle.

It should be emphasized that the registered index 
gratings are random in phase according to the incident dis
tribution. Each of these gratings interact with the counter- 
propagating pump beam thus producing a local phase 
conjugated beam inside each speckle, with a random phase 
that recognizes the original local speckle phase. The total 
contribution to the phase conjugation reflectivity is thus 
produced by each speckle. Therefore, the reconstructed 
beam A3 is a phase conjugate beam which is, in turn, a pat-
tern governed by the same statistical behaviour as the input 
beam.

The recording medium is intensity sensitive and it is not 
affected by polarization changes. However, in our case the 
polarization changes modify the intensity distribution of 
the encrypted pattern which interferes with the reference 
beam altering thereby the fringe systems and the resulting 
index grating. In order to maintain the fringe contrast

the polarization state of the recording beams must remain 
unchanged.

Fig. 2 shows the experimental results demonstrating the 
polarization sensitive of the double random phase encryp
tion arrangement: (a) object to be encrypted, (b) decryption 
using the right polarization direction, and (c) decryption 
with a wrong angle of the polarization direction. In this 
case, the polarization change is introduced by a half wave 
retardation plate.

Fig. 3(a) (c) shows the same sequence as described in 
Fig. 2 but using a quarter wave retardation plate. It should 
be mentioned that in this case, a 1° rotation of the quarter 
wave retardation plate is enough to a complete detiming of 
the right decrypted image. In the half wave retardation 
plate is necessary a 5° rotation in order to avoid a right 
decryption. This analysis is useful to assess a correct multi
plexing schedule avoiding any cross talk.

A procedure of multiple encryption by using the polariza
tion as a key implies to govern the polarization state of the 
appropriate device in the successive inputs to be encrypted. 
The data of the zth stored image can be reconstructed not 
only if the phase conjugated beam travels through the retar-
dation plate in the adequate orientation, but if it also travels 
through the second random pure-phase mask R2 used in the 
encryption process.

Fig. 4 shows the encryption-decryption procedure for 
multiple input objects. Oj and 0 2 correspond to the input 
images, E! and E2: the encrypted images, each one 
encrypted by using a determined polarization state. The 
polarization key is a quarter wave retardation plate. As it 
was established in the experience of Fig. 3, in order to 
avoid cross talk a 1° retardation plate rotation is intro
duced. D! and D2: multiple decrypted images by using 
the correct polarization key.

Fig. 2. Experimental results shows (a) object to be encrypted; (b) 
decryption when the polarization device (half wave retardation plate) is 
set at the correct polarization state (as in the encrypted procedure); and (c) 
decryption with a wrong polarization state.

Fig. 3. Experimental results shows (a) object to be encrypted; (b) 
decryption when the polarization device (quarter wave retardation plate) 
is set at the correct polarization state (as in the encrypted procedure); and 
(c) decryption with a wrong polarization state.
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Fig. 4. Multiplexing polarization encryption-decryption procedure (Oi 
and 0 2: input objects; Ei and E2: encrypted images; and Dj and D2: 
decrypted images).

In addition to the exact repositioning required for the 
random phase mask, for a successful recovering it is essen
tial that a precise retardation plate orientation should be 
achieved.

It should be emphasized the simplicity and lower costs 
of the proposed experience in comparison with other polar
ization arrangements. Our set-up increases the security of 
the encryption through the introduction of the polarization 
as an alternative multiplexing encryption key.

To our knowledge this security polarization key is intro
duced for the first time in a multiple encryption image 
scheme. Parallel channelling operations are now an open 
possibility to security optics.

It remains to extensively analyze the sensitivity charac-
teristics of the different polarization schemes.

Summarizing, we settle a new point of view to a multi-
plexing storing mechanism that expands the possible 
combinations of encrypted objects with a given optical 
architecture.
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The experiments detailed above clearly confirm that 
the polarization can be used as unique key to encryption- 
decryption procedure.

3. Conclusions

In our paper, we propose and demonstrate a polariza-
tion encoded encryption system based on a double random 
pure phase mask technique and retardation plate.
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