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ABSTRACT

Signature-based intrusion detection systems look for known, suspicious patterns in the input data. In this paper we
explore compression of labeled empirical data using threshold-based clustering with regularization. The main target of
clustering isto compresstraining dataset to the limited number of signatures, and to minimize the number of comparisons
that are necessary to determine the status of the input event as aresult. Essentialy, the process of clustering includes
merging of the clusterswhich are close enough. As a consequence, we will reduce original dataset to the limited number
of labeled centroids. In acomplex with k-nearest-neighbor (kN N') method, this set of centroids may be used as a multi-
class classifier. Clearly, different attributes have different importance depending on the particular training database.
Thisimportance may be regulated in the definition of the distance using linear weight coefficients. The paper introduces
special procedure to estimate above weight coefficients.

The experiments on the KDD-99 intrusion detection dataset have confirmed effectiveness of the proposed methods.
Keywords: distance-based clustering, k-nearest-neighbor method, intrusion detection

1. INTRODUCTION

Most deployed intrusion detection systems follow a signature-based approach! where attacks are identified by matching
each input event against predefined signatures that model malicious activity. In difference, the basic idea of anomaly-
based systems? is: if anew sampleis“close’ enough to the set of normal clusters, it is considered normal; otherwise, it
is classified as abnormal.

The paper proposes an indirect N N3 method which includes the following 2 steps. Firstly, we compress training
dataset to the limited set of centroids or signatures with labels computed according to the data within corresponding
clusters as an averages. Then, we form multi-classifier using kNN clustering method applied to the above set of
centroids.

Model-based and distance-based clustering algorithms have a heuristical nature. Respectively, their performance
depends essentially on the selection of initial settings if number of clusters is bigger than one. The threshold-based
clustering* mode! is not immune completely against this problem as well, but, in most cases, dependence between
initial settings and final results tends to zero asymptotically as sample size grows.

As a consequence of dynamic nature of clustering process some particular centroids may become too close to be
considered as an independent elements of the classifier, and it was noticed that bigger number of signatures or centroids
(after some point) will lead to worse results. Respectively, we will merge similar clusters, and will reduce number of
clusters as aresult. Experiments on alarge real datasets have confirmed effectiveness of this operation.> The primary
target of this research was to develop an automatical system in order to improve substantially contest criterion using
KDD-99 datasets.

A special hard regularization represents an essential element of the proposed system. Using this regularization we
will make clusters uniform in terms of labels as a main targets of classification. A soft regularization with additional
regulation parameters will require specia tuning depending on the particular dataset, and may be regarded as a further
development.

In area-time environment, the efficiency of data analysisis critical. For example, on-line fraud detection systems
need to respond with an approval or rejection on the transaction within a few seconds. In this paper, we focus on the
automatical systems for classification of different patterns. The advantage of signature-based designs is the fact that
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they can identify attacks with required accuracy and they tend to produce fewer alarms comparing with anomaly-based
systems.!  The problem of aert analysis has become very important. The large amount of alerts can overwhelm
security administrators and prevent them from adequately understanding and analyzing the security state of the network,
and initiating appropriate response in atimely fashion.

2. THE MODEL

Let X = (x¢,9:),t = 1..N, beatraining sample of observations where z; is ¢-dimensional vector of attributes, y; is
the label in aform of m-dimensional vector of non-negative components: y;; € {0,1}, > /"y = 1.

For example, in the following below Section 3 we consider KDD-99 database with m = 5 labels: 1) “normal” and
4 types of intrusions 2) “PRB”, 3) “DOS’, 4) “U2R" and 5) “R2L". Accordingly, we define matrix Y = {y;;,¢,j =
l.m}:

Table 1. Matrix of labels Y.

| Label [ mormad | PRB | DOS | U2R | R2 |
normal 1 0 0 0 0
PRB 0 1 0 0 0
DOS 0 0 1 0 0
U2R 0 0 0 1 0
R2L 0 0 0 0 1

As abase, we employ in this study a reasonably economical technique named Leader Algorithm which was intro-
duced in Ref.7, pp. 75-76, and later was used* in application to theintrusion detection. Thefollowing below Algorithm 1
has two significant differences comparing with Leader Algorithm. Firstly, the Algorithm 1 use flexible centroids (in-
stead of permanent leaders) which will be recomputed after any change of the corresponding cluster. Secondly, the
Algorithm 1 will be used in application to the labelled data, and we would be interested to make clusters uniform in the
terms of labels. Respectively, we will apply special regularization R in (1) and (2), which should be powerful enough
so that clustering will be conducted inside particular subsets with the same labels.

Algorithm 1 Threshold-based Clustering
1: Select threshold parameter H and distance @ (for example, it may be squared distance or sum of absolute differ-
ences);
2. initidlizet := 1, number of clusters 7 := 1, and the first cluster with centroid ¢, := x; as afirst element in the
training dataset;
3. t:=t -+ 1, obtain asequential data-instance x; and compute

{ D = mln [®(z4, qc) + Ry, fo)];

c=1..

j = argmln [(I)(.It, QC) + R(ytv fc)] ;

c=1..17

@

4: if D < H, then assign x, to the cluster j and recompute ¢; and f; as a sample averages of the internal data;
if D > H, then create anew cluster with centroid ¢, 1 := =, 7 :=7 + 1;
6: repest steps 3-5, until no instances are left in the training set.

a

Then, we compute vector of weight coefficients and matrix of frequencies

Ne
N b
m
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whereany row inthe matrix F' represents particular cluster as an average of internal labels, n.; isthe number of elements
with label 7 in the cluster X, and N, = >"" | n.; isthe total number elementsin the cluster X., N =7 _, N..

DEFINITION 2.1. We define 1) “ a distance to the cluster” or 2) “ a distance between clusters’ as 1) a distance to the
corresponding centroid or 2) a distance between corresponding centroids assuming that the distance represents a sum
of two terms: 1) for attributes and 2) for labels.

DEFINITION 2.2. Assuming that & < 7, weforman indirect KNN classifier asa complex of 2 matrices. 1) centroids and
2) frequencies. The classification includes 2 steps: for any data-instance

1) find & closest centroids q.., ¢ = 1..k, according to the regularized distance ®;

2) compute vector Zle w.f, asaweighted average of ¢ = 1..k rows of the matrix of frequencies, and define label
according to the maximal component (empirical maximum likelihood).

2.1. Threshold-based Clustering with Merging

We can develop the Algorithm 1 by including “backward” merging operation of the existing clusters which are close
enough. The algorithm requires update of the matrix of distances between clusters (or centroids) after any transaction.
This operation will double the required computation time assuming that the number of clusters remains constant. But, in
fact, the backward operation may reduce significantly (subject to the properly selected regul ation parameters) the number
of clusters or clustering size and, as a consequence, the Algorithm 2 may be faster comparing with the Algorithm 1 for
the same forward threshold parameter.

Algorithm 2 Threshold-based Clustering with Merging
1. Select forward and backward threshold parameters Hy, Hg, Hr > Hp, and distance ®;
2. initidlize t := 1, number of clusters r := 1, thefirst cluster with centroid ¢, := x; asafirst element in the training
dataset;
3 t:=t+ 1, obtain aseguential data-instance (z;, y;) and compute

{ D = min [®(x¢,q.) + Ry, fo)];

c=1..7

J = agmin [®(z¢, qc) + R(ys, fe)];

c=1..T7

@

4: if D < Hp, then assign «; to the cluster j and recompute ¢; and f; as a sample averages,

5 if D > Hp, then create anew cluster with centroid ¢, 1 := ¢, 7 := 7+ 1;

6. if 7 > 2, compute triangle matrix of distances between centroids, find minimal distance d,,,;, and corresponding
centroids;

7. merge 2 nearest clustersif d,i, < Hg, 7 :=7 — 1;

8: repeat steps 3-7, until no instances are | eft in the training set.

REMARK 2.1. The simplest definition of R may be as follows

0 if Y = fe;
R o) = . 3
(ytvfl) { A7 otherwise ( )
where the constant A represents an upper bound for the loss function @ (in the following Section 3.3 we used value of
the parameter A = 75 which is slightly bigger comparing with the upper bound for ).

As a next step after Algorithm 2 we can apply suitable adjustment in order to conduct further smoothing. For
example, it may be an algorithm within the C M framework.®

The agorithmswithin C' M-framework have a heuristical nature. Respectively, their performance depend essentially
on the selection of initial settings if number of clusters is bigger than one. Ref.® proposed an adaptive technique that
grows the clusters automatically. Adaptive Algorithm 3 can identify 7 clustersin an input data set by merging existing
clustersand by creating new ones while keeping the number of clusters constant. In difference to the above Algorithms 1
and 2 this algorithm use a flexible threshold parameter which should be re-computed as a minimal distance between
existing centroids after “service” of any data-instance.
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Algorithm 3 Adaptive Clustering with Merging
1. Select distance ® and number of clusters T;
t := 0, and select 7 initial centroids;
compute triangle matrix of distances between centroids, find minimal distance d,,.;, and corresponding centroids;
t :=t + 1, compute vector of distances between data-instance x; and centroids, find minimal distance d;;
if di < dmnin, assign the element to the nearest cluster;
if d; > dnin, merge 2 nearest clusters and create new cluster with z; as a centroid;
repeat steps 3-6, until no instances are |eft in the training set.

Noakrwd

3. THE KDD-99 INTRUSION DETECTION DATABASE

The 1998 DARPA Intrusion Detection Evaluation Program was prepared and managed by MIT Lincoln Labs. The
objective was to survey and evaluate research inintrusion detection. A standard set of datato be audited, which includes
a wide variety of intrusions simulated in a military network environment, was provided. The KDD-99 data mining
contest!® used a version of this dataset.

Lincoln Labs set up an environment to acquire nine weeks of raw TCP (Transmission Control Protocol) data for a
local-area network (LAN) simulating a typical U.S. Air Force LAN. They operated the LAN as if it were a true Air
Force environment, but peppered it with multiple attacks.

Theraw training data was about four gigabytes of compressed binary TCP data from seven weeks of network traffic.
This was processed into about five million connection records. Similarly, the two weeks of test data yielded around two
million connection records.

A connection is a sequence of TCP packets starting and ending at some well defined times, between which data
flows to and from a source IP (Internet Protocol) address to atarget | P address under some well defined protocol. Each
connection is labelled as either normal, or as an attack with exactly one specific attack type. Each connection record
consists of about 100 bytes.

Attacksfall into four main categories:

1) DOS: denial-of-service;

2) R2L: remote-to-local, unauthorized access from aremote machine, e.g., guessing password;

3) U2R: user-to-root, unauthorized accessto local superuser (root) privileges, e.g., various “buffer overflow” attacks;
4) PRB: surveillance and other probing, e.g., port scanning.

It is important to note that the test data is not from the same probability distribution as the training data, and it
includes specific attack types which are absent in the training data. This makes the task more realistic. Some intrusion
experts believe that most novel attacks are variants of known attacks and the "signatures’ of known attacks can be
sufficient to catch novel variants. The datasets contain atotal of 24 training attack types, with an additional 14 typesin
the test data.

More specifically, we used the complex of two datasets: 1) training (485797 rows); 2) testing (311029 rows).

There are 5 types of labelsincluding “normal”, and 4 types of intrusions “DOS’, “R2L", “U2R” and “PRB” which
were identified according to the given classification.

Given atraining set of recordswith known labels, the problem isto learn amodel in terms of attributes. Traditionaly,
the goal has been to minimize the number of misclassified records.

Any data-unit represents a 42-dimensional vector with label plus 41 attributes, that usually characterize network
traffic behaviour. Detailed description of the attributes may be found in Ref.11, 12 and 13.

All attributes are numerical except second, third and fourth which we replaced by vectors of 3, 24 and 8 binary-
valued variables.

We removed variables NN25 and 26, because they equal to zero. As a result, we formed completely numerical
dataset where any row represents a 71 dimensional vector of non-negative attributes.
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Figure 1. ROC curves (used Algorithm 2) where numbers correspond to the AUC' -Area Under Curve. Left column represents
expected probabilities which were computed according to the direct kN N method with k£ = 1, right column represents smoothed
expected probabilities which were computed according to the Bayesian method (see for more details Section 3.3).

3.1. The 1999 KDD Data Mining Contest Results
The winning algorithms of the KDD-99 Contest were built using principles of decision trees.!4

In particular, C5.0 decision trees were employed by the winner'® of the KDD-99 Contest. The training process
utilized 50 data subsets each having all records from both the U2R and the R2L attack categories, 4000 records from the
PRB category, 80000 from normal category, and 400000 from the DOS category. Thiswas done to make sure that there
were sufficient records present from each attack category to build decision tree models. For each of the above training
subsets, the researchers created ten C5.0 decision trees using error cost and boosting options. The final predictions were
computed on top of the 50 predictions each obtained from one decision tree, by minimizing the conditional risk.

The second contestant used model named LLSoft.'6 The corresponding algorithm generated a set of locally
optimal decision trees (called the decision forest) from which the optimal subset of trees (called the subforest) was
selected for predicting new cases. LLSoft used only 10% of the KDD training data randomly sampled from the entire
training dataset.
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Table 2. The confusion matrices of the contestants of the KDD-99 Cup. From the top: first and second results.

[ Method | Label ][ norma | PRB | DOS [ U2R [ R2L [ TOTAL [ Correct |
C50 [ normal [| 60262 | 243 78 4 6 60593 | 99.45%
C50 | PRB 511 3471 184 0 0 4166 | 83.32%
C50 | DOS 5209 | 1328 | 223226 0 0 229853 | 97.12%
C50 | U2R 168 20 0 30 10 228 | 13.16%
C5.0 R2L 14527 | 294 0 8 1360 || 16189 | 8.40%
C50 [ TOTAL || 80767 | 5356 | 223488 | 42 1376 [ 311029
C50 | Fdse || 2539% | 3519% | 0.12% [ 2857% | 1.16%

LLSoft | norma || 60244 | 239 85 9 16 60593 | 99.42%
LLSoft | PRB 458 3521 187 0 0 4166 | 84.52%
LLSoft | DOS 5595 227 | 224029 2 0 229853 | 97.47%
LLSoft | U2R 177 18 4 27 2 228 | 11.84%
LLSoft | R2L 14994 4 0 6 1185 || 16189 | 7.32%
LLSoft [ TOTAL || 81468 [ 4009 | 224305 | 44 1203 [ 311029

LLSoft | False || 26.05% | 12.17% | 0.12% | 38.64% | 1.50%

One of the contestants used PNrule model which is based on the principles of association rules.'” The model
consists of positive rules (P-rules) that predict presence of the class, and negative rules (N-rules) that predict absence of
the class. The model islearned in two phases. The first phase discovers afew P-rules that capture most of the positive
cases for the target class while keeping the false positive rate at a reasonable level. The goal of the second phase is to
discover afew N-rules that remove most of the false positives introduced by the union of all P-rules while keeping the
detection rate above an acceptable level. The setsfor P- and N-rules are ranked according to certain statistical measures.

Table 3. The confusion matrix of the contestant of the KDD-99 Cup with method named NPrule,'® second confusion matrix was

obtained using Algorithm 1.

[ Method | Label [[ norma | PRB | DOS | U2R [ R2L [ TOTAL | Correct |
PNrule normal 60316 175 75 13 14 60593 99.54%
PNrule PRB 889 3042 26 3 206 4166 73.02%
PNrule DOS 6815 57 222874 106 1 229853 | 96.96%
PNrule U2R 195 3 0 15 15 228 6.58%
PNrule R2L 14440 12 1 6 1730 16189 | 10.69%
PNrule | TOTAL 82655 3289 222976 143 1966 311029
PNrule False 27.03% | 7.51% 0.05% | 89.51% | 12.00%

Alg.1 normal 58037 1349 359 784 64 60593 95.78%
Alg.1 PRB 291 3560 232 5 78 4166 85.45%
Alg.1 DOS 5343 412 223621 0 477 229853 | 97.29%
Alg.1 U2R 80 47 69 22 10 228 9.65%
Alg.1 R2L 10864 49 8 9 5259 16189 | 32.49%
Alg.1 TOTAL 74615 5417 224289 820 5888 311029

Alg.1 False 22.22% | 34.28% 0.3% 97.32% | 10.68%

The main goal isto discover asmall number of rulesin terms of attributes which cover most of positive examples of
the target class and very few of the negative examples. For numerical attributes, mechanism to find an effective ranges
of valuesis critical in the formation of rules. The authors of P Nrule'® used intuitive clustering mechanism: 1) form
a small number of ranges of equal span; 2) merge or split the ranges such that the number of records in each range
satisfies certain pre-specified minimum and maximum requirements on the cluster size. Similar technique may be found

in Ref.19.
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Table 4. The confusion matrices.
Method Label normal PRB DOS U2R R2L TOTAL | Correct

Alg.2 normal 58966 468 785 67 307 60593 | 97.31%
Alg.2 PRB 423 3209 399 0 135 4166 77.03%
Alg.2 DOS 5284 183 223901 0 485 229853 | 97.41%
Alg.2 U2R 167 24 3 8 26 228 3.51%
Alg.2 R2L 10592 7 12 0 5578 16189 | 34.46%
Alg.2 | TOTAL 75432 3891 225100 75 6531 311029

Alg.2 False 21.83% | 17.53% | 0.53% | 89.33% | 14.59%

Alg.3 | TOTAL 45595 11849 | 221867 31718 311029

Alg.3 normal 43021 3241 382 0 13949 60593 71%
Alg.3 PRB 252 2061 1056 0 797 4166 49.47%
Alg.3 DOS 2163 6406 220417 0 867 229853 | 95.89%
Alg.3 U2R 29 133 1 0 65 228 0.0%
Alg.3 R2L 130 8 11 0 16040 16189 | 99.08%
0
09

Alg.3 False 5.65% | 82.61% | 0.65% 0.0% 49.43%
The quality of detection was measured using the contest criterion (C'C):
Q= NTT (C'8) =+ Z Z CijSij, 4

i=1 j=1

which is based on the given cost matrix (Table 5) and the confusion matrix (see, for example, Tables 2, 3 and 4):

S = {Sij,i = 1..m,j = 1..m,iisij = N}

i=1j=1

where s;; isthe number of detection of the label j in the case of actual label .

Table 5. The given cost matrix.

| Label [ noma | PRB [ DOS [ U2R | R |
normal 0 1 2 2 2
PRB 1 0 2 2 2
DOS 2 1 0 2 2
U2R 3 2 2 0 2
R2L 4 2 2 2 0
3.2. Computation of weightsfor different attributesand Algorithm 3
We used Algorithms 1 and 2 with
Ot qc) ZA Greir Drei = [T — qaal, Ni=1, i=1.4, ®)

and kN N-method with £ = 1. Experiments with Euclidean metric produced worse results in the sense of the CC.
Also, attemptsto use & > 1 did not make any significant improvement.

Clearly, different attributes have different importance depending on the particular training database. Thisimportance
may be regulated in the definition of the distance (5) using weight coefficients \;,7 = 1..¢. Particular values of the
coefficients may be estimated using similar method as it was proposed in the recent paper.2°
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Figure 2. (a) support coefficients £, see (7); (b) corresponding weight coefficients A, see (8) wherey = 10.
We can split training dataset into m subsets A,, according to m different 1abels. Then we compute 3D matrix

1 .
wum’ = ’fli Z min d)tci (6)
UL e

L(gc)=v

wheren,, = #A,, and symbol L(q.) = v meansthat label of the cluster with centroid g, isv.

It is assumed that initial clustering configuration was computed using the Algorithm 1 or 2 with distance (5). Asa
next step we make an assessment according to the (6) of the rule w — v for any particular attribute (note that bigger
value corresponds to the smaller support).

Finally, we will compute general support taking into account given cost matrix
gi = Z Zwuvz * Cyw)y (7)
u=1v=1

and recompute weight coefficients

¢
Niocexp{—v-&}, Y A= 8

i=1

DErFINITION 3.1. We define Algorithm 3 as an identical to the Algorithm 2 with distance (5) and weight coefficients
(8).
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3.3. Experimental Results

According to Ref.21, and in order to give the same importance to each attribute, the attributes were normalized to the
range between 0 and 1 using the maximum val ues obtained. Another normalization* which is based on the complex of
2 operations: 1) compute the difference between observation and sample mean, 2) divide the difference by the standard
deviation, was not efficient in this particular case.

Table 6. Probability of detection (PD) p; and false alarm rate (FAR) g;,7 = 1..5, asafunction of the Tables 2, 3 and 4.
| Method | [ normal [ PRB [ DOS [ U2R [ R2L |

Alg.2 PD 0.973 0.77 0.974 | 0.035 | 0.345

Alg.2 FAR 0.218 | 0.175 | 0.0053 | 0.893 | 0.146

Alg.1 PD 0.958 | 0.855 | 0.973 | 0.096 | 0.325

Alg.1 FAR 0.222 | 0.343 | 0.003 | 0.973 | 0.107

C5.0 PD 0995 | 0.833 | 0971 | 0132 | 0.084
C5.0 FAR || 0254 | 0.352 | 0.0012 | 0.286 | 0.012
LL Soft PD 0.994 | 0.845 | 0975 | 0.118 | 0.073
LLSoft || FAR || 0.261 | 0.122 | 0.0012 | 0.386 | 0.015
PNRule | PD 0995 | 0.73 0.97 | 0.066 | 0.107
PNRule || FAR || 0.271 | 0.075 | 0.0005 | 0.895 | 0.12
INN PD 099% | 0.75 | 0.973 | 0.035 | 0.0059
INN FAR || 0.275 | 0.161 | 0.0018 | 0.111 | 0.078

In general, we want avery high detection rate with avery low false dlarm rate. However, there is a trade-off between
these two measures.?  This trade-off can be shown using ROC curves.

Figure 1illustrates ROC curvesof 1 — ﬁ(l —6) where Fisan empirical distribution function of the event (“normal”,
“PRB”,“DOS’, “U2R”, “R2L") and 8 isan expected probability of the corresponding event. Inthefirst case (left column)
we used expected probabilities obtained by the kN N method with & = 1. In the second case (right column) we applied
smoothing according to Bayesian formula

Pti X chz : eXp{_2@($tan)}7i = 1“m7

c=1
where centroids ¢. and corresponding frequencies f.; were defined in the Section 2.

The cost matrix represents subjective preferences. As an aternative, we can use more traditional and objective
characteristics. probability of correct detection

and standard deviation

Sdev = ﬁ > Z sij(cij — Q)?

i=1 j=1

where m; = % isaprior empirical probability of the label i; p; = ‘};‘;‘ isan empirical probability of correct detection of

thelabdl i; h; = Z;’;l sij, N =" | h;. Thevaluesof Pc, CC and S4., may be found in the Table 9.
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Table 7. Some simulation results and used regulation parameters. Columns “Create” and “Merge” display numbers of clusters which
were created and merged during clustering process. Both Algorithms 1 and 2 used the same forward threshold parameter Hr.

Algorithm 1 Algorithm 2
| Hr | 7 | CcC | Hs | 7 | Creae | Merge | CcC |
4 130 0.212282 1 110 183 73 0.231519
45 109 0.223076 1 92 145 53 0.222548
4.8 93 0.197133 1 79 126 47 0.192834
4.9 91 0.195532 1 77 125 48 0.192593
5 88 0.19658 1 73 123 50 0.189728
51 87 0.196593 1 72 118 46 0.191018
55 73 0.206296 1 68 110 42 0.195503
6 64 0.205534 1 54 0 36 0.205061
7 44 0.252285 1 40 56 16 0.197776
8 31 0.239544 1 30 42 12 0.237563

REMARK 3.1. Notethat good quality classifier requires a sufficient level of smoothing. Experimentswith bigger number
of clusters (with 7 up to 2000) produced worse results.

Table 8. Results which were obtained using Algorithm 3, see, aso, Table 7.

| Hr [Hg | 7 | Creste [ Merge | CC |

4.5 1 78 128 50 0.34083
4.8 1 69 113 44 0.204447
4.9 1 66 113 47 0.179752

5 1 64 110 46 0.179752
5.1 1 59 98 39 0.163088
5.2 1 59 99 40 0.158731
53 1 59 97 38 0.18552
55 1 57 98 41 0.178951
57 1 51 85 34 0.18188
59 1 47 75 28 0.427378

6 1 438 80 32 0.418598

REMARK 3.2. The Table 8 demonstrates non-monotonical property of = as a function of Hr assuming that Hg isa
constant. This property follows from heuristical nature of the clustering process. As a conseguence, there may be some
small fluctuations.

Similar statistical characteristics (asit is demonstrated in the Tables 2, 3, 4, 7, 8 and 9) may be found in Ref.22
for the following models:

1) Multilayer perceptron with CC = 0.2393;

2) Gaussian classifier with CC = 0.3622;

3) K-means clustering with CC = 0.2389;

4) Nearest cluster algorithm with CC = 0.2466;
5) Incremental radial basis with CC = 0.4164;
6) Leader algorithm with CC = 0.2528;

7) Hypersphere algorithm with CC = 0.2486;
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8) Fuzzy ARTMAP with CC = 0.2497,;
9) C4.5 decision tree with CC = 0.2396.
10) Multiclass-classifier model with CC = 0.2285

where the best Multiclass-classifier model represents a complex of Multilayer perceptron (more effective for PRB at-

tacks), K-means (more effective for DOS and U2R attacks) and Gaussian classifier (more effective for R2L attacks)
models.

Table 9. The Competition Criterion and other statistical characteristics.

[ Mehod [ P | €€ | S |
Algorithm 3 0.905186 0.158731 0.513872
Algorithm 2 0.937732 0.189728 0.783618
Algorithm 1 0.933993 0.195532 0.791480

C5.0 0.927081 0.233097 0.883425
LLSoft 0.929193 0.235628 0.894503
PNrule 0.925885 0.238106 0.888375

INN 0.923332 0.252343 0.919711

REMARK 3.3. Relations between training and test sub-sets are not symmetrical. So, probably, random selection
procedure is an appropriate for test sample, but, clearly, we should optimize selection of the training sample. For
example, we can use Algorithm 1or 2.

REMARK 3.4. Comparing Tables 2, 3and 4 we can draw conclusion that correct detection of the intrusion R2L isthe
most important reason for the relatively good performance of the Algorithms 1 and 2. This fact may be explained by
3 factors 1) large sample size of the data labeled R2L; 2) similarity between “ normal” and “ R2L” typesin terms of
attributes and 3) high cost of the corresponding incorrect detection.

The Algorithm 3 with specially computed weight coefficients A (see Figure 2(b)) make nearly perfect detection of
R2L but, asaresult, detection of other typeswill suffer. Consequently, probability of correct detection for the Algorithm
3 has the smallest value comparing with other algorithms (see Table 9).

A Pentium 4, 2.8GHz, 512MB RAM, computer was used for the computations which were conducted according to
the special program written in C. The separate computation time for training and testing was about 170 sec. for both
Algorithms 1 and 2.

4. CONCLUDING REMARKS

The Table 9 demonstrates an absol ute advantage of the Algorithms 1 and 2 in the sense of al 3 used criterions where the
Algorithm 3 represents the only exception. The Algorithms 1 and 2 are automatical subject to the selection of distance
and threshold parameters as an input where threshold parameters may be tuned as aresult of simple experiments on the
training dataset.

Section 3.2 introduces a very promising general approach for distance adjustment in order to improve performance
of an agorithm according to the given criterion.

Further adjustment and smoothing may be conducted according to the adaptive’ or C'M methods.® Besides, using
the principles of universal clustering?® we can test stability of the clustering configuration.
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