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Business Drivers

#® Productivity
® session preservation

® Cost reduction
® Pin reset cost USS30

® Security
® 2 Factor to protect “keys to the kingdom”

Source- Optimising Infrastructure: The Relationship Between IT Labour Costs and Best
Practices for Identity and Access Management with Active Directory



Methods to Achieve Success

#® Governance
#® Staged Approach
#® Technology Framework

® Workflow
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IDA Optimisation Model
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Staged approach



...and the alternative

Option 1: All at once

@ Target connecting everything at once

@ Complete infrastructure and data
synchronisation and process
rationalisation

‘\./

Option 2: Step-wise approach

@ Start with the directory and
metadirectory basics

@ Create a basic lifecycle solution and then
build incrementally on it

@ Prioritise strong authentication,
federation, and information protection
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Technology Framework

® Digital Certificates
® Physical access — Radio Freq. ID — Photo ID

® Synchronisation of relevant systems
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Workflow

® Enrollment

#® Replacement
® Temp Cards
#® Revocation
® PIN Mgt
#® Unblocking
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Next steps....

Information from the

Access (IDA) Microsite

Visit http://www.microsoft.com/ida

Protection

........

and Access Solutions
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WHITE PAPER

Optimizing Infrastructure: The Relationship Between IT
Labor Costs and Best Practices for Ildentity and Access
Management with Active Directory

Sponsored by: Microsoft

PCs managed by Group Policy Objects (GPOs)
Comprehensive directory solution
Reduction of third-party application directories

Automated user provisioning
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