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Quantum cryptography with a predetermined key, using continuous-variable
Einstein-Podolsky-Rosen correlations
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Correlations of the type discussed by EPR in their original 1935 paradox for continuous variables exist for
the quadrature phase amplitudes of two spatially separated fields. These correlations were first experimentally
reported in 1992. We propose to use such EPR beams in quantum cryptography, to transmit with high
efficiency messages in such a way that the receiver and sender may later determine whether eavesdropping has
occurred. The merit of the new proposal is in the possibility of transmitting a reasonably secure yet predeter-
mined key. This would allow relay of a cryptographic key over long distances in the presence of lossy
channels.

PACS numbeg(s): 03.67.Dd, 03.65.Bz

The possibility of using quantum mechanics to transmit Recently RalpH4] and Hillery [5] have suggested cryp-
signals in a way that any eavesdropping can be detected bggraphic schemes based on measuremenfcofitinuous
the receiver and sender is intriguing. This new field of quanvariable field quadrature phase amplitudes. In their propos-
tum cryptographyf1,2] has attracted much attention. als Alice transmits a bit value by way of squeezed signals,
In the pioneering proposal of Bennett and Bras$atdhe  which means that the fluctuation in one quadrature phase
sender(Alice) transmits to the receivéBob) photon pulses amplitude is reduced to a level below that corresponding to
in one of two orthogonal polarizationdabeled 0 and Y,  the standard quantum limit as determined by the uncertainty
where the orientatiofbasig of polarization randomly shifts principle. Security is provided as a result of the uncertainty
between 0° and 45°. The 0,1 choice of polarization repreprinciple since an eavesdropp@tve) cannot measure both
sents the bit value. Bob randomly selects a basis (0° or 45°oncommuting quadrature amplitudes arbitrary accuracy. As
for a polarization measurement, and records the resulting b# result Bob’s signal after Eve’s interference will contain
value. Alice and Bob later compare notes, through a publiextra noise, detectable when Alice and Bob compare the bit
channel, on the sequence of orientations (0° or 45°) chosenalues received by Bob with the bit values sent by Alice. In
The bit sequence where Bob selected the same orientation His way, following the example of Bennett and Brassard, a
Alice forms a key, to be used later to encrypt messagessecure key can be established.
While classically an eavesdropper could measure with per- In this paper it is suggested to use continuous variable
fect accuracy components of polarization along both direcmeasurements in such a way so as to allow transmission of a
tions, quantum mechanics forbids this by way of the uncerpredetermined sequender key) directly (a priori) from
tainty principle. As a consequence the eavesdropper canneender to receiver. Later, communication through a public
always regenerate the original state transmitted by Alice. Thehannel can check whether eavesdropping has occurred. Se-
resulting discrepancy between the results recorded by Aliceurity is provided not by comparison of Bob'’s received with
and Bob gives warning to the interference by the eavesdropAlice’s sent bit values, but by establishing whether Einstein-
per. No discrepancy implies a secure key. Podolsky-Rosen correlatiofi§] between two beams, one re-
Other proposal§2], such as that suggested by Ekert, pro-tained by Alice and the other transmitted with signal to Bob,
pose to use a sequence of two spatially separated photoage maintained after transmission. In this last respect the pro-
with correlated polarization, and whose joint polarizationposal is not unlike the photon-based proposal of Ekert where
measurements are predicted by quantum mechanics to sha@gcurity is based on the confirmation by Alice and Bob of a
a violation of a Bell inequality3]. Such fields have no local violation of a Bell inequality.
hidden variable interpretation. Any measurement, and subse- The scheme involves only quadrature phase amplitude
guent state regeneration to mask interference, by an eavesteasurements, which can be performed with high efficiency.
dropper along one of these two channels will alter the statisThe predetermined nature of the sequence takes most advan-
tics so that a Bell inequality is always satisfied. Again atage of this high efficiency, since every bit value sent can
fundamental aspect of quantum mechanics is utilized to aleontribute to the final message. This contrasts with previous
receiver and sender to eavesdropping. schemes for which part of the sequence, randomly selected
The majority of proposals so far focus on the use of singleafter transmission, is used only to establish security by way
photons to transmit information. A significant current limita- of the public channel.
tion to the practicality of such schemes is the poor efficiency The predetermined nature of the sequence could also aid
of photon counting detectors. This contributes to a significanincorporation of special repeaters, where the signal and cor-
loss factor which makes direct efficient communication ofrelated beams are regenerated to help compensate for trans-
sequences predetermined by Alice difficult. Photon-basedhission loss. This method could potentially secure a single
proposals rely in practice on deciphering a sequeékeg) a  key between a single sender-receiver pair a long distance
posteriori from infrequent detected photons. apart.

1050-2947/2000/68)/0623086)/$15.00 62 062308-1 ©2000 The American Physical Society



M. D. REID PHYSICAL REVIEW A 62 062308

Correlations of the type discussed by Einstein, Podolsky oG85, or |,6/4> Eve
and RoserEPR  in their original 1935 paradop6], for con- a A
tinuous variables, exist for the quadrature phase amplitudes — | epr >
of two spatially separated fieldg7]. The technology of [0>b . Bob
quadrature phase amplitude measurement is sufficiently ad- ———] device 5 Xa(t) , Pa(t)
vanced that in 1992 these correlations were detected, without \
detection efficiency problems, by Oet al. [8]. More re- Xo(t) , Po(t)
cently, continuous variable EPR-correlated beams have been Alice B

generated by Zhangt al.[9] and Silberkorret al.[10]. Such .
EPR correlated beams have recently been utilized to enable FIG. 1. Schematic representation of the EPR cryptographic
guantum state teleportation with continuous varialjlEes. scheme. The EPR device generates fie@ldand b which are EPR

Further work[12] has shown that quadrature phase ampli-correlated. The bit value is given by Alice’s choice of inputato
tude measurements on certain twin beams can predict viola-

tions of Bell inequalities. EPR correlations are obtained when the product
Consider the nondegenerate parametric down conversiogf(ian; .« drops below the quantum limit given by

process, modeled by two field modes with boson opAerAators A2X,A%P,=1 [7]:
and b, with the interaction HamiltonianH,=i%«(a'b’
—ab). We define the quadrature phase amplitulgs: (a AZ A <1. )
+a"), P,=(a—a"/i, X,=(b+b"), and P,=(b—b"/i.
The Heisenberg uncertainty relation for the orthogonal am#or arbitrary coherent input states, we predict from Hg.
plitudes of mode is A2X,A2P,=1. The output quadrature [7] (y=tanh2dt)
amplitudes are

A>2<,inf,min: Agz),inf,min: 1/cosh At. (3)

Xa(t)=X,(0)cosh kt) + Xy (0)sinh kt),
An identical argument and results hold if the measured op-

X () =X.(0 1)+ X.(0)sinh «t), erators areX,—(Xa), Xp—(Xp), Pa—(Pg), andP,—(Py),
o(1)=Xp(0) oSt k) +X,(0)sinR xt) the fluctuations about the mean, as opposeX.toX;,, Py,
@ and Py, .

Pa(t)=P4(0)coshi xt) = Py(0)sinh(«t), With vacuum inputs t@ andb, Bob and Alice can secure

a random key, using the potentially perfect correlation be-
Py(t)=P,(0)cosh kt) — P,(0)sinh «t), tween quadrature amplitudes. We propose a different
scheme, to allow for predetermined sequences, and imperfect
where « is proportional to the strength of parametric inter- Correlation. For the purposes of cryptograghyg. 1), Alice
action and thet=0 operators represent inputs. A¢ in- ~ Chooses as input to the nondegenerate parametric amplifier
creasesX,(t) becomes increasingly correlated wi(t),  ©One of two possible states: the input fofs either a coherent

N N i 7m/4 H
andP,(t) becomes increasingly correlated withPy(t), the state |-ff,2exldb. )a l(b't valﬂe b or da coherentl Stﬁte
correlation becoming perfect in the limiT— . With out- | a1exp™), (bit value O, wherea, and a, are real. The

put fieldsa andb spatially separated, this is the situatiah input fo_r bis a vacuum stattD)y, . The si_gnal Is transmitted_
of the 1935 EPR correlations. by spatially separating the two output fields and propagating

For imperfect correlation, the degree of correlation mayt0 Bob the output field of moda. Bob can read the message
still be sufficient to ensure EPR correlatidi’d. The results by measuring eitheX,(t) or P4(t). Suppose Bob chooses to
for measurement¥,(t) andXy(t) [or P,(t) andP,(t)]can  measureX,(t). The probability distribution for his obtaining
be compared, yielding an estimate of the error in inferringa resultx, given Alice’s choice| agexp™), is the Gaussian
the result of measurement,(t) on modea, based on a exf —(x—y2agcoshkt)20?]/ o2 with mean
measuremeniX,(t) on modeb. We calculate 5, =X(t) g/anﬁOSthﬂiZ? tsr:andarg gﬁ_\t/ia?wg Vb(':OSh ?d- If Alice
_K(1) and 5= P (1) + vPu(t). where the f ose| a;ex e probability for Bob's outcome is exp
beymlzj(d?fied topgivea(th)e nzinli)r(nzjm error. Oneacct;r?/ cglilzﬁlate[_(x_ V2a,coshwt)?20?)/o 2, the Gaussian _mean

. . . . - A shifted by 2(ag—a;)coshxt. Provided o<2(aq
the varlances aAssomatid with ;he mferzence(gf;om yxg’ — aq)coshkt, the bit value is clearly determined from Bob’s
and P, from yPy: A =(8)— (8" and A —<5p>

B L _ ) 5 Puinf™ result x (Fig. 2): x near y2agcoshxt implies 1; x near
—(6p)°. The minimum varianCes in, min (@NAAG int min) OC- 24, coshat implies zero. The bit value can also be deter-
curs for a particular value of. Finding the turning point  mined by a measurement of quadrature phase amplitude
with y yields [with y=(Xa(T),Xp(T)}/A?Xp(T)] Alintmin  P,(t), in this case the inputagexg™) giving a Gaussian
=AXYT)AXYT) —[(X(T) Xo(MHIHAXET), where (x,y) distribution about y2agcoshxt (bit value 3, while
=(xy)—(x)(y) and one deduces &} ;. n, in similar fash-  |a,exg™ gives a distribution centered aboya;coshxt
ion. (bit value 0.
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FIG. 2. Schematic plot of the probability distributidt(x) for
obtaining a resulk upon measurement of the quadrature phase am- F|G. 3. Schematic representation of Eve’s attempt to make mea-
plitude of a or b, where one Gaussian peak represents inpulsurement ofX,(t) using a partial beam splitter.
|agexd™, (bit value 9 and the other inputa,exg™), (bit value

0). Bob is able to infer the bit value from and record, for later mum uncertainty squeezed state. The Vafiamf!?lﬁf,mm and

communication to Alice, the deviatioX of his result from the 2 : -
(known) mean of the distribution as indicated. Ap.inmin testing for supposed EPR correlations are now

2 _ A2 2 2 __ A2
Ax”ew,inf,min_Ax,inf,min—'_A 5xa and ApneW,inf,min_Ap,inf,min

Bob records the results of his consecutive quadraturg A2sp where here we hava2, . =A2 . . =1/cosht.
phase measurements, randomly selecting to measure eithgkis ives A2 A I

X ‘ . _ _ .inf. min g’inf,mm;l, and EPR correlations are
Xa(t) or Po(t), and subtracting from his result either lost, making a sensitive test for interference anWe note

V2aqcosht or y2ajcoshat, so that only the fluctuation o it i possible for Eve to gain access to bit values, but

about the mean of the particular distribution is record®d.  \\hether this has occurred is later checked by communication
2). Bob then communicates to Alice, through a public chanyanveen sender and receiver.

nel, the sequence of recorded fluctuations together with mea- 1 improve her chances, as discussed by REhEve
surement$ X,(t) or P,(t) ] chosen(the bit value itself is not - may alternatively opt to make a partial interference of beam
communicatell Alice also makes a sequence of consecutivea by tapping off only part of the beam using a partially
measurementX, (t) or Py(t), (preferably to coincide with  transmitting beam splitter, with anda, 5. as inputs, where
Bob’s measurement sequence, and records similarly only thg .. is a vacuum input(Fig. 3. The outputs areag,y
fluctuation about the meafin this case\/iaosinhxt or 2\/;é+ mé\lac, the field transmitted and detected by

f\/EaF}sletbfor fj(bAl.and R \/ansmhtxt orth_ \/Eﬁltsr']nh"t biicBOP: andag,= \1— na— \V7a,., the field detected by Eve
or Py). Bob an Icé Compare notes, throug € PUDIICi4 allow her measurement of,. Here » gives the fraction

2 a2 - L
channel, to calculate A; Ay in- The predicted minimum ¢ phoions transmitted, on to Bob, by the beamsplitter. We
is, for optimizedwy, given by Eq.(3).

; ; SeBob__ 2 At pBob
Verification by Bob and Alice of the EPR correlations deflAne thAeT qugdratLAJrEeveamplltuqﬁ aB°b+?ESS’ Fja
AZ A2 <1 gives an indication of interference by an =(agob—apop)/is Xz —ametape and PiT=(ame

eavesdroppeiEve). Let us consider various practical options —at,9/i. For a vacuum input we hav?X,,.= AP = 1:
by Eve. To determine the signal Eve’s first obvious choice

may be to capture the fieland measure eithét, or P,. If X5°(t) = V5Xa(t) + V1= 7Xyac,
she is able to predetermine correctly for each bit value the
. 3 a Y Eve iy _

choice (X, or P,) to be made by Bob, Eve can make the XEY(t) = 7 Xyae— V1= nX4(1),

same choice and conceal her eavesdropping. However, Bob’s . (4)
choice is delayed until after his detectionaforcing errors PE(t) = VP a(t) + V1= 7Pyyc,

in Eve’s selection. Quantum mechanics makes it impossible

for Eve to measure both amplitudeX,(and P,) to an un- PE(t) = V7Pyac— V1= 7Pa(1).

certainty better than that given by the Heisenberg uncertainty ) )
relation. More importantly, Eve cannot regenerate and transFhe variancef; jn; min andAy i min later measured by Alice

mit to Bob a single mode state with both well definééind ~ @nd Bob, testing for EPR correlations, are now
P, but is limited by A2XA2P=1. For example Eve may

. . ) Ao o= nAZ o (1= 1) AZX e,
select to measur¥, rather precisely so that the error in the oewinmin= A% int,min T (17 7) A Xvae
measurement is of ordéy? = 1/r, wherer >1. Eve may then A ®)
it to g, AZ =7A2 1t mint (1= 7)AZP
generate, to transmit to Bob, a “squeezed” state with this peW inf min~ 7= p,inf,min 7 vac-

reduced fluctuation iX, so that the new operator describing

NANEW__
the quadrature measurement now made by Bali=x, mentX) feeding into Bob’s signal as a result of Eve’s tap-

+ 06X, where x, is the result of Eve's measurement and ping is decreased. In this limit, the change—(4)A %X ac

264 i ~
A“6X,=1/r. Quantum mechanics compels an enhance%md (1- 7)A2P,,. to the varianceﬁimf and Agymf respec-

fluctuation inP, soAthat the operator describing the quadra—tive|y' as a result of Eve's eavesdropping becomes increas-
ture measuremenP, made by Bob on this retransmitted ingly undetectable. Eve however pays the price, since she
state isP2*"=p,+ 6P, where at best?sP=r for a mini-  observes a reduced sigriat y1— 7X4(t) for the measure-

With »—1 the back-action noisey(L — X, for measure-
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mentX] with increased noisédue toy7Xya), limiting her ~ made by Alice will imply a conditional probability distribu-
ability to obtain information from the channel. With noise tion for the measuremertor fluctuation about meanX,

7%, from the vacuum input increasing as—1, a point made_.by Bo_b. !n the gbszence of Ioss. the variance of .thIS
is reached where she can no longer resolve the two peakggndmonal distribution isA§ i in - LOSS increases the vari-

sepratd 2 pcoshla-—a, Ghing e bl S8 U ST QU e R, e e
Inanefforttoreducethefeedbacknoise{i;)Azf(vacin vial . 1 CISTIDUTIoN 1S Indicatl

. ) : of Eve’s presence. Importantly loss acts to increase noise
Bob’s signal, and to allow better resolution of the bit value P P y

for | E h ¢ ; ¢ levels inX and P equally. Marked increase, for some of the
or larger 7, Eve may Choose 1o periorm a quantum non-p; o) ,eg sent, in the deviation of Bob’s measurement from

demolition measurement of quadrature amplitole (Fig.  Alice’s predicted result for Bob would alert Alice and Bob to
3). Such measurements allow accurate determinatiok,of the possibility of Eve having performed a quantum non-

(to A2X<1) and have been achieved experimentéilg]. demolition measurement as discussed above.
The quantum nondemolition measurement may be performed Eve’s best chance then may be to perform measurement
using the beam splitter as abo(fig. 3) but wherea, 5 is a with a partial beam splitter with standard vacuum input, in

; & $ the hope that the extra noise put back into Bob’s channel will
squeezed vacuum input so thafX <1 (supposeAX . - S
q P vac1 (SUPD V3¢ . not be noticeable over loss. To safeguard against this Alice

=1/fr). Increased squeezing of the fluctuation in >
23 implies thatx®®(t) =\ 4 XEve and Bob must evaluate by measurements the minimum extra
Xvac (BKyac—0) implies thatXy™(t) = V7X,(t) and X, noise, or additional loss, for which they would conclude the

= — V1= 7X4(t) and perfect inference of,(t) is obtainable  existence of a potential eavesdropper. With this value of
by Eve, without any feedback vacuum noise in the v_aluea,e could have performed a measurem@htand would be
Xgor(t) later measured by Bob. However large fluctuationseompelled to infer a bit value based on extra noise levels as
in Pyac (We must haveAP,,=r to satisfy the uncertainty indicated by Eq(4). Bob and Alice must select the differ-
principle for the squeezed vacuum input statecessarily ence between inputs, and a; so that Eve is unable to

create a large noise iﬁE"b: Schemes using Bell inequaliti¢&] can also be proposed
in principle for quadrature phase detection, since the failure
PE(t) = \7Pa(t) + V1= 7Py (6)  of local realism has recent[{12] been predicted possible for

such measurements, for certain types of quantum states. One
This excess noise, detectable when Bob selects to meBsuresuch state is the pair-coherent stgté]

rather thanX, causes an increase mﬁnew’mf'mmz nAf),mfymm
+(1— n)AZIE’\,aC, alerting Bob to Eve's ir?ter.feren_ce. |‘1’>=Nfzw|roeig>a|foefig>bd€- (8)
The presence of loss due to transmission will also reduce 0
the EPR correlation. Los@nd detection inefficiencigsnay
be modeled by a beam splitter which mixes our signal modédereN is a normalization coefficient, we choosg=1.1 and
a with a vacuum fieldé\,ac to give a new output at Bob’s |a), (q=a,b) is a coherent state for the mode Also we
detectora™"= \/pa+ \1— na,,.. Herey is the overall ef- Might consider the two-mode “Schrodinger cat” state under-
ficiency factor (7—1 for no los3. The new noise levels 9oing interaction for a timewith a parametric amplifigf10]
measured by Bob are ~
5 _— . | W) =NU(|ag)al Bo)o+ | — @0)al — Bob), 9)
Axnev",inf,min: Y Ax,inf,min+(1_ 7%, .
(7)  whereU=exd —iH t/2], and we choosery=p3,=0.9 and
A,z;newmf min= 772A§ inf min T (1— 7°). xt=0.6 Our protocol is not a direct parallel of Ekert's for
Y o spin-1/2 particles, because for stat8sand(9) there is not a
With >0, a partial loss, EPR correlations are still main- perfect correlation between quadrature amplitude measure-
tained, though decreased. For complete loss we obtaiments onma,b.
Ainew‘ inf,min:AEHEW, inf. min=— 1+ After generation of the stai®) [or Eq.(9)], the two fields
In practice, the degree of EPR correlation for a givena andb are spatially separated. Alice may then choose to

transmission line and distance would be accurately estatb-hase shift the field by 180° or not, this choice of relative
lished. This degree of correlation is independent of Alice’s hase between andb being her sianal. The field is then
bit value. Any increase of our EPR noise indicator above thid g gna’.

previously evaluated level alerts Bob to the additional losd0 pagated tO.BOb ata d_lstant locatianThe signal IS trgns-
caused by a partial tapping of the channel by Eve mitted from Alice to Bob in the form of blocks, consisting of

Security is also provided by comparing individual results MY (N say whereN is largg) identical states with the same

of measurements made by Alice and Bob. For a given trans\falue of phase shift. Bob measures at a locaon quadra-

mission line and loss along this line, and for a given bit valugiure phase amplitud&y=X,cos¢+P,sin for each state
(based on the choice) the mean and shap¢he shape is comprising a certain block, wheré randomly varies be-
predicted to be independent of the bit valoéthe measured tween 6=0,m/2,3w/2, for state (8) [or between 6

distribution can also be accurately recorded. A specified re=0,0.427,—0.28m,1.42,0.72r for state (9)]. Alice also
sult for the measuremeifor fluctuation about the meaiXy, makes a series of measureme)‘i% Xpcosp+Pysing at a
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location B, where ¢ randomly varies betweegp=0,—w/4, s p:pf’a ’aopﬁ‘g o Wherepffg ’Ho=<x00|\If><‘I'|x90> is the re-
—3m/4, for state(8) [or betweeng=0,—0.28m,0.42r for 0" 0 . O
state(9)]. Alice then communicates to Bob through a public 4U¢ed density matrix for fielth given tt‘f measurement by
channel the results for her quadrature phase amplitude meb&ve. |Xoo> is the eigenstate ofX o’ and Pxy.6
surements. =D, , NP, ,|. Bob tests for the Bell inequality using
Bob may build up, for each block, the probability distri- for O "' 0

butionP(q,,q,) for getting resultg), andq, upon measure-
ment ofX, ata andX,, atb, respectively. This information is
given by the#=0 and¢$ =0 measurements. The shape of the AB
distribution changes with the choice of phase shift, and gives Pro(6,¢)=> > P(Xgy 00)(Y gl (X g U X [Xg )Y )
the bit value. This information is not determinable from the Xop %0

P}5(6.¢), the joint probability for respective resuksandy
for measurementx/y and X5 . With intervention,

measurements of amplitudes made fpralone, and hence X(Xg| Py, 0 Px, 6, X0) (11
cannot be determined by the information passed along the 0 0
public channel. whereP(x,,, 6p) is the probability that Eve obtains a result

To check whether eavesdropping has occurred, Bob tests o her measurement. We have the foanB(a b)
: . . 0o : AR
for a Bell inequality. The result of the measurement is clas—zf (M) pA(8.M)pB(6.0) di from which a Bell inequalit
sified as+ 1 if the quadrature phase resxliis greater than or PLN) PO MDY (&, q y

| . ... follows, regardless of the state regenerated by Eve.
equal to zero, and-1 otherwise. We define the probability In terméJ of feasibility, the secgnd schemeybased on the

diStribUti?“EPﬁ(a) for obtaining +1 atf}‘ upon measure- Bell inequality is more likely to be limited by difficulty of
ment of X, ; P2(¢) for obtaining+1 atb upon measure- state preparation and susceptibility to loss=(0.96 destroys
ment of XB: and P28 (8, ) the joint probability of obtain- violations [12] and is greatly limited by its use of redun-
++(0,) the joint p y dancy. The first scheme, not so limited, may offer advan-
tages over schemes utilizing photon counting. The high de-
tection efficiencies give a very much reduced overall loss
factor, which may make it possible to transmit directly and
PAB (9. 6)—P*B (9.4')+ P (0 &)+ P B (0. &' _eff|C|entIy a predetermined message, later phecklng prow_d-
_ P ¢~ P A¢ ), +B+( PP ¢) ing a means to check security. The generation and detection
PL(0")+PL(¢) of EPR correlations with\? ;A ,+=0.7 has been achieved

<1. (10)  [8]. The generation of squeethereAzf(’;<1 for some
0) optical and soliton pulsekl0,14] opens up possibilities
For state(8), a violation of this inequality occurs witls  for transmission of EPR correlated fields. The robustness of
~1.0157, and with angles given by=0,p=—m/4,0"  squeezing to propagation loss has not been keenly explored,
=m/2,¢' =—3m/4 [12]. For state(9), violation given byS  but similar distances should be achievable for EPR correla-
=1.008 is obtained for angleg=0.42r,¢=—0.287,60’ tions. This loss represents the chief limitation to long dis-

=0.28m,¢' =0.427 [12]. The above violations also hold for tance transmission, since loss acts to degrade the EPR corre-
2

the states generated by phase shiftingpy 180°, with the lations which must be kept ahZ A% <1. Repeated

choice of angles forp as before, but replacing with ¢  detection and regeneration of the signal with new EPR fields

+a and @’ with 6’ + . could help combat loss. Security then relies on a set of send-
Violation of the Bell inequality at the level predicted by ers and receivers being able to communicate reliably at a

quantum mechanics ensures that no interference by Eve higler stage, after the detections.

occurred along& (see Ekerf2]). Suppose Eve performs a In recent application§l1] EPR beams have been gener-

measurement on the fiell measuringk” say to obtain a ated as the two outputs of a beam splitter with squeezed
6o S vacuum state inputs. It would be possible to use such EPR

|<I>X6 'ﬁo). The density operator for the new combined systemvacuum is replaced by an amplitude squeezed state.
0

ing a +1 result at botha and b. The existence of a local
hidden variable theory implies the “strong” Bell-Clauser-
Horne inequality{ 3]:
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