View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by University of Queensland eSpace

Modal tableaux for verifying security protocols

Mehmet A. Orgud, Guido Governatofiand Chuchang Liti

1 Department of Computing, Macquarie University, Sydney, NSW 2109, Australia
2 School of ITEE, The University of Queensland, Brishane, QLD 4072, Australia
3 Information Networks Division, DSTO, Edinburgh, SA 5111, Australia

Abstract. To develop theories to specify and reason about various aspects of
multi-agent systems, many researchers have proposed the use of modal logics
such as belief logics, logics of knowledge, and logics of horms. As multi-agent
systems operate in dynamic environments, there is also a need to model the evo-
lution of multi-agent systems through time. In order to introduce a temporal di-
mension to a belief logic, we combine it with a linear-time temporal logic using

a powerful technique called fibring for combining logics. We describe a labelled
modal tableaux system for a fibred belief logic (FL) which can be used to auto-
matically verify correctness of inter-agent stream authentication protocols. With
the resulting fibred belief logic and its associated modal tableaux, one is able to
build theories of trust for the description of, and reasoning about, multi-agent
systems operating in dynamic environments.

1 Introduction

Multi-agent systems (MASs for short) consist of a collection of agents that interact
with each other in dynamic and unpredictable environments. Agents communicate with
one another by exchanging messages, and they have the ability to cooperate, coordinate
and negotiate with each other to achieve their objectives. In order to develop theories to
specify and reason about various aspects of multi-agent systems, many researchers have
proposed the use of modal logics such as belief logits [4,6] and logics of knowledge
[Bl12]. As multi-agent systems operate in dynamic environments, there is also a need to
model the evolution of multi-agent systems through time.

In order to introduce a temporal dimension to a belief logic, &iwal. [16] have
proposed a temporalized logic that provides a logical framework for users to specify
the dynamics of trust and model evolving theories of trust for multi-agent systems.
However, in this logic there are certain restrictions on the use of temporal and belief
operators because of the hierarchical combination of belief and temporal logics used.
Temporal operators can never be within the scope of a belief operator, hence we cannot
express a statement asserting that some agent believes an event to happen at some time,
e.g., the logic does not have a formula suctBasn first holdgbob k), which could
be used to express an assertion thatin believes that at the initial tim&ob holds
the keyk. Such kind of assertions are often needed, for example, in analysing stream
authentication protocols; we therefore consider a more powerful combination technique
called fibring [8] that treats temporal operators and belief operators equally.

In this paper, we combine, using the fibring technique, the logic TML, a variant
of the modal logic KD of beliefl[16], with the temporal logic SLTL which is suitable
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for specifying events that may run on different clocks (time-lines) of varying rates of
progress/[15]. We show that in the resulting fibred belief logic (FL) we can specify and
reason about not only agent beliefs but also the timing properties of a system effectively.
We describe a labelled modal tableaux system for FL which can be used to automati-
cally verify correctness of inter-agent stream authentication protocols. With this logical
system one is able to build theories of trust for the description of, and reasoning about,
multi-agent systems.

In the rest of the paper, Section 2 introduces the TESLA stream authentication pro-
tocol. Section 3 briefly discusses logics SLTL and TML. Section 4 presents the fibring
technique as specifically applied for combining TML with SLTL, and provides an ax-
iomatisation for the fibred logic called FL. Section 5 adapts KEMI[2,9], a labelled
modal tableaux system to reason with FL. Section 6 develops a theory of trust in FL for
specifying the TESLA protocol and discusses its correctness.

2 The TESLA Protocol

Multi-agent systems, typically real world systems, need to employ application specific
protocols for transferring data, such as video, audio and sensory data, among agents.
Such protocols are often different from the standard class of authentication protocols
previously analysed by many researchers using belief logics and/or model checking
techniqued[4)5]6]. As an example, we consider the TESLA protocol, a multicast stream
authentication protocol of Perrigt al. [19]. In TESLA, authentication is based on the
timing of the publication of keys and the indirect relation of each new key to an original
key commitment. The process for verifying data packets received to be authentic de-
pends on trust of the receiver in the sender, and belief on whether an intruder can have
prior knowledge of a key before it is published by the protocol.

We consider a basic scheme for the TESLA Protocol, called the PCTS scheme, in
which each messagdé; is sent in a packe®, along with additional authentication in-
formation [3.19]. The sender issues a signed commitment to a key. The key is only only
known to the sender. To send messijethe sender uses that key to compute a MAC
(Message Authenticating Code) on a pacRetand later discloses the key in packet
P. 1, which enables the receiver (or receivers, when multiple receivers are involved) to
verify the commitment and the MAC of packigt A successful verification will imply
that packeR is authenticated and trusted. We assume that, apart from the initial contact
messages between the sender and the receiver, for 8lithe packel, from the sender
to receiver has the standard fori;, MAC(K/,D;)), whereD; = (M;, f(Ki11),Ki_1),

Kj = f’(Kj) for j > 1, andf and f’ are two different pseudo-random functions.

In analysing the protocol it is assumed that [19]:

— The sender is honest and works correctly, following all requirements of the protocol
strictly.

— The receiver accepts pack@tas authentic only when it believes the key commit-
ment and the MAC of the packet have been successfully verified.

— The intruder has the ability to capture, drop, resend, delay, and alter packets, can
access to a fast network with negligible delay, and can perform efficient compu-
tations, such as computing a reasonable number of pseudo-random function appli-



cations and MACs with negligible delay. Nonetheless, the intruder cannot invert a
pseudo-random function with non-negligible probability.

The security property for the TESLA protocol we need to guarantee is that the
receiver does not believe any packeto be authenticated unless thigit contains was
actually sent by the sender. To prevent any successful attack by an intruder, the receiver
only needs to be sure that all packBtsrrive safely such that the intruder has no time
to change the message and commitme® and forge the subsequent traffic.

3 Two Logics: SLTL and TML

We now give a brief introduction to the logics SLTL and TML.

3.1 SLTL: Simple Linear-time Temporal Logic

SLTL offers two operatordirst andnext, which refer to the initial moment and the next
moment in time respectively. The formulas of SLTL are built with the usual formation
rules from standard connectives and quantifiers of classical first order logic, and the
temporal operatorfirst andnext.

The collection of moments in time is the set of natural numbers. We define the
global clock as the increasing sequence of natural numbergQi.&.2,...), and a local
clock is an infinite subsequence of the global clock. Thus, we have

Definition 1 (time models) A time model for the logic SLTL has the foem: (C, <, V),
where C= (to,t1,t2,...) is a clock,< is the usual ordering relation over C andis an
assignment function giving a valugt,q) € {true, false} for any atomic formula g at
timetinC.

We writec,t = Ato stand for ‘Ais true at time in the modek”. Then the semantics of
the temporal operators with the notion of satisfaction in SLTL is given as follows:

— o tj =first Aiff ¢, to = A
— ot EnextAiff ¢, tii1 EA
— satisfaction in the model= (C, <, v) is defined as satisfaction at some point®n

A minimal axiomatic system for the propositional temporal logic consists of the fol-
lowing axioms (axiom schemata). We fgtstand forfirst or next.

AO0. all classical tautologies.

Al. y(first A) < first A

A2. 7(=A) = ~(V A).

A3. 7(AAB) < (VA) A (v B).

Apart from the generic substitution rule, SLTL has two rules of inference defined as
follows:

MP.  From+ Aand- A — Binfer+B (Modus Ponens)
TG. Fromk Ainferk<7 A (Temporal Generalisation)

The soundness and completeness of the axiomatisation system for SLTL with respect
the classg’ consisting of all local clocks are straightforward[15].



3.2 TML: Typed Modal Logic

We assume that there ameagentsas, . ..,a, and, correspondinglyy modal operators
B1,...,Bnin the logic, whereB; (1 <i < n) stands for “agern#; believes that”.

We assume the fixed-domain approach to quantification, that is, the domain of quan-
tification is the same in all possible worlds. This mean than we have the standard first-
order logic semantics for théand3 quantifiers. We also employ rigid denotations for
terms, that is, the only dynamic objects are predicates. We also assume that in TML all
the wffs built according to the usual formation rules and are correctly typed.

A classical Kripke mod€[14] for the logic TML is a tuplem = (SRy,...,Ry, @),
whereSis the set of states or possible worlds; and éR¢h < i < n) is a relation over
S, consisting of state pair&,t) such that(s,t) € R, iff, at states, agenta; considers
the statet possible; andr is the assignment functignwhich gives a valuer(s,q) €
{true, false} for anys e Sand atomic formula. EachR; called thepossibility relation
according to agerd;. We writem,s = ¢ to stand for % is true at the stats in the
modelm” or * ¢ holds atsin m”. The semantics definition for the belief operators with
the notion of satisfaction in TML is given as follows:

— m,sk= Bjg iff, for all t such thafs;t) € R, m,t = .
— Aformula ¢ is satisfiable in a modeh if there existss € Ssuch tham,s = ¢.

In preparation for fibring TML with SLTL, we now consider monadic models for TML
defined as follows:

Definition 2 (monadic models) A monadic model for TML is a structure
m=(SRy,...,Ry,m,u) where(SRy,...,Ry, 7) is a classical model for TML and@ S
is called the actual worldg is satisfiable in the monadic moded if and only if

m,u = o.
We define#{y, as a class of monadic models of the fo{8Ry, ..., R,, 7, u), where
(1) S={x| 3R, ...R,  uR,o...cR X, R,...,R, € {Ry,...,R}},

whereR; oR; represents the relative product (or compositiorfyaindR;. Furthermore,
using the notatiom for a model in %, we writem = (S™, Rgm), R () y(m)y,
In addition we assumeP:

(2) if my # mjy, thenSM) N SM2) = @,
(3) my=my iff u(Mm) — y(mz2),

Assumption (2) indicates that all sets of possible worldsAg, are all pairwise dis-
joint, and that there are infinitely many isomorphic (but disjoint) copies of each model;
assumption (3) means that a modelt, can in fact be identified by the actual world
in it.

TML has the following axiom schemata and inference rules:
BO. all axioms of the classical first-order logic.

B1. Bi(¢ — w)ABijp —Bjyforalli(1<i<n).
B2. Bi(-¢) — —(Bjg) foralli (1<i<n).



B3. VXBijp(X) — BiVXe(X) foralli (1 <i<n).

I11. Frome andg — vy infer y. (Modus Ponens)
2. From¥Xe(X) infer o(Y). (Instantiation)
13.  Frome(X) infer VX¢(X). (Generalisation)
4.  Frome infer Bijp foralli (1 <i<n). (Necessitation)

The soundness and completeness of the axiomatisation system for TML can be
proved in a standard pattern [13].

4 FL: Fibred Logic

In this section, we discuss how the logic FL is obtained through the use of fibring
technique for combining the logics TML and SLTL. Lét= {B4,...,By,first,next}
be the set of modal connectives of FL. Then the formulas of FL are obtained from the
usual formation rules. As before we assume that in FL all the wffs are correctly typed.
The discussion of the fibred semantics in the case of the Kripke monadic models
for TML with time models for SLTL can be laid out in three levels: using a single time
model, or considering a set of time models with the same clock, or based on different
clock models. In this paper we restrict ourselves to the first level. Following Gabbay [8],
we define the fibred semantics arising from the Kripke models for TML with a single
time model based osimplified fibred modelgimply, sfm modelsdefined as follows:

Definition 3 (sfm models) A simplified fibred modebr sfm modelis a tuple
(W, W, Wh, Ro, Ry, - . ., R, 7, F, wo) where

1. W is a set of worlds, yve W UW,

2. W, CW, and Wis a set of natural numbers, we also haveWWV .

3. For se W, let S9 = {x | sR, 0...oR,x, for some Ry,...,R, € {Rq,...,Rn}},
then (1) for all s Wy, S9 NW = 0; (2) for all s,r € W, if s, then $9 NS = 0;
and (3) W= (Uscw, S¥) UW.

4. R={(xy) | x,yeW & x<y, forall x,y e W}.

5. For all ue W, the modet = (C, Ry, 7°) satisfies the condition that@aW iff u is
a time point in the clock C, and is in the semantics of SLTL.

6. Forallue W, the modein™ = (SW Ry | SWx SYW ... Ry | SY xSY,u,h | SY)
is in the semantics o/ of the logic TML.

7. Fis the fibred function consisting of two foldg, andF;. It satisfies the following
conditions: (1) For all connectivey € ¢ and all worlds we W,

[ Fe(w) if 7 isfirst or next
F(v,w) = { Fp(w), otherwise

(2) If xe SW and ue W, thenFp(x) = x; if x € W, thenFp(x) € W; if x € W, then
Fi(x) = x; and if x¢ W, thenF(x) € W.

Definition 4 (semantics) The semantics of formulas for the logic FL is defined induc-
tively with respect to an sfm-mod@V, W, W, Ro, Ry, . . ., R, T, F, Wo). For any we W,



for any atomic formula q, W= q iff 7(w, q) = true.

w = - iff itis not the case that W= ¢.

W= (o Ay) iffw = @ and wi= y.

wE= VX (X) iff, foralld € 7, wi= ¢(d), where7 is the type of X.

Wi v @ iff F(7,w) =V o.

w = first @ when we W iff min{t |t e W} = o.

w = next @ when we W iff min{t |wRot} |= o.

wE Bip when w¢ W and 1 <i < n iff, for all s such that wi®, s|= ¢, assuming
se S™ andm € #.

ONoGhA~WNE

With the sfm modelkW, W, W, Ro, Ry, ..., Ry, , F,wp) we say that it satisfies the for-
mulag iff wp |= ¢. Furthermorem = (W, W;, W, Ry, Ry, ..., Ry, 7, F) is called aegular
fibred semantics modé&r the logic FL. We sayp is valid in the modem, and written
asm E o, if, for all wp € W UW,, the modelW, W, W, Ro, Ry, ..., R, 7, F, wo) satis-
fies @; we say thatp is satisfied in the modeh if, for somewy € W UW,, the model
(W, We, W, Ro, Ry, ..., Ry, r, F, o) satisfiesp. Let ¢ be the set of regular fibred se-
mantics models which defines the fibred logic FL, then we@ay valid in the logic
FL if, for all m € 25, m = o.

The axiom set of FL consists of the combination of the axioms for SLTL and TML
and their inference rules. The soundness for the logic FL depends on the soundness
theorems for logics TML and SLTL, and is not difficult to prove; the completeness can
be proved by the techniques used in Gabbay [8].

5 Labelled Tableaux for FL

In this section we show how to adapt KEM, a labelled modal tableaux system, to rea-
son with FL. The system can be used to automatically check for formal properties of
security protocols, in particular for TESLA, in FL.

A tableaux system is a semantic based refutation method that systematically tries
to build a (counter-)model for a set of formulas. A failed attempt to refute (invalidate)

a set of formulas generates a model where the set of formulas is true. To show that a
propertyA follows from a theory (a protocoBs, ..., B, we verify whether a model for
{Bu,...,Bn,—A} exists. If it does not theA is a consequence of the protocol.

In labelled tableaux systems, the object language is supplemented by labels meant
to represent semantic structures (possible worlds in the case of modal and temporal
logics). Thus the formulas of a labelled tableaux system are expressions of the form
A:i, whereA is a formula of the logic andis a label. The intuitive interpretation of
A:iisthatAis true at (the possible world(s) denoted hy)

KEM is a labelled tableaux for logics admitting possible world semantics whose
inferential engine is based on a combination of standard tableaux linear expansion rules
and natural deduction rules supplemented by an analytic version of the cut rule. In
addition it utilises a sophisticated but powerful label formalism that enables the logic to
deals with a large class of (quantified) modal and non-classical logics. Furthermore the
label mechanism corresponds to fibring thus it is possible to define tableaux systems
for multi-modal logic by a seamless combination of the (sub)tableaux systems for the
component logics of the combination.



5.1 Label Formalism

KEM useslLabelled FormulagL-formulas for short), where dnformula is an expres-
sion of the formA : i, whereA is a wff of the logic, and is a label. For FL we have a
type of labels to various modalities for each agent (belief) plus a type of labels for the
temporal modalities. The set of atomic labels is
|

P =or UUieAgt(p ’
where &1 = {to,t1,...} and every®' is partitioned into (non-empty) sets of vari-
ables and constant@®' = &, U@L were &, = (Wi, Wi, ...} and dL = {wy,wh,...}.
Finally we add a sets of auxiliary unindexed atomic lab@f = &} U &£ where
@) = (Wi, W, ...} andPE = {wy,wy,...}. @ will be used in unifications and proofs.
dc and by denote the set of constants and the set of variables. The set of labels is
denoted byl

Definition 5 (labels) A label is either a (i) an element of the sBg, or (ii) an element
of the setdy, or (i) a path term(u’,u) where (iiia) U € &c U Py and (iiib) ue &c or
u= (V,v) where(V,v) is a label.

As an intuitive explanation, we may think of a lalhet &¢ as denoting a world (given
one), and a label € &y as denoting a set of worldarfyworld) in some Kripke model.
Alabelu = (V,v) may be viewed as representing a path frota a (set of) world(sy
accessible frormv (the world(s) denoted by).

For any labelu = (V,v) we shall callv the headof u, v the bodyof u, and denote
them byh(u) andb(u) respectively. Notice that these notions are recursive (they corre-
spond to projection functions): B(u) denotes the body af, thenb(b(u)) will denote
the body ofb(u), and so on. We call each dfu), b(b(u)), etc., asegmenbf u. The
length of a label, ¢(u), is the number of world-symbols in i"(u) will denote the
segment ofi of lengthn and we shall usk"(u) as an abbreviations fdx(s"(u)). Notice
thath(u) = h“(¥(u). Letu be a label and/ an atomic label. We us@r’; u) as a notation
for the label(u’,u) if U" # h(u), or for u otherwise.

For any labelu,¢(u) > n, we define thecounter-segment-of u, as follows (for
n<k<(u)):

e"(u) = h(u) x (- x (h*(U) x (- x (""*H(u), wo))))

wherewp is a dummy label, i.e., a label not appearingiifthe context in which such

a notion occurs will tell us whatyy stands for). The counter-segmentefines what
remains of a given label after having identified the segment of lemgiith a ‘dummy’
labelwy. The appropriate dummy label will be specified in the applications where such
a notion is used. However, it can be viewed also as an independent atomic label in the
set of auxiliary labels.

So far we have provided definitions about the structure of the labels without regard
of the elements they are made of. The following definitions will be concerned with the
type of world symbols occurring in a label.

We say that a label is t-preferrediff © =i andh(u) € @', or t =t andh(u) € &r;

a labelu is t-pure iff each segment ofi of lengthn > 1 is t-preferred. With' we
denote the set dfpreferred labels wheries Agt



5.2 Label Unifications

One of the key features of KEM is its logic dependent label unification mechanism. In
the same way as each modal logic is characterised by a combination of modal axioms
(or semantic conditions on the model), KEM defines a unification for each modality and
axiom/ semantic condition and then combines them in a recursive and modular way. In
this case for SLTL we have to provide a characterisation of the two moddiisesnd

next in terms of relationships over labels. In particular we use what we call unification
to determine whether the denotation of two labels have a non empty intersection, or
in other terms whether two labels can be mapped to the same possible world in the
possible worlds semantics.

The second key issue is the ability to split labels and to work with parts of labels.
The mechanism permits the encapsulation of operations on sub-labels. This is an im-
portant feature that, in the present context, allows us to correlate unifications and fibring
functions. Given the modularity of the approach the first step of the construction is to
define unifications (pattern matching for labels) corresponding to the single modality in
the logic we want to study.

Every unification is built from a basic unification defined in terms of a substitution
p : @ — Osuch that:

p i lec
@, — [ for everyi € Agt
) — 0

This means that a substitutiginreplaces a constant with the same constant; a varable of
typei can be replaced by amypreferred label, while an auxiliary variable can be freely
replaced by any label. This is in agreement with the intuitive meaning of labels that a
constant stands for a possible world, and a variable stands for a set of possible world
(of the appropriate type). Accordingly, we have that two atomic (“world”) labedsd

v o-unify iff there is a substitutiop such thaip (u) = p(v). We shall usdu;v]c both

to indicate that there is a substitutipnfor u andv, and the result of the substitution.

The o-unification is extended to the case of composite labels (path labels) as follows:

[u;vlo = ziff 3p :h(z) = p(h(u)) = p(h(v)) andb(z) = [b(u); b(v)]c

Clearly o is symmetric, i.e.[u;V]o iff [v;u]o. Moreover this definition offers a flexible
and powerful mechanism: it allows for an independent computation of the elements of
the result of the unification, and variables can be freely renamed without affecting the
result of a unification.

We are now ready to introduce the unifications corresponding to the modal operators
at hand. For these unification we assume that the labels involved@uwee. The first
unification is that foffirst.

[U; Vo™t = (to; [ (u); ht(v)]o) iff h(u) = h(v) =t and[h*(u); ht(v)]c

The unification foffirst (cf™t-unification) corresponds to a constant function (the ini-
tial time is unigue for the model). Accordingly if two labels end with the same atomic
label {o) then the two labels denote the same time instant, namely the start of the clock.



For the unification fonext we will use the fact that the time line is a discrete total
order, thus two labels denote the same time instant if they have the same length.

[u;V]a"®*t = uiiff £(u) = £(v), [h'(u);h(v)]c andct(u),c(v) do not contairtg.

The unification for the logic SLTL is defined by the combination of the unifications for
first andnext. Formally

[u; V] c;first
[ (u);™(v)]6"™, wo = [8"(u); S™(V)]osLTL

[u;VjosLTL= {

The belief logic can be understood a the combination of mulfidemodal logics, one
for each agent € Agt. Thus we first give the unification for each of such logics and
then we combine in a single unification to be used with the unification for SLTL for FL.

ML _ |

[u;vjo u;vjo

whereu andv arei-pure. Notice that using the mechanism of counter-segment it is
always possible to split labels into pure sub-labels. Accordingly the definition of the
unification for TML is
[u;vjo ™ML u,Vv arei-pure, or
[uVloTme = { [€"(u);c™(v)]o™™E  ¢"(u),c™(v) arei-pure, and
Wo = [§(U);§“(V)]GTML.
The logic FL is is the fibred combination of TML and SLTL, thus according to [9] we

can obtain the unification for it based on the unifications for the component logics. With
o 'BL we understood eithess 1, or ormL. The unification for FL is:
[U;V} O.TBL
[U;VloeL = ] [€"(u);c™(V)]o "B ¢(u),c™(v) arei-pure, and
wo = s"(u)s™(v)

Theorem 1 Theog| -unification of two labels u and v can be computed in linear time.

5.3 Inference Rules
For the presentation of the inference rules we assume familiarity with Smullyan-Fitting
unifying notation|[7].

oa:u AAB:u —(AVvB):u —-(A—B):u

op-u A:u -A:uU A:u ()

(7008 B:u -B:u =-B:u
The a-rules are just the familiar linear branch-expansion rules of the tableau method.
For theB-rules (formulas behaving disjunctively) we exemplify only the rulesfer

ﬁ3u(i:12) A—B:u A—B:u
BF:v ’ A:v -B:v (B)
Bs—i:[uvlopL B:i[uvlopL —tA:[u;V]ogL




The B-rules are nothing but natural inference patterns such as Modus Ponens, Modus
Tollens and Disjunctive syllogism generalised to the modal case. In order to apply such
rules it is required that the labels of the premises unify and the label of the conclusion
is the result of their unification.
Y:u YXP(x) :u  —=3xP(X) :u
YoXn):u  P(Xp):u  =P(X)):u
The y rules are the usual “universal” rules of tableaux method with the usual proviso
thatx, is a variable not previously occurring in the treé [7,2].
d:u IXP(X) :u —VXP(X):u
do(cn):u  P(cp):u  —P(cy):u
The# rules are the usual “existential” rules of the tableau method, wdaésea constant
that does not occur previously in the tree.
BiA:u v -BjA:u . (us)
A (Wi,u) - —A: (W) He

()

(6)

whereW} andw}, are new labels.

The rules forB are the normal expansion rule for modal operators of labelled
tableaux with free variable. The intuition for therule is that ifBA is true atu, thenA
is true at all worlds accessible via from u, and this is the interpretation of the label
(WL, u); similarly if BA is false atu (i.e., ~BA is true), then there must be a world, let
us sayw, accessible fronu, where-Ais true.

first A:u —firstA:u nextA:u -nextA:u ()
A:(to,u) —A:(to,u)  A:(th,u) A (th,u) HT

wheret;, is new.

Given the functional interpretation of the temporal accessibility relation and that the
initial instant is fixed, we have the same expansion of the labels and there is no need to
introduce variables.

A:u | —A:u (PE)
The “Principle of Bivalence” represents the semantic counterpart of the cut rule of the
sequent calculus (intuitive meaning: a formélds either true or false in any given
world). PB is a zero-premise inference rule, so in its unrestricted version can be applied
whenever we like. However, we impose a restriction on its application. PB can be only
applied w.r.t. immediate sub-formulas of unanalygefbrmulas, that i8 formulas for
which we have no immediate sub-formulas with the appropriate labels in the tree.

A(X) :u
M[ if [u;v]opL andx andy unify] (PNC)
The rule PNC Principle of Non-Contradictiopstates that two labelled formulas are

orL-complementary when the two formulas are complementary (i.e., the terms in the
formula unify according to the standard unification for terms) and their lakgainify.



5.4 Soundness and Completeness

The resulting tableaux system is sound and complete for the logics presented in this
paper. As usual with tableaux systems a proofds a closed tableaux forA, thus a
tableaux systems is sound and complete for a particular logic if it is able to generate
closed tableaux for all negation of valid formula, and open tableaux (models) for all
satisfiable formulas. In proving the results for the logics at hand we will make use of
the main result of [9] (Theorem 22) that allows one to obtain a sound and complete la-
belled tableaux system for a fibred logic based on sound and complete labelled tableaux
systems (of the same type of the tableaux system for the fibred logic) for the logics to
be combined. The key idea of the Theorem is to conceive the join point of a unification
where the labels are split in segments and counter-segments as the counterpart of the
fibring function in fibred models.

Theorem 2 KEM is sound and complete for SLTL, TML and FL.

6 Analysing Authentication Protocols

In this section, we first build a theory of trust to specify the TESLA protocol, then
discuss its correctness. With the purpose of making the logic FL appropriate for speci-
fying the protocol, we restrict the time model of FL to guarantee that the time interval
between any moment and its next moment in time has the same length, 1 unit time.
This restriction matches the special timing property that the TESLA scheme satisfies:
the sender sends packets at regular time intervale assumption simplifies our dis-
cussion without harming its correctness.

6.1 The Formalization of TESLA

We now establish a theory that describes the behaviour or functions of the protocol
with the scheme PCTS. The basic types of the theory inclddents= {A,B,S R 1},
Messages- {X,Y,D,D’} andKeys= {K,Kj,K;} whereS R, | stand for the sender, the
receiver, and the intruder, respectively. In case there are multiple receivers, we may have
Ri, Ry, ... in the typeAgents
Through an analysis of the TESLA protocol, we set a theory to specify it consist-
ing of four modules, N, (send-receive mode specificaljpMx (message receiving
and knowledge gaingdM s (message sendipgand M, (authentication rules Each
module consists of several axiom schemata). Several predicates are used to express
these axioms. Given the intuitive reading of the predicates we omit their explanations.
Send-receive mode specification depends on what kind of mode is adopted. We first
consider a simple mode called thero-delay modevhich is based on two assumptions:
(1) Zero time is spent between sending a message and receiving this message, i.e.,
the sending time of a pack& is equal to the receiving time of the packet on the
synchronized receiver’s clock, for afy;, and (2) the packet rate is assumed to be 1
(i.e., 1 packet per unit time). With this mode, modulg;Monsists of the following
axiom schemata:



Z1. send$S R, X) « receivesR, X).
Z2. send$SR (D,MAC(f'(K),D))) <> nextsend$S R X) AK € X.

The first rule says that, if the sender sends the receiver a message, then the receiver will
receive the message at the same time; and the second one says that the sender sends the
receiver a message packet with a singed commitment to a key if it will send the receiver
a packet containing that key at the next moment in time.

Zero-delay mode is an idealized mode. However, generally the time spent between
sending and receiving messages cannot be zero. Considering this point, we give the
definition of send-receive modes by introducing a generic form.

Definition 6 (time intervals) For a send-receive mode, all packetsist arrive within
a certain time intervalu, v] relative to the current time defined as follows:

send$S R R) — next™ receive$R,R),u<m<v.

Let the current time bé. (time of sending a packet). Definition 6 indicates that any
packet sent by the sender must arrive at a moment betiygeandtc .

Definition 7 (time distance of sending)Let d= 1/r, where r is the packet rate (i.e.,
number of packets sent per unit time). We call dtthee distance of sendingetween
two packets.

Noting that a send-receive mode is in fact determined based on the time interval of
packet arrival and the time distance of sending, we have the formal definition of a mode
as follows:

Definition 8 (send-receive modes)Me use the notation (ju, v],d) to represent @end-
receive mode of the PCTS scheme of TEStAsimply, amodeif u,v,d € .4, the set
of all natural numbers, and & v, where[u,V] is the time interval of this mode, and d
the time distance of sending with it. We say th&uv],d) is asafe modef v < d.

The following generic rules specify a given maag[u, v], d)ﬂ

G1. send$S R X) — nextV receive$R, X) V...V nextreceive$R, X).
G2. send$S R, (D,MAC(f'(K),D))) — next® send$S R X)AK € X.

Mode-specific rules are determined when andd are given. For example, within the
modem([2, 3],4), we have

S1. send$S R X) < next® receive$R X) v next®receive$R X).
S2. send$SR, (D,MAC(f'(K),D))) < next send$S R X) AK € X.

Modules Mnk, Mms, and My, are fixed for any mode. Due to space limitations, they
are listed below without explanations.

Mmk (message receiving and knowledge gained)

4 In what follows we will usenext™ to indicatem consecutive occurences éxt.



G3. receivesA, (X,Y)) — receivesA, X) AreceivesAY).
G4. receive$A X) — knowgA, X).

G5. knowgA K) — knowgA, f(K)) AknowgA, f'(K)).
G6. knowsA, {X}skm)) — knowsgA, X).

G7. knowsgA, K) AknowgA, X) — knowsA, MAC(K, X)).
G8. knowgA, X) — next knowgA, X).

where SK(B) is the private key of ager® and its corresponding public key can be
known by anybody, so we have G8.

MmgMessage sending)

G9. sendsA,B,(X,Y)) — send$A, B, X) Asend$A, B,Y).
G10.send$A, B,X) — hassen(A, B, X).

G11.hassen(A B,X) — nexthassen{A, B, X).

Mar (Authentication rules)

G12.is_auth({(X,MAC(f’(k),D))) < verify_succestf (K)) A verify_succestMAC( f'(K),D)).

G13.is_auth(X) — hasbeenauth(X).

G14.Bg hasbeenauth(X) — next Bg hasbeenauth(X).

G15.receive$R, (X, MAC(f'(K),D))) A

Br —hassen{S R K) — Bg arrive_safd (X, MAC(f'(K),D))).

Gl6.arrive_safgX) — hasarrive_safgX).

G17.BR hasarrive_safdX) — next Bg hasarrive_saf&X).

G18.BR verify_successf (K)) < Bgr hasarrive_safd(X,MAC(f'(K),D))) AknowgR,K)A
Br hasbeenauth((D’, MAC(f'(K),D'))) A f(K) € D'.

G19.Br verify_succestMAC(f/(K),D)) « Br hasarrive_safg (X,MAC(f'(K),D)))A

knowsR K) AMAC(f/(K),X) = MAC(f'(K),D).

Thus, we have obtained a theofy= Mg U MU MmsU Mg specifying the PCTS
scheme of TESLA given in Sectipf 2, where each module contains the relevant axioms
given above.

6.2 Correctness Analysis

The correctness condition for a given TESLA scheme should guarantee that if the re-
ceiver (receivers) can verify that a packet is authentic, then the packet was indeed sent
by the sender.

Definition 9 (correctness condition) The local correctness for a TESLA scheme to

the receiver R who receives messages from the sender S means that, if R has ver-
ified that a packet is authentic, then the packet was indeed sent by S. That is,
VX (Br hasbeenauth(X) Ahassen{A R X) — A=S). Furthermore, the (global) cor-
rectness for the TESLA scheme means that the local correctness for the scheme to all
receivers holds.

The theory discussed above is based on a time model where the clock is regarded
as the synchronized receiver’s clock (correspondingly to the global clock). It provides a
basis for the receiver to verify stream messages received through the PCTS scheme of
TESLA if the scheme with its send-receive mode satisfies the correctness condition.

Based on the theory developed above, we can show that the correctness condition
of the TESLA protocol holds within the scheme.



Proposition 1 The PCTS scheme with the modguyv],d) mode is secure (i.e., it sat-
isfies the correctness condition)if o, v],d) is a safe mode.

We can also use the theory to show that the PCTS scheme with an unsafe mode, e.g,
the modem([1,4],2), provides chances for the intruder to attack the system. Consider
the case: assume that pack@tandP_ 1 are sent out by the sender at timghe current
moment in time) and dt+ 2 (the next next moment), respectively. The intrudigfirst
interceptd att + 2 and then, at+ 3, again intercept8.1 when it arrives. By creating
a packef, instead oR, using keyK; in packetR, 1, | masquerades as the sender send
packet? to the receiver. The attack will be successfiitifeaches the receivertat 4.

6.3 Mechanising Correctness Proofs

In order to automatically analyse the correctness of a scheme of the protocol, we need to
mechanize the theory describing the behaviour of the protocol in an appropriate proof
system. In our approach, such system-specific trust theories developed for specifying
communications protocols do not depend on a specific implementation. The user is
therefore allowed to freely choose the tools for mechanizing these theories. Below we
will show how modal tableaux can be used to verify the properties of the TESLA pro-
tocol. Modular structure offers convenience to the user for translating a theory to an
executable code (program) in a mechanised proof system, such as Isalielle [18] or the
SMV model checker [17].

With the labelled modal tableaux system KEM, to show a safe mode satisfies
the correctness condition, we only need to show that in this nfodeS is a KEM-
consequence of a set of formuls= {Br hasbeenauth(X),hassen{A R X)}. Due
to space limitations, we only give a simple case to show how the labelled tableaux
system works on checking the properties of TESLA. With the send-receive mode
m([2,3],4), we assume that the message has arrived safely and it has been authenti-
cated based on the time the message was received and the contents of the message:

H1. first next® receive$R, (X,Y))

H2. first next(”) receive$R, X1) AK € X1
H3. MAC(f'(K),X)=Y

H4. first next® Bris_auth((X,Y))

Then, we can prove the following property:

(A). first next(® Bg (is.auth((X,Y)) — (first send$S R, (X,Y))V
first next send$S,R, (X,Y))))

It basically says that if at timi, agentR believes that if the message is authenticated,
then it must have been sent at either tiiger timet; (agentkR does not really know the
exact time when the message was sent, however, it knows about the time interval).

In the following we show the tableaux proof of the property. All the rules of the
PCTS scheme of TESLA are at our disposal as well as the assumptions made above;
each is labelled with a generic universal label that would unify with any given label.
Tableaux rules have been applied exhaustively until all the branches have been com-
pleted (details of proof steps are omitted). We also assume a that biconditional (such as
S1 used in the proof) is the conjunction of two implications.



send$S R, (X,Y)) « next? receive$R, (X,Y))V nextdreceivesR, (X,Y)) : W1
first next® recelveSR (X,Y)) : W2
first next(® Bris.auth((X,Y)) : W3
—first next(® Bg (is.auth((X,Y)) — (first send$S,R, (X,Y))V
first next send$S R, (X,Y)))) : W4
—next® Bg (is.auth((X,Y)) — (first send$S R, (X,Y))V
first next send$S R, (X,
6. —next”) By (is_auth((X,Y)) — (first send$S R, (X,Y)
first next send$S R, (
7. ... (expansion rule fonextis applied 7 timesyT)
8. —BR (is_auth((X,Y)) — (first send$S R, (X,Y))V
first nextsend$S R, (X,Y)))) : (ts, (... (t1, (to,W4))...)
9. —(is_auth((X,Y)) — (first send$S R, (X,Y))V
first next send$S R, (X,Y)))) : (W, (tg, (... (tz, (to, W4))...))
10. isauth((X,Y)) : (W, (tg, (... (tz, (to. W4)...)) _
11. —(first send$S R, (X,Y)) Vfirst next send$S R, (X,Y))) : (W, (ts, (... (t1, (to,W4))...))
12. —first send$SiR,(X,Y)) : (W, (te, ... (t1, (to,W4))....))
13. first next send$S R, (X,Y))) : (W, (tg, ... t, (to. W4)) ..))
14. _‘send$sv R, <X7Y>) ( 0>( (t87( (t17(t07W ) )))
15. —nextsend$S R, (X.Y))) : (to, (W, (t, (... (tz, (to, W4))....)))
16. —send$S R (X.Y))) : (tr. (to. (W, (tg, (... (t2, (to,W4))....)))
17. send$S R (X,Y)) — next(z) recelvesR (X.Y)) v next®receive¢R, (X,Y)) : W1
18. next( receivesR (X,Y))Vnext®receive$R, (X,Y)) — send$S, R, (X,Y)) : W1
19. —(next? receives$R, (X,Y))V
neXt< )recelveﬁR X, >)) (t17 to, (\Nl (t87 ( . (t17 (t07W4)) - ))))
20. —next® receiveR, (X,Y)) :(tr, (to, (W, (tg, (... (t2, (to, W4)) ...))))
21. —nextPreceivesR (X,Y))) :(tz, (to, (W, (ts, (... (t1, (to,W4)) ...))))
22. next® receives$R, (X,Y)) : (tg,W2)
23. next? receive$R, (X,Y)) : (t1, (to,W2))
24. x[(t2, (to, (W (tg, (... (tz, (o, W4))...)))) and(tz, (to,W2)) unify]

This proof has only one branch which is closed. This shows that &jefelief
has been justified based on the assumptions.

:’>.°°!\’!4

o

Y))) : (to,W4)

)V
X,Y)))) : (t1, (to,W4))

7 Concluding Remarks

With the logic FL, we use a simple case of the fibred semantics arising from Kripke
models with a single time model. However, it is not difficult to extend it with other
different time models. Such extensions would be needed when one wants to deal with
different local clocks for multi-agent systems.

We have discussed an application of the logic FL in analysing the TESLA protocol.
Archer [1] uses the theorem prover TAME, and Broadfeiodl [3] use model checking
techniques, to analyse TESLA. The advantage of these methods is that some properties
of the protocol can easily be captured through proof systems, but a drawback is that
the formal representations involved in such proofs are often not easily validated by the
user. Our approach separates the theory from its implementation and helps a protocol
designer to capture the meanings of the theory as a whole. Our analysis has shown that
the PCTS scheme of TESLA with a safe send- is secure given that the correctness con-
dition is satisfied. We believe that this approach can be easily extended for the analysis
of other schemes of the TESLA protocol, and for other security protocols.
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