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Abstract

This report discusses approaches to analysis of safety-critical systems for operator error.  The report
summarises the existing literature in the area as well as the guidance provided by existing safety-
critical system development standards.
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1 Introduction

This report provides guidance for performing a hazard analysis focussing on operator errors for an interactive
system.  There are four key steps to performing such a hazard analysis.

1. Task analysis

2. Human error analysis

3. Error reduction measures

4. Residual risk quantification

In the next section we present a generic method for operator safety case preparation that considers each of
these steps in turn.  Section 3 discusses the literature supporting the method, and we conclude in section 4 by
summarising some of the current research issues in the area.

2 Operator Safety Case Preparation

A general method for operator safety case preparation is now presented.  The method is derived from a
survey of current approaches.  More information is presented in Section 3.

Operators are considered to be an integral part of the system, interacting with safety-critical machines via
operator interfaces.  The operator, machine and operator interface are treated as separate components of the
system (see Figure 1), with information passing between the machine and the operator via the operator
interface.  Whereas operators are concerned with achieving task goals correctly, the operator interface is
concerned with correct mediation of information between the operator and machine.  Operator and interface
safety requirements are determined through analysis of their influence on the operational system.



Figure1: The Operator, Operator Interface and Machine Components

The safety-case for the operator components of a safety-criti cal system should demonstrate that the
component safety requirements for the operator are satisfied by the design of the operator procedures, in
terms of goals, task steps and concrete operator actions.  Further, it should provide confidence that
procedures will be free from operator error by analysis of operator characteristics (e.g., skill level and
training) and the characteristics of the workplace of which the operator is a part (e.g., noise levels and
lighting).  The assessment process consists of the following steps.

1. Task analysis.  The task analysis requires documentation of the procedures (tasks) that the operator
performs.  The task analysis should provide information on the steps undertaken to perform a procedure,
the objects that the operator interacts with in carrying out their duties and the outcomes of the procedure
(goals).  The task analysis should also give details of the actions that the operator engages in with the
operator interface to execute each task step.  We discuss task analysis methods further in Section 3.1 of
this report.

2. Human error analysis.  The task analysis should be analysed for potentially hazardous failure
mechanisms using known operator error types as a guide.  The analysis should investigate both causes
and consequences of operator errors.  A typical approach is to use a HAZOP style analysis with known
error types in place of keywords.  Errors are then mapped to system hazards that can result.  We discuss
error analysis of operator procedures further in Section 3.2 of this report.

3. Error Reduction.  Once knowledge of operator errors and resultant hazards is gained, measures are
identified for controlling (reducing the occurrence of, or preventing) operator error.  Typical strategies
for error control are as follows.

1. Prevention by hardware or software changes: automation of tasks and prevention of error by use
of interlock devices and behavioural “ forcing functions” .

2. Enhanced error recovery: provide feedback, checking procedures, supervision and automatic
monitoring of performance.

3. Reduce errors at source: improve procedures, training, work environment and interface design.

The measures identified may relate to the operator or operator interface component.  Error reduction
measures that are implemented as procedures (e.g., checking and supervision), requirements on the work
environment and required operator characteristics (e.g., skill and training) are concerned with the design
of the operator component.  Measures concerning interface design are concerned with the operator
interface component.  We discuss techniques for error rate reduction in Section 3.3.

4. Residual risk quantification.  An assessment is made that the risk associated with operator error in the
operational system is acceptably low.  For some systems, it is possible to perform such an assessment in
a quantitative way, if accurate measures of operator failure rates are known. We discuss quantitative
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Operator
Interface Machine



assessment in detail in Section 3.4.2 of this report.  Usually however, it is necessary to base such an
assessment on knowledge of factors influencing operator performance.  We call these factors Human
Performance Factors (HPFs).  Such factors include characteristics of the operators and the tasks they
perform as well as environmental and workplace conditions.

The Human Performance Factors should be identified and assessed by their influence on operator error.
Where the assessment is based on assumed operator or workplace characteristics, further evidence is
required that those characteristics can be satisfied for the operational life of the system.

3 Guidelines

3.1 Task Analysis

Tasks are goal-directed activities to transform some given initial state into a goal state.  A task can be
decomposed into sub-tasks unless the task is itself composed only of elementary actions.  Higher-level tasks
represent goals and intentions in the task domain [Duke95].  Likewise Carroll and Rosson have used
scenarios as design representations [Carroll90].  Each elementary action is concerned with a manipulation to
be performed upon an object in the task domain.  The task domain is the set of tasks correlated by an overall
goal [Stary95] and the objects and elementary actions that compose those tasks.

3.1.1 Purpose of the task analysis

User Task Models (UTM’s) facilitate understanding of users and the tasks that are performed in a given
domain [Johnson90].  Such models allow identification of requirements and analysis of designs for new
requirements and user training needs [Johnson90].  Task models examine the knowledge required to operate
a system so that a certain class of tasks may be executed [Hoppe90].  Task models have been referred to as
competence models because they summarise the knowledge underlying human information processing in
human-machine interaction [Hoppe90].  UTMs include Task Knowledge Structures (described below).

Task models alone are often incomplete and ambiguous [Palanque95].  Formal methods that exploit task
models are more li kely to produce understandable specifications of systems than methods that do not
[Bass94], and are less likely to suffer from the completeness and consistency problems of informal task
models.  Much research has been conducted on the topic of formal notations for describing the allowable
action sequence (traces) of an interactive system, e.g., LOTOS [Paterno97], Petri-nets [Palanque96], Object-
Z [Hussey98], CSP [Alexander90] and such formal notations are now commonly used for task descriptions.

For the purpose of safety-critical systems, the task analysis must describe procedures for normal operation of
the system, maintenance procedures and also procedures for emergency situations [Redmil l97].  The
description of procedures for normal operation and maintenance should include any recovery steps by which
errors of the user are detected and corrected to avoid an accident [Kirwan92].  The task analysis must
describe both the logical sequence of actions that the operator engages in, and the detailed physical
executions that the operator must perform in order to effect each step in the procedure.

3.1.2 Knowledge Analysis of Tasks

We describe a particular task-analysis method, “Knowledge Analysis of Tasks” (KAT), in more detail .  KAT
is similar to the GOMS method [Card83].  GOMS stands for Goals (user goals), Operators (elementary
actions which compose to form tasks), Methods (procedures for achieving goals, i.e., composed of operators)
and Selection rules (for selecting which operator to use).  GOMS models the interface from the user
perspective, i.e., what the user needs to do to achieve certain results.

KAT is a task analysis method based on task knowledge structures. A task knowledge structure defines all



the knowledge a user has of a task.  A role defines a collection of tasks that a person occupying that role
performs.  Within a role, each task will have its own task knowledge structure.  Between roles, tasks may
have similar task knowledge structures.  A task knowledge structure has four components:

1. goals;
2. task procedures;
3. actions and objects; and
4. summary.

The goal element identifies the goals and sub-goals associated with a task.  A goal is a state that the user
desires.  Associated with goals is a plan that maps a path through a series of sub-goals to the desired end
goal.  Task procedures are executable and define the actions needed to achieve a sub-goal or goal.  Task
procedures rely on knowledge of objects and actions.  Objects are identified by a taxonomic sub-structure
that defines object properties and attributes, e.g., class membership, procedures in which the object is used,
relationship to other objects and actions that involve it.

KAT identifies the elements of knowledge in a task knowledge structure.  The analysis is composed of three
activities:

1. collecting data;
2. analysing data; and
3. modelli ng the task domain.

Knowledge gathering techniques include structured interviews, questionnaires, observation, concurrent and
retrospective protocols (verbalisations by the subject of their goals, plans, procedures, objects and actions
during and after performing the task).  Knowledge is categorised as actions, objects, goals, sub-goals,
procedures or actions. Task knowledge components may then be structured in terms of their
representativeness and centrali ty to the task.

3.2 Human Error Analysis

3.2.1 Types of operator error

Phenomenological taxonomies describe errors superficially in terms that refer to observable events.
Categories of error include omissions, substitutions and repetitions (the latter two are commission errors)
[Senders91].  Redmill [Redmill 97] lists the following categories of error:

• Action or check made too early or too late;
• Action or check omitted or partially omitted;
• Action too much or too little;
• Action too long or too short;
• Action in wrong direction;
• Right action or check on wrong object;
• Wrong action or check on right object;
• Information not obtained;
• Wrong information obtained; and
• Misalignment (synchronisation error between human and machine).

In addition to the unintentional errors discussed in this Section, accidents may also arise as a result of
violations (intentional infringements of safe working practices).  However, such violations are not generally
a significant source of accidents in the Defence services because Defence personnel are generally highly



trained and disciplined.

3.2.2 Determining potentially hazardous operator error

HAZOP (e.g., [Std00-58]) and FMEA (e.g., [StdIEC-1025]) are the predominant techniques for analysing
human error.  Both techniques use a task analysis as the model of the system that is analysed.  HAZOP has
been applied widely in the research community to analyse human error (e.g., [Chudleigh93], [Kirwan94],
[Leathley97]).  Because it is possible to specifically li st the expected error types and mechanisms, FMEA has
been used in many of the current methods for human error analysis including HEART (Human Error
Assessment and Reduction Technique) [Williams86] and THERP (Technique for Human Error Rate
Prediction) [Swain83].  These techniques give good analyses of skill and rule-based errors but have difficulty
with cogniti ve decision-making (knowledge-based) errors [Kirwan90].  Because FMEA is widely used in the
safety industry, we do not describe the method in further detail here.  A typical set of operator error modes is
li sted under Section 3.2.1 above.

3.2.3 Error mechanisms

Operator error types do not describe the proximate causes of operator failure in terms of human cognition.
We summarise the error mechanisms, as given by Reason and Embrey [Reason86]; Whalley [Whalley88]
has also compiled a similar list of error mechanisms:

• Failure to consider special circumstances;
• Short cut invoked;
• Stereotype takeover;
• Need for information not prompted;
• Misinterpretation of display;
• Assumption by operator;
• Forget isolated act;
• Mistake among alternatives;
• Place losing error;
• Other slip of memory;
• Motor variability; and
• Topographic or spatial orientation inadequate.

Norman [Norman90a] gives a model of human-machine interaction that he refers to as the “execution-
evaluation” model.  In Norman's view, errors occur at one or more stages in this cycle of activity; each stage
of the cycle defines an activity of the human in the user-machine interaction.  Rasmussen [Rasmussen83] has
refined Norman’s model to produce the “step-ladder” model.  The stepladder model identifies eight stages of
decision making (see Figure 2).  A goal (e.g., to retain one’s work for later reference) is satisfied by sub-
goals (e.g., to save the work to disk).  A goal is specified as a procedure (e.g., open the file menu and select
the save option) and at a more concrete level as an execution sequence (i.e., in terms of concrete physical
actions).  The user observes changes to the world as a result of their actions.  These are identified with goals,
interpreted in terms of their effect and that interpreted effect is evaluated against the goal to determine
whether the goal has been satisfied.

Norman categorises errors into two types; slips and mistakes.  Slips are concerned with automatic behaviour
at the physical execution level.  Mistakes are the result of conscious deliberation; a “wrong” procedure is
formulated.  Similarly, Reason [Reason90] distinguishes between skill-based slips at the execution level and
rule-based or knowledge-based mistakes at the procedure level.



Rule-based mistakes: Choice of a wrong strategy to perform a task; primarily caused by memory
failures.

Knowledge-based mistakes: Construction of a wrong strategy when a rule is not known.

Figure 2: Rasmussen’s “step-ladder” model

Errors arise when decision makers take short-cuts in the decision process, e.g., using rule-based routines
when knowledge-based decision is demanded by the novelty of a situation [Reason86] (in Figure 2, a short-
cut from Observation to Procedure selection, omitting the “higher” knowledge-based decision processes).

Norman describes three main classes of slips; we summarise each and give examples.

Capture errors:
Capture errors occur whenever two different action sequences have their initial stages in common,
with one sequence being unfamiliar and the other being well practised.  It is rare for the unfamiliar
sequence to capture the famil iar one, but common for the familiar sequence to “capture” the
unfamil iar.  For example, driving to the office rather than the store on a Sunday (the intent to go to
the store remains unchanged).

Description errors:
Description errors are similar to capture errors but result in performing the right action on the wrong
object, because the wrong object shares some characteristics with the correct object (as opposed to
performing the wrong action on the right object, which is characteristic of capture errors).
Description errors occur most frequently when the wrong and right objects are physically near each
other.  For example, pouring coffee into a nearby glass rather than the intended coffee cup (the
action sequence fails to distinguish cup from glass).

Mode errors:
Mode errors occur when devices have various modes of operation and an action has different
meanings according to the mode.  Mode errors are particularly li kely when the mode is not visible.
For example, pressing a button on a multi -function calculator when it is in trigonometric mode,
rather than the expected and desired “normal” mode.

Interpretation
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3.3 Error reduction

In the case of an error occurring, the user-interface should provide simple mechanisms to correct the system
state before hazards or accidents result (i.e., undo mechanisms).  A more effective solution is to prevent the
error occurring.  The likelihood of slips can be reduced by considering the tasks provided, physical actions to
perform task steps, the information provided and the way in which that information is presented.  A user-
interface can be designed to reduce the opportunity for slips by minimising li ke execution prefixes
(particularly between frequently used non-critical sequences and less frequently used, safety-critical
sequences).  Norman [Norman90a] calls features that prevent slips or mistakes “ forcing functions” because
they force a user to choose a safe sequence of actions.

The strategies to address operator errors have been summarised by Kirwan [Kirwan90]:

1. Prevention by hardware or software changes: automation of tasks and use of interlock
devices and behavioural “ forcing functions” to prevent error.

2. Enhanced error recovery: provide feedback, checking procedures, supervision and automatic
monitoring of performance.

3. Reduce errors at source: improve procedures, training and interface design.

Automation alone is not sufficient to remove human error.  Bainbridge [Redmill 97] describes the following
issues concerning such automation:

• the system is more complicated hence the designer has more potential to introduce errors into the
system during the design process;

• the operator still has to do those tasks that the designer could not automate;

• the operator’s role is supervisory but with reduced information about the system;

• the operator may become de-skill ed but is expected to intervene when the automated system fails.

Bainbridge [Bainbridge87] maintains that it is not possible for even a highly motivated user to maintain
attention toward a source of information on which little happens for more than half an hour.  Hence it is
humanly impossible to carry out the basic monitoring function needed to detect unlikely abnormalities.  In
addition, the operator will rarely be able to check in real-time the decisions made by the computer, instead
relying on a meta-level analysis of the ̀ acceptability' of the computers actions.  Such monitoring for
abnormalities must therefore be done by the system itself and abnormalities brought to the operator’s
attention via alarms.  In general, a function should be automated if [Mill92]:

• performing the function involves danger to an operator [Mill92];

• performing the function requires exceptional skill, e.g., when the response time is far shorter than a
human can normally achieve;

• performing the function requires tedious or repetitive work.

In general a function should not be fully automated (i.e., a human should be included in the control loop with
responsibility for decisions) if a decision must be made that:

• cannot be reduced to uncomplicated algorithms;

• involves fuzzy logic or qualitative evaluation;

• requires shape or pattern recognition.



Appropriate design of automatic systems should assume the existence of error, continually provide feedback,
continually interact with operators in an effective manner and allow for the worst situations possible
[Norman90b].

3.4 Risk Assessment

3.4.1 Qualitative Assessment

Errors arise from characteristics of the operator interface, the individual, human cognition generally and the
organisation.  Rasmussen [Rasmussen82] calls such characteristics “Performance Shaping Factors” but in
this report, we use the term Human Performance Factors (HPFs) to emphasise that the factors affect human
performance.  HPFs capture the underlying causes of operator error and are triggers activating error
mechanisms.  In Reason’s GEMS (Generic Error Modell ing System) model [Reason86] HPFs are associated
with skill , rule and knowledge-based activities.  Redmill [Redmill 97]has produced a categorised li st of
HPFs:

Task demands and characteristics: Frequency, workload, duration, interaction with other tasks,
perceptual, physical, memory, attention required, vigilance required.

Instructions and procedures: Accuracy, sufficiency, clarity, level of detail , meaning, readability,
ease of use, applicability, format, selection and location, revision.

Environment: Temperature, humidity, noise, vibration, lighting, work space, movement restriction,
operator control of environment.

Displays and controls: Compatibility, ease of operation, reliability, feedback, sufficiency, location,
readability, identification, distinctiveness.

Stresses: Time pressure, workload, fatigue, monotony, isolation, distractions, shift work incentives.

Individual: Capacities, training and experience, skill s and knowledge, personality, physical
condition, attitudes, motivation, risk perception.

Socio-technical: Staffing adequacy, work hours and breaks, resource availability, social pressures,
confli cts, team structure, communications, roles and responsibilities, rewards and benefits, attitude to
safety.

Many human errors are a product of the work context, e.g., poorly designed procedures, unclear allocation of
responsibilities, lack of knowledge of training, low morale, poor equipment design, time pressures etc.  The
work context can be traced to organisational policies and decisions.  Such organisational decisions are latent
failures that contribute indirectly to accidents [Reason90].  The focus is on management decision making,
safety management and issues such as safety culture, participation, competence, control and communication
[Redmill 97].

3.4.2 Quantitative Assessment

Human reliability quantification techniques aim to quantify the Human Error Probability (HEP) which is
defined as: number of errors per number of opportunities for error.  Numerous quantification methods have
been devised, including HEART, THERP and SLIM (Success Likelihood Index Method) [Embrey84].  HPFs
similar to those given by Reason [Reason86] appear as a factor in most of the available estimation methods,
e.g., HEART, THERP [Kirwan90].  Estimation methods such as THERP use event trees with recovery paths
to take account of the potential for operators to recover from previous errors.  Screening of potential human



errors helps identify where the major effort in the quantification analysis should be applied.  For example,
the SHARP (Systematic Human Action Reliabili ty Procedure) method screens out human errors that are
unlikely to lead to accidents by considering co-effectors, effects of errors and broad probabilities for classes
of error [Kirwan90].

As an example of a human reliability quantification technique, we briefly describe the THERP method,
which is widely used in industry [Kirwan90].  The quantification part of THERP is composed of:

1. A database of human errors and their likelihoods;
2. A dependency model which calculates the degree of dependence between two operator actions;
3. An event tree approach to producing HEPs;
4. Assessment of error recovery paths.

An event tree is constructed for the task under consideration, representing the sequence of events and
possible failures at each branch.  Nominal HEPs are assigned to errors using the database. Human
Performance Factors are applied to modify the nominal HEPs provided by the database.  Error recovery
paths are added to the tree where possible and the overall error rate for the task is quantified.

A major weakness of most of the li kelihood prediction methods is the data source for error rate prediction.  If
a database of error rates is used, as in HEART and THERP, the applicability of such a database to the
particular task that is being analysed is questionable.  A database of error likelihoods in combination with
HPFs is li kely to produce only a very rough estimate of the probability of a particular class of human error.
Use of expert judgement to determine likelihood, as in SLIM and Absolute Probabili ty Judgement, also
results in poor reproducibilit y and requires that a rationale be recorded for the li kelihoods that are generated.
Because the error likelihood estimates produced by current methods suffer from low accuracy, they should
be regarded as providing a ranking of error reduction measures, rather than as a measure of achievement of
error li kelihood goals.

4 Outstanding Research Issues

Truly accurate methods for predicting human error rates are yet to emerge.  While databases of error
li kelihoods are relatively straightforward to apply, they can only give rough estimates of the li kely error rate
for any particular circumstance.  Expert judgement may take account of particular circumstances better, but
is likely to exhibit significant variation, and the effort required to apply methods involving expert judgement
is likely to be much greater.

Automation also presents a challenge to system designers.  On the one hand, automation is necessary for the
safe operation of many systems such as aircraft and power plants.  However, when a failure does occur,
automation can mask the defect, allowing consequences to magnify until the automated system can no longer
retain control.  The challenge for designers of safety-criti cal systems is to automate without impoverishing
the operator’s mental model.  The operator needs to retain sufficient understanding of the system and
sufficient skill to correct failures when they occur, before hazards are realised; to some extent, designers are
still grappling with how to do this.
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