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Sacramento, California
August 31, 1984
Honorable George Deukmejian
Governor of California
Sacramento, CA

Assembly Bill No. 2551

Dear Governor Deukmejian:
Pursuant to your reguest we have reviewed the

above~numbered bill authored py __Assembly Member Farr

and, in our opinion, the title and form are sufficient and
the bill, if chaptered, will be constitutional. The digest
on the printed bill as adopted correctly reflects the views
of this office.

Very truly yours,

Bion M. Gregory
Legislative Counsel ‘
Ve -

Corzine
cipal Deputy
JC: qRr

Two copies to Honorable Sam Farr
pursuant to Joint Rule 34,
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SAM FARR
Chalrman

August 29, 1984

Honorable George Deukmejian
Governcr

State of California

State Capitol

Sacramento, California 95814

Dear Governor Deukmejian:

This letter is to respectfully request you to sign Assembly
Bill 2551, relating to penalties for computcr trespassing, which
was recently seut to cnrollment,

Assembly Bill 2551 would close a current loophole in the
Penal Code which allows individuals to use home computers to
legally browse through confidential computer data bases, so long
&s this "computer trespassing” is non-malicious and causes no
damages.

Assembly Bill 1551 would clese this loophole in a way
supportive of computer network owners by:

® Establishing as a misdemeanor the intentional unauthorized
entry into any computer system with the knowledge that the
entry was not authorized.

Establishing a flewible penalty schedule tha prosesutors
can realistically apply to different levels of offense.

Including in the definition of injury any expenditure
reasonably and necessarily incurred by the computer system
owner to determine if the system has been damaged by the
access.

° Specifically authorizing civil actions by computer systoem
owners to recover compensatory damages, including
attorneys’ fees.

AND NEW TECHNOLOGIES Conmites Secisiary




This measure ig supportad by many groups including:

State Attorney General (Sponsor)
California District Attorney's Bsscciatien
California Chamber of Commerce

california Correctional Peace Officers Association
California Manufacturers Association

Bank of America

Blue Cross

IBM

TRW, Inc.

Hewlett-Packard

Ford Motor Company

California Railroad Association

Bank of California

Syntex USA

City and County of San Francisco

I urge you to sign Assembly Bill 25571.

Sincerely,

(#7725 2N

SAM FARR
Chairman

st




Honarable Sam Farr @ rereTENT [ } BICL WORGER
Member of the Assembly Finance AB 2551
Tia amtut. Koom 3120 )
. iy, I 79814 AUTHOR DATE LAST AMERDED ~
Farr August 7, 1984

SUBJECT

This bill would make any unauthorized computer access a public offense. The bill also changes
the definition of computer system and prohibits any malicious disruption of computer operations.

SIRFARY UF REASONS FOR SIGRATIRE:

Will help protect the confidentiality and integrity of computerized data.

FISCAL SUMMRY--STATE LEVEL
SO (Fiscal Impact by Fiscal Year)

LA {DoVTars In Thousands)
Department/Agency co
or Revenue Type fode RV FC_ 1983-84 FC__ 1984-85 FC _ 1985-86 Code fund
None
FISCAL SUMMARY--1OCAL LEVEL
Reimbursabie - - _—
Non-Reimbursable - - -
RRALYSIS

A. Specific Findings

Under existing law, the malicious access, alteration, deletion, damage, or destruction of
a computer system, network, program or data is a public offense and a felonv.

This bill would add to that category of offenses the disruption of the aperation of a
computer system, network, program, or data. The bill would classify specified
unauthorized access as a public offense and would express certain legislative findings
and intent relating to that offense. The pill would make certain changes in the
definition of the term "computer system."

B. Fiscal Analysis J

This bill does not impact any State department or program. Any impact on local
governments is appropriately addressed by the “crimes and infractions' disclaimer ia the
.

OMMENDATION
Sign the bill.

i
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22} d. Ap 8/29 Lonnie Math 8/29 Positipn note
Position approved
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ENROLLED BILL REPORY &
’ BEFRRTHENT ” TRGTRG
Stephen P. Teale Data Center g
SORRTT
Computers AB 2551

‘ i asd ¥ ] tion Agenc:

BILL NUMPY R

b}

Sunmary

" This bill would establish a range of penalties for those who commit computer
crimes and would also attempt to both clarify and add components to the range
of ‘penalties.

Sponsor

This legislation is being sponsored by Assemblyman Farr, Chairman of the
Assenbly Committce of Economic Develommert and New Techmologies.

Inpact Assemsment

Under existing law, the maljcious access, alteration, deletion, damage, or
destruction of a conputer system, network, program, or data is & public offense
and & feloay. This bill would add to that category of offenses the disruption
of the operation of a computer system, network, program, or data.

This bill would also classify specified unsuthorized computer access es a
public offense.

Tha implementaiion of these changes would have an overall positive effect upon
both the pudblic and privete data processing communitv.

Arguments Pré & Con

Teale Data Tenter is im full supmort of inie Lill. The passage of this bill

will serve as a Geterrent for those who might contemplate committing computer
crimes.

Recommendation
Teale Data Center recommends that the Governor siga this bill.
The increasing usage of computers and computer terminals in business and
industry, coupled with the proliferation of personal computers have provided
the oppartunity for widespread computer crime. The passage of this bill wiil
insure generally stiffer and more consistant penalties for those caught.
Veto Message

H/A

RECOMMENDATION
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; EIIT Tuaner
SEFTCY T parTh & WELTARD AGENCT AB 2351
Department, hoard or Commission Author

HEALTH & WELFARE AGENCY DATA CENTER Farr

BILL SUMMARY:

AB 2551 has been introduced to amend Section 502 of the Penal Code,
relating to cowmputers., Under existing law, the malicious access,
alteration, deletion of a computer system, network, program or data
is a public offense and a felony.

This bill adds to the category of offenses the disrtuption of the
operation of a computer system network, program or data. It
classifys "unauthorized access" as a public offense, punishable
as specified, depending on whether there is imjury, and would
express certain legislative findings and intent relating to that
vffense. (Injury being any deletion, damage or destruction of a
computer system or any expenditures incurred by the owner/lessee
to verify that a computer system was not damaged by the access.)

This bill also provides certain civil remedies to the person who
intentionally and without authorization accesses a computer system.
This does not apply, however, to the person who accesses the system
when acting within the scope of his/her employment, Violations are
punishable by a fine and/or imprisonment depending upon injury.

EISCAL IMPACT:

There 3

fiscal impact to the Data Center.

VOITE COUNT:

Criminal Law § Public Safet Ayes: 6 N H ]
Assembly Floor 4 Ages: 78 N32§; 0
Committee on Judiciary Ayes: 6 Noes: 0
Senate Floor ) Ayes: 33 Noes:
RECOMMENDATI10N:

This bill strengthens the current law theref
ar D
Center recommends the signing of the éill. ©» the Data

- /
Recomnmendat ton SUPPORT /4/ 147
Department Divector Date ifi?uy Secrety at
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% @
SENATE REPUBLICAN CAUCUS

. . SENATOR JOHN SEYMOUR, Chairman

— POSITIONS:

SOURCE: Attorney General. 8ILL NUMBER: np 2gs1
SHPPORT: California Chumber of Commerce; AUTHOR: Comm.cn Econ.
California Correctional Peace Officers Assn.; . . _ ,. Dev.& N.T.et al
California Manufacturers Assn.; Blue Cross; AMENDED COPY: 8/7/84

IBM; TRW, Inc.; Hewlett=-Packard; Ford Mctor MAJORITY VOTE

company,

ea Votas: Senate Floor Vote!

PLACED ON FILE AS
A RESULT OF SENATE
RULE 28.8

Assembly Floor Vote: -g.0. pg 16674, (67/13784)
DIGEST PASSED ASSEMBLY ON CONSEN'

1 s : s - . s
~ 2 This bill establishes new criminal penalties for using cemputer

3 systems under certain circumstances, ané also provide certain civil
y remedies, as specified.

5

= FISCAL EFFECT

7 s q

8 Appropriation: No. Fiscal Committee: Yes. Locals Yes.

b
10 The bill would increase General Fund costs to the extent thau

11 additional persons are sentenced to state prison. The Department »f
12 Corrections estimates that the bill would have a negligible, if any,
13 fiscal impact.

14 s g . s e . : s

15 The new criminal penalties provided by the bill would result in

16 undetermined revenues to local governments and certain state special
17 funds from fines and penalty assessments.

18

i"g Mandated Local Program. The bill would result in undetermined local
2 law enforcement and incarcerationm costs. It contains a crimes and
21 infractions disclaimer.

22

23 COMMENTS

yr  Under existing law, any malicious access of a computer system is
. o punishable as a misdemeanor or felony.
7

28 This bhil! would make any intentional and knowingly unauthorized, but
2q non-malicious, computer access punishable as a public office. A Ffirst
30 offense which did not cause injury, as defined, would be punishable as

32 NEXT PAGE
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ANALYEIS CONTINUED: PAGE: 2 BILL NUMBER: AB 2551

an infraction by a $250 fine. A subsequent offense or any offense
causing injury would bLe punishable as a misdemeanor by & one year
county jail term and/or a $5,000 fine.

The bill would also provide that a computer owner could recover in an
ecivil action for compensatory damages caused by an unliawiul computer
&CCESsS.

The purpsse of this bill is tec deter “computer hacking."

Problem of computer hackers

According to proponents, existing law preohibkiting malicious (intent to
vex, injure, or do an unlawful act) access does not adequately protect
against computer hackers who may intentionally and without
authorization access a computer system for "the fun of it,"” Because
the act was performed without malice and without any damage orx
alteration to the computer system or program, these computer hackers
are not guilty of any crime.

The accesses, however, are not always harmless. Proponents assert
that the access may invade the confidentiality of stored records or
may require the owner to expend significant sums of money to ensure
that the records were not tampered with. ’

Reason for graduated penalties

Proponents state that a $250 infraction fine is an appropriate peralty
for a first offense with no injury.

For purposzes of deterrence, however, any subsequent offense wou:id be
punishable as a misdemeanor.

Micsdemeanoxr peralty for injurxy

An offense resulting in injury would be punishable by a une year
county jail term and for a $5,000 fine or both.

Definition of “injury®

The bill would define injury to include “any . . ., damage . . . of a
computey system ., . . or program, Or any expenditure reasonably and
necessarily incurred by the business or owner to verify that a

computer program . . . or data was not altered, deleted, damaged, or
destroyed by the access."

Proponents assert that computer hacking is a modern and unique crime,
that the offense deprives a computer owner of resources whenever, to
make his system "whole," he must verify that an unauthorized access
has not damaged the program or data, that this deprivation is an
injury to the owner, and that, therefcre, the definition of injury
should inciude an owner's costs of verifying a program's security
after an unauthorized entry.

NEXT PAGE




W 0O w3 LTS L N

[ e
~ O

@ &

ANALYSIS CONTINUED: PAGE: 3 BILL NUMBER: AR 2551

Scope of emplcyment exception

Tkis biil would not apply to any person who accessed his ox her
emplaver's computer system when acting within the scope of employment.
This provision is intended to except the authorized office computer
worker who used the computer system for personal reasons in violation
of company policy. The exception. however, would not apply to office
workers who were not authorized to use the computer

Provision of attorney's fees in seeking civil remedy

The bill would state the right of a computer owner te sue a convicted

offender for any "compensatary® damages including reasonable expenzeg
caused by an unlawtul access.

Similar Legislation

SB 2149 (Doolittle) would also enact criminal penalties to deter
computer hackers.

It provides for a 6 month jail term and/or a $1,000 fine misdemeanor
penalty regardless of whether any damage was done.

Introduced by Commiittee on Economic Development and New Technologies

{dssembly Members Farr (Chairman), Bader, Baker, Clute, Frazee, Hauser
and Killea).

Assembly Coauthors: Assembly Members Alatorre, Areias, Condit,
Cortese, Davis, Katz, Kelley, Konnyu, Molina,
Moorhead, QO'Connall, and Norman Waters.

Senate Coauthors: Senators Doolittle, McCorguodale, Petris,
Presley, Richardson, Pobbins, Seymour, Sperav,
Sti=rn, Bill Greene, and Keene,

NOTE:

See attached Support letters.
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