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ABSTRACT

The internet is not a single network, limited to
one specific type of information or restrictive of the
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types of users who can access its information.
Conversely, the internet is an intercontinental
information highway that has enabled people of
all ages to communicate with family and friends
with lightning-fast speed, share and collect
information, and connect with people and com-
panies thousands of miles from their computer
(Roberts, Foehr, Rideout, & Brodie, 1999;
Rosenbaum et al., 2000; Smith & Rupp,
2002). However, this growth of information
technology has introduced a new form of crim-
inality to the criminal justice system: cyber crime
(Denning, 1998). The purpose of this research
study is to investigate the prevalence of cyber
criminality, specifically possession of child porno-
graphy, in law enforcement jurisdictions and the
types of training which local and State law
enforcement agencies currently offer to effectively
combat these technological crimes.

INTRODUCTION
The internet is not a single network,
limited to one specific type of information
or restrictive of the types of users who can
access its information. Conversely, the
internet is an intercontinental information
highway that has enabled people of all ages
to communicate with family and friends
with lightning-fast speed, share and collect
information, and connect with people and
companies thousands of miles from their
computer (Roberts, Foehr, Rideout, &
Brodie, 1999; Rosenbaum et al., 2000;
Smith & Rupp, 2002). However, this
growth of information technology has
introduced a new form of criminality to the
criminal justice system: cyber crime (Den-
ning, 1998).

Multiple forms of innovative cyber crime
have emerged in the recent years. This type
of criminality can include, but is not limited
to, the following: digital piracy, identity
theft, financial theft, computer hacking,
embezzlement, and espionage (Rosoff,
Pontell, & Tillman, 2002). Moreover, cyber
crime can also include the production and

possession of child pornography (Quayle &
Taylor, 2003). Due to increasing concerns
in the criminal justice community about
the prevalence of cyber crime, some law
enforcement agencies are making a con-
certed effort to target this behaviour with
additional resources (Broadhurst, 2006;
Hinduja, 2004). This can include general
cyber crime task forces, or specialised task
forces to target certain types of cyber crime
(such as child pornography). Currently,
there is a gap in the literature investigating
the efforts made nationally by law enforce-
ment agencies to target resources towards
cyber crime investigation and arrest. The
purpose of this research study is to specific-
ally investigate the prevalence of online
child pornography possession in law
enforcement jurisdictions and the types of
training which local and State law enforce-
ment agencies currently offer to effectively
combat all cyber crime (including posses-
sion of child pornography).

Policing cyber crime

A large percentage of unreported cyber
crimes are a result of the difficulty in
detecting these high-tech crimes and the
lack of training which police officers gen-
erally receive at the academy (Leibowitz,
1999). Policing cyber crime is significantly
different from policing crimes involving a
physical crime scene in a neighbourhood or
office building. The digital crime scene
cannot be marked with yellow crime-scene
tape that contains a specific physical area
where the crime occurred, as it may extend
beyond a home, city, State, or even a con-
tinent (Katos & Bednar, 2008). A digital
crime scene includes all involved or infected
computers, the location of which can range
from different states to different continents;
therefore, it makes it difficult for police to
confine their investigation to a smaller
identified area known as the ‘crime scene’,
when policing the internet often involves
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exploring unknown territory. For example,
when investigating possession of child
pornography crimes, law enforcement
agencies can seize hardware and software
from multiple users, as well as perform
investigations to determine the online loca-
tions where the pornography was purchased
and downloaded (Taylor & Quayle, 2006).
Due to the sophistication of the technology
used by expert collectors of this material,
bulletin boards and websites often appear
for only minutes to allow active users and
traders to obtain the material. Once the
limited time-period is over, the website
‘disappears’ and tracking its original loca-
tion is difficult for the untrained law
enforcement officer.

In order to investigate effectively and
make arrests for these offences, sophistic-
ated technology for communication and
investigation is required, and law enforce-
ment officers need specialised training in
investigation tactics (Wells, Finkelhor,
Wolak, & Mitchell, 2007). Only within the
past decade have police departments devel-
oped cyber crime task forces to investigate
better and eventually prosecute these crimes
(Broadhurst, 2006; Hinduja, 2004). The
goal of these task forces, often called
CERTs (computer emergency response
teams) is to follow up on tips from the
public, as well as to explore the internet
service providers which are providing
offensive material and allowing illegal activ-
ities to occur on their sites. Cyber task
forces and law enforcement efforts specific-
ally aimed at investigating possession of
child pornography are often responsible for
disbanding a range of criminal figureheads,
from dealers of only a few photographs
up to elite international traffickers. For
example, in 1998 the federal government
disbanded ‘The Wonderland’ group, whose
membership involved traffickers in over 40
countries. One of the defendants, Antoni
Skinner, was found to have over 750,000

pornographic images of minors on his com-
puter (McAuliffe, 2001 as cited in Marcum,
2007). More recently, the Department of
Justice arrested over 500 individuals globally
in ‘Operation Nest Egg’. This investigation
originated in the southern district of
Indiana and grew to an international invest-
igation of possession of child pornography
(CNN.com, 2010).

As a result of these specialised task forces,
more departmental funds are dedicated to
training officers for cyber crime investiga-
tion (Broadhurst, 2006). However, the
resources dedicated to cyber crime invest-
igation and prosecution are still minimal
and local law enforcement agencies recog-
nise the need for these task forces. For
example, Hinduja (2004) found that an
overwhelming 75 per cent of law enforce-
ment agencies in the State of Michigan
believe better training was their biggest
need in order to investigate these types of
crimes better. This continues to emphasise
the need for better cyber crime investiga-
tion training, especially dedicating resources
toward crimes that violate children. The
next section will explain the difficulty often
encountered when investigating these types
of crimes.

Child pornography

There is often confusion in the general
public about what constitutes a cyber
crime, especially when the crime existed
before the emergence of the internet (eg,
possession of child pornography). Accord-
ing to Wall (2007), there are three different
groups of cyber crimes that can be identi-
fied. First, there are ‘traditional’ crimes in
which computers were used to commun-
icate or gather information to assist with a
crime. However, if the use of the computer
was removed, the criminal behaviour would
still commence. On the other end of the
spectrum are ‘true’ cyber crimes, which are
crimes committed only in cyberspace and
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are the product of the opportunities avail-
able on the internet: an example is spam-
ming. Finally, there are the ‘hybrid’ crimes,
which are crimes that fall between tradi-
tional and true cyber crimes. These are
traditional crimes already in existence, but
expanded through the use of the internet.
Possession of child pornography is a classic
example of this type of crime.

Although States vary on the definition of
child pornography, it is generally defined as
sexually explicit pictures or films involving
young people under the age of 18 (Klain,
Davies, & Hicks, 2001). There is a con-
tinuum of different types of child porno-
graphy, ranging from non-erotic pictures of
children to sadistic images (Taylor, Quayle,
& Holland, 2001). According to Seigfried,
Lovely, and Rogers (2008), persons who
possess this material are more likely to be
manipulative, exploitative and have lower
levels of morality. Moreover, Quayle and
Taylor (2003) have argued that many adult
predators are motivated to possess child
pornography to use as a seduction tool.

Rather than risking exposure through
the receipt of magazine and mail-order pic-
tures, collectors can now access images with
the click of a mouse (Jenkins, 2001; Taylor,
Quayle, & Holland, 2001). These images
can be bought and traded much like base-
ball cards or comic books. Wolak, Mitchell,
and Finkelhor (2003) found that from July
2000 to July 2001, over 1,700 offenders
were arrested for possession of child
pornography. 80 per cent of these images
involved graphic sexual images, while 83
per cent contained prepubescent children.
Furthermore, Hinduja (2004) discovered
that Michigan law enforcement agencies
encountered a sizable amount of internet
child pornography cases (31.9 per cent of
their total case load). Only online
harassment/stalking (39.5 per cent) were
encountered more in their cyber crime
investigations. As the evidence in these cases
is electronic and easily erased or moved, this

makes it more difficult for law enforcement
agencies to investigate these cases using tra-
ditional methods (Wells et al., 2007). Obvi-
ously, there is a need for law enforcement
agencies to better dedicate resources toward
training officers to investigate these high-
tech crimes.

THE PRESENT STUDY
The purpose of this paper is to add to the
small amount of literature investigating law
enforcement agency reaction to the grow-
ing occurrence of cyber crime. This study
will investigate the prevalence of online
child pornography possession investigations
and arrests by law enforcement agencies in
the United States, as well as the training and
resources dedicated to investigating cyber
crimes in general. More specifically, the
current research examines whether the
presence of a specialised task force and
training programmes focused on the invest-
igation of cyber crimes increases the num-
ber of investigations and arrests for cyber
crime. It is expected that the additional use
of a special task force and specialised train-
ing will increase departments’ abilities to
detect incidences of child porn violations,
leading to a higher number of investigations
and arrests.

METHODOLOGY

Research design
The study involved mailing a one-page,
double-sided survey to law enforcement
agencies for cities with a population of
50,000 or more. Our original population
was chosen from the listing of cities in the
United States provided by the 2000 United
States Census. The letters were directed to
the head law enforcement agent of the
department, such as the chief or sheriff.
Although an online survey would be less
expensive, they generally have a much
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lower response rate than surveys that are
mailed or administered in a group setting
(Dillman, 2007). In order to get our desired
sample size, we felt a mailed survey would
best reach this goal. Three waves of mailings
were sent between November 2009 and
January 2010 to retrieve the optimal
response rate. Of the 625 surveys mailed,
168 were returned which equated to a 26.9
per cent response rate.

Measures

The survey requested information from law
enforcement agencies on several different
measures. First, agencies were requested to
report data from 2007 and 2008 regarding
the number of investigations of and arrests
for several different forms of cyber crime.
This particular study only examines one of
the forms of cyber crime noted on the
survey: possession of child pornography.
Next, agencies were asked to provide
information on the types of training and
amount of resources, if any, dedicated to the
investigation of cyber crime. Finally, demo-
graphic information was requested regard-
ing the jurisdiction of the agency and the
department.

Dependent measures

The present study uses four dependent
measures. Each of the dependent measures
concerns the possession of child porno-
graphy. In addition, the measures concern
the occurrences investigated and the arrests
that were made for the possession of child
pornography. Specifically, the first item is:
‘Please mark the column that best indicates
the total number of cyber crime occur-
rences investigated by your department in
the years 2007 and 2008: possession of child
pornography’. The second item is: ‘Please
mark the column that best indicates the
total number of cyber crime arrests made by
your department in the years 2007 and

2008: possession of child pornography’.
Because the items cover 2007 and 2008
the two items result into four items. The
respondents indicated the number of occur-
rences investigated and arrests made, for
each year, using a 3-point Likert-type
indicator (i.e., 0 = 0–5, 1 = 6–10, and
2 = 11+). We dichotomised these measures
so that we might be able to capture better
whether an investigation or an incident
took place.

Independent measures

The present study uses five independent
measures. The first independent measure is:
‘Do you have a designated task force/
departmental unit that solely investigates
cyber crime?’ The answer choices were
0 = no and 1 = yes. The second measure is:
‘Does your department in general receive
training for cyber crime investigations?’ The
answer choices were 0 = no and 1 = yes.
The third measure is the region of the
country where the respondent is located.
Specifically, the item is: ‘What region of the
country are you located?’ The answer
choices were as follows: 1 = Northwest,
2 = Southwest, 3 = Midwest, 4 = North-
east and 5 = Southeast. The fourth measure
was the respondents’ indication of the num-
ber of sworn officers. The respondents
addressed the following item: ‘How many
sworn officers are employed in your depart-
ment?’ The respondents indicated the num-
ber using an open-ended response. The
respondents were asked about whether their
department had an education requirement.
The item is: ‘Do police officers in your
department have an education require-
ment?’ The answer choices were 0 = no and
1 = yes.

Analysis plan

The analysis plan takes place in a series of
steps. The first step is a presentation of the
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descriptive statistics. This takes place to pro-
vide an indication of the distribution of the
measures. The second step is a series of
regression analyses that compare 2007 with
2008 correlates. In cross-sectional data,
regression analysis (ie, Ordinary Least
Squares Regression (OLS)) is a statistical
technique that indicates the change in a
dependent measure based on a series of
independent measures. Given that we used
dichotomous dependent variables, the
proper form of regression analysis is logistic
regression (Menard, 2002). One important
assumption in OLS is multicollinearity.
Multicollinearity occurs when multiple
independent measures are highly correlated
to a point where they are indicating the
same concept. Freund and Wilson (1999)
argued that tolerance levels of 0.20 and
below are an indication of multicollinearity.
This remains true when using dichotomous
dependent measures (Menard). Our focus is
not to directly compare the differences in
the coefficients between the years. Thus, we
refrained from using a coefficient difference
test: see Paternoster, Brame, Mazerolle, and
Piquero (1998).

RESULTS

Step 1
Table 1 presents the descriptive statistics for
this sample. This table shows that 30 per
cent of the sample has a designated cyber
crime task force and that 41 per cent of the
sample has departmental training on cyber
crimes. The average department was in the
Southwest region of the country and 93 per
cent of the departments have an educational
requirement. In 2007, 48 per cent of the
departments conducted possession of child
pornography investigations, and that rose to
51 per cent in 2008. In 2007, 31 per cent of
the departments arrested for possession of
child pornography, and the percentage rose
to 34 per cent in 2008.

Table 1 also shows that two of the items
are non-normally distributed. The open-
ended response to the item that addresses
the number of sworn officers is non-
normal. We would expect this item to be
non-normal given that the answer choice is
open-ended. To avoid cumbersome inter-
pretations based on transformations, we
retained the item as the respondents

Table 1: Descriptive statistics for the measures in the present study

Measure Mean Standard deviation Skew Kurtosis Min Max

Designated task force 0.30 – 0.86 –1.27 0 1
Department training 0.41 – 0.38 –1.88 0 1
Region 2.58 1.30 –0.33 –1.07 0 4
Sworn officers 292.07 911.56 8.37 81.75 12 10,000
Education requirement 0.93 – –3.55 10.69 0 1
Possession of child pornography
investigations 2007

0.48 – 0.08 –2.02 0 1

Possession of child pornography
investigations 2008

0.51 – –0.06 –2.03 0 1

Possession of child pornography
arrests 2007

0.31 – 0.83 –1.33 0 1

Possession of child pornography
arrests 2008

0.34 – 0.67 –1.58 0 1

N = 168
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indicated. In addition, the responses to the
educational requirement are non-normal as
well. Today, most police agencies have an
educational requirement; thus, we would
expect nearly the non-normality as the
responses are over 90 per cent. We retained
this item in its current form.

Step 2

Table 2 presents two logistic regression ana-
lyses that explore the correlates of conduct-
ing an investigation for child pornography
in 2007 and 2008. In 2007, the number of
sworn officers (b = 0.01, Exp(b) = 1.01)
and police departments that have designated
task forces (b = 1.23, Exp(b) = 3.43)
increase the likelihood of performing a
child pornography possession investigation.
The region of the country (ie, the depart-
ments in the South) were less likely to
perform child pornography investigations
(b = -0.39, Exp(b) = 0.68). In 2008, as the
number of sworn officers (b = 0.01,
Exp(b) = 1.01) and police departments
with designated task forces (b = 1.56,

Exp(b) = 4.76) increased, so did the like-
lihood of performing a child pornography
investigation. Following Menard (2002), we
used tolerance as a measure of multicollin-
earity. For both years, the tolerance figures
were above the 0.20 cut-off suggesting that
multicollinearity was not a problem.

Table 3 presents the logistic regression
analysis for the child pornography arrests in
2007 and 2008. In 2007, child pornography
arrests were more likely when the number
of sworn officers increased (b = 0.00,
Exp(b) = 1.00), and when the police
department had a designated task force
(b = 1.58, Exp(b) = 2.30). Having depart-
mental training also led to increased odds of
arrests (b = 0.05, Exp(b) = 0.83). In 2008,
increases in the number of sworn officers
(b = 0.00, Exp(b) = 1.00) and police
departments that have a designated task
force (b = 1.71, Exp(b) = 5.53) are more
likely to have child pornography arrests.
Following Menard (2002), we used toler-
ance as our measure of multicollinearity.
Our results show that multicollinearity was
not an issue with these data.

Table 2: Regression analysis for child pornography possession 2007 and 2008
investigations

2007 2008

Measure B S.E. Exp(b) Tolerance b S.E. Exp(b) Tolerance

1. Region of country –0.39* 0.15 0.68 0.93 –0.27 0.15 0.77 0.93
2. Sworn officers 0.01** 0.00 1.01 0.990 .01** 0.00 1.01 0.99
3. Education requirement 1.63 1.13 5.11 0.97 1.72 1.13 5.58 0.96
4. Designated task force 1.23** 0.44 3.43 0.93 1.56** 0.46 4.76 0.93
5. Department training 0.66 0.40 1.93 0.99 0.64 0.41 1.89 0.99
Chi-Square 53.39 49.09
–2 Log likelihood 154.31 147.51
Cox & Snell R-Square 0.30 0.29
Nagelkerke R-Square 0.40 0.39

N = 168 N = 168

Note:
* p<0.05, ** p<0.01
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DISCUSSION
In addition to the communication advant-
ages brought about by the internet, several
problematic issues have also been presented.
Specifically, traditional crimes such as child
pornography have found a new and effi-
cient outlet by which to be distributed. This
new outlet has made these crimes harder to
detect and increased their prevalence. The
current study examined variations in police
departments’ investigations and arrests in
child pornography cases to determine if
having a specialised task force and training
specific to cyber crime investigation
increases law enforcement agencies’ abilities
to detect these crimes.

The results showed that having a spe-
cialised task force did increase the number
of child pornography investigations and the
number of arrests for child pornography. It
does appear, therefore, that the addition of a
specialised task force enables police depart-
ments to detect cases of child pornography,
leading to an increase in investigations and
arrests. The addition of training for cyber
crimes, however, was only significantly
related to child pornography arrests in
2007. It was not significantly related to

investigations in 2007 or 2008 nor was it
significantly related to arrests in 2008.
While this finding was contrary to argu-
ments in prior research and what was ini-
tially expected (Leibowitz, 1999; Wells et
al., 2007), a few possible explanations
exist.

It is possible that the addition of cyber
crime training is not indicative of sufficient
resources to investigate and carry out arrests
for child pornography crimes. Even with
cyber crime training, some departments
may still lack the personnel actually to
police such crimes. It also is possible that
the addition of cyber crime training results
in more investigations and arrests for other
types of cyber crimes. Although the current
study specifically examined child porno-
graphy cases, police departments were asked
if they had programmes specific to cyber
crime. Child pornography is just one such
crime. It is possible, therefore, that training
has been effective at increasing the invest-
igation and arrest of cyber crimes other
than child pornography.

Lastly, the inability of training pro-
grammes to significantly increase the num-
ber of investigations and arrests might be

Table 3: Regression analysis for child pornography arrests for 2007 and 2008

2007 2008

Measure b S.E. Exp(b) Tolerance b S.E. Exp(b) Tolerance

1. Region of country –0.30 0.16 0.74 0.92 –0.15 0.16 0.86 0.93
2. Sworn officers 0.00** 0.00 1.00 0.97 0.00** 0.00 1.00 0.97
3. Education requirement 0.20 0.90 1.22 0.98 0.47 0.95 1.59 0.96
4. Designated task force 1.58*** 4.86 0.95 1.71** 0.44 5.53 0.94
5. Department training 0.83* 0.42 2.30 0.99 0.49 0.43 1.64 0.98
Chi-Square 43.79 33.96
–2 Log likelihood 142.74 135.85
Cox & Snell R-Square 0.25 0.23
Nagelkerke R-Square 0.36 0.31

N = 168 N = 168

Note:
* p<0.05, ** p<0.01, *** p<0.001
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due to the quality of the training pro-
gramme being utilised. The current data are
limited to the determination of whether a
training programme is used by each depart-
ment. No information is currently available
as to the information provided in the train-
ing, whether officers receive training spe-
cific to child pornography, the length of the
training provided, or the qualifications of
the individuals administering the training. It
is possible, therefore, that the training pro-
grammes are inadequate in preparing
officers to deal with these types of crimes.

LIMITATIONS AND IMPLICATIONS
Although the current study offers insight
into the impact of different police organisa-
tions on the investigation and arrest of
online child pornography, it suffers from a
couple of limitations. First, several of the
departments surveyed did not respond. This
can introduce non-response error if the
departments who did not respond handle
online pornography cases differently from
those that did respond. This is, however, a
common limitation when organisations are
surveyed (see Dillman, 2007). Finally, as
briefly mentioned above, detailed informa-
tion regarding the content of the training
was not collected. It is possible that some
training programmes are more effective
than others. Given the data collected for the
current study, however, this could not be
determined.

Despite the above limitations, the cur-
rent results suggest important policy and
future research recommendations. The
increased ability of police departments with
specialised task forces to investigate and
make arrests for child pornography, indic-
ates the importance of police departments
to allocate necessary resources to the invest-
igation of cyber crimes. As discussed earlier,
cyber crimes such as child pornography
are often undetected and under-reported
(Kabay, 2000). Increasing the certainty of

apprehension and punishment could poten-
tially decrease the prevalence of these
crimes.

Future research should also more closely
examine the training programmes being
used by various police departments. It is
possible that some training programmes
actually are effective. More detailed
information regarding the content and
manner in which training programmes are
delivered could lead to a deeper under-
standing of why these programmes do not
consistently increase investigations and
arrests. Outcome evaluations of these spe-
cific programmes can then aid in determin-
ing which types of training have the
potential to significantly affect the policing
of cyber crimes. These findings can then be
used to develop a ‘best practices pro-
gramme’ that can be utilised by other
departments to increase the effectiveness of
cyber crime training.
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