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ON SYSTEMS OF POLYNOMIAL EQUATIONS OVER FINITE RINGS

Finding and storing the set of solutions for systems of polynomial equations with parameters over finite
associative (not necessarily, commutative) rings is one of basic problems in various applications connected

with exploring algebraic models over these rings.

In this paper, it developed unified approach for presenting in implicit form the set of solutions for systems
of polynomial equations with parameters over any finite associative (not necessarily, commutative) ring
with unit. Proposed approach is based on notions of classes of l-associated or r-associated elements of the

ring developed in the paper.
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1. Introduction

Currently, there is a steady tendency to encryp-
tion of the transition from purely combinatorial
models to combinatorial-algebraic models in the de-
velopment of codes [2; 3]. Moreover, almost all can-
didates for modern stream ciphers standard are based
on some computing into rings of residues. Thus, it is
actual systematic investigation of automata-algebra-
ic models over finite rings for development of au-
tomata theory itself, as well as for elaboration of
mathematical backgrounds for modern cryptology.

Mealy and Moore automata over any finite asso-
ciative-commutative ring with unit were investigat-
ed in [9; 10] (linear autonomous automata over these
rings were investigated in [5; 6]). Established results
imply that computational security analysis for an
automation mapping can be reduced to finding the
set of solutions for appropriate system of equations
over corresponding ring.

It is well known that finding the set of solutions
for systems of multi-variable non-linear polynomial
equations over the field GF(2%) (k € N) is NP-com-
plete problem (see [1], for example). Moreover, any
method for resolving system of polynomial equa-
tions over any finite field can’t be directly applied in
the case of a ring with divisors of zero (see [11], for
example).

The situation is much more complicated for sys-
tems of multi-variable non-linear polynomial equa-
tions with parameters over any finite associative
(not necessarily, commutative) ring with unit [4],
because in addition to difficulties with finding the
set of solutions itself, there are problems to present
this set into explicit form, since its cardinality can
be sufficiently high (this situation is typical for any
ring of square matrices of fixed size n > 2 over any
finite associative ring with unit).

Thus, there is actual problem to develop some
unified approach for finding the set S of solutions
for system
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of multi-variable polynomial equations with param-

eters (u,, ..., u, are variables and @, ..., @, are param-

eters) over any finite associative (not necessarily,
commutative) ring K = (K, +, -) with unit, such that
there hold the following three conditions:

1) some finite family {S },_, of non-empty subsets,
such that §'=(JS, is constructed;

iel

2) every subset S, (i € I) is presented in implicit
form via some set-theoretic formula exploring
the structure of the ring K;

3) complexity of presentation of any subset S,
(i € I) in explicit form depends mainly on the
structure of the ring K.

It is evident that construction of the family {S} _,
reflects real complexity for construction and storing
the set of solutions for multi-variable polynomial
equations with parameters over the ring K.

In the given paper we investigate this problem.
The remainder of the paper is organized as follows.
In Section 2 basic idea of proposed approach is pre-
sented. In Section 3 it is presented some generaliza-
tion for the notion «associated elements» in the case
of any associative (not necessarily, commutative)
ring with unit. In Section 4 proposed some scheme
for finding the set of solutions for multi-variable
polynomial equations is presented and illustrated.
Section 5 consists of some conclusions.

2. Basic idea of proposed approach
It is well known that for any polynomial
f(x)=Zal.x" (ay,a,,...,a, €Z) and integer
i=0

i-
m :plﬁl _,_plﬁl eN (p,, ..., p, are prime integers)
resolving of congruence relation f{x) = O(mod m)is
reduced to resolving the system
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f(x)=0(mod p,") |

f(x)=0(mod p,")

of congruence relations.
Resolving any congruence relation f{x) = 0(mod p®)

(p is prime integer, 3 € N) is reduced to construc-

tion of all sums , — ﬁi;bj pj , where integers
J=

byse-es bﬁil e Z,, are determined successively in the

following way:

1) integer b is a solution of congruence relation
f(x)=0 (mod p);

2) for all s =1,...,8 —1 integer b, is any integer,
such that . _ E} bp' isa solution of congru
ence relation f(x)=0 (mod p**).

It is evident that in the ring of residues
Z,,ﬁ = (Zpﬁ +,-) any sum y — B_Z;bjpj , such that
bl_ eZp (j=0,1,..,p-1) is /an element of the
unique class of associated elements. Thus, it is natu-
ral to determine the family {S } _, for the system (1)
in terms of classes of associated elements.

To develop this approach for any finite associa-
tive (not necessarily, commutative) ring with unit,
some analogue for the notion ‘class of associated
elements’ can be determined for such rings. This no-
tion gives the possibility to analyze all cases when
parameters a, ..., a, are elements of specific classes
of associated elements and to extract the set of ad-
missible combinations of these classes. This set can
be used in the role of the set / of indices for the fam-
ily {S},_,- For any admissible combination for class-
es of associated elements for parameters admissible
combinations for classes of associated elements for
variables u , ..., u_can be extracted. For each such
combination for classes of associated elements val-
ues for variables u, ..., u_in corresponding classes
of associated elements can be found.

This is basic idea of proposed approach for find-
ing the set S of solutions for systems of multi-vari-
able polynomial equations with parameters over any
finite associative ring K with unit.

Remark 1. It is worth noting that above pro-
posed approach is non-trivial generalization of ap-
proach intended for solving of multi-variable non-
linear polynomial equations with parameters over
finite associative-commutative ring with unit pre-
sented in [7; §; 10].

3. Classes of associated elements
of associative ring with unit

Since K = (K, +, *) is associative ring with unit,
then the set K™ of all invertible elements (in other

words, divisors of unit) is a non-empty one. In what
follows it is supposed that the set K" = K\K™ is
also non-empty.

Remark 2. In the given section it is not supposed
that the ring K is a finite one.

We define the following two equivalence rela-
tions =, and = onto the set K:

(Vx,y € K) (x=,y < (Jae K™)(x = ay)),

(Vx,y € K) (x=y < (3pe K™)(x =yp)).

Elements of the factor-set B , =K /EI (corre-
spondingly, of the factor-set B = K /_ ) we call the

classes of /-associated (correspondingly, of r-asso-
ciated) elements of the ring K.

Remark 3. It is evident that for any associative-
commutative ring K with unit there hold identities

El: Er ==, (2)

where = is usual equivalence relation ‘to be associ-

ated elements’ for the above pointed ring (see, [9],

for example). Moreover identities (2) hold for any

associative non-commutative ring K with unit, such

that K™ < K", where K" is the center of the ring K.
For any x € K we denote via < x> (correspond-

ingly, via < x>,~) the class of elements of the ring K

that are /-associated (correspondingly, r-associated)

with the element x. It is evident that the following

propositions hold:

D (0), =(0), =10}

2) <0(>l = <oc>r = K™ for any element o0 € K™;

3) < x> = < x>r for any element x € K" ;

4) xe <x>1 A <x>r for any element x € K .

5) for any element x e K\ {0} to determine any
specific element of the class < x>l (correspond-

ingly, of the class < x> ) it is sufficiently to deter-

”

mine corresponding element of the set K™";
For any subsets 4 and B of the set K we set

A*B={ab|a € 4, b e B}. 3)

It is worth noting that the identity K™ * K™= K™
holds for any associative ring with unit.

Let D be the set of all elements of the ring K
which commute with every element of the set K™.
For any element x € D we get <x>1 = <x>r = <x>
Moreover, there hold identities (x) * () = (x))
(x,y € D). Therefore, ({{x)| x € D}, *) is some
semigroup.

The following theorem establishes that above
pointed situation can be different for elements of the
set K\ D, i.e. in case of associative non-commuta-
tive ring K with unit accordance of formula (3) with
the sets B, :K/EI and B, :K/Er can fail.

Theorem 1. For any associative ring K with the
unit relations
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), X, * O, (5)

hold for all elements x,y e K"~ \ {0}.

Proof. Let x,ye K non=inv \ {0}. Since K is as-
sociative ring with unit, we get

o), * ), = {ax)(PBy) | o, e K™} =
{a(@Bly) [ o, Be K™ 2 {a(xy) | ae K™} = (xy),.
Thus, relation (4) holds.
Proof of relation (5) is similar.
Q.E.D.

Remark 4. For any associative ring K with unit,
such that K™ < K** (in particular, for any associa-
tive-commutative ring with unit) there hold identi-
ties <x> ;= <x>r = <x> For these rings theorem 1 is
transformed into the following proposition: for any
elements x, y € K there holds identity (x)) = (x) * ().
Therefore, above determined generalization of the
notion ‘associated elements’ for any associative (not
necessarily, commutative) ring K with unit is non-
trivial and has substantial sense.

Theorem 2. For any associative ring K with unit
for all elements x, y € K there hold the following
relations

), * ), =), K™ =K"*(xy), . (6)
xy € (x), * (), - (7
Proof. Since K is associative ring with unit, we
get
), * ), = {(ax)(yP) | o, pe K™} =
={a(xy)B|a, e K™} ®)
Since

{a(y) [ae K™} =(xy),,

then identity (8) implies that
<x>1 )= {uP |ue <xy>1, Be K™} =
Similarly, since

{Cn) B[ Be K™} =),
then identity (8) implies that

(), K"

x), * ), = {ov|ae K™, v e (xy) } =K™ *(xy) .

Thus, relation (6) holds.
Since K is associative ring with unit, we get

), * )= {xa)(By) | o, e K™} =
= {x(aP)y [ a, e K™} = {xdy | 5€ K™}. (9)

Ifwesetd =11n(9), we get (7).
Q.E.D.

For any subsets 4 and B of the set K we set

A+B={a+blac A,be B}. (10)

It is evident that:

1) A+ B=B+ A for any subsets 4 and B of the
set K, i.e. addition of subsets of the set K deter-
mined via formula (10) is commutative opera-
tion,;

2) {0} + A= A for any subset 4 of the set K.

The following theorem establishes that formula
(10) is not in accordance with the sets B, = K /
and B, =K /_

Theorem 3. For any associative ring K with unit
for any x € K and i e N, such that jl € K™ there
hold the following relations

(x), +K™ 2(x+il),, (11)

<x>r + K™ Q<x+il>r- (12)

Proof. Since K is associative ring with unit, then
for any integer i € N, such that j1 e K™ we get

<x>l +K™ ={ox+B o, p e K™} D
Sl +oa(il)|ae K™} =
={o(x+il) o e K™} =(x+il),.

Thus, relation (11) holds.
Proof of relation (12) is similar.
Q.E.D.
To illustrate above established results we con-
sider the following simple example
Example 1. Since any ring Z ; = (Z o )
(where p is prime integer and 3 > 2f1s assoCiative-
commutative ring with unit, we get

B,=B, =B
and
e B={(0),(1)} UB',
<O> ={0},
<l> = Z’:}’[}' ={ac Zpﬁ | @ 1s not multiple of p},
B'={C |i=L....p -1},
where
C.={ap'|ae Z”“} (i=1,...,p-1.
Since 7 ‘ is associative-commutative ring with

)4
unit, then (B,*) is commutative semigroup, such
that

) (0 (x)=(0) forany rez,
2) (1)*(x)=(x) forany xez ;
3) forall CI,C.eB' !
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, (C,, . ifi+j<p-1
CoxC o =q, ... .
|{0), ifi+ j=P

For addition of classes of associated elements of
the ring 7 . determined via formula (10) we get:
P

D ()+ (1) N (x)=@ forany xe K ;

2) (0)c=C, +C, forany i=1,...,8 —1;

3) C,cC +C, forany j=1,...,B —1;

Y (C+CH)NC, %D foran}’l—l
j=i+1,.. B—l,

5 C,+C,=C, forall 1<i<j<f-1.

..Bp—2and

4. Proposed scheme

On the base of above developed notions the fol-
lowing scheme for finding the set S of solutions for
system (1) of multi-variable polynomial equations
with parameters over any finite associative (not nec-
essarily, commutative) ring K = (K, +, -) with unit
can be proposed.

Step 1. S =.

Step 2. Replace each parameter a, (j =1,...,h)
by some /-associated or r—assomated class of ele-

ments (in other words, for each class (x), (corre-

spondingly, for each class (y) ) present each param-
eter a, (j=1,...,h) in the form b x (correspond-
mgly, in the form yb) where b c K vy,

Step 3. Find the set 7 of all admissible combina-
tions of /-associated or r-associated classes for pa-
rameters.

Step 4. 1f [ =, then HALT.

Step 5. Selectiel, [:=1\{i}, S, =0.

Step 6. Replace each variable u, (j=1...,n)
by some [/-associated or r-associated class of ele-
ments (in other words, for each class <z (corre-
spondingly, for each class () ) present each vari-

able u, (j=1,...,n) in the form d z (correspond-

ingly, i m the form wd/ ), where d c K invy,

Step 7. Find the set Q(i) of all admissible com-
binations of /-associated or r-associated classes for
variables.

Step 8. If Q(i) =, then go to step 5, else go to
step 9.

Step 9. Select g € O(i), O(i) = 0(0) \{q}-

Step 10. Find the set S of all solutions which
values are in g, S :=S, U S

Step 11. 1f Q(l) #3 "then go to step 9, else
S=SuUSs, and go to step 12.

Step 12.1f [ =, then HALT, else go to step 5.

Correctness of proposed scheme is implied by
the factor that any solution of the system (1) can be
uniquely determined in terms of classes of /-associ-
ated or r-associated elements.

The following simple example illustrates pro-
posed scheme.

Example 2. Consider the following equation

auu, =da,

with parameters over associative-commutative ring
sz = (sz ,+,7) with unit, where p is prime inte-
ger.

After steps 1 and 2 we get

I'={({0), <07), (1), €02), (KC ), €0)), (1), (1)),
(I, (€, (C D, (C D)}

Applying steps 3-12 to these indexes, we get

Sqonon =2,z
Siiop ={OIXZ , UZ , x{0} U C xC,»
Sy = VC)XZ L UL, x ({0} C),
Sy = 1(d,.d)"a"a )|d,ez*f;_';,
Sy = (dip.d,"a'b)) | d, e 273U

U i(d, p,d a; (b, + fp))|d, fEZ”“U
v i(d,'a’'b,.d,p)|d, EL’“‘!.J
UA(dy'a by + fo)dop) s f €27},

where a,=b,p (b, EZ:zV)’

Sic,c) = 1.4, 'b'b, | d, eZ’:f}u

u{dl’dl bl (bz+ﬁ9)|d|sf€zf::}s

where g, =b, p (b, eZ;”;) and ¢, =b,p (b, EZ:;)'

5. Conclusions

In the given paper it is developed unified ap-
proach for presenting in implicit form the set of so-
lutions for systems of polynomial equations with
parameters over any finite associative (not necessar-
ily, commutative) ring K with unit. Proposed im-
plicit form is based on notions of classes of /-associ-
ated or r-associated elements of the ring K and its
structure reflects real complexity for finding the set
of solutions for specific system of equations. This
complexity is justified by the factor that the result of
addition for classes of associated elements can in-
tersect with different classes of associated elements.
Additional complexity for non-commutative rings
is justified by the factor that the result of multiplica-
tion for classes of associated elements can also in-
tersect with different classes of associated elements.
Future investigations can be connected with extrac-
tion types of systems of polynomial equations with
parameters over any finite associative (not necessar-
ily, commutative) ring with unit with the determined
in terms of complexity for finding the set of solu-
tions in proposed implicit form.
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IMPO CUCTEMMU NOJIIHOMIAJIBHUX PIBHAHb
HAJI CKIHHEHHUMMU KIJIBIIAMUA

Towyx ma 36epicanus MHONCUHU PO36 S3KI6 CUCMEM NOATHOMIAIbHUX PIGHAHb [3 napamempamu Hao

CKIHYEHHUMU acoyiamusHumu (He 0008 S13K060 KOMYMAMUGHUMU) KITbYSIMU € OOHIEIO0 3 OCHOBHUX NPobIeM
0711 PI3HUX NPUKLAOEHb, Y SAKUX GUKOPUCIOBYIOMbCI aneedpaiyni Mooeni Hao maxumu Kineysmu. Y yii
cmammi po36uUHeMO YHIQIKo8anull nioxio 051 NPEeOCMABLeHHS Y HEGHOMY GUTIAO0T MHONCUHU PO36 SI3Ki6
cucmem NONHOMIAIbHUX PIGHANHb (3 NApAMempamu HAO OO0GLIbHUM CKIHYEHHUM acoyiamueHum (He
0008 ’13K080 KOMYMAMUSHUM) Kiibyem 3 00uHuyero. 3anponoHo8anuli nioxio 3acHO8AHO HA NOHAMMAX Kld-
cig l-acoyitioganux abo r-acoyiio8anux eremeHmie Kinbys, siki po3euHemo y Crammi.

Kuro4uoBi cjioBa: acomiaTiBHI KUTbIIS, CHCTEMH PIBHSHbB, KJIACH aCOILIOBAHUX €JICMEHTIB.
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