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How to Ensure Information Security in E—Commerce Software for Chinese Herbal Medicines
YE Qizhi, MA Zhongseng, FU Jian, LIU Haicheng

Abstract: The new e-commerce model has changed the trading mode of traditional Chinese herbal medicines and reduced transaction
costs. However, underlying threats remain owing to Cookie technology security, illegal judgment on data input by users, ineffective encryption
in the process of data transfer and simple encryption algorithm for sensitive information about the database. We should encrypt symmetrically
applications and transmitted data and encrypt irreversibly sensitive information about the database. We should use both symmetric and
asymmetric encryption system and regularly change database system passwords. By doing so, we can tighten information security.
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