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DEEPSEC: Deciding Equivalence Properties in Security
Protocols
Theory and Practice

Vincent Cheval!, Steve Kremer!, and Itsaka Rakotonirina'

nria Nancy, LORIA, France

Abstract

We study the automated verification of behavioural equivalences in the applied pi
calculus, an essential problem in formal, symbolic analysis of cryptographic protocols.
We establish new complexity results for static equivalence, trace equivalence and labelled
bisimilarity and propose a new decision procedure for these equivalences. Our procedure
is the first tool to decide trace equivalence and labelled bisimilarity exactly for a family
of equational theories, namely those that can be represented by a subterm convergent
destructor rewrite system. Finally, we implement the procedure in a new tool, called
DEEPSEC and demonstrate the applicability of the tool on several case studies.

1 Introduction

The use of automated, formal methods has become indispensable for analysing complex
security protocols, such as those for authentication, key exchange and secure channel es-
tablishment. Nowadays there exist mature, fully automated such analysers; among oth-
ers AVISPA [ABBT05|, ProVerif [BSCI6], Scyther [Cre08], Tamarin [SMCB13] or Maude-
NPA [SEMM14]. These tools operate in so-called symbolic models, rooted in the seminal
work by Dolev and Yao [DYRI]: the attacker has full control of the communication network,
unbounded computational power, but cryptography is idealised. This model is well suited
for finding attacks in the protocol logic, and tools have indeed been extremely effective in
discovering this kind of flaw or proving their absence.

While most works investigate reachability properties, a recent trend consists in adapting
the tools—and the underlying theory—for the more complex indistinguishability properties.
Such properties are generally modelled as a behavioural equivalence (bisimulation or trace
equivalence) in a dedicated process calculus such as the Spi [AG99] or applied pi calcu-
lus [AF04]. A typical example is real-or-random secrecy: after interacting with a protocol, an
adversary is unable to distinguish the real secret used in the protocol from a random value.
Privacy-type properties can also be expressed as such: anonymity may be modeled as the
adversary’s inability to distinguish two instances of a protocol executed by different agents;
vote privacy [DKR09] has been expressed as indistinguishability of the situations where the
votes of two agents have been swapped or not; unlinkability [ACRRI10] is seen as indistin-
guishability of two sessions, either both executed by the same agent A, or by two different
agents A and B.



Related work

The problem of analysing security protocols is undecidable in general but several decidable
subclasses have been identified. While many complexity results are known for trace proper-
ties [DLMO04, [RT03], the case of behavioural equivalences remains mostly open. When the
attacker is an eavesdropper and cannot interact with the protocol, the indistinguishability
problem—static equivalence—has been shown PTIME for large classes of cryptographic primi-
tives [AC06, [CDK12| [CBCI0]. For active attackers, bounding the number of protocol sessions
is often sufficient to obtain decidability [RT03] and is of practical interest: most real-life at-
tacks indeed only require a small number of sessions. In this context Baudet [Bau05|, and
later Chevalier and Rusinowtich [CR10], showed that real-or-random secrecy was coNP for
cryptographic primitives that can be modelled as subterm convergent rewrite systems, by
checking whether two constraint systems admit the same set of solutions. These procedures
do however not allow for else branches, nor do they verify trace equivalence in full general-
ity. In [CCD13], Cheval et al. have used Baudet’s procedure as a black box to verify trace
equivalence of determinate processes. This class of processes is however insufficient for most
anonymity properties. Finally, decidability results for an unbounded number of sessions were
proposed in [CCD15b, [CCD15al, but with severe restrictions on processes and equational
theories.

Tool support also exists for verifying equivalence properties. We start discussing tools
that are limited to a bounded number of sessions. The SPEC tool [TD10, [TNHI16] verifies a
sound symbolic bisimulation, but is restricted to particular cryptographic primitives (pair-
ing, encryption, signatures and hash functions) and does not allow for else branches. The
APTE tool [Cheld] covers the same primitives but allows else branches and decides trace
equivalence exactly. On the contrary, the AKISs tool [CCCK16] allows for user-defined cryp-
tographic primitives. Partial correctness of AKISS is shown for primitives modelled by an
arbitrary convergent rewrite system that has the finite variant property [CDO05]. Termina-
tion is additionally shown for subterm convergent rewrite systems. However, AKISS does
only decide trace equivalence for a class of determinate processes; for other processes trace
equivalence can be both over- and under-approximated which proved to be sufficient on many
examples. The recent SAT-EQuIv tool [CDD17] uses a different approach: it relies on Graph
Planning and SAT solving to verify trace equivalence, rather than a dedicated procedure.
The tool is extremely efficient and several orders of magnitude faster than other tools. It
does however not guarantee termination and is currently restricted to pairing and symmetric
encryption and only considers a class of simple processes (a subclass of determinate processes)
that satisfy a type-compliance condition. These restrictions severely limit its scope.

Several other tools support verification of equivalence properties, even for an unbounded
number of sessions. This is the case of ProVerif [BAF05], Tamarin [BDS15] and Maude
NPA [SEMMI14] which all allow for user-defined cryptographic primitives. However, given
that the underlying problem is undecidable, these tools may not terminate. Moreover, they
only approximate trace equivalence by verifying a more fine-grained equivalence, called diff-
equivalence. This equivalence is too fine-grained on many examples. While some recent
improvements on ProVerif [CB13, [BS16] helps covering more protocols, general verifica-
tion of trace equivalence is still out of scope. For instance, the verification by Arapinis
et al. [AMR"12] of unlinkability in the 3G mobile phone protocols required some “tricks” and
approximations of the protocol to avoid false attacks. In [CGLMI7], Cortier et al. develop
a type system and automated type checker for verifying equivalences. While this tool is ex-



tremely efficient, it only covers a fixed set of cryptographic primitives (the same as SPEC and
APTE) and verifies an approximated equivalence, similar to the diff-equivalence. A completely
different approach has been taken by Hirschi et al. [HBD16], identifying sufficient conditions
provable by ProVerif for verifying unlinkability properties, implemented in the tool Ukano,
a front-end to the ProVerif tool. Ukano does however not verify equivalence properties in
general.

Contributions We significantly improve the theoretical understanding and the practical
verification of equivalence when the number of protocol sessions is bounded. We emphasise
that even in this setting, the system under study has an infinite state space due to the term
algebra modelling cryptographic primitives. Our work targets the wide class of cryptographic
primitives that can be represented by a subterm convergent rewriting system. Concretely, we
provide

1. new tight complexity results for static equivalence (~), trace equivalence (=) and
labelled bisimilarity (=);

2. a novel procedure for deciding trace equivalence and labelled bisimilarity for the class of
cryptographic primitives modelled by a destructor subterm convergent rewrite system;

3. an implementation of our procedure for trace equivalence in a new tool called DEEPSEC
(DEciding Equivalence Properties for SECurity protocols).

We detail the three contributions below.

Complezity. We provide the first complexity results for deciding trace equivalence and
labelled bisimilarity in the applied pi calculus, without any restriction on the class of protocols
(other than bounding the number of sessions). In particular, our results are not restricted
to determinate processes, allow for else branches and do not approximate equivalence. Let
us also highlight one small, yet substantial difference with existing work: we do not consider
cryptographic primitives (rewrite systems) as constants of the problem. As most modern
verification tools allow for user-specified primitives [BSC16, SMCB13|, SEMM14, [CCCK16],
our approach seems to better fit this reality. Typically, all existing procedures for static
equivalence can only be claimed PTIME because of this difference and are actually exponential
in the sizes of signature or equational theory. Our complexity results are summarised in fig.
All our lower bounds hold for subterm convergent rewrite systems (destructor or not) and
even for the positive fragment (without else branches). En passant, we present results for
the pi calculus: although investigated in [BT00], complexity was unknown when restricted
to a bounded number of sessions. Still, our main result is the coNEXP completeness (and
in particular, the decidability) of trace equivalence and labelled bisimilarity for destructor
subterm convergent rewrite systems.

Decision procedure. We present a novel procedure based on a symbolic semantics and
constraint solving. Unlike most other work, our procedure decides equivalences ezxactly, i.e.
without approximations. Moreover, it does not restrict the class of processes (except for
replication), nor the use of else branches, and is correct for any cryptographic primitives that
can be modelled by a subterm convergent destructor rewrite system (see section . The
design of the procedure did greatly benefit from our complexity study, and was developed in
order to obtain tight complexity upper bounds.



Applied pi calculus
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Figure 1: Summary of complexity results.

Tool implementation. We implemented our procedure for trace equivalence in a new tool,
DEeEPSEC. While still a prototype, DEEPSEC was carefully engineered. The tool output is
available in pretty printed html format and allows to step through an attack, if any is found.
DEEPSEC can also distribute the computation, thus exploiting multicore architectures or
clusters of computers to their fullest. Finally, we integrated several classical optimisations for
trace-equivalence analysis, e.g. partial order reductions (POR) [BDHIL5]. This has appeared
to reduce the search space dramatically, making the tool scale well in practice despite the
high theoretical complexity (CONEXP).

Through extensive benchmarks, we compare DEEPSEC to other tools limited to a bounded
number of protocol sessions: APTE, SPEC, AKISS and SAT-EQuiv. Our tool is significantly
more efficient—by several orders of magnitude—than APTE, SPEC and AKISS, even though
DEEPSEC covers a strictly larger class of protocols than APTE and SPEC. Besides, its perfor-
mances are comparable to SAT-EQUuIv, which still outperforms DEEPSEC when the number
of parallel processes significantly increase. This gap in performances seems unavoidable as
DEEPSEC operates on a much larger class of protocols (more primitives, else branches, no
limitation to simple processes, termination guaranteed).

Part of the benchmarks consists of classical authentication protocols and focuses on
demonstrating scalability of the tool when augmenting the number of parallel protocol ses-
sions. The other examples include more complex protocols, such as Abadi and Fournet’s
anonymous authentication protocol [AF04], the protocols implemented in the European pass-
port [For04], the AKA protocol used in 3G mobile telephony, as well as the Prét-a-Voter [RS06)
and the Helios [Adi08] e-voting protocols.
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2 Model

2.1 Messages and cryptographic primitives

We model the messages that are exchanged as first-order terms over a given signature and we
equip them with a term rewrite system.

Term signature. We assume an infinite set of names, denoted N' = {a,b,. .., } which are
used to model atomic data. We partition N into two disjoint infinite sets Npyp and Nppy.
Noub is used to model public names that are known by the adversary, or generated by the
adversary. N is the set of private names, used to model secret keys and nonces. We also
define an infinite set of variables, denoted X as well as a signature F = {f/n,g/m, ...}, that
is a finite set of function symbols with their arity. More precisely, we consider F = F. W Fy
where F, is the set of constructors and Fy is the set of destructors. Intuitively, in contrast
to constructors, the destructors represent cryptographic primitives that can fail during their
execution, which may for instance happen when incorrect arguments were given to them (e.g.
decryption may fail when one tries to decrypt a cipher text using the wrong key).

Ezample 1. A signature for modelling standard cryptographic primitives (symmetric and
asymmetric encryption, concatenation and hash) is F = F.UF,; where F. and F, are defined

as follows:
F. = {senc/2, aenc/2, pk/1, ()/2, h/1}
Fq = {sdec/2, adec/2, proj,/1, proj,/1}

The function aenc (resp. senc) represents asymmetric (resp. symmetric) encryption with
corresponding decryption function adec (resp. sdec) and public key pk. Concatenation is
represented by () with associated projectors proj; and projy. h represents the hash function.

Terms and substitutions Terms are defined as names, variables, and function symbols
applied to other terms. For any F C F, N C N and V C X, the set of terms built from N and
V by applying function symbols in F is denoted by T (F,N U V). We denote by vars(t) and
names(t) the sets of variables and names respectively occurring in a term ¢. We denote by
st(t) the set of subterms of u, and by sst(t) its strict subterms, i.e. sst(t) = st(t) \ {t}. We
write root(t) for the function symbol, name, variable or constant that is at the root position
of the term t. A constructor term is a term belonging to T (F., N U X).Given a term t we
denote by |t| its size, i.e., the number of nodes of the syntax tree of the term. When stating
some of our complexity results we suppose a succinct representation of terms as DAGs with
maximal sharing (which may be exponentially more concise). We define |t|gag = |st(t)| to
be the DAG size of ¢, which equals the number of different subterms occurring in ¢ (as the
DAG with maximal sharing has exactly one node for each subterm). These notions of size
are naturally lifted to sets and sequences of terms (where the sharing of DAGs is common to
all elements of the set or sequence).

We distinguish two types of terms: protocol terms and recipes. For this we refine the set of
variables X' to be composed of three different types of variables and define X = XYW X2y AX
where X! = {z,y,2,...} is the set of first-order variables, X* = {X,Y,...} is the set of
second-order variables and AX = {axy,...,axp,...} is the set of azxioms. We also write AX;
for the set {ax, . ..,ax;} and by convention define AXy = (). We define vars!(t) = vars(t)n&x!,
vars®(t) = vars(t)NX? and axioms(t) = vars(t)NAX to denote the set of first-order variables,
the set of second-order variables and the set of axioms occurring in ¢, respectively. We further



refine the set of second-order variables as X2 = Uio X2, such that for any i > 0 we have

that (U, X7) C X7. We moreover define X7 to be (X7 \ X2 ;) and write X:i when we want
to emphasise that X € X2. Intuitively, a second order variable X:i may only be instantiated
with terms whose axioms are in AX; and second-order variables in Xf.

Protocol terms are the set of terms in 7 (F,N U &X'). A ground protocol term ¢ is a
message if ul is a constructor term for all u € st(¢). We define the predicate Msg(-) on terms
such that Msg(t) is true if and only if ¢ is a message.

Recipes are defined as the set of terms in T (F, N, U X? U AX). They represent the
actions of the attacker and in particular how he deduces messages. Axioms can be seen as
pointers to the hypotheses (either initially known messages or protocol outputs). A ground
recipe ¢ is a recipe that does not contain second-order variables, i.e., vars?(¢) = (). Note that
a ground recipe may however contain axioms. We also define by 7,2 = T (F, Npup UXZUAX;),
i.e., the set of recipes that may only contain axioms and second-order variables up to i.

Substitutions are mappings from variables to terms. We usually denote a substitution
o as {x1 — ui;...;xy — up}. The domain of o, denoted dom(c), is the set {x1,...,z,}
and the image of o, denoted img(o), is the set {ui,...,u,}. We denote the substitution
whose domain is empty by 0. We moreover write |o| for |dom(o)|, we denote by o|x the
substitution whose domain is restricted to variables in X and write o’ > ¢ when o’ extends
o, ie., o |dom(s) = 0. As usual we homomorphically extend substitutions to apply to (sets
of, sequences of) terms and use postfix notation for application, i.e., we write to for o(t).
We suppose that substitutions will preserve the types of the terms: they will map first-order
variables to protocol terms, axioms to protocol terms and second-order variables to recipes.

Remark 1. We suppose that substitutions preserve types: variables of X! U AX are mapped
to protocol terms and variables of Xf to recipes of 7;2

Rewriting and unification Behaviour of primitives are modelled through a finite conver-
gent rewriting system R defined on F such that for all (¢,r) € R, usually denoted ¢ — r € R,
e T(F,X)and r € T(Fe X). A term w is reduced into v by R, denoted u — v, if there
exist a substitution o, a position p of ¢t and (¢,r) € R such that ul|, = ¢o and u[ro], = v.
We denote by —% the transitive closure of —%. Since R is convergent, we denote by ulr
the (unique) normal form of u, i.e. v =% ulgr and no reduction step is possible on ulr. To
lighten notation, whenever R is clear from the context, we omit R and simply write ©u — v
and ul.

Definition 1 (rewriting system). A rewriting system R is

e subterm if for all £ — r € R, r is either a strict subterm of £ or a ground term in
normal form;

e destructor if for all ¢ — r € R, £ is a term g(uy, ..., u,) where the u;’s are constructor
terms and g € Fg.

Ezample 2. The signature in example [I| can typically be equipped with the rewriting system:

sdec(senc(x,y),y) — = proj;({x,y)) — x adec(aenc(x, pk(y)),y) = = projy((z,y)) =y

Two terms ¢t and u are (syntactically) unifiable if there exists a substitution o such that
to = uo. A substitution o is said to be a most general unifier of t and w if for any unifier 6 of ¢



and u, there exists 7 such that § = o7. It is well known that for any two unifiable terms s and
t, there is a unique most general unifier, up to variable renaming. We denote this most general
unifier by mgu(s,t). We assume w.l.o.g. that dom(mgu(s,t)) N vars(img(mgu(s,t))) = and
dom(mgu(s,t)) U vars(img(mgu(s,t))) C vars(s,t). We also define the set of unifiers modulo
a rewrite system R.

Definition 2. Let {s;,t;}icr be a set of pairs of terms and X = vars({s;, t;}icr). A set of
substitutions mgugp ({s; a titier) is called a complete set of unifiers modulo R of the system
of equations {s; =" t;}ic1 if each of the following holds:

1. dom(o) C vars(X) for each o € mgug ({si =" ti}icr);

2. sio) = tiol, Msg(so) and Msg(ta) for each i € I and each o € mgug ({s; =" t;}ic1);

3. for any substitution 0 such that s;0 =g t;0 for every i € I, there exists a substitution
o € mgug ({si =" ti}icr,) and a substitution T with 0[X]| = o7|x .

For singleton systems, we also write mgug (s, t) instead of mgug ({s =" t}). Such complete
sets of unifiers can be computed for (destructor) subterm convergent rewrite systems using
narrowing. Also note that for destructor rewrite systems we require that the unifiers only
yield messages and not arbitrary terms.

Ezample 3. Using the rewrite system of example 2| if a € N and ¢ = sdec(proj;(z),y) we
have mgug (a,t) = {{x — (senc(a,y), z) }}. An other, less usual, example consist of unifying
t = proj; (z) with itself modulo R since we do not get the identity but mgug(t,t) = {{z —

(y,2)}}
2.2 Processes

Plain processes, the core of the modelling of distributed protocols, are defined by the following
grammar by following in the steps of [AF01]:

PQ:= 0 null
PlQ parallel
if u =vthen PelseQ conditional
u(v).P output
u(z).P input

where u, v are terms and x is a first-order variable. Nested parallel processes may be written
without parenthesis assuming a right-associative convention:

n
17 2 Pl 1P 2 PP [ Py))
i=1

Inputs bind variables and define their scope: a plain process is then closed if it does not have
free variable, i.e. all variables are bound. We say that a plain process P is positive when each
of the conditionals of P is of the form if u = v then @ else 0 (written if v = v then Q).
We denote by |P| the size of the process, that is the size of the process tree plus the size of
the terms (in explicit representation) and by |P|pa¢ its size when terms are represented by
DAGs (with global sharing).



Remark 2. The calculus of [AF0I] has a replication operator requiring a mechanism (name
restriction) to handle unbounded private-name generation. Here, private names are simply
those of Npy.

Ezample 4. Consider the protocol for private authentication [AF04], described informally
using Alice-and-Bob notation:

X — B :aenc({Nx,pk(skx)),pk(skp))
B — X :aenc((Nx, (Np,pk(skp))),pk(ska)) if X=A
aenc(Np, pk(skp)) otherwise

B accepts authentication requests from A but not from other parties. However, the protocol
should hide to any outsider that B is willing to engage with A—which explains the decoy
message sent when B is contacted by a different party. The role of B can be specified in the
applied pi calculus, writing ¢t = adec(zx, skp), t1 = proj,(t) and to = proj,(t):

B = c(x).
if ta = pk(ska) then
¢(aenc((t1, (Np, pk(skp))), pk(ska)))
else ¢(aenc(Np, pk(skp)))

where sk4,skg, Nao, N € ./\/prv, c € Npub. Anonymity can be stated as equivalence of B
and B’ = B{sk > sk 4/}, assuming that the attacker has access to all public keys involved.
Indeed, this means that an attacker sees no difference between B willing to engage with A or
A

Next we define extended processes which intuitively represent the set of plain processes
simultaneously executed in parallel, together with the knowledge aggregated by the attacker
along the run through public outputs:

Definition 3 (extended process). An extended process is a pair A = (P, ®) where:

o & = {ax; — uy,...,ax, — Up} is a substitution of domain dom(®) C AX and range

img(q)) - T(FcaN);
o P is a multiset of closed plain processes.

Moreover, we require that all variables are bound only once in P, i.e., a variable x can appear
only in one input of P.

The substitution ® is called the frame. The frame contains the attacker’s initial knowledge
by recording the protocol outputs. It will be used to evaluate recipes, e.g. £® represents the
message obtained by application of ® on the recipe £&. Given an extended process A, we
denote the frame of A by ®(A). Finally, we use a double-bracket notation {-} for multisets.

2.3 Semantics

We define the operational semantics of extended processes through a labelled transition rela-

R
tion A i>C B where A, B are extended processes and a is an action and R a rewrite system.
For the sake of readability we often omit to specify R, as it is generally clear from the context.
The alphabet of actions A consists of

10



e the set of input actions £({) where £ is a recipe for the channel, and ¢ a recipe for the
term to be input;

e the set of output actions £(ax,) where ¢ is a recipe for the channel, and ax,, is the axiom
added to the frame, pointing to the output term.

In a transition A i>C B, a is either the empty word ¢ or a letter from A. The transition
relation is defined by the rules given in fig. 2] Note that we check that all terms that have to
be evaluated during the execution are messages.

(PU{0},®) S (P, ®) (NULL)

(PU {ifu=vthen PelseQ},®) S (PU{P},®) (THEN)
if Msg(u), Msg(v) and ul = vl

(PU{ifu=uvthen PelseQ},®) 5. (PU{Q},d) (ELSE)
if either =~ Msg(u), ~Msg(v) or ul # vl

(P U {alt).Pu(z).Q}, @) . (PU{P,Q{z— t}},®) (Comm)

if Msg(u), Msg(v), Msg(t) and ul = v
(PU{P|Q}. @) = (PU{P,Q}, ) (PAR)
(PU fu(x).P}, ®) L5 (P U{P{z — ¢B1}}, @) (In)

if £,¢ € T(F, Npup U dom(®)), Msg(u), Msg({P), Msg(¢P) and EP = ul

(PUfa(t).PY, &) S2% (P ULPY, & U {axn s 1)) (Our)
if £ € T(F, Npub U dom(®)), Msg(u), Msg({®), Msg(t), P = ul, and n = |®| +1

Figure 2: Semantics of the calculus (w.r.t. an implicit rewrite system R)

Given a word w € A*, we denote the relation A = B when A “%_ ... “»_ B with
w = aj...a,. The process calculus is very similar to the replication-free fragment of the
original applied m-calculus [AF01] and has the same expressiveness. Finally, taking F = ()
and R = (), i.e., the only terms are names and variables, we retrieve a calculus that is similar
to the finite, pure m-calculus [MPW92].

Ezample 5. We introduce a toy example which will serve as a pedagogical running example.
It was designed for its simplicity and capacity to illustrate the different notions defined in
this paper. If b € {0,1} € Nyyp and ¢ € Npup:

PP 2 ¢(x).if projo(x) = b then ¢(0) else &(projy(x))

Q = c(x). c(projy())
Process @ forwards the second component of a term received through a public channel ¢. P°
and P! have a similar behaviour as @ except that on input values (t, 1), P! outputs 0 rather

than 1. We illustrate the semantics on P!, e.g. by forwarding a hash h(n), n € Noub, sent by
the attacker:

lI>

({P'}.0)

c({0,h(n))) if projy((0,h(n))) = 1 then ¢(0)
—% ({{ else &(proj, ({0, h(n)))) }} ,(b)
c(axy } (@7{3)(1 N h(n)})
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2.4 Equivalences

Equivalences between two processes intuitively express the fact that no attacker can distin-
guish these two processes. They can be used to formalise many interesting security properties,
such as anonymity, unlinkability, strong secrecy, etc. We focus in this section on three equiv-
alences: static equivalence, labelled bisimilarity and trace equivalence.

2.4.1 Static equivalence

Static equivalence expresses that two sequences of terms, represented by frames, are indis-
tinguishable to an attacker. This notion has been extensively studied (see e.g. [ACO06]).
Intuitively, two frames are in static equivalence if an attacker cannot distinguish them, even
when applying arbitrary primitives to the messages in the frames.

Definition 4 (static equivalence). Let ® and ®' two closed frames and R a rewrite system.
We say that ® and ®' are statically equivalent, written ® ~® &' when dom(®) = dom(®’)
and when for all ground recipes &, C, if azioms(§, () C dom(®) then:

o Msg(ED) if and only if Msg(£D')
o if Msg(£P) and Msg((®) then E® g = (Plg if and only if EP'|r = (D' x.
We also lift static equivalence to extended processes: A ~* B iff ®(A) ~* &(B).

The first item of definition [ states that the failure of a destructor on one frame also yield
a failure on the other frame. The second item is more classical and is used to verify that an
equality holding on one frame also hold on the other frame.

Ezxample 6. One informal property of encryption schemes is that an encrypted message should
look unintelligible, which is expressed by the static equivalence of ®; = {ax; — senc(m,k)}
and ®; = {ax; — m'} for all m € Ny, and k,m’ € Npp. This is not the case anymore once
the key is revealed: ®y U {axy — k} # &1 U {axe — k} (try recipes £ = sdec(axj, axz) and
¢ =m).

2.4.2 Trace equivalence

Trace equivalence is a generalisation of static equivalence to the case where an attacker ac-
tively interacts with the protocol. Intuitively, two extended processes A and B are in trace
equivalence if any sequence of actions of A can be matched by the same sequence of actions
in B such that the resulting frames are statically equivalent.

Definition 5 (trace equivalence). Let A and B be two extended processes and R a rewrite

system. We say that A TR B if for all A £ (P, ®), there exists (P',®') such that B =
(P',®') and ® ~* ®'. We say that A and B are trace equivalent, denoted A =~ B, when
ACR B and BCF A.

One can easily prove that trace inclusion CJX is a (partial) ordering on extended processes
and that ~F is an equivalence relation.

12



2.4.3 Labelled bisimilarity

The last equivalence states that an external observer cannot make a difference between two
protocols, taking into account not only the frames but also the dynamic behaviour of the
processes.

Definition 6 (labelled bisimilarity). Let R a rewrite system. Labelled bisimilarity (=) is
the largest symmetric relation such that for all extended processes A and B, A =% B entails:

1. A~ B; and
2. if A 5. A’ then there exists B' such that B = B' and A' =~} B'.

One can easily prove that this defines an equivalence relation on extended processes.
In [AF01] it was shown that labelled bisimilarity coincides with observational equivalence, a
barbed congruence relation.

FEzxample 7. Consider the processes introduced in example The informal statement that
PY and @ have the same behaviour is expressed by the equivalence (P°,0) ~; (Q,0). On

the contrary (P, 0) %, (Q,0) since the transition (P!,0) %C {ax; — 0} cannot be
matched in (Q,0).

2.5 Complexity and decision problems
In this section we shortly remind some background about complexity, mainly introducing our
notations and define the decision problems related to the previously introduced equivalences.

2.5.1 Basic complexity classes

Given f : N — N, we define TIME(f(n)) (resp. SPACE(f(n))) the class of problems decidable by
a deterministic Turing machine running in time (resp. in space) at most f(n). It is common
to define the following classes:

LOGSPACE = |_J SPACE(log(n”)) pTIME = | J TIME(n?)
peEN peEN

PSPACE = U SPACE(n”) EXPTIME = U TIME(2"")
peN peEN

One can define their non-deterministic counterparts NLOGSPACE, NPTIME, NPSPACE and NEX-
PTIME. Given a (non-deterministic) class C, we call co-C the class of problems whose negation
is in C. From now on, we often omit the suffix TIME in the name of time-complexity classes
for the sake of succinctness, and write L instead of LOGSPACE. Then it is known that:

L € NL=coNL C P C NP,coNP C PSPACE=NPSPACE C EXP C NEXP,CONEXP

By abuse of notation, we identify a class C of decisions problems and the class F'C of func-
tions (from string to string, in terms of Turing machines) computable within the resources of
C. We use many-to-one polynomial-time reductions to define complete problems for complex-
ity classes above PTIME, and mention the more general notion of oracle reduction, deciding
a problem with a constant-time black box for an other problem. The class of problems de-
cidable in C with an oracle for a problem @ is noted C%. When @ is complete for a class D
w.r.t. a notion of reduction executable in C, we may write C? instead.

13



2.5.2 Polynomial hierarchy

In terms of alternating Turing machines, the difference between NP and PSPACE lies in their
capacity to express (quantifier) alternation. However, the gap between “purely existential”
(NP) and “unrestricted alternation” (PSPACE) seems a little harsh. The polynomial hierarchy
defines the intermediate classes.

Definition 7 (polynomial hierarchy). The polynomial hierarchy PH consists of the classes ¥,
defined by Yo =P and ¥; = NP¥1 if i > 0. In particular, ©1 = Np. We also write II; for
coY;.

2.5.3 Decision problems for equivalences

For each of the previously mentioned equivalences, whenever the rewrite system is clear from
the context we omit R and simply write ~, ~; and ~,. We can now define the decision
problems associated to each of these equivalences.

Definition 8 (parameterised equivalence problem). Let F be a signature, R a rewriting
system defined on F and < € {~, =y, ~¢}. We define the decision problem Equivg z:

INPUT: two extended processes A, B defined on F.

QUESTION: A <® B,

In [ACOG], it was first shown that for an arbitrary convergent rewriting system R, and
signature F the problem Equiviy r is undecidable, but for any subterm convergent rewriting
system R, Equivy » can be solved in polynomial time. We note that in Equiv%};, R and F are
not part of the input and that all previously proposed procedures in [AC06, (CDK12, [CBC10]
are actually exponential in R or F. Moreover, this definition does not allow to give a lower
bound for the whole class of subterm convergent rewriting system (the lower bounds may be
different for particular rewriting systems). We therefore define an alternate problem which
takes R and F as additional inputs. Given the undecidability of the general case we need to
restrict the class of rewrite systems, or processes. We do that by the means of a predicate
which must hold on the input.

Definition 9 (general equivalence problem). Let <€ {~ =y, ~}. We define the decision
problem Equivy;:

INPUT: a signature F, a rewriting system R defined on F, two extended processes A, B
defined on F such that (F, R, A, B) holds.

QUESTION: Equivg #(A, B).
To lighten notation we will often just write
“Equiv™ for subterm convergent rewrite systems and positive processes”
rather than

“Equivi where ¢(F, R, A, B) holds when R is a subterm convergent rewrite sys-
tems and A, B are positive processes”.

14



Remark 3. It is important to be precise on whether terms in the input are provided as
trees or DAGs (as the DAG representation may be exponentially more concise). In this
paper, when proving complexity lower bounds we suppose that terms are represented as
trees; when showing upper bounds we suppose that terms are encoded as DAGs. As terms
in tree representation can be converted into DAGs in polynomial time (in the tree size), the
presented results also hold if the other encoding would have been chosen.
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Part 1
Complexity lower bounds

3 Tools for proving complexity lower bounds

In this section we introduce a few tools and gadgets that will be helpful for encoding problems.

3.1 Internal non-deterministic choice

A classical feature of CCS which is not directly part of the applied mw-calculus is non-
deterministic choice. P + () can be executed either as P or as (), which is formalized by
the following rules:

(PU{P+Q},®) > (PU{P},®) (CHoICE-L)
(PU{P+Q},®) . (PU{Q}, ) (CHOICE-R)

The classical encoding for + within the initial calculus is formally defined by a process
transformation [-], where:

[P+Q] 25(s)|s(x).[P]]|sy)[Q] where s € Ny and z,y € X! are fresh (1)

and all other cases of the syntax are handled as homomorphic extensions of [-]. As for the
parallel operator we will sometimes use the big operator » | assuming right-associativity. The
correctness of this translation with respect to ~; and =, will be stated later on in section

Remark 4. By “fresh name” (or variable), we mean that the term does not appear in other
parameters of the problem, should it be in processes, their translations, or frames.

We also introduce the Choose(x) construct which non-deterministically assigns either 0
or 1 to z. Choose(x).P silently reduces to either P{z + 0} or P{z — 1} and Choose(Z).P
is defined as Choose(r1).Choose(xs)...Choose(z,).P where ¥ = z1, -+ ,z,. Formally, we
extend the operational semantics with the rule

(P U {Choose(z).P},®) 5. (PU{P{x+ 0}},®) (CHOOSE-0)
(P U {Choose(z).P},®) S (PU{P{z s 1}},®) (CHOOSE-1)

and define

[Choose(y).P] £ (d{0) + d(1)) | d(y).[P] with d € Ny is fresh

3.2 Boolean circuits and formulae

About circuits Complete problems in complexity theory often involve boolean formulae
(e.g., SAT or QBF). The ability to evaluate boolean formulae, or boolean circuits in general,
within the applied 7-calculus is therefore curcial. We can implement such a feature by the
means of private channels and internal communication: each edge of a boolean circuit I'
indeed mimics a channel transmitting a boolean over a network (fig. .
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Figure 3: Simulation of an OR~gate within the applied mw-calculus

Formally, the essence of circuits lies in so-called logical gates which are boolean functions
with at most two inputs. We assume without loss of generality that the gate has at most two
(identical) outputs, to be given as input to other gates. Logical gates usually range over the
constants 0 and 1 and the predicates A, V and — with the usual truth tables but we may use
other common operators such as =. From that a boolean circuit is an acyclic graph of logical
gates: each input (resp. output) of a gate is either isolated or connected to a unique output
(resp. input) of an other gate, which defines the edges of this graph.

Such a circuit I with m isolated inputs and p isolated outputs thus models a boolean
function I' : B™ — B"™ (where B = {0,1}). We write (c1,c2,9,c3,c4) € T' to state that
g : B2 = B is a gate of I whose inputs are passed through edges ¢; and ¢y and whose output
is sent to edges c3 and ¢4. This notation is naturally lifted to other in-outdegrees.

Embedding into the calculus The syntax of plain processes is now extended with the
construction x1, -,z < (b1, -+ ,by).P where I' : B™ — B" is a circuit, z1,..., 2, vari-
ables and by, - -+, by, terms. We fix two distinct terms 0,1 € T (F, Npup) to model B within
the calculus, and the labelled operational semantics is extended with the rule:

(PU{z<«T(b ) P}, ®) S (PU{P{Z— F(lﬂ)}}}, D) (VALUATE)
if Msg(b) and b C B

Now we have to extend the definition of [-] (previous subsection) to handle the new
operator. For simplicity we only consider the case where gates have two inputs and two
outputs: handling lower arities is straightforward. If (¢1, c2, g, c3,c4) € T, we first define:

ler, 2,9, c3,¢a] £ cr(x).caly). J] if @ =10 then if y =1 then (c3(g(b,1)) | ea(g(b,V)))
bb/eB

where c1, 2, c3,¢4 € N, orv (assuming that different circuits in a process do not share edges).
To sum it up, we simply see circuit edges as private channels and simulate the logical flow of
the gate. It is then easily extended:

[« <—F chk bi) H [c1,c2,9,c3,¢a] | coy(x1)...Co,(xn)[P] (2)
(c1,c2,9,¢3,¢4)€ET
where (¢;, )i, (resp. (co,)j—;) are the isolated input (resp. output) edges of I.

Remark 5. When b and b’ are fixed booleans, g(b,b’) denotes the boolean obtained from the
truth table of g: we emphasise that g is not a function symbol of the signature F.

Remark 6. We assume that every input of a circuit goes through at least one gate and has
at least one output. This is to avoid irrelevant side cases in proofs.
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3.3 Correctness of the translation

Now we dispose of an extended syntax and semantics as well as a mapping [-] removing the
new constructors from a process. The correctness of this translation is proven in appendix [A.2}

Lemma 1. Let zj‘ and zz’ be the notions of trace equivalence and labelled bisimilarity over
the extended calculus (the flag © being omitted outside of this lemma). For all extended
processes A = (P, ®), the translation [A] = ([P],®) = ({[P] | P € P}, ®) can be computed
in polynomial time, A ~; [A] and A~/ [A].

Remark 7. As the finite, pure, and positive fragments of the applied w-calculus are closed
under [-], sums and circuits can be safely used within any intersection of such fragments.

4 Complexity lower bounds for the pure n-calculus

In this section we give lower bounds for the complexity of Equiv™* (resp. Equiv™*) for the
positive pure m-calculus, i.e., taking F = R = (). We show that deciding trace equivalence,
respectively labelled bisimilarity, is IIs-hard, resp. PSPACE-hard, in this setting. This is done
by reduction from QSAT, (resp. QBF) to non-equivalence.

4.1 Trace equivalence

To show that trace equivalence is Ils-hard we proceed by a reduction from QSATs to non-
equivalence. As QSAT; is known to be ¥;-complete [Pap03] this allows us to conclude that
trace equivalence is IIs-hard.

Definition 10 (QSAT;). For anyi € N, the problem QSAT; is defined as follows:

INPUT: A boolean formula ¢ and a partition X1,--- , X; of its variables.
QUESTION: Does the statement 3X1,VXo, -+ ,QX;, ¢ hold, where Q = 3 if i is odd and
Q =V otherwise?

Let ¢ be a boolean formula whose variables are partitioned into {Z} U {g}. Our goal is to
construct two processes A and B such that:

A%, B if and only if IZVY.o(Z,7) =1 (3)
20
e
!
P(v) P(1) P(0) P(1) Choose(¥)
!
v 4 (T, Y)
!

c(t)

Figure 4: Schematic definition of A and B
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Consider three distinct names ¢, 0,1 € Npyp (the last two modelling booleans for the circuit
construction of section . Processes A and B are depicted in fig. 4l Intuitively, the process
P(t) (where ¢ is a term which may depend on the variables bound by P) gets a valuation of
Z from the attacker, internally chooses a valuation of ¢, computes the value of ¢(Z, %) using
rule and outputs t. From that it is quite easy to see that A and B have the same
set of traces iff for all valuation of &, there exists a valuation of ¢ such that ¢(Z,y) = 0. More
formally, we define P(t), A and B as follows.

lI>

P(t) £ ¢(¥). Choose(7). v + @(Z, 7). ¢(t)
P(v)+ P(1)
P(0) + P(1)

lI>

(1>

A
B

The correctness of the reduction, that is to say eq. , is formally proven in the long
version, appendix

Theorem 1. Equivg‘:é 1s Ila-hard on positive processes.

4.2 Labelled bisimilarity

To prove that labelled bisimilarity is PSPACE-hard for the positive pure pi calculus we proceed
by reduction from satisfiability of Quantified Boolean Formulae (QBF), which is PSPACE-
complete [Pap03].

Lemma 2 (QBF). The following problem is PSPACE-complete:

INPUT: A boolean formula @ with variables x1,...,Tn, Y1, -+, Yn-
QUESTION: Does Ax1,Yy1, ..., 3Ty, YYyn, @ hold?

The case of labelled bisimilarity is more involved as QBF allows arbitrary quantifier al-
ternation. Let ¢ be a boolean formula whose variables are partitioned into {xi,...,z5} U
{y1,...,yn} for some n € N. We construct (in polynomial time in the size of ¢ and n) two
processes A and B such that:

A%y B if and only if Jx1Vyi ... 3z, Vyn. p(x1,. ., Ty Y1y Yn) =1 (4)

Both QBF and labelled bisimilarity may be seen as bisimulation games: an attacker plays
the J-quantifiers (selects a transition in a process) whereas a defender responds with the
V-quantifiers (tries to find a similarly-labelled sequence of transitions in the other process).
The role of A and B is to implement this intuitive connection: the attacker moves will be
simulated by public inputs ¢(x;) and the defender responses by instructions Choose(z;).c(y;).
The structure of A and B is then designed to constrain the moves of the two players so that
the winning condition of the attacker is exactly Jz1Vy; ... 3z, Yyn. ©(Z,7) = 1.

A and B are defined inductively by processes A;, B; and D;, depicted in fig. 5 structured
in a way that, in a bisimulation game:

1. the attacker chooses the instance of x;;

2. the defender chooses the instance of z; and can force the attacker to instanciate y; with
the same value (the attacker not doing so allows for a trivial victory of the defender).
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D; C(yi) ri=1 é r; =0

Goto (Air1) Goto (Bit1) (0)

Goto <Bi+1>

Figure 5: Schematic definition of A; and B;

We fix a family of private channels (cp)p C Npn indexed by processes P which will be used
to simulate instructions Goto (P). We use a shortcut d{ ¢ ) for an indexed sequence of terms
(t;)i to denote the sequence of outputs:

d(TP) 2 d(ty) .. dlt,)

and a similar notation for sequences of inputs. Then the Goto feature is implemented as
follows, allowing for passing and receiving program states through parallel processes:

Goto (A;) 2 e (78, YY) Goto (B;) £ e (7, YY)
GetEnv (A;).P 2 cp (7%, YY) GetEnv (B;).P 2 cp (7, YY)

Formally the processes A;, B; and D; are defined below. We stress out that A and B
are closed (as required) but that A;, B; and D; are not in general. Fixing a public channel
¢ € Npup, We write:

Vi <

n, A; = c(x;). x; < x;. D;
Vi <n, B C(iL‘Z) Ti < ;. (DZ + (c(yz-). Y; < ;. Goto <BZ+1>))

lI>

Api1 £ v+ o(Z, 7). &v)
Bi1 = ¢(0)
D; & Choose(z;). c(y;). i < (yi = zi)-

((If r; = 1 then Goto <Al+l>)
| (if 7 =0 then c(v;). yi < vi. Goto (Bit1)))
As in the reduction for trace equivalence (section , the Choose(a) simulates non-
deterministic choice among B; the construction « <— «, which may seem useless, encodes the

test a € B. Finally, we define A and B by putting the auxiliary processes in parallel and
connecting the Goto’s to the getEnv’s:

n+1 n+1
A2 A4 |C  B2B |C  C#% [](GetEnv(A;).4;) | ] (GetEnv(B;).By)
1=2 =2
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A and B can be computed in time O(n?+|p|) in a straightforward way. The last ingredient of
our reduction, namely the proof of eq. , follows the steps of the intuition presented above;
the technical proof itself may be found in appendix in the long version.

524

Theorem 2. Equivy is PSPACE-hard on positive processes.

5 Complexity lower bounds for the applied 7m-calculus

5.1 Static equivalence

The problem of static equivalence for subterm convergent equational theories has first been
studied by [ACO6]. It is proven PTIME provided that the rewrite system is a constant of the
problem. All procedures for static equivalence in the literature can also be claimed PTIME
only when the rewrite system is fixed. We prove here that the problem is actually coNP hard
when the rewrite system is part of the input.

Reduction By reduction from saT, let ¢ = A”_; C; a boolean formula in CNF with n
variables x1,...,z, and p clauses C1,...,C),. Then we define the signature 7 = F. & Fy:

Fe= {0¢ 1) f/27 g/2} Fa= {eval/n}
which is equipped with the rewrite system R defined by the following p + 1 rules:

eval(f(x1,y),...,f(zn,y)) = 0 eval(g(t},y), .., 8(th,y)) = 0
where 1 <7 < p and

x; if x; does not appear in C;
t;- = ¢ 0 if z; appears positively in C;
1 if z; appears negatively in C;

Note that this definition assumes that no clause of ¢ contains both a litteral and its negation.
Such clauses are tautological and can be removed by a preprocessing step in LOGSPACE,
inducing no loss of generality. Intuitively, if ¢1,...,t, € {0,1}, eval(g(t1,v),...,8(tn,y)) is a
message and reduces to 0 iff the valuation {x; — t1,...,z, — t,} falsifies p. Note also that
R is convergent, subterm and destructor. Then the reduction lies in the fact that, for some
k € Now, {f(0,k), f(1,k)} ~ {g(0,k), g(1,k)} iff ¢ is unsatisfiable.

Theorem 3. Equivy ¢ for R subterm destructor is coNP hard.

5.2 Reducing succinct satisfiability to positive equivalences

In this section, we show a coNEXP lower bound for trace equivalence and labelled bismilar-
ity by co-reduction from SUCCINCT 3SAT. A succinct instance of 3SAT is a boolean circuit
T':{0,1}™*2 — {0,1}"*! (we refer to the definitions of section [3.2). Through binary repre-
sentation of integers, I' is interpreted as a function [I'] : [0,2™—1] x[1, 3] — {0, 1} x[0,2"—1].
This way, I encodes a CNF formula [I'] » With 2" variables ' = xo, - ,zan—1 and 2™ clauses:

) v =z if [I](¢,5) = (0, k)
r — GV Ve wh ik N
[[ ]]go(x) Z/\O 7 ? ? ere { E‘Z = T if I]:P]]<Z7j) (17 k)
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Rephrasing, [I](i,4) returns a sign bit and the j% variable of the i clause of [I'],. This
induces the following question which is the typical complete problem for NEXP [Pap03].

Definition 11 (SUCCINCT 3SAT). The SUCCINCT 3SAT problem is defined as follows:
INPUT: A boolean circuit I' with m + 2 inputs and n + 1 outputs.
QUESTION: Is the 3SAT-formula [I'], satisfiable?

Consider an instance of this problem, I', with m + 2 inputs and n + 1 outputs and we
design F, R subterm destructor and A and B positive processes such that A %, B iff A %, B
iff [I'],, is satisfiable.

Term algebra Terms are built over the following signature:

F£ 0,1, (booleans B)
Node/2, /2, (binary trees)
h/2, (one-way binary hash)
hn/2, hg/2, Testy/1, Testg/1 (testable binary hashes)

We equip this term algebra with the rewriting system R containing the following rules
modelling subtree extraction (for binary trees) and argument testing (for hashes):

m(Node(z,y),0) — = m(Node(z,y),1) — y
Testy (hn(Node(z,y), z)) — 1 Testg(hg(0,2)) — 1 Testg(hg(1,2)) — 1

In particular R is subterm and destructor, the destructor symbols being 7, Testy and
Testg. We will also use a shortcut for recursive subtree extraction: if £ € T(F,N UX1)* is a
finite sequence of protocol terms, the notation ¢, is inductively defined by:

te 2t te = 7(t,0))

Core of the reduction Recall that we are studying a formula in CNF [I'], with 2"
variables and 2™ clauses. In particular, given a valuation of its 2" variables, we can verify in
non-deterministic polynomial time in n,m that it falsifies [I'],:

1. guess an integer i € [0,2™ — 1] as a sequence of m bits;

2. obtain the three literals of the i*" clause of [Ty (requiring three runs of the circuit T')
and verify that the valuation falsifies the disjunction of the three literals.

This non-deterministic verification is the essence our reduction. In the actual processes:

e a process CheckTree(x) checks that x is a correct encoding of a valuation, that is, that
x is a complete binary tree of height n whose leaves are booleans;

e a process CheckSat(z) implements the points 1. and 2. above.

All of this is then formulated as equivalence properties within A and B (see the interme-
diary lemmas in the next paragraph for details). Intuitively, we want to express the following
statement by equivalence properties: “for all term x, either x is not an encoding of a valuation
or falsifies a clause of [I'],”. A schematized definition is proposed in fig. [6]
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CheckSat(x) CheckTree(z)

c(x) Choose(p1,...,Pm)
!
/é\ b1»£1 — F(ﬁvovl) Z?;Ol
4
CheckSat(x) CheckTree(z) ba, 2 < T'(p,1,0) Choose(pi,...,p;) Choose(pi,...,py)
) 4 ¢
bs, U3 + T'(p,1,1) c(hn(z )z 8)) c(hg (2, 5))
4 ¢
o) b i ” e(h(1,s)) e(h(1,s))
V= V by = T|¢,
V by = Ty
CheckSat(x) CheckTree(z) l
¢(h(v, s))
¢(h(0, s)) 4
! c(h(1,s))

(h(1,s))

Figure 6: Informal definition of A and B

Formal construction Let us now define the processes depicted in fig. [6] properly; note that
all the proofs about the correctness of this construction are relegated to appendix but
we still state several intermediary lemmas in order to highlight the proof structure. But first
of all, let us give a name to a frame which is at the core of our reduction:

P = {ax; — h(0,s), axa — h(1,s)}

®d is reached after executing the central branch of B and everything is about knowing
under which conditions a frame statically equivalent to ®g can be reached in A. Let us define
the processes themselves now. We fix s € Ny and define, if z is a protocol term:

n—1

CheckTree(r) £ Z ( Choose(py, ..., pi). E(hN(Z|p,..p»5))- E(h(1,5)) )
i=0

+ Choose(p1, - - -, pn)- (hB(Z|p,..p,»5))- €(h(L,5))

Lemma 3. Let x be a message which is not complete binary tree of height n with boolean
leaves. Then there exists a reduction CheckTree(z) =. ({P},0) such that ({P},0) =

(@(h(0,5)).e(h(1,5)),0).
Now let us move on to CheckSat(x). This process binds a lot of variables:

— P =Dp1,...,pm models the non-deterministic choice of a clause number in [0, 2™ — 1];

— b;,4;, i € [1,3], where ¢; is a sequence of n variables, model the literals of the clause
chosen above (b; is the negation bit and ¢; the identifier of the variable);

— v stores whether the chosen clause is satisfied by the valuation modelled by x.
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CheckSat(z) £ Choose(p).
b1,01 < I'(p,0,1).
ba, lo < I'(p,1,0).
bs, s «+ I'(p,1,1).
v (b =)0, V by =1, V b3 = 1)p,).

¢(h(v,s)).¢(h(1,s))

Lemma 4. Let x be a complete binary tree of height n whose leaves are booleans, and val,
be the valuation mapping the variable number i = > ;" pp2F~t of [Ty to @p,.p,, € B.

Then, if val, does not satisfy [I'], then there evists CheckSat(z) =. ({P},0) such that

(£ P}, 0) ~e (&(h(0, ). e(h(L,5)), ).

We can finally wrap up everything by defining A and B and stating the last part of the
correctness theorem. We recall that all the proofs can be found in appendix

A £ ¢(x).(CheckSat(z) + CheckTree(r))

B £ c(z).(CheckSat(x) + CheckTree(x) + ¢(h(0,s)).¢(h(1,s)))

Lemma 5. [I'], is satisfiable iff A %, B iff A #, B.

Theorem 4. Equivz'y and Equiv}‘fR for R subterm destructor are coNEXP-hard on positive
processes.
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Part 11
Complexity upper bounds

6 A symbolic setting

In this section we introduce a symbolic process calculus: rather than requiring the attacker to
perform concrete actions, we record the constraints that need to hold on the inputs provided
by the adversary. This representation provides a finite representation of the infinite set of
actions available to the attacker. In this section we first define constraint systems which record
the constraints on adversary inputs. Next we introduce the notion of most general solutions,
a notion reminiscent to the set of most general unifiers, but for solutions of constraint system.
Then we introduce a symbolic process calculus, allowing to reason on non ground processes
and associated constraint systems. Finally, we define a partition tree: a partition tree may be
seen as the tree of all symbolic executions of two initial symbolic processes, but additionally
partitioning the solutions such that all solutions in a same node yield statically equivalent
processes. The partition tree conceptually captures all information needed to decide trace
equivalence and observational equivalence and will be used in the next section to provide
upper bounds on the complexity. Its construction is delayed to Section part

6.1 Constraint systems

Before defining constraint systems themselves we introduce a first-order logic for expressing
the constraints. We introduce two kinds of atomic formulas:

o (' u, and
o u="v

where u and v are constructor protocol terms and £ is a recipe such that root(¢) & F.. £+ u
is called a deduction fact. A positive literal u =" v is called an equation and a negative literal
—(u =" v), which we also denote by u #” v, is called a disequation.

A formula is a first-order logic formula built over atomic formulas. Given a formula F
we denote by vars!(F), respectively vars?(F), the set of free first-order, respectively second-
order, variables of F'. A valuation of a formula F' is a triple of substitutions (®, 3, o) where
D:AX - T(F,N), S &% = T(F,Nowp UAX), 0 : X! — T(F,, N) and that is grounding
for F'. The satisfaction relation |= for atomic formulas is defined as

(@,8,0) EEF uw iff £X®] =wuol and Msg(€X®)
(®,%,0) = (u="v) if wo=vo

and lifted to first-order formulas as usual. When a formula F' does not contain any deduction
constraint we sometimes simply write o = F' as the satisfaction of F' does not depend on ¢
and X. When C is a conjunction of atomic formulas, we sometimes, by abuse of notation,
interpret it as a set of formulas and write (u :32 v) € C when there exists C' such that
C=(u=kLv)AC.

We can now define constraint systems.

Definition 12. A constraint system is a tuple (®,D, E') where:
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o & ={axy > t1,...,ax, —> t,} is a frame where ty, ..., t, are constructor protocol terms;

e D is a conjunction of simple deducibility facts X +° t where X € X2 and t is a
constructor protocol term;

e E! is a conjunction of formulas of the form u="v orVyi..... Y. \/?:1 uj £7 v; where
uj,vj,u,v are constructor protocol terms for all j = 1,...,p, and y1,...,y; are first

order variables.
Moreover, we assume that the following conditions hold:

e second-order variables occur at most once in D, i.e., for all (X F* u),(Y " v) € D if

u#v then X #Y;
o forallk € {1,...,n}, v € vars!(t), there exists X € X2 | such that (X F ) € D;
e vars'(E') C vars'(D).
We denote by Cy the empty constraint system, i.e. ® is the identity and D = E' = T.

Intuitively, a constraint system records constraints on a symbolic execution as follows.
® corresponds to the frame. An input occurring after i outputs generates a deduction fact
X:i ' 2. Conditionals generate equations, respectively disequations, according to whether
the symbolic trace chooses the “then” branch or the “else” branch. The second condition on
constraint systems is generally called the origination property, and intuitively requires that
any variable used in an output must have been input before. Looking ahead, the particular
form of the disequalities can be explained by the fact that we use most general unifiers modulo
R to transform the condition ul # vl into a syntactic constraint using the following lemma.

Lemma 6. Let u,v be two protocol terms.
uol # vol V - Msg(uo)V - Msg(vo) < ok syng(u #v)
where
o synp(u # v) = Nscmgur (uo) V26 Vacoars! (u) © #' 10, and
o Z5 = vars'(ud,vd) \ vars (u,v).

Given a constraint system C = (®, D, E'), we denote by ®(C), D(C) and E!(C) the corre-
sponding elements of the tuple. The structure of a constraint system C is defined as |®(C)]
and {X | (X " z) € D(C)}.

Definition 13. We say that (,0) is a solution of a constraint system C = (®,D,E!) when
e dom(X) = vars?>(D) and dom(c) = vars'(D),
o (®0,%,0) =DAEL

The substitution o is called the first-order solution and X the second-order solution of C. The
set of solutions of an initial constraint system C is denoted Sol(C). A constraint system C is

satisfiable if Sol(C') # 0.
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Remark 8. Given a solution (3, o) € Sol(C), due to the origination property, the second-order
solution ¥ uniquely defines the first-order solution as o = o,, where

e dom(og) = {z | (X F' z) € D,X € A2} and for any x € dom(oy), z09 = X%|. Note
that when X € &2, XX € T(F, Npup) since AXy = 0.

o for 1 < k < n we define dom(oy) = {z | (X ' 2) € D,X € A2} and for any
x € dom(oy,), xop = (XX)(Pog_1)].

We also note that the empty constraint system Cy is satisfiable as Sol(Cy) = {(0,0)}.

Sometimes we need to restrict the set of solutions. Given a predicate 7 on second-order so-
lutions we write Sol™(C') for the solutions of C that satisfy 7, i.e. Sol™(C) = {(X,0) | (¥,0) €
Sol(C) and m(X)}. The predicate which holds on all second-order solutions is denoted by T
and we have that Sol" (C) = Sol(C).

6.2 Most general solutions

Similarly to the notion of most general unifiers of two terms, we define the most general
solutions of a constraint system that describe the shape of the all solutions of a constraint
system. Unlike syntactic most general unifiers, the most general solutions of a constraint
system may not be unique (even up to variable renaming) and may also require to create new
variables.

Definition 14. Let C be a constraint system and w a predicate on second-order solutions. We
define the most general solutions of C that satisfy 7, denoted mgs™(C), as a set of substitutions
such that:

o for all (£,0) € Sol™(C), there exist X9 € mgs™(C) and a substitution ¥y such that
Y= 2021|var52(C)'

e for all X9 € mgs™(C), dom(Xo) C vars®(C) and for all fresh bijective renaming 1 from
vars?(Xo) U vars?(C) \ dom (o) to Npup, there exists o such that (ZoX1]vars2(c), ) €
Sol™(C)

We suppose that all substitutions in mgs™(C) are distinct modulo renaming of variables.

The first condition is very similar to the most general unifier as it specifies that any
solution of a constraint system is an instance of one of the most general solutions. However,
this is not sufficient as for instance the identity substitution would satisfy it. Therefore, the
second condition captures that each most general solution is a non trivial solution: replacing
all second-order variables in the most general solution by distinct, fresh names yields a valid
solution.

6.3 Symbolic processes and symbolic semantics

A symbolic process is a pair (P,C) where P is a multiset of plain processes and C is a
constraint system. We define the symbolic semantics through a labelled transition relation
A 5, B where A, B are symbolic processes and a is an action. The alphabet of actions A
consists of

e the set of input actions X (Y) where X and Y are recipe variables;
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e the set of output actions X (ax) where X is a recipe variable and ax is an axiom.

In a transition A ¢ B, a is either the empty word € or a letter from As. The transition
relation is defined by the rules given in fig. As a notational shortcut, we interpret a
substitution o = {x1 > t1,...,2, — t,} as the formula z; =’ t; A ... Az, =" t, and also
use the notation synp(u #° v) (in rule (s-ELSE)) defined in lemma @ Finally, note that
mgug (t =7 ¢) may not be the identity substitution, as it enforces that ¢ must be instantiated
to a message (see Example [3]).

(Pu{0},C) =5 (P,C) (s-NuLL)

(P U {ifu=vthenQelse @2}, (®,D,EY)) S¢ (PU{Q1},(®,D,E' A o)) (s-THEN)
if o € mgug (upl =" vpul)

(P U {ifu=vthenQ else 2}, (®,D,EY)) S¢ (PU{Q2},(®,D,E' A p)) (s-ELSE)

where ¢ = syng (upl £ vpl)

(P U {a(t).Q1,v(x).Q2}, (9,D,EY)) S¢ (PU{Q1, Qofx — 11}, (®,D,E' A o)) (s-Comm)
if 0 € mgug (upl =" vul, tpl =" tpl)

(PU{P|Q}, (®,D,EY)) S, (PU{P,Q},(®,D,E) (s-PAR)

(P U fu(z).QY, (®,D,E) L% (P ULQY, (®,DAX F 2 AY F y,EL Ao)) (s-IN)

if 0 € mgug(y="upl) and X,Y € Xi\%l
(PU{a(t)Q}, (,0,E)) T2 (P U{Q}, (@ U faxy — tal}, DAY F 5, E' A o)) (s-Our)

if 0 € mgug(y =" upl, tul =" tpl), y is fresh, X € X2 and n = |®| + 1
where u, v and t are terms, x € X!, X, Y € X2, ax, € AX and pu = mgu(E!|=).

Figure 7: Symbolic semantics

Given a word w € A}, we define the relation A 2. Bas A %, ... . B where
w=aj...an, n € N and all second order variables in w are pairwise distinct. An example of
symbolic execution tree of processes introduced in example [5|is provided in fig.

We now show that our symbolic semantics is sound and complete.

Lemma 7. Let (P,C) be a symbolic process. We have that
o if (P,C) £, (Q,C") and (2,0) € Sol(C') then (Po, ®(C)ol) L2 (Qo, &(C)ol);

o if (£,0) € Sol(C) and (Po,®(C)o) = (Q,®) then (P,C) 25, (Q,C') and (¥',0") €
Sol(C") such that X' =%, Q = Q'd’, tr =trsX and ® = ®(C')o’|.

Note that taking a ground plain process P and C = Cy the second item simplifies to

o if ({P}.0) £, (Q,®) then ({P}.Cp) =2 (Q,C') and (¥',0') € Sol(C') such that
Q=09 ¢ tr=tr;X and ® = ®(C')o’|.

6.4 Partition Tree

To decide trace and observational equivalence, we introduce the notion of partition tree of two
plain processes, say P; and P». The aim is to build the (finite) tree of all possible symbolic
executions (regrouping processes reached by ¢ transitions in a same node), and additionally
partition solutions of constraint systems such all concrete processes represented by a node
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Poo= {P'}

(I)b,() = @

Db’O = 0

Eé,o = 0

[ Y(x)

if projy(z) = b then ¢(0)
Py = o

else ¢(proj,(x))
‘Pb 1= @

€ €
Po2= {0} Poz = {e(projz(z)) }
@b’Q = 0 ‘I)b’g = 0
Dy2= Dsp1 ) Dy3= Dp1 ,
EI%,Q = Eé,l Nx = <m1,b> Eé,S = El%,l AVzy.x #° <:L‘1,b>
Z{ax1) ‘ Z(ax1)
_ Py = {0}
Ppa= {0} By = {axi — x3}
(Pb 4 = {a><1 = 0} ’ °
? 2 Db 5 = Db 3 A\ ZF z
Dpa= DpoaANZFE 2z 1 1 2
v 1 2 Ey,o,= Ey3Az='c
Eb4: Eb2/\2:~c 5 ,3 Y
, ; Nx =" (z2,13)

Figure 8: Symbolic execution tree of P’ b € {0, 1}

(which contains a set of symbolic processes) are statically equivalent. This partition tree will
allow us to construct a witness violating trace equivalence, resp. labelled bisimilarity, when
Py %4 Py, resp. Py %y P». The partition tree will be a finite tree whose nodes are labelled by
configurations.

Definition 15. A configuration is a triple (', m, ) where
e I is a set of symbolic processes,
e 7 is a predicate on second-order solutions such that if 7(X) and ¥/ = 3 then n(¥'), and
o (e A U{e}
such that
1. for all (P,C) €T, Sol™(C) # 0 and |mgs™(C)| = 1;

2. if (P1,C1),(P2,Co) € T, (X,01) € Sol™(C1) then (3,02) € Sol™(C2) and ®(Cy1)oy ~
®(Cq)os.

When a node n of a partition tree is labelled by (I', 7, ¢) we denote by I'(n), 7(n), and
¢(n) the corresponding elements of the configuration. Moreover, it follows from the above
definition that all constraint systems in I'(n) for a given node n have a same, unique most
general solution, which we denote mgs(n).

Definition 16. Let P; and Py be two closed plain processes. A partition tree T of P; and P
s a finite tree whose nodes are labelled by configurations. It also verifies, for all nodes n and

(P,C) € T'(n):
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1. the initial processes are in the root:

if n is the root of the tree then £(n) = ¢, m(n) = T and I'(n) contains ({P1},Cp) and
(£ P2}, Co)s

2. nodes are closed under e-transition:
if (P,C) =< (P',C") and Sol™™(C") # () then (P',C") € T';
3. completeness of the partition tree:

if (P,C) :£>s (P',C") and (3,0) € Sol™™(C') then there exists 0’ child of n s.t. (P',C') €
L(n'), {(n') = £ and (X', 0) € Sol™™)(C") for some X' ;

Besides, if ne is a child node of n and (P.,C.) € T'(nc):

4. predicates are refined along branches: m(n.) C w(n);

5. soundness of the partition tree:
if (8,0) € Sol™™(C), (B¢,0.) € Sol™™)(C,) and £, = ¥, then T'(n.) contains all

(P',C") such that (P,C) L s (P',C") and ®(C.)o. ~ ®(C')o’ for some o’ such that
(3¢, 0") € Sol(C").

Finally, we also impose a property of homogeneity of the mgs’ of the nodes:
6. for all subset S of nodes
if E={X =" Xmgs(n) | X € vars*(T), n € S} and ¥ = mgu(E) # L
then for alln € S, mgs(nY) # 0 entails mgs(nY) = {mgs(n)Y|yars2(c)}-

We denote by PTree(Py, P2) the (infinite) set of all partition trees of P; and Ps.
Ezxample 8. Two partition trees are presented in fig. @ They use notations of fig. |8, £ =
({Poi} (1,0, Do, B 1)), £ = ((proja()), Cp,1) and

&£ = ({0}, (@7,Dy,E})) Dy={X+ a,YF y, 2+ 2}

Q= {ax; — @2} E}c:{y =",z ="c,x = (x1,12)}

In this example, second-order predicates 7 are described by second-order formulas (?
(casting the satisfiability relation of our first-order logic in the natural way).

Given T € PTree(Py, P;) we write (P,C),n Z—/>T (P',C"),n" when
e 1 is anode in T with (P,C) € I'(n), and
e 1 has a child node n’ with (P’,C") € I'(n’), and

o (P,C) L (P,
As for the other semantics, we write (P,C),n =¢ (P',C'),n’ when (P,C),n LN e—k>T
(P',C"),n’ with tr = £; ...4;, k € N. Note that when tr = ¢, we write (P,C),n = (P',C"),n
when (P',C") € T and (P,C) = (P',C").

As previously mentioned, we will use the partition tree to generate a witness that vio-
lates equivalence. To obtain a complexity upper bound, we have to bound the size of these
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I 2 ({P°},Cp), (Q.Co) L2 ({P°},Cp), (£Q}.Co)
4 ¢ L2
meT T2 T
Y(X) Y(X) Y(X) Y(X)
(m2enznen (D22 enies ) D2 E0ENED (T2 eged )
2 Y(X) 22 Y(X) 22 Y (X) L2 Y(X)
Kﬂ'éX:7(X1,0)JK7réVX1.X 7£7<X1,0)J T2 X =%(X1,0) Kwévxl.x 767(X1,0)J
Z(ax1) Z{ax1) Z(ax1) Z(ax1) Z(ax1)
e A N A ) A A e A )
L& Z(axq) L2 Z{ax1) = Z{axy) L& Z(axq) L& Z(axq)
T2 X ="(X1,0) || ®&VX1.X #(X1,0) & X ="X1,0) || 72 X ="(X1,0) || 72 VX1 X £(X1,0)
& J J & J
(a) Partition tree Ty € PTree(P°, Q) (b) Partition tree T} € PTree(P!, Q)

Figure 9: Example of partition trees

witnesses. We show that for convergent subterm destructor rewriting system, we can always
obtain such a witness whose size (in DAG form) is exponential in the size (in DAG form) of
the plain processes and the rewriting system.

Theorem 5. There exists p € N such that for all convergent subterm destructor rewriting
system R, closed plain processes P and Q) there exists a partition tree T € PTree(P, Q) such
that for all node n in T, for all ¥ € mgs(n), |X|gag < 207 lsastIQlaag+Rlaag)”

In part we prove this theorem by presenting a procedure that solves PartitionTree,
for a constant p. (The constant p is derived from the measure used for proving termination
of the procedure.)

7 Decision procedures

7.1 Pure m-calculus

Static equivalence In the pure m-calculus, two frames ® and ®’ of same domain can only
contain (private or public) names. Hence, since F = (), static equivalence can be characterized
as follows:

® ~ @ if and only if dom(®) = dom(®) A J\ (£ =P & (D =) (5)
£EeT

where T' = dom/(®) U (names(®, @) N Noup)-

The characterization provided by eq. is easily implementable by a quadratic procedure
storing a finite number of counters only, each of which being bounded by the size of T which
is linear in the size of the problem and whose representation in binary is of logarithmic size.
In particular, note that there is no need for T' to be computed and stored (since it can be
read on-the-fly directly on the input) and analogously, testing an equality £® = &'® does not
require additional storage space. Therefore, we obtain the following upper bound.

Theorem 6. Equivy is LOGSPACE.
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Trace equivalence and labelled bisimilarity Given two closed extended processes Ay
and A1, let us recall the following characterization of trace equivalence:

tr

Ay~ Ay if and only if Vi € {0,1},VA; ¢ 4734, 2. A, (A) ~B(A_,)  (6)

Without non-constant function symbols, there is a polynomial number of transitions from a
process A (seeing all names in Ny —names(A) as a single “fresh name” entity). In particular,

guessing a reduction A L. A’ from A is feasible in polynomial time (by a non-deterministic
Turing machine). This provides a polynomial-time decision procedure using an alternating
Turing machine, starting from a universal state and with at most one quantifier alternation
(which is a typical characterization of the complexity class I13).

Theorem 7. Equivj is Ily.
On the other hand, labelled bisimilarity may be characterized as:

D(Ag) ~ (A1)

Ao ~ve A1 if and only if { Vi€ {01}, VA Y. AL FA Bl Al A, D

and similarly to above, this provides a straightforward procedure in alternating polynomial
time (which is a classical characterization of PSPACE).

Theorem 8. Equiv% is PSPACE.

7.2 Applied 7-calculus

Static equivalence As discussed previously existing procedures for deciding static equiva-
lence for subterm convergent rewrite systems [AC06, [(CDK12, [CBC10] are actually exponential
in the signature or equational theory, i.e., they show that for any signature F and subterm
convergent rewriting system R the problem Equivé £ is in PTIME. As many modern tools
allow the user to define the signature and rewrite system, it is often more interesting to study
the complexity of Equiv™.

Theorem 9. Equiv™ for convergent subterm destructor rewriting systems s in coNP.

Trace equivalence In this section we restrict ourselves to a convergent subterm destructor
rewriting system R.

Lemma 8. Let T be a partition tree, n,n' nodes of T and (P1,C1), (P2,C2) € T'(n). If

(Hl) (Placl)an tirT (,P{?Ci)a n’

o) (Puom,8(Cml) 2 (P,
(H3) (', 01) € Sol™™)(C), (5, 02) € Sol(Ca)
(Ha) X' =%

(Hs) ®(C)o1 ~ @

then (Pa,Ca),n =1 (Ph,C4),n’ for some (Ph,Ch).
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Proof. We prove the result by induction on |[tr|.
case tr = e: The result directly follows from n = n/ and (Py,C2),n =1 (Ps,C2),n

case tr = £ - tr': First of all, let us write in for some (Py,C1) and node 7 of T

(P1,C1)n Sp (Pr,Cr), it Zop (P, C), 0

In particular note that, by item [4f of definition [16| and since ¥’ satisfies w(n') by Y/
also satisfies m(n). Besides, we have in for some (P, ®,):

(Paca, ®(Ca)oal) 22 (P, &) L2, (P, ®)

Using |(H3)| and completeness of the symbolic semantics (second item of lemma @ we can
write the intermediary process under the form (P, ®) = (Pad2, ®(C2)G2) where

(P2, Ca) ¢ (Po,Ca) (5, 52) € Sol(Ca) S -5y

Observe that 3 satisfies () just like ', since m(n) is stable by domain extention by
definition. Observe also that, by m Cg )2 = & ~ ®(Cy01). In particular, by item

of definition |1 E we know that I'(n) contains (Pg, Cg). Hence (P2,Cs2),n =£>T (752, ég), 7 and
the conclusion follows from induction hypothesis. O

Lemma 9. Let Py, P» be two closed plain processes, T € PTree(Py, P2) and ng the root of T.

{ i}, 0) Eﬁi({{&} ,0)
if {P},Co)yno 21 (Pa,Ca),n then ({P2},Cp)sno =1 (Ps.Cs),n

Proof. Suppose that n is labelled by (I', 7, £). We prove both directions separately.

(=) We have, by definition of a partition tree (definition item (1)) that ({P1},Cp)
and ({P},Cp) are both in the root node of T'. Moreover, by Definition there
exists (X, 0) € Sol™(C4) and by the soundness of the symbolic semantics (Lemma (7)),

we have that ({P1},0) = e ¢ (Pao,®(Ca)ol) and (0,0) € Sol(Cy). Suppose, by

contradiction that for all (PB,CB) {~}.Cp),no %T (Ps,Cp),n. By lemma for

all (P, ®), either ({P2},0) L2 (P, ) or ({P},0) 22, (P,d) and &(Cy)ol # &

which implies ({P1 },0) Z; ({ P2}, 0) leading to a contradiction.

(<) Suppose ({P,},0) =%, (P, ®). We need to show that there exists (P, ) such that
({P},0) 5. (P, ®') and ® ~ ®'. By a simple induction on |tr.| we show that
there exist a word tr, a node n labelled (I',m,¢), a symbolic process (P4,C4) € T
and (X,04) € Sol(C4) such that ({P1},Cy),no L (Pa,Ca)in, ®(Ca)oal =
and tr®| = trX®] : the proof is done by application of lemma [7| (completeness

of the symbolic semantics) and item [2| for the base case, respectively item |3 for
the inductive case, of definition By hypothesis, there exists (PB,Cisuch that

({ P2}, Cp),no =7 (Py,Cp),n. Hence (Pg,Cp) € I and so by definition [15} there ex-
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ists o such that (3,0p) € Sol(Cp) and ® = ®(Ca)oal ~ ®(Cp)opl. By Lemmali]
(P}, 0) 22 (Pop, ®(Cp)opl). As tred] = tr2®] and & ~ B(Cp)opl we
have that tr.®(Cg)opl = trS®(Cg)opl. Hence, we conclude that ({P},0) =5,
(Peop, ®(C)osl). D

By Lemma [9) and Theorem [5, we obtain the following corollary:
Corollary 1. There exists p € N s.t. if ({P1},0) % ({P2},0) then there exists tr s.t.

tr

o ({P},0) 2 (Pa,®4) and for all (Pg, ®g) such that ({P},0) = (Pp, ®5) we have
that ®4 £ O

p
o [trlang < 217 2R

it

Theorem 10. Equiv™® is coNEXP for convergent subterm destructor rewriting systems.

Proof. From the previous corollary we obtain a direct non-determinsistic procedure for
checking trace inequivalence of ({P1},0) and ({P2}},0). First, guess the witness tr of
exponential size 217172 Rlés and a reduction (P1,0) 2 (Pa,®4). For each (P, ®p) (at
most exponentially many) such that ({P2}, 0) =L (Pp,®p), we verify that ®4  ®p by
guessing a witness of non-equivalence. As [tr|qag < 9lPLP2RlGe the size of @ 4 and ®p is
at most exponential: such witnesses on non-static equivalence can therefore be chosen of
exponential size by theorem [9} O

Remark 9. We note that our proof of theorem did not rely on item [6] of definition
indeed in the case of trace equivalence a weaker definition of a partition tree would have been
sufficient. The actual definition will however be necessary when proving the complexity upper
bound for labelled bisimilarity.

Labelled bisimilarity As for trace equivalence we restrict ourselves to a convergent sub-
term destructor rewriting system R. In the case of trace equivalence, a witness that A #%; B is
essentially a sequence of actions tr. In the case of labelled bisimilarity a witness that A %, B
is the tree representing the adversary’s strategy. In each node the adversary choses an action
and successor process; the children of this node are all possible successors of the other process
using the same action.

Definition 17. A witness w is a set of triples (Ao, A1,£) such that
1. Ag and Ay are closed extended processes such that Ay ~ Ay and £ € AU {e};

2. there exist b € {0,1}, £ € AU{e} and a transition Ay, £>c Ay such that for all reductions
Ay éc A, w contains a (Ay, A}, 0') for some l'.

Besides, we say that w is a witness of (A, B) when (A, B,{) € w for some { € AU {e}.
The size of w is written |w| (which is not the cardinality of w but the sum of the sizes of its
elements).

Lemma 10. If Ag and Ay are two closed extended processes such that Ag ~ A1, then Ag % Ay
iff there exists a witness of (Ag, A1).
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Proof. First, we observe that Ay %, A; iff there exists a binary relation . on closed
extended processes such that Ayp.%A; and, for all (By, By) € .7

1. either By # By

2. or there exists b € {0,1}, £ € AU {e} and a transition B, £>c By, such that B(.” A]

for all reductions By_ éc B _,.

Let us call such a relation .7 a simple labelled attack on (Ag, A1). Since processes are finite
(i.e. —. is strongly terminating), A %, B straightforwardly rephrases to the existence of a
simple labelled attack . such that A B. Then we prove the expected result by double
implication.

= We prove the result by induction on |Ag, A;|. Let . be a simple labelled attack such
that Ag.”A;. Since Ay ~ A;, we know that there exists b € {0,1} and A4, £>C Ay} such

that A7 A} for all A;_, Ly Al _,. For each such pair (4j, A}), since . is also a simple
labelled attack on (A, A}), we obtain by induction hypothesis a distinguisher w Al A of
(A, A}) provided that Afj ~ A}. The conclusion follows by defining

w = {(Ao,Al,f)}U U WAL AL
Ay A,
A~ A

which is a witness of (Af, A)).

< Let w be a witness of (Ap, A1). By writing . = {(4, B) | (4, B,{) € w for some ¢}, we
easily obtain that .U ¢ is a labelled attack on (Ag, A1). O

Example 9. Consider the running examples P! and Q introduced in example [5| A witness of
(P}, 0) %, ({Q},0) is depicted in fig. First, the adversary inputs (1, 1), selecting the

transition
(Q,0) <1, (e tproj,((1,1))) 3, 0)

Whatever the answer of the defender, the adversary can then reach a leave of the tree by
choosing the transition

_ . ¢(axy)
(fe(proja (1, 1))}, 0) == ({0}, {ax1 = 1})
The defender can indeed not answer to this move without violating static equivalence.

In order to show the existence of a witness whose size is at most exponential we introduce
the notion of symbolic witness. In essence, a symbolic witness can be seen as a subtree of a
partition tree PTree( A, B) where the labels I'(n) have been restricted to pairs of processes (for
internal nodes) or single processes (for leaves, witnessing the end of the bisimulation game).

Definition 18. Let T be a partition tree, ng be a node in T'. A symbolic witness wg w.r.t. T
s a finite tree whose nodes N verify the following properties:

1. N is labelled by a pair (S,n) where n is a node of T and S C I'(n). We require that S
s a singleton if N is a leaf of wg, and contain exactly two elements otherwise;
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({0}, 0) claxy)
(e (projo((1,1))) },0)

) c(1)

) P -
if projy({1,1)) = 1 then ¢(0) _
({{ ele 2lproi((1,1))) }} ’@) S
(e (projo ((1, 1))}, 0)

=

(P},
feh,

=

Figure 10: A concrete witness of ({P'},0) %, ({Q},0).

2. if N is labelled ({Ao, A1},n), it shall exist b € {0,1}, a node n' of T and a reduction
Apn Sp AL (¢ € AsU{e}) such that:

(a) If A1y éT Al _, does not hold for any A}_,, then N has a unique child labelled
{4y}, n);
(b) otherwise the children of N are the nodes labelled (Af, A}, n') with Ai_p,n L
A,
We say that ws is a symbolic witness for A, B,ny when root(ws) is labelled by (A, B, ng).

We can now define the notion of solution of a symbolic witness: a second-order solution
of the processes of a node is associated to each node, in a coherent way, i.e., ensuring that
solutions of child nodes extend the solution of their parent.

Definition 19. Let wy be a symbolic witness w.r.t. a partition tree T. A solution of ws is a
function fso that maps nodes of ws to ground second-order substitutions such that

e for all nodes N labelled (S,n) and (P,C) € S, (fswol(N),a) € Sol™™(C) for some o;
b f07’ all edges (Np7Nc) Ost; fsoI(Nc) = fsoI(Np)'
We denote Sol(ws) the set of solutions of ws.
We can now relate the notion of symbolic witness and the concrete labelled bisimulation.

Lemma 11. Let T be a partition tree, n a node of T and Ay, A1 € I'(n) with A; = (P;,C;).
Let also X, 09,01 be ground substitutions such that (X, 0;) € Sol™™(C;).

Then, writing A = (Pioi, ®(C;)oil), Af #e AS iff there exists a symbolic witness ws of
Ao, Ar,n wrt. T and fso € Sol(ws) such that fso(root(ws)) = X.

Proof. We prove both directions separately.

= We prove the result by induction on |A§, A{|. The conclusion is immediate if |A§, A{| =0
as it yields a contradiction (two empty extended processes are equivalent). Otherwise,
since Ag and A; are in the same node n of T, Af ~ A{ by definition of a partition tree
(deﬁnition. In particular, under the assumption Af§ %, A, we know by lemmathat

there exists a witness w of (A§, Af). Thus, by definition, there exists Af £>c Af =(Q,9)

(b€ {0,1}, £ € AU{e}) such that for all reductions A§_, £ A’ , such that Af ~ A,
(A, At ') € w for some ¢'. In particular for these processes, A %y AY by lemma
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Let us now construct a symbolic witness of Agy, A1,n. By completeness of the symbolic
semantics (lemmasecond point), we have ¥’ = ¥ and A, L (Qs,C) such that (X', 0”) €
Sol™™)(C) for some o', £ = £,%, Q = Q,0’ and ® = ®(C)o’|. Then by completeness
of the partition tree (definition item , we obtain a tree edge Ap,n éT (Qs,C),n/
for some node n’ and (X”,0') € Sol™™)(C) for some ¥'. Then, for each tree edges

Ai_p,mn iﬂT Al _,,n, we apply the soundness of the partition tree (definition item D
and of the symbolic semantics (lemmaﬁrst point) and get the expected symbolic witness
by induction hypothesis.

<= We construct a concrete witness w of (A§, Af). For each node of wy labelled (By, B, n)
with B; = (Q%,C%), w contains (Q%op, ®(C%)o%l), (QLok, ®(Ch)ogl),l, where we
have (fsol(n),0%) € Sol(C)’; and £ is given by item 2 of deﬁnition It is straightforward
that w is a concrete witness by soundness of the partition tree (definition item |p)) and
of the symbolic semantics (lemmaﬁrst point). Note in particular that static equivalence
of processes in a same label of w follows from definition O

Finally, we can bound the size of the concrete witness of A %, B.

Lemma 12. There exists p € N such that if P,Q are two plain processes, there exists T €
PTree(P, Q) such that if ws is a symbolic witness of ({P},Cy), ({Q},Cy), root(T) w.r.t. T
such that Sol(ws) # 0 then there exists a witness w. of ({P},0) #¢ ({Q},0) such that
il < 2P @R

Proof. It sufficies to prove that there exists a solution of wg os size bounded by 2IPQRlseg

for some p € N (where the size of a solution fsol is D_ ne gom(f.,) [fsol(V)]). Given P and @,
we first let 7" be a partition tree given by theorem [5| (whose mgs’ are of exponential size).
First, using the same reasoning as lemma |§| (i.e. definition [16{ and lemma @ we obtain a
solution for each branch of ws. The solution can then be built bottom-up, performing a
unification at each node to ensure that all sibling nodes have father nodes mapped to a
common solution. In particular, note that this unification preserves the exponential size of
the solution by item [6] of definition [I6] O

Putting everything together we obtain:

Theorem 11. Equiv™ for convergent subterm destructor rewriting systems is in cONEXP.

Proof. By lemmas [11] and if P %y @ then there exists a concrete witness w whose size
is bounded by 2@ RIbac for some p. Hence we obtain a straightforward procedure that
runs in exponential time on a non-deterministic machine. We first guess the witness w.
Checking the validity of w requires to explore the possibly exponential number of branches
of the tree and verify an exponential number of static equivalences. As the size of the
frames is at most exponential (given the bound on the size of w) it follows from theorem |§|,

that the witnesses violating static equivalence of these frames can be checked in exponential
time. Hence, this yields a NEXP procedure for checking whether ({P},0) 2, ({Q},0). O
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Part 111
Generating partition trees

8 Overview of the procedure

In the definition of partition trees of extended processes, the predicates m on second-order
solutions of constraint systems occurring in the label of each node of the partition tree play
a crucial role in the satisfaction of the properties stated in Definition In particular,
it is thank to these predicates restricting the solutions of constraint systems that we can
partition the symbolic processes with statically equivalent solutions. In order to generate
these predicates, we will introduce the notion of extended constraint systems that contain
additional constraints allowing us to reason about the intruder knowledge. Intuitively, for
each node n of the partition tree and for each symbolic process (P,C) € I'(n), our procedure
will associate to (P,C) an extended constraint systems C® such that Sol(C®) = Sol™™(C).
Our procedure inductively builds the partition tree of (Py,Cy) and (Pi,Cp) from the root
down to the leaves. First, the procedure is initialized by associating two extended constraint
systems C§ and C{ to (Py,Cy) and (P1,Cp) respectively such that Sol(Cy) = Sol(Cf), for
i = 0,1. Second, we build the set S,oot = {(P,C,C¢) | (P;,Cy,Cs) = (P,C,C¢),i = 0,1}
where the transition — corresponds to the same transition rules in Figure [7| in which all
constraints added to the constraint system C are also added to the extended constraint C€.
Third, we will apply some simplifications rules on the extended constraint systems in Syoot
until we obtain a set S/, such that (P,C,C§) € S.,.; implies (P,C,CS) € Syoot for some C§ and
it is trivial to decide whether Sol(C{) is empty or not. The root node of the partition tree is
then defined as the node labeled (T, T, &) where I' = {(P,C) | (P,C,C¢) € S, s ASol(C®) # 0}.
To build the children of the root node, we will apply all input and output symbolic transi-

tions on the set S/, previously constructed in order to obtain two new sets of extended sym-

bolic processes S;, and Syt such that Sy, = {(P',C",C¥) | (P,C,C¢) € Sl N (P,C,C%) Y s

(P',C',C)} and Spur = {(P',C',C) | (P,C,C®) € S|,ox N (P,C,CO) %S (P',C',C)}.

Note that X,Y, Z are considered fresh and n is the size of the frames in the constraint sys-
tems in S}, At that point of the procedure, it still remains to partition the solutions of the
constraint systems in order to obtain statically equivalent solutions. For that purpose, we will
apply a series of case distinction and simplification rules on the extended constraint systems
in Sj;, and Syy: to obtain the sets of sets Sy = {S4,,..., S0} and Spur = {Slys- -+, Sht
such that for all i € {1,...p}, if (P,C,C®),(P',C',C¥) € S , (X,0) € Sol(C®) then (X,0’) €
Sol(C?) and ®(C¢)o ~ ®(C*)0’; and similarly for Sy, Note that this property corresponds
to the property [2| of Definition [15| the symbolic processes in a node of the partition tree must
satisfy. Hence the root node will have p + ¢ child defined as the nodes labeled (T, 7, ¢) if and

only if:

e (=Y (X),i={l,....p}, T = {(P,C) | (P,C,C° € S}, m being the predicate such
that ¥ € 7 & J0.(X, 0) € Sol(C¢) where C¢ is an extended constraint systems in S, .

o (= Z(axyi1), i € {1,...,q}, T = {(P,C) | (P,C,C° € S¢,}, m being the predicate
such that ¥ € 7 & J0.(X,0) € Sol(C®) where C¢ is an extended constraint systems in

7
out*
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The procedure produces the children of these new nodes in a similar fashion starting this time
with the sets S, and S7,, for all i, j.

Note that our case distinction and simplification rules will preserve the first order solutions
of the extended constraint systems which will allow us to derive the property |3|of Definition
for partition tree. Moreover, the goals of distinction rules are twofold: They will partition
the solutions of the extended constraint systems w.r.t. to the static equivalence as previously
mentioned, but they will also simplify the constraint systems until it possesses a unique most
general solution easily computed. The latter goal will allow us to prove all the properties on

most general solutions in Definitions [I5] and [I6] that a partition tree must satisfy.

9 Extended constraint system

Before defining the extended constraint systems, we first need to extend our first-order logic
for expressing constraints. More specifically, we introduce two new atomic formulas & =’ ¢’
and & :} &', The former formula is called recipe equation and its semantics correspond to
the syntactic equality between the two recipes &, &', similarly to the syntactic equations on
protocol terms. The latter formula is called equality fact and holds when the two recipes &
and £ deduce the same protocol term w.r.t. a frame. Its semantics is defined as:

(®,%,0) |= ¢ =} ¢ iff (S| = ('SP, Msg((EP) and Msg(¢'SD)

Moreover, we introduce particular kinds of first-order formulas called deduction, respectively
equality formulas.

Definition 20 (Recipe, Deduction and equality formula). A recipe formula v is a first-order
logic formula built over recipe equations. A deduction, respectively equality, formula is defined
as VS.H < C1 A ...\ C,, where:

e S is a set of (both first order and second order) variables;
e H is a deduction, respectively equality, fact;

o foralli € {1,...,n}, C; is either a a deduction fact of the form X F’ t with X € X2
or a syntactic equation.

A deduction, resp. equality, formula 1 is solved when
V=YX, . Xp. 21, anH<= X1 sy A AX F oz

and all X;,z; (1 < i <n) are pairwise distinct variables, {X1,... X} C vars(H). When H
is a deduction fact, its protocol term is called the head term of the formula.

We note that in particular any deduction, respectively equality, fact is a solved deduction,
respectively equality, formula with no bound variables.

Given a formula ¢ = (VS.H < ¢), we denote by D(p) the set of deduction facts in ¢,
E!(p) the set of formulas over syntactic equations in ¢. We denote a[)] = mgu(E!(¢)) and we
also denote by vars(w), vars' (), vars®(1) the free (respectively, first-order, or second-order)
variables of 1 and by bvars(1), bvars'(v), bvars®(i) the bound (respectively, first-order,
second-order) variables of 1).
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Intuitively, a deduction formula represents which terms are deducible by the adversary.
The premisses C1, .. ., C), express conditions under which the deduction fact holds. For solved
deduction facts these premisses are trivially satisfiable. Similarly, equality formulas express
which recipes are equivalent, i.e., allow the adversary to deduce the same term. As we are
interested in equivalence properties, we need to keep both track of deducible terms, and
equivalence of recipes.

We now introduce the notion of consequence, which defines the set of terms derivable by
an adversary by applying public contexts to already deducible terms described by a set of
solved deduction facts.

Definition 21 (Consequence). Let S be a set of deduction facts. We define the set of con-
sequences of S, denoted CONSEQ(S) as the set of pair (C[&1, ..., &), Clui, ..., uy]) such that
Cl, ..., is a context built on F,U Npu, and for alli € {1,...,n}, & ' wu; €S.

We write £ € CONSEQ(S), if 3t.(§,t) € CONSEQ(S).

If £ € CoNSEQ(S) with & = C[&y,...,&,] as described in Definition we denote by
ste(&,S) the set {{|, | pis a position of C[_,...,]}. If R is a set of recipes, we denote by
ste(R,S) the set Ugepstc(€,S).

We finally define the notion of extended constraint systems and their solutions.

Definition 22. An extended constraint system is C defined as (®,D,E', E2, K, F) where:
o (®,D,E') is a constraint system;
e E2 is a conjunction of recipe equations or formulas of the form VYi,...,Y}. \/1;:1 & £7
Gy
o K is a conjunction of deduction facts;

e F is a conjunction of deduction or equality formulas.

Additionally, we ask that vars' (K, F) C vars'(E',D), vars?*(K,F) C vars?(E?, D) and all uni-
versally quantified second-order variables of E2, K, F are in Xﬁbl. Finally, we require that

there exists o = mgu(E'|=) such that vars'(img(c)) C vars'(D).

The set E? adds new constraints on recipes to be fulfilled and the set of formulas in K and
F represent the attacker knowledge. The solved deduction facts in K represent the deducible
protocol terms: a deduction fact & F’ u expresses that the attacker knows w by using the
recipe . The set of deduction formulas in F reasons about potentially deducible terms. After
an output transition, our algorithm will apply some case distinctions on whether the new
output term can generate new protocol terms deducible by the attacker. The conditions
under which such terms are deducible are modelled by adding a deduction formula in F. The
algorithm will try to simplify this deduction formula until it becomes a deduction fact. When
it is the case, it can be easily decided whether the deduction formula’s head protocol term is
in fact a new deducible term (it will then be added to K) or a consequence of the deduction
facts already in K. Similarly equality formulas represent potential equalities that may hold.

Definition 23 (Solutions). A pair of substitutions (X,0) is a solution of an extended con-
straint system (®,D,E',E2 K,F) if (®c,%,0) = D AEY AE? and the following two properties
hold:
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o for all £ € st(img(X)) U sst(KX), Msg({Po) and (§,£Pol) € CONSEQ(KX0)
o for all £,& € st.(img(X),KX), £EPol = Do implies £ =¢'.

The set of solutions of an extended constraint system C is denoted Sol(C). An extended
constraint system C is satisfiable if Sol(C) # 0. We will denote by L an unsatisfiable extended
constraint system.

10 Computing most general solutions of an extended con-
straint system

From the definition, we know that the recipes in a solution of an extended constraint system
must always be consequence of set of deduction facts K, i.e. they should always be built as a
public context applied to recipe of K. Moreover, we also know that two different recipes in the
solution should deduce different protocol terms. Thanks to these properties, the most general
solutions of an extended constraint system can be easily computed with a simple constraint
solving transition system. For instance, the uniformity of a solution can be expressing by the
following transition rule.

(®,D,ELE2, K, F) = (9,D,ELE®D A Y, KE,FY) (8)

i (€, ) € R(C)2U(Npu x vars®(D)) and Fu. (£,1), (,u) € CoNsEQ(KUD), ¥ = mgu(€ =7 ¢),
Y#£D, T AL, D=D\{XF veD]| X € dom(X)} and R(C) is syntactic sugar for
st.(img(mgu(E%(C))), K U D) U vars?(D).

Note that the set R(C) typically represents all recipes in the constraint system that are
already used to constraint the solutions of C. Therefore, when u is not a public name or a
term already deduced by a recipe in R(C), we can apply one of the two following rules, defined
as follows, indicating that either the solutions are rooted by a public symbol or are recipes of
K.

(®,DAX:kF w,ELELKF) = (,DA /\ Xk F ou, ELEPS A D KE,FE)  (9)
=1

if u="f(ur,...,up), ¥ = {X — f(X1,...,X,)} with Xq,..., X, fresh and for all £, €
R(C)\{X}, (§u) & ConsEQ(KU D),

(®,DAX:k+F w,ELEL K F) =  (9,D,E'Au="vE?X AL, KL, FY) (10)

when u ¢ X', € F v € K, mgu(X =7 €) # 1, ¥ = {X — ¢} and for all £ € R(C) \ {X},
(&,u) ¢ CONSEQ(KUD).

We also simplify the syntactic equations and recipes equations on the constraint systems
after each transition step, e.g. by computing the mgu of the terms u and v in Rule and

applying it on the rest of the constraint system, or by replacing the constraint system with |
when v and v are not unifiable. Theses simplifications typically apply the equations on the
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constraint systems and ensure that the disequations and uniformity property are not trivially
unsatisfiable. The simplification rules in Figure [11| and as follows.

(®,D,E' Az =" u,ELK,F) ~ (®0,Do,Elo Az =" u,E? Ko, Fo) (11)
if * & vars!(u),z € vars*(EY,D, ®,K,F) and o = {z — u}
(®,D,ELEL K,F) ~ L (12)

if £,¢ € R(C), (&,u),(C,u) € CONSEQ(KUD) and (E2A € =" ()= 1

T~ L L~ T VT ~T eV L~ r="m~T
VSU{a}l. ¢ ~ VS ¢ if a & vars(y)
Vi, £l o~ T mgu( A\, =Tw) =1
f(T1yee ey ) = f(@1,...,0) ~ A m= @i
VSU{al.(pVa#'n) ~ VS.po if o = {a — 7} and o & vars(m)
VS.(pVa#" 1) ~ VS.(poVa#' 7) ifo={a—7}and a € vars(p) \ vars(r)

Figure 11: Simplification rules on formulae

The simplification rules displayed in Figure[11|apply to formulas in D, E!, E2, F. We present
the simplification rules, as if all formulae were in disjunctive normal form. As some rules are
similar for both protocol terms and recipes we use metavariables (o, 7, @) which can be either
replaced by (z,u,v) or (X:i,&,¢) where &, ¢ € T;2. The first block of rules reflect standard
logical rules. The second block of rules simplify (recipe) (dis)equations which may appear in
E!,E2 F. The third block of rules applies a substitution {a +— 7} in case we have a disjunct
a #7 m. Note that when « is bound the disjunct may be completely removed while otherwise
it is essential for the correctness of the simplification rule to keep the disjunct (as o appears
in the domain of the solution). The simplification relation is homomorphically extended to
more complex formulas, i.e., p[¢)] ~ @[¢'] if b ~» ¢)'. Note that our simplification rules are
confluent modulo renaming of variables. Hence, we denote C§ the extended constraint system
such that C ~~* C$ and C§ .

To obtain the most general unifier of the constraint system, it suffices to apply the tran-
sition rules until none is applicable. In such a case, we consider that the constraint system in
solved form. In particular, it implies that all deduction facts in D have distinct variables as
right hand term and for all (¢,¢) € R(C)? U (Npup X vars®(D)), (&, u), (¢, u) € CONSEQ(KUD)
implies ¢ = ¢. For such constraint system, we can easily show that mgu(E?)Y is a solution
where X is a bijection from the recipes variables in D to fresh public names, meaning that its

most general solutions are unique and is the substitution mgu(E?). Let us we denote C E)i C’

when ¢ 2 € and €' = C"3, and C :E>§C’ when C &% &)j C' with ¥ = %;...%,, we
prove the following lemma.

Lemma 13. Let C be an extended constraint system obtained during the procedure

mgs(C) = {lyare2(c) | € 25C',C" # 1,C" solved}
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11 Symbolic rules

As mentioned in the overview, our procedure will alternate between symbolic, simplification
and case distinction rule. In Figure [7] we provided the symbolic rules for a process and
its constraint system. The symbolic rules for a process, its contraint system and extended
constraint system are very similar as they add the same contraint on both contraint system
and extended constraint system (see Figure .

(PU{0},C,C%) S (P,C,Co% (E-NuLL)
(P U {ifu=vthenQelse Q2},C,C¢) S (E-THEN)
(PULQ1},CIE' — E' Ao],C[E! = EL A o))
if o € mgug (upl =" vpl)

(P U {ifu=vthenQelse Q2},C,C¢) S (B-ELSE)
(PU{Q2},CIE" — E' A syng (upl # vpl)], CE[E! = EY A syng (upl £ vpl)))
(P U {u(t).Q1,v(x).Q2},C,C%) s (B-ComM)

(PU{Q1,Q2{z — t}},C[E! — E' Ao],C°[E! — E! A o))
if 0 € mgug (upl =" vpl, tpl =" tpl)

(PU{P|Q},.C,C) S (PU{P,QY,C,C) (E-PAR)
(PU fu(2).Q}.c,cc) T2, (5-IN)

(PU{Q},.CD—DAXHF zAY F 4 E' = E' A o],
C‘D—-DAXF zAY F y E' = E' Ao])
if o € mgug(y =" upl) and X,Y € X:?@l

(P U falt).Q}, (&,D,EY),ce) L& (E-OUT)

(PU{QY, (®U{ax, — tol}, DAY F y,E' A o),
C[® +— @ U {ax, > tal},D > DAY F gy, El s EL A o))
if 0 € mgup (y =" upl, tul =" tul), y is fresh, X € X2 and n = |®| + 1

where u, v and t are terms, z € X!, X, Y € X2, ax, € AX and p = mgu(E*(C)|=).

Figure 12: Symbolic semantics with extended constraint systems

12 Simplification rules

Before defining the case distinction rules, we consider additional simplification rules to the
one defined for computing most general solutions and displayed in and [14, These rules
aim to simplify the set of symbolic extended processes generated by the algorithm so that
they can reach a simple form. In particular, a set of symbolic extended processes in simple
form will have the remarkable property of having all its extended constraint systems pairwise
symbolically equivalent. Such a simple form is reached when for all extended constraint
systems C, the head terms of D(C)’s constraints are pairwise distinct variables, E*(C) only
contains equations of the form x; =" u; which can be interpreted as a (acyclic) substitution
{z; = u;}; such that the variables in its domain do not occur anywhere else in C. Moreover,
a constraint system in simple form also have saturated sets K(C) and F(C), i.e., all messages
that are deducible by the attacker are a consequence of K(C) and D(C), and all equalities of
recipes within the frame are instances of a solved equality formula in F(C).
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The simplification rules in Figure directly focus on extended constraint systems and
are naturally uplifted to (sets of (sets of)) extended symbolic processes. We also naturally
lift the rules of Figure [11] from individual elements of the extended constraint system to the
extendeé constraint system itself. For example, (®,D,E! E? K,F) ~ (®,D, EY E2.K, F) if
E! ~ EV.

(®,D,E* Az =" u, E2, K, F) ~ (®0, Do, Elo Az =7 u, E?, Ko, Fo) (
if z & vars'(u),r € vars'(E, D, ®,K,F) and 0 = {z — u}

C~ L if mgs(C) =10 (
C[E' AVE.¢] ~ C[E' AVE.¢ — EY  if mgs(C[ENmgu(Vz.0)) =0 (15
CIFU ()] ~ CIFU {0} = F] i mgs(C|¥) =0 (
CIFU{y}] ~ C[FU{y} — F] (17
if ' € F, 9" ~, 1 and 1’ solved

Figure 13: Normalisation rules on constraint systems

Rule [13] propagates a simple constraint of the form z =7 u in E' to the whole constraint
system. The next three rules exploit the existence of a most general solution of the constraint
system. In particular Rule [14] checks whether the constraint system is unsatisfiable, i.e. does
not have most general solution. When it is the case then the constraint system is transform
into L. Rule [15] similarly remove a disequations V#.¢ in E! when she is trivially satisfiable.
In particular, the rule will check whether the constraint system C without the disequation
VZ.¢, i.e. C[E!], can have a solution that would contradict the disequation. To enforce such
solutions, we apply on C[E'] the substitution mgu(Vz.¢) where mgu(Vz.\/, u; 47 ;) is the
substitution mgu(/; u; =’ v;) with a fresh renaming of the variables in .

Finally Rule remove a formula from F when its hypotheses are unsatisfiable in the
constraint system. To check this, we add the hypothesis to the constraint system and
verifies the existence of most general solutions. Formally, we given a constraint system
C = (®,D,E',E? K, F) and a formula ) = VS.H < ¢, we define C|¥ as the constraint system
(®,DUD(y),E' AEY(3), E?, K, F).

Rule removes an unsolved deduction or equality formula ¢ from F when there exists
another recipe equivalent, solved formula. Formally, two deduction, respectively equality
formulas ¢ and ¢’ are recipe equivalent, denoted v ~, 1)’ when they have the same recipes (up
to a-conversion of bound variables) in the head of the formula and put the same constraints
on the recipes in the hypotheses of the formulas. Typically, the solved, recipe equivalent
formula subsumes all the solutions of .

We also consider normalization rules that focus on sets of sets of symbolic extended
processes (Figure . Rule 18| allows to remove L elements of the vector. In rules 20| and
we assume that V1 < i < n. C¢ = (®;,D;,E},E?, K;, F;), Cf + and Cf # L. Rule split
a set of extended symbolic processes whenever a common solution would yield statically
inequivalent frames. More specifically, the rule separates constraint systems in which a given
recipe always yields a message, resp. an equality always holds, from the constraint systems
in which the same recipe would never yield a message, resp. the same equality would never
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SU{TU{(P,C, L))} ~ SU{l} (18)

SU{(Pi, i, ) Yim UA(PLLCL G YL~ SU{(Pi Ci N {(PLCLET) EL - (19)

if n # 0, m # 0 and there exists ¢ s.t. Vi, 3 € F(C{).yp ~ ¢ and ¢’ solved; and
Vi, W' € F(CY), ¥ e 9.

SU{{(Pi,Ci, CP) }iea b ~ SU (P, G, CFIK = KU {ahi}]) iy (20)

if Vi. C{ is solved and 3¢.Vi.Fu;. ; =& " u; € F; and u; € CoNsEQ(K; U D).

SU{(Pi,Ci,CP) o b ~ SU{{(Pi, G, CF[F = FUL{9:(2,C) ) Hiq } (21)
if Vi. C; is solved, 3¢€.Vi.Fu;. & -’ u; € F; and 3i1.¢ such that:
e (C,u;) € ConseQ(K;; UDy,)

e N ={X =&Y s Qandy =X, Y2} (X =} Y) = X F 2AY ' 2 with X,Y, 2
fresh variables.

o ViV(VS.(1 =} Q<) €Fi, G #Eor o #&

Figure 14: Simplification rules for sets of sets of extended symbolic processes

hold. This is characterised by the fact that a deduction, resp. equality, formula is solved
in some constraint systems and not in the others. Rule [20] allows to add a solved deduction
formula from F; to K; when this formula is solved in all extended constraint systems of the
set and the first-order terms in their head are not already a consequence of the set of solved
deduction formulae. Finally rule 21 adds an equality formula to each constraint system when
the protocol term in a head’s solved deduction fact is a consequence of its set of solved
deduction facts K, modeling the fact that & :?f ¢ should hold. For termination purposes,
we also require that at least one recipe equivalent deduction fact in some other constraint
systems should not be consequence of its set of solved deduction facts.

Note that in rule we rely on a new notation ¥:(X, C;) to describe the formula generated
by applying the substitution ¥ on the formula . However, such application is different from
the classical application of substitution uplifted to formula. More specifically, we will ensure
that all second order variables are linked to a deduction fact in ¢. This is formally defined
as follows.

Definition 24. Let C = (®,D,E' E%, K,F) be an extended constraint system. Let 1) =
VS.H < ¢ be a formula. Let ¥ be a substitution. We denote 1:(3,C) the formula

VS'HY <« E'W)ADAE

where D = D(Y)U D', D' = {Y ' y | Y € vars*(img(X)) \ vars®(C,),y fresh} \ {YV F’
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u € D) | Y € dom(X)}, S = vars'(D') and E = {u =" v | Y ' u € D(¥),Y €
dom(X), (Y3, v) € CONSEQ(KUDU D).

Note that our simplifications are not confluent in general. Thus we denote by S3 the set
{§8"| § ~*S" NS /}. We call each element of S§ an irreducible form of S.

13 Case distinction rules

As previously mentioned, the purposes of case distinction rules is to transform a set of ex-
tended symbolic process into sets of extended symbolic process where the constraint systems
in each set have statically equivalence solutions. As such, one can see our case distinction
rules as transition rules on a set of sets of extended symbolic process. We consider three case
distinction rules and one final rule.

13.1 Rule SAT

The first rule, called SAT, focuses on the satisfiability of the extended constraint systems.
Intuitively, since we aim to obtain that each constraint systems in a set has the same second-
order solution, they should also have the same most general solutions. Therefore, for all most
general solutions of a constraint system in a set, the rule will do a case distinction on whether
or not the solutions of all the constraint systems in the same set are an instance of this most
general solution. This can be formalized as follows. The satisfiability case distinction rule
will also be applied to solve syntactic disequations and formulas in F. The rule SAT can be
formalized as follows.

SU{(Pi,Ci,C) Yy} = SUL{(Pi, G, G5 U LIP3, G, CEIE? A X NI b (22)

if there exists j such that either (a) Cf not solved and ¥ € mgs(C5) or (b) 3¢ € F(C5). 4 not
solved and ¥ € mgs(C¢[¥) or (c) 3(VE.¢) € EX(CS). ¥ € mgs(C§'mgu(Vi.¢)) where CY' is the
constraint system C7 where VZ.¢ was removed from El(C;?).

Note that =X is syntactic sugar for V.S. \/ x ¢ g () X #’ XY with S = vars?(X)\vars?(C§).
Moreover, C:3 denotes the application of the most general solution ¥ on C. Similarly to the
application of most general solutions on a formula defined in Definition C:X is not the
standard application of a substitution on a constraint system. Indeed, all recipe variables in
a constraint system must either appear in a deduction fact in D or in the domain of mgu(E?).
Hence, all the new recipe variables that can be introduced by the most general solution X
should be affected to a deduction fact. For example, if ¥ = {X — (£, X1, X2)} with X7, Xo
new variables and C = (®,DAX:k -’ u, E', E? K, F) with £ 7 v € K then C:¥ is the constraint
system (®,D A Xy ' 21 A Xo F 29, EV Aw =7 f(v, 21, 29), E2S, KX, FX). This is formally
defined as follows.

Definition 25. Let C = (®,D,E',E2 K,F) be an extended constraint system. Let ¥ be a
substitution. We denote C:X the constraint system:

(®, D, E,E’S A X 52 (c); KS, FX)

where D=DU{Y F y|Y ¢ vars® (img (S| yars2(c))) \ vars®(C),y fresh} \ {Y FH'ueD|Y ¢
dom(X)} and E=E'U{u="v| X F ueD,X € dom(X),(X%,v) € ConseQ(KX U D)}.
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13.2 Rule REW

The second case distinction rule focuses on the knowledge of the attacker. For example, when
the last symbolic transition corresponds to an output, the rule will apply rewrite rules on
this output to determine whether new messages can be learned by the attacker. Generally
speaking, since deduction facts in K represent the current knowledge of the intruder, the rule
REW checks whether an attacker can apply a rewrite rule £ — r on a deduction fact & F ug
from the set of deduction facts K in a constraint system to deduce a new term. For the rewrite
rule to apply the attacker may however need to first apply a context on ug. To define the
context that unifies with the left-hand side of the rewrite rule and, at position p, with the
term ug we introduce the notion of a skeleton.

Definition 26. Given a term ¢ and a position p of t we define the set of skeletons for (t,p),
denoted Skel(t,p), to be the set of tuple (&,u, D) such that ¢ € T(F,X?%), u € T(F, XY, D is

a set of deduction facts and

| (root(t|y), root(t|q)) for any strict prefiz q of p
(ro0t(&lq), root(uly)) = { (Xq,xq) for any other position q of &

where the set of variables X, (resp. x4) (q a position of £) are fresh, pairwise distinct variables
in X% (resp. x,). Moreover, D is the smallest set that contains all deduction facts X, F* z,.

We may note that the set of skeletons actually contains one element up to renaming of
variables.

Ezample 10. Let t = sdec(senc(y, z), z). Then we have that
® Skel(t, 1) = Skel(t, 2) == (SdeC(Xo,Xl),SdeC(l‘o,I‘l), {Xo |—? CEQ,Xl |—? 561})

e Skel(t,1-1) = (sdec(senc(Xy, X1), X2), sdec(senc(zq, 1), 2), {Xo F* zo, X1 F* 21, Xo 7
z2})

For a skeleton (§,t, D) € Skel(¢,p), the recipe £ represents the recipe that the attacker
will apply on & F’ ug at the position p, the term t represent the corresponding generic
term on which the rewrite rule will be applied and finally D is the set of deduction that
links the second-order variables with the first-order variables. However, the behavior of a
destructor function symbol can be describe by multiple rewrite rules. Hence the application
of € on & F’ ug may trigger the rewrite rule £ — r in one constraint system but may trigger
another rewrite rule ¢/ — 7/ in another constraint system with typically root(¢) = root(¢).
Hence, since it is impossible to know in advance which rewrite rule will be applied in all
constraint systems, we consider all possible cases. The next definition describes the set of
generic formulas corresponding to the application of each rewrite rules.

Definition 27. Let &€ € T(F,X?). Let { — r € R. Let p a position ¢ different from . We
define the set RewF(£,0 — r,p) = {VSEF v =« DAV ="t | S = vars(&,7) NI — 1! €
R, (&,t, D) = Skel(¢,p)}.

The rule REW can now be formally defined as follows.

SU {{(P’Lacucf) ?:l}
- 23)
o, f {(PCiLCESIF = FU {ux(S005,,C58) | 6 € RewF(E. £ rp))DYiy. |
{(Pi, Ci, CF[E2 A XD Hy

47



if ¢ — r € R, 3p position of ¢, £ € T(F,X32) with k = |®(C§)|, Fi. Iy € RewF(£,¢ — 7, p).
(&0 7 up) € K(CE) such that:

o o= {&], = &}, ¥ € mgs(Ce[PoiZ0H); and

o (XX, CH:X) is a solved formula VS.¢ F? v < ¢ such that ¥; is a bijection from
vars?(p) to Noup; and ¢p:(SoXEe, CE:X) & F; for all bijections from vars?(p) to Npyp.

13.3 Rule EQ

The third case distinction rule focuses on the static equivalence between solutions of extended
constraint systems. More specifically, the rule EQUALITY checks whether a deduction fact
& F’ wy from the set of deduction facts K can deduce the same term as another recipe
consequence of K. The rule is formalized as follows.

SU{{(Pi,Ci, CE) g}
%
{(P;,Ci, C£:E[F — FU{¢:(X0%,Ci:X) ) 4,
SU{ {('Pi,Ci,Cie[EQ/\—'E]) ?:1 : 1 }

(24)

if 3i. ¥ € mgs(Cs|V(Z0CH)), (8%, C§:X) is solved and:

e cither ¥p = {X — &,Y — &} for some (& F wp), (&2 F ug) € K(C§) and for all
(VS.H < ¢) € F(CP), H # (&1 =} &).

e Yo ={X = &,Y — f(Xy,...,X,,)} for some (& 7 up) € K(CE) and f/n € F. with
X1k, ..., X,k fresh and for all (VS.(3 :7f G2 <= @) € F(CY), 1 = & implies root((2) # f.

where k = |®(CY)| and ¢ = V{X,Y, z}.(X :?f Y) < X F 2 AY F 2 with X:k,Y:k, » fresh
variables.

Note that we consider a generic equality formula ¢y = V{X,Y, 2}.(X :?f Y) < X F°
2z AY F’ 2z modeling that X and Y must deduce the same term. Since a recipe consequence
of K can either be coming from an deduction fact in K or be a recipe headed by a constructor
function symbol, we consider all cases. That is, in ¢, we instantiate X by &; and we instantiate
Y by either & where & F’ uy is another deduction facts in K or by f(X,..., X,) where f
is a constructor function symbol and Xj,..., X, are fresh. Once again, the conditions ”for
all (VS.H < ¢) € F(CY), H # (& :?f &2)” and for all (VS.¢y :?f G <= eFC), =&
implies root((2) # f” are for termination purpose and ensure that we only consider a minimum
number of equality formula.

14 Termination and size

We need to be able to bound the size of the most general solutions of the constraint systems
we obtain in the partition tree. In this section, we will describe and explain the measure
on sets of extended symbolic processes that we use to prove termination of the algorithm
and bound the size of most general solutions. More specifically, this section is dedicated to
the proof of Theorem [51 To avoid too many notation, we assume in this section that |R|qag
includes the arity
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14.1 Bounding the size of most general solutions

In Theorem [5, we aim to bound the size of the most general unifier of the nodes n in the
partition tree, |X|gag with ¥ € mgs(n). As explained in Section |8, we build the partition
tree from the root to leaves. For each node, we build it children by first apply the extended
symbolic transition rules in [12] and second by applying as long as we can the simplification
and case distinction rules. When no more of the latter rules are applicable, the resulting set
of extended symbolic processes formed the children of the node. This sequence of operation
is repeated until no more extended symbolic transition are applicable.

To bound the size of the most general solutions, we rely on the fact that when no more
simplification and case distinction rules are applicable on a set of symbolic processes S, the
most general solution of an extended constraint system C¢ in S is in fact mgu(E?(C¢)|=)
(This property is proven in Appendix). Therefore, to bound the size of the most gen-
eral solutions of the node of the partition tree, it suffices to bound |mgu(E*(C®)|=)|dag, i-e.
[st(img (mgu(E2(C)|2)))!-

In order to show this bound, we need to introduce some notations. Given an extended
constraint system C¢ = (®, D, E', E?, K, F), we will denote:

o 1(C°) = mgu(E'|2) for i € {1,2}

o PT(C%) = st(Pp'(C%)) U st! (Ku' (C%)) U st (Du' (C)) U st(img(p' (C°))
o R(C%) = st(img(u2(C°))) U vars2(D) U st2(Ku2(C®))

o sto(C%) = ste(img(p?(C%)), Kp?(C) UD) U ars?(D)

Intuitively, u?(C¢) are the most general solutions of all the equalities in the constraint systems,
PT(C®) is the set of protocol subterms in the constraint system, R(C®) is the set of recipe
subterms in the constraint system, and finally st.(C¢) represents the consequential subterms
of the constraint system. We will write u', u?, PT, ... instead of u!(C¢), u2(C¢), PT(C¢) when
the extended constraint system is clear from the context.

Note that R(C®) includes st(img(mgu(E?(C¢)|=))). Therefore, we directly obtain that
R(CO)| = [st(img(mgu(EX(C)))], ie. |R(CE)| = |mgu(EX(CY)|-)lsag. Thus, instead of
directly bounding |mgu(E?(C¢)|=)|dag, We will bound |R(C¢)|. We focus on the latter as it is
easier to describe its evolution by application of the different rules.

14.1.1 Bounding the size of R(C®) by application of a rule.

Let us now consider each rule and determine how R(C¢) evolves.

e Symbolic rules: Only the rules E-IN and E-OUT increases the size of R(C¢) by adding
at most two new second order variables.

e Simplification rules: Only the rule [20| may increase the size of R(C¢). Indeed, in such a
rule, we add a deduction fact from F in K for each extended constraint systems in the
set.

e (Case distinction rules: Every case distinction rules split one set of extended symbolic
processes in two. One of this set (that we will call the positive set) is obtained by
applying a most general unifier on each extended constraint systems in the set. The
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other set (that we will call the negative set) is obtained by adding recipe disequations in
all extended constraint systems on the set. Note that in the negative set, R(C¢) remains
unchanged for all extended constraint systems in this set. Therefore, we will focus on
the positive set.

In order to bound the size of R(C®), we will show that:
P1: R(Cj) = 0 (trivial since the extended constraint is empty)

P2: We can bound the increase of |[R(C¢)| by the rule [20] and by the case distinction rules
in the positive set by a polynomial in |P|gag + |@|dag + |R|dag + | F|-

P3: An extended symbolic process in the partition tree is obtained by at most N applications
of the rule 20] and case distinction rules in the positive set where N is an exponential
in |Pldag + |Qldag + [Rldag + |F]-

With this three properties, we can trivially derived that for all extended constraint systems
C¢ in all extended symbolic processes obtained during the procedure, |[R(C¢)| is bound by an
exponential in |P|gag + |Q|dag + |R|dag + |F|, which conclude the proof of Theorem

The remaining of this section is dedicated to the proof of the second and third properties.

14.1.2 Bounding the increase of R(C®)

When rules [§| to [10] are applied on a constraint system C¢ they do not introduce new variables
and decrease the number of symbols in D(C®). These two observations would be enough
to bound the size of all ¥ € mgs(C¢). However, our case distinction rules apply these
substitutions on other constraint systems which may introduce new variables. Therefore,
a measure based on the number of variables is insufficient for sets of extended symbolic

processes and we rather use the protocol subterms not already deduced by a recipe in E2, K
and D:

M(CO) = {t € PT |t € XY AVE € 5t.(C°) \ X2.(,t) & ConsEQ(Ku! UDp!)}

Consider first the simplification rule|[l1|and the ones from Figure They typically apply
protocol term substitutions on the constraint system (they also effect recipe disequations
that are irrelevant in M(C€)). Note that the applied substitution is always generated from
terms already in the constraint system. As such p!(C¢)) = p*(C¢) and so ®(C°|)ut(C¢)) =
B(C)u'(CY), K(Ch)p'(Co)) = K(C)p'(C?) and D(C*))p'(C°)) = D(C*)u'(C?). Thus, we
directly obtain that |[M(C¢])| < |M(C?)|.

Let us now look at the rules a |§|and and let us consider C¢ = C’¢. The rule |8 does not
modify the protocol terms of the constraint systems by apply a recipe substitution. However,
we show an invariant on the constraint systems that any &, ¢ € st.(C¢) are consequence of
KUD as well as any of their subterms (see Deﬁnition in Appendix). Thus, we deduce from
the definition of st.(C¢) that st.(C®)X C st.(C'®). To conclude that |M(C'¢)| < |M(C?)]|, we
rely on the following lemma:

Lemma 14. Let S, S’ be two sets of solved deduction facts. Let p = {X; H? wi b, such
that all X; are pairwise distinct. For all 3,0, for all (§,t) € CONSEQ(S U ), if for all
ie{l,...,n}, (X;X,u;0) € CONSEQ(SXo US’) then (£3,t0) € CONSEQ(SXo US).
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Typically, this lemma (proven in Appendix) indicates that the notion of consequence is
stable by application of recipe and protocol substitutions (under some conditions). In other
words, if (£,t) € CONSEQ(K(C®)u! (C) UD(C®)u! (C?)) then (€X,t) € CoNSEQ(K(C®)ut (C'¢) U
D(C"®)ut(C’)). Since st.(C¢)X C st.(C'®), we conclude that |M(C'¢)| < |M(C9)].

By applying the same reasonning for the rule|10, we can also show that M(C"¢) < M(C®).
However, we can even show that this inequality is strict. Indeed, using the same the nota-
tion in the rule this rule is only applied if C¢ = C¢| and for all £ € st.(C°) \ {X},
(¢,u) ¢ ConsEQ(K U D). Note that C¢ = C¢| implies that Ku! = K and Du! = D.
Moreover, it also implies that v € MC®. However, in C®, we have that (£, uui(C’)) €
ConseQ(K(C)ut(C®) U D(C"®)u!(C')). Moreover, we show another invariant on the con-
straint system (see Definition in Appendix) that ensures us that X € st.(C¢) and so
¢ € st.(C'®). Hence, we obtain that uu!(C’¢) € M(C'®) allowing us to conclude that M(C"¢) <
M(C*). By applying the same reasoning, we can also show that M(C"¢) < M(C*¢) when the
rule 0] is applied.

Let us now look at the evolution of R(C¢) when applying all these rules: The simplification
rules from Figure [L1] only affects the recipe disequations which does not influence R(C¢); the
rule [L1] does not modify the recipes of the constraint system. Rules [8] and apply a recipe
substitution ¥ on the constraint system where ¥ = mgu(§, () with £ ¢ € R(C®). Thus,
|[R(C')| < |R(C®)|. Finally, the only rule that increases R(C®) is the rule [J] since it generates
n fresh variables X1,..., X,, where n is the arity of the symbol f.

Since we proved that [M(C’®)| < |M(C¢)| when the rule[J]is applied and [M(C¢)| never
increase for any other rules, we conclude that:

for all ¥ € mgs(C°), |R(C®:X)| < |R(CO)|+ |F| x (IM(C)| — IM(CE:X))|) (25)

Note that as we are only interested of the complexity class of the problem, we will over
approximate the bounds. As such, we over approximate the maximal arity of the signature
by |F|.

Recall that the case distinction rule SAT always a most general solution of one of the
extended constraint systems to all the extended symbolic processes in the positive set. Thus,
the equation describes how R(C¢) increases for each application of the rule SAT. By
bounding [M(C?)| by a polynomial in |P|gag + |Q|dag + |R|dag + [F|, we would prove the
property P2 for the rule SAT.

Evolution and bound of |[M(C¢)|. We showed that for all ¥ € mgs(C¢), IM(C:X)| <
|IM(C?)|. In fact we can generalize this property to a more general set of substitution 3:

Definition 28. Let C® be an extended constraint system. Let Y be a second-order substitution.
We say that ¥ € CoMPSUB(C®) if dom(X) C wars?(D(C®)) and for all X € dom (%), XX €
CoNSEQ(K(C®) UD’ U Dyx) where D' = {X F* u € D(C®) | X & dom(X)} and Dy = {X +’ z |
x fresh and X € vars®(X) \ vars®(C)}.

Intuitively, COMPSUB(C®) represents the recipe substitutions ¥ that can be applied be
applied to the constraint system C¢, i.e. C¢:X, and such that the recipes in the of ¥ would be
consequence of C¢:3. Note that mgs(C®) C COMPSUB(C®).

By applying Lemma [14] we can show that:

for all ¥ € ComPSUB(C?), |IM(C*%X)| < |M(C)| (26)
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Note that in a set of symbolic processes two extended constraint systems C{,C5 always have
the same recipe structure, i.e. |®(C§)| = |®(CS)|, vars®(C§) = vars®(CS) and {& | (€ F* u) €
K(C)Y = {¢ ] (¢ F" u) € K(C5)}. Thus, we deduce that ComMPSUB(C§) = ComMPSUB(CS).
Therefore, we can conclude that for any simplification and case distinction rules, |M(C¢)]
never increase for all extended constraint systems in a set of extended symbolic processes.

Let us now bound |M(C®)|. In order to do so we explore the relation between C and C¢
in an extended symbolic process (P,C,C¢). Recall that in all rules of the extended symbolic
semantics (figure , we always add the same equations, disequations or deduction fact in
C and C°. Thus, if we see C as an extended constraint system with K(C) = F(C) = () and
E2(C) = 0 then we obtain that M(C®) increases at most as much as M(C) when applying
a symbolic extended rules. Combining with the fact that C is always left untouched by
simplification and case distinction rules, and that M(C€) never increase by these rules, we
obtain:

for all (P,C,C°) in a set of extended symbolic processes, | M(C®)| < |IM(C)| (27)

This relation is very useful as |[M(C)| can easily be bound by a polynomial in |P|qag +
|Qldag + |R|dag- Indeed, each symbolic rule add protocol terms from the process P and @,
and in the case of the rule E-IN and E-OUT also at at most 1 fresh first order variables. This
property is formalise in this simple lemma:

Lemma 15. For all ({P},Cy) ¢ (P, C'), there exists S = {t; =" w;}?_, such that:

o forallic {l,...,n}, t;u; € st(P) U {y;}}

o (i'(C') € mgug(S)

Proof. This lemma is proved by induction on the number of transition in ({P},Cp) 2.

(P’,C’") and is direct case distinction on the symbolic rule applied. O

Moreover, by adapting the classical algorithm for computing most general unifier, we can
show that for all o € mgugr (S), |st(o)| < |st(S)| + [Rldaag X [{t € st(S) | root(t) € F4}|. By
combining this property with lemma [I5] and with the fact that an extended symbolic process
is obtained by at most max(|P|qag, |Q|dag) application of symbolic rules, we conclude that for
all extended symbolic processes (P,C,C¢),

IM(C)] < IM(C)] < 2(|Pldag + |Qldag) X (IR|dag + 1) (28)
Combining this equation with equation we obtain that:

for all $ € mgs(C°), |R(C*3| < [R(C)| + 2(|P)dag + |Qlaag) % |F] % ([Rlaag +1)  (29)

14.1.3 Most general solutions and formulas

Equation [29| allows us to bound the increase of |R(C¢)| every time the rule SAT is applied in
the case (a) (see Section[13.1). However for the other cases and the rules REW and EQUALITY,
we compute and apply most general unifier of an extended constraint system combined with
a deduction or equality formula, i.e. ¥ € mgs(C®?¥) for some formula 1, or with a protocol
disequation.
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Let us focus on the case of the rule REw (the case of the rule EQUALITY follows the same
logic). Note that equation [25| can be instantiated with C¢|¥ as follows:

for all € mgs(C°|"), |R(C[*:D)| < |R(C”)| + |F| x (IM(CE|V)| = IM(C*:Z)])  (30)

However in the rule REw, the formula 1) is in fact 3¢:(¢0, C{) with 19 € RewF (¢, ¢ — r, p) and
¢ — r € R. By definition of RewF(¢,¢ — r,p), we obtain that |st?(¢g)| < |Rldag X |F| and
5t ()| < [Rlaag(1+|F]). Hence, [M(CE00.C)| < [M(CE)|+[Raag(1-+1F]) and |R(CE)U
st2(100: (20, C))| < |R(CE)| +|R|dag x | F|. Finally, notice that |R(CS:X)| < |R(CE|Vo:(Fo.Ch):3)).
Thus we deduce the following statement:

for all & € mgs(C[*"0 D), |R(CF:E)| < |R(CF)| + |FIIM(C)] + [Rlaagl FI(2 + [F])  (31)

Since we already bound |[M(C®)| by 2(| P|dag + |Qldag) X (|R|dag + 1), we conclude once again
that the increase of R(C€) is bound by a polynomial.

Finally, note that once a formula is created and added into F, the only modification on
its recipes is the application of substitution during the application of other rules. However,
in such a case, we can easily show the following result:

Lemma 16. Let C¢ be an extended constraint system. Let 1 € F(C®). Let ¥ € CoMPSUB(C®).
For all k € N, it |R(C®) U st?(y))| < |R(Ce)| + k then |R(CE:X) U st?2(yX)| < |R(CE:X)| + k.

Intuitively, this lemma allows us to show that whenever the simplification rule [20] is ap-
plied, i.e., whenever a deduction fact ¢ € F(C¢) is added to K(C¢), the increase of R(C®) can di-
rectly characterized at the time 1) was first created. This allows us to deduce |R(C®)Ust? ()| <
|R(C®)| + |R|dag|F| and to conclude the proof of Property P2.

14.2 Bounding the number of rules

Each case distinction and simplification rule replaces a set of extended symbolic processes
by one or two new sets of extended symbolic processes, leaving all the other sets unchanged.
Thus, in a derivation S —* &’ and given a set S € &', we are in fact interested to measure
the number of applications of rules that were specifically needed to obtain S. To do so, we
consider a measure on sets of extended symbolic processes {(P;,C;,C¢)}7; and we show that
this measure strictly decreases by application of any rules (including the symbolic transition
rules). This measure is in fact a 10-tuple of integers where each element focuses on a specific
part of the set of extended symbolic processes and we consider the lexicographic order on
tuples. In the rest of this section, we will describe each element of this measure and how to
bound them.

First element: size of the process. As first element of the measure, we compute a
maximum on the sizes of the processes in the multisets P;, i.e. max(d_pep, [Rldag |1 =1...7).
Notice that this stays unchanged for any simplification or case distinction rules but strictly
decreases when applying the extended symbolic transitions. Moreover, since the size of a
process consider the explicit tree structure, we have that this first element of the tuple is
bounded by the size of the initial processes P and Q.
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Second element: Number of constraint systems. The second element of the measure
considers the number of extended symbolic processes in the set, i.e. n, that may increase only
when applying a symbolic transition but these rules are already covered by the first element
of the measure due to the lexicographic order on tuples. Note that n strictly decreases when
applying the simplification rules [18| and Moreover, it also strictly decrease when the rule
SAT is applied with the case (c) of its application conditions. In such a case, we consider
a disequations 1 and X € mgs(CjW). Thus, X represents the solutions of Cf that will not
satisfy . Hence, in the symbolic process (P;,C;, E:C;?), the extended constraint system E:CJ‘»3
will be reduced to L by the simplification rules, leading to an application of rule
Intuitively, n corresponds to the number of symbolic transitions possible from P and @ for
a given symbolic trace. Hence, we can bound n by (|P|dag|Rldag) 1% + (|Q|dag| R |dag)!des .

Notice that the part |R|‘dlzg‘i“9 is due to the computation of the most general unifiers modulo
R in the symbolic transitions. Moreover, notice that this bound is exponential in the size of

the inputs P, @ and R.

Third element: Number of terms not consequence. Given C an extended symbolic
constraint system, let us denote setk(C) the following set:

{t € st}(®(C)) U st} (D(C)) | t & ConsEQ(K(C)UD(C))}

In an extended symbolic process (P;,C;,C) with i € {1,...,n}, the set setk(C{) represents
the terms in the constraint systems that are not consequence of K(C¢) and D(Cf). Typically,
it corresponds to the terms that are not deducible by the attacker but could potentially be. In
fact, we can show that when the simplification rule[20|is applied, i.e. when a deduction fact is
added to K(CY), the head protocol term of this deduction fact is necessarily a subterm of the
frame (thanks to the fact that we only consider subterm rewriting systems). Moreover, since
by the application conditions of the simplification rule, we have that the head protocol term
is not already consequence, the size of setk(C{) will strictly decrease. Finally, since all case
distinction rules consist of apply substitutions ¥ whose sub-recipe are all consequence (since
they are in fact most general solutions of the constraint systems), |setk(C{)| never increase
by application of any case distinction rules.

Finally, with the same arguments for showing M(C{) < M(C;), we can show that [setk (CY)]
is bounded by M(C;) and so [setk(CS)| < 2(|Pldag + |Q|dag) X (|R|dag +1). Therefore, as third
element, we consider min(|setx(C{)| | 7 = 1...n) which is bounded by 2(|P|dag + |@|dag) X
(IRlgag +1):

Fourth element: Number of unsolved extended constraint systems. An extended
constraint system C is unsolved when the deduction facts in D(C) do not have pairwise distinct
variables as right hand term. However, given ¥ € mgs(C), the application of ¥ on C, i.e.
3:C, gives a solved extended constraint system (this property can be obtained in fact directly
from the definition of most general solutions). Therefore, when applying the rule SAT with
the case (a) of its application conditions, we directly obtain that the number of unsolved
extended constraint systems strictly decrease.

Note that we trivially deduce that the number of unsolved systems is bounded by n and
so the fourth element is bounded by (|Plaag|R|dag)! 149 + (|Q|dagR|dag|) s .
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Fifth element: Application of the rule REW. The fifth element represents the number
of application of the rule REw that is still possible. Typically, we consider all the parameters of
the rule REwW (the deduction facts from K, the rewrite rule, etc) on which the rule REw would
be applied with a most general solutions that does not already corresponds to a deduction
fact in F. To define this number, we consider the following set setgruw (C€).

Definition 29. Let C¢ be an extended symbolic process. We denote setrpw(C) the set of
tuples (Y, 0 — r,p, 1o, X) that satisfies all the application conditions of the rule REW.

Obviously, [setrpw(C€)| strictly decrease when applying the rule REw. For the case dis-
tinction rules, i.e. SAT and EQUALITY, do not increase [setrpw(C¢)|. Indeed consider a
deduction formula v in F(C¢) obtained by application of the rule REw, i.e. corresponding
to some parameters (¢, ¢ — r,p, ¢, 2). Now assume that due to the application of the rule
SAT or EQUALITY, we apply a substitution ¥’ on the constraint system C¢. In such a case,
the formula ¢ € F(C®:X') would in fact correspond to the application of the rule REw with
parameters (X' ¢ — r,p, 1, X¥'). Note that |setrpw(C)| may increase by application of
rule 20| since |K(C€)| will increase. However, this rule is already covered by the third element
of the measure.

Bounding the size of [setrew(C¢)| can easily be done: The number of ¢ € K possible is
bounded by |K|, itself bounded by [setk(C€)| (see the explanation of the third element). The
number of rewrite rules, position p and 1y € RewF (£, ¢ — r,p) only depends on the rewrite
systems and can be bounded by |R|L7§g|dag. Note that the exponential comes mainly from the
number of possible positions in £. We already know that the number of most general solutions
is bounded by (K(C)| + 1)M(€).

Since rule REW can be triggered by any extended constraint systems in {(P;,C;, CS) 4,
we consider Y !, [setrpw(C{)| as fifth element of the measure. Combining all the previous
results, we obtain the following result:

n e R E}
S Isetrew(C)] < ((1PldagIRldag)) P19 + (1Qlaag Rlaag )1 ¥140) x R oee x
((1Plsag + [ Qlaag) (1 + [Ragg)) o0 FIos 1l L

Sixth element: Number of unsolved deduction formulas. We say that a deduction
formulas is unsolved when it is not a deduction fact. When we apply the rule REw, we
potentially add multiple unsolved deduction formulas and no other rule can increase the
number of deduction formulas. Moreover, when we apply the rule SAT with the case (b)
of its application conditions on deduction formulas, we have an unsolved deduction formula
Y € F(C) and X € mgs(C;?]Twz). Hence, X corresponds to the solutions of Cf that trivially
satisfy the hypotheses of 1. Thus when applying ¥ on Cf, i.e. Cj:X, the formula ¢X will
becomes solved. This allows us to deduce that the number of unsolved deduction formulas will
strictly decrease by application of the rule SAT with the case (b) of its application conditions.

We therefore consider [{¢) € F(C{) | i € {1,...,n} A4 is an unsolved deduction formula}|
as sixth element of the measure. To bound this number, we need to recall that we always
apply the case distinction rules with the following priority order: SAT j EQUALITY | REw.
Thus, when we apply a rule REw, there is no unsolved deduction formula in any of the
extended constraint systems (otherwise we should have applied the rule SAT). It means to
the sixth element of the measure is bounded by the number of deduction formula produced
by one instance of REW. By definition, we know that |[RewF(&,¢ — 7, p)| < |R]| (one formula
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per rewrite rule). Thus, the rule REW generates at most |R| x n deduction formula which is
bounded by [Rldag  ((IPlaag!Rlaag )14 + (1Qlaag Rlaag)) tes).

Seventh element: Application of the rule EQ. Similarly to the fifth element that
corresponds to the number of application of the rule REw, the seventh element of the measure
will considered the maximal number of remaining application of the rule EQUALITY.

The application conditions stipulate that the rule can be applied either (a) on two deduc-
tion facts of K(C{), or (b) on one deduction fact of K(C{) in combination with a construction
function symbol.

Note that even though the rule also consider the existence of a most general solution
IS mgs(Cﬂw:(EO’Cie)), the number of application of the rule EQUALITY will not depend on
the number of possible most general solutions. Indeed, consider the case (a) where the rule
is applied on two deduction fact (&5 ¥ uy), (§2 F* ug) € K(C¢). Thus, an equality formula
with &% :} &Y as head will be added in F(C{:X). However, in the application conditions
of the rule, we also require that for all (VS.H < ¢) € F(C{), H # (& :?f &2). Thus, a new
application of the rule EQUALITY on C{:3 with the same (up to instantiation of ¥) deductions
facts from K(C¢:X) will be prevented.

The same situation occurs in case (b) with the condition for all (VS.(1 :} G <= ) € F(CY),
¢ = & implies root((a) # f.

We therefore conclude that the rule EQUALITY can be applied only once per pair of
deduction facts in K and once per deduction fact in K and function symbol in F..

Definition 30. Let C¢ be an extended symbolic process. We denote setrq(C€) the set of pairs
(,9") € K(C%)? and pairs (1,f) € K x F, that satisfy all the application conditions of the
rule EQUALITY.

We therefore we consider > 1" | |setpq(Cf)| as seventh element of the measure and we obtain
the following result:

Z?:l |setEQ(Cie)| < ((‘P|dag|R|dag|)|P|dag =+ (2|Q|dag‘R|dag2)|Q‘dag)x
2|R|dag(’P|dag + ‘Q|dag) (1 + ‘R‘dag)

Eighth element: Number of unsolved equality formulas. Unsolved equality formulas
can be generated by two rules: the case distinction rule EQUALITY or the simplification rule[21]
However, once again because of the priority order SAT < EQUALITY < REW, the two rules
cannot be triggered simultaneously and the rule EQUALITY is only triggered when there is
no unsolved equality formulas. Note that due to the condition Vi.V(VS.(; :?f (2 <= ) € Fy,
(1 # & or (o # £ in rule two instances of the rule [21| with different recipes ¢ (e.g. if u; can
be deducible with two different recipes) cannot be applied sequentially. Thus, at any given
moment, there is at most one unsolved equality formula per extended constraint system Cy,
for all ¢ € {1,...,n}.

We therefore consider [{¢ € F(C{) | i € {1,...,n} A4 is an unsolved equality formula}|
as eighth element of the measure which is bounded by n and so by (\P\dag\R‘dag’)IPIdag 4
(‘Q|dag’R|dagD|Qldag'

Finally, notice that when we apply the rule SAT with the case (b) of its application condi-
tions on equality formulas, |{¢) € F(CY) | i € {1,...,n} A is an unsolved equality formula}|
strictly decreases.
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Tenth element: Remaining most general solutions. So far, every time we showed
that one of the previous element of the measure (strictly) decrease by application of a case
distinction rule, we always focused on the set of extended symbolic processes corresponding
to the application of the most general solution ¥ (e.g. the set {(P;,C;,C:X)}? for the rule
SAT). This is due to the fact that the other set of extended symbolic process generated by the
rule only add recipe disequations, i.e. {(P;,Ci, CS[E*> A —=X])}iz1. These recipe disequations
never increase any of the previous elements of the measures but strictly decreases the number
of most general solutions we can calculate for the same instance of the rule. For example, if
¥ € mgs(C®) then |mgsC®| > |mgs(C¢[E?> A =X])|. Hence, by considering as tenth element of
the measure the number of most general solutions available for any possible instance of a rule
applicable on {(P;,C;,C{)}1,, we ensure that the measure strictly decrease when considering
the set {(P;,C;,CS[E2 A —3]) }ie1.

Note however that it is unnecessary to bound this tenth element. We only require it to
be finite for termination purposes, which is the case. Indeed, recall that we aim to bound
the number of time a most general solution is applied in order to bound |R(C{)|. Since this
tenth element of the measure focus on the parts of the rules that do not apply most general
solution, it does not impact the bound of |R(CY)|.

15 Implementation

Building on the previous section we have implemented a prototype in OCaml, called DEEPSEC
(DEciding Equivalence Properties in SECurity protocols), for verifying trace equivalence. The
tool’s specification language extends the grammar presented in section in particular, we
define a non-deterministic choice operator P + @, a let operator for variable assignment
let x = w in P else @, as well as bounded replication !" P defining n copies of P in par-
allel. These additional primitives are only here for modelling convinience—and the native
integration allowed specific optimisations compared to encoding within the initial calculus.
The syntax and structure of DEEPSEC’s input files are similar to the ones of the widely used
ProVerif [BSC16] tool. We hope this will make it easier for new users to discover and handle
our tool.

Partial order reductions The tool also implements partial order reductions (POR), an
optimisation technique for protocol analysis developed by Baelde et al. [BDH15]. The basic
idea is to discard part of the state space that is redundant. This optimisation is sound when
processes are action determinate, as defined in [BDHI5|. Assigning a different channel name
to each parallel process is a simple, syntactic way to ensure this property although this is not
always possible—typically when looking at anonymity or unlinkability properties. In practice,
DEEPSEC automatically detects action-determinate processes and activates the POR, which
drastically reduces the number of symbolic executions that need be considered.

Distributing the computation The main task of DEEPSEC is to generate a partition tree.
This task can be distributed: computing a given node of the tree can be done independently
of its sibling nodes. However, some engineering is needed to avoid heavy communication
overhead due to task scheduling. Indeed, the partition tree is indeed not a balanced tree and
it is impossible to know which branches will be larger than others. Hence, in practice we
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Sacco 12 v/ o<ls |V <ls

14 /o <ls |V <ls

17 v/ <ls |/ 1s

29 v/ <ls |/ 6s

3 o <ls |V <1Is |V bs |V <Is|V/ <ls
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Mouth 12 v 22m16s /o <ls |V <ls
Frog 14 S v/ <Is |V <1s

B 17 v/ <ls|v/ s
g 23 v/ <ls|v/ 3s
% 3 o <ls |v <lIs |[v Ts |V <lIs |/ <ls
= 6 v 25 |V 4ls o |V <Is|vV <ls
= 7 |/ 42s |/ 34m38s vols |/ <ls
1 Yahalom- 10 @) v o 1ls |V <ls
Lowe 12 v ods |V 2s

14 v Ts |V 2s

17 v 12s |V 8s

Needham- 2 o <1ls |V <1Is |V Os v <ls

4 v oo 3s BUG Voo <1s

Schroeder- X

Lowe 8 (o v o 2s

12 v 21s

3 v 28 |V 28 |/ 58m9s oo <ls

6 (oW (oW /oo <ls

Otway-Rees 7 X /oo <ls

10 v 3s

14 v 5m28s

v successful verification /£ attack found X out of scope
@) out of memory /stack overflow timeout (12 hours)

Figure 15: Benchmark results (Part 1)

do not directly compute and return the children of each node in the most straightforward
manner, but proceed in two steps:

1. We start with a breadth-first generation of the partition tree. The number of pending
nodes will gradually grow until, potentially, exceeding a threshold parameter n.

2. Each available core focuses on one of these nodes, computes the whole subtree rooted by
this node (depth-first manner), and is then assigned a new node. If at some point cores
become idle—because all nodes generated at step 1 are either completed or currently
assigned to an active core—we restart this two-step procedure on incomplete nodes.
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10 v 2s
= 15 v/ 32s
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3G-AKA 6 © X X /9
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4 7 38mb6s 7 Is
BAC 6 X
Prét-a-Voter 6 X X X X /28
Helios Vanilla | 6 |/Z 47s |/ <ls X X /  <ls
2| Helios NR-W | 6 /oo ls
§ Helios NR-ZKP| 6 /o2
2| Helios dR-W | 10 v 30m24s
£ | Helios dR-ZKP | 10 x x X1/ omes
~ | Helios hR-W | 11 /o 2s
Helios hR-ZKP | 11 v/ 2h42m

v successful verification

/ attack found X out of scope
out of memory/stack overflow timeout (12 hours)

Figure 16: Benchmark results (Part 2)

While parallelisation is also supported by the AKISS tool, DEEPSEC goes one step further

as it is also able to distribute the computation through clusters of computers.

Benchmarks We performed extensive benchmarks to compare our tool against other tools
that verify equivalence properties for a bounded number of sessions: Akiss [CCCKI16],
APTE [Cheld], SAT-EqQuiv [CDDI17] and Spec [TNHI16]. Experiments are carried out on
Intel Xeon 3.10GHz cores, with 40Go of memory. AKISS and DEEPSEC use 35 cores as they
support parallelisation—unlike the others which therefore use a single core. The results are

summarised in figs. [I5] and
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We analysed strong secrecy, an equivalence based version of secrecy, for several classical
authentication protocols. These benchmarks are mainly used for measuring scalability when
increasing the number of sessions (figs. [L5| and [16| indicate the number of roles in parallel, as
depending on the exact scenario a session may require more or less roles). The DEEPSEC tool
clearly outperforms AKiss, APTE, and SPEC. The SAT-EQUIV tool becomes more efficient,
when the number of sessions significantly increases. However, the Otway-Rees protocol can-
not be analysed by SAT-EQUIV as it does not satisfy their type compliance condition and
the Needham-Schroeder-Lowe protocol is out of its scope, as SAT-EQUIV does not support
asymmetric encryption.

To illustrate the broad scope of the tool we analyse unlinkability and anonymity prop-
erties for a number of other protocols: Abadi and Fournet’s anonymous authentication pro-
tocol [AF04], the AKA protocol deployed in 3G telephony networks [AMR™12], the Passive
Authentication and Basic Access Control (BAC) protocols implemented in the European
passport [For04], as well as the Prét-a-Voter (PaV) [RS06] and several variants of the mixnet
based Helios [Adi08] voting protocols. We comment a bit more on the voting protocol exam-
ples. Relying on the reduction result of Arapinis et al. [ACKI16], we know that it is sufficient
to consider three voters, two honest and one dishonest one, to conclude vote privacy for an
arbitrary number of voters. Moreover, when revoting is allowed, which is the case for Helios,
but not for PaV, we only need to consider a server which accepts seven ballots that may come
from any of the three honest voters. For the Helios protocol we consider several versions.
The wvanilla Helios version, which does not allow revoting, is known to be vulnerable to a
ballot-copy attack [CS13]—the attacker simply copies the ballot of a honest voter in order
to bias the outcome. Two countermeasures have been proposed to thwart this attack: one
applies a ballot weeding procedure (W), while the other is based on a zero-knowledge proof
(ZKP) that links the identity of the voter to the ballot. When no revote (NR) is allowed
these two versions are indeed shown to be secure. When allowing revoting we consider the
case where seven ballots can be accepted [ACK16], under two different scenarios. When only
the dishonest voter revotes (dR) we can show the security of the weeding mechanism. When
however one honest voter re-votes twice (the same vote), a variant of the ballot-copy, pointed
out to us by Renne [Ronl6], is possible in the weeding version. The attacker intercepts or
delays the first honest vote, and casts this ballot in his name. The same ballot by the honest
voter is than removed through weeding. However, as the honest voter casts a second (differ-
ently randomised) ballot the tally is biased by containing an additional vote for the honest
voter’s candidate. This attack is found by DEEPSEC. We can show that the ZKP version
does not suffer from this attack as ballots are linked to voter identities and cannot be cast
on behalf of someone else. Besides note that, while PaV is a priori in the scope of AKISS,
it failed to produce a proof: AKISS only approximates trace equivalence of non-determinate
processes and finds a false attack here.

Finally we note that BAC, Prét-a-Voter and Helios protocols are not action-determinate
and therefore do not benefit from the POR optimisation, which explains the much higher
verification times when increasing the sessions. Nevertheless, as exemplified by the Helios
hR-W example, attacks may be found very efficiently, as it generally does not require to
explore the entire state space.
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16 Conclusion and future work

In this paper we have studied automated verification of equivalence properties, encompassing
both theoretical and practical aspects. We provide tight complexity results for static equiva-
lence, trace equivalence and labelled bisimilarity, summarised in fig. |1} To obtain complexity
upper bounds we propose a new decision procedure. In particular we show that deciding trace
equivalence and labelled bisimilarity for a bounded number of sessions is cONEXP complete
for subterm convergent destructor rewrite systems. Finally, we implement our procedure in
the DEEPSEC prototype. As demonstrated through an extensive benchmark (figs. |L5[and ,
our tool is broad in scope and efficient compared to other tools.

Our work opens several directions for future work. First, we wish to lift the restriction
of subterm convergent equational theories. Even though the problem becomes quickly unde-
cidable for more general rewrite theories, we plan to design a partially correct, i.e., sound,
complete, but not necessarily terminating, procedure, as the procedure underlying the AKISS
tool [CCCKI16]. Second, we plan to avoid the restriction to destructor rewrite systems to
more general ones. From the complexity point of view we envision to study parametrised
complexity (taking the rewrite system, or the degree of non-determinism as a parameter).
This may increase our understanding of which parts of the input are responsible of the high
complexity, and guide further optimisations. We have seen that the POR techniques have
dramatically increased the tool’s performances on action-determinate processes. We wish to
develop similar techniques for more general classes of processes.
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Part IV
Appendix

A Proofs of Part [T (lower bounds)

A.1 Advanced winning strategies

Before starting the proofs, we present some characterizations of observational (in)equivalence
in order to make the incoming proofs easier to handle. It somehow formalizes the intuition
that observational equivalence is a bisimulation game (see section [4.2)).

Remark 10. The results of this section (A.1]) also apply to the extended semantics of section

A.1.1 For the defender

The transitions of the semantics which are deterministic and silent are not essential to equiv-
alence proofs as they do not interfere substantially with them. We introduce below a refined
proof technique to rule them out.

Definition 31 (simplification). A multiset of closed plain processes S is silent in an extended
process (P, ®) when for all transitions (P US,®) . (Q,®'), it holds that Q = P' U S with
(P, ®) S (P, ®) and S silent in (P, ®). Then we define ~» (simplification relation) the
relation on extended processes defined by the following inference rules:
S silent in (P, ®)
(PUS, @)~ (P, ®)

(S-s1L)

c € Npw Msg(t) ¢ ¢ names(P, )
(PU{e(t).P,c(x).Q},®) ~ (PU{P,Q{zx — t}},P)

(S-coMm)

A 5 B by rules NULL, PAR, THEN, ELSE

1o B (S-NPTE)

In other words, we write A ~~ B when B is obtained from A by removing some silent

process or applying a deterministic (in the sense of the confluence lemma below) instance of
the transition relation —».. We call ~,; the restriction of ~ to the rule [(S-NPTE), Their

. oy * * .
reflexive transitive closures are denoted ~» and ~p; respectively as usual.

Lemma 17. If A ~ B (by some rule pg of the definition of ~) and A <. C (by some rule
pc of the semantics), then either B = C and o = €, or there exists D such that C ~ D (by
rule psi) and B S D (by rule pe).

Proof. We make a case analysis on the rule used to obtain the reduction A ~» B:

- case 1 : by rule|(S-SIL)|

Then we write A = (PUS, ®), B = (P, ®). By definition of silent processes, the reduction
A % C hence gives C = (P'US,®') where (P, ®) %, (P',®') = D and S silent in D.
In particular D gives the expected conclusion.
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- case 2 : by rule|(S-comM)|or |(S-NPTE)}

Then either B = C and the conclusion is immediate, or B # C and a quick analysis of
the rules of the semantics gives P, Qp, @'z, Qc, Qp, P, ®’ such that:

A= ({QBuQC}} ) Pv (I>) B = ({[QleQC} UP’(D) C= ({QBa Q/C}} U P7 (b/)
{@s}.®) ~ ({Q@5}.®)  ({Qc}. @) = ({Qc}. @)

and we conclude by choosing D = ({Q’5, Q- } UP, D). O

Corollary 2. If A< B and A % C then either B ~~ C and a = ¢, or there exists D such
that C <5 D and B % D.

Proof. By a straightforward induction on the number of steps of the reduction A < B. [J

Corollary 3. ~; is convergent.

Proof. The termination of ~; follows from the termination of the whole calculus. As for
the local confluence (which sufficies by Newmann’s lemma), we observe that by lemma
it A~ Band A ~p; C then either B = C, or there is D such that B ~~5 D and C ~; D:

in particular, B <%y E and C <5 E for some E € {C, D}. O

In particular, all extended processes A have a unique normal form w.r.t. ~-, which
will be written A} ;. This notation is lifted to multiset of processes, writing P (which is
consistent since ~»p; does not modify the frame). With all of this, we eventually gathered all
the ingredients to introduce our characterization of bisimilarity:

Definition 32 (bisimulation up to ~»). A symmetric relation % on extended processes is
then said to be bisimulation up to ~», or a bisimulation up to simplification, when:

* Z C ~;

e for all extended processes A, B such that AZB, and for all transitions A <. A, there

*

ezists B =c B’ such that A' ~ % & B'.

Proposition 1. For all extended processes A and B, A =, B iff there exists a bisimulation
up to simplification Z such that A <> # < B.

Proof. The forward implication follows from the fact that ~, is a bisimulation up to sim-
plification (by reflexivity of ~*=>). For the converse, let us consider % a bisimulation up to
~~ and prove that it is contained in ~,. In order to do that, it sufficies to show that:
o 5 A & is symmetric;
* *

° (w%w) gr\/;

e for all extended processes A, B such that A~ Z & B, if A i>c A’ then there exists
B =, B’ such that A’ % % & B'.

These three properties indeed justify that («Z Z e*w) C =, by definition, hence the expected
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conclusion as Z C~ #Z < by reflexivity of ~5. Yet it appears that the first two points
directly follows from the properties of Z and the reflexivity of ~+, and we thus only need
to prove the third point. Let us therefore consider the following hypotheses and notations:

ASCRDSB AL A
and let us exhibit B’ such that B =. B’ and A’ ~ % &~ B'. Let us consider the two cases
induced by the application of corollary
ccasel: A5 Canda=¢
Then we can choose B’ = B.
. case 2 : there exists C’ such that A’ <% ¢’ and C %, '

Consequently, since Z is a bisimulation up to simplification, there is D’ such that D =, D’
and C' <5 # & D'. Then we remark that for all extended processes By, B, Bs:

— a transition B; ~» By with rules |(S-NPTE)| or |(S-comm)| implies By <>, Bo;

— if By ~ By with rule|(S-siL)|and By 2. By, then By 2~ Bj.

In particular since B <~ D 2. D', we have B 2. D” % D’ for some D”. Hence the
conclusion by choosing B’ = D”. O

A.1.2 For the attacker

When taking the negation of labelled bisimilarity, we essentially obtain a set of rules for a
game whose states are pairs of processes (A, B): an attacker selects a transition and a defender
answers by selecting a equivalently-labelled sequence of transitions in the other process.

Definition 33 (labelled attack). A relation . on extended processes is called a labelled attack
when for all A, B such that A B, it holds that:

1. either: A+ B
2. or: 3A S 2 A VBEE B A9B
3. or: B4 L. B, vASE A ASB

Note that labelled attacks are not the direct translation of the above intuition since they
allow the attacker to choose several transitions in a row; this intuitively entails no loss of
generality since it is equivalent to the attacker selecting some transitions non-adaptatively
(i.e. independently of the answer of the defender). Here is the formal statement of correctness:

Proposition 2. For all extended processes A and B, A %, B iff there exists a labelled attack
& such that A B.

Proof. The forward implication is immediate since %, is a labelled attack (we can even
choose tr = ¢ everytime). Let then .¥ be a labelled attack such that A.¥ B and let us prove
that . C #,. More precisely, we prove that . C .’ C %, for some relation .’. We will
construct .’ in such a way that for all A, B extended processes, A.#’B entails:

68



(7) either: A # B;

ii) or: 3A % A/, VB2, B/, A.YB';
(i7) c :
(i4i) or: 3B 5 B, VA2 A/, A 7B

The inclusion .’ C %, is indeed clear if this property is verified, hence the expected
conclusion provided such a relation .#/. We concretely define it as the smallest relation on
extended processes saturated by the following inference rules:

ASB

——  (AxioMm)

AS'B
AS'B AS ALK A vB2EY B A9'B BE.B

A 7B (DEc-L)
AY'B B B LK B yALLE A AR AL A

A (DEC-R)

In particular, note that . C .’ thanks to the rule As for the two other

rules |(DEC—L)| and |(DEC—R)|, they intuitively decompose sequences < = into atomic

transitions in order to switch from points 2. or 3. of definition 33| to points (ii) or (iii).
Let then A and B be two extended processes such that A.¥’ B. We consider a proof-tree

of A.¥'B in the inference system above and perform a case analysis on the rule at its root:

- case 1|(AxioM); A.YB.

As .7 is a labelled attack, we apply the case analysis of definition

- case l.a: A+ B.
Then () is satisfied.
a.tr

- case 1.b : there exists A S A’ X A" such that A”.7B" for all B 2% B".
In particular, keeping in mind that . C .’ due to the rule|(AX10M)| we have A”.'B"”

o.tr

for all B ==, B”. Let us then show that the transition A %_ A’ satisfies (ii). We
therefore have to show that A.%'B’ for all B =. B'. If A’ = A” then the result follows
from the hypothesis. Otherwise let us write A % A’ a—l>ct=rl>c A" where o/.tr' = tr and
the rule justiﬁes that A".7'B’ for all B =, B'.

a.tr

. case 1.c : there exists B %, B’ 2. B” such that B".7 A" for all A <% A",
Analogous, targeting (ii¢) instead of (ii) and replacing |(DEC-L)| by [(DEC-R)|

- case 2 there are Ay, A1, As, By, Ba, a, o, tr, such that Ag.¥'By, By = B,
a.o tr

AO i>c A a_/>c Al gc AQ, and V By —= BQ,AQy,BQ.

Let us show that the transition A a—/>c A, satisfies (i7). We therefore have to show
that A1.%'By for all B =, B;. If A; = A, then the result follows from the hypothesis.
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Otherwise we write A a—l>c Ay a—N>Ct:r,>C Ay where o”.tr' = tr and the rule|(DEC-L)|justifies
that A;.#’By for all B = Bj.

- case 3|(DEC-R); Analogous to case 2. O

A.2 Correctness of the encodings (section |3))

Now we prove that the translation [-] of the extended semantics is correct (lemma [1)). But
first of all, a (trivial) observation about the free variables of a translated process:

Lemma 18. For all plain processes P and all first-order substitution o, [Po] = [P]o.

We will use this lemma implicitly in the remaining of this section. Besides, as we have the
inclusion of relations &2, C =2;, we only need to prove the observational-equivalence statement
of lemma [Il We recall that we use notations A 1, and P to refer to normal forms w.r.t. ~p;

(see corollary [3)).

Proposition 3. We consider #Z the symmetric closure of:
{(C, [[C]]ipi) | C eatended process such that C' = C| }

Z is a bisimulation up to simplification.

Proof. # is symmetric by definition and is trivially included in ~. Let then (A4, B) € #
and A %_ A’ and let us exhibit B’ such that B =, B’ and A'ZB’. We perform a case
analysis on the rule triggerring the transition A i>C A

- case 1 (rules NULL, PAR, THEN, ELSE):

This case cannot arise as A is in normal form w.r.t. ~y by definition of Z.

- case 2 (rule IN): o = £(() for some &, ¢ € T(F, Npyp U dom(®)) and:

A= (PU{u(z).P}, ) with Msg(u), Msg(£®) and @ = ul
A= (PU{P{z+— CP|}},®) with Msg(¢®)

Then, by a case analysis on the hypothesis AZB:

- case 2.a: B = [[A]]ipa

Then we can write:
B = ([P],,, U {ulx).[P]} @)

and we conclude by remarking that B ﬂc B = ([P, U [PHz — ¢l }, @) and:

*

AN R = AT, = (IPL, UIPHz - (8L, ®) & B

- case 2.b: A= [[B]hPi (and B = By,)
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Note that u = £®| cannot be one of the names introduced by the translation [-]: these
names can indeed not appear in ® since they are chosen private and fresh and since the
semantics cannot introduce new private names. In particular we can write:

B =(QU {u(x).Q}, ) with [Q] = P and [[Q]hpi =P

and we conclude by writing B ﬂc B = (QuU{Q{z— (Pl}},P) and:

A5 (121, UHIQUE — (Ol ®) = [B],, = [B',], # B, & B

- case 3 (rule OUT): a = {(ax,) for some &, € T (F, Npyp U dom(®)), ax, € AX and:

A= (PU{ut).P},®) with Msg(u), Msg(t), Msg(§®) and P = ul
A= (Pu{r}, o) where ®' = ® U {ax,, — t}} and n = |®| + 1

Then, by a case analysis on the hypothesis AZB:
- case 3.a: B = [[A]]ipi

Then we can write:

B= ([P, v {ut).[P]},®)

and we conclude by remarking that B MC B' = ([P] 0, Y {IP]},®) and:

A5 A, &AL = A, = ([P, UAIPL},. ®) & B

pi

- case 3.b: A= [[B]hpi (and B = By)

For the same reason as in case 2.b, we can write:

B=(QU{u(t).Q}, ) with [Q] = P and [[Q]]%i =P

and we conclude by writing B Mc B' = (QuU{Q}, ?) and:
A% (0], VALY, ) = [B],, = [B',],, # B, & B

- case 4 (rule (COoMM)): a = ¢ and:

A= (PU{u(t).Pv(x)Q}, ®) with Msg(u), Msg(v), Msg(t) and ul = vl
A= (PU{P,Q{x— t}},®)

Then, by a case analysis on the hypothesis AZB:
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- case 4.a: B = [[A]]J/pi

Then we can write:
B = ([P],,, v {ut).[P], v(z).[Q]}, ®)

and we conclude by remarking that B <. B’ = (171, EIP], [QN{z — t}}, ®) and:

A @ (A = AT, = ([P, ULIPL,. [Q)e - 1, 1.9) & B
- case 4.b: A= [I:B]]»J/pi (and B = By ) and a term w such that w| = u] appears in B
(syntactically)

In particular Ju is not a fresh name introduced by the translation [-] and we can
therefore write:

B =P u{ut).P, v(z).Q},®)  with [P, =P, [P]="Pand [Q]=0Q
and we conclude by writing B 5. B’ = (P’ U {P',Q'{x + t}},®) and:
A5 ([P], UAIP), Qe = 1, 1. 9) = (B, = [B,], # B, & B

- case 4.c: A= [[B]]ipi (and B = By ) and there exists no term w appearing in B such
that wl = ul (syntactically)

Then u is a fresh name introduced by [-]. We consider the two disjoint cases where it
was introduced for the translation of a sum or a circuit:

o If u € Ny is a fresh name generated in order to translate a sum of B, or rephrased
more formally:

B=(Qu{Pr +Q} e
A= ([[Q]]J/pi U fu(u), u(z).[P],u(z).[Q ]}, ®) where z € X! but x ¢ vars(P’,Q’)

A = ([[Q]]szi U {[R], u(z).[S]}, ®) where R, S € {P",Q'}, R£S

We let B = (QU{R}, ®) and remark that B <_ B’ by the rule (ifR=P
and S = Q') or (if R=Q" and S = P’). Besides, let us observe that the
name u does not appear in [Q] L [R] nor ® by construction of [-] and that u(z).[S5]

is therefore easily seen to be silent in A” = ([Q], U {[R]},®). In particular it
entails that A’ ~ A” by the rule |(S-SIL)| which gives the conclusion:

*

A A2 (1Q), U{IRIY,. ®) = [B],, = [B,],, % B, & B

e u € Ny is a fresh name generated in order to translate a Choose(x): this case can
be handle analogously to the previous one.
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o If u € Ny is a fresh name generated in order to translate a circuit of B, or formally:

= (QU{Z « T'(b).P'},®)
= (1€, U {7 + T (5)-PT}. )

We call (¢;); the private fresh names introduced by the translation [Z « I'(b).P'],
stressing that none of them appears in [Q] o [P'] nor ®. Here u € {¢;}; and we can
therefore write:

= ([Ql,, v{e}. o) where ({7 « T'(8).P'T}, ®) % ({Q'}, ®)

If the sequence b contains a term which is not a message or does not reduce to
a boolean, then one easily obtain that ({Q'},®) ~5p (S, ®) where S is silent in
([[Q]]ipi’ ®) (for that we assume, w.l.o.g. that each input of I' goes through at least

one gate). Hence since {7+ I'(b).P'} is also silent in (Q,®), we conclude with

=(Q,®).

Otherw1se assume that Msg(b ) nd b, C B. Then one easily obtain by induction on
the number of gates of I" that ({Q }} D) S ({{[[P']]{:E’ — T'(0)}}, ®) and we conclude
by choosing B’ = (QU {P'{Z — T'(b)}}, ®).
- case 5 (rules [CHOICE-L| [CHOICE-R] [CHOOSE-0} [CHOOSE-1| or [VALUATE]):
The arguments of each of these cases are analogous to priorly-met subcases. O

In particular note that A <5 A 1 Z (AL W= [A] i & [A] for all extended processes A,
pi !

hence lemma [l

A.3 Reductions in the pure w-calculus (section (4]

Proof of eq. We prove first the correctness of our reduction for trace equivalence.
Proof.

(=) Suppose that A %, B. By a quick case analysis, we obtain a reduction B i>C
PO}, 0) Z. (0, {ax; — 0)}) where tr = c(i).¢(ax;) for some messages , such

that for all reduction A =, (C,®) the frames {ax; — 0} and ® are not statically
equivalent. In particular, for all ¥ C B, by choosing ® = {ax; — ¢(,%)} reachable
from A, we obtain (%, ) = 0, hence the result.

(<) Conversely, suppose that exists exists £ C B such that ¢(Z,y) = 1 for all ¥ C B.
Then the trace B = (0, {ax; + 0}) cannot be matched in A and therefore A %; B

O

Proof of eq. Now we prove the correctness of our reduction for observational equiva-
lence, using the framework presented in appendix
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Proof.

(=) By contraposition, suppose that Vz13y; ... Ve, Iyn. (1, .., Tnyy1,-.-,yn) = 1. For
convinience we use a notation for subprocess extraction: is £ is a position of a process
C, then the subprocess of C' at position ¢ (which may not be closed) is denoted by

Cj¢- Then if:
n+1 n+l
Ci= [[ (cetEnv(4;).4;) | ] (GetEnv(B;).B;)
j=i+1 J=it1

we define # the smallest reflexive symmetric relation on closed extended processes
such that:

1A | C)(@ L Y HR(B | C)(2 Y
if Vo, Jy; .. .V, Jyn, p(Z, 7).

2. (Aip | C)(@, YR (B | C)(ZL, YY)
if £ € {0,0.0} and Jy; ...V, 3yn, p(Z, 7).

3. (Bijoo1.e | C)(@, YR (Dijo | Ci) (T, YY)
if £ € {e,0} and Vz;113yit1 ... Y, Iyn, (T, 7).

Then one can verify that & is a bisimulation up to ~», and AZB by hypothesis,
hence the A ~, B.

(<) If we suppose that Jz1Vy;...3z,Yyn. ©(z1,...,Zn,Y1,...,Yn) = 1, then one can
define a labelled attack .# such that B.¥A. We omit the concrete construction as it
is analogous to that of #Z above; all in all this gives the conclusion A %, B. O

A.4 Reductions in the applied 7-calculus (section |5
A.4.1 Static equivalence (theorem

In this section we prove the correctness of the reduction presented in section We refer to
the notations of this section and write:

We proceed by double implication.
Lemma 19. If © is satisfiable, &1 # ®s.

Proof. Let 0 = {x1 + b1,...,x, — t,} be a valuation satisfying ¢. The booleans b;
are indistinctly seen as truth values or integers of {0,1}. Let us then define the recipe
€ = eval(axp,41,...,axp,+1). We have Msg({P1) but, since o satisfies all clauses of ¢, Py
is irreducible. Since root(§) € F4, we obtain ~Msg(£P2) and hence &1 % Ps. O

Lemma 20. If & £ ®o, ¢ is satisfiable.
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Proof. By non equivalence of ®; and ®2, we know that there exist recipes &, such that
H1 either Msg(£®1) and = Msg({P2)
H2 either = Msg(£P1) and Msg({P2)
H3 cither Msg(£®1), Msg(§P2), Msg((P1), Msg((P2), £P1l = (1] and Dol # (P2,
H4 or Msg({®1), Msg(P2), Msg((P1), Msg(CP2), {P1l # (D1l and (Dol = (P2l

Let &, o be such recipes such that |{o| + [(p| is minimal. Let us then prove that ¢ is
satisfiable. We proceed by case analysis on the hypothesis [HI] to [H4] satisfied by &, (o-

- case 1: Msg(&®1), ~Msg(§oP2), and root(&p) € Fe U Npup U AX

It holds root(§p) € {f,g} otherwise there would be an easy contradiction with hypoth-
esis = Msg(£o®P2). In particular, there exists a strict subterm of & verifying which
contradicts the minimality of |o| + [(ol-

- case 2: 7 Msg(£®1), Msg(EP2), and root(&y) € Fe U Npyp U AX

Symmetric to case 1.

- case 3: Msg(§o®1), " Msg({oP2), and root(&p) = eval
Hypothesis Msg({o®1) yields

&P = eval(f(ty,t),...,f(tn, 1)) or &P = eval(g(s1, s),...,8(sn,9))

for terms ti,...,tn,t,81,...,5n, s such that there is a clause C of ¢ with vars(C) =
{Tiy, @iy, Tig b, Msg(si,), Msg(siy), Msg(sis), {Si 4, Sizdssisd} € {0,1} and the substitu-
tion {xi, ¥ Siyd, Tiy > Sizds iy —> Sizd} seen as a valuation of C falsifies C.

- case 3a: Py = eval(f(t1,t),...,f(tn, 1))
We write &y = eval({y,...,&,). Several cases can arise:

- Either root(§;) = f for all i@ € N,,. Then there exists some i € N,, and £ a strict
subterm of &; such that Msg({®1) and ~Msg(£®P). In particular ¢ verifies[HI] yielding
a contradiction with minimality of |£o] + |Co.

- Either root(¢;) € AX for all i € N,,. Let us write § = axp,+1. In particular, hypothesis
—“Msg(§o®P2) gives that eval(g(bi, k),...,g(bn,k)) is irreducible. It entails there ¢
contains no clause falsified by the valuation {z1 — b1,...2, — by}, hence ¢ is
satisfiable.

- Or root(§) € AX and root(&) = f for some 4,5 € N,,. We observe that k is not
deducible from ®; (i.e. there exists no recipe ¢ such that Msg(¢) and (®1| = k). In
particular = Msg(£y®1), hence a contradiction.

- case 3b: {P1 = eval(g(s1, s),...,8(sn,s))

We derive a contradiction. Indeed it implies & = eval(g(&1,£), - .., g(&n, &) for recipes
&1yevoyny &, -+, &, Then hypothesis = Msg(§o®2) yields different cases:

- Either there exists i € N,, such that =Msg(&®2). Then &; satisfies yielding a
contradiction with minimality of || + [o]-
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- Either there exists ¢ € N,, such that = Msg(£/®2). Then & satisfies yielding a
contradiction with minimality of €| + [(o]-

- Either there exist i, j € N,, such that Msg(§;®2), Msg(£;P2) and §;Pol # & P2). Then

1 & would satisfy yielding a contradiction with minimality of [£o| + [o]-

- Or there exist ¢ € {i1,12,i3} such that Msg(&®P2) and &P1] # & P2l (otherwise that
would contradict = Msg(£y®P2)). Since &P1] = s; € {0,1}, there is a recipe ¢ € {0,1}
such that &®1] = (P and §;Pal # (Pol. In particular &, ¢ satisfy yielding a
contradiction with minimality of || + [(o]-

- case 4: = Msg(§o®P1), Msg(§o®P2), and root(&y) = eval
Hypothesis Msg({o®P2) yields

§o®2 = eval(f(t1,t),...,f(tn, 1)) or §oP2 = eval(g(s1,s),---,8(5n, 5))

for terms ti,...,tn,t,81,...,5n, s such that there is a clause C of ¢ with vars(C) =
{1'1'1’1‘1'271'1'3}7 MSg(Sh)a MSQ(SiQ)a M59(3i3)7 {Sh\lr) 87:2\1/7 5i3\lf} - {07 1} and the substitu-
tion {zi, = Siyd, Tiy > Siyd, Tig > Sizd} seen as a valuation of C falsifies C.

- case da: Py = eval(f(ty,t),...,f(tn, 1))
We derive a contradiction. Indeed it implies §y = eval(f(&1,&1), ..., f(&n, &) for recipes
&1y oy&ny &, -+, &, Then hypothesis = Msg(&y®P1) yields different cases:
- Either there exists i € N,, such that =Msg(§®1). Then &; satisfies yielding a
contradiction with minimality of €] + [Co]-
- Either there exists ¢ € N,, such that = Msg(&/®;). Then & satisfies yielding a
contradiction with minimality of |£o] + [o|-
- Or there exist 4,5 € N,, such that Msg(§i®1), Msg(&;®1) and §®1] # {;P1. Then
1 & would satisfy yielding a contradiction with minimality of [£o| + [o]-
- case 4b: {®Po = eval(g(s1,s),...,8(Sn,s))
We write & = eval(&1,...,&,). Several cases can arise:

- Either root(¢;) = g for all i € N,,. Then there exists some i € N, and £ a strict
subterm of &; such that Msg({®2) and = Msg(£®P1). In particular £ veriﬁes yielding
a contradiction with minimality of |£o] + |Co.

- Either root(&;) € AX for all i € N,,. There is a clear contradiction with =Msg(£y®1).

- Or root(§;) € AX and root(§;) = g for some i,j € N,. We observe that k is not
deducible from ®, (i.e. there exists no recipe ¢ such that Msg(¢) and (2] = k). In
particular ~Msg(&oP2), hence a contradiction.

- case 5: Msg(§o®1), Msg(§o®P2), Msg(CoP1), Msg(Co®P2), LoP1l = CoP1l, EoPal # (P2l

We show that this case cannot arise: the fact that £g®1, £gPo, (oP1 and (P2 are messages
will always contradict either £o®1] = (pP1] or {gPal # (o Pal.

- case ba: {root(&p), root(¢o)} € {0,1} U Npup U AX
Then we can always derive a contradiction with {g®1) = (g®1] and £y Pal # (oPal.
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- case bb: {root(&), root((o)} C {f,g}
If root(&o) # root((p), this yields a contradiction with {g®1] = (o ®1]. Otherwise we can
find strict subterms of &y and ¢y satisfying [H3] yielding a contradiction with minimality

of |€o| + |Col-
- case be: root(§o) € {f, g} and root({p) € {0,1} UNyyp (or conversely)
This yields a contradiction with {y®1] = (pP14.
- case bd: root(&y) = f and root({y) € AX (or conversely)
Since k is not deducible from &1, this yields a contradiction with {®1] = (P14
- case be: root(&y) = g and root({y) € AX (or conversely)
This yields a clear contradiction with £®1] = (o P1.-
- case bf: root(&p) = eval and root({y) ¢ {eval,0} (or conversely)
This yields a contradiction with §y®1) = (p®P1, since root({oP1l) # root((oP1l).

- case bg: {root(&p), root(¢p)} C {0, eval}
Since Msg(§o®2) and Msg((oP2), this yields gPal = 0 = (P2, in contradiction with
hypothesis {o®2l # §o P2l

- case 6: Msg(§o®P1), Msg(§oP2), Msg(Co®1), Msg(CoP2), SoPil # o1, §oPal = (P2l

A contradiction can be derived symmetrically to case 5. 0

A.4.2 Trace and observational equivalences (lemmas [3| to |5 section [5.2])

Before concretly proving the pending lemmas, let us introduce some notations and prove
intermediary results about static equivalence. Sticking to the notations of section (in
particular we fix a private nonce s € Ny ), we define the following frames given a protocol
term ¢:

&, = {ax; — h(t,s), axg — h(1,s)}
@y = {ax; — hn(t,s), axa — h(1,s)
)

}
}

One shall observe that the whole deal with our reduction is about which instances of these
three frames are reachable in which conditions. Hence first we prove a lemma investigating
the static equivalence between some of them:

P = {ax; > hg(t,s), axg > h(1,s

Lemma 21. Let t be a message in normal form (t =t]). The following properties hold:
(1) Oy~ Do iff t #1
(ii) ®N ~ ¢ iff root(t) # Node
(iii) ®F ~ o iff t ¢ B
Proof. We prove the three equivalences together by double implication.

(=) We prove the three properties by contraposition. We naturally proceed by exhibiting
ground recipes £, ( witnessing the non-static-equivalence goal:
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- (i) We assume t = 1 and we choose £ = ax; and ( = axy: the conclusion follows from

£8,L = h(1,5) = (B;) and Do) = h(0,5) # h(L,5) = (Dol

- (13) We assume t = Node(t1,t2) and we choose £ = TestNode(ax;): the conclusion
follows from Msg(£®N) and —~Msg(£@Y).

- (131) We assume t € {0,1} and we choose { = TestBool(ax;): the conclusion follows
from Msg(£®F) and —Msg(£®P).

(«<=) The key point is an observation about rewriting critical pairs (not specific to R):

if: u is a term;
if: o is a substitution such that for any m € img(o) there exists no rule £ — r of
R such that m is unifiable with a subterm u € st(¢) — X’;

then: for any rewriting sequence uoc —* s, it holds that s = /o for some v —* v’
(where v/ is in normal form iff s is in normal form. In particular (uo)) = (ul)o).

One shall note that any frame ® investigated by the lemma (®; when ¢ # 1, ®N when
root(t) # Node and ®F when t ¢ B) verifies the second hypothesis. As a consequence,
if ¢ is a ground recipe such that azioms(§) C dom(®), then Msg({®) iff Msg(£Po)
(iff V¢ € st(§), ¢l € T(Fe, Npub U AX)). This settles the first item of the definition
of static equivalence. As for the second item, let us fix two ground recipes &, ¢ such
that Msg(£®) and Msg(£Pg). Let us then prove that £@| = (P iff EPol = (Pod by
induction on (£/,¢l). Note that we will intensively (and implicitly) use the fact that
EP| = (&))P (same for ¢ and/or Pp).

Ccase 1: €= f(&1,....6) and (L= f(C1,....G) with f,g € Fe.
If f = g then the result follows from induction hypothesis and if f # g the conclusion
is immediate (§®| # (P] and EPpl # (Pol).

- case 2: &) € AX and (] € AX.

If £ = ¢ the conclusion is immediate and so is it when £ # ( since ®(ax;) # P(axsz)
and ®g(ax;) # Po(axa).

- case 3: ¢l € AX and (| = f(Ci,...,(p) with f € Fe.

We argue that &) # (P and £Pgl # (Pol. Either of the two equalities being
verified would indeed imply that s € {(2®, (2Pp}: this is impossible as (s is a ground
recipe in normal form and s € Ny (one easily shows that (o® and (a®¢ are either
public names, constants, or termes of height 1 or more).

As Msg(£®) and Msg(£Pg), the preliminary observation justifies that £ and (] func-
tion symbols are all constructor. In particular no other cases than the three above
need to be considered, which concludes the proof. O

With this lemma in mind, the proofs of lemmas |3 and [4] become quite straightforward:

Lemma 3. Let x be a message which is not complete binary tree of height n with boolean
leaves. Then there exists a reduction CheckTree(z) =. ({P},0) such that ({P},0) =~

(e(h(0, s)).¢(h(1,5)),0).
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Proof. Let x be a message which is not a complete binary tree of height n whose leaves are
booleans.

- case 1 : there exists a position 7 € B* such that |7| = i € [0,n—1] and root(z|z) # Node.

The result follows from lemma [21] after writing the following sequence of transitions:

CheckTree(z) = Choose(py, ..., p;). S(hn (2|, .p;»> 8))- Eh(1, 8))
= e(hn(2)z, 5)). e(h(L, s))

- case 2 : there exists a position 7 € B" such that zz ¢ B.

The result follows from lemma [21] after writing the following sequence of transitions:

CheckTree(z) =, Choose(pi, ..., pn). C(hn(T)p,.pns 8))- €(h(1, 5))
= e(hg(zz, 5)). ¢(h(1,s)) O

Lemma 4. Let x be a complete binary tree of height n whose leaves are booleans, and val,
be the valuation mapping the variable number i = qu’:lkak_l of [I'ly to Zipypm € B.

Then, if val, does not satisfy [['], then there evists CheckSat(z) = ({P},0) such that

(£ £}, 0) =¢ (¢(h(0, 5)).eh(1, 5)), 0).

Proof. Let x be a complete binary tree of height n whose leaves are booleans, that is to
say, a message such that z;; € B for all p € B". Naming xo,...,z2n_1 the variables of
[I'], in this order, val, refers to the valuation mapping x; to )7 where p'is the binary
representation of i (of size n with padding head 0’s).

Let us now assume that val, does not satisfy [I'],. In particular there exists a clause
of [I],, say the i clause with i = >_j, m;2""!, which is falsified by val,. In particular,
if the three variable of this clause are called x1, x3, r3 with respective negation bits by, bo,
b3, the following formula is evaluated to false (i.e. 0):

3
V(b =vala(z;) )
i=1
Therefore, by choosing the sequence 71, . .., T, to instanciate the initial Choose(pi,...,pm)

of CheckSat(z), we obtain the following sequence of transitions, which concludes the proof:

CheckSat(z) = ¢(h(0, s)). &(h(1, s)) O

We finally gathered all the ingredients needed to prove the main lemma:

Lemma 5. [I'], is satisfiable iff A %, B iff A %, B.

Proof. We name the three properties as follows: (i) [I'], is satisfiable, (ii) A #; B and
(7i7) A %, B. We reach the conclusion by the following chain of implications.
(1) = (ii) : Let us consider a valuation satisfying ¢ and let ¢ be a message such that val; is

(t).¢{ax1).c(ax2) . (@, (I)o)

equal to this valuation. Then since the trace B < cannot be matched
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in A by lemma [21} we obtain B Z; A. Hence the (7).

(i) = (éi7) : Follows from the inclusion of relations ~, C ~.

(i) = —(@ii) : Let us consider # the smallest reflexive symmetric relation on extended
processes such that:

1. AZB
2. Al(x)#DB'(z) for all message x, where A = ¢(z).A'(z) and B = ¢(x).B'(x)
3. P.AZP!, where:
Py = (fctivr) ... c{tp) B {axq = t1,...,ax; — t;})
P = ({&(tiy) . ety ), {axa = 1], ... ax; = ti})
and where {ax; = t1,...,ax, =t} ~ {axg = 1], axy = 1)}

It easily follows from lemmas and [21] that & is a bisimulation up to ~, hence the
conclusion. 0

B Proofs of for the partition trees

B.1 Invariants on the sets of extended symbolic processes

We first provide some invariants of on the sets of extended symbolic processes that will always
be satisfied during the course of the procedure.

Definition 34 (Well-formed). We define the predicate Ptorm, defined on extended constraint
systems such that for all constraint systems C = (®,D,E} E2 K, F), Prorm(C) holds when

e Variables in K and F : vars®*(K,F) C vars?(D)
e Variables in E': dom(mgu(E'|=)) N wvars'(D) = 0, vars' (img(mgu(E'|=))) C vars' (D).

e Variables in E?: vars?(img(mgu(E?|2))) C vars®(D) and for all £ € img(mgu(E?|=)),
¢ € ConseQ(KUD).

o Shape of K: for all (€ F" u) € K, u & X', u € st(®) and for all & € st(€), & €
CONSEQ(KUD).

e Shape of F: For all¥S.H < ¢ € F(C), ¢ only contains syntactic equations as hypothesis,
i.e. no deduction fact; moreover, for all £ € sst(H), £ € CONSEQ(KUD).

Definition 35 (Soundness). We define the predicate Psouna defined on extended constraint
systems such that for all constraint systems C = (®,D,E',E%2, K, F), Psouna(C) holds when
for all v € KUF, for all substitutions ¥,0, if D = {4’ € D | vars®(¢’) C vars?(y)} and
(®0,%,0) = EY= A D then (®0,%,0) = .

The soundness property states that if the free variables of a deduction or equality formula
1 are correctly instantiated by ¥ and ¢ w.r.t. to D then ¥ is a tautology. In other word,
(®o, 3, 0) models 1.
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Definition 36 (Completeness). We define the predicate Peomp defined on extended constraint
systems such that for all constraint systems C = (®,D,EY,E% K, F), Peomp(C) if and only if
for all v = (VS.H < ) € F, for all substitutions %, 0, if (®o,X,0) = D AE= AE? and
(%, sst?(KX), sst(HYX)) is uniform in (®o,KX0o) then

o if H= ¢ u and Msg(£X®0) then there exist o = (VS'.€ F' ' < ¢') € F and o
such that dom(o') = vars*(S'), ¥ ~, ¢’ and (®0,%,00") = ¢'.

o if H=¢& :?f & and ®o = 2 :} &Y then there exist ' = (VS'.&] :} g<=y¢)eF
and a substitution o' such that dom(o’) = vars'(S’), ¥ ~ ', (®0,%,0) E ¢'.

For a deduction or equality formula VS.H < ¢, the soundness predicate indicate that if
@ is satisfied then so is H. Intuitively, with the completeness predicate, we indicate that if
some instantiation of H can be satisfied then there exists some other formula VS".H' < ¢/
in F where the same instantiation satisfies ¢’ (and also satisfies H' by soundness). In other
words, the completeness predicate ensures that we did not forget any cases.

All three previous invariants are lifted to set of extended symbolic processes in the sense
that all extended constraint in them should satisfy them.

When we apply rules with parameter k, we are typically saturating the set of solved
deduction facts K until every messages deducible with a recipe in 7T (F, AX} U Npub) is a
consequence of K restricted to the deduction formulas having universal second-order variables
in X,? ~ sz_l.

Definition 37. We define the predicate Peons defined on set of extended symbolic process S
such that Peons(S) holds if and only if for all (P,C,C¢) € S, by considering the minimal k
such that vars*(D(C®)) C X2, we have that the following holds:

For all f/n € Fy, for all (&1,u1), ..., (&n,un) € CONSEQ(K(C)) such that &,...,&, €
’Tk?, if f(uy,...,up)d is a constructor protocol term then there exists £ € ’7;2 such that
(&, f(u1,...,up)l) € CONSEQ(K(C) U D(C)).

Note that in the previous definition, we only the deduction fact from D with second-order
variable in X,?_l to be satisfied.

Definition 38. We define the predicate Pgey defined on set S of extended symbolic processes
S such that Pyect(S) holds if and only if for all (Py,C1,CY), (P2,C2,CS) € S, for all ¢y € F(CY),
if for all o € F(CS), Y1 #r 2 then for all (3,0) € Sol.(Ca2),

o if 1 = (VS u = ) then (B(Ca)o,D) | € #} ¢

o ifn = (VS.€ =] & < @) then (2(Ca)o,T) |= & #] &

When we apply a case distinction rule on a set of extended symbolic processes, we in fact
apply the same rule with same parameters on each extended constraint systems of the set.
Thus, if a deduction formula VS.£ F* u <= ¢ is present in a constraint system C, it intuitively
means that we guessed how an instantiation of £ could produce a message, that is instantiation
of u. Thus, since we apply the same rules on all the other constraint systems, similar guesses,
i.e. recipe equivalent formulas, should appear in all the other constraint systems. Therefore,
when such recipe equivalent formulas cannot be found in a constraint system Co, it ensures
us that no instantiation of £ can produce a message in Cs.
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Definition 39. We define the predicate Pyy defined on extended symbolic processes (P,C,C¢)
such that Psoi((P,C,C¢)) holds if and only if

e vars?(C) C X? iff vars®(C®) C X2, for all i.

e for all (¥,0) € Sole(C®), (Xlyars2(c) ol € Sol(C).

vars1(C)

This invariant indicates that all solutions of the extended constraint systems C¢ is also
solutions of the symbolic constraint system C. We restrict the substitutions to the variables
of C since our extended constraint system may introduce new variables (e.g. by applying
most general solutions) but all these variables are uniquely defined by the instantiation of the
variables of C. As usual, we lift this invariant to set of (set of) extended symbolic processes.

For readability, we will denoted Pg;(S) the predicate to hold when Pyect(S), Prorm(S),
Peomp(S), Psound(S)s Peons(S) and Psy(S) hold. Moreover, we will also lift these predicates
to sets of sets of extended symbolic processes.

B.2 Preservation by application of substitutions

In this section, we show that applying substitution preserves in some cases the different
notions we use in our algorithms, namely first-order and second-order equations, deduction
and equality facts; and uniformity.

Lemma 22. Let ¢ be either a deduction fact, or an equality fact or a first-order equa-
tion or a second-order equation. For all ground frame ®, for all substitutions X, 0,0’ if
dom(X) N dom(¥') = 0 and dom (o) N dom(c’) = O then (®,XY, 00") | ¢ is equivalent to
(@, 2% 00’) E X0 and is equivalent to (®,%,0') E ¢YXo.

Proof. The proof of this lemma is done by case analysis on 1.

Case u =" v: Consider (®,%Y 00’) = u =" v. This is equivalent to uoco’ = voo’. Since
vars(X) N X! = (), we deduce that (&, XY/, 00’) = u =" v is equivalent to uXoo’ = v¥o0’.
This is also equivalent to uXooo’ = vEooo’ and so (®, XY, 00’) = uXo =’ vEo. Note
that uXoo’ = vXoo’ is also equivalent to (®,%,0') | uXo =’ vXo.

Case € =" ¢': Similar to the previous case.

Case € F" u: Consider (®,X%,00") = € F u. It is equivalent to (XX/'®] = uoo’ and
Msg(€XY/'®). But (€ F¥ w)Xo = € uo. Moreover, by definition of substitution (in
particular the acyclic property), we deduce that (XY'® = ¢X3Y'® and uoo’ = uooo’.
Hence, Msg(¢XY/'®) is equivalent to Msg(EXXY'®); and EXY/'®| = uoo’ is equivalent to
EXYY'®| = uooo’. Hence (®,%%, 00') = & F u is equivalent to (®, X%, 00") = € H7
uXo. Note that Msg(£XX/'®) and XY/ = uoo’ are also equivalent to (®,%', 0') = X+
uo.

Case & :?f &’: Similar to previous case. O

B.3 Properties on consequence of set of deduction facts

Lemma 23. Let S be a set of solved deduction facts. For all substitutions o of protocol terms,
for all (&,t) € CONSEQ(S), (§,to) € CONSEQ(So).
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Proof. We know that (£,t) € CONSEQ(S) implies £ = C[&q,...,&,] and t = C|t1,...,t,] for
some public context C and for all 4, (& F’ t; € S. Hence (& 7 tjo € So which allows us to
conclude. O

Lemma 14. Let S, S’ be two sets of solved deduction facts. Let p = {X; I’ wi i, such
that all X; are pairwise distinct. For all 3,0, for all (§,t) € CONSEQ(S U ), if for all
ie{l,...,n}, (X;X,u;0) € CONSEQ(SXo US') then (¢X,to) € CONSEQ(SXo UY').

Proof. We prove this result by induction on |£|. The base case (|{| = 0) being trivial as
there is no term of size 0, we focus on the inductive step.

Since (£,t) is consequence of S U ¢, we know by definition that one of the following
conditions hold:

1. Ezte./\/’pub

2. there exists &1,t1,...,tm,&m and f € F, such that £ =f(&1,...,&m), t =f(t1, ..., tm)
and for all i € {1,...,m}, (&,t;) is consequence of S U .

3. EF teSU.

In case 1, we directly have by definition that (X, to) is a consequence of SXo US'. In case
2, by our inductive hypothesis on &1, . .., &y, we have that for all j € {1,...,m}, ({2, ¢50)
is a consequence of S¥Xo U S'. With &2 = f(&X,...,.6,Y) and to = f(tyo,...,tn0),
we conclude that (£X,to) is consequence of S¥o US'. In case 3, if € F' ¢ € S then
X F to € S¥o and so the result directly holds. Else £ F* ¢t € ¢ and so by hypothesis
(X to € CONSEQ(SXo US'). O

The previous lemma showed that a consequence (,t) is preserved when applying some
substitution ¥, 0 under the right conditions. However, it is quite strong since we ensure that
&Y is consequence with to. In some cases, we cannot guarantee that £X is consequence with
to but with some other first-order term. This is the purpose of the next lemma.

Lemma 24. Let S, S’ be two sets of solved deduction facts. Let o = {X; F’ u;i }iy such that
all X; are pairwise distinct. For all 3, for all £ € CONSEQ(S U ¢), if for alli € {1,...,n},
X;3 € CONSEQ(SX UY') then £€X € CONSEQ(SX UY).

Proof. We prove this result by induction on |£|. The base case (|{| = 0) being trivial as
there is no term of size 0, we focus on the inductive step.

Since ¢ is consequence of SU ¢, we know by definition that there exists ¢ such that one
of the following conditions hold:

1. gzteNpub

2. there exists &1,t1,...,tm,&m and f € F, such that € =f(&1,...,&m), t =f(t1, ..., tm)
and for all i € {1,...,m}, (&,t;) is consequence of S U .

3. there exists ¢ such that £ F't € SU o.

In case 1, we directly have by definition that (£X,t) is a consequence of SX U S’. In case
2, by our inductive hypothesis on &1, .., &y, we have that for all j € {1,...,m}, {;X is a
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consequence of SSUS’ hence there exists ¢}, ..., t;,, such that for all j € {1,...,m}, (§X,1))
is a consequence of SYUS'. With £X = f(§3,...,&,X) and ¢/ = f(t],...,t,), we conclude
that (£, is consequence of SEUS'. In case 3, if £ F7' ¢t € S then (X’ ¢t € SX and so
the result directly holds. Else £ F* ¢ € ¢ and so by hypothesis ¢ € CoNSEQ(SX US'). [

In the next lemma, we show that when a recipe is consequence of the sets of solved
deduction formulas KXo where (3, o) is a solution of the constraint system, then all subterms
of that recipe are also consequence of K¥Xo. This property is in fact guaranted by the fact
that K contains itself recipes consequence of itself. This is an important property that allows
us to generate solutions that satisfy the uniformity property.

Lemma 25. Let C = (®,D,E',E? K, F) be an extended constraint system such that P orm(C).
For all ¢ € CONSEQ(K U D), for all ¢ € st(€), £ € CoNsEQ(K U D).

Proof. Since £ € CoONSEQ(K U D), we know that & = C[¢y,...,&,] where C is a public
context and &, ...,&, are recipes of deduction facts from K or D. Hence since & € st(¢),
we have that the position p of ¢’ in £ is either a position of C' thus ¢’ €€ CoNsEQ(K U D)
from the definition of consequence; or is a position of one of the & and thus we conclude
by the predicate Porm (C). d

Lemma 26. Let C = (®,D,E', E? K, F) be an extended constraint system such that Prorm(C).
For all (2,0) € Sol.(C), for all ¢ € CONSEQ(KX0), for all & € st(€), £ € CONSEQ(KX0r).

Lemma 27. Let S be a set of ground deduction facts. Let ® be a ground frame. Assume that
forall €S, ® =1. For all (¢,t) € CONSEQ(S), ® = € F' ¢.

Proof. We prove this result by induction on [¢|. The base case being trivial, we focus on
the inductive step. Since (&,t) is consequence of S then one of the following properties
holds:

1. g =te Npub
2. there exist &1,t1,...,&n, ty, and f € F, such that & = f(&1,...,&,), t = f(t1,...,tn)
and for all i € {1,...,n}, (&,t) is consequence of S
3. £+t es.
In Case 1, the result trivially holds. In case two, a simple induction on (£1,%1), ..., (§n, tn)
allows us to conclude. In case 3, we know by hypothesis that ® |= & -7 ¢ hence the result
holds O

B.4 Most general solutions

In this section, we show that given an extended constraint system C, the rules 8| to [[2] and ap-
pendix allows to compute the the most general solutions of C.

Given a constraint system C, let us denote R(C) the set st2(img(mgu(E?(C))))Usst?(K(C))U
vars?(D(C))
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Lemma 28. Let C an extended constraint system such that Propm (C) and Psound(C). If any
rule is applicable on C then for all (3,0) € Sol.(C), there exists C', ¥ such that C =3C’ and
(S5, 0) € Solo(C').

Proof. First, assume that there exist &, ¢ € R(C)? and u such that ¢ # ¢ and (&,u), (¢, u) €
CoONSEQ(KUD). Thanks to Pspunq¢(C) and lemmas |14] and we deduce that ®o = X -
uo A (S F uo. As such we have €2 = uo = (X]. However by definition of a solution it
implies that ¢X = ¢X. Thus there exists X' = mgu(¢ =7 ¢) such that ¥’ # () and ¥/ # L.

In such a case, let us show that (X,0) € Sol.(C") with C — C’ by rule |8 We already
know that ¥ = E?(C) and since £X = (X with ¥/ = mgu(¢ =7 (), we directly have that
¥ E E2(C)Y A Y. Moreover, K(C)X = K(C)X'Y. Hence, the two bullets of the definition
of solutions is trivially satisfied by that fact that (3, 0) € Sol.(C). Therefore, we conclude
that (X,0) € Sol.(C').

Let us now consider the case where our assumption do no hold. Thus since we assume
that at least one rule is applicable on C, there exists X F* u € D(C) where u ¢ X'. Let us
do a case analysis on XY since XY € CONSEQ(KXo) by definition of a solution.

e cither X3 € MNyyp: in such a case, we have C — C’ by rule |8 and we can prove
similarly as in the previous case that (X,0) € Sol.(C');

e or X¥ = f(&,...,&,) where § € CONSEQ(KXo) for all i: Note that we know that
XX®0] = uo. Hence u = f(uy,...,u,) for some uy,...,u,. We deduce that for all
i, ®o |= & F’ wio. Thus, by considering ¥ = {X; + &}, we can conclude that
C — C' by rule[f|and (XX, 0) € Sol.(C');

e or XX ' uo € KZo (since once again XX.®c = uo): Thus there exists £ F* v € K
such that ¢ = XX and uo = vo. Hence mgu(¢,X) exists and 0 = u =" wv.
Thereofore, we can conclude that C — C’ by rule (10| and (X, 0) € Sol.(C);

O]

Lemma 29. Let C # L an extended constraint system such that C§ = C, Porm(C) and
Posound(C). If C 4% and C is a solved extended constraint system then mgs(C) = {mgu(E?|=)}.

Proof. We know that for all (X,0) € Sol.(C), ¥ | E?(C) thus we directly obtain the
existence of X’ such that ¥ = mgu(E?|=)X’. Consider now the second bullet point of the
definition of most general solutions. We know that C is solved. Hence consider a fresh
bijective renaming ¥ from vars?(Zo) U vars®(C) \ dom(Zg) to Npyb. Let us define oy =
{z+— X% | X " 2D(C)}. Thanks to Ptorm(C), Psound(C) and lemmas and [27] that
(®mgu(EL(C)|=)o1, mgu(E%|=)X1, mgu(E'(C)|=)o1) = DAE! AE2. Moreover, by lemma
we know that the first bullet of the definition of solution is satisfied. Finally, the second
bullet is satisfied otherwise rule would be applicable which contradict C§ = C. Therefore,
(mgu(E?|2)%1, mgu(EY(C)|=)o1) € Sol.(C). We conclude that mgs(C) = {mgu(E?|=)}. O

Lemma 30. Let C an extended constraint system such that C§ = C, Ptorm(C) and Psound(C).
If C 44 and C is not solved then Sol.(C) = ().
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Proof. Since C is not solved, we have two possibilities: Either (a) all deduction facts in
D are have variables as right hand term but not pairwise distinct. But in such a case
rule |8 would be applicable which contradicts C /3; or (b) there exists (X F* u) € D(C)
such that v ¢ X'. Since rule [§ is not applicable, we deduce that u ¢ Npup and for all
£,¢ € R(C)\ {X}, (&, u) ¢ CoNsEQ(K U D). But rule rule [J] is not applicable therefore, we
deduce that u € Npp.

Assume now that Sol.(C) # 0 and so (X,0) € Sol.(C). Thus X3X®| = u. By definition
of a solution, we know that (X3, u) € CONSEQ(K(C)Xo). Since u € Ny it implies that
there exists (£ 7 v) € K(C) such that X = ¢¥ and u = vo. Note that by Ptorm(C), we
also have that v € X' and so v = v. In such a case, we obtain a contradiction with the
fact the rule [10]is not applicable. O

By combining the previous three lemmas, we can directly derive the following lemma:

Lemma 13. Let C be an extended constraint system obtained during the procedure

mgs(C) = {Elyare2(c) | € 23C',C" # 1,C solved}

B.5 Properties of the partition tree

In this section we focus on the different properties of that must be satisfied by the partition
tree.

Let us first start by noticing that the case distinction rules and simplification rules pre-
serves the first order solutions of the extended constraint systems. This property is stated in
the following lemma.

Lemma 31. Let S be a set of set of extended symbolic processes such that Puy(S). Let
S — 8’ by applying only case distinction or simplifications rules (i.e. no symbolic transitions)
following the priority order SAT < EQUALITY < REW. We have that Py (S') and:

e for all S € S, for all (P,C,C¢) € S, for all (X,0) € Sol.(C), there exist S" € &,
(P,C,C) € 8" and (¥',0") € Solo(C*) such that o|yestc) = 0 |varst (c)

o for all S’ € S, for all (P,C,C¥) € S, for all (X',0") € Solc(C*), there erist S € S,
(P,C,C¢) € S and (¥,0) € Solo(C°) such that ¥|y4rs2c) = X' |vars2(c)y and |yarsi(c)y =

/
o ’varsl(C)

Proof. We do a case analysis on the rule applied. Let us look first at the simplification
rules.

First, let us notice the result directly hold for rules [I3] [I6] and Indeed, rule
does not modify constraints on recipe and preserves the constraints on protocol terms.
Moreover, rules [I6] and [I7] affect F which do not impact the solutions of the extended
constraint system. For rule since mgs(C¢) = (), we have by definition of most general
unifiers that Sol.(C¢) = 0 (otherwise the first bullet of the definition is contradicted). Hence
the result holds since Sol.(L) = (). Similarly, Rule 16| checks whether the disequations VZ.¢
is trivially true meaning that the rule preserves the solutions.

Let us now consider the simplification rules on sets of extended symbolic processes.
Rule only remove an extended symbolic process with an extended constraint systems
having no solution hence the result hold. Rule splits a set of S into two sets thus

86



preserving the extended symbolic processes, and rule only adds element in F which do
not impact the solutions of a constraint system. Therefore, for all these rules, the result
hold. For rule 20| however, the result is not direct since the rule adds an element in the set
K which has an impact on the solutions of a constraint system. However, we know from
the application condition of the rule that the head protocol terms of the deduction facts
added in K; are not consequence of K; UD;. But we also know that Peons(S) and Porm (S)
hold hence it implies that the recipe & (see fig. contains ax|p,| and vars?(D;)N X\%M = 0.
Hence, ¢ cannot appear in the second order solutions C{ which allows us to conclude that
the solutions are preserved.

Finally, the case distinction rules apply a perfect partition of the solutions by duplicating
the set of extended symbolic processes and applying 3 on of the set and =X on the other
(see the definition of rule SAT, EQUALITY and REW). O

We can also show that the static equivalence is preserved by application of the case
distinction and simplification rules.

Lemma 32. Let S be a set of set of extended symbolic processes such that Puy(S). Let
S — 8 by applying only case distinction or simplifications rules (i.e. no symbolic transitions)
following the priority order SAT < EQUALITY < REW. We have that for all S € S, for
all (P1,C1,CY), (P2,Co,C5) € S, for all (X,01) € Sol.(CS) , for all (¥,02) € Sol.(CS), if
(Cr)o1 ~ ®(C2)og then for all " € S', for all X' such that ¥'| 420,y = Zlvars2(c1)

(Plvcl’cle/) €5 A (Z,’ 0/1) € SOZ@(C?) N Ul‘varsl(cl) = O-Hvarsl(cl)
if and only if
(PQ’C%CS/) €5 A (E,a O-é) € SOle(CSI) A 0-2‘varsl(C2) = Ué|var51(62)

Proof. Once again, let us consider the potential rule applied. Note that for case distinction
rules, the proof is simple since each rule create a partition of the second-order solutions with
respect to some substitution ¥y corresponding to a most general solutions (see the definition
of rule SAT, EQUALITY and REW). Thus, assume w.l.o.g. that (X', 0}) € Sol.(C{').

First consider that S’ corresponds to branch in which we applied =X. In such a case,
since we already know that X/ satisfies =X and no other constraint is added, we directly
obtain from (X, 02) € Sol.(CS) that (X', 0%) € Sol.(CS') (in this case, we even have oy = o).

Now consider that S’ corresponds to the branch in which we applied Xy. In such a case,
the application of ¥ on C§ regroups all the solution of C5 that satisfies . Since we know
that (Z, 0'2) S SOle(CS) and El‘varsz(cl) = Z|var52(cl) which implies El’varﬂ((ﬁ'g) = Z"U(M"S2(Cg)’
the result holds.

Concerning the simplification rules, the only problematic one is rule (the other
ones do not split the set). However, thanks to Pyect(S), we know that if a deduction
fact occurs in constraint systems C{ but no recipe equivalent formula can be found in the
constraint system C$, then no solution of C§ can satisfy the head of the formula. However by
Peomp(S), we also know that all solutions of Cf satisfies the deduction fact. However, since
(3,01) € Sol.(CY), (£,02) € Sole(C§) and ®(Cy)o; ~ P(Ca)o2, we obtain a contradiction.
Therefore, C{ and C§ are necessarily in the set of S'. O]

The two previous lemmas allow us to obtain the soundness and completeness properties
of the partition tree (i.e. items [3[ and . Note that [4]is also proved by |31] since a solution of
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a child constraint system is also a solution of parent one (second bullet point). We now need
to prove that all nodes of the partition tree are configuration. For that, we look at the shape
of the extended constraint systems when no more rule SAT, EQUALITY or REW is applicable.

Lemma 33. Let S be a set of set of extended symbolic processes such that Py (S) and no
instance of the rule SAT, EQUALITY or REW is applicable. For all S € S, for all (P,C,C°) €
S, Imgs(Ce)| = 1.

Proof. Since no rule is applicable, we need to look at the application conditions of each of
these rules. Let us denote C¢ = (®,D, E!, E?, K, F).

Let us look at the shape of F. Since the rule SAT is not applicable (case b), we know
that for all ¢ € F, either v is solved or mgs(C¢|¥) = (). However, since the normalisation
rules from fig. are also not applicable, we deduce that mgs(C¢|¥) # (). Therefore, 1)
is solved. Similarly, the non applicability of the rule SAT (case c¢) and the normalisation
rules from fig. also tell us that E! is only composed of syntactic equations (no more
disequations). Finally, since SAT is not applicable (case a), we deduce that either C¢ is
solved or mgs(C¢) = (. Once again due to rules fig. we deduce that mgs(C®) # 0
meaning that C¢ is solved.

Since C® is solved, we deduce that all deduction facts in D = {X; -7 x;}"_, for some n
and pairwise distinct ;s and X;s. Consider now the substitutions X Nowp = {X; — ni}?zl
and on,,, = {z; — ni}j; where the n;s are pairwise distincts public names, i.e. n; € Noub-
Since no more normalisation rules are applicable, we know that the disequations in E?
not trivially unsatisfiable. Therefore by replacing the free variables of the disequations by
names allow us to obtain that Y., = E?| .. By considering ¥ = mgu(E?|=)Y’, we obtain
that ¥ |= E2. Moreover we proved that E! does not contain any disequations, we directly
obtain that mgu(El)o—j\/PLIb = E'. Therefore, by defining o = mgu(El)JNpub, we obtain that
(®0,%,0) =D AE AEZ

It remains to show the last two conditions of deﬁnition Notice that Prorm(C¢) holds
and so we have that for all ¢ € img(mgu(E?|=)), ¢ € CoNsEQ(K U D). Similarly, we have
that for all £ F* u € K, for all ¢ € st(¢), ¢ € ConsEQ(K U D). Therefore, by applying
lemma and by applying a small induction on the size of the recipe in img(X), we
obtain that for all £ € st(img(X)), £ € CONSEQ(KY). Finally, following the definition of
consequence and since Psyung(C) holds, we also deduce that £ € st(img(X)), Msg(£Po)
holds.

Let us now look at the final condition of definition 23l We know that C¢ is solved
meaning that for all £, ¢ € st.(img(mgu(E?|2)), KUD)? U (Nyub x vars*(D)), (£,u), (¢, u) €
CONSEQ(K U D) implies £ = (. Since ¥ = mgu(E2|:)ENpub, we directly obtain that for all
€, ¢ € ste(3,KE), (§,u), (¢,u) € CONSEQ(KY) implies & = (.

This lead to (3,0) € Sol.(C¢). Considering that ¥ = mgu(E2|:)2Npub and any other
solutions (¥/,0") € Sol.(C®) shall satisfy ¥’ |= E2, we deduce that mgs(C®) = {mgu(E?|=)}
and so |mgs(C¢)| = 1. O

Let us now show that all extended constraint systems in the set have the same solutions
and that they are statically equivalent.

Lemma 34. Let S be a set of set of extended symbolic processes such that Py(S) and
no instance of the rule SAT, EQUALITY or REW is applicable. For all S € S, for all
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(Pl,cl,Cf),(PQ,CQ,CS) e S, if (Z,Jl) S SOle(Cf) then (2,02) < SOle(Cg) and @(Cf)al ~
O(CS)o.

Proof. In the proof of the previous lemma, we showed that all extended constraint systems
C€ in S have a particular form, that is (1) all deduction facts in D(C¢) have pairwise distinct
variables as right hand side and (2) E!(C¢) only contain syntactic equation. Moreover, we
know that all extended constraint systems have the same structure. Therefore, if (3,01) €
Sol.(C$), we deduce that ¥ = E2(C) and for all ¢ € st(img(X)), & € ConsEQ(K(CH)Y),
meaning that ¥ = E?(CS) and ¢ € CoNsEQ(K(CS)X). Since the first order solutions are
always completely defined by the second-order substitutions, we can build ¢4 such that for
all X 7 2 € D(CS), XX(P(CS)ob) | = z0h. Moreover, since Paound(CS) and Pyouna(CS) both
hold and since for all £ € st(img(X)), £ € CONSEQ(K(CS)X), we deduce that for all £ €
st(img(X)), Msg(£®(CS)a?). Note that we also need to satisfy the syntactic equations in E*.
However thanks to Pfom (C5) holding, we know that dom(mgu(E'(C§)) Nwvars*(D(CS)) = 0.
Thus, we can build o = mgu(E!(CS))o} and obtain that (3, 02) |= D(CS) AEL(CS) AE2(CS).
Note that by origination property of an extended constraint system, we have ®(CS§)oh, =
®(CS)og. Therefore, since we already prove that for all § € st(img (X)), Msg(§P(CS)o}) and
¢ € COoNsSEQ(K(CS)Y), it only remains to prove the second bullet point of definition 23| to
obtain that (3, 02) € Sol.(CS).

Proving this property is in fact closely related to proving that ®(C{)o; ~ ®(CS)os.
Indeed, if we can prove the latter then we directly obtain the former since (3, 01) € Sol.(CY).

Let £,& € T2. Let us show that:

o Msg(€(C5)rr) iff Msg(¢B(C5)o2)

o if Msg(¢P(CS)o1) and Msg(&'®(Cf)oy) then EP(CT)ord = E'P(CT)o1d iff EB(CS)o2] =
§'e(C5)oal.

We prove this by induction on (N (&, &), |EP(CS)o1d|) where N is the number of subterms ¢
in &, & such that ¢ ¢ CONSEQ(K(C§)X) (recall that since C{ and C§ have the same structure,
we have ( € CONSEQ(K(CY)Y) iff ( € CONSEQ(K(CS)X)). For this induction, we consider
the lexicographic order on (N (&, &), max(|], [£']).

The base case (N (&, ), [€P(CS)o1l)]) = (0,0) being trivial (there is no protocol term of
size 0), we focus on the two inductive steps:

Inductive steps (N(&,&),1€2(CS)o1d]) = (p,q) with p > 0: Assume Msg(EP(CS)oy). Let
us also assume by contradiction that —Msg(§®(CS)o2). Since we know that N(&,¢) > 0,
there exists ¢ € st(&,&’) such that ¢ ¢ CONSEQ(K(CS). Without lost of generality we can
consider that ¢ € st(§) (otherwise we can apply our inductive hypothesis on £ twice since
N(&,€) would be equal to 0 and so we would obtain a contradiction). Moreover, let us
consider ¢ such that || is minimal. Therefore, by definition of consequence, we deduce
that ¢ = g((1,...,¢n) with g € Fy and for all i € {1,...,n}, {; € CONSEQ(K(CY)). Since
Msg(£®(Cf)o1) we also deduce that g((i,. .., () P(CY)o1d is a protocol term. Therefore,
there exist a rewrite rule g(¢1,...,¥¢,) — r and a substitution v such that ¢;y = (;®(C¢)o1l
foralli=1...n.

Recall that the rule REW is not applicable on C{ and C5. Therefore we can show if
“Msg(§P(CS)o2) and g(Cr,- .., G)P(CS)orl is a protocol term then we necessarily have
that there exists (], ..., ¢} and u such that g({{,...,¢,) F* w1 € F(C§) and (!X®(C§)o1) =
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Gi®(CS)o1). Moreover, since the normalisation rules are also not applicable (in particu-
lar rule , we deduce that there exists ug such that g(¢l,...,¢,) ¥ us € F(C5). By
Prorm(CF), we know that for all ¢ € {1,...,n}, ¢/ € CoNsEQ(K(C]) UD(C{)) and so ([¥ €
CoNsEQ(K(C$)X). Moreover, by hypothesis on ¢;, we know that (; € CONSEQ(K(C{)X).
Thus, by applying our inductive hypothesis, we obtain that ;®(CS)o2) = ([LP(CS§)o2l.
Moreover, by Psound(C5), we know that g({f,...,,)E®(CS)o2l = ugoy which is a pro-
tocol term. We can conclude that g((i,...,G,)2®(CS)o2) is a protocol term and so
Msg(£P(CS)o2) giving us a contradiction.

Assume now that {®(C§)o1l = &'P(CY)o1d, Msg(EP(CS)o1) and Msg(§'P(CS)or). Let
us once again take the smallest ¢ € st(£,&’) such that ¢ ¢ CONSEQ(K(Cf). We already
proved above that there exist uy,ug, g, (1,...,¢),,Ci,- .., such that:

* ¢ =g(C1s---5Cn)

o g(¢hs--- G) Fun € F(CY)

© g(Cl- s G F us € F(CS)

o forallie {1,...,n}, GP(CS)o2l = ((XP(CS)o2l and ;P(CS)o1l = ([LP(C§)o1.-

By Peons(C§), we know that there exists § such that (8,u1) € CONSEQ(K(C{) U D(CY).
However the normalisation rule is not applicable on the set of extended symbolic pro-
cesses. Thus, we deduce that there exists ' such that (8',u;) € CONSEQ(K(CY) U D(CY)
and g(¢y,...,¢)) :?f B' € F(C). Once again due to the normalisation rule we ob-
tain that g(¢1,...,¢)) :?f B € F(CS). But Psound(CS) and Psound(CS) hold meaning that
(®(C5)o2, 3, 09) F g((hs- -, ) =} B and (@(CF)or, B, 01) = 8(CH, -+, Cr) =5 B

Note that if p is the position of ¢ in § then we have N(§[F'X]p, &) < N(&,¢'). Thus
by applying our inductive hypothesis, we obtain that (®(C§)o2, X, 02) = &£[5'X], :?f .
Since (®(C§)o2,%,02) = &(ll,---,C) :?f B and (®(CS)o2,X,02) E g({l,....¢) :?f
g(C1y ..., Cn), we conclude that (®(C§)o2, X, 09) & :?f .

Inductive step (0, max(|¢],&'|) with max(|¢],£’| > 0: In such a case, we know that & ¢ €
CoNseEQ(K(CS)X) and &, € CoNsSEQ(K(CS)X). By definition of consequence and by
Psound(C5) and Psound(C5), we directly obtain that Msg(§®(CT)o1) and Msg(£P(CS)o2)
(same thing for ¢’). Now assume that (®(C{)o1,%,01) = & :?f ¢’. Since both £, & are
consequence of K(C{)X, we deduce that:

e cither £ = f(&1,...,&,) and & = f(&],...,&),) with f € F. and (®(C§)o1,%,01) E
& :?f & for all 4. Therefore, we can apply our inductive hypothesis on the (&;,&))s to
conclude.

e or {3, &3 € K(C{)X: Since we know that the rule EQUALITY is not applicable, it im-
plies that & :?f & e F(CY) and so & :7f ¢’ € F(CS) thanks to the normalisation rule
Since Pgound(CS) holds, we can conclude that (®(CS)oa, 3, 02) =& :?f .

e or &3 € K(CHX and ¢ = f(&),...,&,) with f € F.; Once again since the rule
EQUALITY is not applicable, we deduce that there exists (j,..., (], such that £ :?f
f(¢t,...,¢,) € F(CS). Note from Pspyunqg(C§) that in such a case, (®(C$)or, X, 01)
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£ :?f f(¢1,-..,¢,) meaning that (®(C{)o1,%,01) | & :?f ¢/ for all i € {1,...,n}.
Since [£}®(C)o1d] < |EP(CS)o1)], we can apply our inductive hypothesis on all
(€], ¢!) meaning that (®(CS§)oe, X, 02) E f({,....¢) :?f &’. However, thanks to
the normalisation rule |19 not being applicable, & :?f f(¢1y...,¢),) € F(CY) implies
13 :?f f((1,---,¢,) € F(CS) and so by Psouna(C5), we obtain that (®(CS)o2, X, 092) =
£ :?f (¢, ...,¢),) which allows us to conclude that (®(C§)o2, X, 02) | & :?f £ O
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