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A virtuous combination of structural and skill analysis to defeat organized crime

1. Introduction and summary

Criminal networks arise and develop, to pursugdleaims, disguising the shady activities performed
and maximizing the profits. The members of suchvodts trust one another and look for protection or
for a privileged access to certain social as weke@nomic resources (Skaperdas, 2001; Sciarr6a8),2
often through the mediation of individuals who offieeir services in a “non-transparent” or irregulay
(Barucci, 2008). Therefore, we cannot consider tlansimple networks of interpersonal relationships
among individuals operating “in the shadow”, orway in a criminal contest (Ozgul and Erdem, 2615)
In fact, criminal networks have peculiar charasté&zs which cannot be underestimated or ignored in
trying to develop effective preventive and conikestmeasures and policies. Several studies higieligh
how criminal and terrorist organizations carry dlogir activities in dynamic contexts, in which the
competitive pressure and repressive interventiothbygovernments constantly test their existeribeis
is the reason why, in order to survive and keemmmwing up, they had to develop a high resistance
ability® as well as a high adaptability to the changingditions of the environment they operate in. The
new waves of Islamic terrorism worrying the wholeestérn world, the proliferation of criminal
organizations trafficking organs and human beiagsyell as the expansion and reproduction abildfes
the traditional Mafia factions (clans) dramaticatlgow how organized crime is able to progressively
improve communication tools and/or recruitment hods to reproduce itself and grow up in the
globalization era.

All this is strictly related to peculiar resistanedilities and a particular adaptability, which is
generally referred to the term and, at the same,tthe concept of “resilience”, “borrowed” from eth
sciences and implying the elasticity and adaptgbdi bodies, passions, systems and even termtorie
(Schoon, 2006). The nature and source of suchiabjlas far as criminal and terrorist organizatibave
been deeply analysed in several reseafcHesfact, such organizations, due to their topilal
characteristics, are considered as an extreme ayditeresting case déilure resilient networksi.e.
networks which are resilient towards the so-cafieascade failures’ and therefore they will also be
analysed in this paper, with particular referenezahte structure and resilience ability of two criai
networks, the first one set up for internationalgdand psychotropic substance trafficking and dwosd
one operating in the field of public services imgoSocial and Healthcare Territorial Institutions.

The analysis is carried out using an interdiscgjnapproach as well as the typical techniques and
concepts of thesocial Network Analysi$SNA) in order to develop a reliable indicator @fiminal
Network Resilienc€CNR). The techniques offered by the analysis afisdonetworks have rapidly
widespread in the last years, even in the studgriohinal networks, and their results convinced the
institutions and law enforcement agencies to usmtmore and more frequently. In fact, the concépt o
social network was applied to the study of crimel am the several forms in which it operates and

! Scholars are still debating on this issue. Theytajieg to determine if criminal networks may besiasilated to
other type of social networks (Pedahzur and Perl2@06; Eberle, 2012) and if, in particular, teeeral organized
crime forms set up to commit crimes and to obtdirectly or indirectly, financial or material beitsf have the
same topological and solidity characteristics @f ¢ther real networks, such as the Internet, bicédagetworks or
the networks of bibliographical quotes and sci@ntitboperation (Albert et al., 2000; Watts et 4898). However,
the most recent empirical studies show that, dubew typical characteristics (secrecy, decerssaion), this kind
of organizations cannot be in any way assimilateother social networks (Lindelaeft al.(2009), Natarajan (2006)
and Ozgul and Erdem (2015)).
’See, among other things, Skaperdas (2001), ppai@®4f., and Ayling (2009), p. 182.
% See Agreste at al. (2016).
* The differences between terrorist networks anerotfiminal networks have been well illustratecgirecent study
by Ozgul (2016). He also classifies terrorist natwmpologies into six topology types and examittes different
way in which the key player problem arises in hasticular type of social networks.
® See above all Gutfraind, who carried out some rekea (Gutfraind, 2010 and 2011) on different kirnds
criminal networks in order to identify a topologyhiwh, for itself, could guarantee a good resistargel towards
cascade failures. See also Callahan, Shakatiah(2012) and McGuire (2014).
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organizes, but above all to the analysis of tramsnal crime and terrorist networks (Sparrow, 1991;
Waring, 1993; Klerks, 2001; Morselli, 2009; Kre@801; Calderoni, 2014; Strang, 2014; Ozgul, 2016).

The network approach widespread in a contagious aragng researchers, the law enforcement
agencies and the authorities charged with the epin of law in each country because it is corede
as a more efficient and effective tool to combaamized crime than the traditional investigativehods
(like wiretapping: see Agrestt al, 2016) and the traditionatiminal intelligencetechniques (Castiello,
2015). In fact, there is the conviction that itas inestimable instrument able to put together @and
interpret different information and several obséores by detecting an understandable model of
behaviour and social action able to show the logicthe “rules of the game”, ruling the relationshi
among individuals (lanni A. and lanni R.E., 19980oreover, the use of this technique to the study of
criminal organizations could be very useful to ustend how they exchange information, weave
relationships and partnerships with affiliates atiter types of partner in crime, taking “new protile
forces”, organize their relationships interpersaral alliances with members of the so-called “gnaa”
in which lurk the relationships of complicity andliusion of the professional, economic, politicada
cultural worlds with the criminal world. The apm@ion of the SNA may be helpful even in the legal
field®, in order to better define the areas of contigtitythe mafia groups (in particular, in all casés o
external collaboration and support of criminal arigations, including those of complicity in the mafia-
related criminal conspiracy, typical of the commlaw systemy and to develop more effective legal
instruments of prevention and repression of orgahime.

This paper is structured as follows: in the secesction we will try to identify the key conceptsdan
some methodological criteria to define a relialvidicator ofcriminal networks resiliencéor, more in
general, ofdark network resiliend® in an appropriate way; in the third section itlvainalyses the
structure and the characteristics of the concemerdiorks highlighting how the combined use of the
analysis techniques of complex networks and ofettenomy of human capital as well may bring to the
development of more effective and efficient pokcigble to contrast organized crime; finally, in the
fourth section it will try to draw some conclusioaisd to propose sonmliciesto combat the organized
crime.

2. Criminal networks resilience: key concepts and ethodological criteria

Before developing a reliable indicator ©fiminal Network ResiliencéCNR), it is necessary to define
some key concepts identifying the fundamental ahtarsstics of a criminal network and differentiagiit
from the other social networks.

First of all, a criminal network is characterizegl the secrecy and covering (or protection) leves it
able to guarantee to its memb&rsUsually, such a characteristic does not belongttwer social
organizations and implies the existence of firnstmelationships among the members. In fact, stuale
social capital show that trust is often a necessangition, even if not sufficient, to set up a pemation
for any kind of purposes. However, the huge litmbn the Mafia phenomenon highlights how criminal
organizations are “interested in maintaining a iowd impersonal level of general trust, as in thay the
demand in the personalised trust they are ablééo and guarantee increases” (Sciarrone, 2009).

Another fundamental characteristic of such orgdiura is theimetworkingability, i.e. their ability to
build relationships, to make alliances, to esthbégchanges, as well as to promote mutual obligatio
and favours. Not only they are interested in irdégg in their network a certain individual, busalin

® partially, the potential benefits arising from tyeplication of SNA to the legal field have alredmyen highlighted
by Agreste et al. (2016).

" For an in-depth analysis of common trends andeumdfices in the ways in which, in civil law courgrie
jurisprudence and doctrine deal with the phenomewiothe proximity to criminal organizations, seestfnti
(2010).

® For a detailed description of the differences teemv conspiracy and complicity, see Brody, Acker Andan
(2001), McSorley (2003) and Sergi (2015).

° Including in this denomination all types of netWowhich operate covertly and illegally, such asungent
networks, terrorist groups or narcotics-traffickingtworks. For a more in-depth analysis of thedevorks and a
preliminary theory oflark network resiliencesee Bakkeet al. (2011).

1% See, in this regard, Fielding (2017) and Lindekstudl. (2009).



accessing to and maybe activating tieéworkthe individual already belongs to. This allows Heweral
members of those networks to act, according toctfeamstances, as mediators, patrons, protectors, i
relationship structures of different forms and natiney are able to exploit in order to reach tiikigal
aims.

The SNA shows that a high clustering coefficierd arlow average path length among the nodes of a
network (typical features of many social netwonksural networks, computer networks and, in general,
of all the small world network$§ promote the communication and relationships efitttividuals in the
network, thus making this latter more “effectivéiowever, these characteristics of the network can
threaten its security, as a wider sharing of tlfierimation inside it may substantially help tingelligence
activity carried out by the enforcement agencieducing the secrecy and covering level of the ne¢wo
itself. This is the reason why we think (see Engerd Su, 2007; Lindelawdt al, 2009 and 2011) that
criminal organizations have to address a deste-offbetween effectiveness and security ofribenvork
between the aims concerning security and thoseecoimg the uncontrolled flow of information every
day. Therefore, the fundamental dilemma of eaamioal organization is balancing its need for styate
initiatives resulting from a wide access to certesources (goods, services, information), gaingd b
using weak links, with the need for consolidated tnsted collaborations, promoting secrecy, pitaac
as well as repression of those behaviours whicimatocomply with the aims of the organization and
implemented through the application of rules anttBans (Ozgul and Erdem, 2015).

Another characteristic which is essential in detemng (or in increasing) the resilience of a criadin
networkis represented, as already underlined (see § I3yliys topology (Xu and Chen, 2008; Ayling
2009). A “mixed-star” structure guarantees, withany doubt, a particular resistancerandomattacks
while the redundancy in connections and a minimow dverage distance guarantee the continuity of the
illegal activities on the one side, in case onanore nodes are removed, and a better communication
system on the other sidenge to task On the contrary, a decentralized and widespstadture allows a
higher confidentiality in communication. Nonethaleg highly decentralized network makes it more
difficult to manage the trafficking activities (farstance drugs and money) and to move resolirces

Some criminal networks may have important dimersiand act at international level. In order to
detect their structure and measure their orgaoizakidimension, we use the centrality and cenatbn
indexes. While the first ones identify the positmfnreach nodes in the network, the second onesureeas
the level of hierarchization of the first one ase thhole. Low and high values in the centralizatevel
indicate, respectively, a low and high level ofrarehization. If centralization is based on thetoaof
the information flows rush or betweenne$sit indicates, in case of high values, that sorm@nbers of
the networkare in a position dfrokerageand that the network, in order to function, neetisrmediaries
connecting its various subgroups.

Finally, another distinctive characteristic of sooneninal brotherhoods is the robustness. In SNA th
term usually indicates the ability of a networkntaintain its own connectivity characteristics eafter a
fractionf of its nodes has been removed. Of course, sudta@cteristic has some immediate practical
effects and concerns those processes which caarbeccout through a network. Therefore, it is bt
chance that this was one of the first charactessifnetworksto be analysed in literature, especially with
reference to complex networks, such as the Intethettransportation or energy networks. However,
such characteristic also distinguishes some kiridsiminal networks, such as the Mafia organizagion
in which the redundancy in connections, typicathef family clusters allows to immediately substitute
any arrested or killed members.

According to these observations, part of the lttee(Ozgul and Erdem, 2015) tried to propose & ver
simple way to define a reliable CNR indicator eaging that the resilience of a criminal networkuits
from the following elements:

1) the level of secrecy or coverage of the criminalwoek, which can be defined through the
analysis of transitive triple calculating, the sdled Clustering Coefficient (CC);

2) the level of spreading of the knowledge and infdiomainside the network, measured by the
average geodesic distan@esérage Path LengfiAPL) separating all pairs of its nodes;

1 See Watts and Strogatz (1998), Wang and Chen J2U6Rsfordet al. (2011) and Castiello (2015).
2 In-depth studies carried out on this topic (Ever@®06; Locke, 1995) show differeperformancdevels related
to the kind of structureNetworkswith too much centralized or decentralized strregutend to have lower
performancdevels in comparison with networks with an intediage centralization degree.
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3) theleadersaverage centralityAverage Centrality of LeaderaCL), which in a criminal network
shows how much authority is actually in the hanfdhose who act like leaders;
4) the total number of the members of the network,ctvigives an approximate measure of the
robustness of theetwork(Robustnes<R).
In this way we can identify a first simple algorithable to estimate the resilience of a criminal
network, or its resistance ability and adaptabilitythe changing conditions of the environment hich
it operates:

ACLICCI[R
APL

However, as already highlighted (see § 3.1), thevipusly listed characteristics are not the only
elements able to affect the level of resilience gfiven criminahetwork In order to define an effective
direct attack strategy able to disjoint criminatwerks, it is also necessary to take into accobatgreat
amount of the available social and human capithle Dzgul and Erdem algorithm showed at [1]
represents a valid instrument to measure the CNRedisas a valid basis to develop new and more
effective policies to contrast organized crime. ldwer, it does not take into account that the evstie of
criminal networks often depends on personal trgirind qualities, as well as on the essential séflls
their members. In these cases, in fact, if an iddad with specialist knowledge and skills is reradv
(e.g., arrested or killed), the network may be Uma&b replace them with an individual of commenseira
quality, leading to suboptimal functional capacifythe network’.

Therefore, the above-mentioned indicator shoulthtegyrated as follows:

[1] p= Iog(

2] o= |Og( ACLLCC ERDAHC)
APL

where AHC is the Average Human Capital, that is thkie of the skills and competences which
ensures the normal functioning of the network ded&achievement of objectives pursued by the crimina
organization. This element gives an approximatesonesof the human capital available by the members
in the network to carry out thenlawful activities and reach the common illegahgiThis index can
theoretically range from + 1 too#™. Its value should reflect the appropriatenesses§@nal skills of the

individual players in the network — as evidencedh® assessment made by investigators or prosscutor
in judicial documents — to the aims and the ad#isitarried out by the criminal organization.

3. Analysis of the resilience of the observed crimal networks
The analysis of resilience of the observed crimimaiworks is based on several type of judicial

documents (depositions, interrogations, warrantargést and verdicts) issued by the judicial autpor
during recent police operations aimed at dismamtiwo dangerous criminal networks engaged in

'3 For further information about the factors thaestithen or weaken the resilience of dark netwarnis, Bakkeet
al. (2010).
41 is the minimum value of AHC that includes allnrspecialist skills which in any case contributethe
functioning of the criminal organization. Obvioustiie AHC changes with R, that is, with the numbiemembers
of the criminal organization that can be theordijaafinite.
'3 1n this paper we do not address the problem ofsoméag the special skills owned by the membersrishioal
network, but it is obvious that the question of thetivation of choosing a specific measure of tterauld be the
subject of a future analysis. It is known, in fatgt human capital measurement methods are thedivesse, not
only because of the diversity of theoretical sginbut also for the multitude of statistical metblogies and
information on which measurements are based. Aryaisan indicator which is not an efficient or appriate
measure for the cognitive purposes of the survey loeamisleading for the scholar of these sociahphgena. We
must consider, too, that there are no databaskxting information on the level of skills posses®y members of
criminal networks. To date, for sociological andreamic literature this interesting area of investign is still
completely unexplored.
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international illicit drugs trafficking and in supplying health and social services abcalllevel. In
particular, the first operation was named “Fre®@#da®’ (Sardinian Arrowy and allowed to identify a
group of Nigerian and ltalian criminals engagediniternational drug trafficking among Sardinia,
Campania, South America and Holland. The secondatipea was named ‘Il principe e la scheda
ballerina™® (The prince and the dancing cardnd allowed to arrest several members and flanékra
clan belonging to the Casalesi family, a famous Camoargéel, composed of 10 clans, operating in the
sector of social and healthcare services in someidvpalities and Territorial Districts of the prowe of
Casertd. The analysis of two criminal networks aimed atyiag out different offenses is very useful
because it serves to highlight how individuals wdifferent skills and competences exist in almdkt a
types of criminal organizations. Generally, suclividuals are members of these organizations or
collaborate externally with them albeit they fortpalo not form part of criminal networks. This irves

the need to in-depth study these cases to creddic quolicies and legal instruments appropriate to
discourage any form of collaboration between theovamentioned individuals and criminal
organizations, as well as to fight all kinds of raafontiguity currently pursued with toothless weap
(that is with ineffective and inefficient toof8)

4.1. “Freccia Sarda” Operation

4.1.1. Topological analysis of the observed crimihaetwork

The observed criminal network is made up of thrigier@ént criminal organizations tracing back to
some Italian and non-EU citizens (coming from NigeKenya and Ghana). The network has, as shown
later, a cellular structure, which is typical ofveml complex networks. The organization had two
operating bases, one in Castel Volturno, in thevipoe of Caserta; the other in Cagliari, Sardilaug
trafficking, above all heroin and cocaine, involvidly, South America, the United Kingdom and
Holland.

The network was made up of 70 actors and 125 cdionec The connections among the members of
the network came from information or resource ergea (drug, money) and this is the reason why we
chose to analyse this kind of relationships by sytnizing its connections.

The level of cohesion measured thought the “deheityhe network shows a very low value (0,052)
that means almost 5% of all possible connectiorarésent. This value highlights a very low level of
cohesion of the group. The average degree lev8,56 degree for each node, i.e. each individual
activated, on average, almost 3,5 edges, a vahfgming the reduced level of cohesion of the groie
there are not many direct connections among theraemembers of the network, we can assume that the
communications or the exchanges of resources dodriation were guaranteed by indirect connections,
i.e. by individuals acting as intermediaries.

The structure of thenetwork shows a distribution of degree which follows a povaw, a high
clustering coefficient and a low minimum averagstatice among all pairs of nodes inside the network
(“small world” effect). The Alpha value of the ldwdistribution (2,48), the p-value (0,81) and tredue
of thegoodness of fif{GOF = 0,051) confirm the characteristics of desfeee network. The 62% of the
connections is distributed on 4 mdunbswhich can be referred to four actors N19, N18, 68 N47,

'8 For a description of the different disciplinarypapaches to studying illicit drug markets, seeeRi2006). More
specifically, then, for an economic analysis of features and functioning of the markets for itlidrugs, see
Caulkins and Reuter (2006).
" The investigation has been coordinated by the D.[LAcal Anti-Mafia Investigation Department) of @liri
and carried out by the Oristano Police Department.
8The investigation has been coordinated by the D.[LAcal Anti-Mafia Investigation Department) of plas and
carried out by the Comando Provinciale dei Caraimf Caserta.
19 For further details about Casalesi cartel, sdmitalinister of the Interior (2010 and 2016).
2% Breaking the connections between criminal orgaitrat and “compliant contiguity” areas from whicheyh
derive qualified support must be the priority goéla strategy that aims at seriously counteractivegpolitical,
social and economic pervasiveness of mafia-typen@inena. The troubled Italian experience of the épml
collusion with the mafia-type associations” shoWws big difficulties which policy makers and legahgtitioners
(judges, lawyers and legislators) have to facdnd Wveapons suitable for reaching this goal. Segarding to the
Italian case, Amarelli (2017), Centonze (2013), &lai(2014), Visconti (2010) and Fiandaca (2010).
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controlling the whole drug trafficking process, rfrathe import of the substances produced in South
America to the distribution in Sardinia. The higheslues ofdegree and betweennessre mainly
distributed on three actors (N63, N18 and N19)lasd on actor N47 (see Fig.1).

Fig. 1 — “Freccia Sarda” Operation. Distribution dhe degree and betweenness centrality
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Moreover, the analysed network shows a quite téharaed structure, thdegree centralization index
is 35,93%, while théetweennesbas a value of 60,93% and this supports the idaarhost of the
relationship activity of thanetworkis carried out by mediators @rokers In fact, the analysis of the
“brokerage” (see Fig. 2) highlights how most of thiermediation activity refers to nodes N18, Nt@l a
N63, which actually connect one another the seygsdk of the network. They have a structural pmsit
of gatekeeperd.e. they can act like “guardians”, as they colntine information and resources of people
outside the group they belong.

Fig. 2 — “Freccia Sarda” Operation. Analysis of theokerage activity
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The average path length among the nodes of theonetis 2,932, while the average clustering
coefficient is 0,673. If we compare these twaueal with those resulting fromrandomnetwork of the
same size and average degree, it results in tloavial:

— as far as the clustering coefficient is concergegteat difference, i.e. 0,673 for the real network
and 0,054 for the random network;

— as far as average path length is concerned, a moderate difference, i.e. 2,932 for the observed
network and 3,374 for trendomnetwork.

Such values confirm the “small world” charactedsti the criminal organization taken into account.
The reduced average path length among the nodeshanikigh level of local cohesion guarantee the
network a high level of effectiveness, which isdtional to the success of the activities relatedrig
import and distribution.

As far as the nature of the connections amongdtesaof the maimubsof the network is concerned,
the prevalence of family or emotional connectiors \wighlighted (strong tiedtrengthened by an ethnic
bond (the organization is mainly made up of non-pébple, with the participation of some lItalian
individuals), while in minor roles (ovule-eating rdars, small pushers) the prevalence of weak
connections (weak ties) simply based on acquaietanc role similarities was highlighted (Granowette
1973).

The relationship dynamics show a tendency of theoméctors (carriers and medium-level pushers) to
connect with those showing a higlegree(preferential attachment), as they have particalalities or
fitness(Mosca and Villani, 2012; Barabasi, 2002) in manggirug trafficking, because they are able to
develop and maintain contacts with higher leveldieps (international traffickers) and the abilityearn
money from the drug sale.

4.1.2. Analysis of the resilience level of the olrsed criminal network

We can assume that the observed network showgpleal characteristics of scale-free networks and
the “small world” as well. Such characteristics gjiit, as noticed, a high level of effectiveness in
managing illegal trafficking and, in general, a dotevel of robustness towardsndom attacks.
Nonetheless, we wished to check the robustnes$iefobservedhetwork and its characteristics by
simulating two kinds of attack.

The first kind of network attack (“random attack &imed at randomly removing all nodes with a low
level of degree, between 1 and 3, i.e. ovule-eatiogriers or low-level pushers; the second attack
(“random attack 2"), the one which was actuallyrieat out by the police thanks to the information
acquired by the investigating bodies, aimed at nadiming all couriers and pushers recruited by clan
leaders or by those acting like mediators for dragsportation (specifically affecting actors, lnmstcase,
are N34, N9, N1, N24, N45 and N31)

The results of the two attacks are listed in Tdbémd showed in Figure 3 here below.

Table 1 — “Freccia Sarda” Operation. Analysis ofthetwork topology and of the effects of simuleaediom attacks

Original network Randomattack 1 Randomattack 2
Size 70 34 63
Alpha 2,48 2,75 2,31
P-value 0,81 0,71 0,84
GOF 0,051 0,058 0,04
Clustering coefficient 0,67 0,72 0,61
Avarage path lenght 2,93 2,75 2,93

Source Our processing of the data supplied by the D.[LAcal Anti-Mafia Investigation Department) of Giag.

! We considered this second attack random, becaasgotite forces ignored the whole network and thegsted,
by a parallel operations, only drug dealers lesmeoted (drug couriers). On the contrary, for asessment of the
effectiveness of sequential police attacks, seegtget al. (2016).



Fig. 3 - “Freccia Sarda” Operation. Representatiofithe original network and of the simulated randatacks

3.A. Original network.

.

e
P
..‘.'.'
.’\'II
_..'.'.-
L
& \
A o
e
3.B. Network after random attack 1.
e
e 'l
.“b’ .‘l'.
L
- . . i = Sl
prel
= .r i £ .'-.
* B qnn--""'—'_._'_. . .0
B W= Vee
T
.u "'H * -
L
.I- . \\
L ) .
3.C. Network after random attack 2.
.Mm
o7 .r,]ﬁ-l..r‘””
5 ®5
= 3 f 8
"hr,\t.‘a_ _...:Lm / e
A §
. .'ID']" ha3 @
gt \
i — ..‘\.K‘\- |
i ) " d
\ M
; -
L ey / £rnu LA
‘.'ﬂ '.':u

Source Our processing of the data supplied by the D.[LAcal Anti-Mafia Investigation Department) of Giag.

It is easy to notice that, despite some actord®fnietwork were removed, its structure remainginta
(see Table 1). In fact, it maintains the same charistics of the original graph (Fig. 3.A.), bdih just
removing 7 nodes (Fig. 3.B.) and by removing 36 a®odFig. 3.C.), i.e. more than the half of the
members of the network.

As far as the topological characteristics are corent the observed network is resilient to ritaedom
attacks towards the nodes with a lol@gree On the contrary, if the contrasting (repressiaedivity
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concerns théubscharacterized by a high valuelidtweennesghe results are diametrically opposed: by
removing N18, N19 and N63, which represent the i@dfidhe criminal organization, the network breaks
up in 21 components, of which two are made up dodirddl 18 nodes respectively (Fig. 4.B). This britays
the loss of leading figures in the organization smderious damages to the drug trafficking process

Therefore, the obtained results show, how it wassiate to notice, that the attacks carried out
following the social capital approach bring to ampbrtant breaking up of theetwork even if it is
necessary to underline that the observed netwastillislive and operating, thanks to the presaovaof
some members with particular skills and able torgoie its survival and “regular functioniig”’N58,
close to N47 and N63, called “o professore” (thefessor), who dealt with the recruitment and legal
assistance for the arrested carriers; N62, brath&63, who was substituted by the first one, aftisr
arrest, in the management of illegal traffickingartks to the skills of N30; N11, wife of N19, who
revealed a woman able to manage drug traffickindp@malf of her husband; N41, partner of N18, who
maintained the contacts with carriers and custonié4g, head of that part of the organization lodate
abroad, who, thanks to two inside men living in etherlands and in the United Kingdom, N8 and N21,
dealt with the import and distribution of drugsrfr&Gouth America to Italy.

If we really wish to weaken theetwork we need to implement a different strategy ainangffecting
those individuals who have the above-mentionediquéar skills. In other words, we need to adopt a
contrasting (repressive) strategy based not onlgammal capital, but also on the available humamtah
inside thenetwork Later in this paragraph we try to estimate thfeativeness of a similar strategy by
simulating an attack aimed at removing all node&whannot be easily substituted, as they haveiapec
skills and are connected with thabsof the network by strong connections.

Table 2 and Figure 4 show the obtained results. attack carried out following the human capital
strategy breaks thaetworkup in two components: the first one made up ob@es; the second one made
up of 60 nodes and 88 edges (connections). Howeven if the network preserves its characterisifcs
scale-free and “small world”, the latter seems ¢oirb this case much less resilient, because itthest
highly professional skilled elements able to gutgarthe regular functioning of tietworkeven when it
was under attack.

Table 2 — “Freccia Sarda” Operation. Social capitahd human capital strategies

Original network Randomattack Human capital attack
Arrested or killed criminals 0 7 9
Size 70 63 61
Alpha 2,48 2,31 2,52
P-value 0,81 0,84 0,33
GOF 0,05 0,05 0,79
Clustering coefficient 0,67 0,61 0,67
Average Centrality leader 0,33 0,28 0,27
Average Path Lenght 2,93 2,94 2,98
Average Human Capital* 1,71 1,71 1,00
Ozgul-Edmer algorithm 1,67 1,31 1,30
Our algorithm 2,20 1,85 1,30

Notes: * The minimum value of theverage Human Capitas 1 (no individual with special skills).
Source Our processing of the data supplied by the D.[LAcal Anti-Mafia Investigation Department) of Giag.

2 Recent research related to the illicit drug markefAustralia has shown that some of the individuia the
methamphetamine networks possess highly specialkreniviedge and/or skills (e.g., chemistry knowledge
knowledge of law enforcement tactical measuresg ost obvious examples of this are the corruptiafé and
the cook/cook instructors. These roles and speaiadins are of critical importance for methamphetenmetworks
functioning. In fact, the presence of role diffafation and replication implies that, with the egtien of the leaders
and brokers, the removal of a network participantrlikely to lead to network collapse. See agaaki®@ret al.
(2010).
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The use of the resilience indexes we have prewalescribed (see § 3.2) clearly confirms the greate
effectiveness which distinguishes the attacks edrdut following the human capital strategy thaa th
randomattacks based on the social capital approachTabke 2). In fact, if we compare the resilience
level of thenetwork before and after the attacks, we can see how tlagtee significantly broke the
criminal network. After the attack it appears mudre weakened. But whileandom attacks only
brought to a net reduction in the average cengrédivel of leaders(from 0,33 to 0,28), significantly
reduce the power they can exert inside tiedwork the attacks based on human capital caused a
significant reduction in the spreading of the knedge and information inside the network. In facthis
last case the average geodesic distance has s@nifi increased (from 2,93 to 2,98). Ozgul's and
Edmer’s algorithm does not clearly detect this etiéhce. In fact, it has only slightly decreased —
precisely by 0,8% — in the case of the attacksdasethe human capital strategy. On the contréuegy, t
resilience index proposed by this research is nmicle sensitive and able to measure the effectedaus
by such attacks. In the concerned case it hasfisignily decreased: by 16%, as farasdomattacks are
concerned, to 30%, as far as human capital atEreksoncerned.

The graph shown in Fig. 4.C. allows us to makengportant observation. Even after the attack based
on human capital, the criminal network remainsdnnd functioning. Even if it loses 10 nodes eels
on enjoying a high level of robustness (as higliéghby the valueélpha Goodness of fiand p-value)
and effectiveness (measured by ®lestering Coefficienand by theAverage Path Lenght Actually,
removing or seizing those individuals having partc professional skills and competences that it is
difficult to substitute, at least in a short terpgaralyses the organization activities. Identifyisch a
paradox is essential and suggests the adoptiorewfand more effective repression policies, able to
combine the benefits brought by the adoption afchtistrategies based on social capital with thefitsn
resulting from the application of strategies basedhuman capital.

Fig. 4 - “Freccia Sarda” Operation. Representatiofithe original network and of the effects causethlysimulated attacks

4.A. Original network.
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4.B. Network after selected attack based on theakoapital approach.
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4.C. Network after attack based on the human caapiplroach.
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Source Our processing of the data supplied by the D.[QLAcal Anti-Mafia Investigation Department) of Giagi.

4.2. “ll principe e la scheda ballerina” Operation
4.2.1. General analysis of the observed criminal heork

The second criminal network analysed in this redesr made up of a clan operating in a wide area in
the province of Caserta and known with the unapjmte nickname of “clan dei casalesi” (Casalesi
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clany®. It is — as reported in the data taken from therava of arrest named “The prince and the dancing
card” — a federate criminal group, which domindtethe province of Caserta. From the '70s of tha la
century until today it has exerted a great politagsad economic power, collecting a significant ditsrof
wealth and assets, that were re-invested in seget@ities through a wide network of relationshgxl

the support of the population living in the areaeventhe organization had most of its influéfice

The interest of this organization in the publicvemes field is related to the conquering logic loit
dangerous criminal group. In fact, this field mayt seem so profitable at first sight, or anyway sot
lucrative as the fields of cement, agriculture rigm and waste. However, at a deeper analysisgif w
carefully look at the data supplied by the D.D.LRodal Anti-Mafia Investigation Department) of Naple
we can see how the concerned field was used agial $egitimation instrument, i.e. as a means to
increase its authority as well as the quantity o€ia capital available for the members of the
organization. The reason for this activity hasembarched for in its ability to produce and grbevthick
network of relationships connecting Mafia with piok, businessand civil society in general and which
represents the so-called “grey area” allowing tregidbusiness to hide and to expand.

For this reason, the analysedtworkshows a high level of complexity, determined abaldy the
extreme variety of the individuals belonging to(see Fig. 5). Among them there are not only the
supporters of the Camorra group taken into accduuttalso Public organs, politicians, entrepreneurs
social cooperatives, public administrators and epeaple with no previous convictions. Among the
several offences listed in the warrant of arrestease network of relationships aimed at contrgltime
contracts and direct assignations in the fieldudfligc services is described. Moreover, illegal hatars
aimed at controlling the votes by some candidateshé political elections in Public bodies were
illustrated. In particular, votes were influenceq¢ Ipaying amounts of money, through Mafia
intimidations, illegal behaviours in the dynamidgime election committee and, finally, by promisithg
recruitment in some social cooperatives providieglth and social services, whose reference partner,
1LL, was a local entrepreneur deemed to be closertee apical members of the Schiavone facidy.

If we look at the morphology of theetworkwe can identify three main cores: two of themragnly
polycentric but, while the central core is mainly made up ofrepreneurs, local politicians and civil
servants, the one located above on the right siddeo network is mostly made up of criminals, in
particular of members close to the Casalesi cdrisiead, the core located on the left side ofitgvork
is stronglypolarizedand above all made up of local bodies and indafglwperating in th@on-profit
sector, in particular of social cooperatives, clws®l1LL, supplying health and social servicesenesal
Municipalities. The three above-mentioned cores @menected one another through less stable and
consolidated connections, but are more widesprewt taanched, which makes the network more
dynamic and open to relationships with other sscaoid environments of the civil society.

However, the criminal organization in itself (sag.F) was mainly made up of the Schiavone family
(whose prominent members are N5Boss, N25Boss aAdaMh leader) and of the Bidognetti family (N8,
N9), that since the half of the '90s has sharedudisputed domain of thelan. In carrying out the
illegal activities of the organization an entremen (N1LL) had a leading role: this was the legal
representative of an Association of social cooparat(33Agac) and, at the same time, also coniglli
other cooperatives indicated in the graph showedrim 5 under numbers 32, 34 and 35. Such
cooperatives recruited people “indicated” by lggalitical candidates (N2, N3 and N16), who expladite
N1LL for various activities to build and make thewn election success grow. Moreover, the above-
mentioned entrepreneur, thanks to his close relships with the Schiavone famityan (N5Boss), used
the protection and intimidation power of the crialigroup as well as other “services” offered by its
dangerous members, thus preserving an importarketnposition in the field of the contracts for pabl
services in the provinces of Naples and Caserta.

% The use of the term “casalesi” (Casalesi clan)rdgteed the assimilation of an entire populatioriniyin the
Caserta area, in particular, in the city of Cas&rihcipe, to the criminal organization operatingsuch territories,
seriously damaging the reputation and negativdctihg (stigma) social and economic relationships.
%4 See Parliamentary Investigation Committee on thefidiahenomenon and on the other similar criminal
associations (1994).

12



Fig. 5 -“Il Principe e la scheda ballerina” Operain. The connection network of the criminal organ@a(link analysis).
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Source Our processing of the data supplied by the D.[LAcal Anti-Mafia Investigation Department) of Nap.

Fig. 6 - “Il Principe e la scheda ballerina” Operan. The relationship network of the criminal orgzation (SNA).

Source Our processing of the data supplied by the D.[QLAcal Anti-Mafia Investigation Department) of Nap.

N1LL contributed to the clan by paying it a partitf profits according to the managed turnover
(protection money), by actually recruiting or byoprising to recruit individuals close to tleéan and,
finally, by laundering money and other assets lefgdl origin. In exchange for that, N1LL obtained
contracts or assignments by several Municipaliiiesthe province of Caserta, thus significantly
increasing its turnover as well as the turnovethefcompanies belonging to the Association 33Ag@ac (
which around 100 subsidiary cooperatives belongedaftotal of 1,000 employees) and reaching an
almost monopoly position in the field of public giees.

Also the following people had a leading role in drganization:
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— N26, exdirector of the technical office of a Municipadisi in the province of Caserta that, thanks
to the support of N16, set up a company in the nafrf@s wife N27 (nominee) to financially
support the construction of a great shopping centre

— N28, bank employee in contact with N16, nationdltiptan, who from the outside took part in
the activities of the criminal group by affectirtgetevaluation of the requests submitted to obtain
the authorization to open the above-mentioned shgpmentre;

— N2 and N3, politicians, connected with the crimin&Boss (clan S), N8 and N9 (clan B), who
exploited for various activities the cooperativesntcolled by NI1LL for “manipulated”
recruitments aimed at building their own electioncess.

The above-mentioned relationship network generatedminal system for the management of public
services which actually did not supply the serviplgined by the qualified offices, but rather réeql
health and social operators — under the supervisiandividuals trusted by thelan or the local and
national politicians themselves — in order to nteetabove-mentioned individual needs of politiaad a
commercial exchange. A similar way refcruitmentof the staff engaged in social policies highlightiee
lack of professionalism of the operators in theossned areas, thus causing situations of cleafidgaey
towards the aimed public objectives as well asreegd mistrust climate towards institutions, whatti
today helps slow down the growth and local develepinprocesses through the reconversion of thelsocia
capital used by the Mafia.

4.2.2. Topological analysis of the observed crimihaetwork

Analysing the characteristics of the above-mentionetwork we can detect (see Table 3) how it
shows the structure of a network with a scale-fremerties (identified by aAlphavalue of 2,03, 3-
valueof 0,68 and goodness of fibf 0,11), combined with the typical characteristi€she “small world”
networks (in fact, the average path length is 2)22le the clustering coefficient is 0,66).

The analysis of the centrality and brokerage mess(see Figures 7 and 8) further explains the
characteristics and influence of the single adtsgle the analysed network.

Fig. 7 — “ll Principe e la scheda ballerina” Operain. Distribution of the degree and betweennessrakiyt
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Source Our processing of the data supplied by the D.[LAcal Anti-Mafia Investigation Department) of Nap.
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Fig. 8 — “ll Principe e la scheda ballerina” Operatn. Analysis of the brokerage activity
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Source Our processing of the data supplied by the D.QLAcal Anti-Mafia Investigation Department) of Nap.

In the 4 categories of individuals involved in ihgestigation (public employees; private individsjal
politicians; clan leaders) it is easy to detecsthwho carried out a more intense intermediatioivige
The analysis shows that the “strongdstbkersinside the network are, without any doubt, thoge w
belong to theclan (N5Boss and N25), followed by politicians (N2 aN@) and private individuals
(N1LL), while the intermediation activity of publEemployees, most of them working in the officeshaf
municipal districts involved in the activities caa out by the organization, is virtually irrelevan

If we take into account the role of the severahiimtlials inside thaetwork®, it is easy to understand
how the actors representing the main source ofdotemection among the several areas of the network
are N1LL, N5 and N2. The centralization degréegfe¢, describing how the network depends on one of
its leaders, also shows a good level of hierartioza(40,16%), determined by the presence of focal
actors fiubg, while an intermediate value of the centralizatiodex based obetweennes$37%) it
shows the presence of actors who control the floivM@formation related to illegal activities (N2,3N
N1LL).

4.2.3. Analysis of the resilience level of the obrsed criminal network

Also in this case, in order to check the robustriessl of the network, we carried out two attack
simulations. The first attack (“random attack”) airat randomly removing only the nodes with a low
degree while the second attackh{ib selective attack”) is based on the social cag@@roach and,
therefore, aims at mainly neutralizing the actdraracterized by a high value loétweennes@N1LL, N5,

N2 and N3).

The results of the two attacks are listed in Tabéand Figure 9. They show how (see Figures 9.B. and
9.C.), despite removing the 10 nodes with a degeteeen 2 and 3, the network maintains the original
small-world and scale-free properfits These characteristics potentially guarantee tperating
continuity and regular functioning of the organiaat Instead, the second attack, by removing it 18a
main hubs (N1LL, N5Boss, N25Boss, N2 and N3), makes the pdtvbreak up in 7 components (see
Fig. 9.C.). Therefore, at first sight the obsermetivork seems significantly weakened, but as foioua

> Some actors also cover more than one role, sometoagying out the important function of “guardiaier
Gatekeepels i.e. those who are on the borders of a grouipdif/iduals and able to control the “access” bysto
belonging to other groups, sometimes carrying dwt function of “liason”, when the intermediationtisity
concerns different areas of thetwork

%6The degree distribution indexes have the followialyies:Alpha= 2,51; positive?-value= 0,23;Gof = 0,12, while the “small
world” indexes areClustering Coefficient 0,63;Average Path Lenght 2,13.
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aspects it keeps on “enjoying a very good healthfact, it is still possible to identify indica®iof such
excellent wellness status of thetwork

a) removing the mairhubs does not bring to the loss of the abetment ofitiséitutions in the
Municipalities concerned by the illegal activitiethe clan; actually the network can still trust
the civil servants working in the technical officesthe municipal districts who can push the
administrative business to the benefit of the clan;

b) the network can still count on the representatp@asor, at the national level, of the interests of
the clan, a politician closely connected with 8ehiavone family clgn

¢) two influential individuals belonging to thBidognetti family clanare still present inside the
network (N8 and N9);

d) the redundancy in connections, typical of the famgiusters which guarantees that each area
leader of the Schiavone famibtfan can be substituted and his/her businesses, kngeladd
power can be transferred;

e) the rooting on the territory of all individuals imived in the criminal network (clan members,
politicians, entrepreneurs, public officers).

Table 3 - “ll Principe e la scheda ballerina” Opetiian. Analysis of the network topology and of tlifeats produced by
simulated random attacks

Original network Randomattack Hub selective attack
Size 32 22 27
Alpha 2,03 2,52 7 (components)
P-value 068 023 _
Gof 0,11 0,12 -
Clustering coefficient 0,66 0,63 -
Average path lenght 2,22 2,13 -

Source Our processing of the data supplied by the D.QLAcal Anti-Mafia Investigation Department) of Nap.

It is clear that identifying and affecting only thest connected actors (the so-called “key playe”
the criminalnetworkand/or the nodes connecting the several groupssabgroups inside the network
(the so-called “bridge connections” or “bridgess)riot enough to break up its relationships strectir
order to be really effective, an attack strategyusth identify and remove the minimum set of conioext
and nodesniinimum cut-s¢thaving the precious knowledge, skills and techinabilities — or, in other
words, human capital — of the criminal network.

Besides the removeldubs which had a high “endowment” of human capital gerticular, we are
referring to actors N1LL, N2 and N3), there areivighals who do not connect the various parts ef th
networkone another, but significantly contribute to rediod criminal aims of the organization. Among
these N16, the politician representative and spooisthe Casalesi clan; the civil servants workimghe
technical offices of the several Municipalitiesergsted in the illegal business of the organization
particular, N30 close to the Schiavone familgn, N29 and N31); the engineer and entrepreneur N26,
close to the politicians N2 and N3 due to familgstiand, at the same time, with a close business
relationship with the Casalesian for the development of a great shopping centre;,N88bank
employee, able to find abetments and connivanceislanthe bank sector, and representative of the
company to which was subcontracted the constructiadhe above-mentioned shopping centre.

It is easy to notice (see Figures 10.A. and 1GHh&) removing such nodes (through an attack based o
the human capital approach) does not imply sigaificchanges in the structure of the network. This
remains integral and characterized by the samddgpdsee Table 4), preserving its initial featucds
robustness (as highlighted by thdpha value, the Goodness of fitvalue and the p-value) and
effectiveness (measured by @kister Coefficienand theAverage Path LengjhHowever, removing the
above-mentioned actors, who identify individualghwparticular competences, professional skills and
relationships (for instance, think about the cotines of N28 in the bank, the coverage of N16 @ th
services supplied by the public officers employedhie technical offices of the municipal districés)d
who are difficult to replace for this reason, aljuparalyzes the activities of the organizationleast in
the short term, in an irreparable way.
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Fig. 9 - “ll Principe e la scheda ballerina” Operan. Representation of the original network and teé simulated random
attacks

9.A. Original network.

9.B. Network after random attack 1.
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17



The Ozgul and Edmer’s algorithm once again doesatiowv us to have a clear perception of this
situation (see Table 4). In fact, it just reducgslBB,07%, while the resilience index proposed iis th
research is much more effective, when it comesdasuring the damages caused by attacks based on the
human capital strategy. In the concerned casegriticplar, it even reduces by 39%, while we realia
therandomattack aimed at only removing those nodes withnadegreemade the resilience level of the
criminal network increase. In fact, the resiliedeeel increased by 3,19%, according to our algaorjth
and by 4,6%, if calculated with the Ozgul-Edmeitgoaithm.

Table 4 — “Il Principe e la scheda ballerina” Opeian. Social capital and human capital strategies
Original network Randomattack Human capital attack

Arrested or killed criminals 0 6 6
Size 32,00 26,00 26,00
Alpha 2,03 2,52 2,10
P-value 0,68 0,23 0,82
GOF 0,11 0,12 0,11
Clustering coefficient 0,66 0,75 0,68
Average Centrality leader 0,45 0,50 0,46
Average Path Lenght 2,22 2,10 2,15
Average Human Capital* 1,91 1,91 1,00
Ozgul-Edmer’s algorithm 1,46 1,53 1,33
Our algorithm 2,11 2,17 1,33

Notes: * The minimum value of theeverage Human Capitas 1 (no individuals with special skills).
Source Our processing of the data supplied by the D.[LAcal Anti-Mafia Investigation Department) of Nap.

Fig. 10 - “Il Principe e la scheda ballerina” Opetimn. Representation of the effects produced gckst based on the human
capital strategy

10.A. Original network.
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10.B. Network after attack based on the human capfiptoach.
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Source Our processing of the data supplied by the D.[LAcal Anti-Mafia Investigation Department) of Nap.

5. Conclusions

The analysis carried out in this research highéidhthe high resistance and adaptation abilitieallysu
characterizing criminal networks. In particularge tbopological structure of two dangerous criminal
organizations, employed in international drug tckfhg and in supplying Municipalities with public
services respectively, was analysed. The adoptdnhitgues are the typical tools of the Social Ecomem
and of theSocial Network Analysisvhich in the last years aroused a growing inteaiad rapidly spread
even in the analysis of the public policies aimeteducing criminality and enhancimgglfaresystem§.

The data we used were taken from the investigdtidnauments of the police as well as from the
judgements issued by the ordinary judicial autlyowithin two important crime-prevention operations
which have been recently carried out.

Particular attention was dedicated to the concdptesilience and to the development of an
appropriateset of indicators allowing us to measure the resilemhevel in an objective way and with
reference to the structure of the interpersonalimiships inside criminal networks.

The aim of this research was to explore the paitmtihe operating benefits as well as the limitaro
extension of the application of the SNA and of #malysis of complex networks to the study and
development of public policies aimed at contrasangd repress Mafia-related phenomena. In particular
we tried to check if and to which extent contragtgirategies based on human capital may be used in
combination with the strategies based on sociaitalapo reduce or neutralize the resistance and
adaptation abilities of criminal organizations.

The results show how the elements able to influ¢heaesilience level of a certain crimimatwork
are multi-faceted. In the last years crime liter@tried to identify some of these elements, batdlare
further and several aspects whose importance én afbderestimated, or even ignored, like the lefel
mutual trust as well as the knowledge, skills aahhical abilities — or, in other words, human tapt
available inside criminal networks. The analysissoth elements is fundamental in our opinion to
develop a valid resilience index of criminal netlsrbut above all new and more effective policies
contrasting organized crime. For example, theieggie analysis of criminal networks and the measfire
the contribution of each of their affiliates or {pars to strengthening of it, could help signifittario
prove with factual evidence their participatiorti@ criminal organization or even simple their elosss
to it. The SNA and the economic theory of humantehpould provide the appropriate tools to devedop
set of indicators to measure in an objective way degree to which each node contributes to the

?’See Raiteri (2010).
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strengthening of the operational capacity of theicral network or its resilience capadftyin this sense
the adoption of new and diversified repressiongiedi based on the analysis both of human and ddlsoc
capital could be profitable, as shown in this redea
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Highlights

The paper proposes the implementation of new and more effective policies to contrast organized
crime.

The paper develops a simple algorithm to estimate the resilience of criminal networks and to
compare the effects of different attack strategies used by police forces.

Obtained results show the high resilience ability of criminal organizations, suggesting A virtuous
combination of structural and skill analysis.

The paper suggests public policies and legal instruments to discourage and fight all kinds of mafia
contiguity currently pursued with toothless weapons.
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