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Abstract. We assume a scenario where an attacker can mount sevena¢mde
dent attacks on a single CPU. Each attack can be run sevaes in independent
ways. Each attack can succeed after a given number of stépsame given and
known probability. A natural question is to wonder what ie tiptimal strategy
to run steps of the attacks in a sequence. In this paper, vagea formalism to
tackle this problem. When the number of attacks is infinite sivow that there is

a magic number of stepa such that the optimal strategy is to run an attack for
msteps and to try again with another attack until one succé®eslso study the
case of a finite number of attacks.

We describe this problem when the attacks are exhaustivedayhes, but the
result is more general. We apply our result to the learnimiypaith noise LPN)
problem and the password search problem. Although the aptindecreases as
the distribution is more biased, we observe a phase transiti all cases: the
decrease is very abrupt from corresponding to exhaustive search on a single
target tom= 1 corresponding to running a single step of the attack on &aght.
For all practical biased examples, we show that the begegiras to usem = 1.

For LPN, this means to guess that the noise vector is 0 and to sohsetiet by
Gaussian elimination. This is actually better than allaars of the Blum-Kalai-
WassermanBKW) algorithm.

1 Introduction

We assume that there are an infinite number of independestie,, ... and that
we want to find at least one of these keys by trials with miniozahplexity. Each key
search can be stopped and resumed. The problem is to find tingabptrategy to run
several partial key searches in a sequence. In this opfiimizaroblem, we assume that
the distribution®D; for eachK; are known. We denot® = (D;,D>,...). Consider the
problem of guessing a ke, drawn followingD;, which is not necessarily uniform.
We assume that we try all key values exhaustively from thetfirthe last following a
fixed ordering. If we stop the key search Knafter m trials, the sequence of trials is
denoted byii ---i = i™. It has a worst-case complexity and a probability of success
which we denote by R(i™).

Instead of running parallel key searches in sequence, wie cousider any other
attack which decomposes stepsof the same complexity and in which each step has
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a specific probability to be the succeeding one. We assunteftaéh attack has a
probability Pp(i™) to succeed withimm steps and that each step has a complexity 1.
The fundamental problem is to wonder how to run steps of th#aeks in a sequence
so that we minimize the complexity until one attack succeEds instance, we could
run attack 1 for up tan steps and decide to give up and try again with attack 2 if i fai
for attack 1, and so on. We denotesy 1™2M3M. .. this strategy. Unsurprisingly, when

theD;j’s are the same, the average complexity of the ratio% whereCp(1™) is
the expected complexity of the strateg}) Which only runs attack 1 fom steps and
Prp(1™M) is its probability of success.

Traditionally, when we want to compare single-target &$agith different com-
plexity C and probability of success, we use as a rule of the thumb to compare the

ratio Qp. Quite often, we have a continuum of atta€i(sn) with a number of steps lim-
ited to a variablem and we tunan so thatp(m) is a constant such a§ Indeed, the

curve ofm— % is often decreasing (so has an L shape) or decreasing theasgicg

(with a U shape) and it is optimal to targptm) = % But sometimes, the curve can
be increasing with & shape. In this case, it is better to run an attack with very low
probability of success and to try again until this succebdsome papers, e.g. [14], we
consider mir% as a complexity metric to compare attacks. Our framewortifies
this choice.

LPN and Learning with ErrorsLiVE) [21] are two appealing problems in cryptog-
raphy. In both cases, the adversary receives a méataid a vecto€ =V s+ D wheres
is a secret vector ard is a noise vector. FArPN, the best solving algorithm was pre-
sented in Asiacrypt 2014 [12]. It brings an improvement dlierwell-knownBKW [5]
and its variants [15,11]. The best algorithm has a sub-esipiied complexity.

Assuming thatv is invertible, by guessind we can solves and check it with
extra equations. So, this problem can be expressed as thef @uessing a correct
vectorD of small weight, which defines a biased distribution. Helne, distribution of
D corresponds to the weighted concatenation of uniformilligions among vectors of
the same weight. We can thus study this problem in our fosmaliThis was used in
[8]. This algorithm is also cited in [6] and by Lyubashevéky

Both LPN andLWE fall in the aforementioned scenario of guessinglait biased
noise vector by a simple transformation. Work on breakingtsystems with biased
keys was also done in [18].

The guessing game that we describe in our paper also mataiethe password
guessing scenario where an attacker tries to gain accessysiean by hacking an ac-
count of an employee. There exists an extensive work on jgamalytic time-memory
tradeoffs for password guessing [2,13,20,3,19,4], bugtree we analyse here requires
no pre-computation done by the attacker.

Our results. We develop a formalism to compare strategies and derive smafl
lemmas. We show that when we can run an infinite number of imxlggnt attacks of the

1Cp (1™ can be lower tham since there is a probability to succeed before reachingrthe
step.
2 http:/iwww.di.ens.fr/ ~ lyubash/talks/LPN.pdf



same distribution, an optimal strategy is of the forft213™... and it has complexity

- Co(1M
' Pro (1)

for some “magic” valuem. This justifies the rule of the thumb to compare attacks with
different probabilities of success.

When the probability that an attack succeeds at each nevwds@pases (e.g., be-
cause we try possible key values in decreasing order oftitetl), there are two re-
markable extreme casas:= n (wheren is the maximal number of steps) corresponds
to the normal single-target exhaustive search with a coxitplequal to theguesswork
entropy[17] of the distribution;m = 1 corresponds to trying attacks for a single step
until it works, with complexity 2=, whereH., is themin-entropyof the distribution.

When looking at the “magic” valuen in terms of the distributio®d, we observe
that in many cases there is a phase transition: vilheswvery close to uniform, we have
m = n. As soon as it becomes slightly biased, we have- 1. There is no graceful
decrease from=ntom=1.

We also treat the case where we have a finite nurfibesf independent attacks to
run. We show that there is an optimal “magic” sequemggry. . .. such that an optimal

strategy has form
1Mom .. |D|ml]_mzzmz . |D|mz e

The best strategy is first to run all attacks ffar steps in a sequence then to continue to
run them fom, steps in a sequence, and so on.

Although our results look pretty natural, we show that theeedistributions making
the analysis counter-intuitive. Proving these resultstaally non trivial.

We apply this formalism td.PN by guessing the noise vector then performing a
Gaussian elimination to extract the secret. The optimdécreases as the probability
to have an error in a parity bit decreases frémForT = % the optimalm corresponds
to a normal exhaustive search. Fot % - 'g—kz wherek is the length of the secret, the
optimalm s 1: this corresponds to guessing that we have no noise &althere is a
phase transition.

Furthermore, fot. PN with T = k*%, which is what is used in many cryptographic
constructions, the obtained complexitypisly - evk which is much better than the usual

k
poly - 2%k that we obtain for variants of theKW algorithm [6]. More generally, we
obtain a complexity opoly - e K"(1-0 |t is not better than thBKW variants for con-

stantt but becomes interesting whenc J;—zzk-

When the number of samples is limited in theN problem witht = k*%, we can
still solve it with complexitye®(VKI"W?) which is better tharC(ii) with the BKW
variants [16].

For LWE, the phase transition is similar, but the algorithm fioe= 1 is not better
than theBKW variants. This is due to the 0 noise having a much lower pritibain
LWE (which is 1—t for LPN) in the discrete Gaussian distributionZg.

For password search, we tried several empirical distimstof passwords and ob-
tained again that the optimaiis m= 1. So, the complexity is 2.



Besides the 3 problems we study here, we believe that oultsesan prove to be
useful in other cryptographic applications.

Structure of the paperSection 2 formalizes the problem and presents a few useful
results. In Section 3 we characterize the optimal strasegiel show they can be given

a special regular structure. We then apply this in Sectiorith WPN and password
recovery. Due to lack of space, we do the samé¥WgE in the full version of this paper.
We study the phase transition of the "magic” numbein Section 5 and conclude in
Section 6.

2 TheSTEP game

In this section we introduce our framework through which wdrass the fundamental
question of what is the best strategy to succeed in at leasatback when we can step
several independent attacks. [2t= (D1,D,,...) be a tuple of independent distribu-
tions. Ifitis finite,|D| denotes the number of distributions. We formalize our framnm

as a game where we have a ppt adversagnd an oracle that has a sequence of keys
(K1,Kaz,...) whereK; < Dj. At the beginning, the oracle assigns the keys according to
their distribution. These distributions are known to theexdary4. The adversary will
test each ke¥; by exhaustive search following a given ordering of possiblees. We
can assume that values are sorted by decreasing orderldgfdidd to obtain a minimal
complexity but this is not necessary in our analysis. We aslsume a fixed order. So,
our framework generalizes to other types of attacks in whielcannot choose the or-
der of the steps. Each test Encorresponds to a step in the exhaustive searcKifdn
general, we writei” in a sequence to denote that we run one new step atltettack.
The sequence of"s defines a strategy It can be finite or not. The sequence of steps
we follow is thus a sequence of indices. For instailBepeans “run th&; search fom
steps”. The oracle is an algorithm that has a special comn$artP(i). When queried
with the comman@&TEP(i), the oracle runs one more step of tHeaittack ( so, it incre-
ments a countdr and tests iK; = t;, assuming that possible key values are numbered
from 1). If this happens then the adversary wins. The adwersms as soon as one
attack succeeds (i.e., he guesses one of the keys from thersss#(;, Ko, ... ).

Definition 1 (Strategies).Let D be a sequence of distributions=D(Dy,...,Djp))
(where|D| can be infinite or not). A strategy for D is a sequence s of ieslleetweet
and|D|. It corresponds to Algorithm 1. We IBtp (s) be the probability that the strategy

Algorithm 1 Strategysin theSTEP game

initialize attacks 1...,|D|
cfor j=1to|s do
STEP(sj): run one more step of the attaskand stop if succeeded
end for
stop (the algorithm fails)

arwNE




succeeds andixs) be the expected number®TEP when running the algorithm until
it stops. We say that the strategy is fulPi; (s) = 1 and that it is partial otherwise.

For example fos = 11223344 -, Algorithm 1 tests the first two values for each key.

Definition 2 (Distributions). A distribution b over a set of size n is a sequence of
probabilities O = (py,..., pn) of sum 1 such thatjp> O for j =1,...,n. We assume
without loss of generality thatp# 0 (Otherwise, we decrease n). We can equivalently
specify the distribution Pin anincrementalvay by a sequence;B- [pj,..., py] (de-
noted with square brackets) such that

Pj
p/j— p; __J_ T pn pj—p/j(l_pél.)"'(l_p/j—l)
forj=1,...,n.

We have Rs(il) = p1+--—-+pj=1—(1—p})---(1— pj), the probability of thej first
values undeb;.

When considering the key search, it may be useful to assuat@istributions are
sorted by decreasing likelihood. We note that the equital@ndition top; > pj,1 with
the incremental description 5%] +ij< p,l +j+1,forj=1,...,n—1.

j+1
We define the distribution that the keys are not among thea@dyréested ones.

Definition 3 (Residual distribution). Let D= (Dy,...,Dp|) be a sequence of distri-
butions and let s be a strictly partial strategy for D (i.€1p(s) < 1). We denote by
“|-s” the residual distribution in the case where the strategjoges not succeed, i.e.,
the event-s occurs.

We let #bccs(i) denote the number of occurrences of s. We have
Dl-s = (Dgf=1%<=D), ..., Dypy| ~|D[e<<s(P))

whereD;|=i% = [ply ,q,.--, Pl ] if Di = [p{s,..., P, ]. Hence, defining distributions
in the incremental way makes the residual distribution dyuist a shift of the original
one.

We write Pg(S|—S) = Prp|-s(S') andCp (S| —s) = Cp|-s(S).

Next, we prove a list of useful lemmas in order to compute dexipes, compare
strategies, etc.

Lemma 4 (Success probability)Let s be a strategy for D. The success probability is
computed by
D] ,
Pr(s) = 1— [] Pr(—ieces)
D II:l Di

Proof. The failure corresponds to the case where for, & is notin{1,...,#occs(i)}.
The independence of th& implies the result. a



Lemma5 (Complexity of concatenated strategies).et s$ be a strategy for D ob-
tained by concatenating the sequences s arltiRrp (s) = 1, we havePrp (ss) = Prp(9)
and G (ss) = Cp(s). Otherwise, we have

Pr(sg) = Pr(s) + (1— F[;r(s)) Pr(s|-9)
Co(s$) = Co(8)+ (1~ Pr(s)) Co(s|-9)

Proof. The first equation is trivial from the definition of residuastlibutions and con-
ditional probabilities.

The prefix strategp succeeds with probability B(s). Let c be the complexity of
s conditioned to the event thatsucceeds. Clearly, the complexity ¢ conditioned
to this event is equal to. The complexity ofs$ conditioned to the opposite event is
equal to|s| + Cp(S|—S). S0,Cp(sS) = Pm(s)c+ (1 —Prp(9))(|s| +Co(s|—s)). The
complexity ofs conditioned to thas fails is equal to|s|. So,Cp(s) = Prp(s)c+ (1—
Pro(s))|s|. From these two equations, we obtain the result. O

Lemma 6 (Complexity with incremental distributions). Let Dy = [p{ 4, .. ., p{‘ni] and
let s be a strategy for B= (D1,Ds,...). We have ' '

Is|
Pr(S) =1- (1_ pl 1, #Hoccs, ... ’ )
D tl:ll Sy #Hoces, -, (S)
Is| t—1

s) = t;tl:ll(l - plst/,#occsl...s[, (s))

Proof. By induction, the probability that the strategy fails on firstt — 1 steps is
Is|

o = [ (1 pst/ P— (Sm) We can expresSp(s) = ;" ; . So, we can deduce

Pro(s) andCp(s). 0

Example 7.ForD1 = (p1,...,Pn) = [P}, .., Psl andm < n, due to Lemma 6 we have
Pr(1™) = p1+ -+ pm=1— (1= pp)- (1= p)

and

3

m

= Z P+ Pn) = Prt2p2+ -+ Mpn+Mpnpa+--+ My
t=

The second equality uses the relations from Definition 2.

We want to concatenate an isomorphic capgf a strategy to another strategy.
For this, we make sure thatandu have no index in common.



Definition 8 (Disjoint copy of a strategy). Two strategies v and w are isomorphic if
there exists an injective mappiggsuch that w= ¢(v) for all t and Dy = D; for all
i. S0, G (v) =Cp(w). Let u and v be two strategies for D. Whenever possible, wealefi
a new strategy w= newy(v) such that v and w are isomorphic and w has no index in
common with u.

We can define it by recursion: ifiw= ¢ (v1), ..., wi—1 = §(w%_1) are already defined
and¢(v) is not, we set it to the smallest index i (if exists) which doasappear in u
norinwi,...,w_1 and such that b= D,,.

For instance, ifv = 1™, all D; are equal, andl is the minimal index which does not
appear iru, we havenew,(v) =i™.

Lemma 9 (Complexity of a repetition of disjoint copies).Let s be a non-empty strat-
egy for D. We define new strategies s, 2, . . ., disjoint copies of s, by recursion as fol-
lows: s, = NeWss,i.-s, j) (S). We assume thats,s; 2, ..,S,(;—1) can be constructed.

If Pro(s) =0, then
Co(ssi1Ss2++Sy(r-1)) =T -Cp(9).
Otherwise, we have

1-(1-Pip(s)'

Pro(s) Co(9)

Co(sSi1812+-Sy(r-1)) =
For r going to o, we respectively obtaingfss; 1S;2---) = +o and

For instance, fos= 1™ andD; all equal, the disjoint isomorphic copies ®ares,; =
(1+r)™ Le., we runimsteps the1+-r)th attack. S0ss;18;2---S; ;1) = 12" 1™

Proof. We prove it by induction om. This is trivial forr = 1. LetS = sS;1S.2- - Syr.
If it is true forr — 2, then

Co(§-1) = Co(§-2) + (1~ Pr(§-2))Co (St (1) ~S-2)

17(1;1[()5()5))"1(;[)(5) +(1—Pi(5-2))Co(S; (r—1)|~§—2) if Prs(s) >0
(r=1)-Cp(s)+ (1= P(§-2))Co (S (r-1)[~S-2) if Prs(s) =0

Clearly, we have L Pip(§_2) = (1—Prp(s)) andCp (s, (r—1)|=S-2) = Co(s). So,
we obtain the result. O

Example 10.For all D; equal, if we lets= 1™, we can compute

1-(1-PpA™) o
pom )

1— (Pmy1+---+pn)
= +2p2+ -+ Mpn+Mpne1+---+Mpy
P1+---+ Pm (Py P2 ! )

CD(lmzm' . _rm) —




We now consider = «. For an infinite number of i.i.d distributions we have
m
Cp(1m2"M...) = IS;;((]im))
_ Pit2p2t-+Mpnt+Mpnp1+---, M
B Pt + Pm
_ 2ipi+m1—pit---+ Pm)
a pL+-+ Pm

1
Prp, (1) 1)
whereGm = Cp, ym(1™) andDy[1™ = (Per%1m> - PrDTFl’“) ). If Dy is orderedGn, cor-
responds to the guesswork entropy of the key with distrivui; |1™.

We can see two extreme cases$et 1M2™M.... On one end we have a strategy of
exhaustively searching the key until it is found, i.e. take n. On the other extreme we
have a strategy where the adversary tests just one key kfiting to another key,

i.e.m= 1. For the sequencas= 12-.- ands=1"2"..., i.,e.m= 1 andm= n, when
D; is ordered by decreasing likelihood, we obtain the follayvxxpected complexity:
m-1=  Co(12-)= pi 2 (0
1
m=n= CD(ann---)ZCD(ln)ZGn,

whereH.(D1) andGy, denote the min-entropy and the guesswork entropy of tha-dist
butionD,, respectively.

We now define a way to compare partial strategies.

Definition 11 (Strategy comparison)We define

inCp(s)= _inf  Cp(ss
min D( ) s’;PrEI,(ss{):l D( )
the infimum of §(ss), i.e. the greatest of its lower bounds. We writess if and only
if minCp(s) < minCp(S). A strategy s is optimal ifiinCp(s) = minCp(0), where0 is
the empty strategy (i.e. the strategy running no step at all)

So,sis better tharg' if we can reach lower complexities by starting withhstead of'.
The partial strategg is optimal if we can still reach the optimal complexity whee w
start bys.

Lemma 12 (Best prefixes are best strategieslf. u and v are permutations of each
other, we have &p v if and only if G (u) < Cp (V).

Proof. Note that Pp(u) = 1 is equivalent to Ry(v) = 1. If Prp(u) = 1, it holds that
minCp(u) = Cp(u) andminCp(v) = Cp(Vv). So, the result is trivial in this case. Let us
now assume that Bfu) < 1 and Pp(v) < 1. For anys, by using Lemma 5 we have

Co(us) =Co(u) + (1~ Prtu) ) Co(¢]~u)

8



So,
Co(us) =Co(u)+ (1-Prtw)) _inf ~ Co(s|-u)

inf
g;Prp(us)=1 g;Prp(us)=1

The same holds for. Sinceu andv are permutations of each other, we h&jewu =
D|-v. So, Pp(us) = Pip(vs) and Cp(s|—u) = Cp(S|-Vv). Hence, inCp(s|-u) =
infCp(s'|-v). Furthermore, we have Rfu) = Prp(v). So, minCp(u) < minCp(v) is
equivalent taCp (u) < Cp (V).

O

3 Optimal strategy

The question we address in this paper is: what is the optitrategy for the adversary
so that he obtains the best complexity in GUrEP formalism? That is, we try to find
the optimal sequencefor Algorithm 1. At a first glance, we may think thatgreedy
strategy always making a step which is the most likely to sedds an optimal strategy.
We show below that this is wrong. Sometimes, it is better toergeries of unlikely steps
in one given attack because we can then run a much more likelpbthe same attack
after these steps are complete. However, criteria to firsdsth@tegy are not trivial at all.
The greedy algorithm is based on looking at ttier which the next applicablp’j
in Dj is the largest. With our formalism, this defines as follows.

Definition 13 (Greedy strategy).Let s be a strategy for D. We say that s is greedy if
Pr(s|=s1 - 8-1) = maxPr(i[=s; - &-1)

fort=1,...,|9.

The following example shows that the greedy strategy is hetys optimal.
Example 14.We take|D| = « and allD;j equal toD; = (3, %, 5) = (5, 5, 1]. Af-
ter testing the first key, we ha@—1 = (D’,D2,Ds,...) with D’ = (55, 2) = (5. 1.
Since% > 112 the greedy algorithm would then test a new key and contiesténg new
keys. l.e., we would have= 1234 -- as a greedy strategy. By applying Lemma 5, the
complexity is solution t@ = 1+ %c, ie.,c= % However, the one-key strategy- 111
has complexity

so the greedy strategy is not the best one.

2 ,7 .5 53 3
2

Remark:The above counterexample works even wihis finite. If we takeD =

(D1,D2) with Di = (3, %, 55) = [3, 15, 1], the greedy approach would test the strategy

s= 1211 that has a complexity of

1 1 5 161
This is greater thaé%, the complexity of the strategy 111.
Next, we note that we may have no optimal strategy as thedaipexample shows.



Example 15 (Distribution with no optimal strategy)et g; be an increasing sequence
of probabilities which tends towards 1 without reachind.&t D; = [q;, q;, . . ., Gi, 1] of
supporin. We haveC(i") = Eli(l_ (1—qi)") which tends towards 1 agrows. So, 1 is
the best lower bound of the complexity of full strategiest Bwere is no full strategy of
complexity 1.

When the number of different distributions is finite, optiretrategies exist.

Lemma 16 (Existence of an optimal full strategy).Let D= (D1,D>,...) be a se-
quence of distributions. We assume that we have in D a finitéoeu of different distri-
butions. There exists a full strategy s such thgt<€} is minimal.

Proof. Clearly,c = infCp(s) over all full strategies is well defined. Essentially, we
want to prove that is reached by one strategy, i.e. that the infimum is a minimum.
First, if c = oo, all full strategies have infinite complexity, and the ressiltrivial. So,

we now assume that< +o and we prove the result by a diagonal argument.

We now construcs= 1S - - - by recursion. We assume thast, - - - § is constructed
such thatminC(s15,---S) = €. We concatenate,...,s to i™ wherem is such that
Pro[i™|-s1---&] = 0 and Pp[i™—s;---§] > 0. The values of to try are the ones
suchthat appearsims,...,s (we have a finite number of them), and the ones which do
not appear, but we can try only one for each diffef@ntVe take the choice minimizing
minC(s1%---&i™) and sek 1 = i™. So, we construct a strategy

If one keyK; is tested until exhaustion, we havepPs) = 1. If no key is tested
until exhaustion, there is an infinite number of keys with satistributionD; which are
tested. Ifp = Prp[i™] is the nonzero probability with the smallesbf this distribution,
there is an infinite number of tests which succeed with pridibatp. So, Pp(s) >
1-(1-p)* =1.Inall cases, ashas a probability to succeed ofdis a full strategy.

What remains to be proven is tha$(s) = ¢. We now denote by theith step ofs.

Let g: be the probability thast fails on the firstt — 1 steps. We hav€p(s) =

Is|

2, Lete > 0. For eaclr, by construction, there exists a tail strategguch that
Co(s1---s-1v) < c+E&. Sinceq; is also the probability tha - - - 51 v fails on the first
t— 1 steps fot <r, we havey{_; g <Cp(s1---S-1V) < c+e&. This holds for alr. So,
we haveCp(s) < c+¢. Since this holds for at > 0, we haveCp(s) < c. Consequently,
Cpo(s) =c: sis an optimal and full strategy. O

The following two results show what is the structure of aniropt strategy.

Theorem 17. Let D= (D4,D>,...) be a sequence of distributions. We assume that we
have in D a finite number of pairwise different distributidng an infinite number of
copies of each of them in D. There exists a sequence of indice$; < --- and an
integer m such that P=D;, =--- and s=i75'-- - is an optimal strategy of complexity

Co (i)

PrD(illm)'

Here are examples of optimad for different distributions.

Example 18 (Uniform distribution}zor the uniform distributionp; = % with1<i<n.
We get Pp(1M) = ™ and Gy = T, With this we obtainCp (1M2M- ) = n— M1,
Thus, the value ofn that minimizes the complexity i1=n andCp (1™2™.--.) = ”%1

The best strategy is to exhaustively search the key unsffiund.

10



Example 19 (Geometric distributiorfjor the geometric distribution with paramefer
we havep; = (1—p)'~1p,withi=1,2,... orDj = [p, p,...]. Due to Lemma 5, we can

see that for every infinite strategyCp(s) = %3.

In Appendix A we study concatenations of uniform distriout.
We note that Th. 17 does not extend if some distribution hasite fnumber of
copies as the following example shows.

Example 20 (Distribution with no optimal strategy of therfoi"i'- --). Let Dy = [1—
€,¢,¢,...,& 1] of suppornandD, =Dz =---=[p,...,p,1] fore < p< % andn large
enough. Given a full strategy the formula in Lemma 5 defines a sequengs) =
p’St’#occSlmq (s)- We can see that for all full strategieands, if |5 < |s'| andg;(s) > g (S)

fort=1,...,|g, thenCp(s) < Cp(s). With this, we can see that= 12" is better than
all full strategies with length at least+ 1. There are only two full strategies with
smaller length: 1 and 2. We haveCp(2") = % ~ %) > 2 asn grows. We have
Cp(12") = 1+£Lp’p>n ~ 1+% asn grows, saCp(12") < Cp(2") for nlarge enough.
We haveCp(1") = 1+ s% =2-(1-¢)"1~2s0Cp(12") < Cp(1") for n
large enough. For all strategies of length at leastl, s= 12" collected the largest
possiblep’ values. So, the best strategysis- 12". It is better than any strategy of form

jmm

When we have a finite number of distributions, we may have rtonap strategy
of the form in Th. 17. We may have multiple layers of repetitaf i™ as the following
result shows.

Theorem 21. Let Dy be a distribution of finite support n. Let® (D1,Dg,.. ., D‘D‘) be
a finite sequence of lengtb| in which Dy = D, = --- = D|p|. There exists a sequence
my, ..., my such that the strategy

s=1Mom .. |D|m11ﬂ122mz - |D|mz UL
is optimal.
We provide toy examples below.

Example 22.We takeD = (D1,Dy) with D1 =Dy = (2, 5%, %, 25) = [£, 33, 3. 1]. Here
are the complexities of some full strategies.

Cp(1111) = iiog: 1.46
Cp(12111) = ;%(2): 1.584
Cp(11211) = %: 1.464

Cp(12121) = %2): 1.5784
Cp(112219 = %gg: 1.4584

so the last strategy is the best one. Notice that this is algeedy strategy.
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Example 23.We takeD = (D1,D2) with D1 = Dz = ({3, &%, 135, 155 75 T50) =

[ 2.1 3 1 1] Here are the complexities of some full strategies.

Cp(11111) =1.48
Cp(121111) =1.44
Cp(1212111} = 1.438
Cp(12121211] = 1.439
Cp(12112211] = 1.444

sos= 12121111 is the best one. For this example we have that thealpitrategy
requiresm =1, mp = 1 andmg = 4. It is also greedy.

3.1 Proofof Th. 17

To prove the result, we first state a useful lemma.

Lemma 24 (Isitbetterto dosor s first?). If s and $ are non-empty and have no index
in common (i.e., ifis# g, for all t and t'), then s§<p s's if and only if (S < Cols)

Prp(s) — Pmp(9)
in [0, 40|, with the convension th% =+ forc>0and p=0.

Proof. Due to Lemma 5, when B(s) < 1 we have
Co(s8) = Co(s) + (1—Pr(s) ) Co(¢|9

Sinces does not make use of the distributions which are dropp€dd|irs, we have
Cp(s|-s) =Cp(s). So,

Co(s$) = Co(9) + (1~ Pr(s) ) Co(S)
This is also clearly the case whenyPs) = 1. Similarly,

Co(s9) = Co($) + (1-Pris)) Co(9
S0,Cp(s¢) < Cp(9's) is equivalent to

Co(9)+ (1~ Pr(9)) Co(¢) < Co(s) + (1~ Pr(s) ) Co(9

So, this inequality is equivalent Dg < S%((?)- O

We can now prove Th. 17.

Proof (of Th. 17)Due to Lemma 16, we know that optimal full strategies existdbe
one of these. We latbe the index of an arbitrary key which is testegie can write
S=Upi™uyi™ ---i™u, wherei appears in na; andm; > 0 for all j, andug,...,ur_1

are non-empty.
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Sinces is optimal, by permuting™ and either;_1 or uj, we obtain larger com-
plexities. So, by applying Lemma 24, we obtain
Co(i™) _ Cp(ui|-tg) _ Cp(i™[-i™)
<. < —Ug---Ur_
PFD(iml) S PrD(u1|_|u0) S PI’D(iml|ﬂiml) S _CD(Ur| Up---Ur 1)
We now want to replace, in sby some isomorphic copy afwhich is not overlap-
ping with ugi™u;i™ --.i™, Due to the optimality o§, we would deduce

Co(ur|=Ug---Ur_1) < Cp(s|-up---Ur—1) =Cp(S)

SO %m—)) < Cp(s) which would imply that the repetition of isomorphic copigs'
are at least as good assorm— Cp(s) due to the optimality o&. But to replace

Uy in s by the isomorphic copy (}f we need to rewrite the originalcontainingu, by
some isomorphic copy in which indices are left free to impatanother isomorphic
copy ofs.

For that, we split the sequen¢& 2,3,...) into two subsequencasandVv which
are non-overlapping (i.e4 # v for all t andt’), complete (i.e. for every integgr v
containsj or V' containsj), and representing each distribution with infinite numbfer o
occurrences (i.e. for all, there exist infinite sequencas<t, < --- andt; <t; <
such thaDj = Dy, = D\/ for all ¢). For that, we can just construuand\/ |terat|vely

for eachj, if the number oﬁ’ < jsuchthaDy =DjinvorV is the same, we pytin v,
otherwise (we may have only one more instancé jmve putj in V' (to balance again).
For instance, if alD; are equal, this construction puts all oflth v and all evenj in V.
Hence, we can defing® = newy(s) ands’ = new,/ (s). S will thus only use indices in
v while s” will only use indices inv. Therefores ands”’ will be isomorphic, with no
index in common. SACp(s) = Cp(s) =Cp ().

Following the split ofs, the strategg can be writters’ = ugi’™u}i’™ - --i"™ u/ with

! /m1 /1My

Cp(i™)  Cp(i'™) .
Pro(i™) = Pro(i’™) < Cp(Up|=Up- -~ Ur_1) = Co(ur|—ugi” ™ ugi™? -+

If we replacey; in s by s’, sinces' is optimal, we obtain a larger complexity. So,
Co (upi"™ugi"™ - i"™ ) < Cp (Ui ™upi’™ "™

These two strategies have the prefid ™ u}i"™---i"™ in common. We can write their
complexities by splitting this common prefix using Lemma §.eiminating the com-
mon terms, we deduce

Co (4| upi ™ "™ ---i"™) < G (&~ ™ g™ 1) = Co(8") = Co(9)
We deduce

/mr)

Co(i™)
<
Pio(im) = (%)
Letii <i2 < --- be a sequence of keys using the distributign By Lemma 9, the
strategyi]'is'--- has complexityg%.(('im%. Sincesis optimal, we havqf%—(('im% > Cp(s).

Therefore,%n;% =Cp(9). O
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3.2 Proofof Th. 21
For the proof of Theorem 21 we need the result of the followamma.

Lemma 25. Let s= uivj°w be an optimal strategy with n occurrences of each key. We
assume that # j, a < b, u does not end with i, v has no occurrence of either i or |,
and w has equal number of occurrences for i and j. Furthermeeeassume that either
a# 0, or vis nonempty and starts with some k such that u does nowvighdk. Then,

Co(s) = Co(uj*22vj2w).
Lemma 25 will be used in two ways.

1. Fors= U j°jPw with ¢ > 0, b > 0, v with noi or j, and balanced occurrences
of i andj in w, which has the same complexity sis= U j>+°vw (so, to apply the
lemma we defin@ =0, u=Uj¢ k= j, ands = U %% j°w; all hypotheses are
verified except/ non-empty, but the result is trivial for empty. This means that
we can regroup® and j° when there are separated bywith noi and followed by
a balanced tailv.

2. Fors= uidvjPwwith 0 < a < b, vwith noi or j, and balanced occurrences a@ind
j in w, which has the same complexitygis= u j®2i2v j2w. This means that we can
balance? and j° when there are separated by with noi or j and followed by a
balanced tailv.

The proof of Lemma 25 is given in Appendix B.

In what follows, we say that a strategy is in@armal formif for all t, i — #occs, ...« (i)
is a non-increasing function, i.eoéts,... (i) > #occs, ... (1 + 1) for all i. For instance,
1112322133 is normal as the numbelSGfEP(1) is at no time lower than the number
of STEP(2) and the same for the number®TEP(2) andSTEP(3).

Since all distributions are the same, all strategies caretvitten into an equiv-
alent one in a normal form: for this, for the smalléstuch that there existssuch
that #bccs;..5 (1) < #occs,...q (i + 1), it must be thatsy =i+ 1 and #bccs,..s , (i) =
#occs,...s , (i+1). We can permute all valuésindi + 1 in the tailss.1--- and obtain
an equivalent strategy on which the function becomes noreasing at stepand is
unchanged before. By performing enough such rewriting, ptain an equivalent strat-
egy in normal form. For instance, 12231332 is not normal.Shallest ist = 3 when
we make a secorfil EP(2) while we only did a singl§TEP(1). So, we permute 1 and
2 at this time and obtain 12132331. Then, we have/ and permute 2 and 3 to obtain
12132321. Then, agatn= 7 to permute 1 and 2 to obtain 12132312 which is normal.

We now prove Th. 21.

Proof (of Th. 21)Letsbe an optimal strategy. Due to the assumptions, it must ke fini
We assume w.l.0.g. thais in normal form. We note that we can always comptdatea
form s2223% ... so that the final strategy has exadailpccurrences of eadhSo, we as-
sume w.l.0.g. thad has equal number of occurrences. We wsite 1™ x; 1M x; - - - 1M x;
where thex’s are non-empty and with no 1 inside.

As detailed below, we rewritg, (and push some steps earliendn 1) so that we
obtain a permutation of the block§2...,|D|™. The rewriting is done by preserving
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the probability of success (which is 1) and the complexithi@h is the optimal com-
plexity). Then, we do the same operationxni and continue untik;. When we are
done, eacly; becomes a permutation of the block& 2., |D|™. Finally, we normalize
the obtained rewriting of and obtain the result.

We assume that has already been rewritten so that for eticht +1,...,r, the
Xy sub-strategy is a permutation of the block¥ 2..,|D|"™v. Then, we explain how
to rewritex,. We make a loop fof = 2 to |D|. In the loop, we first regroup all blocks
of j’s by using Lemma 25 with = 1: while we can write¢ = U j°vj°w wherec > 0,

b > 0, v is non-empty with noj, andw' has noj, we writeu = 1™x;1™x, - -- 1MW/
andw = wW1M+1x_ 1 ---1™x,, and sed = 0 andi = 1. This rewrites¢ = u'j®Svw by
preserving the complexity and making a permutation. Whélhile loop is com-
plete, we can only find a single block ¢& in x and writex, = vj°w, wherev and

w have noj. So, we apply again Lemma 25 to balanc¢® and j°: we write u =
1Mx;1M™X, - - - X1 andw=w1M+1x 1 --- 1™ X, and seA= m andi = 1. This rewrites
1My to jP-M1M™yj™w by preserving the complexity and making a permutation. So,
this rewritesx to vj™w andx_1 to x_1j° ™. When the loop of is completex; is a
permutation of the blocks™, ..., |D|™.

Interestingly, the sequenasy, ..., m, is unchanged from our starting optimal nor-
mal full strategys. If we rather start from an optimal full strategywhich is not in
normal form, we can still see how to obtain this sequenceeémht, my +---+m is
the next record number of steps for an attaeker themy + --- +m_1 record. That is
the number of steps for the attaickwhens decides to move to another attack. O

3.3 Finding the optimalm
We provide here a simple criterion for the optimabf Th. 17.

Lemma 26. We let D = (p1,...,pPn) = [P},--., Pn] be a distribution and define B
(D1,D3,...). Let m be such thats 1™2™... is an optimal strategy based on Th. 17.
We havei < Cp(1m2M...) < p,l :

m+-1

Proof. We lets = 2™M3™... We know thaiCp (1™"1s) > Cp(1™s) since I"sis optimal.
So,

0 < Co(1™15) ~ Co(1™)
= (1- Pr(1™)(Cp(15-1") ~ Co(s))
= (1= Pr(1™)(1~ Pipy2-Co(9)

from which we deduc%,l— > Cp(s). Similarly, we have
mH-1

0> Cp(1™s) —Cp (1™ 1s)
= (1-Pr1™1)(Cp(1s-1™*) — Co(s))

= (1-Pr1™ ) (1 - pyCo(s))

from which we deducegy- < Cp(s). 0

15



We note that ifpm = pmy1, then

p/ _ Pm+1 _ Pm > Pm :p/
™ Pmiit o Pn Pmitto+Pn Pt Pt Pa

which is impossible (given the result from Lemma 26). Conszly, we must have
Pm # Pm+1. SO, in distributions when we have sequences of equal pilitiesbp;, we
can just look at the largest indéxn the sequence as a possible candidate for being the
valuem.
Lemma 26 has an equivalent for Th. 21 (given in the full versibthis paper due
to lack of space).

4 Applications

4.1 Solving sparsd.PN

We will model the Learning Parity with Nois&.PN) problem in oulSTEP game. As
we will see, we use the noise bits as the keys the adve&s@yrying to guess. First of
all, we formally give the definition of thePN problem.

Definition 27 (SearchLPN). Let s ZE, lett €]0, %[ be a constant noise parameter
and letBer; be the Bernoulli distribution with parameter Denote by 3 the distri-
bution defined as

{(v.c) v 7 c= (v,s) & d,d « Ber} € ZKM.

AnLPN oracle O'&-?N is an oracle which outputs independent random samples decor
ing to Ds;.
Given queries from the orac@'&jf'\‘, the searchLPN problem is to find the secret s.

As studied in [6], theLPN-solving algorithms which are based &KW [5] have a
k

complexitypoly - 29%%, The naive algorithm guessing that the noise is 0 and runming
Gaussian elimination until this finds the correct soluticorke with complexitypoly -

(1—1)7K. So, the latter is much better as soorn aslc',gzk, and in particular for = k-2

which is the case for some applications [1,9]. Experimegyierted in [6] also show that
fort= k*%, the Gaussian elimination outperforms BW variants fork > 500.

The Gaussian elimination algorithm just reduces to findirkghdt noise vector. It
guesses that this vector is 0. If this does not work, the #@lguortries again with new
LPN queries. We can see this as guessing at leastkdaiebiased vectoK; which
follows the distributionD; = BerX defined by PiK; = v] = T"WM) (1 — 1)k HW) jn
our framework. The most probable vectowis- 0 which has probability FK; = 0] =
(1— 1) The above algorithm corresponds to tryikg= 0 thenK, = 0, ... i.e., the
strategy 123.- in our framework. We can wonder if there is a bettBpT3™. ... This
is the problem we study below. We will see that the answer isusmgm = 1 is the

best option as soon ads less thar% —efore= "2“—k2 which is pretty small.
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Forinstance, fotPN ¢, 1 we obtainCp(12---) =2 I.e., 2 calls to theSTEP
76

command which corresponds to collectingPN queries and making a Gaussian elim-
ination to recover the secret based on the assumption thagrtor bits are all 0. If
we add up the cost of running Gaussian elimination in ordeetover the secret, we
obtain a complexity of 2. This outperforms all th&KW variants and proves that

LPN,gs_1_is not a secure instance for a 80-bit security. Furtherntbie algorithm
V768

outperforms even the covering code algorithm [12]. Ourltesure strengthened by the
results from [6] where we see that there is a big differen¢eden the performance of
Cp(12---) and the one of the covering code algorithm.

D; is a composite distribution of uniform ones in the sense defin Appendix A.

Namely,D; = TK_, (1 — 1)Uy, whereUy, is uniform of support(vkv . By Theo-
rem 17, we know that there exists a magidor which the strategy = 1™2™M... is
optimal. The analysis of composite distributions furtheysthatm must be of form

m=By=73{", (‘f) for some magiav. Let ¢y be the complexity of 12™M. ... A value

w =k, i.e.m= n corresponds to the exhaustive search of the noise bitsvFo0, i.e.
m = 1, the adversary assumes that the noise is 0 every time heagkeueries from
theLPN oracle.

We first computed experimentally the optinnafor theLPN1oq+ instance where we
take O< T < % The magiantakes the value 1 forawhich is not close t(%. As shown
on Fig. 1, it changes ta = 219 around the value :10.4|9§55. This boundary between

n

two different strategies corresponds to the value 5 — 5 computed in our analysis

below. Interestingly, there is no intermediate optimedetween 1 and.

100 L T T T ‘ 1
optimalm —e— |
= 80 | | -
z_g} 60 ‘ E
©
£ 40 \ i
= |
O 20 | | i
0 : : = !

0.49 0.492 0.494 049 0498 0.5

T

Fig. 1: The change of optimah for solving LPN1gg¢

For cryptographic parameters, ds optimal. The optimalw depends or. The case
whenTt is lower than% is not interesting as it is likely that no error occurs sonalead
to a complexity which is very close to 1. Conversely, for % the exhaustive search
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has a complexity o€, = %(2‘(4— 1) andw = 0 has a complexity of; = 2. Actually,
D; is uniform in this case and we know that the optimatompletes batches of equal
consecutive probabilities. So, the optimal strategy isstkigaustive search.

We now show that fotr < 0.16, the best strategy is obtained foe= 0.

Below, we usepg, = ™(1— 1)k Yandc; = (1-1)7K,

Letw, be athreshold weight and let= Pr(lBWc). For 0<w < w, duetoLemma 26,
if cg,, is optimal we have

1 Prp(-1B1) Prp(-1B%) 1-a 1-a 1
CBy, > —— = > = =—7-wl > T
Ps, PBw Pew Py (T Tt

Fort1 < 0.16, we havel%T < 0.20. So, ifa < g we obtaincg, > c1. This contradicts
thatw is optimal. Fom = Tk, the Central Limit Theorem gives us thats % which is
less tharé. So, now such that 6< w < tk is optimal.

Now, forw > w;, we have

Bw Bw
P = Col1) = 3 pi- BuRI-1) > By R(-1%) = (1-a)B

W
By using the boundy, > (Wic) C, for we = Tk we havea =~ % and we obtairc,, >

117 We want to compare this to, = (1 —1)7%. We look at the variations of the
functiont — —ktInt—In2+KkIn(1—1). We can see by derivating twice that foe
[0, %], this function increases then decreases.t=e10.16, it is positive. For = % itis
also positive. So, for € [%,0.16], we havecg,, > C.

Therefore, for allt < 0.16, ¢; is the best complexity sm= 0 is the magic value.
Experiment shows that this remains true fortadt % — "§_|<2 Actually, we can easily see

thatc; becomes lower tha?—ak;—l fort~ % — "z‘—kz We will discuss this in Section 5.

Solving LPN with O(k) queries. We now concentrate on then = n case to limit
the query complexity taO(k). (In our framework, we need onllg queries but we
would practically need more to check that we did find the arnvalue.) So, we es-
timate the complexity of the full exhaustive search on omererectorx of k bits for
LPN, i.e.,Cp(1"). If p; is the probability thak is thet-th enumerated vector, we have
Co(1") = 31, tp. Fort betweerB,._1 + 1 andBy, the sum of they’s is the probabil-
ity that we have exactlw errors. SoCp(1") < TK_oBwPriw errors]. We approximate
Priw errors] to the continuous distribution. So, the Hamming weight hasrnal dis-
tribution, with mearkt and standard deviation = /kt(1—1). We do the same for
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2w—k
By~ = f K e 2 dv. With the change of variables = kt +to, we have

k

Co(1") < ) BwPrwerrors|

w=0

2k +oo (w—kr)2
/ (/ vk 7 dv) le S22 dw
271 o
- oK 1212 dv dt
- 5-[//\,< 2k—ki2o e v
=7k

The distance between the oridinv) = (0,0) and the linev = 2'“*7\‘/(%2“’ is

1-2t
1+4t(1—-1)

By rotating the region on which we sum, we obtain

o(1") ~ axdy— 2 [T % axn 2o %
e T xdy= — e 7 dx~——e 2
//>d = m/d dv2n

On Fig. 2 we can see that this approximatio©gf1") is very good forr = k3.

So, the complexityCp(1") is asymptotically B(1-zim2) +O(VK) Interestingly, the
dominant part of logCp(1") is 0.2788x k and does not depend aras long a% <
< % Although very good for the low that we consider, this approximation@s# (1")
deviates, probably because of the imprecise approximatidhe B,,’'s. Next, we de-
rive a bound which is much higher but asymptotically bettle (curves crossing for
k =~ 50 000). We now use the bouj, < k" and do the same computation as before.
We have

K
Co(1") < 5 k¥Priwerrors]
w=0

1 /+ kkT+t0 — dW

\/ I
ez(olnk) Tk odoo g2
Sl B
T[ —00
— e3(0Ink?tkrink

S0,Cp(1") = e3 Vk(nk?*+0(VKInk) for 1 — k=3 It is better than the®(mi) of Lyuba-
shevsky [16] in the sense that it is asymptotically bettet dvat we useO(k) queries
instead ok!*¢. However, this new bound f@p (1") is very loose.

Outside the scenario of a spatdeN, we display in Figure 3 the logarithmic com-
plexity to solveLPN in our STEP game when the noise parameter is constant.
Comparing log(Cp (1)) with the approximation we obtained, i.e. lp %Tefg ,

we obtain the following results which validate our approations (See Table 1).
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Logarithmic time complexity

Logarithmic time complexity

1000
800
600
400

200

Fig.

2000

1500

1000

500

n x &
CD(l ) * IOgZ(dﬁe 2)
n
++++++++++++++++++
i s =il 7]
1 1 1
0 500 1000 1500 2000
k
2: logy (Cp (1)) vs. logy ( ~—2= e % )fort—k 3
- 0% (t0 0% qvam =
T T T
]
1T=01 + 1=025 o
o
1=0125 ~+ =04 + #H##
i #Jger‘ﬂEF #**#Jﬁ
e e
L +#+++*ﬂi++++*#+
e - +++++ﬁ++++#+
At
T
L 4## ifiﬁ 4
e f{fﬁ
e al
o
il 1 1 1
0 500 1000 1500 2000
k

Fig. 3: log,(Cp (1™)) for constant

2
t [logaCo(a7) og, (e % )
0.1 135004 131481
0.125| 145886 142933
0.25 179457 178849
0.4 196667 196655

2
Table 1: log(Cp(1")) vs. log (#kz_ne*%) for k = 2000

20



4.2 Password recovery

There are many news nowadays with attacks and leaks of pedsdrom different
famous companies. From these leaks the community has dtudiat are the worst
passwords used by the users. Having in mind these statisticare interested to see
what is the best strategy of an outsider that tries to getsadoea system having access
to a list of users. The goal of the attacker is to hack one aticéle can try to hack sev-
eral accounts in parallel. Within our framework, we compotsee what is the optimal
m for the strategy T2™. ... In this given scenario, the strategy corresponds to making
m guesses for each user until it reaches the end of the listtanthg again with new
guesses.

We consider the statistics that we have found for the 10 0@0Passwordsand
the one done for the database with passwords in clear froRdhkYou hack. Studies
on the distribution of user’s passwords were also done it?R,0@,22]. The first case-
study analyses what are the top 10000 passwords from a tétahilion username-
passwords leaked. The most frequent passwords are theifodjo

password p1 = 0.00493

123456 p2 = 0.00400
12345678 pz = 0.00133
1234 ps = 0.00089

In the case of the RockYou hack, where 32 million of passwerese leaked, we
have that the most frequent passwords and their probabflitgage is:

123456 p1 = 0.009085
12345 p2 = 0.002471
123456789 ps = 0.002400
Password ps = 0.000194

Moreover, approximately 20% of the users used the most &neici000 passwords.
What these statistics show is that users frequently chooseand predictable pass-
words. While dictionary attacks are very efficient, we stintye the case where the
attacker wants to minimize the number of trials until he g&isess to the system, with
no pre-computation done. By using our formulas of compu@p¢l™2™---), we ob-
tain in both of the above distributions that= 1 is the optimal one. This means that
the attacker tries for each username the most probable pessnd in average after
couple of hundred of users (for the two studies we ob@airio bex 203 and~ 110),
he will manage to access the system. We note that hawiadl is very nice as for the
typical password guessing scenario, we need to have a snalavoid complications
of blocking accounts and triggering an alarm that the syssaimder an attack.

5 On the phase transition

Given the experience of the previous applications, we carttsat for “regular” dis-
tributions, the optimam falls from m = n to the minimalm as the bias of the dis-

3 https://xato.net/passwords/more-top-worst-passwords [#VNIORvnF-xW
4 http://www.imperva.com/docs/WP_Consumer_Password_Wo rst_Practices.pdf
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tribution increases. We lat; be such thajpy = p2 = --- = pn, # Pn,+1 andny be
such thatpn,+1 = - = Pnj+n, # Pny+n,+1. Due to Lemma 26, the magic value
can only bens, nj + ny, or more. We study here when the curvesGpf{1"12™...),
Cp(1M+M22m+n2....) andCy (1") = "4 cross each other.

Lemma 28. We consider a composite distribution B- aU; + BUz + (1 —a — B)D/,
where 4 and U, are uniform of support pand np. For U uniform, we have

CD(1”12n1---) SCD(1n1+n22n1+n2.“) — G_B% ZO( (C(—FBl_r;l/nz)
2

Cp(1Mm2M...) <Cy(1") = n/n;+1 > %

Note that for 2H= > % we have,f‘—1 > % so the second property is satisfied.

As an example, fon; = np = 1, the first condition becomeas— B > a2 which is
the case of all the distribution we tried for password recpvEhe second condition
becomes 2"~ > % which is also always satisfied.

ForLPN, we haven; = 1,m =k, a = (1—1)%, andB = np1(1—1)% 1. The first and
second conditions become

1-2t
(1-1)k< Ty =n and (1-1)%>

2
241

respectively. They are always satisfied untessvery close to%: by lettingt = % —€
with € — 0, the right-hand term of the first condition is asymptoticatuivalent to&s1

and the left-hand term tends towards‘2The balance is thus fara 1 — k£127% The
second condition gives

1
T<1- 2+1 7Rf}—|n—2—o }
- 2 2 2% k

So, we can explain the phase transitiorLiPNy ; as follows: if we maker decrease
from % for each fixedn, the complexity of all possibl€p (1™) smoothly decrease. The
function form= n; crosses the one ofi= n; + ny before it crosseég—1 which is close
to the value of the one fan = n. So, the curve fom = n; becomes interestinafter
having beaten the curve fon = ny 4 ny. This proves that we never have a magic
equal ton; + np. Presumably, it is the case for all other curves as well. €gains the
abrupt fall fromm = nto m= 1 which we observed on Fig. 1.

Proof. We have

1 Ml g
CD(lnlznl"') _ ISrEI;((lnl)) _ a5 ci a)ng

and

n+1 np+1 N
Cp(1ntnepntnz. ..y — Cp(1M+M2) _ a-=+p (n1+ 2 ) +(1-a—-PB)(n+ny)
Prp(1M1+n2) a+p
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SO

CD (1n1) CD (1n1+n2)
< <—
Pro(1M) ~ Prp(1Mt2)

G%—i—(l—a)nl _ C(nl—;rl-l-B(nl-l- nz—;l) +(1-a—-PB)(n+ny)

a - a+p
m 1-m/m
—RBR— > - e
a an_a(aJrB > )
For the second property, we have
CD(lnl)
Cp(1m2m...y <gy(1" —— L <Cy(1"
ol )G = gy <)
af +(1-am _nt1l
a - 2
n/n1+1>}
2 —a

6 Conclusions

Our framework enables the analysis of different stratetfiesequentialize algorithms
when the objective is to make one succeed as soon as possible.

When the algorithms have the same distribution and are itelinin number, the
optimal strategy is of form™2M... for some magian. As the distribution becomes
biased, we observe a phase transition from the regularesagbrithm run 1 (i.e.,
m = n) to the single-step multiple algorithms 123 (i.e.,m = 1) which is very abrupt
in the application we considereld®N and password recovery.

The phase transition phenomenon is further studied. Inqodat, we show that the
fall from m=ntom= 1 does not go through amgc {2,.. ., k(kZH) }.

ForLPN, the solving algorithm we obtain outperforms the classiceds.

When we have a limited number of algorithms, the optimaltstya has the form
1™...|D|™1™2...|D|™.... ForLPN, this simple algorithm outperforms the classical

ones, even the one from Asiacrypt 2014 [12] for the relevarameters using~ k2.

A Composite distributions

We give a formula to compute the optimal strategies for itistions obtained by com-
posing several distributions. The formula is useful whenwant to regroup equal
consecutivep;’s in a distributionD1 so thatD; appears as a composition of uniform
distributions.
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Lemma 29. Let Uy, ...,Ux be independent distributions of suppoit n.,ng, respec-

tively. LetY = (pi,1,..., Pin). Given adistributior(ay, . .., a) of supportk, we define

Dy =a1Ur+aoUz+ ...+ ok Ug by Dy = (a1pra, ..., 01P1ny 02P2,1, - - -, Ok Piny ) -
Letm=y'_;n;. We have

Pr(lnlan...lni) — a1++a|

D1

i i j
Cp, (1M1 1) = ¥ o;Cu (1) + S ni [ 1- Y ak
' le : Z K

We note that if allJ; are ordered and ifii pi n, > i+1pi+1,1 forall 1 <i <k, thenDy is
ordered as well.

We letD = (D1,Dy,...). If we assume that; are uniform distributions, we can use
the observation following Lemma 26 to deduce from Th. 17 thatoptimal strategy is
1m2™M... for m= y_, nj andi minimizing

minCp(®) = min (zg_laicu] (1) + 3} am (1 zi_lak)>

o
2j=19j

Proof. We prove it by induction om. It is trivial for i = 0. We assume the result holds
fori— 1. By induction, we have

Co, (17 +++17) = Cpy (1" 17 1) 4 (L= PI(A™ -+ 1% 1) Cp, (17| ~(17 - 1)

Za,CU (1) +an< iak>+aicu ) 4 n; (1 Zcxk)

k=1 k=1
j

=Y aCu1")+S¥n|(1-Ya

lej J( ) leJ< kzlk>

The second equality is obtained from the fact that

aj Ojf1+---+0g
ai+...+ak(pl,1+ Pi2+ ...+ NiPin)+ Ni( ait o
o] o ]__PrDl(]_nl...]_ni—l)_
= . ll i
1_prDl(1n1...1ni71)CU'( )+ ni( 1—Prp, (1M ---1M-1)

Co, (17117 1)) = )

O

B Proof of Lemma 25

Proof. We will show below that there exists > 0 such that < b—d andCp(s) =
Cp(ujdidvj>-dw). Hence, we can rewriteby replacingu by uj® andb by b —d. Since
d > 0 anda < b—d, we can just apply this rewriting rule enough time ubti$ lowered
down toa. Hence, we obtain the result.
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To find d, we first writes = upi™uyi™ - - -i™ u i?v j°w wherei appears in nay, the
m are nonzero, ands,...,U; are non-empty. (Note that sinee< b, we must have
my+---+m >0 sor > 1.) Letn’ be the equal number of occurrences aind j in
uidvjP. Lett be the smallest index such that + - -- +m > n’ — b. (Fort = 0, the left-
hand term is 0 but’ > b; fort = r, the left-hand term is’ — a and we know thaa < b;
so,t exists and > 0.) We writem; = m/ +d suchthatmy +---+m_1+m =n'—h. So,
d>0.Notethab—d=b-m+m=n-m—---—m=m_1+---+m+a. So,b—
d > a. Clearly,d < b. We writes = Hi9Bidvj4T with headH = upi™uqi™ - ty_1i™,
bodyB = i™+1-.-i™u,, and tailT = jP~9w. Clearly,H hasn’ —b occurrences dfand
Hi9Bi2v hasn’ — b occurrences of. Sinces is optimal forD, i9Bi2vjd is optimal for
D|—-H. We note thaB does not start with(t is between 1 andandu; is nonempty and
with noi) and thati®v is non-empty and with n¢ (eithera # 0 orv is nonempty and
with no j). We spliti9Bidvjd = i9x; - --x;i%y1 - - - y» j9 where two consecutive blocks in
the listi9, x1, ..., X¢,i%,y1,...,Yw, j9 have no key in common. (Fer= 0, we can always
split so thatx, andy; have no key in common by using the first tekraf v which is not
the last ofu; we just takey; as a block ok’s andx, as a block with nd.) We can apply
Lemma 24 and obtain

Co(i®~i"®) _ Cp(i®~i"%) _ Co(yal~+) _ Colel=) _ Col(id|~i")
Pro(i9=i" ) ~ Pro(i@]-i"2) ~ Po(yl=) — Po(Ye[= ) — Pro(jd[-j7 )
Since the first and the last terms are equal, all of them areale§o, we can permute
two consecutive blocks which have no index in common. Heweegan propagatg!

earlier until it is stepped befoiié, since we know there is no other occurrencq af
the exchanged blocks. We obtain that

Cp(HiBidvjiT) = Cp(HiBj%iavT)

as announced. O
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