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Abstract action on their part. These sites charge by the month

We present a novel peer-to-peer backup technique tha'?ased on the amount of data being backed up. For ex-

allows computers connected to the Internet to back upample, a typical fee today to backup up one gigabyte of

their data cooperatively: Each computer has a set of partgata is fifty US dollars a month (see Section 5.1).

ner computers, which collectively hold its backup data. N this paper we propose a new Internet-based backup
In return, it holds a part of each partner’s backup data t€chnique that appears to be one to two orders of magni-
By adding redundancy and distributing the backup datatude cheaper than existing Internet backup services. In-
across many partners, a highly-reliable backup can pstead of relying on a central warehouse holding remov-

obtained in spite of the low reliability of the average In- P& media, we use a decentralized peer-to-peer scheme
ternet machine. that stores backup data on the participating computers’

Because our scheme requires cooperation, it is poterfard drives. . _
tially vulnerable to several novel attacks involving free 10 Provide for off-site storage, we arrange for pairs of
riding (eg., holding a partner’s data is costly, which 9ecgraphically-separated participating computpastt
tempts cheating) or disruption. We defend against thes&€r's) to swap equal amounts of disk space—a fair trade.
attacks using a number of new methods, including thelO compensate for the fact that _Internet PCs ar_g much
use of periodic random challenges to ensure partneriss reliable than a tape stored in a secure facility, we
continue to hold data and the use of disk-space wasting@ve €ach computer partner multiple times so it can
to make cheating unprofitable. Results from an initial SPréad its backup data in a redundant manner across
prototype show that our technique is feasible and verymany machines. By using a Iar_ge nurnb_e_r of partners
inexpensive: it appears to be one to two orders of magPer computer, we can ensure high reliability with low
nitude cheaper than existing Internet backup services. SPace overhead.

Our scheme requires the cooperation of the partici-

1 Introduction pating computers: computers depend on their partners

Tradit | data backup techni K b it to hold their data and make it available when needed. In
raditional data backup techniques work by Wrting ., controlled environment like the Internet, such co-

hackup data to removable media, which is then takenoperation cannot be taken for granted. Non-cooperation

Oﬁ.'tS'ti toba ske cur(;a I:)cztlt_)ln. F(:r (?[xample_, aservet: m'r?h(j:ust be discouraged by making it unprofitable. We use
write 1ts backup data daily onto tape using an attaCh€ty, o o) oyel methods to do this, including the use of

tapeléjrtl\ée; a; the. ekn d dOf eagch W(teek,kthe (rjezu'ltmg :ape%eriodic random challenges to ensure partners continue
wou €n be picked up by a truck and driven 10 a . 44 gata (partners that fail are abandoned in favor of

g_uardeq ware_house. The main drawback of these tec new partners) and the use of disk-space wasting to make
niques is the inconvenience for system owners of mans

i . L . . fake crashes unprofitable.
aging the media and transferring it off-site, especially The remainder of thi ris organized as follows:
for small installations and PC owners. € remainder ol this paper IS organized as Tollows.

. Section 2 describes a simplified version of our scheme
In contrast, Internet backup sitesd., wwv.

. L ; that assumes cooperation can be taken for granted. It is
backuphel p. con), avoid this inconvenience by lo- P 9

: . S well suited for systems that are intended to be deployed
cating the tape or other media drive in the warehouse ., . : i
within a single company. Section 3 tells how to extend

itself and by using the Internet instead of a truck to trans- L .
. the simplified scheme to an environment where cooper-
fer the backup data. Customers need only install the sup- .. .
. ation cannot be assumed, such as the Internet, by adding
plied backup software to be assured that, so long as their_ . . . .
; . - various security mechanisms. Section 4 presents results
system remains connected to the Internet, their data W|I\,

be automatically backed up dallwithout any further rom an initial prototype. Section 5 compares our system

to existing Internet backup sites as well as traditional
*Current affiliations: Elnikety, Rice University; Birrell, Burrows, Packup techniques. Section _6 covers relgted W(?rk. Fi-
Isard: Microsoft Research. nally, we present our concluding remarks in Section 7.
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2 Thesimplified scheme that A now has\ for a partner instead d§ and3 now

Each computer that wishes to participate in our backug?@S/V as a partner instead of. This leaves4 and3
scheme runs special software. Under the software's di¥ith the same number of partners, but givégwo new
rection, these computers link up and form a peer-to-Partners of the type it wants. By having copy A and
peer system over the Internet or a corporate intranetS S data beforehand, this can be done atomically with no

The same software, performing the same functions, run&ata 10ss. _ o
on each computer—except for a single external match- 10 avoid complicated negotiation, we suggest appro-
ing server (see Section 2.1), the system is decentralizeBriately quantizing uptime and storage-swapping lev-
and functionally symmetric. Like most peer—to-peersys-e|5- Ideally, to work well, the system should have many
tems, computers are free to join or quit the system at an)(at least a hundred, preferably more than ten thousand)
time. members spanning the range of possible agreements.
Each participating computer has some number ofCOMPUters wishing to swap huge amounts may still be
backup partners. For exampld, might have partners ©utof Iu_ckflndlng compatible partners, but can compen-
B, C, andD. Partnership is a symmetric relatiost is sate (with some_what lower reliability) by using multiple
also a partner oB, C, andD. Partnership is not, how- Partners swapping less each.
ever, transitive: B andC need not be partners, and in Itis important that each partner in a pair be located at
general3 andC may share no partners other thdn different sites in order to ensure all backups are stored
How many and which partners a given computer hasoff-site. Accordingly, computers should reject candi-
varies over time. Computers start with zero partners orflate partners that are co-located. This means that our
joining and quickly add enough partners to handle theirscheme cannot be used safely within a single site. Addi-
current backup needs. As their backup needs Changéi,onal reliability can be obtained by further diversifica-
they may want to add or remove partners. Partners ma§jon: a single computer should choose its partners from
also be changed if an existing partner is found to be@s many different sites and using as many different op-
wanting €.g., due to excessive downtime) or a new com- €rating systems (to guard against viruses) as it can. To
puter needs partners. allow this, the identity information supplied to the cen-
Each pair of partners agrees at partnership_formaﬁoﬁra' server should include a computer’s “location” and
time to an amount of storage to be swapped and a levePperating-system type. Location information can either
of uptime (time that they are running and connected) thafoe obtained directly from the computer owner or esti-
they must maintain. Different pairs may reach different Mated via IP ranges or domain-registry information.
agreements. SupposkandB agree to swap blocks. Although the central server forms a single point of
Then each must reserseblocks of their local disk for ~ failure for finding new partners, it need keep no perma-
use by each other. The software, running in the backent state and is thus easily replaced or replicated should
ground, performs reads from and writes to this space orit fail or become a bottleneck. Its failure does not prevent

behalf of requests from the other partner. backups or restorations from occurring; thus, as long as
o it is repaired within a reasonable amount of time.(
2.1 Finding partners weeks), no real harm is done.

We suggest using a simple central server to keep trac . . . .

of the computers in the system and their partner needslé'2 Creating areliablelogical disk

Many other methods of finding partners are possible—We use Reed-Solomon erasure-correcting codes [13] to

for example, a Gnutella-like flooding approach could be create a highly-reliable logical disk from a large num-

used—but the central-server method has the advantageer of partners. Ak+m, m)—Reed-Solomon erasure-

of being very simple to implement. correcting code generates redundancy blocks fror
Each computer should periodically update the serverdata blocks in such a way that the originatdata blocks

with its identity and what partners it needs and has, in-can be reconstructed from a®yof the k+m data and

cluding uptime and storage-swapping levels. When aredundancy blocks. By placing each of them blocks

computer needs a new partner, it contacts the server witlon a different partner, the logical disk can survive the

its needs and obtains a list of candidate partners; it cafiailure of anym of the k+m partners without any data

then contact those computers directly and find out if theyloss, with a space overheadrf/ k.

are still compatible. Erasure-correcting codes are more efficient than error-
Sometimes there may be no other computers lookingcorrecting codes because they handle endgures (de-

for new partners. In that case, a computer looking fortectable losses of data) rather than the more general class

new partners needs to step between two existing partef errors (arbitrary changes in data). Block errors can be

ners that have an agreement similar to the one it desiregurned into block erasures by attaching a checksum and

if A andB are partners)\' can step between them so version number to each stored block; all but the blocks



B|C|D|¢& F g k | m | n | Reliability | Overhead
01| 2| 3| Roizs Ry 123 6 | 6 |12 | 99.995% 100%
4 15| 6 | 7| Raser R;75;677 8 | 7 | 15| 99.997% 88%
8 19|10 |11 | Rsg10,11 | Rgo1011 10| 8 | 18 | 99.998% 80%
. . 12| 9 | 21| 99.999% 75%

14| 9 | 23| 99.997% 64%

Figure 1: Sample block layout using 6 partnefsQg) 16 | 10 | 26 | 99.999% 63%
with k = 4andm = 2. R, 4., denotes the firstredun- | 18 | 10 | 28 99.996% 56%

dancy block andz;, . , . the second redundancy block

generated from data biocks z, y, and-. Figure 3: Reliability and overhead for increasing values

of k, using the minimum value of, necessary to get a
reliability of at least 99.995% and assuming an individ-

Ié Tg Z Rggalbilgo Overh(;aozd ual computer reliability of 90%.

6|1 |7 85.031% 17% ] o o _

61 21 8 96.191% 33% able during a limited restoration time window to supply

6 3 9 99.167% 50% that data is 90%.

61 4 10| 99.837% 67% This number is meant to be conservative; we expect
615 111 99.970% 83% from our personal experience that the real number will
616 12 99'995% 100% be considerably higher. Indeed, the only empirical study

we know of on PC availability, Boloskst al. [3], found
Figure 2: Reliability and overhead for increasing valuesthat over half of all Microsoft's corporate desktops were
of m, holdingk constant at 6, and assuming an individ- up over 95% of the time when pinged hourly. As that
ual computer reliability of 90%. study included some PCs that are shut down at night or
over the weekend and a reasonable restoration window
with correct checksums and the highest version numbe}NOuld _probably be qt least .24 hpurs, their F‘”mbers un-
; derestimate restoration availability for machines promis-
are considered eraséd. . - .
] ] _ing 24-hour availability. Nonetheless, even when using
So that we can use a small fixed block size, we strip&yy conservative number, our calculations show that high
blocks across the partners using the erasure—correctmganabi”ty can be achieved with low overhead.
code. See Figure 1 for an example block layout for & \yg expect randomly-chosen Internet PCs to fail inde-
computer.A with 6 partners that is using = 4 and  pendently except in cases of widespread virus damage,

m = 2. We place corresponding outputs of the erasuresiained loss of Internet connectivity, and (in the case
correcting code on the same partreg( F holds allthe ¢ yncooperative environments) coordinated attacks in-

first redundancy blocks in Figure 1) to make reconfigu-y,o\ying multiple computers. See Section 3.3 for discus-

ration easier (see Section 2.6). sion of why we believe the later is unlikely to be a prob-
Each computer decides for itself how to tradeoff relia- lem in practice.

bility against overhead by choosing values foandm; )

these choices in turn determine the number of partner€-3 Backing up data

n = k+mitneeds. To get a feel for how these tradeoffs Eqch computer backs up its data on the reliable logical
work in practice, see Figures 2 and 3. Figure 2 showsgisk it has constructed from its partners’ disks. Exactly
how reliability rapidly and overhead slowly increase as how this is done-eg., incrementals vs. full backups,
the number of redundancy blocks) is increased while  compression, ignoring caches and application binaries,
holding the number of data blockk)(constant. Figure 3 etc —is orthogonal to our scheme; we assume here only
shows that the overhead can be decreased for a givefhat backups occur at most daily. Because our backup
level of reliability by increasing the number of partners space is of limited size and somewhat expensive com-
(n=k+m). (Unlike traditional RAID systems, we can pared to removable media, it may be useful to conserve
use high values of: andn because backup and restora- space. In particular, one may not want to require backup
tion are relatively insensitive to latency.) space for two full snapshots so that a crash while writ-
These figures were calculated via the binomial distri-ing a new snapshot does not leave the system without a
bution assuming that individual Internet computers fail viable backup. We demonstrate one way of doing this in
independently and are 90% reliable. More precisely,Section 4.1.
they assume that when a computer tries to restore its The following procedure can be used to stream a snap-
data, the probability that a particular one of its partnersshot to logical disk starting on a block stripe boundary:
still has its data, uncorrupted, and is sufficiently avail- For eachk data blocks of the stream, perform the follow-



ing operations in turn: use the erasure-correcting codeto It is the responsibility of the backed-up—computer
generate then redundancy blocks from the data blocks, maintainer to keep one or more copies of the list of cur-
generate and attach a checksum and the same new veent partners off-site in a security box or the like. This
sion number to each of thet+m blocks, send a request list is generated shortly after joining once the initial set
to write each block to the appropriate partner in the ap-of partners has been determined and updated occasion-
propriate place, and, finally wait for acknowledgments ally as partners change.
from at leastv > max(k, m + 1) partners. It is impor- To limit how often this list must be updated, we store
tant that we write at least blocks to the current block the list of current partners in a special block (tinas-
stripe before starting to write the next one to ensure thater block) that is replicated on each partner and not part
a crash while writing will leave at most one block stripe of any block stripe. This means that the list can be re-
unreadable; we need to write at least-1 blocks to en-  trieved from any current partner so that the off-site list
sure that the old version is overwritten. actually needs to be updated only evéry1 partner

The parametew here represents a tradeoff. Smaller changes under the assumption that we must tolerate
values ofw allow the backup to proceed faster because itPartners failing. If this is still too frequent, it is possi-
is not necessary to wait for as many partners to be up, bugle to add many additional partners that we only swap
the resulting written data has lower reliability than nor- master blocks with.
mal because some of the blocks are missing: anh . .
failures can be tolerated before some of the written dataz'5 Handling downtime
is unrecoverablev should be chosen based on empirical In the real world computers are often unavailable: they
data and the uptime-level agreements being used. Notgay be connected via a dialup line or suffer from fre-
that if more tham—w partners fail, it will no longer be quent soft failures €g., Windows crashes). Partners
possible to make new backups with this procedure untilmust agree on a level of required uptineg(, “up 90%
some of the failing partners have been replaced. Alter-of the time” or “up during California business hours”).
natively, w could be updated based on the number of Lower levels of partner uptime decrease performance:
partners scheduled to be replaced. backups and restores take longer because the computer

We run acleaner in the background on each computer must wait for partners to become available. For exam-
to help limit how long recently written data has less than ple, if a machine’s partners are up only during business
the maximum redundancy available. The cleaner scanbours and it crashes during the weekend, no restore will
its logical disk looking for incompletely-written block D€ available until Monday morning. Efficient backups
stripes. Each time it finds such a block stripe, it readsf€duire most partners to be up simultaneously during
as many blocks as it can from it and tries to decode theSome period of the day. This limits the ability of com-
stripe. If it succeeds, it generates the missing blocks anguters with low and unpredictable uptime to participate
writes them to the appropriate partners, thus increasing ©ur scheme.
the stripe’s redundancy. Note that both the cleaner and Agreements are subject to being broken. For the sim-
streaming procedure use only a block stripe worth of ex-Plified scheme, we assume that owners are not out to
tra local storage, avoiding the need for an extra snapshd@ke advantage of or hurt others. We do not, however, as-

worth of temporary disk space during backing up. sume that owners are reliable about maintaining uptime
agreements. Owners might forget to leave their com-
2.4 Restoringdata puter on as much as planned, underestimate how often

their machine crashes, or change their computer-usage
Restoration can be done from any computer in thepolicy without remembering to tell the backup-system
event of the backed-up machine’s total destruction. Thesoftware.
backed-up computer’s logical disk can be recovered to To guard against this, each computer keeps track of its
the new computer’s local disk given a list of the origi- uptime and warns its owner when it is failing to live up
nal computer’s current partners by using the following to its end of its agreement. For the simplified scheme,
procedure: Contact each partner and ask for all of theve assume this reminder is sufficient to make the owner
backed-up computer’s data. For each block stripe, attake any needed steps to correct the problem. In the full
tempt to decode using the erasure-correcting code thécheme (see Section 3), we actively police agreements
blocks with valid checksums and the highest version(both uptime and storage swapping) and abandon part-
number in that stripe. If you succeed, write the resultingners who fail to live up to their end of an agreement.
data blocks to local disk in the appropriate places. Keep .
repeating this process, retrying partners that were down? .6 Resizing the amount of backup space
until additional blocks cannot result in more stripes be-Consider a computer currently swappindplocks with
ing successfully decoded or time runs out. each ofn = k+m partners. In return fonxs blocks



of local disk, it has access to a logical disk of size which they can then use later to authenticate write mes-
kxs blocks. If it needs additional logical-disk space, sages by attaching a sequence number and keyed cryp-
it can either add more partners swappinglocks each  tographic hash to each message.
(presumedly maintaining a similar ratio bfandm) or Second, partners must be stopped from modifying a
switch ton new partners willing to swap’ > s blocks  computer’s data by altering a block’s data then fixing up
each. Adding partners increases the amount of overheaits checksum. This can be prevented by substituting a
due to per-partner costs (especially under the full scheméeyed cryptographic hash for the simple checksum used
where we must periodically check on each partner), butby the simplified scheme. So long as a computer keeps
requires issuing a new current partner list less often.  this hash key (amtegrity key) secret, no other party will
The same methods run in reverse can be used to shrinke able to modify or generate new valid blocks. Like
the logical disk. Partners holding redundancy blocks canwith the encryption key, there is no need to have separate
also be added or removed to adjust the reliability level.integrity keys for each partner.
Most of these changes require moving data around to Third, the ability of a computer’s partners to conspire
maintain a sequential imagee, adding partners adds to replace one valid block with another must be limited.
blocks to every stripe row, rather than just adding aComputing a block’s cryptographic hash over the partner
bunch of blocks at the end of the disk). By using the ID and block offset where that block is stored in addition
master block and version numbers, this can be done usto its portion of the backup data and version number will
ing no extra space in a restartable way with restoratiorprevent all substitutions except those involving an earlier

always possible. version of the same logical-disk block. By storing the
. date and version number of each snapshot in the master
3 Security block and refusing to accept earlier versions at restora-

In the previous section, we described a simplifiedtion time, a computer can ensure that conspirators can
scheme that assumes system members can be relig®t selectively revert parts of a snapshot. A conspiracy
on to cooperate with each other, either because opf at least partners can still revert the entire snapshot to
substantially-similar interests or some external enforce2 previous version; the only possible defense is to print
ment regime. We believe this assumption is likely to the date of the actual snapshot being restored in the hope
hold for systems deployed within a single company.that the owner will notice the reversion.
Care should be taken, however, if our scheme is used The order in which encryption and checksum attach-
within a single company to ensure sufficient site diver-ment are done matters. The correct order is to (1) gen-
sity so that all partnerships can be between sites. erate the redundancy blocks, (2) encrypt each block, (3)
In this section we describe how to extend the simpli- attach the version number, (4) compute a cryptographic
fied scheme so that it can function in an environmenthash for each block (over the encrypted data, version
such as the Internet where cooperation cannot be agiumber, partner ID, and block offset), and (5) attach the
sumed because computer owners have different and pogppropriate cryptographic hash to each block. This order
sibly conflicting interests. Systems operating in such en-allows a block’s validity to be checked without having to
vironments must be able to defend against members adecrypt it. More importantly, it ensures that there is no
tempting to read or alter other members’ data, to unfairlyexploitable redundancy available to attackers: if encryp-
take advantage of other members, and to shut down ofion was done before generating redundancy blocks, a

impair the system. partner could save space by using the erasure-correcting
) o . . code to reconstruct the data he was supposed to store
31 Confidentiality and integrity from the data stored at the other partners. While good

To ensure the confidentiality of its backup data, eachfor him, that leaves the backup with lower redundancy.
computer should encrypt its data before sending it to its .
partners using symmetric cryptography with a secret key3'2 Free-rider attacks
known only to it. Because this and the other keys de-Peer-to-peer systems, including ours, are potentially vul-
scribed below are needed for restoration, they should baerable tofree-rider attacks. A free-rider attack is one
added to the current-partners list that is manually takerwhere an attacker, called a free rider, benefits from the
off-site. system without contributing their fair share. The classic
Ensuring backup integrity requires three steps. Firstexample of a free rider is a person who watches the US
third parties must be prevented from impersonating aPublic Television System (PBS) without donating any
computer to one of its partners so that they can overwritenoney. (PBS is supported largely by viewer donations.)
that computer’s data. This requires pairwise authenticaSystems vulnerable to free-rider attacks either run at re-
tion. At partnership formation time, the two partners duced capacity or collapse entirely because, as more and
can use Diffie-Hellman to establish a shared secret keymore users free ride, the costs of the system weigh more



and more heavily on the remaining honest users, encoumwhere a machine crashes, losing data, just after the
aging them to either quit or free ride themselves. owner leaves on a two week vacation.

3.21 Agreement violations 3.2.2 Exploiting the grace period

The most basic free-rider attack against our scheme ié more sophisticated free-rider attack involves taking
for an attacker to intentionally fail to uphold his end advantage of the grace period to obtain backup service
of his agreements. For example, under our simplifiedfor free. The attacker joins the system, forming partner-
scheme a computer could free ride by letting its partnersships and exchanging data as normal. He then pretends
backup its data but refuse to hold their data in turn; thisto crash, throwing away all the data he has been given.
would give the computer backup service at essentiallyFor the next 2 weeks, he has free backup service because
no cost to itself. of the grace period. Just before the end of the grace pe-
To prevent such attacks, participating computersriOdv when his partners will stop giving him br_;lckup ser-
should police their agreements by verifying whether or Vice, he switches to a new set of unsuspecting partners
not their partners are honoring their promises. Each@nd starts again. So long as he can find new partners
computer can periodically challenge each of their part-(P€er-to-peer systems can have millions of members), he
ners to make sure that the partner in question is up whe§&n continue to receive backup service without cost.
promised and continuing to hold the data it agreed to Another free-rider attack involving the grace period
hold. has the attacker refusing to wait out the grace period
Such a challenge might consist of a request for thePefore abandoning partners that are excessively down.
block of the challenger's data stored at a Ch‘—j”enger_Thls hurts his partners because they are Ief_t with a less
chosen random offset; the answer would then be checkeffdundant backup, or even no backup at all if enough of
to make sure it is a valid block that belongs on that part-their partners free ride this way; however, the attacker
ner at that offset. Optionally, the block’s version number Penéfits because his backup has better redundancy for
could also be checked to make sure it is the most recerff!® Neéxt two weeks because of the additional new part-

version. Because a partner who holds only fractiaf ~ N€r- _
the challenger’s data will passchallenges with prob- ~ The only way to deter these attacks is to make them

ability d¢, by challenging frequently enough, the chal- Unprofitable: we need to arrange things so that the at-

lenger can be assured with high probably that its partnef@cker pays more for the privilege of using the grace pe-
is still holding almost all of its data. riod than it is worth to him and so that the attacker saves

While a challenge remains pendinige( not yet an-  Money by waiting out the grace perio_d without abandon-
swered correctly), the challenger should keep retrying it"9 his partners. (Free riders are .motlvated by the chance
until either it is answered correctly or the partner claims !0 S&ve money, not the opportunity to hurt others.)
data loss (aka, needs restoration). After a computePayment If our scheme was modified to use a hybrid
has restored its data, it signals its partners, who thempeer-to-peer model where a company charged money to
reload their data (empty blocks until their cleaners haveuse the software, collecting payment would be easy: just
a chance to run) on it and resume challenging it. Theadd an extra amount to the monthly bill. Likewise, if
time the challenger spends waiting for an answer shouldow-cost electronic financial transactions were available
be counted as downtime for that partner. Partners whqe.g., digital cash), payment could consist of a straight-
are down too often (relative to their uptime-level agree-forward transfer of money between the attacker and the
ment) or need restoration too often should be foreverurt parties or a suitable charity.
abandoned in favor of a new partner. Because we wish to allow for a decentralized peer-to-

Unfortunately, a crashed computer looks just like apeer system with almost no administration beyond keep-
cheating one that is trying to dodge a challenge it cannoing the matching server running and do not believe low-
answer—both do not respond to requests. If computergost transactions are likely to become available anytime
using our scheme abandoned partners (discarding thegoon, we consider here a different way to make attackers
backup data) as soon as they were clearly down mor@ay: disk-space wasting.
than their uptime agreements allow (say, 8 hours for a The idea behind disk-space wasting is that we need to
strict 100% agreement), our backup service would not bémpose a cost that balances out the benefit the attacker
very useful because backups would likely be discardedstands to gain, in this case 2 weeks of a partner holding
before computer owners realized they were needed. s blocks of his data. How much is this benefit worth?

Accordingly, we suggest allowing grace period of Clearly, no more than it would cost to obtain it from the
two weeks: partners should not be abandoned until twanext cheapest source, namely our scheme used honestly:
weeks have passed since they first went down exceghe effort required to host blocks for 2 weeks. Thus
sively. We recommend two weeks to cover the caseforcing someone to waste blocks of disk space for 2



weeks cancels any benefit they might receive from abusmization is incompatible with restricting access to ran-
ing the grace period. dom words because only entire backup blocks are veri-
Assuming computersl andB are already swapping fiable.

s blocks,.A can pay such a cost # by holding an ad-
ditional s blocks for 5 for two weeks, by holding an
additional2x s blocks for one week, or by allowing

to hold s fewer of A’s blocks for two weeks. The previ-
ously described protocols are used to allBwo read,
write, and check on her additional blocks. Note that

in the fewer blocks case that is no longer holding cost of “1 day” is shorthand for disk-wasting for 1 day

A’s backup data for the duration, leaving with one . ;
: . . with the same amount of storage swapped or the equiva-
fewer effective backup partner. Also notice that unlike . : L
lent via monetary transfers to a clarity or central billing

t_he monetary-payment cases, dls_k—space payments tal?a%thority. Note that if we do not use commitment-cost
time to make—one or two weeks in the examples here.

ayments here, the payments between two new partners
Such payments may benefitbecause she has more \r/)}/o)lljld cancel out pay P
storage available to her, and thus represent a transfer of ..o e clearly makes the backup-service-for-
value from.A to B. A different kind of payment is a . .
. : free attack unprofitable. The case for the refusing-to-
commitment-cost payment where3 ensures tha#d ei- ) . ) )
ther pays an unrelated third parigd,, a charity in the wait-out-the-grace-period attack is more subtle: If the
pay pargd, y attacker switches immediately, he pays “3 weeks” for the

monetary-paymentcase) or else simply wastes resources o .
. ) fiew partner. If he waits instead, he might have to pay u
(the disk-space—wasting case). We can convert the pr P 9 pay up

. . ) %0 “2 weeks” for the grace period plus a possible addi-

wous_transfer _e>_<amp|es into commitment-cost payment:?icmal “3 weeks" if the partner does not resume swapping

by usmglov.vjuuhty blO,CkS' data with him after restoration. So long as the probabil-
A low-utility block is a normal block whose access ity of his partner resuming swapping is more that3

has been sufficiently restricted so that it is of little o j; | he cheaper for him to wait. Should the probability

no utility to its lessee. For example, the lessee might y ¢, out in practice to be less than this (unlikely), a

be allowed to write any time, but be able to read Onlylargernew-partnerfee of “2 weeki7will still make the

an occasional random one of its low-utility blocks for attack unprofitable

checking purposes. More draconian would be allowing The prepayment scheme has the advantages of being

_?:(I)y ;?:;;Tﬂ?gggggdz f\ngrinsfe(ra'fr?:r ?ﬁ;ﬁ;ne?hevery simple and robust, requiring no assistance from the
: ! pay y el Ing central server or any assumptions about the difficulties

additional blocks held be low-utility blocks or by instead of changing computer identities. Its main disadvantage

EL Pi\c/::\?etr?(tahzi;tnneorr:\noalf gtla(\)/\(l:ek; r;grg\zl_::itl)if;i]:i’f is that when Qisk-space wasting ig used it interferes with
for the duration. The low-utility—block lessee stores un- t_)ackup sefvice: bggkl_Jp service is not available for the
L . first 3 weeks after joining the system, for up to 2 weeks
compressiblei(e, encrypted) data in _tho_se blocks and after a restoration, and additional backup space takes 3
checks a random block (or word) periodically to ENSUre, eeks to become available (new partners are needed).

that the data is being kept. The parties must mutually,, . .
agree on the random block (or word) fo be read—seeWh"e growth in the backup space needed can usually be

Section 3.3.1 for a protocol to do this—to guard against?ntlupate.d , the growth-speed limitation may be prob-
X ) ematical in some cases.
the lessor always presenting the same block for inspec-
tion. Post-payment An alternative scheme is based on re-
Because we believe that most PCs will not havequiring paymentafter using the grace period (with or
enough space to hold a large number of extra blocks bewithout a restoration). Here the central computer keeps
yond the ones already needed for backup space, we willrack of each computer’s partners. Each computer is sup-
assume for the rest of this paper that the “allow yourposed to honor the grace period and pdy-1 days” to
partner to holds less normal blocks” cases are used for its partners after being restored aftedays of down-
disk-space wasting. While this requires no extra space, itime. If it does not, its partners will complain to the cen-
does have the drawback of leaving a PC with no backugral server, causing the server to sever those partnerships
while it is paying multiple partners. As an optimization, and impose a fine of “3 weeks” on all of the parties.
PCs paying commitment costs may continue to backup The fine must be imposed on everyone because, in
their data onto their (temporarily) low-utility blocks so general, there is no way for the central server to know
that it is immediately accessible once payment is com-who is truly at fault. This is unfortunate because it intro-
plete and the access restrictions are removed; this optiduces a new free-rider attack: don’t bother to complain,

Prepayment We can make these free-rider attacks un-
profitable by requiring prepayment for the right to abuse
the grace period: each time a computer gets a hew part-
ner, it pays a commitment cost of “3 weeks” to it and
after being restored after days of downtime, it must
pay “d+1 days” to its partners to keep them. Here, a



letting others shoulder the burden of deterring attackers 1- A chooses a random number
alone. We believe that this last attack will not be serious 2- “A sendsCommit(A, 1) to B
because it is only really tempting when there are a lot of 3- B chooses a random numbex
attackers exploiting the grace period, which should not 4. Bsends2toA _
happen if most computers act to deter them by complain- - A sends opening information 18
ing. 6. B sendslock]r1 & r2]to A
The central server must impose the fimay it sup- . i i
plies the data and does the challenging) because an af/gure 4: The random-read protocol whetes reading
tacker's partners (new or old) may be accomplices tha@ Plock fromB.  Commit(-) generates a nonmalleable
will not fine it. Should a computer refuse or try to cheat COMMitmentthatis revealed in step 5; it hidésrom 5
the fine, it is exiled by the central server from the system:Until step 5 while preventingl from changing her mind
the central server tells the machine’s partners to aban2fter seeing2.
don it and refuses to authorize any new partnerships for
it ever again. Unlike free riders, disrupters cannot be deterred simply
In order for the threat of exile to be an effective de- by making such attacks unprofitable; the attacks must be
terrent, rejoining the system under a new name mustnade ineffective or beyond the attackers’ budget.

cost more than “3 weeks” times the maximum number . . .
of partners. A possible way to do this in a decentral-3-3-1 Blocking restoration systemwide

ized manner is by requiring joining computers to pos- The basic disrupter attack against our scheme is to at-
sess a class 2 personal dlglta' certificate that has neVQémpt to block restoration of as many machines as possi_
been seen by the server before. Such certificates caple by controlling enough of their partners: any machine
currently be purchased from companies like GlobalSignwhich has more tham: attacker machines as partners
(ww. gl obal si gn. net ) for 16 Euros. will believe its backups succeed, but come restoration
When disk-space wasting is used, this scheme protime will find that it is unable to recover its data because
vides better backup service availability than the prepay-the attacker machines refuse to cooperate.
ment one because it limits backup service only imme- | order to attack a large number of machines (pre-
diately after a restoration. It may, however, require thesymedly for publicity) this way, the attacker will have to
user to pay for membership somehow and requires muclwap disk space with thousands of machines. The disk
more effort from the central server per system member. storage to do this directly, however, is beyond the budget
. of any likely attacker. However, by using a man-in-the-
3.2.3 Bandwidth theft middle attack, a smart attacker can appear to be storing
Another free-rider attack involves attackers using partic-data for thousands of machines without using any local
ipating computers to broadcast information. For exam-disk space. He simply steps between pairs of partners
ple, a cracker might wish to make his pirated-software(see Section 2.1) and passes blocks back and forth, leav-
collection available to his friends but lacks the band-ing each original partner to believe the attacker is back-
width to do this from his home PC. He can join our sys- ing up its data, when in fact they are still storing each
tem and place the data to be broadcast on each of histher’s data. If the attacker encrypts data going one way
partners in the clear; he then gives out his partners’ IPand decrypts data going the other way, he can ensure that
addresses via email to his friends, who then downloadvhen he bows out the stored data will be useless to the
the data from the partners, subjecting them to unfair highoriginal partners.
traffic. We can prevent such man-in-the-middle attacks by
This attack is easily thwarted, however, by imposing achanging our block-access protocols slightly. Intuitively,
quota on how many reads or writes a partner can do pethe idea is to provide only the following read operation:
day, say three times the number needed for daily backupread a completely-random block. Unlike the normal
A somewhat larger quota may be needed during restoraread-specified-block operation, this operation cannot be
tions. passed through: ifl does a random read (say blocks
. chosen) of3, there is no way fo3 to read block: from
3.3 Disrupter attacks C efficiently because each random read he does has only
Another kind of attack that we must guard againsli&s a1/s chance of returning block. On averagé3 must
rupter attacks. A disrupter is an attacker motivated to reads/2 blocks to fulfill each random-read request4f
disrupt, impair, or destroy a system or particular user.This means that a small number of challengesioyill
They might want to do this for prestige (any system quickly force B to exhaust his read quota with (see
whose disruption would make the front page is a targetSection 3.2.3), leaving him unable to answer all of the
for some attackers) or to hurt a hated company or persorchallenges.



This restriction, of course, must be lifted while a a
restoration is in progress and may be lifted systemwide| hash | b. 1D | ver. | v data
periodically so that cleaners can run efficiently. Figure 4 —
shows one way to formalize the random-read operation¢16 ¢ 4 P 4 p¢ 8 p¢—— 65504 —————)
into a protocol. Steps 1-5 here, modulo the inclusion of ¢ 64 KB
A’s name in the commitment, are a standard variant of
the flipping-coins-by-telephone protocol [2]; step 6 re- Figure 5: The format for blocks stored at partners, which
turns the resulting chosen block, the one at offdetor includes a 16-byte HMAC-MD5 cryptographic hash,
r2. a block ID, a version number, an initialization vector

We includeA’s name—eitherd’s current IP address, (encryption-added random padding), and 65,504 bytes
or if that is spoofable, a public key—in the commitment Of backup data.
in step 2 to prevent the random-number-choosing proto-
col itself from being passed through:#fsimply passes
the commitment along t6, he will be caught after he re- A & C = F
veals the commitmentin step 5 afidees that it does not
have3’s name in it. He is prevented from fixing up the
commitment to have his name while still containirig
by the non-malleability of the commitment scheme [9]. E E -
Because he is unable to pass through the choied ,of

he is unable to trickd andC into agreeing on the same
random number.

I'§
| 4

Figure 6: Sample partial overwrite of old snapshot (light

3.3.2 Blocking one machin€e'srestoration grey) by new one (dark grey). Files A, B, and C are
overwritten with new versions (A, B’, C’) and a new

The preceding defense prevents attackers from disruptfile D’ is written. Only part of the new E is written, but

ing a large portion of our system; it does nothing, how- it and F have old versions that are not yet overwritten.

ever, to prevent attackers from targeting one or two hated

machines. It is not clear that much can be done to de4,1 Data layout

fend against such a focused attack. By requiring that all

a computer's partners be located on different IP subnets! "€ Prototype divides the logical disk into 64 KB blocks.

forcing partners to be chosen randomly from the eligi- Figure 5 shows the _format used for these blqcks. The
ble subset, and charging a fee for (excessive) switching!€ceSsary header fields use 32 bytes, Iea;vmg 65,504
the cost of such an attack could be raised somewhat, bjtytes free for data, an overhead of only 0.05%. The pro-

probably not enough to deter determined attackers. ~ ©OtyPe uses the IDEA block cipher for encrypting the
data and the cryptographic-hash HMAC MD5 to gener-

_ The attack is unlikely to be used, however, because,sa checksums in the order described in Section 3.1.
it is not very effective at damaging the target machine The prototype treats the logical disk as if it were a

compare_d to alterr_latlve attack_s such as targeted V'rusqarge circular tape: each snapshot is written starting just
and denial-of-service attacks: it only blocks restoratlon;aﬁer the last one, using ascending block offsets (with
actual data loss require_s an independent event that_ mi_gr\]}/rap around at thé end of the disk). Snapshots use a for-
:iake yeta_rs to hgp pen‘tr:f I Ttappkenihat all. thT h;;e '3 IIt'matsimilar to archival file format®(., tar), which store
€ pointin com |n|n,g IS attack with a method for de- a sequence of files by writing, for each file, a file header
stroylng a computers data because it is “S“a”Y easier t(?ollowed by that file’s data. The file header contains a
mod|fyt_suctr;] mgthokds to ?testroy any backup directly bysynchronizing sequence, the file name, date stamp, file
corrupting the backup sottware. length, and a checksum. Because of the synchronizing
sequence, it is possible to start reading a snapshot in the
4 The Prototype middle and still extract all the files whose headers come
after that point.
We are building a prototype using our scheme, but it is This property of the snapshot format can be useful
not yet fully operational. Enough functionality is work- when backup space is limited, and as a result the next
ing, however, to allow measurement of the prototype’ssnapshot necessarily overwrites the last full snapshot:
h to all t of th tot hot I tes the last full hot
backup performance, which we report on here alongShould the computer crash while writing the new snap-
with some interesting aspects of the prototype’s datashot, it will be left with two incomplete snapshots at
layout choices. restoration time, the beginning of the new one and the
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Figure 7: Breakdown of backup time.

end of the old one. The start-in-the-middle property al-
lowsreading and recovering all the completefilesin both
partial snapshots. If there is extra space available be-
yond that needed to hold a full snapshot and the set of
files being backed up has not changed greatly, then most
files should be recoverable, although some of them may
be restored to the version saved in the old snapshot; see
Figure 6 for an example.

4.2 Performance

To measure the prototype's backup performance, we
used five personal computers running Microsoft Win-
dows NT, each with a 200 Mhz Pentium Pro processor,
64 MB of RAM, and a 10 Mbps Ethernet card. The com-
puters were connected via a 10 Mbps Ethernet hub. We
used the (8,2)-Reed-Solomon erasure-correcting code,
which tolerates the failure of any 2 of 8 partners at the
cost of using 2/6 = 33% extra space, and simulated 10
participating computers by running two instances of the
prototype software on each PC. Each instance was part-
nered with the eight instances located on different PCs
fromit, so that all communi cation between partnerswent
through the network.

We instructed one partner to write either 100 MB or
1 GB of test data stored on its local disk to its logical
disk to simulate saving a snapshot; during this time, the
other partners were idle except for processing write re-
guests. The prototype uses the procedure described in
Section 2.3 with w=7 to write snapshots: writes to part-
nersoccur in parallel, but are not pipelined with theread-
ing and preparing of the blocksto bewritten, and at most
onewriteisin progress at each partner at atime.

Using this unoptimised procedure, the prototype is
abletowrite 100 MB in 12 minutesand 1 GB in 2 hours.
This corresponds to a backup rate of 1.0 Mbps and a
writerate of 1.3 Mbps (larger because of the redundancy
blocks that must be written). Optimization would im-
prove these rates, but since they are aready larger than
the bandwidth many Internet connections provide, it is
not clear how useful this would be.

space | 100 MB 1GB 10GB 100 GB
mean | $16.46 | $53.84 | $232.28 | $1773.33
min $4.50 | $12.71 | $72.21 | $720.00

Figure 8: Monthly fees in US dollars required by ex-
isting Internet Backup services to store a given amount
of data; excludes one-time startup fees but includes dis-
counts for annual contract.

Figure 7 breaks down the contributions to the backup
time made by the local disk (mostly reads), the remote-
writing step (mostly network and partner delays), and
the various CPU-intensive tasks. The remote-writing
step consumesthelargest portion (44%) of thetotal time,
presumedly due to our alowing only one outstanding
write to a given partner at a time. Hashing requires
moretime (8%) than encryption (6%) becauseit must be
done twice for each block: once to generate the stored-
block checksum and once to authenticate the write re-
guest containing that block to the partner. (Separate
keys, and hence hashes, are required because the in-
tegrity key must be kept secret from the partner.)

5 Comparison with existing services

5.1 Cost

We did a survey of Internet backup sites on October
28, 2002. Figure 8 shows the average and minimum
monthly fees for various amounts of storage for the 15
sites (out of 28 surveyed) that list prices on the web
for given amounts of data to be stored (as opposed to
the amount to be backed up, which differs due to as-
sumptions about compression and how much data actu-
aly needsto be backed up). The cheapest marginal cost
found was US $7.20 per gigabyte.

In estimating the cost of using our scheme, we assume
that the user’s computer hardware, base power, and any
needed bandwidth are aready paid for by existing uses.
This seems reasonable for a home PC that is aready on
enough for reasonabl e predictable uptime and that hasan
Internet connection with flat-rate bandwidth pricing. We
furthermore assume no cost for the software or central-
server operation based on an open-source model and the
extremely low overhead on the central server per par-
ticipating computer; if a commercial model of software
development was used instead, a small one-time fee for
the software might be also be required. Under these as-
sumptions, the cost of our scheme is determined by the
marginal cost of storage for a PC and the marginal cost
of the extra power needed to operate a disk drive to an-
swer challenges and backup data.

Based on the cost of a 60 GB internal IDE hard
drive as of October 2002—US $75 according to
WWw. pri cewat ch. com—depreciated over 2 years,
we conservatively estimate the marginal cost of storage



at no more than 5.2 US cents per gigabyte per month.
The cost of the extra power required is much harder to
estimate. One conservative approach is to assume that
the disk is turned on 1.5 extra hours per day per giga
byte to be backed up, on the assumption that the average
backup takes 25% of the time of afull one (2 hours/GB
for the prototype in each direction) and that challenges
take half an hour of disk timetotal per day. Desktop disk
drives appear to consume about 10 watts extra power
when active [11] so at a conservative electricity cost of
15 cents per kilowatt hour, our scheme should use 7.5
US cents of power per GB backed up per month.

If we assume 100% storage overhead for redundancy
(e.g., k=m) and room for 2 full snapshots on the logi-
cal disk (afactor of 2.2 should suffice), we will need to
trade 4.4 GB of loca disk in order to back up 1 GB of
data, resulting in our scheme costing no more than 26
US cents per gigabyte per month. A less conservative
estimate (3 years, 50% overhead) gives a figure of 18.6
US centsGB/month.

Thus, our scheme appears to be 30 to 100 times
cheaper than existing Internet backup services. We do
not fully understand why this is, but believe it largely
stemsfrom our scheme’slack of administrative costsand
use of marginal resources (e.g., most of the resourceswe
use are aready paid for by other uses). A small part of
the difference may be due to limitations of our scheme
as compared to existing | nternet backup services (see be-
low).

Traditional backup methods can be comparablein cost
to our scheme, but are inconvenient for users: if ahome-
computer user weekly writes a snapshot to 700 MB CD-
Rs (6 US centseach in quantities of 100) then takesthem
to work and leaves them there, he will incur a cost of
35.1 US cents/GB/month ignoring the cost of the CD
burner.

5.2 Limitations

Our scheme does have some limitations as compared to
existing Internet backup services. Perhaps the biggest
limitations are the limited grace period (2 weeks) and
the need for sizable amounts of predictable Internet con-
nectivity. Unlike the existing services, which provide
long grace periods (months if not years) and only re-
guire a computer to be connected to the Internet when a
snapshot needs to be saved, our scheme leaves comput-
ers with no backup at all in case of excessive downtime.
Unlike schemes based on off-line media, our scheme
offers little protection against catastrophic viruses that
suddenly erase most PCs' hard drives.

Also, our scheme is somewhat less convenient than
the best Internet backup services. we provide no tech
support line to hold users hands and will not Fed Ex a
CD copy of a user’'s data to them so they don't have to

wait for a restore over a slow Internet connection. De-
pending on the uptime-level agreement, restoration may
takelonger in our scheme than with the existing services.
In theory, Internet backup sites could offer insurance (“if
we lose your data, we'll pay you amillion dollars”). In-
suring usersin our system seems problematic dueto pos-
sible fraud using the disrupter attack of Section 3.3.2.

If disk-space wasting is used, there are the additional
limitations that backup service will not be available for
2 weeks after acrash, and if prepayment is used, backup
service will not be available for the first 3 weeks and
growing backup-storage space will take 3 weeks.

5.3 A hybrid model

It is possibleto remove most of these limitations by com-
bining our scheme with the existing Internet-backup-
service model: A company would run the central server
and bill users periodically. Backup would be done as
per our scheme except that before abandoning a partner,
a computer would upload the partner’s data to the cen-
tral site, where it would be stored temporarily. When
the abandoned computer found a new partner, it would
move its data from the central server to the new partner.
This model alows preserving backups even in the
presence of excessive downtime. Members would be
billed at a basic rate similar to our scheme but with sur-
chargesfor centrally storing data(charged presumedly at
the existing Internet-backup-servicesrate) and for abus-
ing partners. In essence, customers with good uptime
would pay our cheap rates while still being guaranteed a
backup even if they exceed the 2 week grace period or
are down excessively, albeit at a dightly higher price.

6 Related work

The first wave of peer-to-peer systems included sev-
era systems (The Eternity Service [1], Archival Inter-
memory [4], Free Net [5], and Free Haven [7]) de
signed to provide uncensorable storage: documents
once deposited in these systems cannot be altered or de-
stroyed by attackers, even national governments. Like
ours, these systems use cryptography and redundancy
(Archival Intermemory uses erasure-correcting codes) to
protect data. It was soon suggested that one of these
systems would make a good base on which to build a
backup system.

Unfortunately, however, these systems do not have
working defenses against free riders when used in this
way: Freenet keeps only the most popularly requested
documents, Archival Intermemory simply assumes co-
operation (it isintended for research libraries, which are
believed to have substantially similar interests), and the
Eternity Service paper only suggests a possible line of
direction for a defense.



The Free Haven project has proposed an elaborate
scheme based on trading storage, where nodes are al-
lowed to insert only as many shares (the unit of trade
in Free Haven) as they hold for others. However, un-
likein our system, these shares are constantly traded be-
tween nodes, leading to effectively non-symmetric part-
nerships. This prevents a node .4 from directly punish-
ing a node B that drops one of A’s shares by dropping
one of B’s shares that A holds in return. Instead an
elaborate reputation system is needed to punish nodes
that are complained against too many times because they
drop data. Unfortunately, building a working reputation
systemisvery hard and it isfar from clear if their system
works[8].

More recent peer-to-peer storage systems include
PAST [10, 14] and OceanStore [12, 15]. These systems
do not attempt to provide uncensorability, and are thus
simpler than the previous systems.

PAST relies on trusted third parties and smartcards
to broker requests between clients so that clients can-
not use more remote storage than they are providing
locally. Unfortunately, insufficient details are provided
about PAST’s defenses to properly evaluate PAST's re-
sistance to free-rider attacks—e.g., hodes are supposed
to be randomly audited, but no details of how or with
what consequences are provided. PAST appears to en-
crypt data before replicating, which may allow a free-
rider attack where malicious nodes obtain data from the
redundant data that their peers store, rather than storing
it themselves (see Section 3.1).

OceanStore is a federated system where utility com-
panies pool their resources to provide storage to users.
Each user contractswith a single company, the responsi-
bleparty, to receivestoragefor afee. That company then
exchanges storage with the other companies for greater
reliability and geographic range. Because of the com-
panies large size and deep pockets, legal contracts and
enforcement can be used to punish companiesthat do not
keep their end of the bargain, based on planned billing
and auditing systems. OceanStore, because of its need
to support concurrent updates, is very complicated (e.g.,
it uses Byzantine agreement) and requiresagreat deal of
central resources, making it likely more expensive than
our scheme if only simple backup service is needed.

The only other peer-to-peer system we know of
whose primary purposeis backup serviceis Pastiche[6].
Like in our scheme, Pastiche nodes form partnerships
with other nodes. However, rather than using erasure-
correcting codes, each Pastiche node stores a copy of
al of its data on each of its partners. By sacrificing
a fair amount of privacy (observers can tell if a node's
filesystem includes a given large byte sequence), this
backup data can be greatly compressed: by choosing
partners with similar software installations, most files

being backed up will be aready present on the part-
ner, thus requiring no extra storage. No data is avail-
able yet about whether this savings compensates for the
greater overhead of using full replication rather than
erasure-correcting codesin practice. Pastiche has not yet
adopted defenses against free-rider attacks; the authors
merely sketch, in a paragraph each, three approaches
that they are considering.

7 Conclusions

In this paper, we have described a scheme for a peer-
to-peer Internet backup system that appears to be one
to two orders of magnitude cheaper than existing Inter-
net backup services. We believe the cost savings stem
largely from savings on administrative expenses and the
use of cheaper resources, much of whose operating cost
is paid for by other uses. Preliminary experiments with
a prototype show that the scheme's performance is ac-
ceptablein practice.

The most difficult part of the scheme design was
guarding against the inevitable free rider and disrupter
attacks to which a cooperative system is vulnerable.
We came up with several novel mechanisms—periodic
random-block challenges, disk-space wasting, and lim-
iting reads to mutually-chosen random blocks—to ad-
dress these attacks.
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Notes

1. Increased convenience encourages more frequent off-
site backups.

2. This assumes all blocks (of a block stripe) are writ-
ten as a unit; we do not discuss the more complicated
partial-write case in this paper.
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