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1.Introduction

This report represents the work of several people within the framework of the StreamCom
project. Thiswork, done together with our colleges from the University of St. Gallen®, covers the
modeling part of StreamCom. The aim of the modeling part of the StreamCom project includes
the following goals (see Figure 1):
Specify the main business actors, business activities and business environment for the
StreamCom project (done by ICA).
Specify the Generic Components model for streamed information distribution (done by
MCM).
Provide a system design that specifies one of the possible system’s behaviors that is based on
the StreamCom Business Analysis and use the StreamCom Generic Component model (done
by ICA).

StreamCom Model
Reference Model for
Business Media Platforms
(MCM)
StreamCom
Business Analysis
Model <}
(ICA)
Component
StreamCom Interfaces StreamCom
System Design Generic
Spec Role Behavior Spec Components
crn  EFm—_———— (MCM)
Ps\\ ,¢}‘;
T~ _-o0

\
\
-
N ~< - ,
N, Sen-”” ‘- \‘
\

N The Sub]th of M\;)delmg

\
ROt

-
-
-
-
-

Implementation
P Partnerl

Implementation
P Partner2

Implementation
P PartnerN

Figure 1 Main Modeling Deliverables

1 See: Markus Greunz, K atarina Stanoevska- Slabeva « Generic Components that enable Business Models for Content
Streaming», Universitét St. Gallen — Hochschule furr Wirtschafts-, Rechts und Soziawissenschaften (HSG)
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The StreeamCom Business Analysis Model done by ICA uses generic actors and generic business
actions (or collaborations), represented in the StreamCom Generic Components Model.
According to the General System Theory?, any “system is inseparable from its environment”.
This means that the consideration of the environment of a system is important in understanding
the system itself. That is way one of the main goas of the business analysis is to consider the
environment of systems that can be build on the base of the StraemCom platform. In this work we
have considered the following business actors in the StreeamCom environment: Ads Provider,
Stream Owner, Stream Publisher, Monitor Company (see the Section 2.1).

The StreamCom Generic Components part is done by MCM. “Components of a generic business
model can be viewed as a template for specific business models which factors out a set of
assumptions that all specific business models derived from it will have in common while leaving
open some aspects that are to be decided on a case by case basis’

The SteamCom System Design Specification® describes one of several possible design choices
that can be done based accordingly to StramCom Business Analysis model. The presented here
design corresponds to the implementation of the demonstrator done by programming partners.
The SteamCom System Design Specification complements the Generic Component Model. While
the Generic Components model specifies components for the StreeamCom platform, the System
Design model specifies the example of system behavior that can be built using such components.

Let's aso note that this report as well as the report provided by MCM does not specify al the
technical details of implementations provided by StreamCom programming partners.
Specification artifacts allow to understand the overall project ideas and to see how technical
solutions from different partners can be integrated into one system.

This report was automatically was build from the UML model done in the Rational Rose case
tool*. The structure of this report is the following: In section 2 of this report we show the
specification of the StreamCom Business Analysis Model (Deliverable M.2 accordingly to the
plan of the project). In section 3 of this report we show the implementation model (Deliverable
M.7 accordingly to the plan of the project).

2 L. Von Bertalanffy, General System Theory. New Y ork: George Braziller, 1968
3 The System Design specification still can have some minor changestill the end of the project.
* To get the Rational Rose model please send a request to Pavel Balabko: pavel.balabko@epfl.ch
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2. Business Analysis Spec

The Business Analysis Specification represents the result of the analysis of severa existing
systems dealing with streaming of the information over the Internet and the environment of these
systems. Here we show just only the resulting model that gives the business context for systems
based on the StreemCom framework. For detals on the anaysis see
http://in3www.epfl.ch/~pbal abko/Proj ects/ StreamCom/Asl sSToBeM odels.pdf

2.1. Collaboration M odel

Business Collaboration Model ﬁ
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Glossary

AdsProvider
An Ads Provider provides advertisement to Retailer in order to give it to
Customer
Stream Owner
A Stream Owner owns streams he wants to sell on the market
Stream Publisher
A Stream Publisher prepares streams for reselling
Monitor Company
A Monitoring Company observes al the traffic activity of selling streams
Customer
A Customer is anyone who is interested in getting or previewing a Stream
KeyServer
A Key Server works like a Digital Rigth Manager. It isresponsible for the digital
keys distribution used for encrypting and decrypting online streams
Bandwidth Broker
A BandWidth Broker BB is responsible for the bandwidth reservation
Content Server
A Content Server disseminates service to Customer by broadcasting encrypted
message which is a part of a stream
Retailer
A Retailer sells streams (provided by the Content Provider) to Customer
Retailer Proxy
Retailer Proxy goal isto collects offers from different customers and matching
them in an optimal way. This optimization resultsin SLA/OLAS messages send to
aretailer.
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2.2. Collaboration Spec

2.2.1. Sall and Get a Service

Documentation:
Purpose:

The Purpose of thiscollaborationisto sell a Service from a Retailer to a Member. The
service can be provided in the form of CDs, DVDs or on-line streams.

Participants:

One Member (Customer) who buys the stream

One Retailer who sells the Stream

Retailer Proxy who collects and optimizes customer requests.

One Content Server who broadcasts the stream (in case of Online Stream)

One KeyServer who sells keys for security (in case of Online Stream)

One Bandwidth Broker who reserves for bandwidth requirement (in case of Online
Stream)

Pre-Conditions:
ServiceCatalog exists
Credit card number exists

Policies:
The Member should be provided with an on-line stream version of the service when he
buysit on CD or DVD.
Customer can get on-line service just on the specified computer (due to reservation)
A Stream can include ads from the Ads provider
The Bandwidth Broker should reserve required bandwidth for on-line stream.
The Retailer has the right to start a bandwidth reservation
Relationships between Retailer, Content Server, Key Server, Bandwidth Broker exist.

Non-functional Requirements (Security Requirements):
Any exchange of information between Participants should be done in a secure way.
Customer and Retailer should exchange money against ticket using fair-exchange
protocol.
Retailer and Content Server should be able to identify clients that using provided
servicesillegaly.

Post-condition:
PC1. A Customer became a Member (for the first time only)
PC2. A Customer got a Service (content and keys).
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PC3. A Retailer got money from the Customer.

PC4. A Content Server, A Key Server and A Bandwidth Broker got money from the
Retailer for co-operatively providing stream content to a customer (by means of
redeeming tickets).

PCA4. A Client got Service Level Agreement (SLA)

PC5. A Retailer Proxy got Operational Level Agreement (OLA)

PC6. A KeyServer got aticket and micro-payments from the client.

PC7. A Retailer got confirmation of QoS with OLA.

Note: The stream can be copied to the user device like CD, or MP3 player (if the
customer does not have any copy restrictions).

10
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Sal and Get a Service
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Sell and Get a Service Activity Diagram

Main Activites of Sell and Get a Service ﬁ

. Start

[register fpr the first time]

Sign Up as a
Member
< Sell a Service )

[ get service ]

[ already a member]

modify]
Modify Sell a \ [ get service ] Get a Service
Service /

[ cancel to getservice ] [ payfor service |

End

12
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Sdll a Service

Documentation:
Purpose:

The purpose of thiscollaboration isthat a Member gets a Service (on-line stream Ticket
or hard copy) of his choice from a Retailer and pays for it with a credit card. In the case
of an on-line stream, the Member also getsa Ticket and a key that alows him to start the
Video

Parameters:
[dentification information (Memberld and Password, Retailerld, ContentServerld ...)
Name of the service (video or TV channel)
Service information
Bandwidth require
Payment information (ex: credit card number).

Pre-Conditions:
ServiceCatalog exists
Relationships between Retailer, Content Server, Key Server, Bandwidth Broker exist

Post-Conditions:
A Customer became a member of Retailer (for the first time only)
A Member got a Ticket and key
A keyServer got a TicketID (or Ticket)
A bandwidth reservation is done by Bandwidth Broker
A Retailer got areference to the Customer’ s paying facilities (credit card, or address for
issuing abill)
A customer got hard copy (not mandatory)

Non-functional Requirements (Security Requirements):
Any exchange of information between Participants should be done in a secure way.
Customer and Retailer should exchange money against ticket using fair-exchange
protocol.

Basic Course of Events:

1. [A new Service Provider] registers at Retailer.

2. [Client] Registersin the system.

3. [Retailer] Sendsinformation (Mainly it is some advertisement information, some
bonuses, special offers, based on the UserProfile).

4. [Member] Chooses a service title and type (on-line stream, DVD, CD) and
specifies the number of minutes/views/copies. The Member can see the service
description and preview if necessary.

5. [Client] sends requests SLA message to RetailerProxy.

[RetailerProxy] sends a OLR message to Retailer.
7. [Retailer] sends request for QoS accordingly to OLR to BB

IS

13
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[Bandwidth Broker] Setup bandwidth reservation and sends confirmation message
to Retailer.

[Retailer] sends the OLA message to RetailerProxy and price information to
Client

[RetailerProxy] sends the SLA message to Client

[Client] Enters payment information (credit card number or address for issuing a
bill).

[Retailer] create a Ticket and sends a Ticket to Customer.

14
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Actorsin Sell a Service

Actors in Sell a Service 'j

x

Retailer Proxy System

(from Actors)

idth Reservallun

; 2

embar Bandwifith Broker

etail
(ffom Actoys) KeyServer (from Actor)

(ffom Actor) (from Actor:

XX R O2 28 2

Client ClientSystem .
RetailerClerk RetailerSystem KeyServerClerk KeyServerSystem
(from Actors) (from Actors) (from Actors) BBClerk BBSystem
(from Actors) (from Actors) (from Actors)

(from Actors) (from Actors)

Get a Service
Documentation:
Purpose:

The Purpose of this UC isto get a Service bought in the "Buy a Service" UC and
specified by the Ticketld. A customer can get the service in several piecesthat are
broadcasted by the Content Server.

Note: A customer can get his Service (stream) in the "hard copy"” (in form of CD, DVD
etc). Theticket is not used in that case.

Parameters,
Ticketld
Ticket, Key

Pre-Conditions:
Customer had a Ticket and key
Content server had an Online-Service
Bandwidth between Content server and Customer is ensured

Post-Conditions:
Customer got/viewed an On-line Service
KeyServer got Ticket and Micro-payments
Bandwidth reservation is deleted

15
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Non-functional Requirements (Security Requirements):
Any exchange of information between Participants should be done in a secure way.
Retailer and Content Server should be able to identify clients that using provided
servicesillegaly.

Main Course of Events:

1. [Customer] Sends the Ticket to the KeyServer of Content Server
2. [Customer] Sends micro-payments to Keyserver

3. [KeyServer] Sends decryption key to Customer

4. [Customer] Receives and decrypts messages (content)

5. Repeatsevent 2 — 4

[1-5] Content Server broadcasts the content
[1-5] We ISP supports QoS for the Customer

16
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Actorsin Get a Service

Documentation:

Actors in Get a Service j

+service provider

Get a Servise
+ widthReservation
ember / \
KeySeryer Bandividth\Broker
(ffom Aclors)
Confent Server (fflom Actdys) rom Actbrs)
(ffom Actots)

X R 22 RAX A

BBSystem

Client ClientSystem KeyServerSystem BBClerk

ContentSystem ContentClerk KeyServerClerk (from Actors)

(from Actors) (from Actors) (from Actors) (from Actors)

(from Actors) (from Actors) (from Actors)

Payment

Purpose:
The Purpose of this UC is that the Retailer redeem money to KeyServer, Content Server
and Bandwidth Broker

Parameters;
The last second half of micropayment token

Pre-Conditions:
Key Server got Ticket and micro-payment tokens

Post-Conditions:
KeyServer got money from Retailer
ContentServer got money from Retailer
Bandwidth Broker got money from Retailer

Main Course of Events:
1. [KeyServer] Sendsthe Ticket identifier and the last received micro-payment token to
Retailer.

2. [Retailer] Verifiesthe Ticket and the last micro-payment token

17
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3. [Retailer] Calculates redeem money correspondent to Ticket and the last half token

4. [Retailer] Paysfor KeyServer, ContentServer, RetailerProxy and Bandwidth Broker.

Actorsin Payment

Actors in Payment 'j

Payment

L

Bandwidfh Bfoker
KeySeryver Membgr
(from|Actor:
(frpm Actpr9 (from Actoys)

Retailer Contgnt Server

(frgm Actbrs) (from Actors)

AR AR AR R RRR

BBClerk Client

RetailerClerk ContentClerk  ContentSystem  KeyServerClerk KeyServerSystem BBSystem ClientSystem

RetailerSystem

(from Actors)

(from Actors) (from Actors) (from Actors) (from Actors) (from Actors) (from Actors) (from Actors) (from Actors)

(from Actors)
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“StreamCom General Architecture’: an Example of the
Business Scenario

The following collaboration diagram (instance level) represents a pssible scenarios based on “Sell a
service”, “Get a Service' and “Payment” Collaborations. This typical scenario gives the genera
understanding of the main StreamCom Systems and the way how these system collaborate together.

Ticket Broker
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< —
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g Z
T © CsP Content Server o
5 S £
£ 9 g @ s 2
g 2 30 s 5 &
e o To @0 = o
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- gl g g al/eC | £ g o[ 2
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2 g & g8 2 S| 2vs 2| s
& § 2 58 % - £ 8 4 2
< N po ™ QoS Broker g “:" © E
‘Retailer :Bandwidth =2 E
(2]
Proxy Broker ~ &
o -
N
System &te—m_ servi_ce ©
3 - [ provider
7 = Service Broker —
a 9]
2 @ = caontent .
- E 2 :Content
g, a Server
5, [} >
gl ¢ 2 System
el < 2
2| s 3
3 4 2
[ .
s £ ISP Service g\l/
[} o] aled) - N
g 2 provider | <
© o T —
User 1
FndfCustomer a.2: content
:Client & :Key Server
System System
Client 5.1: ticket 5.3* keys
5.2*: [while not finished] micropayments <—
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The following collaboration diagram (specification level) specifies the main business systems, they
relations and cardinalities

ticket broker 1

- /ticket broker 1
Retailer
>~
System .
{\N A ticket broker 1
\ /]
CSP 1 Content
Server 1
service
broker 1 QoS Broker *
Retailer Bandwidth content
Proxy Broker server *
System c
/] — ontent
service Server
broker 1 System
isp 1
. [
ISP Nsp * Service |g
7 provider | <
User * eng isp * oy
Customer * server 1
. §d
Client key seryer * Key Server
System System -
Client * key server *

20



7/6/02

3. I T System Design

The System Design in the StreamCom project (see Figure 2) represents the composition of 5 subsystems
implemented by different programming partners. The specification of each subsystem includes the behavior
(done with activity diagrams here) and state (done with class diagrams here) specifications.

A

ContentServerSystem

g A

Syste

(from Sell and Get a Service)

KeyServerSystem

(from Sell and Get a Service)
RetailerSystenr
(from Sell and Get a Service)

RetailerProxySystem

ClientSystem (from Sell and Get a Service)

(from Sell and Get a Service)

BBSystem

(from Sell and Get a Service) .
(from Sell and Get a Service)

Figure 2 System in StreamCom Pr oj ect

21
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Activity Diagram : Choose Service

:ClientSystem ‘RetailerSystem :Bandwidth Broker

'Sf Choose and Buy Service ‘j

enter MemberID send to Retailer receive memberID verify MemberID
and Password and Password and Password

validation

build Search Page
Information (and Ads)

receive and
show

send to Client

Enter Search
Criteria

send Searching
request

receive lookup in
Database

receive Search
result and show

send result build preview
receive
Request

Choose a Service to
view Details or to buy

Lookup and Build

Details view

send Request

Choose type of Stream

(Online/VCD/CD) and other infomation

start bandWidth
Reservation
send reservation receive info
infomation
Set up Bandwidth
Reservation

Request

in the first
interaction we have

reveivel

Calculate Amount to pay
and create Selling pay

no agept receive and
7 show

yes

Describes in
Another Diagram
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Activity Diagram: Buy Online Stream and Ticket Distribution

:ClientSystem

:RetailerSystem

Start

Buy Online Stream and Ticket Distribution

]

generateMicroPayment
(W[O],...,w[n])

sendMicroPay
ment(n,w[0

This ticket is not useable until j

User pay for the Service

receive

Save Ticket T
va key k

start payment and enter
credit card number

receive and show
Confirmation

generate Session
Key k
generate Ticket T
send Ticket and
Key (T.k)

> ( receive >
send
confirmation
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Conceptual Modedl : ClientSystem View-Point
Conceptual Model : j

ClientSystem View-Point > Buy a Service

User Retailer
MySelf LoginTxn as (from Classes) own (from Actors)
(from Classes) (from Classes) useriD retailerlD
1 * 1 password * 1 hame
1
1
crepte own
*
0..1 -
Service

BuyServiceTxn

(from Classes)

(from Classes) buy On-line Service

date | sfirg;cel[) (from Classes)
otalPrice j \ ; fitle <l EdbandWwidth

numberOfService .
Endescription

1

BuyServiceParameters
(from Classes)
E#ftime
crepte E}date

*

Ticket

(from Classes)

0.1 EaticketlD
ExchangeTicketAgainstMoneyTxn get ﬂdexpTime
(from Classes) ﬁﬂtoke_nVal_ue
Bdate aretailersignatur

En
Eddate
Bltime

Glossary

BuyServiceParameters

Concept representing some information when buy a Service
On-line Service

Concept representing a Service in form of an Online Service
MySelf

User
Concept representing one User of the System, i.e. a Member
Retailer
A Retailer sells streams (provided by the Content Provider) to Customer
Ticket
Concept representing aticket that is used to get an online Service
LoginTxn
Concept representing information regarding the action of a Customer login on the
System

24
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Service
Concept representing any kind of Service
ExchangeTicketAgainstM oneyTxn
Concept representing information regarding the action of buying Ticket for an
online service
Buy ServiceTxn
Concept representing information regarding the action of buying Services

25
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Conceptual Modedl : Retailer System View-Point

Conceptual Model :
RetailerSystem View-Point > Sell a Service

UserCatalog
(from Classes)

list

User

(from Classes)
userID
1 * l=spassword
1
has current 1
1
L for 1
MySelf has SellServiceHistory
(from Classes) (from Classes)
1 1 1
1
list 1
has
Service R *
1 e - SellServiceTxn
. o -~ | from Classes)
ServiceCatalog | lists servicelD sell *
from Ci <>—>|EHprice ol
(from Classes) i itle N N otalPrice BandWidthReservation
= description numberOfService (from Classes)
B8date
A 1 EStime
SellServiceParameter bar}_\dd\ghdth
from Classes) ::gPortr
BinbMinutes
Bdate crehtes EldestAddr
ime B8destPort
L
7
1
01 1
On-line Service BandWidthReservationTxn
(from Classes) (from Classes) request Bandwidth Brok
H'— andwi roker
bandWidth d_ate (from Actors)
ime n 1
B8status
1 T
crgate
distribute Ticket
0.1
TicketDistributionTxn
(from Classes)
istribute Ticket
crgate
KeyServer
0.1 (from Actors)
Ticket 1 [E8keyserverd
iskor (from Classes) Geaname
icket|D
expTime
E¥tokenvalue
retailerSignature
* |EEwo
Sen
Edate
ime
Glossary

SellServicePar ameter

Concept representing the different way a Service can be bought, i.e. payment per
views, payment per time and payment per copy

ServiceCatalog
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Concept representing all ServiceSpecs
SellServiceHistory

Concept representingall past Sell Service Transactions
Service

Concept representing any kind of Service
MySelf

On-line Service
Concept representing a Service in form of an Online Service
Bandwidth Broker
A BandWidth Broker BB isresponsible for the bandwidth reservation
BandWidthReservation
Concept representing the bandwidth reserve for an on line service
User Catalog
Concept representing all User concepts
SellServiceTxn
Concept representing information regarding the action of selling one or severa
Services
Ticket
Concept representing aticket that is used to get an online Service
KeyServer
A Key Server works like a Digital Rigth Manager. It isresponsible for the digital
keys distribution used for encrypting and decrypting online streams
BandWidthReservationTxn
Concept representing information regarding the action of reserving the bandWidth
User
Concept representing one User of the System, i.e. a Member
TicketDistributionTxn
Concept representing information regarding the action of distributing the Ticket
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Conceptual Model : BBystem View-Point
Conceptual Model Sell a service : j

BandWidth Broker View-Point > Buy a Service > BandWidth Reseration

) Retailer
Policy(RetailerList) list (from Actors)
(from Classes) retailerlD
1 * = _I’] ame
1
1
has requliest
1 *
Myself(BBSystem) Admission Control
(from Classes) (from Classes)
1 1
1 I
has for
1
BandWidthReservation
1 (from Classes)
ReservationList %Sate
(from Classes) —1 ime "
BiresiD Ebandwidth
o) EdsrcAddr
*
Eistatus L EsrcPort
E5destAddr
EdestPort

Glossary

Policy(RetailerList)
Concept representing all Retailer that has administrative permission to make
reservation

ReservationList
Concept representing all BandWidth Reservation

Myself(BBSystem)

Retailer

A Retailer sells streams (provided by the Content Provider) to Customer
BandWidthReservation

Concept representing the bandwidth reserve for an on line service
Admission Control

Concept representing the action of setup Bandwidth Reservation
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Conceptual Model : KeyServer View-Point

Conceptual Model :
KeyServer View-Point > Buy a Service >Get Ticket
Retailer
MySelf GetTicketTxn from (from Actors)
(from Classes) (from Classes) retailer|D
1 1 * 1 %name
1 1
1
get
has created
1
Ticket
(from Classes)
1 BHticketiD .
TicketCatalog , EfexpTime . On-line Service
(from Classes) list E¥tokenvalue isFor (from Classes)

K>——————>E8retailerSigndture BHbandwidth
1 * | EEwo * 1

Exn

Edate

Extime

Glossary
Retailer

A Retailer sells streams (provided by the Content Provider) to Customer
On-line Service
Concept representing a Service in form of an Online Service
GetTicketTxn
Concept representing information regarding the action of getting Ticket that is
stand for money
MySelf

Ticket

Concept representing aticket that is used to get an online Service
TicketCatalog

Concept representing all current Ticket of KeyServer
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Conceptual Model : Ticket

Conceptual Model for Ticket ﬁ
KeyServer
(from Actors)
HkeyServer|D
iname
Ticket used at 1

(from Classes)

expTime
'-}! okenValue *

retailerSignature

On-line Service
(from Classes)

isFor

Ebandwidth | 0
d_ate created by
Jatime
Retailer
1 (from Actors)
AretailerID
qname
Glossary
KeyServer

A Key Server works like a Digital Rigth Manager. It isresponsible for the digital
keys distribution used for encrypting and decrypting online streams
Retailer
A Retailer sells streams (provided by the Content Provider) to Customer
Ticket
Concept representing aticket that is used to get an online Service
On-line Service
Concept representing a Service in form of an Online Service
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3.1.1.

Activity Diagram : Get a Servicein particular

Get a Service

decrypts and show
confirmation

decrypts to
get key KI[i

yes

decrypts
Broadcast with k[i]

display

:>:on|lnues

:KeyServer

|Get an Online Service in particular

]

request DecryptionKey
(keyID, Token wli])

verify Ticket T

store Ticket

send confirmation
encrypted by key k

receive

decrypts the
session key k

receive

onKey Kl[i

verifyMicropaym
ent wii]
token wli

receive

request Online

send K[i]
encrypted with k

7/6/02

:ContentServer

decrypts to
get key Kl[i

receive

Service i-th

receive

encrypts
Message with k[i]

broadcast encrypted

send the last receive

second half

31
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Pattern of Get a Service

Pattern of Get a Service ﬁ

Ticket

(from Classes)

Member eyServer

(from Actors) (from Actors)

check Ticket for using \

MessageKey

(from Classes)

©\ e
KeyDistribution (from Classes) e

SellKeyTransaction
(from Classes)

ChangeTicketForKeyTxn

(from Classes)

ontent Server
Message (from Actors)
f rom Classes)
GetServiceTxn -
(from Classes) BroadcastServiceTxn
(from Classes)
Bidate
BroadCast Online Service \%
Bandwidth
Broker

(from Actors)

Glossary

Ticket
Concept representing aticket that is used to get an online Service
M essageK ey
Concept representing key to decrypt or encrypt a message that is a part of an
Online Service
M essage
Concept representing a message that is a part of an Online Service
ChangeTicketForKeyTxn
Concept representing information regarding the action of change Ticket for Key
that is used to decrypt the online Service
Member
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GetServiceTxn
Concept representing information regarding the action of getting a message that is
apart of an Online Servie

Content Server
A Content Server disseminates service to Customer by broadcasting encrypted
message which is a part of a stream

GetKeyTxn
Concept representing information regarding the action of getting key that is used
to encrypt message before broadcasting

Bandwidth Broker
A BandWidth Broker BB is responsible for the bandwidth reservation

BroadcastServiceT xn
Concept represent information regarding the action of encrypting and
broadcasting a message of an Online Service

KeyServer
A Key Server works like a Digital Rigth Manager. It is responsible for the digital
keys distribution used for encrypting and decrypting online streams

SellK ey Transaction
Concept representing information regarding the action of selling key that is used
to encrypt or decrypt a message of an online service
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Conceptual Model : ClientSystem View-Point
Conceptual Model :Get a Service j

ClientSystem View-Point > Get an Online Service

Content Server

(from Actors)

1

owns

Ticket
(from Classes)
fafiticketID 1.
E8lexpTime ) On-line Service
MySelf own fE#tokenvalue isFor
g (from Classes)
(from Classes) il . ﬁre(t)ailersigna ur*e L gﬂbandWidth
[#in
Efdate
!Elgtime 1
itates
uses
1
e BRIy — GetServiceTxn | dividginto
(from Actors) request ChangeTicketForKeyTxn create (from Classes)
ikeyServerID (from Classes)
%name 1 * 1 0.. Lﬁddate
1
1
1 1
gEtS uses ets
L decrypted with Message
t * 1
create MessageKey (from Classes)
(from Classes) data
1 1 ﬁ
Glossary
Content Server

A Content Server disseminates service to Customer by broadcasting encrypted
message which is a part of a stream
M essage
Concept representing a message that is a part of an Online Service
On-line Service
Concept representing a Service in form of an Online Service
KeyServer
A Key Server works like a Digital Rigth Manager. It is reponsible for the digital
keys distribution used for encrypting and decrypting online streams
GetServiceTxn
Concept representing information regarding the action of getting a message that is
apart of an Online Servie
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M essageK ey
Concept representingkey to decrypt or encrypt a message that is a part of an
Online Service
Ticket
Concept representing aticket that is used to get an online Service
ChangeTicketForKeyTxn
Concept representing information regarding the action of change Ticket for Key
that is used to decrypt the online Service
MySelf
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Conceptual Model : ContentSystem View-Point

Conceptual Model : BroadCast Online Service j

Content View-Point > BroadCast Online Service

MySelf own On-line Service
(from Classes) (from Classes)
1 . |EEbandwidth
1
start
KeyServer GetKeyTxn BroadcastServiceTxn
(from Actors) ask (from Classes) create (from Classes)
keyServer|D
name 1
1 1
1 ; 1
[
divide into
gpt use
User
(from Classes)
EluseriD
create fE#8password
1
1
MessageKey encrypt with Message
(from Classes) (from Classes)
1 1 B8data
Glossary

On-line Service
Concept representing a Service in form of an Online Service
KeyServer
A Key Server works like a Digital Rigth Manager. It isresponsible for the digital
keys distribution used for encrypting and decrypting online streams
User
Concept representing one User of the System, i.e. a Member
GetKeyTxn
Concept representing information regarding the action of getting key that is used
to encrypt message before broadcasting
M essage
Concept representing a message that is a part of an Online Service
M essageK ey
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Concept representing key to decrypt or encrypt a message that is a part of an
Online Service

BroadcastServiceT xn
Concept represent information regarding the action of encrypting and
broadcasting a message of an Online Service
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Conceptual Model : KeyServer View-Point

Conceptual Model : Get a Service
KeyServer View-Point > Get Online Service > Sell Keys

]

MySelf has TicketCatalog
(from Classes) (from Classes) <
14 1
start
MessageKey create
(from Classes)
* 1
PublicKey PrivateKey
(from Classes) (from Classes)
Glossary
PublicK ey

Ticket

(from Classes)

icketID
expTime
okenValue
retailerSignature
0
n
date
ime

with

1

1

user|D
sell for i
/ _password

Concept representing public key that is used to encrypt the message

PrivateK ey

User

Concept representing public key that is used to encrypt the message

SellKeyTransaction
(from Classes)

*

sell for

Concept representing one User of the System, i.e. a Member
M essageK ey
Concept representing key to decrypt or encrypt a message that is a part of an

Online Service

Content Server
A Content Server disseminates service to Customer by broadcasting encrypted

Ticket

message which is a part of a stream

Concept representing aticket that is used to get an online Service

TicketCatalog
Concept representing all current Ticket of KeyServer
SellK ey Transaction
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User

(from Classes)

=

Content Server
(from Actors)




7/6/02

Concept representing information regarding the action of selling key that is used
to encrypt or decrypt a message of an online service
MySelf
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Conceptual Model : BBSystem View-Point
Conceptual Model Get a Service : BBSystem View-Point 'j

Policy(RetailerList)

(from Classes)

1
has
BandWidthReservation
(from Classes)
1 ReservationList ate
Myself(BBSystem) | " (rom Classes) B anewidth
(from Classes) resID <o e
1 1| E5status 1 « BsrcAddr
- E&srcPort
E&ldestAddr
hhs E&destPort
Routing Table conredponds
(from Classes)
has
(from Classes) includes (from Classes)
ElipAddress &l PAddress
=4name i=-bandWidth
transmits
includes
Message
(from Classes)
- Efdata
Routing Protocol

(from Classes) E3

divide into

1

On-line Service

(from Classes)

E8bandwidth

Glossary

BandWidthReservation
Concept representing the bandwidth reserve for an on line service

ReservationList
Concept representing all BandWidth Reservation

Policy(RetailerList)
Concept representing all Retailer that has administrative permission to make

reservation



7/6/02

On-line Service

Concept representing a Service in form of an Online Service
Routing Protocol

Concept representing rounting protocol using in a router
Entry

Myself(BBSystem)
M essage

Concept representing a message that is a part of an Online Service
Routing Table

Router
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3.1.2. Payment

Payment
Payment Collaboration j
M = Mr + Mc + Mk + Mb pay %
charge/money Member
(from Actors)
et mone
’ Y Mc
get money %
pay

payment for Content Content Server

(from Actors)

pay
) Mk
Retailer
get money
(from Actors)
Payment for key KeyServer
(from Actors)
Mb
get money
payment for Bandwidth Bandwidth Broker

(from Actors)

M = Mr + Mc + Mk + Mb

Mr = Money for Retailer

Mc = Money for Content Server
Mk = Money for Key Server

Mb = Money for Bandwidth Broker
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Payment

:KeyServer

start

require redeem
wila

:Retailer

verify (T,
Wila

send redeem for
Bandwidth Broker

send redeem for

—>

:ContentServer

receive
m

7/6/02

:BandwidthBroker

send redeem
Qr ke e e

ContentServer

end

( receive )



41T System | mplementation

4.1.

4.1.1.

Sal and Get a Service

Sal a Service

Seguence Diagram : Choose a Service

X

: Clfen

t

7/6/02

:ClientSytem
(BuyServiceTxn)

|

|

:RetailerSystem
SellServiceTxn)

:Bandwidth Broker

enter MemberID and password

enter Search Criteria

page

erify
PR
build Search page
—

view Details a service

lookup and build preview

lookup and build details

= m—

reservate bandwidth

setup bandwidth reservation

=
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Seguence Diagram : Buy a Service

:ClientSystem
(ExchangeTicketAgaintMoneyTxn)

: Client

payment information

confirmation

(w[]..w[n])= generateMicroPayments()

S—

n,w[0]

:KeyServer :BankSystem
(GetTicketTxn)

TicketDistributionTxn
: Retailer

kT

k=generateKey()

P—|

generateTicket()

payment information

confirmation

check solvenicy(payment info)

save(ticketID)

confirmation

Payment and Ticket distribution
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L ogical Desgin Class Diagram : Client System View-Point

Logical Design Class Diagram :
ClientSystem View-Point > Buy a Service

User
(from Classes;
LoginTxn userlD Retailer
MySelf (from Classes) as password own (from Actors)
(from Classes) retailerID
n 1i sendLoginInfo() * 1 checkPassword() * Ena me
istartBuyServiceTxn() FheckUser()
insertUser()
1 indByPrimaryKey() 1
create
own
0..1
BuyServiceTxn .
(from Classes)
date Service
otalPrice (from Classes)
inumberOfService !se‘rvicelD On-line Service
getChosenlds() buy price |__(from Classes) |
send.ingSearchingReque.st() itle e <]— mbandWidth
receiveAndShowSearchingRequest() % % Edescrlptlon
sendingViewDetails() . .
receiveAndShowDetails() indBySearching() getBandWidth()
send.BuyingRequesF() 'getService() 1
receiveAndShowPrice() indByPrimaryKey()
startExchangTicketAgainstMoney() N Y yrey
BuyServiceParameters
from Classes)
1 EStime isFor
date
create
*
01 Ticket
- (from Classes)
ExchangeTicketAgainstMoneyTxn
(from Classes)
B5date get
tur
.sendTicket() 1 1
getTicket()
createMicroPayment()

Glossary

BuyServiceParameters

Concept representing some information when buy a Service
On-line Service

Concept representing a Service in form of an Online Service
MySelf

User
Concept representing one User of the System, i.e. a Member
Retailer

A Retailer sellsstreams (provided by the Content Provider) to Customer
Ticket
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Concept representing aticket that is used to get an online Service
LoginTxn
Concept representing information regarding the action of a Customer login on the
System
Service
Concept representing any kind of Service
ExchangeTicketAgainstM oneyTxn
Concept representing information regarding the action of buying Ticket for an
online service
BuyServiceTxn
Concept representing information regarding the action of buying Services
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L ogical Design Class Diagram : Retailer System View-Point

Logical Design Class Diagram :
Retailer View-Point > Sell a Service
User
(from Classes)
: !userlD
UserCatalog list password
(from Classes)
1 * ‘checkPassword()
1 checkUser()
has insertUser()
current indByPrimaryKey()

"z

1
MySelf has SellServiceHistory
(from Classes) (from Classes) 1
1 1
1 X
SellServiceTxn
has (from Classes)
- date .
Service H!otalPrice
(from Classes) numberOfService
1 servicelD
ServiceCatalog Jists p_rice sell * igetChoenServicelds()
(from Classes) itle laddService()
h 4 Hdescription . " removeService()
icalculateTotalPrice()
-findBySearching() startExchangeTicket()
getService() setUser()
indByPrimaryKey() SellServiceParameter createtransaction()

(from Classes) saveTransaction()
laddServield()

nbMinutes
date
ime 1
Bandwidth Broker

paved (from Actors)
getSellServiceTxnlds() cregates

getServicelds()

reques) 1
0.1
BandWidthReservationTxn *
On-line Service (from Classes)
(from Classes) Edate
BEbandwidth Etime
Elstatus
[Bgetandwidth()
1 -ﬂowDesc()
=check5tatus()
setSrc() - X
ki
-setDesc() distributef Ticket
1
isHor
create
0.1
* TicketDistributionTxn
Ticket (from Classes)
(from Classes) Hdate
EhicketiD M — 0 .
lexpTime receiveMicroPaymen . y KeyServer
okenValue createKey() distribute Ticket (from Actors)
Elretailersignaire - create sendTicket()
Ewo 0.1 1 [[MsendKey()
& reveicePayment()
Eldate -checkSOIvency()
Ekime receiveConfirm()
-sendConfirm()

Glossary

Sell Ser vicePar ameter
Concept representing the different way a Service can be bought, i.e. payment per
views, payment per time and payment per copy

Ticket
Concept representing aticket that is used to get an online Service

KeyServer
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A Key Server works like a Digital Rigth Manager. It isresponsible for the digital
keys distribution used for encrypting and decrypting online streams
On-line Service
Concept representing a Service in form of an Online Service
Bandwidth Broker
A BandWidth Broker BB isresponsible for the bandwidth reservation
ServiceCatalog
Concept representing all ServiceSpecs
User Catalog
Concept representing all User concepts
TicketDistributionTxn
Concept representing information regarding the action of distributing the Ticket
SellServiceHistory
Concept representing all past Sell Service Transactions
Service
Concept representing any kind of Service
BandWidthReservationTxn
Concept representing information regarding the action of reserving the bandWidth
MySelf

User
Concept representing one User of the System, i.e. aMember

SellServiceTxn
Concept representing information regarding the action of selling one or several
Services
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L ogical Design Class Diagram : BBSystem View-Point

Logical Design Class Diagram :
BBSystem View-Point > Buy a Service > Bandwidth Reservation
) Retailer
Policy(RetailerList) list (from Actors)
(from Classes) HretailerID
1 * qname
1

1
reqlest

*

Admission Control
1 (from Classes)
Myself(BBSystem)
(from Cl ) FcheckBandWidth()
1 1 || MreceiveRequest()
1 SsetupBandWidth()
| SWsendConfirm()
1
has
for
1
BandWidthReservation
1 (from Classes)
ReservationList %gate
(from Classes) mt::nedWidth
%ﬁ:g s 1 - ﬁsrcAddr
; @srcPort
HdestAddr
E¥destPort

Glossary

Policy(RetailerList)
Concept representing all Retailer that has administrative permission to make
reservation

ReservationList
Concept representing all BandWidth Reservation

Myself(BBSystem)

Retailer

A Retailer sells streams (provided by the Content Provider) to Customer
BandWidthReser vation

Concept representing the bandwidth reserve for an on line service
Admission Control

Concept representing the action of setup Bandwidth Reservation
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Logical Desgin Class Diagram : KeyServer View-Point

Logical Design Class Diagram :
KeyServer View-Point > Buy a Service >Get Ticket

MySelf

(from Classes)

GetTicketTxn
(from Classes)

1

TicketCatalog
(from Classes)

list

[

[ receiveTicket()
[ ®saveTicket()

[ ®sendConfirm()

from

Retailer
(from Actors)

1

1
Ticket

(f rom Classes)

E¥iticketlD

Glossary
Retailer

created By

isFor

LHiretailer|D

On-line Service
(from Classes)

Ebandwidth

getBandwidth()

A Retailer sells streams (provided by the Content Provider) to Customer

On-line Service

Concept representing a Service in form of an Online Service

GetTicketTxn

Concept representing information regarding the action of getting Ticket that is

stand for money
MySelf

Ticket

Concept representing aticket that is used to get an online Service

TicketCatalog

Concept representing all current Ticket of KeyServer
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Interfacesin Get a Service

Interfaces in Sell Service

~( )

<<Actor>>
Retailer
(from Actors)

N\

Sell Service <Interface>

.getChoenServiceIds()

addService()
removeService()
calculateTotalPrice()
'startExchangeTicket()
setUser()

createtransaction()
'saveTransaction()
addServield()

(De<——

7/6/02

Choose Service

(from Sell and Get a Service)

lasretaileriD
lamname

N\

Ticket Distribution
<Interface>

.receiveMicroPayment()

createKey()
'sendTicket()
sendKey()
reveicePayment()
checkSolvency()
receiveConfirm()
sendConfirm()

)

Bandwidth Reservatio

(from Sell and Get a Service)

p 4

Bandwidth Reservation
<Interface>
lowDesc()
checkStatus()
setSrc()
setDesc()

N4

buy Service <Interface>

.getChosenlds()

.sendingSearchingRequest()
.receiveAndShowSearchingRequest()

'sendingViewDetails()
receiveAndShowDetails()
'sendBuyingRequest()
receiveAndShowPrice()

.startExchangTicketAgainstMoney()

xchangticketAgainstMo
ney <Interface>

'sendTicket()
getTicket()
.createMicroPayment()

O

C E (from Actors)

<<Actor>>
Member

<<Actor>>
KeyServer
(from Actors)

GetTicket

.receiveTicket()
:saveTicket()
sendConfirm()

LmmkeyServerlQ
EEname

Ticket Distribution

(from Sell and Get a Service)
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p—

<<Actor>>
Bandwidth Broker
(from Actors)

Reservation

<Interface>

'checkBandWidth()
receiveRequest()
'setupBandWidth()
sendConfirm()
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4.1.2. Get a Service

Sequence Diagram : Get a Service

Get a Service

:ContentServer

| :IPMulticast

Verifies : [AN
_ldentifier of Content Server

startVideo(ticketID) dTicket(T)
sendTicke

_Expiration time of the tiket

verifyTi _Signature of the Retailer

encrypted by _Ticket is not used
kvl store Ticket

T~

™ k = decryptsTheSessionKey()

!

confirmation

decrypts and show confirmation

getDecryptionKey(keyld,w[j)]

verifyMicroPayment(wlj])

1

encrypted by i §
key k save(wl[j])
eat many :I

createSessionKey()

encryptionKey

DecryptionKey

decrypts to get key kI[j]

getBroadCast[i]

encrypt B[i]

broadCast B[i]

broadCast B[i]

decryptBroadcast(B[i]) L]

—

display( B[i])

back to @ T

stop

the last second-half
send last second-half
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L ogical Design Class Diagram : ClientSystem View-Point

Logical Design Class Diagram :
Client View-Point > Get an Online-Service
Content Server
(from Actors)
1
owns
Ticket
(from Classes) 1
icketID A
expTime ) On-line Service
MySelf own okenValue isFor (from Classes)
(from Classes) retailerSignajure EHbandwidth
L 1 0 * 10
n #getBandwidth()
date
ime 1
{pitates
1
uses
1
ChangeTicketForKeyTxn GetServiceTxn
KevServer (from Classes) (from Classes)
\", . .|
(froymAclors) request BsendTicket) create Efdate ivide into
1 ®sendTicke -
%E?jeerverm 1 . [HWreceiveAndDecryptConfirm() 1 0 BWrequestService()
g [@requestSessionKey() " H¥getService()
ﬁgetSessionKey() ﬁdecryptService()
1 HisendLastMicroPayment() [HidisplayService()
1 1 -
gets uses ets
: M
. decrypted with essage
create MessageKey (from Classges)
(from Classes)
. N Efdata
Glossary
Content Server

A Content Server disseminates service to Customer by broadcasting encrypted
message which is a part of a stream
M essage
Concept representing a message that is a part of an Online Service
On-line Service
Concept representing a Service in form of an Online Service
KeyServer
A Key Server works like a Digital Rigth Manager. It isresponsible for the digital
keys distribution used for encrypting and decrypting online streams
GetServiceTxn
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Concept representing information regarding the action of getting a message that is
apart of an Online Servie

M essageK ey
Concept representing key to decrypt or encrypt a message that is a part of an
Online Service

Ticket
Concept representing aticket that is used to get an online Service

ChangeTicketForKeyTxn
Concept representing information regarding the action of change Ticket for Key

that is used to decrypt the online Service
MySelf
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L ogical Design Class Diagram : ContentServer View-Point

Logical Design Class Diagram : Get a Service
ContentServer View-Point > BroadCast Online Service
On-line Service
MySelf own (from Classes)
(from Classes) ﬁbandwidth
1 *
[#getBandwidth()
1
start
KeyServer GetKeyTxn BroadcastServiceTxn
(from Actors) ask (from Classes) create (from Classes)
keyServerID - -
name 1 * | [Bgetkey() [®encryptMessage()
®decryptKey() ®broadCastMessage()
1 o\
1 1
divide into
ot User
(from Classes)
EduseriD
E8password
®checkPassword()
creafe [®EcheckuUser()
[Hinsertuser() .
[®findByPrimaryKey() *
1
: i Message
* MessageKey encrypt with (from Class%s)
(from Classes)
1 1 Edata
Glossary
MySelf

On-line Service

Concept representing a Service in form of an Online Service
KeyServer
A Key Server works like a Digital Rigth Manager. It isresponsible for the digital

keys distribution used for encrypting and decrypting online streams
User

Concept representing one User of the System, i.e. a Member
GetKeyTxn

Concept representing information regarding the action of getting key that is used
to encrypt message before broadcasting
M essage

Concept representing a message that is a part of an Online Service
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M essageK ey
Concept representing key to decrypt or encrypt a message that is a part of an
Online Service

BroadcastServiceT xn
Concept represent information regarding the action of encrypting and
broadcasting a message of an Online Service
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L ogical Design Class Diagram : KeyServer View-Point

Logical Desgin Class Diagram : Sell Keys
KeyServer View-Point > Get Online Service > Sell Keys

Ticket
(from Classes)
MySelf has TicketCatalog
(from Classes) (from Classes) ture
1
start LSiE
1 (from Classes)
wit userlD
password
1 - | McheckPassword()
SellKeyTransaction sell for | McheckUser()
1 (from Classes) I MinsertUser()
- | ®findByPrimaryKey()
5 getTicket() %
MessageKey create iﬂ!,_verify‘l'.icket()
(from Classes) = -'SaveTICke[()
M 1 '\-_‘.!getMlcroPaymem()
'\-_‘.tverifyMicroPayment()
[®¥generateSessionKey()
B ]
;—_‘.!saveLastestM|croF'ayment()
[MsendsessionKey() sell for
1
Content Server
PublicKey PrivateKey {fom Aetors)
(from Classes) (from Classes)
Glossary
PublicK ey

Concept representing public key that is used to encrypt the message
PrivateK ey
Concept representing public key that is used to encrypt the message
User
Concept representing one User of the System, i.e. a Member
M essageK ey
Concept representing key to decrypt or encrypt a message that is a part of an
Online Service
Content Server
A Content Server disseminates service to Customer by broadcasting encrypted
message which is a part of a stream
Ticket
Concept representing aticket that is used to get an online Service
TicketCatalog
Concept representing all current Ticket of KeyServer
SdlK eyTransaction
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Concept representing information regarding the action of selling key that is used
to encrypt or decrypt a message of an online service
MySelf
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Interfaces in Get a Service

~

N\

changTiketfor Key <interface>

[MsendTicket()
-receiveAndDecryptConfirm()
requestSessionKey()
getSessionKey()
-sendLastMicroPaymem()

<<Actor>>
Member
(from Actors)

)

KeyDistribution

(from Sell and Get a Service)

N

get Online <interface>

requestService()
getService()

decryptService()

displayService()

7/6/02

<<Actor>>
KeyServer
(from Actors)

O

ribute Keys <interface>

[®getTicket()
[verifyTicket()
[MsaveTicket()

[®getMicroPayment()
[&verifyMicroPayment()
-generateSessionKey()
-saveLastestMicroPayment()

®sendsessionKey()

LamskeyServerlQ
Gemname

O]

<<Actor>>

Content Server
(from Actors)

getKey

<interface>

;QetKeyO
decryptKey()

BroadCast Online Service

(from Sell and Get a Service)

O

disserminate Service
<interface>

[MencryptMessage()

M broadCastMessage()



4.1.3. Redeem

Redeem
:KeyServer :Retailer
T, w['last] I
verify
=
calculate redeem
S
payment

payment

:ContentServer

7/6/02

:Bandwidth

pay

ment

Broker

Sequence Diagram : Redeem process

61




