
Towards Mobile Ad-Hoc WANs: Terminodes

J.-P. Hubaux, J.-Y. Le Boudec, M. Vojnovi�c, S. Giordano,

M. Hamdi, L. Blazevi�c, and L. Butty�an

EPFL-ICA�

February 2000

Abstract

Terminodes are personal devices that provide functionality of both the terminals and

the nodes of the network. A network of terminodes is an autonomous, fully self-organized,

wireless network, independent of any infrastructure. It must be able to scale up to mil-

lions of units, without any �xed backbone or server. In this paper we present the main

challenges and discuss the main technical directions.

1 Introduction

The Terminode Project is a 10-year-long research program (2000-2010) [TN] that investigates
wide area, large, entirely wireless networks that we call mobile ad-hoc wide area networks. In
this project, we follow a radically distributed approach in which all networking functions are
embedded in the terminals themselves [Hub99]. Because they act as nodes and terminals at
the same time, we call these devices terminodes. A network of terminodes is an autonomous,
self-organized network, completely independent of any infrastructure or other equipment. A
previous paper presented the �rst technical options of terminodes [HLGH99].

Our vision of the Terminode Project can be illustrated by a scenario of a free, wireless
network covering a wide area. In this scenario, terminodes are small personal devices owned
by everyone in a given area (city, region or country). The set of terminodes constitutes a large
network where multi-hop wireless communications allow voice and data messaging among all
users. The whole network operates at unlicensed frequencies. It can be considered a free
amateur wide area wireless network. The terminode users can be human or equipment, de-
pending on the application. A terminode network can be of any size. In particular, in regions
of high-density population, the size could reach several million devices. In the following, we
summarize the main design points of the project.

The Spectrum is the Infrastructure: To eliminate the need for any additional device or net-
work equipment, all networking functions (typically performed in backbone routers/switches
and servers) are distributed in the terminodes. The only external resource needed by users is
the frequency bandwidth that is assumed to be allocated by regulation authorities. The fact
that routing/switching functions are performed in the terminodes dramatically changes the
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routing paradigm. A backbone of routers or switches typically looks like a tree, sometimes
augmented with few redundant links. In the terminodes approach, the backbone is identical
to the set of terminodes and looks more like a strongly connected graph with a very high level
of redundancy.

Scalability to Large Numbers: Scalability to a very large number of terminodes is central to
our research. In the Internet or Telecom networks, this issue is eÆciently addressed using cen-
tralized and/or hierarchically organized routers and servers. This approach is inappropriate
in our context.

Decentralization and Self-organization: Terminodes are designed to be self-organizing: any
number of terminodes that form a connected graph can constitute a network. Therefore, all
terminodes have a common, minimal set of functions that are necessary and suÆcient for the
network self-operation (peer-to-peer [Ver98]). Compared to current networks, the mechanisms
that include centralized storage or processing must be substituted with completely distributed
solutions. However, this does not imply that all terminodes are identical. A terminode can be
individually extended with large processing, storage or internetworking capabilities that could
be a bene�t for entire community of terminodes { under the condition that these extensions
are not necessary to run the network.

CB Business Model: The terminodes introduce an original business scenario in multime-
dia communication services. In today's networks, most multimedia communication services,
including those supported by the Internet, are seen by the end user as commercial services
that include a service contract and regular fees. In the scenario we consider, the paradigm is
radically di�erent: terminodes are goods that people purchase once and use forever, without
service contracts or per-use-basis fees. This is similar to the business model of citizen band,
amateur radio, and talkie-walkie systems.

2 Related Work

Research in mobile ad-hoc networks was initiated in DARPA Packet Radio projects [JT87].
The research on wireless networks has been mainly focused on cellular systems that are,
in principle, single-hop wireless systems. Within the framework of the multi-hop wireless
systems, research communities worked on projects that addressed mainly Medium Access
Control (MAC) and routing issues.

The MAC layer speci�ed in the IEEE 802.11 standard [802.11], or its variants, is typically
assumed in the existing ad-hoc network projects. The standard is based on the Carrier Sense
Multiple Access with Collision Avoidance (CSMA/CA) scheme that is extended with short
channel allocation and acknowledgment control messages. Apart from IEEE 802.11, there
have been many extensions to the basic CSMA/CA protocol, including MACA, MACAW,
FAMA, and CARMA. Their common objective is to resolve contention to a single-channel for
a limited number of transceivers.1 To probe further on these protocols, the reader is referred to
[GLAF99] and the references therein. The wireless LAN technology is already widely available
commercially. More recently, the Bluetooth standard has been de�ned [Blu99] as a low cost
pico-cell wireless technology suitable for purposes such as cable replacement. However, it is
still unclear how pro�table it can be for mobile ad-hoc networks. Nevertheless, none of these
protocols are targeted to deploy a wide-area mobile ad-hoc network such as the Terminodes
network.

1An exception is CARMA, which has been extended to a multi-channel setting.
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In the last few years, projects such as Monarch, Wins, etc., produced several routing
protocols, simulation tools, simulation analysis, and performed trials. Mobile ad-hoc networks
are becoming accepted as a valid commercial concept, which is con�rmed by the creation of
the MANET working group in IETF [MAN]. Past work has focused on small networks.
Based on the existing routing protocols, signi�cant e�ort is currently being made in order to
achieve scalability [ICP+99],[MZ99],[MBJJ99],[HP99]. Rather than following an evolutionary
approach, we decided to investigate a di�erent type of routing based on the physical location
of the destination. A similar idea is used in [KV98], [BCSW99], [BCS99], but we combine it
with new location and packet forwarding algorithms, designed speci�cally for networks with
several million nodes.

3 Basic Mechanisms

In this section we outline the fundamental mechanisms that we envision. The following
sections will address the mobility management, security and incentive to collaborate. Finally,
we will sketch some application scenarios.

3.1 Packet Switching and Burnt-In Addresses

We envision a terminode network based on packet switching. Although circuit switching is
an advantage for supporting voice (very small delay in relaying terminodes), the complexity
associated with establishing, maintaining, and releasing circuits, or any form of connection, is
at odds with the requirement that intermediate systems are user equipment, and may operate
quite irregularly. Thus, we use connection-less packet switching. Delay will be minimized by
supporting cut-through operations: routing information is placed at the beginning of the
packet header and forwarding starts as soon as valid routing information has been analyzed.

Terminodes must be identi�ed by some means of addressing. We need an address that a
terminode can use without con�guration; every terminode has a burnt-in 64 bit End-system
Unique Identi�er (EUI), as is planned today in the replacement of MAC addresses for any
communication equipment. Note that terminodes are able to work with the Internet protocol
(see below), however it is not a good idea to use IP addresses as the unique identi�ers because,
as long as IPv6 is not really deployed, there are not enough IPv4 addresses that could be
set-aside for the exclusive use of terminodes.

3.2 Radio System Architecture

The concept to design a wide-area radio network with no �xed infrastructure raises several
technical issues, which have not been of concern with the existing systems (e.g. cellular
systems and wireless LANs). In this section we discuss the radio system architecture, including
physical and MAC layers. Currently, the predominant radio access technology considered
for the third-generation cellular systems is Code Division Multiple Access (CDMA) [OP98],
[UMT97]. This is mainly due to an intrinsic exibility of CDMA systems in terms of the radio
resource planning. We envision the terminodes to use one, or several, non-operated frequency
bands to be allocated for that purpose.

How should the radio system be architectured for terminodes? This question is raised
bearing in mind that the system has to be decentralized and self-organizing, that it should
cover a wide-area, support a potentially enormous number of terminodes, with a high diversity
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of terminode density. Architecturing the radio technology is a part of our ongoing research
e�orts, and our current considerations are centered around CDMA. Below, we address some
of the technical issues involved.

We consider two tentative (global) radio system architectures that do not exclude other
potential approaches.

� Terminodes are self-organized into communities. A community would be de�ned as a
set of terminodes accessible by at least one of them in a single hop. This concept is
fairly similar to the existing systems (cells of the cellular systems or individual wireless
LANs). The basic distinction is that the communities are not assumed to be �xed to a
given geographical region, and there is no notion of a base-station. The radio resource
allocation could be done di�erently in intra- and inter-community communication. This
is also inline with the packet forwarding discussed in section 3.3.

� A terminode is not a member of any speci�c community. In this approach, there is in
fact no de�ned community. This concept is inspired by Shepard's paper [She96], which
proposes an architecture based on CDMA. The author conducts a feasibility study
to operate a dense packet radio network, where most of the radio resource allocation
is resolved through CDMA, and only a simultaneous transmission and reception of a
given station is alleviated through the MAC protocol. It is shown that the system is
feasible assuming that the minimum energy routes are used, where each station directly
communicates only with a few of its closest neighbors. However, it is demonstrated
that localization of the traÆc is necessary to avoid congestion, and this remains to be
resolved. The paper, also, does not cover the mobility and code assignment problem.
The latter may be needed to avoid the hidden-terminal problem [TK75], and can be
solved through either transmitter, receiver, or pair-wise oriented code assignment [Hu93].

Indeed, one could argue whether the former or latter concept should be favored, which
goes beyond the scope of the present paper. In general, common to all CDMA systems is the
necessity for the transmission power control to reduce interference and to achieve a certain
level of QoS (typically expressed in terms of a signal-to-interference ratio). Although, there is
substantial work on the power control, most of the results are derived for the cellular systems
setting. Hence, this is a potential direction of future work. Nevertheless, advanced concepts
have to be evaluated to a full extent in order to de�ne an architecture viable in the long-term
(e.g. multi-user detection, rate adaptation, adaptive antennas).

Another issue of interest for the Terminodes is reduction of the power consumption in
order to extend the battery longevity for battery supplied terminodes. There has been some
work on designing power-aware protocols. For a recent overview of this issue the reader is
referred to [WESW98].

3.3 Packet Forwarding

Since packet relaying is performed by terminodes themselves, the intermediate system func-
tions should be as simple as possible, as is the case, for example, with source routing bridges.
In a large, self-operated network, it may not be feasible to use routing protocols that distribute
in one way or another some knowledge about the topology of the network. In contrast, we
propose to use a combination of two types of packet forwarding, as described below. To this
end, every terminode has, in addition to its permanent EUI, a temporary, location-dependent
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address (LDA). The LDA is simply a triplet of geographic coordinates (longitude, latitude,
altitude), obtained for example by means of the geographic positioning system (GPS)2.

A terminode network can be presented, in a macroscopic way, as being composed of a
number of blocks populated by terminodes. Terminodes organize themselves in blocks and
each block can be seen as a group of terminodes that know how to communicate to each other.
We assume that the spatial distribution of terminodes in each block follows the process that
is known (e.g. Poisson or Markov Field). In addition, given the communication model inside
the block, traÆc patterns can be estimated through every block. Depending on the density of
terminodes, traÆc patterns in a block, and some additional information, we can characterize
transit capability of a block. Thus, the macroscopic presentation of a block is given by its
transit capability (capacity). Every terminode has a macroscopic view of all blocks and their
transit capabilities.

Routing in a highly dynamic network without a �xed infrastructure should be di�erent
from the traditional routing. Traditionally, the shortest path routing is applied in the global
Internet, which has a characteristic hierarchical topology. At the higher level is the backbone.
In this case, most of the packets in the network are routed via the backbone links. When the
traÆc demands are increased then the backbone links become saturated. Since the backbone
links are �xed, network management can easily respond to expansion of the network. In
this case it should be suÆcient to uniformly upgrade the backbone links in order to manage
increasing traÆc demands.

Within a network composed of terminodes, network topology is highly dynamic and un-
predictable (there is not a �xed backbone). In addition, it is not possible to increase the
capacity of links as a response to increasing traÆc demands. Therefore, dynamic routing is
performed with an objective to maximize the global utility, under the constraints imposed
by the transit capabilities of the blocks that constitute a terminode network. We de�ne the
global utility U(�) as the sum over the user utilities minus the cost imposed by the network
[Kel99]

U(x) =
X

s2S

Us(xs)�
X

b2B

Cb(fb); (1)

where x = (xs; s 2 S), and S, B are de�ned to be sets of the sources and blocks, re-
spectively. Source s 2 S is characterized by a utility function Us(�) that is assumed to be a
concave increasing in its transmission rate xs. For instance, one may consider sources to be
controlled by a TCP-like rate control algorithm, and de�ne Us(�) appropriately. Total cost
of the network, the right-most term in (1), is given by the sum of the costs of each block Cb.
The latter, Cb, is a function of the amount of traÆc fb that traverses the given block b.

Figure 1 shows an example of a terminode network. The constituting blocks of the network
are shown. The blocks colored in black are those that cannot be used for packet relaying (e.g.
obstacles or blocks without terminodes). This �gure also illustrates packet forwarding from
terminode S to terminode D. We distinguish packet forwarding inside a block and packet
forwarding among the blocks.

For intra-block packet forwarding, terminodes inside the same block know the path to
each other. In Figure 1, the intra-block packet forwarding is denoted with solid lines that

2Coding longitude and latitude with an accuracy of 10�4 grades gives a position accuracy of about 10
meters. With this accuracy, the total number of position triples is to the order of 1016, thus an LDA could be
coded with 48 bits, approximately.
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Figure 1: An example of a terminode network and its constituting blocks are shown. The
blocks colored in black are those that can not be used for relaying packets. The �gure also
illustrates intra- and inter-block packet forwarding from terminode S to terminode D.

represent connectivity among the terminodes inside the same block. Inside a block, one of
the MANET [MAN] routing protocol proposals could be used.

For inter-block packet forwarding we propose the packet forwarding heuristic in order to
optimize the global utility that is presented above. In this heuristic we use the knowledge of
the geographical position of the destination (LDA), and of the block in which the destina-
tion resides (geodesic packet forwarding). In Figure 1, the inter-block packet forwarding is
illustrated with dashed lines. The source may split its rate into several ows that are routed
through di�ering paths to the destination.

Looping packets are discarded by the beans mechanism described below (similar to the
TTL �eld in IP packets). Multicast packet forwarding in the Internet is already diÆcult
enough and, thus for terminodes will be studied later.

3.4 Terminodes and TCP/IP

We will request a reservation of a portion of the IPv6 addressing space for terminodes; the
IPv6 address of a terminode is then algorithmically mapped from its EUI. From an IPv6
viewpoint, the set of terminodes is one enormous subnetwork; IP sees the terminodes as
one huge physical network. Two terminodes typically use the TCP/IP protocol stack to
communicate. However, inside the network of terminodes, packet forwarding does not utilize
IP addresses (see above), just as bridges operate in a large bridged network. Host routes may
be con�gured in terminodes in order to force a packet that is destined to another terminode
to reach a gateway connected to the rest of the Internet. Solutions that work with IPv4 are
for further study.
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Figure 2: The VHR mobility management; (a) terminodes A and B are communicating
directly, (b) terminode A moves and uses the VHR protocol to publish its new position, (c)
if B does not directly keep track of A's movement, it uses the VHR protocol to retrieve the
new location of A, (d) �nally, B re-establishes communication with A.

4 Mobility Management

In a network of terminodes, two generally adopted solutions to manage mobile terminals
(ooding within MANET networks [MAN], and �xed server within GSM or Mobile IP) are
not adequate and a new approach has to be found for mobility management. This is because
the ooding operations have a dramatic e�ect in a very large network. In addition, no �xed
infrastructure or servers can be assumed in the Terminodes network for the reasons mentioned
above.

We have developed a new and original approach for mobility management that avoids
both ooding, and servers or directory services. It is called the Virtual Home Region (VHR)
approach.

4.1 Principle

A virtual home region is a set of terminodes located near to each other. The VHR is in charge
of keeping some of the information generated by a terminode. This terminode is called the
owner terminode (because it owns the information stored in the VHR). The VHR is de�ned
by a point in the space, C, and a radius R. The terminodes that belong to a VHR are
those located in the disk (C,R). Each terminode de�nes a single VHR that we refer to as
\its VHR"; the relation between a terminode and its VHR is de�ned by a well-known hash
function H. The function H operates on the EUI space and gives images in the LDA space:
H(EUI) = C with C being the center of the VHR of terminode EUI.

When the owner terminode A moves to a new location, it stores its new LDA coordinates
in its VHR, using a simple SNMP-like protocol3. If a terminode B is willing to send packets
to A, it sends a query to A's VHR and retrieves its LDA. The VHR associated to A is known
to B because H is known to all terminodes (see Figure 2).

To make this approach work, terminodes are provided with the capability of storing short
information, serving as temporary distributedmemory for other terminodes. This cooperation
is mandatory for a self-operating network.

3We also consider additional protocols for direct source-destination mobility tracking that are not discussed
in this work.
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The advantage of this approach is that it requires a reasonable amount of communication
to �nd a new position, in addition to the fact that no external devices or servers are neces-
sary. There are several technical issues that are being solved to implement this solution; in
particular the radius setting is discussed hereafter.

4.2 The Radius Setting

The VHR needs management procedures in order to ensure that it contains a suÆcient number
of terminodes. This number is appropriately chosen to ensure enough redundancy of the
stored information and at the same time to be small enough to minimize communications
inside the VHR. The expected VHR size is between 4 and 20 terminodes, mainly depending
on the packet loss probability. The radius has then to be dynamically set to reach this size.
Currently, two schemes are being evaluated to estimate the VHR size. In the �rst, the VHR is
managed in a centralized mode (by the owner); in the second, it is managed in a distributed
way (by the terminodes inside the VHR with self-organization functions). If the VHR is
managed by its owner, it is the responsibility of the owner itself to estimate, monitor and
manage the radius of its VHR. On the contrary, if the VHR is self-organized, this becomes a
task of the terminodes in the VHR. The radius is increased when the VHR size falls under its
minimum value and decreases when it exceeds its maximum value. A VHR Protocol is used
to store and retrieve location information from the VHR, as illustrated in Figure 2.

5 Security

Security in networks (including wireless ad-hoc networks) is concerned with con�dentiality
and integrity of information, as well as legitimate use and availability of services [For94]. In
military applications, con�dentiality is considered to be the most important security objective.
In civilian scenarios, however, availability has the greatest relevance for the user [SA99]. In
the Terminode network, availability has two aspects:

� Stimulation for co-operation. Since all services (e.g. packet forwarding, mobility man-
agement) are provided by the terminodes themselves, these services are available only if
the terminodes (or, more precisely, their users) are willing to provide them. On the other
hand, service provision is not in the direct interest of users, because it consumes energy
and, thus, reduces battery lifetime. Therefore, a stimulation mechanism is required that
encourages users to leave their terminodes switched on and let them provide services
to other terminodes. We discuss this issue further in Section 6, where we present an
approach to solve this problem.

� Defense against denial-of-service attacks. Stimulation for co-operation is not enough to
achieve availability, because services may be unavailable due to denial-of-service attacks,
such as interception of packets and destruction or modi�cation of control information
(e.g. information required for the geodesic packet forwarding mechanism). Denial-of-
service attacks are typically impossible to prevent. However, they can be made very
expensive by exploiting the inherent redundancy of the ad-hoc networks [ZH99]. For
instance, a packet can be sent to its destination via several disjoint routes, which makes
its interception considerably more expensive for the attacker.
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A fundamental tool to achieve network security objectives is cryptography. Cryptography
is indispensable to con�dentiality and to protection of the information integrity, and also used
in mechanisms that ensure legitimate use of services (e.g. in authentication protocols). The
challenge of using cryptography in the Terminode network is the management of cryptographic
keys.

Since terminodes are mobile, their interactions are spontaneous and unpredictable, which
makes public key cryptography more appropriate in this setting than conventional cryptogra-
phy. The most widely accepted solution for the public key management problem is based on
public key certi�cates that are issued by (o�-line) certi�cation authorities and distributed via
(on-line) key distribution servers. Unfortunately, the application of certi�cation authorities
and key distribution servers contradict the self-organized4 and self-operated features of the
Terminode network.

One approach for solving the key management problem may be based on the replacement
of the certi�cation authorities with communities of users (a PGP-like solution [Zim95]) and
the distribution of the key distribution server function among the terminodes (a VHR-like
solution). Another approach may be to adopt a system that implicitly guarantees the au-
thenticity of public keys, such as identity-based systems [Sha85] and those using implicitly
certi�ed keys [Gir91].

6 Incentive to collaborate

As we mentioned in Section 5, the Terminodes network relies on the co-operative behavior
of the terminodes (or, more precisely, their users). One possible approach to stimulate such
behavior is to introduce the concept of money and service charges. The natural idea is that
terminodes that used a service should be charged and terminodes that provided a service
should be remunerated.

We call the Terminode currency beans. Beans can be created by international treaty
organizations, and have no monetary value. We assume that the terminode hardware comes
with an initial stock of beans.

One of the main services that the terminodes should provide to each other is the packet
forwarding. We are investigating two approaches for rewarding the provision of this service.

� The Packet Purse Model. In this approach, the originator of the packet pays for the
packet forwarding service. The service charge is distributed among the forwarding
terminodes in the following way. When sending the packet, the originator loads it with
a number of beans. Each forwarding terminode acquires one or several beans (depending
on the direct connection, on which the packet is forwarded) from the packet and, thus,
increases the stock of its beans. If a packet does not have enough beans to be forwarded,
then it is discarded.

� The Free Trade of Packets Model. In this approach, the destination of the packet pays for
the packet forwarding service. Instead of loading the packet with beans, the originator
sells it to an intermediate terminode on the route to the destination for some beans.

4Note that in military networks self-organization is not required at this level. Indeed, these networks can
rely on a hierarchically organized system of certi�cation authorities, which are represented by headquarters at
di�erent levels. Self-organization of the network is required only in the battle�eld, which does not e�ect the
key management problem in such a radical way as it does in the Terminode network.
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The intermediary, then, tries to sell it to the next intermediary or to the destination
for more beans. This model works if we assume that the price of the packet increases
as the packet gets closer to its destination. This seems to be reasonable given that the
closer the destination is, the smaller the risk that the packet cannot be delivered is, and
thus the higher the demand for the packet is.

Cryptographic means to implement beans are under study, assuming that the terminodes
have some tamper resistant hardware that can be used for bean management. The basic
problems to be solved are related to bean forgery, protection of the packet purse integrity (in
the Packet Purse Model), and fair exchange of packets for beans (in the Free Trade of Packets
Model). The challenge is to �nd a trade-o� between the robustness of the solution and its
eÆciency; forwarding a single packet should not require complex cryptographic protocols and
heavy computational e�ort, because the cost of these may well exceed the value of the service.

7 Application Scenarios and Discussion

Increasingly often, replacing a technology can be more cost-e�ective than enhancing it. The
newer the technology, the richer are the potentials for new services.

Infrastructure-less mobile networks can be an appropriate solution in a number of situ-
ations. A �rst example is a natural disaster. An earthquake, a hurricane, or a ood can
severely damage the wired and wireless infrastructure of a region. At the same time, the need
to communicate increases dramatically in order to organize relief and assistance. Terminodes
can be a way to keep communications operational: even if some of them are lost or destroyed
in the disaster, the remaining ones will spontaneously organize themselves to support the
traÆc.

A second example is related to political instability. Too often, because of a high level of
corruption or because of guerilla activities, the communication network of a given region or
country does not have the appropriate level of dependability. Such a situation can signi�-
cantly hamper development and progress toward democracy. By empowering citizens with
the networking functions, the terminodes can be an eÆcient solution to this kind of problem.

Terminodes can also be used for a wide range of applications in situations less critical
than the ones described earlier. As mentioned in section 2, they can serve to support a kind
of "citizen band", by which people could avoid having to go through the infrastructure of a
given operator { due to cost or privacy concerns.

8 Conclusion

In this paper, we have stated the main objectives of our work and we have sketched the
solutions we are exploring. Currently we are working in the following directions. First, we
are re�ning the requirements, notably in terms of scalability, with prominent humanitarian
organizations. Second, we are checking the robustness of our solutions, notably by means
of simulations. Third, we are building analytical models for the most involved parts of the
design, such as the radio architecture and the packet forwarding principle.

The long-term goal is to design a device that will empower citizens with direct communi-
cation facilities.
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