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Implementation and Evaluation of Fast Packet Filters

YosHIYUKI YAMASHITAT! and MasaTo Tsurut?

Packet filters are essential for most areas of recent network technologies.
While high-end expensive routers and firewalls are implemented in hardware-
based, flexible and cost-effective ones are usually in software-based solutions
using general-purpose CPUs but have less performance. In order to solve this
performace problem, we apply code optimization techniques to packet filter im-
plementations, in particular the software pipelining techniques for a loop with
conditional branches, on Intel IA-64 Itanium 2 processor. The authors have
studied the method of applying the techniques to the packet monitoring tool
tcpdump and reported their high effects. Using the revised method, we can ob-
tain a software-pipelined packet filter implemetation which is four times faster
than a C compiler based one and two times faster than an optimized code with-
out software pipelining. The fastest filter program developed in this research
can execute at the maximum speed of Itanium 2 processor.
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00000000 tepdump® 000000000000 O0O00O0DOOOOOOpredicate
execution® O enhanced modulo scheduling Y 0pooDo0000D00DDooooon
000Oo00o0oooo'Y'?000000000000000000000000000
000000000000 00000000D0000000000
00000000000 0000D002000000000000000000000
0000000000000 0000000000300000000000000000
4000000000000000D0000000D000000000000000000
00050000000000000000000000000000000000000
000000600000000000000000O0O0O0

2. 00000 tepdump 00000

0000000000000 ' 0000000 tepdump 000000000000
0000000000000 o000000o0D1000000000000000000
0000000000000 0D000000000000000ooooDoooooooon
00o0ooooooooog
2.1 JOoOdoooo
JOodoObOoOoOooOoOOodo 2000000000
00001 0000000000000000000000000000*'0
00002 000000 oooooooooooooooog
Jo0200000 CO00O0DODOODODODODOOOODOOn
result = filter();
action(result);
OO0 filterO 00000 100action() 00000 200000000000
ooooooo boSOUOdUOOoUOOUOOOOOoODOOUUOUDOObOOoooODODOOOO
000000ooooooooooooooooooooooooo
O for(i = 0; i < n_packets; i++){
result[i] = filter(i);
action(result[i]);
O}

x1 000000000000000000000000000000O000O0O0O0O0OO0OO0O00O000O
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ip filter 1 reject X.X.X.0/24 * * * *

ip filter 2 pass * X.X.X.0/24 established * *

ip filter 3 pass X.X.X.X/29 X.X.X.X tcp * smtp

ip filter 4 pass X.X.X.0/24 X.X.X.X tcp * 5000-6000
ip filter 5 pass * * udp * domain

ip filter 6 pass X.X.X.X/29 X.X.X.X tcp * pop3

01 0J000o0doooooOooDOobOooOo xx.xXxXooooooooooooooooogo
Fig.1 An Example of a set of filter rules (an extract, replacing each of X.X.X.X with a concrete

address value in real rules).

000 npackets 0000000000000 0O0000DO0D0O0OOOO0O0 20000
000000000000 0000000
0 for(i = 0; i < n_packets; i++){ //000 1
result[i] = filter(i);
O}
0 for(i = 0; i < n_packets; i++){ //000 2
action(result[i]);
}
00D for 0000000 1000000D000D000D0O00DO0DOOOODOODO
0000000/000000000000000000000000000000000
0D000D00D0000D0000 for 000DDOOD 200000000000000
0000000000000 0000000000000D00000000000000
DOSOOOOO0O0DODODODODONOONONDOOONOND 20000000000000
000000000 DOSOO0DO0O0DONONO0DONDONONDONONDONDOONDoOno
000 1000000000000000000'WY 00000 10000000000
0000000000000000000 10000000000000000000Y
0000000 0O0DOoO0
0000000000000000000000000000000000000000
oDooooon
(1) 0000000000000 tepdump 0000000000000 O0O0O0O0
000 300000000000000"dst port 3000"0 000000000000
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gobboobooooooobooooboooboobooboboobobbooobobo
gboooooooooobooooobooboooooooboooooboboobUobo
goobogooooboon
22 0OO00OOOOOO
oooo™P ogooo000onoooo
2,21 OO0OOOOO
tcpdumpﬁ)[IDDDD[IDDDDDbprDDDDDDDDDDDDDDDDDDDD
goooooooboboboooooooboboboboooobobUoboboobooo
go0oo0d0oooO0oooooooooooob coooooooboooooobo coooo
gooooooobooooooobooboobobobobobobuoobooo
2.2.2 OJOOOOOOoOod
goododooooooboooobD 1000 boobboooooooooooooo
gooddoboboboodooooooboooodoooooooooooooooooog
gooooooooooooooooobbobob oo ooooboooooooa
goododooooobbooddoboodoooooboooooooooooog
goboobogooooboooooooboboobobobobobobooooooobo
223 OO00OOOODODOOOO
0000000000000 Y 00000000000000000 10000000
0000 10000=00 filterOQ UOOO0OO0OODOOOOODOOOODODOO
goobo1obobooooooooooooo
00D0000D0000000000000000000000000000O0oog®
0 Predicated Executiond 0 0 PEO O Enhanced Modulo Scheduling !0 0 0 EMSO O
gooobdobdobooobobo 200b0ob00o0ob10b0oboboooboobOobDOoo
godobooooooooOoooobooUoooDoU0UoboOoUOUDoOPEODOOOODOO
00oo0ooOOdoDEMSOOOODOOODOOOOOOODOOOODOO
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01 0o0o0o0'®ooooo

Table 1 The experimental results of the previous work 12)

oooo 0oo | 18.6/000
1 | tepdump D0 D0DOO 1.0 18.6
2 | 0000 CO0O00O0Ogec 000 5.7 3.3
3| 000 COOO000OOgecOO0O 5.6 3.3
4| D000 CO0O0000icc 00O 8.3 2.2
5| 000 COO00O0004icc 00O 11.3 1.6
6 | 000D0O00O0OOO0OO0OO0O 8.3 2.2
7 | PEDODDODOODOOODOOOOOD 18.6 1.0
8 | EMSO000000000000000 16.3 1.1

23 0OO0OO0OO0OOO
01000 12)00000000000000000 20000 500000000/0
0o cOopoOoO0O000 22100 CO00000000O0000000O0 gotoOOOoOQd
000000000 ifoooboo0o000oooooooooGNUCOOO0O0d geecld
000 2000000000000000000000000 CO0DO00 ice*0O0
gooooobooooooooooooooooboobooooooooboooooooooDoo
ooooog
ooooobDodtepdump OO0 OO O0ODOOOOOOOOOOOOODOODOODODOO
018.6/00000000PEDOODOODOODODDODDOODOOOOODOOUODOO
goboooobooobooooboboooboooooooboo
(1) PEODOOOOOOODOUOOOUDOOOUOOTOOOOOgecOOOOOOOOC
goboooo203b00ooo3ooonoooonn
(2) PEODOOUOOOOOOOOOOOOOOOiccOUOOOOOCOUDODDO4D
so0@moooooooooouooooooobobebbOOObOO 20000000
gobooobooodoooooooooooobobooooboooooooobooocOoooooon
goooobooboooooooooooooooooobooboboboOooooooOoobooooooDooboo
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0000000000000 000000000000000000000000000
00000000 DOo0oO0ooDoo

3.2 0O00DO0OOO0OOD
10001000000000000000000000D0O0000O0O

ip filter n type sip dip proto spt dpt
000000000 nOtyped sipl ...00000000000DODO
n.. 000000000 16bit00000000O00000000000000000

0000000000000000000
type ... UO0UO0OUO0O0O00O0OpassUU000OOONO reject000OO0ODOODOO
sip... 00 IPODOO0OO0ODOOOOOODOOO

x... 00000000

1 .2p.x3.24 ... O00000000 2;0 8bit00000000

1 .x0.x3.24/m ... 0000000000 mO 3200000000
dip... O0IPOO0O0OOsp 00000000000
proto ... 0000000000D0000O0O0O0000

x... 0DO0OoO0ODoOO

tep... tecpOOOOO0O
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udp ... udp00O0000
established ... tcp 000000000000 tep0000000D0000OOO0N
0tpO000000000000000 ackOOODO rst00000000

spt... 0000000 DOtep/udp 000000000 MOO0O00000OOO0

.. 00000O000Otep/udp00000000000000O0O000

p.. 000000O0O0016bit0000000M

pi-p2 ... 000000000O00p < po0

000 .. 0000000000000 00smptd wwwd domain 00 0
dpt.. 0000000 Otep/udp000000000@Mspt00000000000

4. 0O OO
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(1) 0DO0OODO0OUO0O0DO0OO0OO0ODOO0OD 2000000000D000000O0OO
goboooooooboooooboooobooooooo

(2) OD0OODOOOOOODOOOOOOOOOUOODOOOOODOOOOODODOOOO

(3) DOoOOoOUOOoOO0ODUOOODOODOOUOOOO

00 (1)0b000oo0obOO0oooUoooo0ooUOooOooOOOobDOoOoOoooooOoo

O000000000000D0000 lexOyaccOOODODOODOOOOD (2)0000

000000000021 0000 filter()0DO0O0OOOOO (3)00000DOODODOO

OU00U0O0UooOoUOoboU21 0000 action() DOOO0OODOOOO (2)00000

ooooooooO@3)oouoUooioUoUoUoooLoOooooooooooon

o0ooO0o0oooUooUoUoOoo (2)o0ooooUoUoD (3)oouoooooo

O0o00o0 (2)000o0ooooUoUoOoOoUOoUOUDOOO (2)b0oOooo

goboduobooooboooooooobooooooo

4.1 COO0OO0O0O00000O0

4.1.1 000 COO0OO00OO

00o00o0o0o0oUoOU0oUOo0oOO (2)0U0UD0O00 CcoULULOLOOOoOOO

gooooboooooooooooobooooooobOoboOoOoboOoDOOoOoOooOoDOboOooDbDo

ooboboooooooooobooooboooooobooboooooboboobo 20000000000

000 (HO((9U9YUUDUL0DDUDOUOU0DD0OULO0UDDO0OUDOUOO tepOODOOO
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for(int i = 0; i < DO00OO0DOOO; i+HA{
IP = [DOOOOOOOO IPOOODO] & 00000000 sip0d pitdO0O];

if(IP == [i00000000 sip)){ //(1)
Ip= [0D000DO00O0O IPODO0] ¢ 00000000 dip0 bit0O007;
if(IP == [A00000000 dipl){ //(2)
if([i0 0000000 proto] == tep){ //(3)
if([00000000000000] >= [i00000000 spt00001<{ //(4)
if([00000000000000] <= 00000000 spt00001< //(5)
if([00000000000000] >= [i00000000d4dpt00001){ //(6)
if([00000000000000] <= [i00000000dpet00001)¢ //(7)

FLAGS = [0 000000 tecp00O00D0O0OOO] &
[i00000000 tcp00000000O00 pit0O0O];
if (FLAGS == [i00000000 tep000000ODOODNA //(8)
return [1 00000000 typel; //0000000000O0O0O!

} else if([i00000000 proto] == *){ //(9)
return [1 00000000 typel; //00000000COOO!
}

02 0D00000000O000O000O000O0 cooooo
Fig.2 A naive C program that defines the core part of the packet filter.

gboobogbogobdlOproto=tcpor proto=x0000000000000000O00O0O
ooobobuwdpbOOO0OCOOO0OOODOOOZ2000000D0O0000O0DOOOODODOD
goooobooooOoooboogooUobDOoUoD 10O00obOOoUobDOoOoboOobobUDo
gooooo0oooooobooUobOogbooUboOooboUdbD10boobooUoD10DOo
gobooooobooi10o0o00oo01100o0o0goooobooOooo
00000000000 CO0ooOoOo GNUOOOOO gecOver. 296000000
00000 iecOver. 9.100000000000DO0 COODDODOOOODOOOODDOO
Jo0oooooooo0goooooodoooboooOo0oOoOogooocCcogoooooo
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ooooooooooIlpooooooooooooobo400000000000000
gboboboooboobooooobooboOoboobOooooooobOoooboOobOoOooOoDo
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4.2 O00O0OO0OO0OOOOOOO

4.2.1 OO00OO0OCOOOOOOCOOODOO
ggooooooooooooboooooooobobooOobooooooobooocooooooDooboo
0ooooooooooooo IpooooOoOO IPOODOOOOCOOOOOOOOO
gobooooOooooooooooobOoobO0ooobOOo0ooO0ooDOOo 200000000
goooooooooooooooooOoOoOoboooooooooooooDO coOoo
goooobooooooooobooooooooooooooooooboDbooboOoDOo
gobooooooooooooooonn gechiccOO0ODOOOOOODODOOOODOOO
gobooooobooooboooobooooobboooooooboDoDOoOoDOobOo
222000000000000000000O0000DO0OODOOODOOOODDOOO
gobooooboooboooboooobbooono

obo0100tanium 2000000000000 000000CO0O0O0O0OLtepOODO
UO0000OLaccept DO OOOOOOOOOOOODOOOOOODOOOOOOO0OQOOLexit
goooobooboooooootboooooboOoboOooooOobCOoObobobobOoooobooOooDnn
coO0O000ooboO0OO00latencyDODOOO0OOO0O0OOODOOOOOOOOOOOOODOOOO
gobodoboooobodoooooboooboo empd00OO0OOOO 2000000
0if0d000000000O0O0O0O000O0b00OY//(L,(2"00200 if00000
100 empOO00OO0OO0OOOOOOOOOY//W,G)O"//(6), (M "000000O0

x1 00 IPO00O0ODOOOOOOO IPOOOOOOOOD 1200000000000000000 MacOO
014 000000000000000CO

%2 64bit 00000000 800000D00ODOOOODOOOO0ODOOODOOOOOOOODOOOOODODO
ooo
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L1:

L2:

L3:

Ltop:

1d8 r31 = [r105],8
1d8 r30 = [r104],8
1d1 r29 = [r103],1
148 r28 = [r102],8
1d8 r27 = [r99],8
1d1 r24 = [r98],1
1d2 r23 = [r97],2

and r31 = r31, ri09

pcmpd.gt r28 = r28,r108
cmp.eq p6, p7 = r30,r31
(p6)br.cond.dptk L1
br.ctop.dptk Ltop

br Lexit

pemp4.gt r27 = r108,r27
cmpé4.eq p6, p7 = 6,r29
(p6) br.cond.dptk L2

cmp4.eq p6, p7 = 0,r29
(p6)br.cond.dptk Laccept
br.ctop.dptk Ltop

br Lexit

cmp.eq p6,p7 = r28,r0
(p6)br.cond.dptk L3
br.ctop.dptk Ltop

br Lexit

and r22 = r24, ri06
cmp.eq p6, p7 = r27,r0
(p6)br.cond.dptk L4
br.ctop.dptk Ltop

br Lexit

r YAP LIV b7 274 754 fba—F BN

//(1),(2)

//(3)

//(9)

//(4),(5)

//(6),(7)

No. 1 1-11 (June 2008)

Y
L4:
cmp4.eq p6, p7 = r24,r22 //(8)
(p6)br.cond.dptk Laccept
br.ctop.dptk Ltop
br Lexit
Laccept:
st4 [r110] = r23
Lexit:

J

000 pempd.gt04 00000000000 20000000000000000000
ooooo v, 00000000000000000000000O0Itanium20000
gbobO0oebObOO0OO0ODOOOOODOOOOOODOOODOOODOOOOOOODOOODO
gobooooboooooooboooon

4.2.2 O0000OO0OOO0OOOOOOO
gobobooooooobobooooooooooboooobooooooobooooboooobooo
goboob2230000000000000000DOO0OOO0OODOOOOO
pEOOOOOOOOOOOOOOOODOOOOODODODODOOODODOOOODOOOO
1ggooooogooobooooboooboobooouooD 20000000 2000000
O0Laccept DO OODOO0ODOODOOOODOODOOOOODOODOODOOOODOO
gooooboooooooobooooooooooooooooooboboDbobobooDo
gobobooboooooooobOoooobooboolooooobooOo sgooooooboooooDooo
dboooobobooodoooboooooobOoOoOdn register rotationd 000000
gobodooo 200000 20000000000000C0 30010000000
0000000000 00O0DOoo*0000000D0Dooooooooooooog
oobooobooobooooooobooooon
EMSOOOOOOOOOOOOOOOOOOOPEOOOOOOOOOOODOOOOO
0000000000000 00000*00000000000000000ooooog

x1 0000000000000000000000000O000000000O00000O00O00O0O000000
oooo0ooooooooooo

x2000000000000000D00000000D0D00O000000DD/00000D000000000OD0
000000000000 register rotation 000000000 O0O0OOO
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Ltop:
1d8 r31 = [r105],8
1d8 r30 = [r104],8
1d1 r29 = [r103],1
1d8 r28 = [r102],8
1d8 r27 = [r99],8
1d1 r24 = [r98],1
142 r23 = [r97],2

and r31 = r31, r109
pcmpé.gt r28 = r28,r108

pcmpéd.gt r27 = r108,r27

cmp.eq p6, p7 = r30,r31 //(1),(2)
(p6) cmp4.eq.unc p6,p7 = 6,r29 //(3)
(p7)cmp4.eq.unc p8,p9 = 0,r29 1/(9)

(p6)cmp.eq.unc p6,p7 = r28,r0 //(4),(5)

and r22 = r24, ri106
(p6)cmp.eq.unc p6,p7 = r27,r0 //(6),(7)
(p6) cmp4.eq.unc p6,p7 = r24,r22 //(8)
(p6)br.cond.dptk Laccept
(p8)br.cond.dptk Laccept
br.ctop.dptk Ltop
br Lexit

Laccept:
st4 [r110] = r23

\\,LGXit: )

gooobooooooooooobooboooboooooooboooooobooooooooo
goooooooooooooobooooobooooobooboooobooooooDoooOoo
000o0o00oo0oo0oooo0ooooooooooO EMSOOOOD 1000000
gooooboooooooooooboooooooooooooooobbooooooDoboo
gooobooooobooooooobooooboooobooooboobooobooDo

000000000 00o0O0ooDOoooOooOog Vol No.o1l o 1-11 (June 2008)

YA} 3:PE 4754 Aba—F
/-) k V7 b7 27RA T 54 vk F——\

Ltop:
(p16)1d8 r32 = [r108],8
(p21)pcmpéd.gt r35 = r110,r35
(p23)pcmpd.gt r37 = r37,ri10
(p18)1d2 r39 = [r102],2
(p22)cmp.eq.unc p20,p0 = r36,r0
(p24)cmp.eq p60,p0 = 0,r33

(p16)1d8 r33 = [r107],8
(p16)1d8 r36 = [r105],8
(p16)cmp.ne p59,p0 = r0,r0
(p16)and r32 = r32,r1il
(p20)and r43 = r38,r109

(p16)cmp.eq.unc p22,p0 = r33,r32
(p20)cmp.eq p62,p0 = r38,rd3
(p16)1d1 r32 = [r106],1

(p16)1d8 r33 = [r104],8
(p23)cmp.eq.unc p20,p0 = r37,r0
(p22)cmp.eq.unc p22,p23 = 6,r32
(p18)1d1 r37 = [r103],1
(p62)br.cond.dptk Laccept
br.ctop.dptk Ltop
br Lexit

Laccept:
st4 [r110] = r23

Lexit:

J/

00000ooO0O0o0o0oooO00o00o0Uoo EMSOOOOOODOEMSOOOOO

goboooooooooooobooooouob10bb00bboo400000b00O0ODO

ooooooobooboboboooboboooOoo400000O0O0O0O0O0O0ODODODO
PE/EMSDDDDDDDDDDDDDDDDDDDDDDDDDDH)DDDDDDDDD

5. D0OO0OO0On

goooooooooooooooobooobooooboOoooooobooboooooDoooDon
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Lxxxx_txxx_ttxx_tttx:

1d8 r32 = [r108],8

1d1 r38 = [r103],1

cmp.eq.unc p6,p7 = 6,r35

(p7)br.cond.dptk Lxxxx_tfxx_ttxx_tttx
Lxxxx_ttxx_ttxx_tttx:

cmp.eq.unc p6,p7 = r37,r0

(p7)br.cond.dptk Lxxxx_ttxx_ttxx_tttf
Lxxxx_ttxx_ttxx_tttt:

148 r37 = [r107],8

pcmpé4.gt r33 = r33,r110

cmp.ne p59,p0 = r0,r0

and r32 = r32,riil

cmp.eq.unc p6,p7 = r34,r0

(p7)br.cond.dptk Lxxxx_ttxx_ttfx_tttt

... BRD 746 TR
LEfXxx_XXXX_XXXX_XXXX:

1d8 r32 = [r105],8

1d8 r35 [r104],8

(p62)br.cond.dptk Laccept

br.ctop.dptk LxxxxX_XXXX_XXXX_XXXX

br Lexit
35
Laccept:

std [r112] = r40
Lexit:

- J

gobooooooobooooboooobooo
5.1 ODO00OOOoOoooooooboocoooa
000000 NO0O000000000000000000000000000000
OoooOObO k000k0OO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0COCOOODOODODO ¢
goboooooooboooooooo
t="To+ kTp
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goobobo ToooooOOOOOoOooooOoboOoooobobObooooobobObooooDoboo
ocooooooooo TpOoooOOOOO 10000000000 O00OCOODODOODOO
goooboobooooobooboooooobooooooboOooooooobooboOoooooo
goboooobooooooo

t=To+ NTp

oooooooO0b0O0 k00000000000 00obob0 ppObOO0ObOOOOOOO0
ooboooobooooouopoOOoboOoOooDOOO 1fzg:1kaDDDDDDDDD
loboooooooooooobooooooooooobooooboobooooboooo

N
T= Zpk(TO + kTp) + po(To + NTp)
k=1
=To +aTp (1)

000 a=Y,  kpe+Npo OODDOOOD (1)000000000000000000
0000000000000 300000000000
0000000000000000000000000000000000000000
000000000000 00000000000 100000000000 70000
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Table 2 Implementations of the packet filter and their execution times.
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