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1Abstract— The current research aims to gain insight on user 

competence in detecting security threats in the context of online 

social networks (OSNs) and investigates the multidimensional 

space that determines this user competence level. The role of user 

competence and its dimensions in facilitating the detection of 

online threats is still a controversial topic in the information 

security field. The dimensions used to measure the concept are 

self-efficacy, security awareness, privacy awareness, and 

cybercrime experience. The scales used to measure those factors 

can determine the level of user competence in evaluating risks 

associated with social network usage. The measurement scales 

employed here have been validated using an item-categorization 

approach that, to our knowledge, has never before been used in 

information security research. The result of this study provides 

evidence for the suitability and validity of the user competence 

dimensions and associated measurement scales.  

Keywords—Information Security, Privacy Awareness, Security 

Awareness, Social Network, User Competence. 

I. INTRODUCTION 

User competence has been considered an essential 

determinant of end-user capability to accomplish tasks in many 

different fields. In the realm of information systems, user-

competence can be defined as the individual’s knowledge of the 
intended technology and ability to use it effectively [1]. Little 

research has identified or focused upon this concept or its 

dimensions in the information security field, despite the fact 

that research repeatedly reports users as the weakest link in 

security. Measuring the user competence level would contribute 

to our understanding of the reasons behind user weakness in 

detecting online security or privacy threats. 

 Moreover, determining the user competence level has many 

practical benefits to individuals and more importantly to 

organisations. For example, organisations often conduct 

information security training programs without differentiating 

employees in terms of their knowledge or skills.  Such 

differentiation could make training programs more specialised 

and meaningful if designed to meet the needs of particular 

groups of employees. Otherwise, the result is likely to be 

generic programs with lesser effect [2]. Identifying the 

dimensions that reflect user competence would simplify the 

task of classifying users based on their competence and may 

facilitate the design of tailored training sessions. The research 

here described investigates the user competence dimensions in 

relation to detecting online threats in the context of social 

networks (SN). The main contribution of this study is to 

propose measurement scales that can be used to model the user 

 
 

competence construct.  This is combined with an approach to 

validating those measurements, with a view to use in future 

empirical studies.  

The rest of this paper is organized as follows. The following 

section briefly reviews related literature and presents the 

conceptual basis for the user competence dimensions. Section 

III describes the approach and technique used to assess the 

measurement scales and the data collection procedure. The 

results of the analysis are discussed together with the findings 

in Section IV. Finally, a summary and our conclusions are 

presented in Section V. 

II. LITERATURE REVIEW 

A. User competence 

User competence is a critical construct in previous 

information system research which has been widely examined 

either as a single-dimension or multi-dimensional construct. 

However, end-user competence cannot be based upon one type 

of skill or knowledge. Accordingly, Marcolin and colleagues 

[3] have investigated various user competence dimensions and 

their relation to the knowledge domain. Those dimensions can 

range between skills-oriented, which is related to the individual 

performance in a specific task, cognitive-oriented, which is 

related to knowledge about a specific task, to affective-oriented, 

which is related to the individual’s attitude toward the specific 

task including self-efficacy [4]. Marcolin and colleagues’ [3] 

have concluded that user competence is a multidimensional 

construct and its dimensions are determined by the research 

domain.  

Existing information system research has widely discussed 

the importance of examining user competence toward 

increasing user satisfaction and the usage effectiveness of 

various technologies [5]. However, little research has 

investigated its importance in an information security setting. 

Therefore, based on the user competence conceptualization that 

has been suggested by previous research [3], the present study 

proposes examining user competence based on four dimensions 

which are: self-efficacy (affective-oriented), past experience 

(cognitive-oriented), privacy and security awareness (skills-

oriented). These four dimensions, as shown in Figure 1, can 

fully conceptualize user competence regarding online risk such 

as social engineering attacks. For example, if the social network 

user is aware of the SN privacy issues and the benefits of 

adjusting privacy settings such as restricting access to their 

profile, the user would be more competent in avoiding social 

engineering threats. In the following subsections, the 
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dimensions of user competence are described in detail with the 

measurements that would formulate user competence level. 

 
FIGURE 1.  Dimensions of the user competence in detecting security threats 

in OSNs 

1)  Self-efficacy  

Self-efficacy can be defined by the individual’s confidence 
in their ability to protect themselves from SN online threats. 

Previous research has indicated that self-efficacy can contribute 

to explaining users’ risky behaviour online, as a high level of 

self-efficacy is more likely to prevent the individual from 

engaging in risky behaviour online [6]. In our study, the self-

efficacy scale is adopted from Milne and colleagues study [6], 

with some modification to fit the present study context. 

2) Privacy awareness 

Privacy awareness can be defined as the individual’s 
awareness of actions and behaviour required to protect their 

personal information in online social networks. Items used to 

measure the privacy awareness are created based on similar 

online privacy scale used by Bartsch and Dienlin [7]. The 

previous study does not include a direct scale that measures user 

privacy awareness. Rather, it focused mainly on online privacy 

literacy and investigates the factors that affect it or are affected 

by it. Online privacy literacy is a general and complex concept 

that aims to gauge people’s knowledge from many dimensions 
such as laws and legal aspects of data protection, and the 

technical aspects of online privacy and data protection [8]. The 

evaluation of peoples’ privacy knowledge does not always 

reflect in their online behaviour. It is important to measure user 

awareness based on an assessment of online behaviour. 

Consequently, the items used in the present study aim to 

measure the individual’s awareness of privacy safe practises in 

social network. 

3) Security awareness 

Security awareness can be defined as the individual’s 
awareness of actions and behaviour to protect themselves from 

online social network security threats. The information security 

literature lacks a validated and accepted measure or technique 

that can assess individual security awareness in the context of 

social networks. Organization practitioners always rely on a 

variety of techniques to measure their users’ security 
awareness, such as counting the number of reported calls to the 

Helpdesk or measuring the number of accesses to unauthorized 

websites from their network [9]. However, while such 

techniques might work for limited and closed environment, they 

could not measure the users’ security awareness for other 

contexts such as the Internet or social networks. For Internet 

users, there are other proposed techniques in the literature such 

as measuring the complexity of the used password [10] or the 

amount and type of shared sensitive information in SN such as 

real name, workplace, and address [11]. However, the most 

common technique used by researchers is gauging the users’ 
security knowledge by their familiarity with the definitions of 

computer security terms such as phishing, virus, and malware 

[12]. 

Notably, there is no specific scale in the literature to measure 

users’ security awareness in the social network context. This 

makes it important to generate a scale to measure social 

network-specific information security awareness. The present 

study has built a scale based on literature recommendations to 

SN users in order to increase their awareness of the security 

risks associated with social media usage. 

Users’ knowledge and behaviour can be reflections of their 

awareness. If the user practices safe behaviour in SN this can 

be an indication of high security awareness. Thus, the present 

study created a scale to measure user awareness based on the 

amount of user knowledge about security safe practice. 

Thereby, a high number of security good practices indicates a 

high level of user security awareness. Security awareness scale 

items have been taken partially from recommendations and 

guidelines in information security training programs [13] 

supported by a scale created to measure secure behaviour in 

SNs [14]. 

4) Cybercrime experience 

Cybercrime experience can be determined by knowing if the 

individual has previously faced or fallen victim to any kind of 

social engineering attacks such as identity theft, phishing, etc. 

The scale used to measure this factor has been adopted from 

Rainer and Moore [15]. However, the fourth item in the latter 

study, which was “Not being able to access online services”, 

has been found to be not significant and removed from the 

analysis. Therefore, it has also been removed from the present 

study and replaced by cyber-harassment, which is one of the 

most common social network attack that has been used and 

found significant in social network studies [16]. 

III. METHODOLOGY 

A. Content Validity 

Content validity can be defined as the extent the 

measurement used in the test, which can be either questions, 

tasks, or items, can precisely reflect the constructs that the test 

aims to measure [17, pp.121]. Content validity is an important 

issue to be assessed before conducting the original test, in order 

to guarantee that the selected measurement items fully represent 

the constructs. Failing to confirm this validity, may lead to 

serious problems, especially with formative constructs [18]. 
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A review study has found that reliability tests are more 

commonly adopted in empirical studies, while validity tests 

have not received much attention from researchers for a long 

time [19]. However, content validity must be considered when 

the measurements used in a test are developed or adapted [20]. 

Even when choosing specific adopted items among others, it is 

essential to validate whether those selected items adequately 

represent the sample of other potential items to measure the 

construct [17, pp.121]. This helps to make sure that the study 

findings are accurate and may avoid misleading interpretation 

of the results. 

The current study involves measuring a multidimensional 

construct and most dimension scales used were adopted from 

previous studies with some adapted and developed scales. Yet, 

the adopted scales have been developed in different fields than 

the current study field, which required the addition of some 

items and change to some of the descriptors in order to fit the 

present context. This emphasized the importance of conducting 

a content validation test not only for the adapted scales but also, 

for the adopted ones. 

Several content validation methods have been proposed in 

the research methods literature such as Anderson and Gerbing’s 

(1991) sorting method [21], Hinkin and Tracey’s (1999) rating 

method that has been illustrated by Yao and colleagues [20], 

and Schriesheim and Hinkin’s item-categorization method [22]. 

Hinkin and Tracey’s (1999) rating method has been 

recommended [23] as it depends on participant’s rating of each 
item in relation to every construct under study using a Likert 

scale from 1 (not at all relevant) to 5 (completely relevant). Yet, 

this method has some limitations. One limitations is the need 

for a large number of participants if the resulting ratings will be 

analyzed using one-way between-subjects ANOVA that can 

only be used if each item-construct rating is done by a different 

assessor [23]. In addition, the rating method asks participants to 

rate to what extent every item is related to each construct, which 

overburdens the participants by increasing the rating attempts 

[24]. 

Similarly, the sorting method proposed by Anderson and 

Gerbing (1991) [21] has some limitations that have been 

described by Howard and Melloy (2016) [25]. The substantive 

validity coefficient, Csv index that is used in the sorting method 

to validate the item is not accurate enough and might lead to 

wrong conclusions [25]. Moreover, the sorting method forces 

participants to assign each item to only one relevant construct 

while the multidimensional nature of our construct makes it 

difficult sometimes to assign an item to only one dimension (as 

some items might fit two dimensions with different degrees of 

relevance). 

In our study, we followed Schriesheim and Hinkin’s 

approach [22]. This item-categorization approach has been used 

widely in the management and communication fields and found 

to be efficient with multidimensional constructs despite the 

number of items [26]. Moreover, as the current study focuses 

on expert assessment, which reflects a small number of 

assessors, the item-categorization approach is considered 

suitable as it can provide stable validity with small samples of 

participants [26].  

B. Schriesheim and Hinkin approach 

This approach involves sorting and assigning each item to 

between one and three constructs depending upon the expert’s 

judgment. If the expert thinks the item represents one construct, 

the expert can assign or tick” √” the intended construct. 
Otherwise, if the expert thinks the item can indicate more than 

one construct, the expert will be asked to rank-order the 

constructs in which the item measures from the highest 

relevance to the lowest relevance from 1 to 3. After collecting 

the data, the answers are coded as follows: 

 Any tick “√” or “1” answer will be weighted as 3 

 Any “2” answer will be weighted as 2 

 Any “3” answer will be weighted as 1 

Following the recommendations of previous research (e.g.  

[22], [26]), we only retained items where the percentage of the 

points assigned by the experts to the intended construct 

exceeded 60%. 

C. Procedure 

Participants have been asked to complete a short survey, 

which consisted of three parts. The first part asking about some 

demographic factors such as age, gender, and field of expertise. 

The second part includes the validation matrix. Participants 

have been asked to judge and align each item in the matrix with 

its relevant constructs. Items have been listed in the table 

randomly to control response bias caused by the impact of item 

order. In the third part, participants have been asked to list the 

numbers of any statements that they found unclear and to write 

down any concept or term that they read in the statements that 

they think needs more clarification. 

D. Sample 

Schriesheim and colleagues [27] have argued that the 

appropriate number of samples to conduct content assessment 

need not be large as the aim of this assessment is to judge 

theoretically the suitability of the items to measure a particular 

set of constructs rather than trying to empirically generalize the 

relationship results. Therefore, according to Schriesheim and 

colleagues [27], graduate students are considered competent 

assessors of the content validity tests as their high intellectual 

ability should make them able to perceive the constructs’ 
definitions and correctly interpret the pool of items. Thus, the 

selected participants are PhD students in Computer Science 

from two universities in the UK. Almost 60% of the participants 

are specialized in the information security field while the rest 

are specialized in different disciplines, such as cloud 

computing, digital health, and information sciences. 17 

responses have been collected in which 12 of are female and 

ages range from 25 to 44 years old.    



 

 

 

IV. RESULTS AND DISCUSSION 

Table 1 contains the items for the four constructs and shows 

the results of content validity for each item. Among the 20 

items, there were 4 items (item 7, item 10, item 11, and item 16) 

with insufficient content validity, as each of these had a 

percentage of the total points below the 60% threshold. 

The self-efficacy and the cybercrime experience items were 

all scored highly by the participants and no items needed to be 

changed or removed from their scales. Items 17, 18,  and 19 of 

the cybercrime experience scale have been adopted from an 

earlier study [15] and their validity is also supported by the 

result of the current study, as these items received high validity 

scores of 81.82%, 63.16%, and 81.82% respectively. One new 

item (item 20) added by the current study to the past experience 

with cybercrime scale has been given a relatively low score 

(60.38%). 

The privacy awareness items are generally accepted by the 

participants as they fulfilled the required retention criterion to 

be included in the scale. In contrast, item 7 failed to exceed the 

retention cut point as its score was quite low (42.37%). 

Therefore, this item must be removed from the privacy 

awareness scale. 

Likewise, the consensus among participants regarding item 

10, item 11, and item 16 was relatively obvious as their low 

percentages proved that they could not represent security 

awareness. Therefore, these three items must be removed from 

the security awareness scale. It is also worth noting that item 11 

(the individual usually reports any malicious accounts to SN 

provider) was nearly transferred to represent self-efficacy as 

45.61% of the total points assigned by participants to this item 

were in the self-efficacy dimension which was higher than the 

points assigned to its intended dimension, security awareness, 

which was only 31.58%. However, this item can’t be 

transferred as it still did not reach the recommended threshold 

(60%) to be adequate to represent self-efficacy. 

TABLE 1.  CONTENT VALIDITY RESULT 

  
The percentage of the total 

points 

Items SE PA SA EC 

Self-efficacy (SE): The individual’s confidence in their ability to 
protect themselves from SN online threats. 

1. The individual is confident that 

they can avoid any hazards while 

using Facebook. 72.13 8.20 14.75 0.00 

2. The individual is skilled at 

avoiding dangers while using 

Facebook. 64.71 14.71 14.71 0.00 

3. The individual has the 

knowledge and the ability to 

secure their Facebook account by 

adjusting the account settings. 71.43 6.35 15.87 3.17 

4. The individual has the ability to 

protect themselves from any 

online threats while using 

Facebook. 66.67 13.64 9.09 6.06 

Privacy Awareness (PA): The individual’s awareness of actions 
and behaviour required to protect their personal information in 

OSNs. 

5. The individual reviewed the SN 

privacy policy and they know 

how to configure it.   20.69 60.34 15.52 0.00 

6. The individual restricts access 

to their account by adjusting the 

privacy setting.   16.67 73.33 10.00 0.00 

7. On Facebook, the individual 

does not feel safe regarding 

their personal data, who can 

contact them, and the exchange 

of thoughts and feelings. 0.00 42.37 23.73 5.08 

8. The individual does not share 

personal information in SN such 

as birthdate, phone number, 

workplace or address. 10.77 70.77 10.77 0.00 

9. The individual does not share 

their current or future location 

in SN, for example, images for 

their current vacation, or plans 

for future vacation.  11.11 62.50 25.00 0.00 

Security Awareness (SA): The individual’s awareness of actions 
and behaviour to protect themselves from OSN security threats. 

10. The individual does not use 

third party apps (apps that offer 

new features that are not 

available in the official version) 

to access their social networks 

accounts. 14.04 19.30 52.63 0.00 

11. The individual usually reports 

any malicious accounts to SN 

provider. 45.61 12.28 31.58 0.00 

12. The individual uses password 

for their SN account different 

from the passwords they use to 

access other sites 23.73 0.00 76.27 0.00 

13. The individual uses a specific 

new email for their SN account 

different from their personal or 

work email. 19.67 0.00 63.93 0.00 

14. The individual updates their 

password on a regular basis 16.92 7.69 75.38 0.00 

15. The individual always reads and 

pays attention to the security 

warning messages on Facebook. 6.56 9.84 72.13 0.00 

16. The individual does not use 

similar user names for different 

social media accounts. 9.84 18.03 52.46 0.00 

Experience with Cybercrime (EC): Has the individual previously 

faced or fallen victim for any kind of social engineering attacks 

such as identity theft, phishing...etc. 

17. Has the individual ever 

experienced somebody stealing 

their personal data and 

impersonating them, e.g. 

shopping under their name, 

open SN account in their name. 7.27 0.00 10.91 81.82 

18. Has the individual ever 

experienced online fraud where 

goods purchased were not 

delivered, counterfeit or not as 

advertised 8.77 0.00 19.30 63.16 

19. Has the individual ever received 

emails fraudulently asking for 

money or personal details 

(including banking or payment 

information). 7.27 10.91 0.00 81.82 

20. Has the individual ever received 

harassing messages, 

inappropriate comments, or 

other persistent behaviours that 

endanger their safety? 0.00 11.32 0.00 60.38 

 



 

 

 

In the qualitative comments, some participants mentioned 

that they had difficulty to distinguish between the items for 

security and privacy awareness. Others also mentioned that 

self-efficacy, security and privacy awareness items can be 

overlapping as they are very similar to each other. This was 

clearly seen in the results from Table 1 that for most items, 

participants have assigned them to those three constructs: self-

efficacy, security awareness, and privacy awareness with 

different relevance. This can remarkably reflect our proposed 

idea that those items are dimensions that measure the same 

concept which is user competence. 

Regarding the wording of the items, most of the participants 

found the items to be clear but two participants indicated one 

item in the privacy awareness which is “I reviewed Facebook 

privacy policy and I know how to configure it” to be not clear 

enough. One of them mentioned precisely that the word 

“configure” is ambiguous here and should be replaced by a 

more specific word. Therefore, we replaced it with “manage” 
to remove the ambiguity. 

V.   CONCLUSION 

Cyber-attacks are continuously evolving to catch a huge 

number of potential victims by using advanced and 

sophisticated deceiving tactics. Traditional defensive 

techniques are no longer effective to protect against these 

enduring threats. Human-related strategies and techniques 

could provide new preventive solutions in cyber threats 

research. From this perspective, the proposed measurement test 

allows determining the competence level of social networks 

users in detecting cyberattacks and could provide new solutions 

that rely on monitoring human activities. For example, 

enriching security alerts by integrating network intelligence and 

human behaviour. This competence measurement could also 

help in classifying social networks users into different 

categories to enhance the benefit of needs-focused training or 

education sessions. 

The objective of the present paper was to detail the validation 

of the measurement scales for user competence dimensions by 

using the item-categorization approach, with a view to using 

those scales and testing them in the future by conducting an 

empirical study. The result shows that most of the scales’ items 
were significant, with some items being removed due to the 

controversial opinion of the participants. The result has given 

evidence that the Schriesheim and Hinkin content validity 

approach is suitable as a method to validate the constructs 

measurement in information security research.  

One limitation of this study is the relatively small size of the 

study sample. We should note that most of the experts have 

been selected precisely based on their knowledge of the field, 

and this gives reasonable confidence of the credibility of the 

results. Of course, some of the selected experts are specialized 

on other disciplines such as cloud computing, digital health, and 

informatics in order to ensure diversity of opinions.  

Our future study will focus more on exploring the 

relationships nature between the competence dimensions. 

These relationships can open insights on developing new 

models that could predict whether or not a particular user is a 

detector or a potential victim to cyberattacks. Further research 

can replicate and extend the current results by using different 

validity methods. Additionally, future research can examine the 

validity of the user competence dimensions and their 

measurements in different information system contexts, such as 

mobile computing, cloud computing, internet-of-things, and e-

government. The result from the current study provides a useful 

starting point for this further work.  
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