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1. Introduction

1.1 Motivation

In most parts of the world Internet has become a platform where consumers carry out
many of their daily routines and tasks such as shopping, communication with other
people, getting the news or entertaining themselves. This creates a huge market for
service providers who provide people with different types of online services such as
online stores, social media services, dating services, news sites, or media streaming
services. Lot of new players have emerged in this area, whereas many established
companies have failed to compete with the new players even with three main advantages
they have had over the newcomers: a brand that has already been known in the markets,
trust relationship they may have been able to build with their existing customers, and the
resources they have been able to gather during previous years in the business.

There is a consensus that a good end user experience is one of the key factors in regards
to success of an online service. Therefore, service providers pay a lot of attention to end
user experience when developing a new online service or upgrading an existing one, and
service design companies have been successful in selling their expertise to service
providers as experts on creating thriving online services. Cybersecurity companies on
the other hand have not been that successful in offering their expertise in development
of new online services. The goal of this study is to find out if the trust perceived by
online service users towards an online service is a relevant factor in getting online
service to succeed, and on the other hand what are those elements of trust that online
service providers should focus on when developing a new online service, in order to get
their online service to thrive.

1.2 Scope

This study examines the current research regarding the correlation between trust
perceived by the online service users, their intention to purchase from an online service
for the first time, and customer loyalty. This study also examines what are the elements
that contribute to the trust experienced by the online service users. A model for studying
how significant is the impact of different trust elements to the trust perceived by the
online service user is presented. Based on the research model a survey is made for
online service users. The significance of different elements of trust and their impact on
trust, purchase intention and customer loyalty are analysed based on the survey results.

This study focuses on those trust elements that on one hand have a significant
correlation with perceived trust, purchase intention and customer loyalty, and on the



other hand can be improved by enhancing cybersecurity of the online service. Therefore,
some aspects of the trust building that are not related to cybersecurity are discussed in
the literature review but not included in the research model and the survey.

1.3 Goals

Research problem for the study is to analyse which elements that contribute to the trust
are seen relevant by online service users, and what is the impact of perceived trust to the
success of an online service. Problem statement can be formulated as “From what
elements the perceived trust towards online service consists of, and how critical are
different elements for the success of an online service?”

The ultimate goal of this study is to find those trust elements that impact perceived
online trust, and thus impact initial purchase intention and customer loyalty of online
service user. The secondary goal is to compare the impact of different trust elements,
and find out those trust elements that are most critical for the success of an online
service.

1.4 Research Methods

The link between trust towards online service, initial purchase intention and customer
loyalty is studied by examining existing research around this subject.

A trust model based on the existing research is created, and a research model for
examining the cybersecurity-related elements that contribute to the trust perceived by
the online service users is presented.

The significance of different elements in creation of trust towards online service is

studied with a survey executed by TNS Gallup. A total of 779 respondents randomly
selected from TNS Gallup's respondent base participated the survey.

1.5 Structure

This study consists of seven chapters and a short description of each chapter is provided
below.

Chapter 2, Concept of Trust, describes the link between trust perceived by the online
service users, the initial purchase intention and customer loyalty, based on existing
literature.

Chapter 3, Research model, proposes a developed trust model, and describes the

2



research model used in this study.

Chapter 4, Survey, describes the survey that was done in order to find out what
components contributed to the consumer customers' trust towards online services, and
results of the survey.

Chapter 5, Analysis, analyses the results of the survey and highlights the key findings of
the survey.

Chapter 6, Conclusions, reviews the findings of the study and summarizes how trust
towards online service can be increased, and how this contributes to the success of the
online service.



2. Concept of Trust

This chapter describes the importance of perceived trust towards an online service, and
how perceived trust correlates with purchase intention and customer loyalty. This
chapter also discusses what are the elements of trust according to existing studies, and
different kind of online service trust models.

2.1 Online services and trust

Online service business has been growing rapidly during last decade, and the growth is
expected to continue to the foreseeable future. Based on the reports released by U.S.
Commerce Department, in 2016 e-commerce sales represented 11,7% of total retail
sales, while 41,6% of the total retail sales growth came from e-commerce sales [1]. This
indicates online business is becoming more relevant year-by-year, and as a result online
service business has also gotten the attention of researchers.

As business is increasingly moving from brick and mortar stores to Internet, also the
success factors for establishing a thriving marketplace are changing. Shopping has
traditionally been a social activity, and consumers are typically influenced by their
social interactions with others when making purchase decisions [2]. One notable factor
hindering the growth of e-commerce is the decreased presence of human and social
elements in the online environment [2]. Consumers will have to evaluate the
trustworthiness of an online store based on other factors than direct face-to-face
encounters with the representatives of the seller and other customers.

Potential success of an online service results as a combination of many different
elements. Since there is no physical store the consumers are not able to notice the store
on a visit on a trip to shopping mall, the consumers' awareness of existence of the online
service plays a critical role. Usability of the online service, or perceived ease-of-use, is
also important for the success of the online service. Traditional factors such as the
competition that exists for the retailer or service provider, and the perceived usefulness
of the goods or services offered for the customers are still relevant. However, among all
the factors contributing to the success of an online service, trust experienced by the
customer towards the online service has been identified as one of the key elements that
define the success or failure of an online service [3][4].

While trust is a factor also in offline commerce, according to Yoon there are three main
factors where online trust is different from offline trust: First of all, there is huge
distance between the buyer and seller, secondly, the absence of sales person and thirdly
there is no physical contact between the buyer and the product [5]. Trust with the online
vendor is indispensable for reducing perceived risk [5]. Kim, Xu and Gupta suggest that
unlike in traditional commerce, in the context of Internet shopping the perceived trust is
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even more significant than perceived price [6].

Online service providers are typically aiming at two main goals: Getting as many
visitors as possible while converting them into customers, and keeping them as repeat
customers after the first interaction between the provider and the customer [7]. Initial
trust towards the online service has been proven to be vital for purchase intention of a
first-time customer, and repeat trust is vital for customer loyalty of an existing customer
[7]. Initial online trust refers to the trust a customer with no prior interaction with the
online service has toward service, whereas repeat trust refers to the trust formed toward
online service based on prior experience [7].

In following chapters the connection between these two types of trust, and the resulting
two items - initial purchase intention and customer loyalty - that are critical to the
majority of commercial online service providers, are studied more in detail.

2.1.1 Trust and Purchase Intention

Purchase intention

In the context of this study, purchase intention refers to a situation where a consumer
intends to become involved in an online transaction for the first time with a specific
online service provider. Consumer may or may not be familiar with the service provider,
and may or may not be familiar with the goods or services being purchased. While there
are several factors that contribute to the purchase intention, initial online trust is one of
the most relevant factors for consumers who are considering their first purchase with a
new online service provider [4,5].

Perceived risk

By definition, risk is a necessary condition for trust to occur [8]. Perceived risk comes
from an uncertainty encountered by the customers in the purchasing process due to
possibility of bad purchasing decisions that might result from their subjective
assessments in the decision-making process. Customers might face undesirable
consequences due to bad decision. According to Kim et al., consumers’ perceived risk
can be defined as a consumer’s belief about potential negative outcomes from the online
transaction [9]. In the case of online trust and purchase intention, research shows that
perceived risk negatively affects consumer intentions to transact with an online service
[10]. On the other hand, according to research the perceived risk and online trust are
positively related [11]. In other words, trust towards online service becomes more and
more important when the risk related to potential purchase increases.



Trust and purchase intention

As discussed in the earlier chapter, the importance of trust in the online vendor stems
from its role in helping consumers overcome perceptions of risk. For typical consumer
web browsing feels safe, but making an online transaction is considered a huge risk
[10]. High perceptions of online risk will adversely affect consumer willingness to share
personal information, follow vendor advice, and, ultimately, purchase [10].

While trust towards the online service provider is a key element with all the customer
segments, there are also differences between consumer types. One attribute of consumer
that differentiates them regarding buying behaviour is the nationality of the consumer.
For example, in China, consumers try to avoid uncertainty and risks when purchasing
goods and services [3]. On the other hand, in the USA consumers do not have similar
uncertainty-avoidance culture in their buying behaviour [3]. People with high
uncertainty-avoidance culture try to evade conflicts and give high value on compromise
[12]. Low uncertainty-avoidance cultures are associated with less regard for stability and
permanence, and with greater risk taking [12]. Societies with high uncertainty-avoidance
value durability, permanence, and solidarity, which can be considered as elements of
online trust [12]. Uncertainty is reduced through the influence of other consumers, who
share their personal experiences, or by observing peers using the online service [12].
Normative pressure from supervisors and peers to use the online service reduce
uncertainty, since it suggests that using the online service is socially appropriate and
perhaps even desirable [12].

Despite the differences between consumer types and nationality of the consumer,
perceived risk and trust associated with the online service play a role in the purchase
intention of the consumer. Even if the risk perceived by the consumer varies depending
on consumer type, the same basic rule applies: when the risk perceived by the consumer
becomes higher, also higher level of trust towards the online service is needed [3]. In
other words, trust reduces the users’ perceived risk and increases their intention to
purchase from the online service [3,10].

Research shows there are multiple elements that influence consumers' purchase
intention. Online service awareness as well as ease-of-use of the online service have a
positive influence on purchase decision [2]. Also, consumer's familiarity with online
transactions is positively related to purchase intention [4]. However, trust towards the
online service has been pointed out as one of the most crucial factors influencing the
purchase intention by numerous studies [2,3,4,5,7,9,10,11,13,14].



2.1.2 Trust and Customer Loyalty

Customer loyalty

In the context of this study, customer loyalty refers to a situation, where a customer
purchases repeatedly from the same online service. When the online service tries to
convert potential customer into a customer they try to get the potential customer to do an
initial purchase decision, whereas in case of customer loyalty they try to convert
customer into a repeat customer. Loyal customer is willing to buy more, spend more, is
easier to reach, and acts as an advocate for the online service [15]. For these reasons,
customer loyalty should be an objective at least for all commercial online services [15].

Trust and customer loyalty

Flavian and Guinaliu studied online service customer loyalty and came to a conclusion
that consumers' loyalty to an online service is closely linked to the levels of trust [16].
The development of trust not only affects the consumers' purchase intention, but it also
directly affects the effective purchasing behaviour, in terms of preference, cost and
frequency of visits, and therefore, the level of profitability provided by each consumer
[16]. Harris and Goode also studied the role of trust in customer loyalty of online
service users, and came to a conclusion that trust plays a central role in online service
dynamics and, in particular, in directly and indirectly driving customer loyalty [17].
Lauer and Deng came to similar conclusion, and state that greater customer trust results
in greater customer loyalty [18].

Kim et al. studied the shared antecedents of trust between potential customers and repeat
customers, and did not find any difference in strength of their effects on trust building
[15]. However, they note that the results of their study should be interpreted with
caution, because the test does not reflect the antecedents of repeat customer trust that
result from experience gained from earlier transactions with the online service provider
— service quality and customer satisfaction [15]. This suggests that while the trust is seen
crucial for both purchase intention and customer loyalty, there might be additional
elements of trust that contribute to the customer loyalty compared to the elements that
contribute to the purchase intention [15]. To enhance and maintain repeat online trust,
online service providers need to acknowledge that repeat customers do base their trust
largely on their prior transaction experience with the same provider [7]. Therefore,
attributes associated with the online service provider including its ability to deliver the
product or service, its benevolence to customers, and its integrity in terms of its conduct
can be emphasized during repeat online transactions [7]. Repeat customers, based on
these positive experiences, are more likely to carry out another transaction with the
same online service provider [7]. Initial trust weakens or strengthens by experience and
trust building should be understood as a dynamic process [5].



As a conclusion, existing research indicates that trust is as vital to customer loyalty as it
is to initial purchase intention. However, compared to the elements that contribute to the
initial trust that affects the initial purchase intention, there are additional elements that
contribute to the trust experienced by repeat customer, due to a fact that the customer
already has got earlier experience with the online service.

2.2 Elements of Trust

2.2.1 Categorization

There is a vast amount of research studying components that contribute to the trust
experienced by online service users. Some of the factors contributing to trust are similar
in most studies, but there is also some variance between the studies and the factors
proposed by them. Salo and Karjaluoto [3] proposed a model that separates trust
influencing factors into external and internal factors, and this categorization is also used
in this study, the main focus of the study being in internal factors.

External factors

External factors that contribute to the trust perceived by the online service user are
factors over which online service providers have limited, or no control, and that are not
directly related to the online service itself. Examples of such factors are product or
service characteristics, consumer characteristics and individual preferences, differences
between markets, cultures and countries and how those affect how risk related to online
transactions is perceived [3].

Product or service characteristics seem to have a significant impact on how much people
trust towards a service. Henriksen pointed out, that in Norway only 15% of people trust
social media services, whereas 51% trust online services of private companies, 76%
trust public services, and 85% trust police and healthcare systems [19]. Results might
not be similar in some other countries, where trust towards government and public
services such as police or healthcare services in general are not as high as in the Nordic
countries. This emphasizes, that some of the external factors affecting the trust
experienced by the user are actually a complex combination of multiple variables, which
makes external factors hard to measure.

While the external factors influence perceived online trust, they mainly reflect
individual preferences of online service users and are outside of the control of service
provider. Therefore, they are not core focus of this study, and the theory and literature
related to the external factors that contribute to the online trust are not discussed further.



Internal factors

Internal factors refer to trust building factors that are directly related to the specific
online service and online service provider. Online service provider is able to influence
these factors and thus improve - or reduce - the trust perceived by its customers. Internal
factors differentiate online service from its competitors. Majority of the previous
research also seem to focus on internal factors.

Privacy and security have been detected as major factors impacting online trust in
almost all the literature related to consumer trust. Some researchers, such as Hoffman et
al., propose that privacy issues, and lack of trust for security are the two most important
reasons why consumers decline to purchase online [21]. Ganguly and Dash came to a
similar conclusion in their study that found that Indian consumers consider privacy and
security the most important factors in generating trust [13]. However, also partly
contradicting interpretations exist - while Bart et al. also enlists privacy and security as
drivers of trust experienced by online service users, they came to conclusion that brand
image of the online service and service provider, and navigation and presentation of the
website take precedence over privacy and security as drivers of online trust [22].
However, they point out, that the precedence of trust factors is dependent on the type of
online service [22]. Privacy is usually most important for consumers who are using
online services that are typically associated with information risks, such as community
or social media services, and travel sites, whereas security is typically considered most
important by consumers using online services that are typically associated with financial
risk, such as financial services [22].

Kim et al. proposes that in the case of potential customers, reputation [based on second-
hand information], and information quality [based on partial experience with the online
service] have a significant relationship with trust [15]. In the case of repeat customers, in
addition to reputation and information quality also perceived service level and customer
satisfaction [based on overall evaluation of a customer’s experience with the vendor]
contributes to the online trust [15]. While reputation and information quality apply to
both potential customers and repeat customers, service level and customer satisfaction
apply only to repeat customers [15].

Koufaris and Hampton-Sosa concluded that trust perceived by new customers were
affected by four main factors: Reputation, willingness to customize, ease-of-use and
security [23]. Chen and Barnes proposed an extended trust model with nine elements:
Usefulness, ease-of-use, enjoyment of technology, security, privacy, company size,
reputation, willingness to customise and interaction between customers [4].

In this study, the internal factors contributing to trust are divided into following five
categories:



category |description

Privacy Perceived privacy and information protection provided by online service

Security | Perceived online service security

Reputation | Reputation and brand image of the online service and service provider

Usability | Usability, ease-of-use, navigation and web site quality of the online service

Other Factors not directly related to online service but related to service provider,
factors such as customer service quality, customer satisfaction

Table 1: The proposed categorization of internal factors contributing to trust

2.2.2 Privacy

Privacy refers to the protection of individually identifiable information on the Internet,
and it involves the adoption and implementation of a privacy policy, notice, disclosure,
and consent of the Web site visitors [22]. As previous chapter discuss, existing literature
suggest the privacy is one of the main factors contributing to online trust, and on the
other hand lack of trust is the main reason consumers are not willing to give their
personal information to online services. Hoffman et al. pointed out in their study that
consumers simply do not trust most online service providers enough to engage in
exchanges that involve money and personal information with them, and that privacy
issues are the main reasons behind this [21]. The lack of trust towards online service
providers arises from the fact that consumers feel they lack control over the access that
service providers have to their personal information during the online navigation process
[21]. Nearly 63% of consumers who decline to provide personal information to online
services report it is because they do not trust those who are collecting the data [21].

While privacy is a key driver of online trust, its influence on trust differs depending on
type of the online service [22]. When consumers are making an assessment on whether a
travel or community online service is trustworthy, consumers are more likely to consider
privacy aspects than when they are visiting for example a computer site [22]. This is
because a travel purchase will probably require more personal information about
whereabouts and activities of a person than a computer purchase would [22]. Bart et al.
concluded in their study, that certain type of online services such as travel or community
services are associated with higher information risk than other types of services, and
therefore privacy has also an emphasized relevance as a factor of perceived online trust
[22]. Nevertheless, a correlation between privacy and trust towards online service was
detected with all types of online services [22].

While there seems to be lack of trust by consumers towards online service providers,
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there are privacy-related practices that service providers can engage in order to increase
trust. Henriksen suggest, that in order to build an online service that is trusted by
customers, the service provider should be clear and open and provide control of sharing
their information to the users [19]. He lists transparency and control as two of the five
key principles that enable trust towards an online service [19].

Transparency

In the context of online services and privacy, transparency refers to openness in how the
personal information collected by the online service is going to be used. Transparency
has become a relevant issue in modern Internet, since online services such as search
engines and online retail stores are able to collect lot of data regarding consumers'
behaviour on Internet. Distrust towards privacy practices of online services are a major
issue for service providers, and according to Hoffman et al. 69% of online service users
are not willing to give their information to online services if there was no mention on
the site as to how the data would be used [21]. Hwang et Lee advise service providers to
reduce uncertainty by formal rules of conduct [12].

Main tool for providing transparency and reducing uncertainty by formal rules of
conduct is coming up with a public privacy policy. Lauer and Deng concluded that a
stronger privacy policy leads to higher perceived trustworthiness, and on the other hand
higher perceived trustworthiness leads to greater trust towards an online service [18].
Findings of Pan and Zinkhan support this view, and they propose that an online service
with a clearly stated privacy policy communicates a “you can trust us” signal to visitors
[24]. However according to them, while an online store that fails to include a privacy
policy will lose consumers’ trust, the contents of the privacy policy do not seem to have
similar importance [24]. The wording of the privacy policy does not appear to have
significant influence on consumers' perceived trust [24]. The reason behind this is that
users do not typically read the policy [24]. They do not want to spend a lot of time on
reading a lengthy policy description, often filled with legal jargon [24].

Pan and Zinkhan go on to suggest that the effect of public privacy policy might not be
that significant among all consumer groups, since some are found to believe that by
posting a privacy statement, organizations seek to escape liability or limit responsibility
[24]. Therefore, though privacy statement signal a positive message, they do not free
online service users from safety concerns [24]. Proposed solution to this dilemma by
Pan and Zinkham is, that service providers should consider more effective approaches
for safeguarding online privacy, as service provider's credibility can be enhanced by
some easy-to-implement techniques [24]. They showcase simple examples that include
secure icons that pop up at the bottom of the browser, and confirmation e-mails or pop-
up windows that inform consumers about a transaction’s status [24]. These small and
simple acts can suggest to the consumer that the service provider operates a secure
service [24]. However, these type of icons and pop ups are typically used to enhance
perceived security by the online service users by for example signalling that transaction
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is done in a protected manner, and are not often associated with privacy and
transparency.

As a conclusion, past studies reveal that privacy is a major concern among consumers,
and privacy-related risk reduces consumer trust in a particular online service [24].
Although some consumers have already accepted the risks embedded in online service
use, privacy concerns may prevent many others from visiting the service [24]. As
service providers increase their understanding of these factors and situations that foster
privacy concerns, this knowledge can be employed to reduce consumer concerns and
enhance consumer trust [24].

Based on these findings, following hypotheses are formed:

HYPOTHESIS 1: Clear privacy statement / terms of use increases perceived trust
towards online service.

HYPOTHESIS 2: User is more likely to share his or her personal information with
online service, if the purpose for which information will be used is communicated to the
user in a clear and open manner.

Control

In the context of online services and privacy, control refers to a situation where user is
given a control over what kind of personal information is stored in the online service,
and which parties are able to access it, and to which purpose this information is used.
Outside checking or unchecking a marketing permission on an online service, typically
very few options to control personal information is given to the user.

Technically it would be relatively easy to give consumers the control over their personal
information, but for some reason this has not been actively done. The reason could be,
that online service providers fear that consumers would eventually deny any use of the
information from providers.

Aimeur et al. found out that changing privacy policies with the purpose to allow users to
understand the information stored of them, to manage the access to each element of their
information and to earn from the use of this information, increases users’ trust towards
online service [25]. According to the study, it appears that current privacy policies lack
profit for users, management of data, comprehension and private data control, which in
fact are the key points for a privacy policy [25]. They suggest that online services should
give users more control over their data and provide more flexibility in their privacy
policies, and this would free the users from the dilemma of having to choose between
two unappealing choices [25].
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Based on these findings, following hypotheses are formed:

HYPOTHESIS 3: Control over personal information increases perceived trust towards
online service.

HYPOTHESIS 4: Increased trust towards online service increases the likelihood that a
user is willing to share personal information with online service.

HYPOTHESIS 5: Easy method for sharing personal information increases the likelihood
that a user is willing to share personal information with online service.

HYPOTHESIS 6: User is more likely to share personal information with online service,
if there is a profit for the user.

2.2.3 Security

Security of an online service refers safety of the computer and credit card or financial
information [22]. It is considered as one of the main factors that affect customer trust in
online commerce [22]. According to Global e-commerce report by Taylor Nelson Sofres
Interactive [26] the following two reasons, which both are related to security, are the
most important reasons why consumers do not purchase online:

e Don't want to give credit card details/security problems

e It's more secure buying goods and/or services in a store

However, according to Bart et al. the relationship between security and perceived trust ¢
is different for different online service categories [22]. Security-related trust is typically
considered most important by consumers using online services that are associated with
financial risk [22]. Some online service categories, such as transaction oriented financial
services, computer and travel sites, and online stores in general entail greater financial
risk than some other categories [22]. When consumers purchase from online services
that have products or services that are high-involvement items, they are more concerned
about the exposure of financial information than with some other type of services [22].
For such online services, the impact of security on online trust is greater than it is for
other online services [22].

Transaction security
In the context of this study, transaction security is used as a reference to the safety of

online purchasing process. Since main inhibitors for consumers to buy online are the
reluctance to give credit card details to an online service and greater trust towards
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purchasing from traditional brick-and-mortar stores, it is easy to come to a conclusion
that transaction security plays vital role in increasing consumer trust. Yoon has
confirmed this in his study, where he found a correlation between transaction security
and online trust [5].

Kim et al. suggested a model where technical protections and transaction procedures
along with security statements are three contributors to the trust experienced by the user
[27]. While in this study security statements are studied more in detail in chapter
Security certificates, in the context of this study technical protections and transaction
procedures are part in transaction security. Assumedly one of the most comprehensive
technical protection methods of transaction security is that the data transferred over the
Internet is securely protected. However, how that impacts the trust of the online service
users in practise is unclear, especially due to a fact that many of the online service users
might not be able to recognize whether the data actually is protected or not, and that
makes it an interesting subject to study. Let's make an initial assumption that online
service users of modern age are aware of whether the data is protected or not, and
consider secure data transfer important, thus forming a following hypothesis:

HYPOTHESIS 7: Encrypted transactions increase perceived trust towards online service.

Reluctance to give credit card details is the main reason consumers decide not to
purchase online [26]. Despite that payment providers such as Paypal have had
considerable success and significant annual turnover growth [28]. This leads to another
interesting hypothesis:

HYPOTHESIS 8: Using a well-known payment provider for transactions increases
perceived trust towards online service.

Authentication level

During the existence of Internet, lot of authentication methods have emerged in addition
to traditional mechanism where user authenticates to the online service using service-
specific username and password combination. Online service providers have many
different ways to implement strong authentication and social media authentication to
their online service. Usage of strong authentication has been increasing on financial
services and services provided by government, while social media authentication is
often supported by community and streaming sites. Also, some online retail stores allow
customers to link their social media identity with their user account.

However, still today most online stores use other than strong authentication methods to

identify the customer. It is very common that online store customers are able to make
purchases by just providing their credit card information, without any additional
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authentication. As long as this is the reality, it is understandable that people are reluctant
to purchase because they do not trust online service providers with their credit card
information, as pointed out in the earlier chapters.

While there are studies that point out the importance of authentication as one of the key
technologies to ensure security of the Internet, such as the study by Zhang et al. [29],
there is limited amount of research regarding the impact of authentication to online trust.
Kim et al. lists authentication as one of the transaction procedures in his study, but did
not find significant correlation between transaction procedures and online trust [27].
However, the questionnaire used by their study did not include any mention of strong
authentication. Since identification of the user should be considered as an integral part
of online security, it is a valid assumption that by utilizing stronger, more advanced
authentication methods, such as bank authentication, mobile phone authentication or
biometric authentication, the online services would be able to increase the trust
perceived by the users, compared to traditional, weaker authentication methods such as
username-password authentication. This leads to another hypothesis:

HYPOTHESIS 9: Using strong authentication for user identification increases perceived
trust towards online service.

Security certifications

Security certification refers to a security certificate that is shown for the online service
users with a purpose of assuring them that proper measures are taken to achieve
technical security. Typically, the security certificate is granted to the online service by
an external party. Effectiveness of security certificates have been demonstrated by
existing research.

Hu et al. concluded in their study that trust-promoting certificate, or seal, displayed for
the users of an online store significantly influenced their trust towards online vendor,
and their willingness to purchase [30]. Findings of Yoon [5] and Hwang and Lee [12]
supported this conclusion. Also, Bart et al. suggest that security certificates, such as
Better Business Bureau, Verisign, and TRUSTe, are considered to indicate required
levels security by consumers, and therefore have a positive effect on perceived trust
[22]. However, the security certificates alone do not themselves guarantee a
trustworthiness of an online service. As Edelman points out, online services that have
received security certificates might still have questionable behaviour regarding privacy
issues, and a site that has received for example TRUSTe certification could still send
hundreds of emails per week to its registrants [31].

Also, Hu et al. found out that although all the certificates included in the study

influenced online trust, there was some variance between different certificates [30]. This
could be related to how familiar consumers are with a specific certificate or certificate
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issuer, thus leading to a situation where different certificates might impact online trust
differently depending on the familiarity with the certificate or issuer on different
markets and by different type of customer bases. Two hypotheses are formed based on
these arguments:

HYPOTHESIS 10: Security certificate increases perceived trust towards online service.

HYPOTHESIS 11: The amount that security certificate influences perceived trust
depends on user's familiarity with the certificate issuer.

2.2.4 Reputation

Reputation, in the context of the study, refers to perceived brand image and reputation
of an online service provider. In the study focusing on initial trust building by McKnight
et al. suggested that reputation is an important trust building factor particularly in the
initial trust phase [10]. However, Kim et al. who compared trust building factors
between potential customers and repeat customers found that reputation has significant
impact on perceived trust towards online service provider both by potential customers
and repeat customer [15]. Also Yoon came to a similar conclusion [5].

The perceived reputation of an online service is influenced by numerous factors: Online
as well as offline marketing efforts, offline presence such as online retailers brick-and-
mortar stores, second-hand information received from friends, word-of-mouth services
such as website rating services, and potential past experience regarding the service
provider can have an impact on reputation and perceived trust as well.

Lu et al. suggested in their study, that one important criteria in perceived trust towards
an online service was whether the site had an offline presence or not [2]. One factor
considered to influence reputation and thus, perceived trust among consumers, are so-
called online WOM [word-of-mouth] services where consumers are able to rate online
service providers, purchased goods and services based on their own experiences [20].
The impact of WOM to online trust appears to be gender-specific, and previous studies
have come up with mixed results regarding their effectiveness [20]. Nevertheless,
neither offline presence or WOM services are directly related to the online service itself,
nor are they security-related factors. Therefore, these and other reputation influencing
factors that are not in any way related to online service security, are outside of the scope
of this study, and will not be further discussed.

However, there are also security-related issues that can have a significant impact on
consumer trust. While high security level is often not visible to the consumer, the lack of
proper security practises can potentially lead to severe damage for service provider's
reputation. There are examples of companies that have suffered meaningful reputational
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damage due to the data breaches, such as U.S based companies ChoicePoint and TJX
[32]. It is reasonable to assume that data breaches in general, at least when they become
public, have a negative impact on online service customers. This leads to following
hypothesis:

HYPOTHESIS 12: Data breach disclosures have a negative impact on perceived trust
towards online service.

2.2.5 Usability

Usability refers to availability, navigation, ease-of-use, and general quality of the online
service. While quality, ease-of-use and overall user experience provided for an online
service user are known to be independent factors that have a significant impact to the
success of online services, existing research points out that usability also contributes to
the trust perceived by the users towards the service. Choon Ling et al. concludes in their
study that there is a positive relationship between perceived ease-of-use and usefulness
and online trust [11]. Chen and Barnes did not find link between ease-of-use and online
trust, but found a correlation between usefulness and online trust [4]. They also
suggested that willingness to customize, which includes perception that online service
responds to user's individual needs and thus can be considered as part of online service
usability, also correlates with online trust [4]. Bart et al. found navigation and
presentation of the website as trust building factors [22]. Therefore, there seems to be
sufficient evidence that usability does have an impact on online trust and should be
considered in this study.

Website quality

In the context of usability, website quality refers to general look-and-feel, navigation,
presentation and features of the website. Everard and Galletta studied how perceived
flaws affect perceived website quality, and found out that perceived website quality also
influences the user's trust towards online service [33]. Flaws decreased perceived
website quality, and decreased perceived website quality had a negative impact on trust
[33]. Similar findings have been later reported by Gregg and Walczak, who studied
impact of website quality to trust in context of online action vendors [34]. However,
while website quality is acknowledged as a factor that influences online trust, in this
context it should not be considered as a security-related factor of online trust. Focus of
this study being security-related elements of online trust, website quality is not further
discussed in this study, and is not included in the research model.
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Authentication

In the context of usability, authentication refers to perceived ease-of-use of
authentication methods provided by online service, rather that security-related aspects of
authentication, such as strength of the authentication. While general ease-of-use of an
online service is acknowledged as trust building factor by several studies, there is
limited amount of research available regarding individual factors that contribute to the
ease-of-use. Since authentication is in many cases the first procedure taken by a user
who arrives to an online service, it is justifiable to study the impact of easy
authentication to online trust, initial assumption being that easy-to-use authentication
will have a positive impact on online trust. Thus, a following hypothesis is formed:

HYPOTHESIS 13: Easy-to-use authentication method increases perceived trust towards
online service.

Availability

In the context of usability, availability refers to whether a website can be accessed at
any given time. General assumption of online service users is that website can be
accessed whenever needed. When there are no problems with online service availability,
the high availability-level of the service tends to go unnoticed. However, customers
usually leave quickly if website is not available when they try to access it [35].
Dickinger and Stangl found that availability of the website influences customer
satisfaction and loyalty, even though they also point out that availability is not as
significant factor regarding customer behaviour as some other factors such as ease-of-
use of the website [36]. Since research suggests that decreased availability does
influence customers, following hypothesis is formed:

HYPOTHESIS 14: Decreased availability decreases perceived trust towards online
service.

Other factors related to usability

There are multiple other factors, that contribute to the online service usability, such as
user's familiarity with online services, expectations based on earlier experiences and
other personal variables such nationality and cultural background of the user [3, 5].
However, these are external factors discussed in chapter 2.2.1 and online service
provider has a limited influence on these factors. Therefore, they are out of the scope of
this study and will not be discussed further.
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2.2.6 Other factors

There are also other factors that contribute to the trust, mainly in the case of repeat
customers. Service quality, defined as capability of online service provider to provide
goods or service reliably, and capability to respond to customers’ needs promptly and
accurately, has been pointed out as a major contributor to repeat trust [15]. Empathy on
the other hand, defined as capability of online service provider to understand and adapt
to different customer needs, have not been found to have as significant influence to
online trust [15]. Nevertheless, these factors are related to service provider but not the
online service itself, and therefore are not in the scope of this study and will not be
discussed further.

2.3 Trust models

Different studies related to online trust approaches the subject from various angles.
Some of them focus on correlation between online trust and purchase intention or
customer loyalty, whereas some of them focus more on elements of trust and do not
consider their impact on the customership. Therefore, also various types of trust models
have been presented in existing literature. In this chapter, we discuss three of them.

Trust model proposed by Chen and Barnes

Chen and Barnes studied the impact of trust to purchase intention of a consumer, and
presented a trust model for initial online trust [4]. In their model, elements that
contribute to the trust are divided in three categories: Technology, perceived risks, and
company competency [4]. They suggest that in addition to the elements within those
three categories, also disposition trust, defined as individual's tendency to trust the other
party in business environment, influences initial online trust [4]. The eventual purchase
intention is formed based on trust and familiarity with online transactions [4].
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Figure 1: The conceptual model of online trust and purchase intention by Chen and
Barnes [4]

As a conclusion of their study, they found correlation between technology, perceived
risks, company competency and disposition trust, and initial online trust [4]. They also
concluded that online trust and familiarity with online transactions influenced purchase
intention as their model proposes [4]. However, no correlation between all the proposed
elements and online trust were found [4]. Ease-of-use, enjoyment of technology,
company size and interaction with consumers did not appear to influence initial online
trust [4]. The fact that several elements within technology and company competency
categories did not influence online trust, suggests that a different categorization might
be more suitable for a trust model.

Trust model proposed by Ganduly et al.

Ganduly et al. proposed another trust model for online trust and its impact on purchase
intention [13]. It is similar to the one proposed by Chen and Barnes [4], but lacks
categorization of trust elements. On the other hand, privacy and security and separated
from perceived risks, which is a logical evolution compared to model proposed Chen
and Barnes [4], since risks such as monetary or information risks are a necessary
condition for trust to occur, as defined by Mayer et al [8]. Trust model focuses entirely
on internal factors, and external factors such as individual preferences and disposition
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trust are omitted. Usability-related factors such as navigation design, information design
and visual design are included to the model as individual elements, whereas privacy and
security are not divided into individual sub-elements but are treated as a single entity.
Dividing privacy and security into sub-elements would be a potential improvement to
this trust model.

Information Design

~ !

Visual Design

Perceived
Mavigation Design —— Risk
Online
Communication =———— Trust
Purchase
Social Present:e—ﬂ Intention
Privacy Security

Figure 2: The trust model proposed by Ganduly et al. [13]

Trust model proposed by Salo and Karjaluoto

Trust model proposed by Salo and Karjaluoto [3] is the most comprehensive trust model
presented in the reviewed research. Both external and internal factors contributing to
online trust are considered in their model, as well as factors that contribute to repeat
trust. Internal factors are divided into several subcategories, even though the
categorization differs from the one used in this study.
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Figure 3: The trust model proposed by Salo and Karjaluoto [3]

Trust model of Salo and Karjaluoto extend beyond the scope of this study in certain
aspects. The model includes external factors that are outside of the scope of this study as
explained in the earlier chapters. Also, some internal factors such as legislation typically
cannot be influenced by the online service provider and therefore are not considered in
this study. Moreover, factors linked to trustworthiness of service provider — ability,
benevolence and integrity — are not directly associated to the online service itself and
therefore are excluded from this study. However, due to the comprehensiveness of the
model, it acts as a good reference model for the research model used in this study.
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3. Research model

Following chapters describe the developed trust model developed based on existing
literature, and research model for the study.

3.1 Developed trust model

The trust model presented in Figure 4 was developed for the purpose of this study, i.e.
for studying security-related elements of trust and their impact on perceived online trust,
purchase intention and customer loyalty. The trust model is based on existing literature,
and contains also elements that are not directly related to the online service itself. The
highlighted items are the core elements regarding this study.

Internal factors External factors
* Cultural background
+ Familiarity with online services
Privacy » Disposition trust
* Other personal variables PurChase
) l intention
Security
Perceived
) trust
Reputation o
I Customer
Usability Perceived risks loyalty
/) + Information risks
Other factors | " Monetary risks

Customer satisfaction
Quality of service

Figure 4: Trust model for studying security-related elements of online trust

External factors contributing to the perceived online trust are included in the model, and
might have an impact on the online service development if the service is targeted for a
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specific consumer group — for example people from different countries and cultures
might have different expectations from online service privacy, or different age groups
probably perceive usability differently. If the developed online service is targeted to a
specific user group or groups, external factors should be considered when designing the
online service security, and possibly there should be more emphasis on certain elements
that contribute to the perceived trust. Differences between participant groups are
discussed in the analysis section in those cases, where there are significant differences in
how different participant groups perceive the influence of a specific trust element to
online trust. However, external factors are not the core focus of this study.

Perceived risks are included in the model, but not considered in the survey, since the
aim of this study is get an understanding on what are the elements that impact perceived
online trust in a generic situation. However, perceived risk regarding the online service
should be considered when the service is developed. If there is no information risk
involved, probably there is no reason to focus on privacy of the online service, and on
the other hand if there is monetary risk involved, the impact of security on perceived
trust is probably different than in case of online bank.

Other factors, such as customer satisfaction and quality of service, are also included in
the model, but not considered in the survey. These factors mainly contribute to the
repeat trust and thus customer loyalty, but not initial trust required for purchase
intention. Moreover, they are not related to online service security, but rather depend on
service provider’s customer processes — how they deliver the product or service, what
kind of customer service they provide, etc. Therefore, they are outside the scope of this
study. In the Figure 4, the relationship between these factors, perceived trust and
customer loyalty is displayed with dashed line for better readability of the figure.

The core items of this study — Privacy, Security, Reputation, Usability, Perceived trust,
Purchase Intention and Customer Loyalty — are discussed more in detail in following
chapter.

3.2 Research model

Figure 5 describes the research model for this study. The core items from the developed
trust model are included in the research model, and cybersecurity-related elements
within each category of internal factors contributing to the perceived online trust
(Privacy, Security, Reputation, Usability) are identified. Hypotheses (H1...H14) are also
presented in the model, next to the potential trust influencing element they are related to.
The categories, potential trust influencing elements and hypotheses related to them have
been described in Chapter 2.
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Figure 5: Research model for studying cybersecurity-related elements of trust

As discussed in chapter 2, existing literature provides strong evidence that perceived
trust towards an online service has a significant influence on purchase intention and
customer loyalty of online service users. Also, correlation between privacy, security,
reputation and usability, and perceived online trust has been demonstrated by existing
research. However, there is limited amount of research on cybersecurity related sub-
elements of privacy, security, reputation and usability, and their correlation with
perceived trust. This correlation will be examined by analysing results of the survey, and
whether the hypotheses will be supported.

Privacy

Transparency refers to the openness of the service provider regarding their privacy
practises. The goal of the study is to find out, how transparency influences perceived
online trust (H1), and users’ willingness to provide online service their personal
information (H2).

Control refers to online service users’ possibility to influence how the personal
information they have shared with the online service will be utilized. The primary goal
of this study is to find out, how control influences perceived online trust (H3), the
secondary goal being to find out, what kind of actions could online service providers
take in order to get users to share their personal information with the online service (H4,
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H5, H6).
Security

Transaction security refers to security of monetary transactions. The goal of this study is
to find out, how using encrypted transactions (H7) and external payment providers (H8)
influences perceived online trust.

Authentication level refers to whether strong authentication or traditional username-
password authentication is used. The goal of this study is to find out, how authentication
level influences perceived online trust (H9).

Security certifications refer to security certificates given for the online service by
external party, and displayed to the user visiting online service as a logo of certificate or
certifier, possibly along with some more detailed description. The goal of this study is to
find out, how security certificates influence perceived online trust (H10), and if there is
a difference between influence on perceived online trust depending on whether the user
is familiar with the party who has given the certificate (H11).

Reputation

Data breach disclosures refer to a situation, where an online service has been breached
and data contained within the service has leaked to the intruder. The goal of this study is
to find out, how data breach disclosure influences perceived online trust (H12).
Usability

Ease of authentication refers to how effortless it is for the users to authenticate
themselves to the online service. The goal of this study is to find out, how ease of
authentication influences perceived online trust (H13).

Availability refers to whether the online service can be accessed at any given time. The

goal of this study is to find out, how interruptions in availability influence perceived
online trust (H14).
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4. Survey

This chapter describes the survey that was conducted for the purpose of studying how
different elements of trust correlate with perceived online trust.

4.1 Background and demographics

The survey was conducted as an online questionnaire. TNS Gallup conducted the
survey, and the respondents were selected among TNS Gallup’s respondent base. All the
respondents were between 15 and 69 years of age. Total of 779 respondents participated
the survey.

Demographics of the survey respondents was following:

%

Gender Male 50
Female 50
Age 15-24 17
25-34 18
35-44 15
45-54 15
55-64 13
65+ 22
Household type Living with parents 9
Single person household 31
Adult household, no children 40
Family with children 21
Occupation Managerial employee 10
Employee 30
Student 15
Retired 28
Other 17
Area of residence Helsinki capital district 21
Other 50 000+ inhabitant city or suburb 38
Other district 41
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Household income Less than 35.000 € 41

35-150.000 € 21
50 — 85.000 € 27
More than 85.000 € 12
Online buying behaviour Buys online all the time 3
Buys online regularly 25
Buys online occasionally 44
Buys online seldom 17
Has tried buying online 5
Has never tried buying online 5
Cannot say 1
Digital behaviour classification  First adopter 3
Active 21
Observer 45
Passive 29
Cannot say 3

Demographics of the respondents are personal variables, as described in the developed
trust model. In case there are significant differences in responses given by respondents
to a specific question, the differences and potential reasoning for those differences are
analysed.

The results of the survey are weighted to match actual demographics of population of
Finland regarding gender, age groups and area of residence.

4.2 Survey results

Appendix 1 summarizes the survey results. The summary of survey results contains
responses of all 779 respondents categorized under different trust element categories as
described in research model in chapter 3.2., and weighted to correspond with
demographics of population of Finland.

In the summary of survey results, 95% confidence interval is shown next to the column
that describes division of responses. Confidence interval describes the lower and upper
limits for a specific response with 95% probability, if the survey was conducted for the
whole population of Finland, and would include inhabitants who are between 15 and 69
years of age.
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Cross-tabulated survey results are not included in the Appendix 1: Summary of survey
results, but differences in answers of different demographic groups are discussed in
chapter 5 whenever that is relevant.
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5. Analysis

This chapter describes and analyses the results of the survey. Analysis and diagrams are
mainly based on responses of all the 779 survey participants, but responses of different
demographical respondent groups are briefly discussed in those cases when there are
relevant differences between them. All hypotheses formed in chapter 2 are validated
based on the findings and analysis.

5.1 Privacy

Existing literature suggests, that there is a correlation between privacy and online trust,
as pointed out in chapter 2.2.2. This chapter examines, how different elements related to
privacy on one hand correlate with perceived online trust, and on the other hand impact
users’ willingness to share personal information with the online service.

5.1.1 Transparency

In chapter 2.2.2, an assumption was made that a clear and easy-to-understand privacy
statement / terms of use have a positive impact on perceived trust towards online
service, and that openness regarding the purpose for which personal information will be
used increases users’ willingness to share information with the online service. This
chapter discusses validity of these assumptions based on survey results.
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Impact of clear and easy-to-understand privacy statement
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towards online service. Figure 6

However, as pointed out in the Chapter 2.2.2, consumers might not read privacy
statements or terms of use before approving them, because the general expectation is
that privacy statements or terms of use are filled with legal jargon. While the survey
results suggest almost all Finnish consumers believe that a clear and understandable
privacy statement or terms of use have a positive influence on their online trust, there
might be a difference between how consumers believe a clear privacy statement will
impact their trust towards the online service, and how a clear privacy statement does
impact their trust towards the online service in practise. Therefore, further study
examining whether the consumers really notice a situation where the privacy statement
is clear and understandable would be needed, since this is a pre-condition for the
wording of privacy statement to impact online trust. Nevertheless, results of this study
support the assumption that clear privacy statement or terms of use increase perceived
trust.

Thus, Hypothesis 1: Clear privacy statement / terms of use increases perceived trust
towards online service is supported.
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Impact of openness regarding how personal information will be used

Figure 7 describes how the respondents

answered, When they were aSked abOUt If the purpose for which personal information
impact of openness regarding how will be used is communicated in a clear and open
personal information will be used to o
willingness to share information with the service
online service. Greatly Cannot

decreases say

Somewhat 3% 2 9

69% of respondents believe that they are g
more willing to share information with the 1%
online service when the service provider is

open regarding the purposes for which the

information will be used. 23% of

respondents say there is no impact on Does not
willingness to share information with the increase or
service provider, and 6% of respondents i
believe the impact is negative. While the

results clearly show positive correlation G
between openness and willingness to share Beeteiey
information, the negative impact might 49 %
occur when the personal information is

used in a way that is not acceptable by

some of the users. However, results

suggest that service providers should

indeed pay attention to openness regarding Figure 7
how they will use personal information

given by their customers, if they want

their customers to share personal

information with them.

Thus, Hypothesis 2: User is more likely to share his or her personal information with
online service, if the purpose for which information will be used is communicated to the
user in a clear and open manner is supported.
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5.1.2 Control

Impact of control over personal information

Figure 8 describes how respondents
answered, when they were asked how
does it affect their trust towards online
service when they are given control over
how the personal information they have
shared with the service will be used.

The respondents say almost
unanimously (92%) they trust the online
service more if they are able to control
usage of their personal information.
Only 5% of the users think the control
does not increase or decrease their trust
towards the service, whereas 0% of
respondents think there is a negative
impact on trust. The obvious
interpretation of the results is, that
service providers would benefit in terms
of perceived trust, if they allowed more
control for their customers over the
usage of their personal information.
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Also, another control-related question
was presented for the survey
participants.  Figure 9  describes
responses to a question whether
possibility to modify or remove
personal information gathered by the
online service impacts users’ trust
towards the online service.

Results are very similar to previous
question: 89% of respondents believe
the control they are given over their
personal information in form of
possibility to modify or remove
personal information either somewhat
increases or greatly increases their trust
towards to online service. Only 6%
believe there is no impact, and 1% say it
decreases their trust towards the service.

As a conclusion of these two control-
related questions, vast majority of
respondents say that control over their
personal information increases their
trust towards the service.

If user is allowed to modify or remove personal
infermation, how does that impact perceived trust
towards enline service

Canmot
Decreases say
Does not 1% 4%

Increase ar
decrease
6%

Somewhat
increases
30%

Figure 9

Thus, Hypothesis 3: Control over personal information increases perceived trust

towards online service is supported.



Impact of trust on willingness to share personal information

Figure 10 describes whether the
respondents agree with the statement
that they are more willing to share
personal information with the online
service when their trust towards the
service increases.

Almost half (47%) of the respondents
either strongly agree or somewhat
agree with the statement, whereas
29% disagree and 21% do not agree
or disagree. It is noteworthy, that
bigger percentage of respondents
strongly disagree than strongly agree,
while somewhat agree is the most
common response given by the
survey participants. While there is
some evidence that trust increases
willingness to  share  personal
information, it is not as strong as
with previous arguments. Therefore,
it is relevant to also consider
differences between different
respondent groups.

Figure 11 describes the responses by
active online buyers (N=198), and
figure 12 describes the responses of
respondents who have either only
tried buying online or do not buy
online at all (N=240). There are
significant differences between these
two respondent groups. 58% of
active online buyers either strongly
agree or somewhat agree with the
statement, whereas only 33% of
respondents who do not buy online
strongly agree or somewhat agree
with the statement. Correspondingly,
only 20% of active buyers disagree
with the statement, whereas 38% of
respondents who do not buy online

When perceived trust towards online service
increases, willingness to share personal
information with the online service increases

Cannot  Strongly
Strongly say agree
disagree 39 5%

9%

Somewhat
disagree
20% Somewhat

agree
42 %

Do not

agree or

disagree

21%
Figure 10
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Figure 12
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disagree.

There is a correlation between perceived online trust and willingness to share personal
information with the online service, even though it is not as significant as in the case of
some other survey questions. On the other hand, majority of active online buyers, which
is the main target group for majority of commercial online services, agree with the
statement. Considering these factors, the conclusion is that Hypothesis 4: Increased trust
towards online service increases the likelihood that a user is willing to share personal
information with online service is supported.

Impact of easy method for sharing personal information

TWO different SCenarIOS were inC|UdEd in If the amount of personal information that needs
the Survey tO examine hOW the eaSineSS Of to be shared with online service at atime is

_ R . . reasonably imited, how does that impact
sharing personal information impacts willingness to share personal information with
willingness to share personal information. the onfine service
In the first scenario, the user will have to Cannot  Greatly

3 %

share only small amount of information at Greatly. %

decreases

time, i.e. user would not have to fill in
large forms with lot of fields all at once. In
the second scenario, the online service

. R Someawhat
would fetch personal information from a decresses
social media service, such as Facebook, 8%
without users having to type the
information themselves.

Somewhat
increases
37%

Figure 13 describes survey results Dges not
regarding the first scenario. 3% of PR
respondents indicate that possibility to 43 %

share small amount of information at a
time would greatly increase their
willingness to share information with the
online service, and 37% say the
willingness to share information somewhat
increases, whereas 43% of respondents
conclude that there is no impact on their
willingness to share information.

Figure 13

There are also differences between respondent groups: 52% of consumers who are active
online buyers say that possibility to share small amount of personal information at a time
either greatly increases or somewhat increases their willingness to share information,
whereas among consumers who do not buy online the corresponding figure is 29%. The
respondent group with most positive reaction to this scenario is women aged 15-24, with
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59% saying this kind of method where personal information is given bit by bit increases
their willingness to share information. Apparently, the survey results regarding the first
scenario suggest that there is a positive correlation, even if not a particularly strong one,
with easiness of sharing personal information and willingness to share personal
information.

13

HOWGVEI’, USing a SOClaI medla SerVice as If personal information does not need to be

an easy personal information Sharing typed in by user but online service gets it from a
.. social media service instead, how does that

methOd does not seem to have Slmllar impact willingness to share personal information

positive impact on willingness to share with the online service

information with the online service — on Cannot Greatly

the contrary, as seen in Figure 14, almost fay Wcieates

half of the respondents (49%) say that if
the social media service fetches their

information from a social media service it Somewhat
somewhat decreases or greatly decreases "“{;:Z‘*‘
their willingness to share information with

the online service. Only 14% of

respondents think that this would greatly Does not

increase or
decrease
32%

increase or somewhat increase their trust
towards online service.

This is most likely caused by a general

. . : . decreases
distrust towards social media services, 2%
since especially Facebook has gotten lot of

negative attention due to privacy issues.

Nevertheless, the result indicates that the =
increase or decrease in willingness to share Figure 14
information is dependent on the method
that is used for easier information sharing.

Based on the findings, Hypothesis 5: Easy method for sharing personal information
increases the likelihood that a user is willing to share personal information with online
service is partially supported. While there evidently are ways to enable easier methods
for sharing personal information and thereby increase users’ willingness to share
information, this does not apply to all the methods, such as fetching the information
from a social media service.
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Willingness to share personal information for a profit

The survey included two questions
aimed to examine whether willingness
to share information with the online
service increases, if the user profits
from sharing the information. In the
first question, the profit offered for the
user was a discount, and in the second
question the profit was better end user
experience.

Figure 15 describes division of
responses when the survey participants
were asked whether they agreed or
disagreed with the statement saying
benefit such as discount increases their
willingness to share information. 33%
of respondents agree with the
statement.

There are also significant differences
between different respondent groups:
48% of active online buyers agree that
discount increases willingness to share
personal information with the online
service (Figure 16), whereas in case of
respondents who do not buy online,
only 23% of respondents report
increased  willingness to  share
information (Figure 17).

Women aged 15-34 are most likely to
share personal information when given
discount (58%), which is a worth
noting, since many online retail stores
are targeted for young women.
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Figure 18 describes how willingness to
share personal information with the
online service is affected when it leads
to better end user experience. End user
experience can be improved for
example by customizing the website
and offerings based on individual
preferences of the user. 39% of users
agree with the statement, while 45%
either do not agree or disagree, or
cannot say whether there is an impact
to willingness to share information.
Only 16% disagree with the statement.

Also in this case, almost half (49%) of
active buyers agree with the statement
(Figure 19), while the number of
respondents who agree with the
statement is much lower among
consumers who do not buy online, with
only 28% agreeing with the statement
(Figure 20). Also in this scenario, the
women aged between 15-34 are most
willing to share their personal
information when it leads to improved
end user experience, with 59% of them
agreeing with the statement.

While majority of the users do not
seem to be willing to share their
personal information for improved end
user experience, significant number of
respondents say they are indeed more
willing to provide information for the
service to get better, more personalized
user experience. Therefore, a clear
positive correlation between better end
user experience and willingness to
share personal information can be
found.

If the user would receive better end user
experience based on information shared with
the online service, how does that impact
willingness to share personal information with
the online service

Cannot  Strongly
Strongly say agree
disagree 4% 4%
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Somewhat
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Do not
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Based on these two scenarios where user gets some kind of profit for sharing their
personal information, Hypothesis 6: User is more likely to share personal information
with online service, if there is a profit for the user is supported.
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5.2 Security

Existing literature suggests that there is a positive correlation between security and
online trust, as pointed out in Chapter 2.2.3. In this chapter we examine, what individual
elements of security impact perceived online trust.

5.2.1 Transaction security

Importance of encrypted transactions

Transaction security is described by existing
literature as one of the main factors
contributing to the online trust. Encrypted
transactions are considered as one of the key
elements in order to make transaction secure.
When participants were asked how important
they consider encrypted transactions in terms
of transactions security, the results seem to
support this notion, as seen in Figure 21.

Almost all the respondents consider
encrypted transactions important in terms of
transaction security, with 94% of survey
participants finding encrypted transaction
either very important or somewhat important
to transaction security, whereas only 3% find
encrypted transactions not to be very
important. This leaves little room for
interpretation — encrypted transactions
clearly impact perceived transaction security.
However, in order for encrypted transactions
to influence online trust, the users of an
online service will also need to recognize a
situation where transactions are encrypted.

How important are encrypted transactions with
the online service are in terms of transaction
security

Mot )
mportant Cannot
atall say
.Na‘t wery 08 3%
important
I%

Figure 21

To study this, the respondents were also asked if they recognize a situation where the
transaction are encrypted, and the results are described in Figure 22.
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73% of respondents say they do recognize a User recognizes a situation where transactions
situation where transactions are encrypted. with the onfine service sre sncrypied
Since almost all the respondents believe
transactions need to be encrypted, and
majority of respondents also claim they
recognize a situation when the transaction is
encrypted, the conclusion is that Hypothesis
7: Encrypted transactions increase perceived
trust towards online service is supported.

Figure 22

Impact of well-known payment provider on perceived online trust

It is somewhat common for online services to use external payment provider for online
transactions. External payment provider can be an online bank, or other type of payment
service provider such as Klarna or PayPal, that allow customers to make the payment
either via online bank transfer or by sharing their credit card number with the payment
provider. Instead of using external payment providers, many online services support
only direct transactions between the customer and the online service. In this case the
customer shares their credit card number with the online service, and the service
provider then directly charges customer’s credit card for the purchase. This study
examines, how using external payment provider impacts perceived online trust
compared to direct transactions with the online service.
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As the results show, Finnish consumers How secure do users consider following

consider online bank payment the most transaction methods in online

secure payment option, with 91% of commerce

respondents considering online bank Somewhat secure
payment either very secure or

somewhat secure. Nordic payment
providers and international payment
providers are also  considered
significantly more secure than direct 3
credit card transactions with the online

service, with 55% and 48% -

52 %
L]

respectively considering them secure. KX Cam

Only 22% of respondents consider Onlnebank Nordicpayment (mtemational _Direct credk

direct credit card transactions with the ' e o

online service to be secure. _ PayPal) e
Figure 23

While the results clearly point out that external payment providers are considered to be
significantly more secure than direct transactions, it is worth noting that there are also
significant differences between external payment providers: Only roughly half of the
number of respondents that consider bank payment secure do consider transactions via
international payment provider secure. While the results to this particular question could
differ significantly with respondent group that represent different nationality than the
respondent base of this survey, the results should be considered at least by service
providers who are targeting Finnish customers when they are making decisions about
external payment providers they are going to use when developing a new online service.

Since the survey results indicates that external payment providers are considered more
secure than direct transactions with the online service, and on the other the existing
literature suggests that transaction security increases trust towards online service,
Hypothesis 8: Using a well-known payment provider for transactions increases
perceived trust towards online service is supported, with the notion that there are
differences between external service providers in terms of perceived security.

5.2.2 Authentication level

Impact of authentication level on perceived online trust

The impact of authentication level on trust was studied by asking the respondents how it
impact their trust towards online service, if they are identified with a specific
authentication method. Three of the authentication methods included in the survey are
considered as strong authentication methods: Bank-ID authentication, mobile phone
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authentication and biometric authentication (biometric authentication refers to an
authentication done for example based on facial recognition made using the camera of
the mobile phone or laptop, and this example was also described for the respondents to
clarify the meaning of biometric authentication). In this survey, traditional password
authentication represented weak authentication method. Figure 24 describes the results
for this survey question.

Bank-ID was considered as an authentication

method that increases the trust towards online Impact of authentication method on
service the most, with 80% of respondents saying trust

using Bank-ID for identification either greatly

increases of somewhat increases their trust towards

online service. However, the other strong

authentication methods — mobile  phone

authentication and biometric authentication — are
viewed as trust-increasing  methods  for s
identification only by 29% and 24% of - = B
respondents, respectively, whereas 53% of - na  lomat
respondents are saying password authentication Figure 24
increases their trust towards online service.

The results suggest that using strong authentication does not necessarily increase
perceived trust towards online service when compared to weak authentication. One
reason for higher perceived trust towards password authentication compared to stronger
authentication methods could be that consumers are not yet familiar with strong
authentication methods and how they will be used, since they are currently relatively
uncommon, and most online services do not support that type of authentication at the
moment. Once people get more accustomed to those authentication method, their impact
on perceived trust might increase. However, currently the password authentication
increases trust to online service more than strong authentication even among active
online buyers, with 37% saying mobile phone authentication increases their trust
towards online service, compared to 59% who say password authentication increases
their trust.

Based on these results, Hypothesis 9: Using strong authentication for user identification
increases perceived trust towards online service is not supported.

5.2.3 Security certificates

According to existing research, there are indications that security certificates influence
perceived trust, but there is also some variance between different types of certificates, as
pointed out in chapter 2.2.3. The goal of the survey was to verify the impact of security
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certificate on perceived online trust, and to find out if users’ familiarity with the
certificate issuer does also have an impact on perceived online trust.

Impact of security certificates on perceived online trust

Figure 25 describes the results when the
respondents were asked whether security
certificate makes them more likely to trust an
online service. 53% of respondents report
increased trust towards a service that has a
certificate that wverifies it has passed a
security audit, whereas 22% report their trust
is not affected by security certificate, with
25% stating they are not able to say whether
the certificate impacts their trust towards
online service or not.

Since majority of the respondents consider
security certificate to increase their trust
towards the online service, Hypothesis 10:
Security certificate increases perceived trust
towards online service is supported.

If the anline service has received a security
certificate for passing a security audit, does that
increase trust towards the online service

Figure 25

Impact of familiarity with the certificate issuer on perceived online trust

When respondents were asked in which case
the certificate positively impacts trust
towards online service, the results leave
more room for interpretation. Most
significant factor among Finnish consumers
seems to be whether the certificate is issued
by a Finnish company, with 37% of
respondents saying certificates issued by a
Finnish company increases their trust. 24%
of respondents report increased trust when
the certificate is issued by a company they
know by name, whereas only 9% report
increased trust in case the certificate is
issued by a foreign company.

If which of the following cases does
certificate positively impact on trust
towards online service

%
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% = -

Certifimtehas  Certifiatehas  Certificatehas  Other f cnnot
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ENOWS Dy name

Figure 26

The interpretation of the results is not unambiguous. Certificates that are issued by a
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Finnish company increase perceived trust towards online service significantly more
among Finnish consumers, than a certificate issued by a foreign company. One
interpretation of the result could be, that consumers trust towards the online service
increases more in case of Finnish certificate issuer because Finnish consumers tend to
trust domestic companies more than they trust foreign companies, possibly because they
know that domestic companies need to operate under legislation of Finland which
Finnish consumers are more familiar with. Whatever the reason, home country of the
issuer seems to be more important than consumers’ familiarity with the certificate
issuer, while certificates issued by familiar company still increase trust more than
certificates issued by foreign companies.

While the results are mixed, certificates issued by a company the consumer knows by
name still seem to increase trust towards the online service than certificates issued by an
unknown foreign company. A certificate issued by Finnish company increases trust
more than a certificate issued by a company the consumer knows by name, but then
again, the trust Finnish consumers experience towards certificates issued by Finnish
companies can still be interpreted as sort of related to familiarity with the issuer. Based
on the results, Hypothesis 11: The amount that security certificate influences perceived
trust depends on user's familiarity with the certificate issuer can be considered partially
supported. However more research is needed before conclusive statement regarding the
hypothesis can be made. It is also worth noting, that implementing similar survey to a
respondent base with a different nationality could result somewhat different conclusions.

5.3 Reputation

Existing literature shows that reputation is one of the key factors contributing to the
online trust, as pointed out in chapter 2.2.4. In this chapter, the impact of data breaches
on reputation, and thereby perceived online trust is discussed.
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5.3.1 Data breach disclosures

Impact of data breach disclosures on perceived online trust

Figure 27 describes the impact of data
breach disclosure on perceived online trust
according to respondents. Vast majority of
respondents (86%) say that a data breach
decreases their trust towards the online
service, with only 10% saying that data
breach disclosure does not decrease their
trust much, and 1% saying there is no
impact. The results are in line with real-life
examples discussed in chapter 2.2.4, where
data breach disclosure have caused
significant damage to the reputation of
service providers that have been breached.
This highlights the importance of service
provider paying sufficient amount of
attention to the security of the online service,
since while there might be no reward for
them in terms of data security as long as the
data is not breached, the negative impact of
potential data breach can be significant.

How does data breach disclosure impact perceived
trust towards online service

Does not decrease ata
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Figure 27

Based on the results, Hypothesis 12: Data breach disclosures have a negative impact on

perceived trust towards online service is supported.

5.4 Usability

Existing research shows that usability impacts the online trust perceived by users, as
pointed out in chapter 2.2.5. This chapter discussed the impact of two usability related
elements, ease of authentication and availability of online service, on perceived trust

towards online service.
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5.4.1 Ease of authentication

Impact of ease of authentication on perceived online trust

The impact of ease of authentication on trust Perceived ease of authentication
was studied by asking the respondents how

easy to use they find a specific

authentication method, and then asking how s

does using a specific authentication method

for user identification impacts their trust ° "
towards online service. The authentication
methods included in the survey are Bank-1D
authentication, mobile phone authentication
biometric authentication and two forms of
password authentication: One where the

H %

27 %
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1%
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users are allowed to select username and Figure 28
password themselves, and one where the
username is generated by the service but Perceived impact on trust

users are allowed to select the password
themselves. Figure 28 describes perceived

ease of use of each authentication method, wn
and figure 29 describes how each
authentication method impacts perceived e
trust towards online service when they are -“
used for identifying the user. o v
Ew [7%

EEITS
Participants considered Bank-ID the easiest e "
to use, followed by the two password-based

authentication methods, mobile phone Figure 29
authentication and biometric authentication.

When asked about perceived impact of trust towards the online service, the order was
exactly the same: Using Bank-ID for authentication increases the trust towards online
service the most, whereas using biometric authentication seems to have the smallest
positive impact on perceived trust.

Whether the authentication method used for authentication is considered strong or weak,
does not seem to impact perceived trust towards online service, as concluded in chapter
5.2.2. However, there appears to be correlation between perceived ease of use of
authentication method, and authentication method’s perceived impact on trust. Password
authentication as a weaker authentication method is considered easier to use and more
trust increasing than stronger authentication methods like mobile phone authentication
and biometric authentication.
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RegreSSion anaIySiS in figure 30 shows Correlation of perceived ease of authentication
clearly that there is a correlation between sl parcaiunt poShula irpact an st
perceived ease of use, and perceived impact

on trust. The easier to use the authentication I Sankin
method is considered, the more positively it "
seems to impact trust. The curve that models
impact of perceived ease of use on perceived
impact on trust seems to be growing :Z bpdume sty e
exponentially, but no conclusions can be

made based on that since only small amount = e i g

of authentication methods are included in the ° e Wl phene

survey.  Nevertheless, the correlation

between those two factors included in the

survey are clear, and based on that

Hypothesis 13: Easy-to-use authentication

method increases perceived trust towards

online service can be concluded as

supported.

Figure 30

The results regarding perceived ease of use of different authentication methods also
contain some surprises. Bank-ID authentication, that was found easy to use by majority
of survey respondents, typically requires a separate PIN-card, and expectation before the
survey was conducted was that Bank-1D authentication would not have been considered
among easiest authentication methods among respondents. Mobile phone and biometric
authentication on the other hand only require a mobile phone, which is something that
most correspondents — Finnish citizens — are accustomed to use and presumably usually
carry with them anyway. However, mobile phone and biometric authentication was
considered the two most difficult authentication methods, as well as least trust
increasing authentication methods.

This could be related to personal variables, i.e. how familiar respondents are with
different authentication methods. A potential explanation to the results could be that
respondents consider authentication methods they have used earlier easier than
authentication methods they have used never before. This assumption is supported by
differences in results between different respondent groups. Of those respondents, who
were classified either as first adopters or digitally active, 49% considered mobile phone
authentication easy to use, and 24% of them considered biometric authentication easy to
use, whereas corresponding numbers among digitally passive respondents were only
23% and 6%.
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5.4.2 Availability

Impact of availability on perceived online trust

Availability refers to a whether the service
can be accessed on any given time the user is
trying to access it. Figure 31 describes how
respondents consider the availability to
impact their trust towards the online service.
In case the online service is not available
when user is trying to access it, the trust
towards the service greatly decreases or
somewhat decreases according to 50% of the
respondents. 44% of respondents say their
trust does not decrease much, or does not
decrease at all.

With half of the respondents saying the lack
of availability decreases their trust towards
the online service, Hypothesis 14: Decreased
availability decreases perceived trust
towards online service is supported.

5.5 Findings of the study

If the online service is not available when user tries to
access it, how does that impact perceived trust

towards online service
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Figure 31

Based on the survey results and analysis, hypotheses were either supported, partially
supported or not supported. Following table summarizes the findings of the study.

H1: Clear privacy statement / terms of use increases perceived trust supported

towards online service

H2: User is more likely to share his or her personal information with supported

online service, if the purpose for which information will be used is
communicated to the user in a clear and open manner

H3: Control over personal information increases perceived trust supported

towards online service

H4: Increased trust towards online service increases the likelihood that | supported

a user is willing to share personal information with online service

H5: Easy method for sharing personal information increases the partially
likelihood that a user is willing to share personal information with supported

online service
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H6: User is more likely to share personal information with online supported
service, if there is a profit for the user

H7: Encrypted transactions increase perceived trust towards online supported
service

H8: Using a well-known payment provider for transactions increases supported
perceived trust towards online service

H9: Using strong authentication for user identification increases not supported
perceived trust towards online service

H10: Security certificate increases perceived trust towards online supported
service

H11: The amount that security certificate influences perceived trust partially
depends on user's familiarity with the certificate issuer supported

H12: Data breach disclosures have a negative impact on perceived trust | supported
towards online service

H13: Easy-to-use authentication method increases perceived trust supported
towards online service.

H14: Decreased availability decreases perceived trust towards online supported
service.

Table 2: Validation of hypotheses

5.6 Discussion of findings

Existing research verifies that online trust is one of the most significant factors
influencing purchase intention and customer loyalty of online service users. While there
are numerous factors that contribute to the online trust perceived by online service users,
privacy, security, reputation and usability are the central elements that impact online
trust, and should be considered by every service provider when developing a new online
service or upgrading an existing one. There are several ways to increase perceived
online trust by paying attention to these elements of trust during online service
development process, and on the other hand minimize their potentially negative impact
on perceived online trust. This study examined how different approaches to privacy,
security and usability impact perceived online trust, and what kind of impact
reputational damage due to data breaches can have on perceived online trust.

Privacy is acknowledged as one of the main factors that influence online trust, with
transparency and control over personal information being two main privacy issues the
service providers should concentrate when designing an online service. In terms of
transparency, a clear privacy statement and terms of use increase users’ trust towards the
online service. Moreover, transparency and openness regarding how the personal
information users share with the online service will be used increases users’ willingness
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to share information with the service.

In terms on control, the study concludes that when users are given control over usage of
their personal information, and/or they are allowed to modify or remove the information
online service has collected of them, users’ trust towards the online service increases.
Increased trust, in turn, makes users more willing to share personal information with the
service. Another way to increase users’ willingness to share personal information is a
profit, such as discount or better user experience, in exchange for information they have
share with the service. Also, having reasonable limits for the amount of information user
Is asked to enter at a time seems to increase willingness to share information with the
service, whereas fetching users’ personal information from a social media service such
as Facebook decreases the willingness to share information.

Security is another key factor in building online trust. Encrypted transactions are one
key aspect of transaction security, and based on the results of this study most users
recognize a situation where the transactions are encrypted, and vast majority of users
consider encrypted transactions as a very important factor regarding online service
security. Also, using an external payment provider for transactions is recommended,
since users find transaction that are made using external payment provider more secure
than direct credit card transactions with the online service.

However, using strong authentication for user identification does not appear to increase
perceived online trust. User identification by password authentication was considered to
increase trust towards the online service more than some strong authentication methods
such as mobile phone authentication or biometric authentication. On the other hand,
strong authentication by Bank-1D was found to increase perceived trust by vast majority
of users, and it had a bigger positive impact on trust than password authentication.

Security certificate confirming that the online service has passed a security audit seems
to positively influence online trust. The impact of security certificate also depends on
the issuer, as Finnish consumers considers security certificates issued by Finnish
companies, or by a company the user knows by name, more trustworthy than certificates
issued by foreign companies.

Reputation of the online service and service provider also influence online trust. Based
on the results of this study, data breach disclosures can cause significant damage to the
reputation of online service, and thus decrease online trust among potential customers.
Therefore, service providers should implement proper measures for protecting the data
stored within the service, since while there might be no visible reward for data security,
the lack of data security can cause major problems in terms of online trust towards the
service or service provider.

Usability of the online service also impact perceived trust towards the service. Easy-to-
use method for user authentication appears to influence trust perceived by the users.
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Vice versa, authentication methods that are difficult to use decrease perceived online
trust. Regarding usability, online service should also be available whenever user tries to
access it, since interruptions in availability appear to have a negative impact on users’
trust towards the online service.

This study concludes that privacy, security, reputation and usability are factors that
contribute to the perceived online trust, and thus make online service users more likely
to make the initial purchase, and continue using the online service as repeat customers.
Findings of this study represent a concrete list of items that service providers can focus
on in order to improve or maintain perceived online trust by means of privacy, security
and usability practises.

5.7 Limitations of this study

The motivation for the study was to better understand those areas of online service
security for which cybersecurity companies could provide services for. Therefore, this
study mainly focuses on trust from security perspective, and some of the aspects that
contribute to the trust experienced by the user are discussed in this study, but not
included in the survey. Some elements that could intuitively affect the trust perceived by
the user towards online service, such as look-and-feel of the service, or marketing
efforts taken by the service provider in order to enhance its brand image and
trustworthiness, are briefly discussed but not the main focus of this study. Because of
these limitations, this study should not be interpreted as a comprehensive research
covering all the elements that contribute to online trust and thus impact purchase
intention and customer loyalty of online service users, but rather a study that indicates
what kind of trust-related elements online service providers should consider when
developing new online services.
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6. Conclusions

Online service business is growing rapidly, and online service providers are looking for
new ways to differentiate their online services from competition. Trust perceived by
online service users towards the online service has been identified as one of the key
factors that influence purchase intention and customer loyalty, which in turn contribute
to the success or failure of the online service. The goal of this study was to examine
what are the individual items that impact perceived online trust, thus impacting purchase
intention and customer loyalty.

A literature review on existing research confirms that online trust is one of the most
significant factors that influence purchase intention and customer loyalty of online
service users. Existing literature demonstrates privacy, security, reputation and usability
as key elements of online trust. In this study, a research model was developed and a
survey was conducted in order to examine the correlation between individual items
related to those four categories and perceived online trust.

Findings of the study show that online services’ openness regarding privacy policies and
control given for the users over their personal information make users more likely to
trust the online service and share their personal information with the service. Users are
also more likely to share information with the service when there are easy methods
available for sharing the information, however retrieving user data from social media
services appears to decrease willingness to share information with the online service.

In terms of security, the results suggest that using encrypted transactions and trusted
external payment providers have a clear positive impact on perceived trust towards the
online service, as well as security certificates verifying that the online service has passed
a security audit. Using strong authentication for user identification on the other hand
does not seem to have a correlation with perceived online trust, whereas ease of
authentication appears to positively correlate with perceived online trust.

Data breach disclosures can cause significant reputational damage to the online service,
thus decreasing the perceived trust towards the service. Also, decreased availability of
the online service decreases users’ trust towards the service.

As a conclusion, there are several aspects related to online service privacy, security,
reputation and usability that online service providers should take into account when
developing a new online service. If the factors that influence online trust are neglected
during the online service development process, there will be implications on consumers’
initial purchase intention and customer loyalty, which in turn will often determine the
success of the online service. This study provides a list of items for online service
providers to consider in order to create a thriving online service that is considered
trustworthy by its customers.
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Appendix 1. Summary of survey results

Survey results including all responses (N=779), presented with 95% confidence interval.

Transparency

If privacy statement / terms of use of the online service are clear and easy-to-understand,
how does that impact perceived trust towards online service

(%) 95% Cl
Greatly increases 47,9 +3,4
Somewhat increases 37,9 +3,4
Does not increase much 8,1 +21
Does not increase at all 1,6 +15
Cannot say 4,6 +15

If the purpose for which personal information will be used is communicated in a clear
and open manner, how does that impact willingness to share personal information with
the online service

(%) 95% Cl
Greatly increases 19,5 +28
Somewhat increases 49,0 +34
Does not increase or decrease 23,3 +28
Somewhat decreases 3,3 +15
Greatly decreases 2,4 +15
Cannot say 2,4 +1,5

Control

If user is allowed to control to which purpose user's personal information will be used,
how does that impact perceived trust towards online service

(%) 95% Cl
Greatly increases 65,2 +3,3
Somewhat increases 26,7 +3,0

Does not increase or decrease 47 +15



Decreases 0,4 +15
Cannot say 3,1 +1,5

If user is allowed to modify or remove personal information, how does that impact
perceived trust towards online service

(%) 95% Cl
Greatly increases 58,5 +3,3
Somewhat increases 30,2 +32
Does not increase or decrease 6,1 +15
Decreases 0,9 +15
Cannot say 4,3 +15

When perceived trust towards online service increases, willingness to share personal
information with the online service increases

(%) 95% Cl
Strongly agree 5,0 +15
Somewhat agree 42,3 +34
Do not agree or disagree 21,2 +28
Somewhat disagree 19,6 +28
Strongly disagree 8,7 +21
Cannot say 3,1 +15

If the amount of personal information that needs to be shared with online service at a
time is reasonably limited, how does that impact willingness to share personal
information with the online service

(%) 95% Cl
Greatly increases 2,8 +15
Somewhat increases 37,4 +33
Does not increase or decrease 42,7 +34
Somewhat decreases 1,7 £21
Greatly decreases 4,8 +15
Cannot say 4,6 +15

If personal information does not need to be typed in by user but online service gets it
from a social media service instead, how does that impact willingness to share personal
information with the online service



(%) 95% Cl

Greatly increases 1,4 +15
Somewhat increases 13,2 £25
Does not increase or decrease 31,5 +3,2
Somewhat decreases 21,8 +28
Greatly decreases 27,2 +3,0
Cannot say 5,0 +15

If there is a profit (e.g. discount) for the user, willingness to share personal information
with the online service increases

(%) 95% Cl
Strongly agree 3,4 +15
Somewhat agree 29,9 +3.2
Do not agree or disagree 22,0 +28
Somewhat disagree 28,6 +3.2
Strongly disagree 13,5 +25
Cannot say 2,6 +15

If the user would receive better end user experience based on information shared with
the online service, how does that impact willingness to share personal information with
the online service

(%) 95% Cl
Greatly increases 3,5 +15
Somewhat increases 35,3 +3,3
Does not increase or decrease 41,4 +34
Somewhat decreases 10,1 +2,1
Greatly decreases 59 +15
Cannot say 3,8 +15

Transaction security

User recognizes a situation where transactions with the online service are encrypted

(%) 95% Cl
Yes 72,8 +3,0



No 14,8 +25
Cannot say 12,4 £21

How important are encrypted transactions with the online service are in terms of
transaction security

(%) 95% Cl
Very important 65,3 +33
Somewhat important 28,8 +3.2
Not very important 3,2 +15
Not important at all 0,3 +15
Cannot say 2,4 +15

How secure do users consider transactions that are made by online bank payment

(%) 95% Cl
Very secure 38,5 +3,4
Somewhat secure 51,8 +£35
Not secure or insecure 4,7 £15
Somewhat insecure 3,2 £15
Very insecure 0,4 +15
Cannot say 1,3 +15

How secure do users consider transactions that are made via Nordic payment provider
(e.g. Klarna)

(%) 95% Cl
Very secure 16,9 +25
Somewhat secure 38,1 £34
Not secure or insecure 18,4 +28
Somewhat insecure 5 +15
Very insecure 1,5 +15
Cannot say 20,1 +28

How secure do users consider transactions that are made via international payment
provider (e.g. PayPal)

(%) 95% ClI



Very secure 11,7 +21

Somewhat secure 36 £33
Not secure or insecure 22,6 +28
Somewhat insecure 9,7 +21
Very insecure 2,2 +15
Cannot say 17,8 +2,8

How secure do users consider transactions that are made directly with the online service
(e.g. credit card number is provided for the online service)

(%) 95% ClI
Very secure 3,5 +15
Somewhat secure 18,3 +28
Not secure or insecure 32 £3.2
Somewhat insecure 27,3 3,0
Very insecure 11,7 +15
Cannot say 7,2 +15

Authentication level

If the authentication is made with Bank-ID, how does that impact perceived trust
towards online service

(%) 95% Cl
Greatly increases 39,5 +3,4
Somewhat increases 40,0 +34
Does not increase or decrease 12,7 £25
Somewhat decreases 2,8 +15
Greatly decreases 1,3 +15
Cannot say 3,7 +15

If the authentication is made with mobile phone, how does that impact perceived trust
towards online service

(%) 95% Cl
Greatly increases 51 +15
Somewhat increases 24,3 3,0

Does not increase or decrease 38,7 +3,4



Somewhat decreases 12,4 £21
Greatly decreases 5,8 +1,
Cannot say 13,8 +25

If the authentication is made with biometric authentication (e.g. with laptop or mobile
phone camera), how does that impact perceived trust towards online service

(%) 95% Cl
Greatly increases 6,7 +15
Somewhat increases 17,1 +28
Does not increase or decrease 32,9 32
Somewhat decreases 9,4 £21
Greatly decreases 9,5 £21
Cannot say 24,4 +3,0

If the authentication is made with username and password created by the user, how does
that impact perceived trust towards online service

(%) 95% Cl
Greatly increases 11,9 £21
Somewhat increases 40,9 +34
Does not increase or decrease 37,9 +34
Somewhat decreases 2,8 +15
Greatly decreases 1,2 +15
Cannot say 52 +15

Security certifications

If the online service has received a security certificate for passing a security audit, does
that increase trust towards the online service

(%) 95% Cl
Yes 53,3 +3,4
No 22,1 +28
Cannot say 24,6 +3,0

If which of the following cases does certificate positively impact on trust towards online
service



(%) 95% Cl

Certificate has been issued by Finnish company 36,7 +33
Certificate has been issued by foreign company 9,2 +2,1
Certificate has been issued by a company user knows by name 23,7 +3,0
Other / cannot say 1,4 +1,5

Data breach disclosures

How does data breach disclosure impact perceived trust towards online service

(%) 95% Cl
Greatly decreases 49,2 +35
Somewhat decreases 36,7 +3,3
Does not decrease much 9,8 +2,1
Does not decrease at all 1,0 +15
Cannot say 3,4 +15
Ease of authentication
How easy to use is Bank-1D authentication

(%) 95% Cl
Very easy 33,7 +3,2
Somewhat easy 46,2 +34
Not easy or difficult 10,4 +2,1
Somewhat difficult 6,0 +15
Very difficult 1,6 +1,5
Cannot say 2,1 +15

How easy to use is mobile phone authentication

(%) 95% Cl
Very easy 8,8 +2,1
Somewhat easy 27,3 +3,0
Not easy or difficult 22,6 +3,0
Somewhat difficult 17,3 +25
Very difficult 6,6 +15

Cannot say 17,4 +2,8



How easy to use is biometric authentication (e.g. with laptop or mobile
phone camera)

(%) 95% Cl
Very easy 3,1 +15
Somewhat easy 8,7 +2,1
Not easy or difficult 18,6 +28
Somewhat difficult 18,9 +28
Very difficult 20,3 +28
Cannot say 30,4 +3,2

How easy to user is password authentication (username and password
selected by the user)

(%) 95% Cl
Very easy 30,6 +3,2
Somewhat easy 43,8 +34
Not easy or difficult 14,4 +2,5
Somewhat difficult 7,1 +15
Very difficult 1,3 +15
Cannot say 2,7 +15

How easy to user is password authentication (username generated by the
service, password selected by the user)

(%) 95% Cl
Very easy 19,5 +28
Somewhat easy 43,8 +34
Not easy or difficult 17,9 +28
Somewhat difficult 12,7 +25
Very difficult 2,5 +15
Cannot say 3,7 +15

If the authentication is made with Bank-1D, how does that impact perceived trust
towards online service

(%) 95% Cl



Greatly increases 39,5 +34

Somewhat increases 40,0 +34
Does not increase or decrease 12,7 +25
Somewhat decreases 2,8 +15
Greatly decreases 1,3 +15
Cannot say 3,7 +15

If the authentication is made with mobile phone, how does that impact perceived trust
towards online service

(%) 95% Cl
Greatly increases 51 +15
Somewhat increases 24,3 +3,0
Does not increase or decrease 38,7 +3,4
Somewhat decreases 12,4 +21
Greatly decreases 5,8 +15
Cannot say 13,8 +28

If the authentication is made with biometric authentication (e.g. with laptop or mobile
phone camera), how does that impact perceived trust towards online service

(%) 95% Cl
Greatly increases 6,7 +15
Somewhat increases 17,1 +28
Does not increase or decrease 32,9 +32
Somewhat decreases 9,4 +21
Greatly decreases 9,5 +2,1
Cannot say 24,4 +3,0

If the authentication is made with username and password selected by the user, how does
that impact perceived trust towards online service

(%) 95% Cl
Greatly increases 11,9 +21
Somewhat increases 40,9 +34
Does not increase or decrease 37,9 +34
Somewhat decreases 2,8 +15
Greatly decreases 1,2 +15

Cannot say 5,2 +15



If the authentication is made with username generated by the service, and password
selected by the user, how does that impact perceived trust towards online service

(%) 95% Cl
Greatly increases 6,4 +15
Somewhat increases 33,7 +33
Does not increase or decrease 45,6 +34
Somewhat decreases 7,2 +15
Greatly decreases 1,5 +15
Cannot say 57 +1,5

Availability

If the online service is not available when user tries to access it, how does that impact
perceived trust towards online service

(%) 95% Cl
Greatly decreases 13,4 +25
Somewhat decreases 37,4 £33
Does not decrease much 37,6 +34
Does not decrease at all 5,7 +15

Cannot say 5,9 +15
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