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ICN as Network Infrastructure for Multi-Sensory Devices

Local Domain Service Discovery for ICN-based IoT environments
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Abstract Information Centric Networking (ICN) is an
emerging research topic aiming at shifting the Inter-
net from its current host-centric paradigm towards an
approach centred around content, which enables the di-
rect retrieval of information objects in a secure, reliable,
scalable, and efficient way. The exposure of ICN to sce-
narios other than static content distribution is a grow-
ing research topic, promising to extend the impact of
ICN to a broader scale. In this context, particular atten-
tion has been given to the application of ICN in Internet
of Things (IoT) environments. The current paper, by
focusing on local domain IoT scenarios, such as multi-
sensory Machine to Machine (M2M) environments, dis-
cusses the challenges that ICN, particularly Interest-
based solutions, impose to service discovery. This work
proposes a service discovery mechanism for such sce-
narios, relying on an alternative forwarding pipeline
for supporting its core operations. The proposed mech-
anism is validated through a proof-of-concept proto-
type, developed on top of the Named Data Networking
(NDN) ICN architecture, with results showcasing the
benefits of our solution for discovering services within
a collision domain.
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1 Introduction

The coupling of networking communication capabilities
with devices of heterogeneous characteristics (e.g., sen-
sors, actuators) has motivated different actors (rang-
ing from academia, service providers, manufacturers,
to operators) into the development of solutions that
collectively are building the Internet of Things (IoT).
The possibility to remotely make use of the sens-
ing and actuating capabilities of such devices, turning
them into communicating and processing platforms, has
prompted the appearance of different “smart scenar-
ios” |17]. The IoT, by providing a connection between
the physical and digital worlds, has generated added
value and set off a continuously growing number of con-
nected devices (7.3 billion Machine-to-Machine (M2M)
networked devices are expected by 2018 [11]). The as-
sociated information exchanges has raised connectivity
concerns at different levels. This connectivity explosion
has placed a new set of stringent requirements over the
underlying networking fabric (e.g., scalability, energy
efficiency, self-organization, semantic interoperability,
privacy and security), thus highlighting the need for
novel ideas and solutions, able to cope not only with
these requirements, but also granting the capability to
better face future challenges [28].

On a parallel development, over the last few years,
we have been also witnessing the emergence of novel
networking paradigms, such as Information Centric
Networking (ICN) [2,[29]. ICN’s networking operation
is centred around content, moving away from the host-
centric approach of the current Internet. This novel con-
nection paradigm, unlike the original underlying archi-
tecture of the Internet, intrinsically supports advanced
mechanisms, such as security, mobility support and ef-
ficient caching. As it might be expected, these ICN fea-
tures, along with the possibility of expanding its range
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of scenario applications still at the design stage [18],
have encouraged the utilization of the ICN concepts
for addressing IoT challenges [4,[26}/31]. Moreover, ex-
posing ICN mechanisms to different scenarios not only
contributes to its own development, but can actually
provide new solutions for issues that challenge current
Internet technologies.

Efficient device and service discovery has proved to
be a complex and dynamic aspect of IoT scenarios [10].
In these scenarios, devices mainly rely on ad-hoc con-
nections and protocols for communication; therefore a
third-party infrastructure may not be always available
to assume the discovery role. Different protocol stacks
address this issue at different layers. For example, Blue-
tooth performs discovery at Layer 2 using broadcast
messages, while IP-based protocols like Zeroconf [9] use
multicast/broadcast for decentralised addressing and
local domain discovery. In ICN networks, service dis-
covery is a relatively new topic, and, to our knowledge,
most of the prior work is focused on infrastructured
networks, where a dedicated node executes the discov-
ery functions, acting as a centralised server that aggre-
gates discovery results. However, these approaches are
not viable under ad-hoc protocols like WiFi-Direct or
Bluetooth, or in mobility scenarios where nodes cannot
take for granted the availability of a dedicated discovery
broker.

Therefore, the aim of this paper is to contribute to
the use of ICN protocols within local connectivity IoT
scenarios (e.g., multi-sensory M2M environments) by
extending existing ICN solutions with discovery capa-
bilities. Concretely, we discuss how local area discovery
can be designed for Interest-based ICN protocols (e.g.,
Named Data Networking (NDN) [30], Content Centric
Networking (CCN) [16]) without depending on a ded-
icated infrastructure and propose a discovery mecha-
nism that relies in Layer 2 broadcast protocols and sup-
ports both reactive and proactive operation modes. In
doing so, Interest-based ICN nodes were provided with
the capability to listen and to broadcast unsolicited
ICN messages within the local network, by means of
a novel alternative forwarding pipeline for local area
communication. Finally, a proof-of-concept prototype
of the solution was implemented on top of NDN and
evaluated in two distinct deployments environments.

The remainder of this paper is organised as fol-
lows: Section [2| introduces the scenarios that moti-
vate this work and defines our problem statement. Sec-
tion [3] briefly introduces ICN concepts and provides an
overview of previous works related to our proposal. Sec-
tion [4| details the proposed solution, which is imple-
mented as a proof-of-concept prototype, as described
in section [5] and later assessed in section [6] where ex-

perimental results are presented. Finally, conclusions
are drawn in section

2 Scenario and Problem Statement

This section describes, by presenting a motivating sce-
nario, the main problem we address on this work.

2.1 Motivating Scenario - Smart Farming

Alice’s farm includes a large area of natural meadows
where the cattle roam for optimum health and well-
being. Each animal has been provided with an intelli-
gent collar coupled with a set of sensors that report rel-
evant information about the animal (e.g., identification,
health indicators, location). Besides the daily data col-
lection which takes place at the stalls, Bob, a regulatory
veterinary, occasionally wanders around the meadows,
in order to electronically check the health condition of
the animals. In doing so, he first checks the informa-
tion provided by their sensors, and in case of anoma-
lies, treats them. On his way through the fields, and to
ensure that he does not miss an animal, he uses an ap-
plication to launch queries for sensors providing the de-
sired information, and to listen for sensors announcing
themselves. So, whenever Bob stays within the range
of an animal, he is able to discover how to access the
information provided by the sensors in its collar.

In this scenario, devices and services for the different
animals are discovered using both reactive and proac-
tive approaches. The former requires a request to be
sent for discovering the services of each animal device,
while the later allows services to proactively announce
themselves.

2.2 Problem Statement

The advertisement and discovery of services can be used
by clients to discover available service providers. Dis-
covery protocols can be reactive (i.e., polling), proac-
tive (i.e., spontaneous announcements) or hybrids (i.e.,
both reactive and proactive). In IoT deployments in-
volving a large amount of data producers, supporting
hybrid discovery is a critical aspect for the deployment
to scale. However, while reactive protocols match the
synchronous workflow seen in ICN, proactive protocols
do not rely on polling for updates, instead information
is usually broadcast to all nodes within the local net-
work. Consequently, existing service discovery solutions
for Interest-based ICNs are mainly limited to a reactive
approach in which consumers interested in a particular
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service have to ask for possible providers. Moreover,
current local area discovery solutions are based in uni-
cast communications between nodes and cannot lever-
age the broadcast nature of some media (e.g., WiF1i).
Our target is to address dynamic IoT scenarios, where
the use of brokers may not be possible and a hybrid so-
lution (both reactive and proactive) may be more suit-
able than a strictly reactive approach.

3 Background

This section, presents the main requirements for ser-
vice discovery in IoT environments along with the fun-
damental aspects related to the ICN concept. Special
consideration is given to the application of ICN in IoT
environments, as well as existing approaches for service
discovery on these Future Internet architectures.

3.1 Service discovery for IoT environments

As previously stated, IoT environments are character-
ized by a massive amount of heterogeneous nodes with
disparate communication and computation resources
targeted by different applications. Besides, typical IoT
scenarios are highly dynamic, involving physical mo-
bility, radio duty cycles, low power and lossy environ-
ments. As a result, the already mature discovery con-
cepts from traditional networks are not easily applicable
to the IoT and efficient service discovery in these envi-
ronments remains a challenge. Ensuring the availabil-
ity, scalability, interoperability for an efficient and effec-
tive service discovery requires high levels of automation
(e.g., self-configuring, self-managing, self-optimizing).
Although centralized solutions ease the manage-
ment of service registries, ensure their consistency and
provide fast lookup mechanisms, relying in decentral-
ized solutions and allowing the proactive advertisement
of services are key elements for increasing the scala-
bility of the solution in IoT environments. Addition-
ally, in order to ensure interoperability among the mas-
sive amount of heterogeneous devices and applications,
it is necessary to provide meaningful service descrip-
tions (e.g, functionality, scope, behaviour, QoS) as well
as flexible description matching algorithms (e.g., algo-
rithms relaying on semantic similarity [19]). Ensuring
the security and privacy of the pervasive and sensible in-
formation commonly exchange in IoT scenarios and ap-
plications (e.g., smart healthcare, logistics, transporta-
tion) are other major challenges associated to IoT dis-
covery solutions. Finally, discovery systems should ac-
count for constant changes in the topology, keeping the

information updated and ensuring load-balancing and
fault tolerance.

A comprehensive survey on service discovery ap-
proaches is provided in [22], where authors define the
prime criteria that need to be fulfilled for an autonomic
service discovery. Analysed solutions are categorized ac-
cording to: (i) its level of decentralization (i.e., central-
ized, distributed or decentralized), and (ii) its match-
making reasoning level (i.e., syntactical, hybrid or se-
mantic).

The different challenges we have showcased in this
section has been the focus of recent research on dis-
covery solutions for IoT environments. For example, in
[10], authors propose a Service Discovery solution which
relies on ZeroConf mechanisms and P2P technologies
for integrating discovery mechanisms in both local and
large scale. Authors in [15], use a fully distributed op-
portunistic approach in order to optimise the discovery
of services offered by constrained nodes. Their solution
leverages the broadcast nature of the wireless channel
to optimise discovery tasks by transmitting messages
using link-layer broadcasts to all neighbours which will
cooperatively make the next decision. Finally, ZigBee’s
discovery protocol [27] defines both device and service
discovery. Devices may be searched using either broad-
cast or unicast messages and ZigBee coordinators and
routers respond with its own address as well as the ones
from its child nodes. Service discovery requests are sent
by means of a broadcast message, and any node provid-
ing the requested services response back, in an unicast
manner, to the requesting node.

3.2 Interest-based ICNs

Despite existing ICN solutions share some core con-
cepts of this novel paradigm (e.g., information oriented
communication, content based security, in-network
caching), different implementations follow different de-
sign choices (e.g., communication model, naming prin-
ciples, routing and forwarding). In this work we focus
on Interest-based ICN solutions.

Interest-based ICNs propose a communication
model driven by the information consumers, and based
on the exchange of request and response packets (i.e.,
Interest and Data packets, respectively). A name, con-
tained in both types of packets, is used to identify the
content being addressed. Figure [1] illustrates the com-
munication process in these architectures, along with
the main element composing an Interest-based ICN
node. Consumers initiate the communication by issuing
an Interest. Interests are forwarded, towards an entity
holding the content, according to information stored in
the Forwarding Information Base (FIB) and following
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Fig. 1: Forwarding in Interest-based ICN networks

the configured forwarding strategy. Nodes maintain a
Pending Interest Table (PIT) with information about
outgoing forwarded requests (e.g., content name and
incoming faces). Subsequent request for the same con-
tent are aggregated in the PIT (i.e., adding an incom-
ing face to the PIT entry). Data is then routed back
using the reverse request path based on the state in-
formation stored in the PIT. Upon the forwarding of a
Data packet, the Interest is considered as satisfied and
the corresponding PIT entry is removed (i.e. Data con-
sumes Interest). Content objects can be cached in the
Content Store (CS). Content objects are signed by the
producers, ensuring both integrity and authenticity of
the content.

3.3 ICN meets IoT

The alleged suitability of applying ICN concepts to
IoT scenarios has triggered an increasing interest of
the research community in exploring such an approach.
Particularly, the Information-Centric Networking Re-
search Group (ICNRG)E] of the Internet Research Task
Force (IRTF) has identified IoT as a baseline scenario
where the use of ICN, as an underlying communication
paradigm, could bring significant advantages compared
to existing Internet protocols [18]. In enabling the de-
ployment of current and envisioned IoT scenarios over
ICN architectures, it is also expected to contribute to
the development of ICN, thus opening a whole new set
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of scenarios which are not feasible under the current
Internet architecture.

A detailed analysis identifying the main benefits,
challenges and design choices for an efficient and scal-
able addressing of IoT scenarios from an ICN perspec-
tive is provided in [4}26][31]. Other works have ad-
dressed specific challenges of applying ICN concepts in
IoT scenarios. For example, using long term Interests
for enabling push-like communications [14]; lightweight
alternatives to account for the memory and computa-
tional constraints of some IoT devices [24]; authenti-
cated interest and encryption based access control for
secure actuation [7] and sensing [8] in IoT-like environ-
ments; enabling data retrieval from multiple sources [3];
management aspects of IoT deployments over ICN [13];
impact of caching in energy and bandwidth efficiency
[20]; information freshness [21]. Finally, authors in [6]
perform an experimental analysis of the impact of ICN
applied to IoT. Their work showcase the feasibility
of using ICN in constrained devices and demonstrate
that it can bring advantages over approaches based on
6LoWPAN/IPv6/RPL in terms of energy consumption,
as well as RAM and ROM footprint.

3.4 Service Discovery in Interest-based ICN
Architectures

CCNXEI (version 1.0) specifications include a proposal
of a Simple Service Discovery Protocol [25] based on
the existence of a Service Discovery Broker responsible
for managing the services within a Service Discovery
Name Space. Services must be registered in the Ser-
vice Discovery Broker and can be later discovered by
clients. Replies to service discovery queries contain the
names and additional metadata, for the services that
have been admitted into the Service Discovery Name
Space. In [19] a broker-based service discovery mecha-
nism, based on NDN, is presented. The proposed mech-
anism leverages the use of a semantic matching mech-
anism for achieving a flexible discovery process. While
these approaches are suitable for global IoT service dis-
covery, dedicated entities are required to assume the
discovery role and do not cover the infrastructure-less
discovery, which could be largely benefit for local con-
nectivity scenarios and better self-organization capabil-
ities.

In [23], authors propose a CCNx prototype of an
infrastructure-less service discovery mechanism. Their
proposal included a Neighbour Discovery Protocol
(NDP) and a Service Publish and Discovery Protocol

I https://irtf.org/icnrg

2 WWW.CCnX.org
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(SPDP). The NDP allows CCNx nodes to collect infor-
mation about their locally reachable neighbour nodes,
while the SPDP is responsible for receiving service reg-
istrations via API and for querying other SPDPs about
available services. The querying process is based on a
recursive hop-by-hop propagation of an Interest from
one SPDP instance to another and also hop-by-hop ag-
gregation of the response(s). While this approach shares
our motivation, our proposal differs in that it enables
proactive service advertisements.

4 Solution Overview

The current section details our proposal for a decentral-
ized, hybrid service discovery mechanism for Interest-
based ICN architectures.

4.1 Towards a proactive broker-less mechanism

From the previous section we learned that although
there are some approaches that enable service discovery
in Interest-based architectures, they lack some impor-
tant features (e.g., proactive announcement of services
and support for decentralized operation) relevant in tar-
geting IoT/M2M scenarios, where protocol efficiency is
a key aspect due to the common presence of resource
constrained devices.

Supporting proactive and broker-less mechanisms
for local service discovery in Interest-based ICN archi-
tectures requires two critical aspects to be addressed:
(i) support for multiple source data retrieval, and (ii)
support for a push-based communication model.

(i) Multiple source data retrieval:

As described in Section [3.2] Interest-based ICNs fol-
low a pull-based communication model (i.e., every com-
munication starts with an Interest which is consumed
by a Data or otherwise expires). While Interest pack-
ets are routed, Data packets are forwarded based on
PIT entries, which are deleted upon the reception of a
corresponding Data packet. This communication model
challenges the retrieval of pieces of information from
multiple sources using a single Interest, which is the
general case for a decentralized discovery procedure in
a broadcast medium (i.e., a client wanting to discover
available services sends a request and waits for the re-
ception of multiple answers).

A possible solution is to handle this issue at the ap-
plication layer by continuously reissue the same Interest
but expressing in the Ezclude field of the Interest the
producers for which Data packets have been already
received. The last Interest, after the content from all

the producers has been already received, will timeout.
However, this approach raises two main problems: (i)
increased network overhead and delay, since for every
Interest there is only one Data that reaches the client
(ii) the overhead associated with Interests is continu-
ously increased as more ezclude related information is
included.

A different approach, as proposed in [3], is to have
longterm Interests, for which the corresponding PIT en-
tries are not consumed by Data packets, but kept for
the whole Interest Lifetime, thus maintaining the state
information of a reverse path to be followed by multiple
Data packets. The use of exclude filters is considered for
the retrieval of lost Data packets, but this requires prior
knowledge about the expected number of Data packets.

(ii) Push-based communication model:

In order to enable a proactive approach for ser-
vice discovery (i.e., service providers periodically an-
nounce their services instead of just waiting for incom-
ing queries), the support of a push-based communica-
tion model is required. However, as previously stated,
Interest-based ICNs are designed to work only under a
pull-based communication model.

A solution, used in [12], is for producers to send
an Interest expressing their willingness to send Data.
Consumers interested in the Data will then, in addition
to the Data reply (potentially empty), send an Interest,
allowing the producer to send the desired content.

In [14], authors explore the previously exposed idea
of long term Interests, but now aiming to create a long
lasting reverse path, allowing producers to push Data
packets through that path toward interested consumers.
After the expiration of the PIT entries, the consumers
willing to keep this communication channel open can
issue another long term Interest.

4.2 Key Concept: Elements for an alternative
forwarding pipeline

Although some research works propose solutions for en-
abling these capabilities in Interest-based ICNs, they
focus on forwarding issues rather than performance in
constrained devices. In this context we propose an alter-
native forwarding pipeline for Interest-based ICNs. This
new pipeline, which implementation details are given in
section [B] will provide an additional forwarding path,
based on rules other than PIT, FIB and CS matching,
that leverages the broadcast nature of the media while
satisfying the previously identified challenges by pro-
viding Interest-based ICN nodes with two additional
capabilities:
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1. Send Data messages into the local network (i.e., L2
collision domain) without having first received an
Interest.

2. Receive Data messages without having to send an
Interest message. Transitively, this capability also
allows a node to receive multiple Data messages for
a single Interest.

The scope of this work is intentionally limited to
local networks, since that is a reasonable assump-
tion in some IoT scenarios, and broadcast messages
are not forwarded across the local collision domain.
Notwithstanding, our proposal could be integrated with
other solutions (e.g., [25], [19], [23]) for achieving a
combined local/global solution as required for global
scale ToT deployments. For example, such an integra-
tion could be achieved by allowing discovery brokers
to discover the services available within its local do-
main scope (i.e., by leveraging our proposed mech-
anism) and to map them into globally addressable
names (e.g., |/my-local-namespace/temp maps into
/my-global-namespace/temp and viceversa).

4.3 Local Area Service Discovery Mechanism

For clarity, in the following descriptions signalling work-
flows that take place inside the node are referred to as
Internal, while those that take place in the network
between different nodes are tagged as External.

We propose the design of a hybrid (both proactive
and reactive) discovery mechanism that relies on the
nodes’ ability to receive/send unsolicited Data mes-
sages. The proposed discovery mechanism considers
three types of applications: (i) Discovery Daemons, (ii)
Services and (iii) Clients. Every node implementing this
mechanism must have a Discovery Daemon running and
may also contain one or more Service and/or Client
applications. Additionally, it is assumed that the Dis-
covery Daemon has been properly configured to lever-
age the novel alternative forwarding pipeline for listen-
ing/pushing unsolicited Data messages from/to the lo-
cal network (e.g., during a bootstrap process triggered
by the Discovery Daemon application). The reasoning
behind the concept of a Discovery Daemon includes to
avoid redundant queries by different applications, as
well as to ensure a single node name.

Services are able to (un)register themselves in the
local Discovery Daemon as shown in Figure [2] In doing
s0, Services send an Interest, which specifies the type of
operation to perform (i.e., register or unregister), and
also relevant information (e.g., name, inputs, outputs)
about the provided service(s), properly encoded within

Service DiscoveryDaemon

Register Service

Interest (1) R

/localhost/services/register/[Services]

( Process Interest )

Data (2)

[Registration Response]
Unregister Service

Interest (3)

/localhost/services/unregister/[Services]

Process Interest )

Data (4)

[Unregistration Response]

A

Fig. 2: Service — Discovery Daemon Communication
(Internal)

the name. The Discovery Daemon responds with a Data
containing the result of the operation.

As shown in Figure [3] Discovery Daemons are re-
sponsible for the service discovery and announcement
processes by exchanging information, within the local
network, on behalf of client/services applications run-
ning in the node. During its bootstrap, a Discovery Dae-
mon sends an initial query, Interest (1), with the objec-
tive of checking the availability of a name to be associ-
ated to the node. If the Interest times out, it means that
the name is available. On the other hand, the reception
of a Data (2) packet means that the name is already
in use by another Daemon and a different one must be
chosen (this mimics the name collision detection mech-
anism seen in Zeroconf [9]). Additionally, a Discovery
Daemon can query for services, Interest (3), and conse-
quently receive Data (4) packets from other Discovery
Daemons containing the specifications of the services
they provide and that satisfy the query. The Discovery
Daemon can also operate proactively, by sending pe-
riodical announces, Data (5), containing the informa-
tion regarding the services being provided at the node.
The announcement interval can be configured accord-
ing to different policies (e.g., reducing network and en-
ergy overhead). This packet is received by the Discov-
ery Daemons running in neighbouring nodes which, in
turn, update their local information about remote ser-
vices. This information is associated to an expiration
time, which will be renewed through new incoming an-
nouncements or will otherwise expire. The Discovery
Daemon may also use a “Bye” Data packet (Data (6))
for removing its services from the other Discovery Dae-
mons before their expiration time.

Similarly, as depicted in Figure 4} Client applica-
tions query the local Discovery Daemon, Interest (1),
to find out the services offered within the local network,
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Fig. 3: Discovery Daemon — Discovery Daemon Com-
munication (External)

Client DiscoveryDaemon
Service Query
Interest (1)
/localhost/services/query/[service Type] g
( Process Query ]
P Data (2)
[Services]

Fig. 4: Client — Discovery Daemon Communication
(Internal)

including the node itself. The Discovery Daemon replies
with a Data (2) containing the information related to
the relevant services. If the Discovery Daemon does not
hold a valid answer for the query, it will perform a re-
mote request for it, as previously described (Figure [3).

4.3.1 Security Considerations

ICN intrinsically supports content-based security on
which each Data packet is secured, enabling data repli-
cation and preserving its security properties for the
packet’s lifetime. As such, we rely on this ICN mecha-
nism for securing the proposed discovery protocol. ICN

solutions generally consider different types of signature
algorithm targeting application scenarios with different
requirements in terms of tradeoff between security level
and resource consumption. In section [6.2) we present an
evaluation of the impact of these algorithms on top of
constrained devices.

5 Proof-of-concept Prototype

A proof-of-concept prototype was implemented follow-
ing the NDN architecture and basing its development
on the NDN Platfornﬁ (version 0.3.2). We draft our so-
lution on top of the NDN Platform as it is a reference
open source platform for Interest-based ICNs, which is
up to date with the latest developments of the NDN
architecture and allows us to evaluate the impact of a
full NDN stack on top of both constrained and uncon-
strained devices.

The reference NDN implementation considers a
node to be composed by different Faces (i.e., a general-
ization of interface that may represent either a physical
interface, an overlay tunnel or a UNIX-domain socket
to a local application). The different Faces communi-
cate with each other through the NDN Forwarding Dae-
mon (NFD) [1], which maintains internal data struc-
tures such as CS, PIT, and FIB, and implements the
packet processing logic.

As part of the prototype development process, be-
sides the implementation of the Discovery Daemon,
Service and Client applications, both the ndn-cxx and
the NFD implementations were extended to support
the novel Alternative Forwarding Pipeline (AFP). This
pipeline provides an additional forwarding path for
the intra-node face communication through the NFD,
based on rules other than PIT, FIB and CS matching,
(e.g., packets with prefix /localhop/services incoming
from face A will always be forwarded to face B).

Figure[f]illustrates the forwarding process of a NDN
node and highlights with dashed lines the extensions
introduced to support the new pipeline. Any packet ar-
riving to a Face, besides following its normal path, will
also be checked against a new Alternative Forwarding
Table (AFT). An AFT entry is composed by a name
filter, a packet type, a list of incoming faces and a list
of outgoing faces. Any packet matching an AFT entry
will be forwarded to the outgoing face(s) therein spec-
ified. Therefore, enabling alternative forwarding for a
given Face (i.e., include the Face in the list of outgo-
ing faces of an AFT entry), will enable the reception
of unsolicited packets on that Face. Consequently, en-
abling alternative forwarding for a Face associated to a

3 http://named-data.net
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Network Interface Controller (NIC) will push any NDN
packet matching the AFT entry into the L2 collision
domain.

The proposed pipeline is managed through the
API provided by the NFD (i.e., an exchange of Inter-
est/Data control commands), which was also extended
with a new module for that purpose. Following the NFD
specifications, the /localhost and /localhop namespaces
are enforced to ensure that packets being exchanged
cannot leave the node and the local network, respec-
tively.

By defining an AFT rule involving input and out-
put faces corresponding to different NICs, the scope of
the alternative pipeline concept could be extended be-
yond the local domain. However, on the current paper,
as far as it is sufficient for enabling local area service
discovery, we limit the impact of this mechanism to the
local domain. Also, the proposed modifications are in-
tended only to the nodes themselves and not to the
NDN routers. Therefore, in the current proposal, we
only consider AFT entries with at most one NIC face.
Forwarding beyond the local scope should be handled
at the application layer or otherwise through the tradi-
tional NDN forwarding pipeline.

Although we draft our solution for local domain ser-
vice discovery on top of NDN, the main concepts are
equally applicable to similar ICN architectures.

NDN Node
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NDN Node
(Service
Provider)

L2 Collision

. NDN Node
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NDN Node
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Fig. 6: Evaluation Scenario

6 Evaluation

The current section presents an evaluation of our pro-
posal conducted by deploying the proof-of-concept pro-
totype in two different experimental environments: (i)
Constrained and (ii) Unconstrained.

To validate our proposal, we focused on two pa-
rameters: (i) the service time (i.e., the amount of time
elapsed from the moment when the request is sent, up
to the reception of the desired response) and (ii) the
overhead introduced in the network by the discovery
protocol.

The evaluation scenario, as shown in Figure [0} is
composed by three nodes, two service providers and one
client, all of them connected to the same L2 collision do-
main. This setup allowed us to verify the correct opera-
tion of the prototype in multi-source environments. The
two environments differ in the hardware/technologies
used for instantiating the scenario. The first involved
the use of virtual machines (single core 3.33GHz virtu-
alised CPU with 2GB of RAM) hosted in an OpenStack
Platform and connected through Gigabit Ethernet. The
second is based on Raspberry Pi Model B devices con-
nected via IEEE 802.11g interfaces. These two scenarios
will allow us to evaluate the behaviour of our prototype
and the NDN stack in general, considering different de-
vice capabilities.

6.1 Service time analysis

We evaluated the service time for the three main opera-
tions of our solution: register service, unregister service
and service query (Figures and . The number of
services being processed in each evaluation ranged from
1 to 10 (with a resolution of 1 service) to analyse its
impact on the service time. Two different approaches
to request the (un)registration of services were stud-
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Fig. 8: Unconstrained environment evaluation

ied: 1) all services in a single request (all-at-once), and
2) one service per request (one-per-request). This last
approach was also divided into two different strategies
depending on whether the requester waits (one-by-one)
or not (one-at-once) for an answer before sending the
next request. In all cases, the amount of time consid-
ered is the total time elapsed from the moment when
the first request is sent, until the reception of the last
response. All evaluations were run 50 times and a 95%
confidence interval was calculated.

Results (Figures |7 and for the service registra-
tion and unregistration events in both evaluated envi-
ronments were, as expected, quite similar. The results
when considering the different one-per-request strate-
gies were also quite similar. However, in the one-at-
once strategy, the Constrained environment was unable
to handle more than seven concurrent (un)registration
requests, beyond this number some requests remained
unanswered. The reason behind it is that the time that
would be required for responding to all the requests ex-
ceeds the Interest Lifetime (5000ms for the Constrained
environment) and consequently some Interests expire
before they can be answered. Using the all-at-once ap-
proach showed no considerable increase on the service
time as the number of services is increased. On the other
hand, increasing the number of services in the one-per-
request approaches resulted in a linear increase of the
service time.

A comparison among the results from the two dif-
ferent environments shows that the service time on the
Constrained environment is more than 100 times higher
than its equivalent in the Unconstrained environment.
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Fig. 9: Unconstrained environment extended evaluation

For simplicity, the service query response time was stud-
ied in the Client-DiscoveryDaemon interface. For both
studied environments the service time showed almost
no variation with respect to the amount of services be-
ing processed (approximately 3 ms and 565 ms for the
Unconstrained and Constrained environments respec-
tively).

The previous analysis was extended from the pre-
vious maximum of 10 services to a maximum of 100
services but limited to the Unconstrained environment.
Results are shown in Figure [0] and demonstrate that
our solution, when considering the all-at-once approach
scales in terms of number of services. The one-per-
request approaches, as expected, keep the growing ten-
dency and are therefore not recommendable for a high
number of services.

6.2 Impact of ICN security mechanisms

The key point for variable security levels in ICN is the
level of encyption that is applied to the ICN packets
signing operations. A detailed analysis on the origin
of the high values of service time for the Constrained
environment, as compared with those for the Uncon-
strained one, revealed that most of the time was associ-
ated to Data packets signing operations. Consequently,
in addition to the already studied RSA-2048 signature
(default algorithm of the NDN implementation), we ex-
tended our previous evaluation for Constrained environ-
ments to study alternative signature types considered
by NDN, namely ECDSA-256 and Digest Only (SHA-
256). Results are shown in Figure evidencing the
impact that the use of each signature type has on the
service time, with associated savings ranging from 69%
to 83% for ECDSA-256 and from 96% to 98% for SHA-
256.

Additionally, an assessment of the processing time
for the signature and verification processes in a Rasp-
berry Pi Model B was conducted by using the bench-
mark tools of two different cryptography libraries:



10 José Quevedo et al.
RSA-2048 ECDSA-256 Digest Only
7000 — — — e — )
6000 | e 200 ER
A *.'}*(
2 5000 K K
@ 4000 el 100y ¥"'*
E ¥ *
= * ¥
¥ 3000 - kK o o oo o o
2 X 0 5 10
o 2 |
& 2000 /)K k- *,.*—-4
1000} ,” kX 1
- -—¥ -*
= 3 4 5 6 7 8 9 101 2 3 4 5 6 7 8 9 101 2 3 4 5 6 7 8 9 10
Number of Services Number of Services Number of Services
e—e gall-at-once X X one-at-once +:+ one-by-one
Fig. 10: Impact of different signature algorithms in Service Registration time
Table 1: Cryptography Libraries Time Benchmark 50000 100
e—e All service in one Data + + Associated saves
% X One service per Data X -
40000 T i i R At aER 1)
[ Algorithm [ Library | Signature [ms] | Verification [ms] | A X
Crypto+—+ 237.68 2.58 B , X
RSA-2048 | —5oCraar, 75.5648 2.352 2 300001 ; X 1% 5
Crypto++ 27.64 62.48 & : porat r
ECDSA-256 |5 ssL 3.4 152 % 20000] - luo &
* v x
10000 x 120
o
Crypto++ v5.6.f| (used by ndn-cxx) and OpenSSL ok .

vl.O.leﬂ The assessment considered the signature al-
gorithms used by NDN, with results regarding times
for signature and verification processes being shown in
Table[I} Results show that the OpenSSL library outper-
forms the Crypto++ library (likely due to platform spe-
cific optimizations), notwithstanding it remains a time
consuming process requiring further attention.

6.3 Network overhead analysis

The overhead analysis was limited to the packets ex-
changed over the network (i.e., skipping packets ex-
changed over internal UNIX-domain faces). The initial
query Interesﬁ for our implementation was determined
to be 79 bytes, while the discovery Interestﬂ was 92
bytes. As in the case of the Data packet containing the
services, Figure shows the size of the Data Pack-
ets as a function of the amount of services it contains.
In this figure, the hypothetical curve where each ser-
vice announcement is sent in an individual packet, as
well as the saves associated with the aggregation of ser-
vices into a single Data packet (i.e., the percentage of
the total size of sending single service announcements,
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6 Interest name: /localhop/services/name/nodeX

7 Interest name: /localhop/services/query/
DummyDataProvider
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Fig. 11: Overhead

that can be saved by performing aggregation), have also
been represented.

7 Conclusions and discussion

With the increased interest for ICN in IoT/M2M envi-
ronments, the ICN protocol stacks are revisiting the
challenges of efficient service discovery. The natural
pull-based model seen in ICN architectures is meant
for routing optimisations based on content addressing.
However, in IoT scenarios, nodes may only require local
connectivity through service discovery, specially in de-
centralised or mobile scenarios where no infrastructure
can be assumed.

This is a specific problem for Interest-based ICN ar-
chitectures because they generally assume a data flow in
which Interests packets are consumed by Data packets,
thus neglecting multi-source content retrieval and push-
based communication scenarios. Our paper addresses
these issues, in the context of local network communi-
cation, for achieving efficient IoT local service discovery
in these architectures. We proposed a discovery proto-
col that can be both reactive and proactive and that
better leverages the broadcast nature of wireless media,
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extending the NDN reference implementation with the
notion of an alternative forwarding pipeline to support
such capabilities. As a result, NDN nodes become able
to send and receive Data messages without a matching
Interest.

As a proof of concept of our solution, a prototype of
the discovery protocol was developed and tested experi-
mentally in two distinct deployments environments: one
using Raspberry Pi nodes communicating over WiFi,
and another using regular virtualised nodes connected
using Ethernet. Our implementation and choice of dis-
covery strategies displayed enough flexibility for differ-
ent applications or services to parametrise configuration
based on their needs (e.g., some applications might need
reduced service times while others prefer reduced pay-
load lengths).

Experimental results support the viability of using
our service discovery solution. However, the experimen-
tation of the full NDN stack on top of a fully functional
operating system running on constrained devices, such
as the Raspberry Pi Model B, showed some limitations.
Based on this fact, further work on this direction should
consider the use of other OS, such as RiotO] [5] and
different named data networking approaches, such as
CCNLitd

Additionally, there is room for improvements re-
garding cryptographic mechanisms, namely the need
for proper choices of algorithms and platform specific
optimizations. The choice of a proper cryptographic
algorithm could depend on the target scenarios, and
the roles played by the IoT devices. For example, con-
strained nodes assuming a consumer role could bene-
fit from the use of RSA signing (fast to verify), while
ECDSA schemes could be more effective in a producer
role (fast signing). Moreover, using just hashing may
be a valid approach in discovery scenarios where prove-
nance protection is not a requirement.

Although our approach for service discovery tar-
geted local domain scenarios, it could be applicable be-
yond the local scope by integrating it with other solu-
tions. Moreover, the applicability of the proposed al-
ternative forwarding pipeline implementation is not ex-
hausted to service discovery scenarios, but may be con-
sidered as a general purpose tool for other applications
(e.g., packet sniffing application).
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