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Abstract

Today, one is expected to remember multiple useresaand passwords for different
domains when one wants to access on the Inteldentity management seeks to solve this
problem through creating a digital identity thaeixhangeable across organisational
boundaries. Through the setup of collaboratioe@gients between multiple domains, users
can easily switch across domains without beingireduo sign in again. However, use of
this technology comes with risks of user identitg @ersonal information being
compromised. Criminals make use of spoofed websitel social engineering techniques to
gain illegal access to user information. Due ts,ttihe need for users to be protected from
online threats has increased. Two processes quéed to protect the user login information
at the time of sign-on. Firstly, user’s informatimust be protected at the time of sign-on,
and secondly, a simple method for the identificatb the website is required by the user.
This treatise looks at the process for identifyamgl verifying user information, and how the
user can verify the system at sign-in. Three noftelidentity management are analysed,
namely the Microsoft .NET Passport, Liberty Alli@nEederated Identity for Single Sign-on
and the Mozilla TrustBar for system authentication.
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Chapter 1

INTRODUCTION

1.1 Prologue

With the great wave that has swept across the worlde form of the Internet, most people
with Internet access have had an online identidatad for them, in some cases without the
users’ direct knowledge. Through the dot net bodhe 1990s and the subsequent crash of
a number of these websites, the Internet and oplimehasing have become more and more
popular. Companies and individuals have placedsiteb online, selling a variety of items
from books to cars, all with online systems thavehdasic sign-in procedures. These
websites, Amazon and EBay for example, make useoofplex analysis techniques that
continuously build user profiles and user prefeesncand offer to remember customer
related information such as credit card informatiath of this information is being collected
through the relatively simplistic method of usegrsin tools such as the username and
password. But what are the implications of thiee sign-on methodology that is used in
these environments and ultimately how can it beieusthat the user that is connecting to

the system is who he claims to be?

In order to understand the full scope of the pnoblanalysis needs to first take place to show
the basics of the online environments and the wayhich users act within them and the
way in which they maintain their online identitiean online identity is defined as a social
identity that network users establish in online cwmities (Wikipedia, 2007). Essentially an
online identity is a representation of a physiaaispn’s identity on the Internet. This online
entity can have multiple pieces of information eltied to it, such as contact information, ID
numbers and banking information, depending on there of the website. A number of
methods of social engineering are used in ordgaio access to user information. The most

notable of these forms of information theft is gractice of online phishing.



The Oxford English Dictionary defines phishing &Braud perpetrated on the Internet;
specifically the impersonation of reputable compann order to induce individuals to reveal
personal information, such as passwords and cecadit numbers, online.” (Oxford English

Dictionary, 2006). Granova and Eloff (2005) give@nprehensive definition, stating that
phishing is, “the act of sending an email to a usdsely claiming to be an established
legitimate enterprise in an attempt to scam the e surrendering private information that
will be used for identity theft”. The exact meagiof the word phishing has changed over
the past few years as the techniques to acquioeniation unlawfully have become more
complex. Fake websites, key-loggers and the usdrofan Horse malware are now

considered part of phishing attacks (Ollman, 2004).

The sequence of successful phishing attacks cdedibed as:

e Phisher prepares for attack

« Malicious payload arrives at the recipient throagbropagation vector

* The user takes an action as a result of the delivpayload

» User is prompted for confidential information, thgh the use of a website or through
a Trojan Horse

» User compromises confidential information afteridnghg the request to be genuine

* User confidential information is transmitted frohetuser to a phishing server setup
by the phisher

» Confidential information used by phisher to suctidsimpersonate the user

* Phisher engages in fraud using compromised infoom#&Emigh, 2005).

It has been reported that the Association for PayrGéearing Services recorded fraud losses
from online phishing scams in the UK reaching £1Rion in 2004 (Caslon Analytics, n.d).

It is clear that a simple username and passwondotsalways the best solution to the
management of an online identity as it is openbtiosa and fraud. In a recent report it was
shown that phishing attacks have increased by 808@86the period from January 2005 to

September 2006, mainly due to more organised cahaativity in the phishing area as well
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as the increase in awareness for security protditola the banking industry (Phishing
Increases as Users Get Wise, 2007). This claishisvn to be true when examining the
banking sector. Standard Bank has implemented rausesecurity measures, such as one-
time password usage per client login, to their bamksystems, and is compliant with
international Internet security protocols while nmakuse of 128-bit encryption, ensuring
that no third party can gain access to client miation (Standard Bank, n.d). The same is
also seen in Absa Bank’s implementation of a sindlae-time usage password for each
transaction (Absa, 2006).

In order to effectively deal with the risks inhetravithin this turbulent environment, the use
of proper identity management principles need tafg@ied at the time of users signing on to
systems. Identity management is defined as, “adr@dministrative area that deals with
identifying individuals in a system and controlliigeir access to resources within that
system by associating user rights and restrictwaitts the established identity” (SearchVoip,
2006). A simple example of identity managemertha of driver licensing, in which drivers
are identified by their license numbers and linmtag, (such as being specified that a driver
must drive with spectacles) and are thereby linkedthe license number. Identity
management should be viewed as a tool for promahageduction of uncertainty between
parties and a process to ensure that users ar¢hehalaim to be. The process for verifying

that a user is who they claim to be is known akentication.

Authentication is defined as the process of vetfan of the credentials of the entity
attempting to make a connection to the servicee pitocess involves the sending of user
credentials from the client to the server via anpéxt or encrypted form in the use of an
authentication protocol (Microsoft, 2005). The grss of authentication is not to be
confused with that of authorisation, defined asdbefirmation that the connection attempt
to the service is allowed, and occurs after a ssfakauthentication of the user, when access

is granted based on user rights (Microsoft, 200bhe difference between the process of



authentication and authorisation can be seen iaséc hmplementation of user sign-on as

performed in the Kerberos System in Figure 1.1

Service
Authentication Service Awuthorisation Service
Werifies User Identity Stores information on user
Provides Re-Usable access levels
Credentialz
|z this uzer A7 What can user A do?

Client

Figure 1.1 — Authentication & Authorisation Interactions in a client/server application (Duke Univerdiy, n.d)

In Figure 1.1 the client or user makes an atteroptdnnect to the service. When a
connection has been made to the service, the digagon service is called to verify the
user’s identity and validate that they are whonytbkim to be. After the authentication
process has completed, the authorisation servitebwiicalled by the initial service which
was called by the client and will be responsibletf@ granting of access to the client, based

on user roles, for use of the system (Duke Unitgraid.).

To ensure users are who they claim to be, espgeidihin an online environment in which
stringent controls are required (as in the banksegtor for example), the use of an
authentication tool other than that of only a sengéy authentication password is required.
This can be shown by the implementation of suclcgsses as Absa’s use of a Random
Verification Number (RVN), as used for a one timelyologin key for each electronic
banking session (Absa, 2006). The use of dualakefyentication over that of single key in
the form of passwords promotes a greater feelindrudt from the user to the service
provider as the controls used to guarantee theecomser authentication are higher.

Depending on the viability of the use of the tedbgyg as well as whether the technology is
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necessary to meet the security requirements, iainesituations the implementation of a

biometric authentication solution may be considered

Although large corporations have been set up iemtal standardise the processes for online
identity management and sign-on procedures, the sidl exists that an unauthorised
individual could gain access to another persontoaet information. Larger corporations
such as Microsoft are attempting to stabilise tiigason through the introduction of their
own ideas of standardising the online authenticati@thods through .NET Passport. There
have been a number of problems, even a case whkerg’' wnline wallets could have been
compromised due to a gap in Passport’'s securitpMiams, 2001). A similar situation
was uncovered in 2003 when a security loopholeiwiBassport allowed attackers to obtain
the passwords of early .NET Passport adopters tyggionly minimal personal client
information, such as an e-mail address and posti ¢McCormick, 2003). On top of this
issue is the magnitude of usernames and password=sath different account. Users are
supposed to remember these without the use of pempaper, as writing them down could

compromise their security.

1.2 Problem Statement

1.2.1 Main Problem:

What processes must be adhered to by the client usand the website, to ensure the

protection of the user’s identity in the online enironment?

Due to the ubiquitous nature of the Internet andnmating, users are unknowingly
connecting to online environments that have singhient authentication processes. The
authentication process may occur on fraudulentlyupespoofed websites. This exposes the

user to the risk of potential identity theft, régg in possible financial losses.



In a recent survey showing the incidents of onfraed, it was reported that the online loss
of revenue due to fraud has risen from $1.5 billion 2000 to $3 billion in 2006.
(CyberSource, 2007). This statistic is furthepmuted by another report showing that
losses within the United Kingdom rose by 55%, frBb4.5 million in the first half of 2005
to £22.5 million in the same period in 2006 (You2g06). Due to the large increase in
online fraud within the last few years, it has besiggested that merchants be far more
careful when deciding which orders they fulfil antich they will reject. Rejections by U.S.

based merchants are up to 13% for all orders @igig outside the U.S. (Sullivan, 2004).

Surprisingly, in the face of the large sums of tapliost to online fraud, a joint study
between Washington University and Princeton Unityediscovered that there was a notable
lack of concern from online users about trust m dhnline environment, online identities and
online interactions (Friedman, Nissenbaum, Hurlégwe & Felten, 2002). This statistic is
alarming due to the clear rise in online fraud atehtity abuse over the past few years. Itis
unsurprising that unlawful acts are perpetratednsgandividuals online in order to gain

illegal access to information and the theft of nalidentities.

1.2.2 Sub-Problems:

* What are the critical success factors for identifiation and authentication of a
user at time of sign-on?
* What process can be used to ensure a user is contirgg to an authentic website?
* How can users be adequately protected from commombne threats?
The above identified sub-problems are based omidi@ problem previously defined. By
answering each of these questions a set of praceasebe defined. Each of these processes
will contribute in addressing the research problamg once all three problems have been

solved, this will mean the main research problesbieen addressed.



1.3 Objectives

The objective of this study is to produce a motebuigh which users can experience a more
secure online environment by making better usexistiag identification and authentication
procedures. These improvements should ensurghdandividual with the proper security
access can link to the secure environment, andagtese that they are who they claim to be,
whilst ensuring that the website attempting to beeased is authentic. This process should
be performed through the use of multiple formsuthantication and authorisation methods,

protocols and controls.

1.4 Methodology

The research will be performed by means of an ekteriterature review in order to gain
more knowledge and to make inferences from the wbkkperts in the field of identity and
access management within the online environmerg.thws research will be performed by
means of a literature review, the sources of dalastem from journals, academic papers,
books, case studies, news articles and examplesdround the world. The research will be
performed using the process of qualitative andrpmétive research methods. Systems
Theory will be examined through the course of 8tigdy, showing how one process change

will have an impact on another.

1.5 Outline of the Treatise

The treatise provides a background to user ideatibn at the time of sign-on to online
systems. This is done by investigating the neédseoonline environment, and the process
by which users are verified in order to gain acdesthe online environment. Chapter 1
provides a background to the problem of identifyungers in an online environment, the
potential problems within the sign-on process duélégal activities, and begins to look at
the overall guidelines of identity management, swash identification and verification

processes. The focus moves towards identity manewge processes and the security
practices surrounding online environments to prewath overview of identity management

and begins to delve into how users are identifedvho they claim to be in Chapter 2. In



Chapter 3 the focus moves to authentication manageand authorisation procedures, and
the requirements to identify who a user of theaysis. Chapter 4 investigates models that
are currently used in the process of identifyingrasat the time of sign-on to online systems.
Particular attention is given to the current bussnéaders in this field, with Microsoft's
implementation of the Single Sign-on identity domain .NET Passport. The
implementation of the Federated User Identity Mgateimoted by Liberty Alliance will be
examined. Finally, a look at Mozilla’s TrustBar pfamentation of the personal service
provider identity model, which incorporates the o§@ersonal authentication devices within
identity management, will be examined. A comparismd critical analysis of the models
described will take place in order to show thergjtes and weaknesses of these different
implementations and gather some insight into hogy tban be improved. In Chapter 5
recommendations are made regarding the lessonsetédrom the critical analysis of the
models in Chapter 4, specifically looking at int#gyn of traditional user identity
management models, with user-centric identity mansmnt models. A conclusion
summarising the ideas expressed through this switlybe in Chapter 6, providing an

overview of the entire treatise by summarisingrtan concepts of the document.



Chapter 2

IDENTITY MANAGEMENT

In the constantly changing world of informationtieology and the inherent threats of new
technologies to businesses, identity managementifiodmation security are of major
concern for organisations. Processes are reqtorethnage compliancy of country specific
laws and effectively manage business risks. Tloeqas of putting effective controls in
place to counter these business risks can be aesoficonfusion. This chapter will begin
with a brief overview of identity management in @rdo fully understand why it is required
and what is involved in the managing of a user tithen The overall requirements for the
attributes of an identity are described to showrtaire of user information that needs to be
protected. The chapter then moves on to the igentanagement life cycle in order to
understand the process that should be followedderao successfully manage an identity.
The requirements for identity management systenisth the public and private sector are
then discussed. The role of an identity in thenenenvironment is discussed within digital
identities. Possible solutions are then proposearder to determine the best way for
implementation of an identity management solutioithiw an enterprise. The business
benefits of using an identity management solutialh e shown by looking at previous
implementations in well established companies sischujitsu, PriceWaterhouseCoopers and
Onyx. Finally a look at the different standardiiatives will take place, focusing on Liberty

Alliance and Microsoft.

2.1 ldentity Management Overview

As the possible uses of the Internet continue teebksed, companies and users require more
control over the identity-related information beayimg to a given person. This information is
often scattered in a multiple number of systemeughout the organisation, some of which
may even be controlled by third party suppliergi§@aes Oxley, 2007). The scattered nature



in which this data is stored causes problems witemating to create a seamless experience
for users. This is because the accessing ofrifasmation for authentication purposes, takes

place across multiple different systems.

Governments have enacted strict laws and regukafmndifferent types of industries for the
protection of information. Compliance with thesgulations is not an option but a strict
requirement. Audits need to be regularly perforifeedauge an organisation’s adherence to
these regulations. Failure to comply can resuhigavy fines and delays in moving specific
products into the market. The existence of scadtestorage of identity management
information makes compliance and audits extremafficdlt. Table 1 provides some

examples of the type of laws which have been implaed for the use of identity

information.

Law / Regulation Coverage Description

Canadian Personal Privacy Applies to companies operating within Canad

Information and Defines rules for protection of personal informatio

Electronic Documents collection, usage and disclosure for commercial

Act activities.

European Data ProtectionPrivacy Applies to companies within the Europearoldn

Directive (EV). Addresses identity theft, online fraud and
privacy issues of consumers, employees and citizens
Designed to standardise privacy laws in EU member
states.

Electronic Signatures in | Electronic Applies to companies operating in the U.S. Allows

Global and National signatures for use in particular circumstances for legallydimg

Commerce Act electronic signatures.

10
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Health Information Privacy Applies to health care companies withinth§.
Portability and Calls for controls to safeguard health information
Accountability Act patients. Establishes patients’ rights to cordimless
(HIPAA) of their personal health information. Requires
technical standards for access controls, audit,
authorisation, data authentication, network
authentication and security.
Food and Drug Records Applies to pharmaceutical and other firms operatin
Administration Rule 21 | retention, in the U.S. Defines requirements for the contfol o
CFR 11 electronic electronic records, electronic document submissio
signatures and criteria for approved electronic signatures.
Gramm-Leach-Bliley Privacy Applies to financial giees firms in the U.S.

Requires service providers to establish administat
technical and physical safeguards to ensure the
confidentiality of customer records. Prohibitsrfg
from disclosure of customer information without the

consent of the customer.

D

Sarbanes-Oxley Act

Accountability

Applies to puldimmpanies in the U.S. Requires
annual reports to assess effectiveness of internal
controls and procedures (including identity

management) for financial reporting.

Securities and Exchange
Commission
Rule 17a-4

Records retentior

Applies to securities broketh&aU.S. Requires
brokers and dealers to keep original documentatio
all communications received and sent by a firm
relating to their direct business. All account neiso

have to be retained for six years.

Customer Identification
Program (U.S. Patriot
Act)

Privacy, record
retention, identity|

verification

Applies to financial services companies in the U.S
Requires processes for risk-based identification of
new customers. Companies must collect identity
information from customers, verify that informatjon
and compare that against government lists of

known/suspected terrorists.

Table 2.1 - Relevant Laws and Regulations (LewispR3)
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With the examples of legal requirements shown abwolentity management has been
recognised as a means to control system accesgaunck financial risks. In order to realise
this, a comprehensive approach to identity managen® required, which warrants
interoperability within applications. These approas should allow for the exchange of
authentication, authorisation and other identitgtel attributes, as well as identity-related
operation requests in a standard and secure matimereby enabling users to get a
personalised service experience, without requiihgm to store personal information
centrally. ldentity management solutions shouktdfore offer scalable, secure and reliable
services (BMC Software, 2006).

Overall identity management needs to be seen hpdases as a tool, which allows for them
to adequately manage their systems securities. |8ded requirements are often put into
place to provide a code of “best practice”, whiam de seen in most implementations of
corporate governance such as COBIT and ITIL. Utety the company is responsible for
the way in which they use identity information aaré liable should that information fall into
criminal hands. In order to fully understand tlemaept of the form of information which

companies will store, the inherent characterisiican identity must be examined.

2.2 Elements of an Identity

An identity in respect of the online environmentais expression of individual's unique
characteristics in a format that is able to be gacsable online. The type of information that
may be used in both physical and online existerscghat of ID numbers, banking
information, and postal addresses.

De Leeuw (2004) specifies three different typeglehtities. The first is a biometric identity

which is based on the physical attributes of tltevidual. These physical attributes include
DNA, face recognition, and fingerprint identificati. The second type is an Attributed
identity. This includes all data that is attributedthe individual such as full name, date and

place of birth along with other forms of physicalfarmation. The third type is the
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Biographical identity. This includes information ogducation, criminal record, taxes,

employment, and a multitude of other informatiommally described as private in nature.

Due to the often sensitive nature of these typasfofmation, and the large scale of fraud in
the online environment, as mentioned in the intobolty chapter, it is vital that identities are
managed correctly within companies, for both cusicsnand employee’s safety, and the
reputation of the business should that informatioe compromised. The identity
management life cycle provides a strong basis fer management of customer and

employee identities.

2.3 ldentity Management Life Cycle

In order to successfully control identity managetnan understanding of the life cycle of
identities is required. The first step in the $ioln to a more secure user environment is the
implementation of proper identity management pples by businesses. It is imperative that
businesses make proper use of each step in thétyderanagement life cycle to manage

user profiles and information.
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New User

» User ID Creation
» Credential Issuance
» Access Rights

Retire User Account Changes
» Delete/Freeze » Promotions
Accounts » Transfers
» Delete/Freeze » New Privileges
Entitlements » Attribute Changes

Password Mgmt

» Strong Passwords
» “Lost” Password
» Password Reset

Figure 2.1 — Identity Management Process (Lukawiedk2006).
The process is summarised as follows:

* A new useris required to have access to the system
o A user identity is created
o Specific credentials are assigned to the user atcou
0 Access rights as specified are assigned to theuatco
» Changesrequired to account are made
0 User is promoted and requires new access rights
0 User is transferred and requires new access rights
0 Useris in need of different account privilegepéoform their tasks
* SystemPassword Management
0 Management processes to ensure secure strong pesswo
0 Reset of passwords by system manager
* User Retirementand removal of privileges
0 Accounts are either frozen or deleted based onnegants

o0 Account entitlements are removed
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This diagram provides an overview of the basic eptg of identity management and the
steps that are required to successfully managelémeity of users of systems. This overall

life cycle can be applied to most situations fgmnson.

A number of products have been created in ordedet with the problems involved in
successfully managing the life cycle of identitghin an organisation. According to
Microsoft, identity life-cycle management includég use of processes and technologies for
the provisioning, de-provisioning, management agdckronisation of digital identities
while remaining compliant with governance policieBhe success of an implementation of
identity and access management relies mostly onetfieiency with which the digital

identity life cycle can be managed (Microsoft, 28p4

Microsoft (2004a) makes mention of 5 managementices which control the identity life-
cycle, which must be implemented within a securgrenment and have provision made for
a thorough audit trail.

* Identity Integration — Links identity information ithin the multiple directories,
databases and other identity stores. It providesified view of users, and can
implement identity provisioning and deprovisioniagross the multiple stores of
information.

* Provisioning — Addition and removal of securityrmipals in the centralised identity
stores.

» Delegated Administration — Delegation of the abilidb manage specific aspects of
digital identity to different users.

» Self-Service — Ability for normal users to managseation of their own identity in
order to reduce the costs of management.

* Credential Management — Different authenticationcima@isms have different
credentials, so any platform that supports multgléhentication mechanisms should

have the capability for users to manage their owitipte credentials.
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In order for a business to effectively manage thear base, there is a need to put processes
into place that adequately control the life cycletle users. Should a user choose to
deregister from the online service, their idensitypuld be removed from that website as soon
as possible in order to protect against any passibtess violations and identity theft. The
fewer identities to manage on a system and théHied of infiltration diminish. With the
concept of how the digital “life” of an identity shld be managed, the focus now shifts to the

expectations of governments and businesses ingastidentity management systems.

2.4 ldentity Management in Public and Private Domai n

Identities may be managed by either the entitiesnelves, in the case of the online
environment, or by other parties. These partiesetther be public, such as personal records

offices or immigration services, or private, likmgloyers or shops.

2.4.1 Private Sector Organisation Aims for Identity Management

The key objectives of the private sector in theatom and use of identity management
systems have distinct similarities and differentesthose of the public sector. A key
similarity is that both public and private sectogguire a system that has the ability to allow
an end user to be able to perform a single sign-Omere is also a desire in both sectors to
enhance Customer Relationship Management (CRM)odstand increase opportunities to
uncover fraud in their systems. The private sebtw additional requirements in order to
remain competitive in a changing business envirarimeln the private sector identity
management can also be required in the formulatibm basic business strategy. For
example, an organisation may promote them by pnogich proprietary single sign-on
system to intermediate business relationships leFtvibeir existing customers and other
private companies. The private sector looks atfaHewing drivers in identity management
solutions:

» Organizational Efficiency - Enabling of transacgonand interpersonal

communication.

» Competitive Advantage — Capturing of larger mastetre over competitors.
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e Security — Allow authorised access and prevent tnoaised access to information
and services.

* Speed of Reaction to Change — Mergers, reorgaoinsaéind departmental moves.

» Fraud Prevention — Difficult to calculate but pretren will provide savings in the
future.

* Consistent Treatment of the Individual — Completanagement of users and
customers within the identity life cycle.

* Integrated Information Infrastructure — Enable avenaway from single information

storage techniques (National Electronic Commercardinating Council, 2002)

With the private sector looking at new business oopymities available to the online
environment, it is important that they focus on tleeds of the customer. The ability to
provide for a seamless sign-on to a multitude aWwises, customization of the user’s
experience and consistency of the business proeesiscloser relationships between the
business and the customer through CRM technologlesyide a strong competitive
advantage. This process also makes a more comifartsmformal relationship with the
customer, increasing the levels of trust throughgsteps taken by the online service in fraud
prevention and the security of their personal imfation. Governments are also making use
of Internet technologies in order to handle inteoas with citizens easily and in a more
automated fashion than the traditional paper basethods. The South African Revenue
Service launched an online facility in 2006 for gwmission of income tax returns via the
Internet (South African Revenue Services, 2008mil&r protections to citizen information
are expected by citizens when making use of a gowent system for submission of

sensitive information.

2.4.2 Public Sector Aims for Identity Management

Within the public sector, there are however a nuntbesimilarities with the private sector.
The difference is that the public/government enwinent is normally a follower of the

implementation of the private sector, and in maages some previous steps for the private
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sector must be implemented in order to meet thésgo&@he goals of identity management
for the public sector can be summarised as follows:

» Interactions — Allowing of filling in of governmerforms via online methods, for
example, tax filings, license renewals and graptiegtions.

» Protection — Detection, tracking and apprehensibteworists. Federal legislation
has been put in place to tighten identity authatibo requirements for the
transportation industry, specifically civilian aiavel.

* Availability — Availability of identity informationwhen needed in authentication
processes for individuals (NECCC, 2002).

Identity management within the public sector isWwnoas National Identity Management.
Following the September 112001 attacks in the USA, attempts are being maatedwide

to improve the quality of National Identity Managemh, with specific emphasis being placed
on the use of biometrics to identify individualseeeuw, 2004). It can be seen as
imperative that identity management fulfils theeolset out for it, in order to improve the
level of trust within both the public and privatctor.

Now that the aims for public and private sectomidg management have been defined, the

role of identity management in the online environtrmaust be defined.

2.5 Digital Identity Management

A digital identity is the representation of a humdentity used within a network interaction
with other machines or individuals. The main objerof a digital identity is to reinstate the
trust and ease that secure human transactionsa$ede, over an environment where face-
to-face meetings are impractical. The attributes digital identity are:

1. Who one is (identity)

2. The credentials that one holds (attributes)
The credentials are the defining factor for a digitentity. A full digital identity is very
intricate and possesses both legal and technigaications. The simplest form of digital

identity consists of a user name and password.sy&g&ems have become more networked
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and distributed, Digital Identity processes must tobust enough to build complex
distributed user interactions, whilst making thegeractions more user-friendly. This must
occur while maintaining the required controls aedusity demanded by both the public and
government bodies. Digital Identity can be usetatditate the following operations:
» Authentication — Proving the identity is what iaiths to be in the transaction
* Authorisation — Granting of permissions to accests @r applications
» Confidentiality — Ensuring no unauthorised party agercept the data transmitted
» Data Integrity — Ensuring that data has not beemgtd in transmission
* Proof of Source — Use of public and private keyrgpiton to ensure the document
originated from the source it believes it shouldéha
* Non-Repudiation — Use of public and private keyrgpiton to ensure the source and
destination of a transaction
* Reputation — Aggregation of signed information fra@rious sources as proven
credentials based on the past transactions hidgytallDWorld, n.d.)

Digital Identities can therefore be seen to prontb&eability of creating transactions across
an environment in which people will normally nevaeet, while maintaining the existing
identity based attributes that transactions haweyg had between individuals. Often in
these times the transactions seldom occur betweeplhysical individuals. With the advent
of modern technology such as the web spider, mgkimghases on behalf of an individual, it
IS not even necessary for one individual to be Iwvea in the transaction. The overriding
goal of the digital identity is to release certagguired identity information when required,

with the permission of its owner, in order to coetpla transaction.

Now that the attributes of an online identity heween defined, the solutions of how to
effectively manage these entities need to be define
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2.6 ldentity Management Solutions

With digital identities identified as a facilitatéor the requirements specified by government
and business management, it is important to ureleshow the attributes of a digital
identity are implemented into a viable businessitemh. With the existing nature of current
business trends, in which budgets are being sdaell, companies are incredibly cautious
when needing to invest large sums of capital intbatives that will only provide a solution
to a technical problem. The modern era demandsdasssolutions that provide more than a
technical solution, but rather enable the businessieet its objectives set out in its vision
and mission. This process takes place througlusieeof Business Process Re-engineering
(BPR) techniques to make improvements to the respeness to the business processes,
with automated systems that promote self-serviceimdtration. Through the use of such
tools, the need for support staff that would havélied that business role has been reduced.
Identity management delivers measurable goalsetorm on investment by way of reduction
in costs and an increase in productivity. In orgemake a successful implementation of an
identity management solution, and thereby to reattee benefits of such a system, the

implementation should be approached from a strategitage point.

2.6.1 The need for a framework

Identity management has a very wide scope, ané hake to play in a multitude of facets of
the business. It needs to be emphasised thaitiderdgnagement has to be implemented at a
corporate-wide level in order to be effective i thusiness. Lewis (2003) comments that
most implementations of identity management inftactires are built one application at a
time, rather than designed to be implemented oengéerprise scaled framework. The result
of this form of implementation is a spider-web ofedapping systems some of which
perform the same functions as others with incoastspolicy frameworks. These systems
tend to be error-prone, expensive to manage andiatiee inconsistencies of framework
implementation, tend to be prone to security agg®anamali, 2004). A framework can be
implemented to enforce some form of control ovés #ituation. This framework will then

become the baseline for all future identity manageinprojects to be implemented.
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2.6.2 Identity Management Framework

Identity management frameworks can help align tih@sen identity management initiatives

with an organisation’s business objectives and régcinitiatives. It focuses on issues

relating to:

Business value delivery

Confidentiality and integrity of business data
Non-repudiation of services

Authentication and authorisation

Provisioning and deprovisioning of user privileges
Auditing

Compliance levels and monitoring (Vanamali, 2004)

The key components of a framework for identity ngarmaent based on a top-down approach

are shown in Figure 2.2. This approach shows &g of the pyramid relying on the layer

above it.
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Executive support and guidance,
Security  information security principles
Vision and values and ISMS scope

Internal and external drivers,
requirement definition, IM value
statements, objectives and

IM Strategy success criteria

Poilcies on information
. managment and privacy, definition
Policies and of a doctrine and technology

Standards standards
cunl::emual amll:ngical I:\'I
. itectu t
IM Arhitecture dofinitions
§

\

s Detailed specifications on IM

§ IM Specifications R s

& Identification practical steps 1o
integrate and deploy IM
IM Road Map secifications

Figure 2.2 — Key Components of the Identity Manageent Framework (Vanamali, 2004)

The key points of the framework are a securityonsidentity management strategy, Policies
and standards, identity management architectuentitg management specifications and
identity management road maps. Vanamali (2004yiges an overview of each of these

levels.

2.6.3 Security Vision
Organisations must create a security strategy basdtie current business and IT strategy,
which must have executive support in order to lbecéfe. Identity management initiatives
need to be closely aligned with an organisatioesusty initiatives and should implement
similar principles as the companies’ informationclggdy management systems scope,
security principles and values. The companiedisscvisions should include:

* Importance of information security within the orgsation
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* Need for securing of information assets
* A plan for management of information assets

« Risk management approach to control possible tskisita

2.6.4 Identity Management Strategy

An identity management strategy should align with @ganisation’s business and IT
strategy. The strategy should be built on bothithernal and external key business drivers
of the organisation. The strategy identifies:

» Objectives for identity management.

» Success criteria against all initiatives will beasered. These include success factors
to measure the effectiveness of objectives.

* Anticipated business benefits, like improved busing@rocesses, cost reductions,
improvement in service delivery.

* Risks of the strategy, which require organisatiodahnge from the political and
cultural perspective. Initiatives that require pemtion from other sources need to
be evaluated. The strategy can be used to redbsiginess processes, workflows,
show areas that could be improved through automatorrect control weaknesses

and provide possible alternative solutions.

2.6.5 Policies and Standards

An identity management Framework needs to defingraaup of policies to be used for
identity management. These policies need to betabtover generic and specific issues. A
framework defines the standards that all identitgnagement initiatives pursued by a
company must comply with, for example encryptiorels, directory standards, etc. It is also
essential that the framework must define set in&tiom management guidelines laying
down requirement for audits and compliancy checlsis makes for a consistent process for
measurement of all identity management initiatives.
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2.6.6 Identity Management Architecture

Companies need to have an enterprise architecturehwencompasses the security
architecture. The architecture of an identity nggament system needs to conform to the
guidelines imposed by the security architectureith\Whis conformity the architecture must
identify the key components of identity managemémt order to provide effective
measurements for managing security across the isegjemm. The main objectives of identity
management architecture are:

* To act as a blueprint for current and future idgntfianagement initiatives

e To be effective, consistently applied, manageabled allow for practical

implementation.

Figure 2.3 shows the key components of an identapagement solution.

Figure 2.3 — Key Identity Management Components (Maamali, 2004)
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The control functions that are specified in theh#decture need to support the design,

implementation, maintenance and management ofdéetity management infrastructure.

The core management components specified in FRjGrare:

Directory services — The most critical componentdentity management. It is a
repository for user ID and profile information, ypilag a key role in the authentication
of users, and also enables on-demand service delive

User provisioning — Role-based approach driven kgiractory, user provisioning
oversees the complete life cycle of an identityasrdifferent systems.
Authentication services — This identifies the u#@ough authentication methods,
including digital certificates.

Access management infrastructure — Based on aodie/,pan access management
infrastructure controls access to information systand applications.

Portal Services — Act as a presentation layer,ighog a single interface for all web-

enabled systems and applications personalisecttostrs’ profile.

2.6.7 Identity Management Specifications

The detailed specifications are used to guide t&olgy choices based on the business’

required functionality. A key constraint is thedenstanding of how the components of the

identity management architecture interact to mhetdverall goals. These specifications

include the evaluation criteria for the integrataomd implementation of identity management

solutions.

2.6.8 Identity Management Road Map

The definition of a road map is a critical steghe setting up of a framework. The purpose

of the road map is to identify the steps that nieeble taken to deploy and integrate identity

management components so that they are in line thithorganisations overall identity

management specifications, architecture, policied standards, and identity management

strategy. It must also specify the priorities tioe short to long term strategies, based on the

potential business impact and value proposition.
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2.7 Benefits of Identity Management

The impact of a successfully implemented identignagement system can be shown by

assessing the outputs of such processes in weabletted companies. Sun Microsystems

(n.d.) lists overall key benefits of identity maeagent as the following:

1.

Assists in planning, implementation and manageraésblutions through a complete
lifecycle of services portfolio.

Reduces costs and complexity, while increasingrtite of Return-On-Investment
made in identity management.

Ensures predictable implementation procedures dficieat business operations,
thereby ensuring greater system satisfaction froth bsers and customers.

Manages all four main areas of concern for thertmss (people, process, practice and

platform), when implementing identity managementhia organisation.

These can be seen as overall key benefits of igemtinagement implementation. Further

implementations in other well known companies hareduced similar results when

implementing an identity management solution.

2.7.1 Fuijitsu

Fujitsu has measured the benefits based on theiolutheir own People Data Management

products:

Improved processes for employees joining and |lgpthe company allowed for large
numbers (roughly 15% of total corporate email anid &¢counts) to be removed as
the users had left the company.

Improved security and decreased managerial oveshmadhail and NT systems.

In the implementation of a new financial systentadalating to approximately 3,000
employees was maintained manually. This task reduour full-time staff members
and the data input was frequently error-filled.

A link from the People ERS was implemented in ofdertthe finance system to have
a regular and automated people data feed, whichide® accurate data at less than

25% of the previous manual cost.
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Minimal cost for the addition of more people to thancial system.

Easy access to the viewing of people data for ¢laq@ired manual processes such as
staff management within departments and personail derification.

Ten to fifteen corporate systems that were preWoaperating independently, are

now working from the same data (Locke & McCarth§02).

2.7.2 PriceWaterhouseCoopers Customer

Deployed an Oblix NetPoint 5.1/LDAP infrastructuas an enabler for identity
management. Functionality now exists for Web axsesurity and scalable identity
management infrastructure for offering a numbewneb based services.

Application integration standardisation — New apgiions now go through
application integration processes such as webessigh on, access management and
identity management.

Reduction in security development costs and lovgerof costs for ongoing

maintenance and help desk operations (Gordon, 2004)

2.7.3 Onyx — Microsoft Onyx Case Study

Onyx, a leader in the waste management industiguiope, wished to synchronise the e-

mail and intranet directories to build an entegpuisrectory for employees. In two months,

Onyx improved their identity management processeawxder to create a dependable identity

infrastructure for all of the businesses collabmmst The company now manages the profiles

of their 5,000 French employees with a greaterll®feprecision. The benefits of the

implemented system included:

Optimisations of identity management — Directorg@gviously separate are now
integrated and accounts of former employees aregasily located and removed.
Reliable Reference System for Employees — All idgmformation was moved into
a consolidated directory for use by staff, whichswalways current and will be

depended upon for the company’s applications.

27



e Future Development Base — Through the use of the indérastructure multiple
beneficial projects were planned, including theretion of the new infrastructure to

Onyx sites outside of France. (Microsoft, 2004b)

2.8 Standards Initiatives

When setting up an identity management systemderwithin an organisation, the task can
be seen as monumental. Where does an organidsgn in setting up such a system that
will meet its goals, and meet them while keeping tompany secure? Because of this
uncertainty with regards to what should and showlidbe set up for an identity management

system, the Liberty Alliance was set up in ordepriovide a baseline for best practices.

2.8.1 History of Liberty Alliance

The Liberty Alliance was initially formed in 200Y lorganisations in order to establish a set
of open standards, best practices and guidelinestife usage of federated identity
management. In 2002 they released Liberty Federathich became the industry standard
used to address the authentication privacy andrisgdssues inherent in online identity
management. Liberty Federation allows online ugeeithenticate and sign on to a network
or domain only a single time from any device andkenase of multiple websites. The use of
a federated approach usurps the problems of malépthentications and supports privacy
controls established by the user. They then futbatributed their federation specification,
ID-FF, to OASIS which formed the foundation for 8ety Assertion Mark-up Language
(SAML) version 2.0, the converged federation speaifon that Liberty now recognises.
The Liberty Alliance has directly focused on busm@nd policy making aspects of identity
management, having published business and poliayeljues in a number of forms for

different market segments (Liberty Alliance, n.d.).

The overriding vision of the Liberty Alliance iseftreation of a networked world based on a

set of open standards, in which businesses carucbodline transactions seamlessly while
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ensuring the protection of the privacy and secuwityan individual’s identity information.
The members of the Liberty Alliance are workingonder to meet the following objectives:
» Build a set of open standard-based specificationgefderated identity and identity-
based web services.
» Drive global identity theft solutions.
* Provide interoperability testing
* Provide a certification programme for products tmahke use of the Liberty
specifications.
» Establish best practices, rules, liabilities andibess guidelines.
* Work in partnership with standards bodies.

« Address end user privacy and confidentiality isqluéserty Alliance, n.d.)

2.9 Conclusion

Organisations are now viewing identity managemena golution to a multitude of security
challenges. However organisations need to consider they can ensure the benefits and
value of an identity management system within theisiness. Due to the poor amount of
documentation on new systems and the function#tiédy they may possess, often when a
new system is designed it is built completely fribv@ ground up. Frequently businesses are
unaware that there are already built componentsiwtan be applied to their new systems in
order to share common functionality and securitpcesns. This wastes both time and
money in continuously re-inventing the wheel. Wiaefiamework for identity management
Is used correctly on new identity management systamprovides clear goals, strategy,
policies, identity management architecture, speaiifons and a road map of how to reach
those goals. This provides a strong base for ssb@de business-driven and clearly

understood identity management.

In this chapter the concepts of identity management discussed. It was shown that the
information that is stored within an identity is gifeat value and needs to be protected. The

management of an identity is of equal importancd@ompanies should make use of the
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identity management life cycle to ensure that idiesstare adequately protected while under
their care and removed when they are no longerinegju The aims for identity management
within the public and private sector were discuss€dom this analysis the need for fraud
prevention and the integrity, confidentiality aratessibility of this information was found to

be a requirement in both systems. The benefitmalfing use of an identity management
solution were found to be vast, depending on therreaof the system and the expected

outcomes.

In essence identity management should be viewednasdern day tool for the management
of customer and user transactions in the onlineiremment. The use of identity
management is stipulated as a need for compliamtegevernment laws and best practices
of the industry. Identity management can be used &ool to manage the business and
protect it from risk. Now that the elements of @entity and the importance of the
management of that identity have been discusseapt€h3 will focus on the management of

the authentication and access of users.

Chapter 3 builds on the concepts outlined in thispter, by looking at the role of access and
authentication management of identities, and hanékels of trust of customers and website
vendors can be increased through adherence to @oropl standards and proper access

management processes.
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Chapter 3

ACCESS & AUTHENTICATION MANAGEMENT

In order to effectively manage a business enviraririrewhich multiple users are in need of
accessing systems over large distributed netwatks, imperative for the security of the
business to ensure that the users who connedistertkironment are whom they claim to be.
A 1993 edition of The New Yorker contained a cantdry Peter Steiner in which a dog
explains to another dog the advantages of theriaterThe dog specifies plainly that, “on the
Internet, nobody knows you’re a dog.” This cart@sks the question of how important is
the knowledge of an identity to a vendor/system iadstnator. Would the vendor still sell a
product to an entity if they were aware that thetomer was a dog, lacking the ability to pay
for the items or services? Due to the risks inedha vendor would not enter into an
agreement if they knew the customer was an aniffié Internet has the ability to mask an
identity and in doing this opens up all forms okgibilities. It can then be concluded that
due to the lack of definitive online identity, eyeaction that is performed online is subject to
a certain amount of risk. A merchant may not berlgvconcerned about the identity of their
customers if the possibility of failure of paymastsmall however in order to reduce the
possibility of failure for payment a higher levdl toust between the merchant and the user
needs to be insured. A business may be more awoedtewsith the authorisation of their
customers than their authenticity. The role oftrplays a great role in the relationship
between the buyer and the seller and it is impbttaonderstand the role of trust in an online

environment.

This chapter will look into the concepts of managihe trust of users and website owners in
the building of a strong relationship of trust beem the two parties. The roles of access
control and the benefits for better protecting rdlismformation are presented. Along with

access control the issues of accountability anéssccontrol techniques are presented to
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provide an insight into the need for compliancehmitaccess control and the benefits
through this process. The chapter begins withok Into the role of trust management and

the importance of ensuring high levels of trustAssn user and business owner.

3.1 Trust Management

The concept of trust is invaluable to both merchamd consumers. The definition of trust
from the Oxford English Dictionary (1989) is “Codéince in or reliance on some quality or
attribute of a person or thing”. In the online gamment there is a large amount of doubt
from both the merchant and the customer as to #hidity of both individuals. In real life
business deals are negotiated via means of papedbeontracts or face to face verbal
agreements. All of these means are valid as tiseeemeans of legal recourse should the
business deal go sour. On the Internet, as mesdtipneviously, there is no proof that an
entity is who they claim to be. This lack of fumgiental trust has spread into the traditionally
most secure of environments, the banking sectora fecent report by Computer Fraud and
Security it was stated that 52% of respondents welikely to sign up to use online banking,
as well as reports that 82% of respondents woutdrespond to any mail from financial

firms (Consumers losing trust in online bankingvsy, 2007).

The Internet’'s e-commerce is based on a virtualrenment in the way in which it has very
few physical attributes and offers limited sociahrkers, which makes the customers’
assessment of the trustworthiness of a vendor radifécult. In online commerce,
customers take on substantial amounts of risk whaking purchases from an online vendor.
This is due to all encounters taking place throtighvendor’'s website. It is important for
customers to assess the risks that can occur wheahgsing online. Through previous
studies it has been shown that the level of trifetts the customer’s intention to purchase
online. Customers on a vendor’'s website oftenddahe website when they believe they do
not have sufficient trust (Chau, Hu, Lee & Au, 2R06
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It is important for online vendors to build stroredationships with their customers to ensure
that customers continue to return and make usieenf $ervices. In order to secure this trust,
it is imperative that vendors make use of propeess control procedures to provide the

minimal risk to their customers.

3.2 Access Control

Access control is defined by Lopez, Oppliger anthBleas the, “prevention of unauthorised
use of a resource, including the prevention of afsa resource in an unauthorised manner”
(2004). Within the realm of computer security, dzhsipon this definition, access control
includes the authentication and authorisation @ee® involved in a sign-in event. Within
the online environment access control makes udaamhetric scans and digital signatures

and certificates.

The control of access to resources and restrictettibns within systems is a major
component in system security. The requirementarficeiccess control model are summarised

as follows:
* Access control models must be easy to use andpeaTs to end users.

* The effects of access control procedures on theafethe system need to be

clearly understood.

» Access control models have to allow for complexeascpolicies at different

levels of implementation.

* Models need to be sufficiently flexible to allowrfspecification, delegation,

revocation and overall management of access pslatieuntime.
* Models need to provide strong protection in sharggt environments.

« Models may grant access by considering the cuxentext of the user (Lopez,
Oppliger & Pernul, 2004).
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These requirements can also be interpreted aspastices for the setup of any access
control process. The implementation of an accesdral system is based on the policy
implementation of the business. Like company pedicthe reasons for implementation of
access control procedures need to be fully undeasy staff and users in order attain the

desired level of benefit by management.

Access control is built on a set of authorisatiaisch are given as directives through the
security policy. These authorisations state thmeceic subjects (defined as a user or
process) are allowed to perform specific functionactions (defined as an access mode) to a
specified object (defined as a resource of theesyst The traditional approach of static
authorisation through which a subject takes aroaatin an object, is best suited for basic
traditional systems, but fails during implementatan more complex systems. More forms
of authorisations need to be made available suatpatent-based authorisation, constraint
based authorisation and negative authorisation §€ug Cuppens-Boulahia & Ghorbel,
2007).

Access control models used in modern systemsiiallane of two categories, those based on
capabilities and those based on access contral lidh a capability-based model, the

possession of a capability to an object providegss to the object via a secure channel. In
an access control list model, the subject’'s actess object is dependant on whether the
identity’s access is found on an approved list.eskhlists can be edited to provide user

access to required resources.
Access control systems provide the essential s\t

« Identification and authentication — Unique idewatfiion of the user via use of a
username or some other distinct identification, anthentication via verifying

the claimed identity by use of a password or otbens of authentication
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» Authorisation to determine what a user or subject do on the system, such as
read and write access and ability to execute agpbics within the context of the

security policy and system rules

» Accountability to keep track of what actions a sabjperformed

3.2.1 Accountability

For all uses of an access control mechanism oregdwoe the keeping of a history of the
access controls and audit logs of actions perforimedsers is of high importance. This
information is vital for use in potential legal peedings and in the tracking down of
problems within systems determining who performdthtwvaction. A large portion of the
accountability and audit trails are implemented thukegal requirements within compliancy

issues.

A regulative system requires the entities that make of it, to be able to be uniquely
identified so they can be held accountable forrtlaetions. It is not possible to ensure
accountability in applications where there is noplementation of identity controls.
Applications that only make use of a username &ar @uthentication only provide a weak
measure for accountability insurance. In suchiegpbns users can have multiple identities
in the system at the same point in time. The issdren also able to disappear and reappear
in the system with another identity without beinggerly restricted. Introduction of
mechanisms which measure accountability are bas@dscoring model. These mechanisms
may provide the users with economic incentivesetain the same identity for a prolonged
period of time. Implementations of enterprise aggtions normally require users to make
use of the system under their real identities.these cases users are requested to identify
themselves by making use of public key certificatdsch are then matched against their
legal identities (Firozabadi & Sergot, 2002).
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Continuous review of access logs and storage ohticess logs in a secure and consistent
manner is required should any of that informati@nrequired as evidence in a legal suit.
Automated alerts should be sent to system admamoss in order to ensure that unauthorised
user actions are logged. Examples of this woulthbee than three failed log in attempts in
a specified period or use of a disabled user adcodierts on these forms of unauthorised or
suspect actions can allow security administratorsiéntify what went wrong and how best

to combat it in the future, as well as watch ftaghl attacks.

3.2.2 Access Control Techniques

There are a number of access control models anagpes to handling the problem.

Access controls are described as either discrefyfaramandatory.

3.2.2.1 Discretionary Access Control
Discretionary access control (DAC) means that edyjact within the system has an owner,
and that owner chooses the access control polisigreed to it. A number of objects in

Windows make use of this security model (Tavar8842.

Access controls can be discretionary within Acc€ssitrol Lists, capability-based or role

based access control systems.

3.2.2.2 Mandatory Access Control
Mandatory Access Control (MAC) ensures that an misgdion’s security policy is enforced
without user compliance from an application. Thsigning of security labels to information
is correlated against the level of security a bseraccess to. Overall MAC mechanisms are
more secure than DAC but contain trade-offs ingreniince and user convenience. A MAC
model contains one or more of the attributes:

* Only administrators make changes to security labels

» All data is assigned a security level reflectirmvalue for protection

* Users read from a lower classification than theicusity level and up to their

security level
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» All users can write to higher classifications

* Users are given access to objects only of the s@dassification that they are
authorised to view

» Access is based on labelling of the resource aadsusredentials

» Access is based on the security of the client (Op&b Application Security
Project, 2002)

Ultimately the process of access control is asngtras its weakest link. A system
implemented with the strongest of authenticatiom &tcess control mechanisms fails
completely if the groundwork is not controlled bysteem administrators and support staff

such as human resources.

3.2.3 Life Cycle Management and Human Resources

An alarming trend when viewing access rights tis#trsi possess is the way in which they are
managed. Human Resources departments need ta @éeper look into how they control
employee’s roles in their course of working foranpany. Currently when looking at the
management of user identity, many companies areeffigient in the way in which they
handle user roles.
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Figure 3.1 — Current Employee Life Cycle — Acces®taccounts (Young, 2004)

Figure 3.1 shows how when an employee is selected fole, general access requests are
granted, an example is accessing the main systeatisork. In some instances certain
requests are granted before the user is even atdhmpany, in order for them to be
productive from their first day. Over the courdetlte employee’s employment, certain
access rights are increased in order for the emplay fulfil his/her work functions.
However the graph shows that as the employee’s wesgonsibilities increase, there are
very few privileges being removed. This processisewhen the employee leaves the
organisation, but even after the employee leavesotanisation there are, on a number of
occasions, privileges that still remain. This fesin a number of potential issues, including:

* Open access to privileges that the user may noelonged to perform their job

function.

» Orphaned accounts in target systems.

* Administrative overhead in system clean-ups.

» Assets not returned when user no longer needs them.

* IT roles and permissions have no relation to HRso0l
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« Difficulty in determining a common provisioning pof for employees and
contractors (Young, 2004).
It is clear that in order to clean up this inefficty, account privileges that are based on
user’s roles are implemented. Should such an im@igation take place, the graph would

look as shown in Figure 3.2

4y -

Employees moves
naturally between roles

Employee Leaves
Organisation

[ el

Employee Accepts Job Offer
| Privileges are applied as requested

abajinlg unooaoy

Time
Figure 3.2 — Role Based Access Management (Youn@02)

As users change their job roles within the orgarmea their account privileges will then
either be cut or expanded, but upon leaving thepamy all, account privileges are then
completely removed. It is imperative for succekgfentity management on the environment
for HR to comply with the process, which can sigmihtly reduce administration overhead,
streamline business process and help enforce sepaticy for IT systems within identity

management (Young, 2004).

3.3 Compliance

With the huge boom to the world of marketing andeatising that the Internet has provided,
with it has come a large number of legal issuedlingeto be addressed. Rights to an

individual's privacy and personal information ndedbe protected. These areas are closely
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looked at in the way companies protect their infation through the use of COBIT and

ITIL. The process of authentication is the pointvaich the identity meets the world. The

challenge for identity and access management sakiis to provide authentication methods

whose strength is appropriate to the inherent thitbat they face.

Two core themes of compliance have however beerosein the focus areas that are

addressed by identity and access management salutithese are the need for organisations

to protect the data of the individual stored onrtlgstems, and secondly the mitigation of

risk arising from unauthorised access to orgartusatiprocesses and information.
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Figure 3.3 - Elements Comprising an Access ManagemteSolution (Rodger, 2004)

Figure 3.3 shows examples of the elements that mgkean identification & access

management solution.
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identity information. This element is the most omant as the use of identity is the basis for
the protection of other resources and thereby reguhat the information must be guarded
safely. A common approach within a number of 1&Addlutions is to allow organisations
directory resources to be leveraged, as these allepvotected from malicious access and
provide the backbone of existing identity actistieDirectories can be used as large identity
repositories, whilst being suitable for compliartecause of their high levels of security
(Rodger, 2004).

It is now accepted that the username and passwa&chamism is no longer a secure
authentication option. It is important for orgatiens to look ahead for a multi-tiered
authentication strategy to protect information &sseln this approach other forms of
authentication can be used as enhancements teséneame and password approach, each
providing a factor of the overall authenticationThe adoption of a multiple factor
authentication enhances the security of the asisetsieed to be protected, and by reducing
the risk that arises from these threats a numbercashpliancy issues are resolved.
Compliance requirements dictate that only authdripeople should be able to access
information (Rodger, 2004).

3.4 Conclusion

Merchants store a particularly large amount of imfation online. This information is used
for user preferences on purchasing as well as etgliinformation and contact details of
customers. From the merchant’'s perspective themoi much concern about the overall
identity of the individual but more so their akyliio pay for the service. However regulatory
bodies have put large amounts of effort into emguthat a user’s information is kept secure
and is used in the correct way. Should the sgcbet breached it is then imperative that
accurate logs exist in order to identify what agsidook place under that user’s identity.

This would be useful in cases where prosecutioadgsired.
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Having looked into access control and authenticatr@mnagement and how they should be
applied, the next chapter will begin to look at twerall design and implementation of three
industry models for implementation of an identitgmagement solution to the single sign on
problem. These three models are the Mozilla TrastBhe Liberty Alliances Federated

Identity model and the use of Microsoft PasspoETMs solutions.
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Chapter 4

COMPARISON OF IDENTITY MANAGEMENT SOLUTIONS

The ultimate dream of the computer scientist aratctifroner is one in which computer
systems know who their users are. This ideolodpased on the concept that users should be
authenticated to a computer system as simply asilpes Furthermore based on that
authentication of the user, systems must authohisse users and control access to system
resources accordingly. The dream is seen with nmamyes: Single Sign-On (SSO), Single
Sign-In (SSI), authentication and authorisatiomasfructures (AAl), privilege management
infrastructures, etc. The umbrella term that istieequently used to cover all of these cases
is identity management. This study has shown tfierent dangers that are inherent in the
online environment. These dangers are briefly samsad as spoofing, phishing and
identity theft of client details. The aim of thekapter is to look into the processes involved
in the different forms of identity management swolog for the Internet. A look at
Microsoft's Passport .NET is taken in order to $ee approach suggested by recognised
industry leaders in Microsoft. The Liberty Alliagis view is then analysed to determine best
practices from the rest of the industry. Finalg tthapter moves on to an investigation of
identity management from the view of the user, étetmine how to best protect the user

from other forms of attacks in Mozilla TrustBar.

4.1 Microsoft Passport .NET

As part of Microsoft’'s .NET initiative, a set of Weservices was introduced including a user
authentication and SSI service called Microsoft TNEassport. This service was released in
1999 and is one of the most widely used servicasdind. It is used within the Microsoft

Hotmail Service, a free online email facility (Lapeppliger, & Pernul, 2004).
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Microsoft is well known as the market based lead@rs number of technologies. Globally

they possess the possible infrastructure in ordlesupport a large effort such as a unified
single sign-on methodology.

4.1.1 Passport Model

The Passport .NET service makes use of a Single-Sig Identity Domain.

This is an

extension of the Common User Identity Model as shawFigure 4.1. The identifier and

credential indexes in the figures refer to theirsglentity. For example, an identifier and
credential with an index of 1 mean that they hasenbissued by Service Provider (SP) 1.

| Common identifier and credentials provider 4 |1\‘

| sp1 | |

sp2 | |

SP3

y

Legend for this and subseguent figures:

)
At
o3

|dentity

: |dentity
domain - mapping
User » Personal
entities &7 authentication
User device (PAD)
identifier s

Senvice
Authentication k| provider
credential —  entity
Senvice Service
access [-\\j provider
Service identifier
provision

Figure 4.1 Common User Identity Model (&sang & Pope, 2005)

The principle of the Common User Identity Modelsliem having a separate authority

structure in place that acts exclusively as antifienfor users as well as providing user

credentials to other service providers.

Througbk thodel a user can access all service

providers by making use of just one set of usentiiers and credentials. This system may
be implemented via use of a primary key identifieKl) in which a single Certification
Authority (CA) issues certificates to all usershirit the domain. The identifier name can be

a set of email addresses that are globally unidusers in this case would only need a single
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identifier and credential to be authenticated bygaitvice providers within the domain of the
CA. The underlying working of this model is theslsafor the operation of the single sign-on

Identity Domain incorporated in Microsoft PasspblET (Jasang & Pope, 2005).

There are inherent problems in the possible sefupuoh a model. The use of emalil

addresses for the purpose of user identificatiom lisky proposal. Email addresses are not
necessarily unique identifiers of users. Users ltave multiple e-mail addresses, and the
unique identifier for users can be relatively egasétrieved by potential users wishing to

commit fraud. Other problems in the setup of a® &Avironment is the lack of defence in

the sign on procedure. With the use of multipl¢hantication and sign-on requirements

across websites, should one set of user credert@alsompromised, only that login and

information contained within it can be affectedho8Id the user credentials of a SSO be
compromised, all websites which make use of thoser eredentials are compromised,

thereby threatening the user identity further. THET framework operates from the SSO

identity model which allows for a user set idewtifi

[dentifier &
credeniial
provider 1

Figure 4.2 SSO Identity Domain Model (&sang & Pope, 2005)

The Single-Sign-On Identity Domain Model shown igufe 4.2 shows how a user may be

authenticated by making use of only one serviceigev. This single service provider, once

45



user authentication has taken place, then allotwsraervice providers to consider that user
has been authenticated. The approach to thixsrk@as a Single Sign-On (SSO) solution as
the user only needs to authenticate their iderttitge in order to access all services they
should have authority to use. In this form of igmpkntation, there is only one party
responsible for the allocation of identifiers, isguof user credentials and the performing of
the authentication. This SSO implementation iy &@milar to that of the federated identifier
concept used by the Liberty Alliance, however, napping of user identifiers is needed.
This is due to the same identifier being used erggervice provider. Through this process,
once a user has been authenticated through thie $ogin provider, all affiliated websites to
the .NET Passport will consider the user as auittesiett should they attempt to access them.
This process lasts for a specified amount of tilhéhie session times out, then a new login

by the user is requiredddang & Pope, 2005).

Microsoft overall is ideally suited for the processhandling an SSO platform. Microsoft
already provides a large number of services oribbne-mail, online chatting, and searching
facilities. Through the use of this already exigtinfrastructure Microsoft could increase
their business footprint. Ultimately what would ieguested from users would be a form of
non-profit organisation that would be tasked with setup and maintenance of a global SSO
identity framework solution. However there woul@é Isome issues should such an
implementation take place. Issues concerning piseacy and freedom of movement online
could be infringed should a single entity take ocoinbf all SSO authentication and the
information held therein, and be compromised eithean illegal party or from government

organisations.

Now that the form of model that the .NET Passporplements has been presented, the
overall implementation of the principles of this deb can be better understood by looking
further into how users make use of the .NET passaod the underlying methodology
behind it.
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4.1.2 User Registration

When a request for registration for a Passport spexific website is made, two separate
accounts are created at the same time. Throughshef a single form the user opens an
account with the website owner as well as one Rahsport. All information that would be
recorded under the owner website is sent from Hssport service upon registration to the
owner website with all the profile information naahly entered at registration. An overview

of the registration process is shown in figure 4.3.

Participating Passport
Site A (co-branded by
referring site.)

Figure 4.3 — The Registration Process (Microsoft,@4c)

1. User browses to Site A, a participating websites@nvice and clicks the “Sign In”
button (or attempts to register).

2. The user is redirected to a registration page ayspy the registration fields required
by Site A. (The minimum number of fields requiredtwo: email address and
password.) The user can choose whether or notthleshare their information with
other Passport enabled websites that they sign into

3. The user reads and accepts the terms of use, bndtsuhe form.

4. The user is then redirected back to Site A withirtbacrypted authentication ticket
and profile information attached.

5. Site A decrypts the authentication ticket and peoifnformation and continues their

registration process, or grants access to theisiteeb

Information that is unrelated to a customer’s Paggprofile is only stored on Site A and is
not shared with the Passport profile. Site A a@ses not receive any information that relates

to the Passport system. Passwords, secret questiah answers, security keys and other
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customer credential information are not sharedrdeto maintain the security of the user’s
authentication data. The Passport profile only esakse of information that will ease
possible further registrations. Examples of tloig sf information would be Country, Postal

code and Time Zone (Microsoft, 2004c).

Lopez, Oppliger & Pernul (2004) further describbhe tnformation that is stored per user
account, mentioning that each .NET Passport acamminclude the following components:
» Passport Unique ldentifier (PUID) which is a 64-bitmeric value assigned by the
.NET Passport Service when an account is created
» Passport user profile containing user’s e-mail asslior phone number, first and last
names, and demographic information for the usemvels as the user password (a
minimum of 6 characters)
» Optional secret questions created by the usergaloth their answers, are stored to
be used with a possible reset of the user password
» An additional 4 digit security key is used whenrgsattempt to access websites that
require a strong credential sign-in. This secustynly created the first time a user
accesses a website that requires a stronger sseptredentials
The standard listed credentials are the minimumueantnof information that is required for a
user to have a .NET Passport. In all cases thesaihwd information that is requested from
the user upon registration depends on the webditrerthey request to register, as well as
any information that they would want to share wather Passport participating websites
during sign in. Information that is not neededtbg Passport service is only stored on the
vendor’s website and not by the Passport service.

4.1.3 Passport .NET Authentication

The Passport authentication messages are passeel iorm of electronic “tickets” that are
used to inform websites that the user has sucdbssigned in. A ticket which is stored in
the form of a cookie contains information on théedand time of sign in, and the date and

time of the last manual sign in. In order to reeethis information the user has to
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authenticate them through the use of the .NET assshe process followed is shown in
Figure 4.4.

&,

Participating User Passport
Site A (co-branded by
referring site.)

Participating Participating
Site C Site B

Figure 4.4 — The Passport Authentication Process (lgrosoft, 2004c)

1. User browses to participating website or servidgee (8 in this example). User clicks
“Sign In” button or link.

2. User is redirected to Passport.

3. Passport checks if the user has a “Ticket Grariagkie” (TGC) in their browser’s
cookie file (one that meets the rules that Sitea& ket). If one is detected they skip
to Step 4 and never see the Passport login UthelfTGC does not satisfy the time
since sign in rule requested by Site A, then Passpmoves information that Site A
passed on the query string and redirects the osamige that asks for the currently
signed in user's password. This new page has & &HL in the Passport.NET
domain. If the user enters the correct informattbey proceed.

4. The user is redirected back to Site A with theicrgpted authentication ticket and
profile information attached (if the user has clmoeshare it, and if it is present).

5. Site A decrypts authentication ticket and profidéormation, and signs the customer
into their website.

6. User accesses the page, resource or service tipagsted from Site A.

NOTE: Sites B and C do not receive any informatiothis process. No information about

a user is shared with Sites B and C unless theah®@rses to sign in at those websites.
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In order to attain a ticket, the user clicks on Bessport sign in logo in the website. This
will then redirect the user to a special page osspart.com. This page takes information
from the website that directed the user to thaatioa, from the URL and assigns it a unique
website ID. This process allows Passport to kndvickv website referred the user, and to
which website the user needs to be returned. @medogin details have been processed,

Passport redirects the user to a page on Passiort.n

There are 2 reasons for this internal redirectiathiwv Passport. Firstly, through this process
the URL is shortened in order for the user to vetifat the page address is owned by
Passport. The second reason is in order to septratuser interface from the domain in
which the authentication cookies were originallyitien. This process helps to prevent
unauthorised access to these cookies, as browsérsalbiow for the reading of cookies
which have been written in the same website cuygréaing accessed. The whole process of
the redirection takes place in a matter of secomas] once completed returns to the
requesting website.

Upon return to the requesting website, the user diteched two encrypted packets of
information within the returning query string. \\&tle owners making use of the Passport
service would need to install Passport Manageris @pplication reads the packets that have
returned with the user and writes them as encryptedies in the owner’'s website domain.
The first of these cookies contains the authentinatcket information. The second contains
profile information that the user selected, as vesl operational information and unique
identifiers that need to be passed. These packet&ncrypted with a unique secret key
which is shared between Passport and the owneriteebbBhe owner website then takes the

information and uses it to issue its own cookies.
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When the user navigates to another Passport ppatiicg website, the new website has
multiple options on how to authenticate the new.us&hen a user clicks the sign in button,
they are once again directed to the Passport sigage. The difference now is that there is
a ticket-granting cookie saved on the web browkat Passport can read. Because the
cookie ticket contains the time that it was issutdllows the referring website to decide the
timeframe that the website needs to consider to&ieas safe enough to use. If the cookie

ticket is too old the user is then prompted tomeeetheir credentials.

Each website may choose how old the ticket-grantiogkie is before they will reject it.

They also have the option of forcing users to reetheir password. This eliminates the
ability of someone who does not know the user'sywasd to access the user’s information.
Through this process there is variance in the pa$ofor ensuring the user’s ticket cookie is

valid, and potential security holes are openediar information to be compromised.

A potentially hazardous feature to the user of .NEaBsport, reported by both the Microsoft
(2004c) and discussed by Kormann & Rubin (2000}het of the automatic sign in of
Passport. If this option is selected the usernant password of the individual user are
stored locally on the individual’s client machin@/ith an automatic sign in selected the user
will be signed on to the .NET Passport service auththeir intervention whenever they
make use of the machine. Even disconnecting floemiiternet or turning the machine off

has no effect to the user remaining connectedaséhvice.

Although a user may use their .NET Passport accaumntultiple websites, the password is
only stored in the .NET Passport database, andlysstared with the .NET Passport servers
that need to make use of it for authenticatione TMET Passport service possesses a facility
which, should a user make an error in attemptingsign in, .NET Passport then
automatically blocks access to the user accouna fiaw minutes in order to stop attempts
for password cracking software being used to galawful access to the account.
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When the user wishes to sign out, the .NET Passgover checks the websites that the user
has visited through the visited websites cookiBET Passport then redirects the client’s

browser to each visited website and requests eatisite to execute a script deleting the

cookies that those websites created at sign-inleddna user makes use of the option for
automatically connecting to the Passport serviteN&T Passport cookies are session based
and are deleted when that session is closed. udfea makes use of the automatic sign in

option, the cookies are persistent and are noteteié the browser is closed. Through the

user of the expiration of user authentication szlatookies, Passport ensures that user
information is not stored indefinitely on the clianachine.

Overall the .NET Passport solution provides a netff simple solution to the problems
experienced by users within SSO. Websites a#itlavith the .NET Passport program can
opt to have the service manage their user basginghiesponsibility for this process from
the individual website to Microsoft. The majoratisantage of the .NET Passport solution is
the problem of having a single entity being resgaagor all identity authentication tasks.
Should a government request information from thetyerit opens up the user to privacy

issues.

The Liberty Alliance’s Federated User Identity isancept which is a form of competition to
Microsoft’s .NET Passport.

4.2 Liberty Alliance Federated User Identity

The Liberty Alliance is a body that is defining speations for networked identity
management. The Alliance is an undertaking bycagrof organisations and government
agencies, in order to provide open technical smatibns for a federated identity. When the
Liberty Alliance began their operations, the fipstase of development involved the setting
up of specifications which enabled simplified senglign-on for end users. This process
became Liberty’'s Identity Federation Framework (S 2004).
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The use of multiple respected organisations ancemgonent agencies allows for a well-
rounded set of specifications for the identity ngeraent. The problem with an
implementation such as that of Microsoft’'s .NET $ast is that all the specifications have
been set up by Microsoft. Although they are thaustry leader, one corporation’s view on a
topic is not necessarily the best for a solutiblence, the underlying concept for the Liberty
Alliance is a consortium made up of leading indgstvsmpanies, such as Sun Microsystems,

to discuss and decide on a best practice to betdwmeiadustry standard.

4.2.1 Federated User Identity Model

The identity federation concept can be defined has det of agreements, standards and
technologies that enable a group of service proside recognise the user identifiers and
entittements from other service providers withifederated domain. Through the use of a
federated identity domain, service providers egthblagreements with other service
providers in order that identities from differeet@ce provider specific identity domains are
recognised across all domains. The agreementgpsbly these service providers include
policy and technology standards to be used by &nges. A mapping is established between
the different identifiers owned by the same clientheir different domains in order to link
the identities (Jgsang & Pope, 2005).

The result of this process is a single virtual tdgrdomain as shown in the figure below:
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Figure 4.5 Federated User Identity Model (dsang & Pope, 2005)

The federation of an isolated user identifier pdeg the client signing in to the service, the
view that there is only a single identifier domaiifhe client user can possess their own
separate identifiers for each of the respectiveiseiproviders, although the client does not
need to possess all of the identifiers for sign The reason is because the user possesses a
known credential which is sufficient for him to e#e access to all services within the
federated domain. The inherent problem with thisnf of model is that users still have to
manage multiple identities and credentials, eveugh the user is not actively using all of
those identities. Therefore, the process of ideméderation will be most successful when

the user wants to manage only one set of idergiied credentials.

The core differences between the Federated Usatitigldlodel in Figure 4.5 and the SSO
Identity Domain Model in Figure 4.2, is the useentity and credential evaluator. In Figure
4.2 there is a single entity responsible for thentdication and authentication of all users
within the system. In figure 4.5 multiple userntiey and credential evaluators may exist.
Once a user is authenticated by one system witiénféderated domain, all other websites

within that federated domain can verify the usebb@sag authentic.

54



Having reviewed the concept behind the model ferliliberty Alliance implementation of a
SSO solution for users, a review of the processlired for the successful sign-on of a user

needs to be identified.

4.2.2 Liberty Alliance Single Sign-On procedure

The Liberty specifications for Single Sign-on ane @nabler to provide single sign-on
functionality across different enterprise domaingl avebsites. The use of a browser only
authentication method is considered essential doe@tance by users within the market as

users frequently switch browsers.

Identity
provider (IDP)

-~
B ?ack channel
Redirection, ~~_
User @Et ¥ Service
L e provider (SP)

:: Browsing : TR T

Figure 4.6 - Browser based single sign on (Pfitzman2004)

Pfitzmann (2004) describes the process of Libei®yrgjle Sign-On as follows:

A user accesses the service provider via browsmigea When submitting a log in request,

the service provider redirects the user’s browsene identity provider of the user. The user
then logs in through use of a typical user ID amdsword. The browser and identity

provider may, under certain circumstances, reusecare session from a recent login. The
identity provider then redirects the browser bazkhe service provider with an additional

ticket, to handle other services such as datafgafgistics on other channels. The term of

single sign on is only used if a login name or ofirévate user details are transferred.
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The benefit to the user shown in this form of inmpémtation is that the user does not have to
be redirected to a separate login page for thegsarjpf authenticating the user. When the
user is then authenticated from one service witencircle of trust, all other websites within

that trust domain can verify that the user has lmghenticated on a sister website and

eliminate the need for sign in.

The Liberty Alliance provides a viable alternaticethe solution to the .NET Passport. By
having a consortium of companies involved in theirsg of standards, a broader level of
consensus is achieved and the best solution isemgaited. Within the realm of SSO the
issue with Liberty Alliance is the lack of abilitp provide a scalable solution for a user to
connect to a multitude of websites. This is dueeéch setup of the Federated identity
solution existing within separate circles of tru#fta user moves between 2 different circles,
he or she would be required to reconnect and sigmiih different credentials. From the

analysis of two solutions tasked with the idenséifion and authentication of the user
credentials, the responsibility is now moved ot identification and authentication of the

accessed website by the user. This is done thranghvestigation of the Mozilla TrustBar.

4.3 Mozilla TrustBar

The Mozilla TrustBar is a current implementationtloé Personal Service Provider Identity
model. The TrustBar is a plug-in toolbar used imitthe Mozilla and Firefox browsers,

through which a user can store images mapped terseertificates. Whenever a server
certificate is verified, the toolbar checks thamapping exists, and displays the mapped
image on the toolbar while the corresponding pagstill being loaded (Jgsang & Pope,
2005). The analysis of the Mozilla TrustBar isnfra different perspective than that of the
service provider authentication methodology. Ayéafocus is placed on how to secure user
authentication processes. This endeavour onlyesothe risks inherent in the sign-on

process of the user, and does not cater for thenpat user problems of phishing or website

spoofing. The underlying objective of the TrustBaplementation is to make users more
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aware of the security behind the pages that thew.vi TrustBar allows users a quick and

easy way to visually authenticate the website dreywiewing.

4.3.1 Personal Service Provider Identity Model

Through the use of a form of Personal Authenticatizevice (PAD), in the case of the
TrustBar the PAD is the client browser, users camegate private identifiers service
providers by mapping the domain name of the websitd other unique identifiers to
personally chosen identifiers for the same websitiee identifier can be anything that can be

recognised, such as text, pictures and sound. cbmisept is illustrated in Figure 4.7 below:

/ SP identifier and credential provider 4 \

Figure 4.7 Personal Service Provider Identity Mode{Jgsang & Pope, 2005).

The index “4” of the identifier and the credentantained in the messages of Figure 4.7
indicates that they were assigned by the centchigentifier and credentials provider with
the same index, which when used in practice cam Gertificate Authority or a Primary Key
Identifier index. The PKI indexes are shown at,“¥2” and “3” of the SP identifiers
depicted within the personal domain of each of ukers, indicating that they have been
individually assigned by the respective users. Mapping between the global SP identifier
and the personal SP identifier of the user, takasepn the user domain. In order for this to
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be practical, the user's PAD needs to be directiyolved in the authentication protocol
(Jgsang & Pope, 2005).

The design of TrustBar allows for users to sethgirtown identifier for each domain. In the
setup for this process they can map pictures dr texhese visual identifiers. When a
browser then accesses the requested website, @necas then expect to see the visual
identifier for the website that they set up. Tali®ws for an easy method of confirming that
a website is authentic. In order to fully undemst#he possible benefits behind the use of the
TrustBar implementation, the authentication procetshe retrieved websites must be
analysed.

4.3.2 TrustBar Authentication

The overall process of the client user authenticatin the server attempts to protect the user
from potential eavesdropping and modification bynMa the Middle (MITM) adversaries.
Large portions of financial and other websites mage of Secure Socket Layer (SSL) and
Transport Layer Security (TLS) to authenticate tiser. A number of those websites only
make use of the SSL or TLS protocols only after tiser has typed in a username and
password, and clicked ‘submit’ (Herzberg, 2005).

This form of implementation provides the potenfial a MITM to redirect the user to a
modified version of the same page. Should thisugcthe user can unknowingly release
username and password information to a third p#rtgugh this page. However, the
modified page has been changed in order to sendseinformation back to the MITM. It
is clear that the traditional approach to a sigmr@thodology does not protect the user from
these forms of attacks to their information, andttthe user requires an easier way to
confirm they are at the website they intended to be

Herzberg (2005) mentions the ways in which Trust@awvides a solution to the client user

problem:
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>

TrustBar periodically downloads a list of the urtpoted login websites that is
maintained on the Mozilla TrustBar servers. Tlés tontains all the unprotected
login websites which Mozilla track, and any altéenbbgin pages for those websites
that are protected. This can be used to reditectclient should an unsafe link be
found. There is a trend amongst these websitésmian a user accesses one of the
unprotected pages, they are automatically redidetttean alternate login page that is
protected.

TrustBar makes allowance for users to assign a rartego to websites of their own
choosing to visually identify the website. TrustBeomputes a hash of all
unprotected websites for which the user has assigneame or a logo. TrustBar
compares this hash on subsequent access to theasshsige. Should the website not
have been modified in five consequent accessestHau begins to display a “Same
since” and a date value. When the website evdptohbnges a warning is then
displayed when the page is again accessed. Aslagistpages are structured to just
perform the login function, they are not prone dostant change. This can be helpful
to users as they can then immediately notice amngh to these generally static

pages.

Herzberg and Gbara (2007) provide further usesraétBar for solving the user problem

through the following items:

>

>
>

In SSL and TLS protected websites, TrustBar shdwsdefault, the name of the
organization that owns the website through the tifieation from the digital
certificate. TrustBar also displays a represemtatf the logo or the name of the
certificate authority who issued the certificate.

With unprotected websites, TrustBar presents tmeasio name.

TrustBar displays a padlock for all protected wedssiwith the same icon but with a

“No Entry” sign over the padlock for unprotectedbsies.
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Mozilla TrustBar solution to the user’s web usagadition is novel. The service provides
the client with a free facility that can make theeu feel far more secure in their online
service usage. By providing a visual aid to therws the current status of the website they
are visiting, it gives the user the ability to biyi identify the security available on the
website. This will improve the user’s overall expace and provide them with a measure of

self protection from potential spoofing attacks.

4.4 Comparison

The three models reviewed thus far in this chaptere different perspectives in their
approach to the handling of identity managementl tide examples chosen have their
limitations, since they are not easily comparabli.is not possible to provide a valid
comparison of the .NET Passport system which waplemented with a singular
methodology, to the Liberty Alliance framework. elheason for this is that the latter is not
so much a system, but rather a set of open tedhsteadards that any network of
organisations can implement. Every single signroplementation based on the Liberty
Alliance framework can be scrutinised, but theoééficy of these systems is only as strong
as the level to which the specifications are appli€urther complicating this analysis is the
Mozilla TrustBar. The TrustBar looks at the idegntmanagement paradigm from a
completely alternate perspective, that of the usewustBar implements similar steps when
authenticating, but instead of the authenticatibrihe user, authentication of the website
being accessed is performed. The consolidated aosgms, where they can be drawn, are
shown in Table 4.1 below:
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.NET Passport

(Lopez, Oppliger & Pernul, 2004

Liberty Alliance

(Olsen & Mahler, 2007)

Mozilla TrustBar

(Herzberg, 2005)

f

System Singular System Open Specifications with various | Single System
implemented by Microsoft| forms of implementation on multipl¢ implemented by Mozilla
different systems. to handle classification o
web addresses
Single Previously multi- Implementation dependant, Single verification of
Sign-On organisation single sign- | supporting multi-organisation SSO websites accessed by us
on. Since 2003 single-
organisation sign-on
Choice of Microsoft was the only Allows several identity providers if | Mozilla serves as identity
Identity identity provider they are accepted by the service | provider for
Providers provider authentication of website
Identifiers Personal Unique Identifier] Unique handle per user per federaf Unique identifiers per
per user pair of website participating website
Responsible | Microsoft and service Service providers within a circle of | Mozilla and service
controller providers were single datg trust are controllers at the time use| providers as single data
controllers visit their websites controllers
Contractual | Contract between Implementation dependant No contract required,
Framework | Microsoft and service makes use of open sourg

provider

-Contract between every website in
circle of trust

-Depending on implementation oth
models may exist, such as every
participating service provider havin
a contract with one party which
organises and administrates the
circle of trust

community

Table 4.1 — Comparison of .NET Passport, Liberty Alance and Mozilla TrustBar

Table 4.1 attempts to compartmentalise the threeletsointo specific sections for

comparison.

The .NET Passport is implanted amglesientity which is maintained and

managed by Microsoft. All usage of the .NET Pasgspequires adherence to Microsoft

standards by website vendors as stipulated witbimtracts between Microsoft and these

parties.

The Liberty Alliance makes use of a sktopen specifications that can be

implemented by parties in various ways to allow dor SSO environment to be created for

users. The SSO facility will however only applyween websites within the same circle of
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trust between the vendors, and should a user maveofothis circle they will need to
resubmit their login criteria. The responsibilitr the validity of the user at time of SSO is
placed under the controller of the website. ThesiBar system is very different, looking at
user issues from the perspective of the user. tBanscurrently works off a single system
which is implemented by Mozilla, handling the cifisation and analysing the security
quality of the websites to create a central repogifor determining website validity.
TrustBar relies on the open source community fersiirvival. It provides an easy to use
system for the authentication of websites for theru

Overall the three models analysed provide a sicanifi step towards meeting the overall goal
of an integrated system for protection of the usehe online environment when looking at
each of their components. The .NET Passport pesval facility for the identification and
authentication of the user within a secure anélpéi environment. With the immense reach
of the Microsoft solution, the .NET Passport pr@adhe ability for users to span their SSO
experience across multiple websites, a feat urtaldde achieved with the current setup of the
Liberty Alliance Framework. The Liberty Allianceds however provide a far more flexible
solution to the dominance of Microsoft, allowinglexible framework of best practices for
companies to adhere to in order to set up their. @mcomparison of the Single Sign-On
technology, .NET Passport is a single platform,vggloag a single sign-on facility for
websites associated with its service. Dependingthenform of implementation of the
Liberty Alliance frameworks, the setup can suppouiti-organisations SSO. The TrustBar
however is responsible for a single verificationuser accessed websites. To place each
model into a specific category for the issues ttesplve the models can be summarised as

follows:

» Microsoft .NET Passport — Provides a solution fdsread scale implementation of
identification and verification of users within &0 environment. It also provides a
relatively simple integration between vendors, doea single user identification
provider.
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» Liberty Alliance — Provides a more flexible implemation solution for the website
vendor through the circles of trust, although aitieh solution for identification and
verification of the user within an SSO is provid#gk to potentially limited sizes of
the circle of trust. With each website within ttiecle of trust providing their own
login forms for the user, and with a greater lewéltrust between the websites

involved, the ability to audit users’ movementshaitthe system is greatly increased.

» Mozilla TrustBar — Provides a way of identificatiamd verification of the website
from the user perspective. Through the implemenmtatof an easy to use
identification and verification process to immedigt alert the user to potential
threats within the website they are attemptingdcesas, the user is provided with a

greater sense of security and control.

4.5 Conclusion

The underlying question the user of a system vwiags need to ask is the concept of trust.
In this chapter three concepts of identity managemesre investigated. The first two are
Microsoft Passport.NET and the Liberty Alliance Eemted Identity. Subtle differences
arose between the two forms that provide a sinigie-@n for the user. Finally, the chapter
delved into the perspective of identity managenfemtn a more external point of view
through the possibilities available under Mozilleu3tBar. The overview of these three
models provide the basis for Chapter 5 in whichuker experience is fully analysed and a

model is drawn up based on the experiences of tieels analysed in this chapter.
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Chapter 5

A USER CENTRIC ONLINE IDENTITY & AUTHENTICATION
MANAGEMENT MODEL

5.1 Introduction

Chapter 4 reviewed three existing identity managensgstems, which are implemented
internationally. The overriding theme of all theodel implementations is the ultimate
protection of the user's experience. The .NET pagsand Liberty Alliance framework
were reviewed to provide an insight as to how ar usedentified in a single sign-on
environment. A view from the user perspective tien taken by looking at other potential
benefits that the Mozilla TrustBar possesses okat ¢f a traditional SSO approach. A
comparison of the attributes generic to the models performed to show the strengths and

weaknesses of the relative models.

Chapter 5 proposes a hybrid model which can be tsspdovide a less experienced Internet
user with better protection and security when mgkise of the online environment. The
chapter begins by looking at the pitfalls of theypously discussed models in Chapter 4 and
the processes required for both user and IT syatghentication to occur. The chapter then
looks at the authentication of IT systems and us&vghin this process the roles of the user
for the authentication of the IT system, and tHe aj the IT system in the authentication of
the user, are defined. Having defined the requergsmfrom each of these two processes, a
hybrid model for the protection of the user is meed. Through this model, the
requirements for an effective hybrid authenticatisystem can be deduced. These
requirements can then be put to use to ensurathatve user is adequately protected from
the potential threats that dominate the online renvihent. The emergent model is then

discussed. Finally the model is put into contexthie terms of general systems theory.
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5.2 Inherent Issues from Existing models

Although all three models discussed in Chapter pwide a valued service, none of the
three cover the overall experience of the user.is & due to each model focusing
exclusively on either the sign-on or website id&sdtion issues. None focus on the broader
issues of the user and the total protection ofuber within the online environment. The
overall state that needs to be adhered to for theqtion of users in the online environment

can be summarised as follows:

» Scam Protection — Users need to be aware of thenpalt scams that exist in the
worldwide web. Education is the best form of prai@ from such incidents.
Included in these forms of attacks are requestsewmail for client banking

information and general usernames and passwordsli@r, 2007).

» Website Spoofing — Possibilities exist for userbécautomatically redirected to, or
directly logon to websites which appear identicelite expected website. The only
notable difference is that of the domain name balghtly different from the
expected domain. Such websites will have logidentials shown as expected, but
will be sending the user login information to a itiaus third party. Users need to
be aware of fraudulent websites and the potensks rthat can occur should their
information be entered into such websites mistakénérzberg, 2005).

» Multiple Verification — When making use of multipleebsite services, each with
individual login criteria, a facility exists to imgve the user experience through the
use of a single sign-on methodology. One sign iih reduce the possibility of
interception of client login criteria, and will prote ease of use online. Although
this format promotes significant ease of use feruker, the convenience comes at
a price. By removing the need for multiple autieattons, should the user’s
identification information be compromised, the gé@guwof the user information on
a multitude of websites will be jeopardised. Skdoethch website possess their own
login criteria and security protocols, the secudfythe user information overall is
better protected (Lopez, Oppliger & Pernul, 2004).
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» Credential Security — The credentials of the ussrd to be securely stored and
transmitted when authenticating for single signemvironments. Losses of this
form of information could be devastating to thesits’ online identity, either by

financial means, or personal status loss.

Each of the models assessed has attributes thet ttease user requirements but overall they
do not cover the entire online user experience. slh®vn in Table 4.1 of Chapter 4, the
methodologies of each model differ significantly tire way in which they deal with the
identification and authentication of the user andbsites accessed. By assessing the
shortfalls of the described models, the requiregimeints for a successful model can be

deduced.

5.2.1 Liberty Alliance Federated Identity

The Liberty Alliance Federated Identity Frameworkoypdes a setup for a strategic
partnership amongst individual businesses. Theatlvprocess of user single sign-on is
secure to the user. The inherent problem withenRlederated Identity proposal is the size of
the domain. Domains are set up by like-minded viebsvho choose to be within the same
domain. The potential is still great for the userhave to endure having multiple user
profiles across multiple domains that may or maybefederated into one identity domain

or circle of trust.

The concept of a circle of trust (CoT) refers te Husiness, legal and privacy considerations
that govern federated identity management betwegsngations. Through the use of a CoT
within the network of companies wishing to form Bua partnership, the standards for
interoperability are defined. By making use of thierty Alliance Frameworks, the
standards for communication and security in thensmassion, identification and
authentication of user details is defined to pramease of interoperability amongst all
participants within the CoT (Liberty Alliance, 2007
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The use of the Liberty Alliance Federated Idenfitgpmework has two major disadvantages.
First is the use of the CoT principles inherenthiea framework. The framework calls for the
use of protocols and controls between all partigsimthe CoT. The setup of all companies
is different, thereby making the change of compamtocols to the Liberty standard an
expensive and time consuming process. Furtherntibeescope of the single sign-on of a
user is limited to only the websites that are eedag the CoT relationship. Therefore, even
with a CoT firmly in place, there is no assuraniat tthe user will make use of the SSO

opportunities, as they may never interact with haptvebsite within that particular circle.

Secondly, should the user make use of the SSQOtyawikthin websites of the CoT, the user
is then risking their personal information via akaf “defence in depth”. The “defence in
depth” concept is an information assurance stratagwhich multiple layers of defence are
placed within an IT system. The principle behitd t‘defence in depth” approach is
ensuring that any potential attacker must compremisltiple defensive procedures, in order
to successfully gain access to the system (IATB220 By providing a single criterion for
identification of a user, the multiple levels otaaty for the identification and authentication
of a user per website are removed. Through tluegss, the user is then exposed to potential
risks, in which once their login credentials arenppomised, and an attacker can gain access

to user information stored on all other partner sitels in the CoT.

The Liberty Alliance framework can be a very susb@lsand viable solution to provide a
client with a seamless online experience shouldohad implementation of trust and an

overall domain of trust prevail.

5.2.2 .NET Passport

Microsoft’'s .NET Passport implementation providegl@bal potential solution to the single
sign-on identity problem. From a user perspediiverosoft is viewed as the industry leader.

Over the years Microsoft has cemented its dominaves the computer industry with its
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operating systems. This overall dominance instiferm of user recognition and reliance.
Microsoft also possesses the capability of settipghe massive infrastructure required to

undertake a global identity domain.

The .NET Passport has some major disadvantagesnilaBy to the Liberty Alliance
Federated Identity Framework, it also suffers framack of “defence in depth”. Users need
only sign in once to gain access to all websitekimgause of the .NET Passport SSO
methodology. This will similarly expose the userdotential risks. If their .NET login
credentials are compromised, an attacker can gaiesa to all websites that are affiliated
with the .NET Passport program. Secondly, useosildhbe made more aware of the perils
of making use of the automatic sign in to .NET Pass Use of this facility should be
removed as cookies are permanently activated anddér is never signed out of the system.
This can lead to potential security breaches unkeruser’s identity. Along with these
problems within the .NET Passport framework is gneblem of a developing monopoly
situation. Having a single company, such as Muaitoslictating terms on how technologies
should be implemented, can become problematic nvitine industry, as consensus will not
necessarily be followed in the setting up of thestbpractices for SSO environments.
Furthermore, with one company maintaining full ecohtof user information, the civil
liberties of the service users could be compromgdexild the company be forced to disclose

this information to government.

5.2.3 Mozilla TrustBar

The Mozilla TrustBar implementation provides a wagiew, focusing on the protection of
the user. Implementations of identity managemesitutions primarily focus on the
protection of the client data within the processdstity authentication. TrustBar takes a
wider view of the identification issue, and pron®i@ format through which a user can
themselves ensure they connect to the websitatibgtintended to. By giving the user the
ability to verify the website they are attemptilmgaiccess, the user plays an active role in the

security process and their actions determine theeseoof action on the website. It ensures
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that the user is not potentially exposing theiridogredentials via a spoofed website. The
disadvantage of the TrustBar is the displayingheferification information for the website

that the user is accessing. A naive user may gictpose to ignore the warnings that are
presented to them. What is ultimately needed isenuser interaction in determining that

they are in the correct domain.

The major disadvantage of the Mozilla TrustBar feawork is the lack of provision of an
overall solution for the protection of the useheTTrustBar is simply an add-on to a browser
and does not provide any facilities for SSO opputies for users. For this solution only
protects the user from spoofed and less secureowusref the intended website, and plays no

role in the protection of user credentials withimESO online implementation.

In order to adequately develop a model to enswreutfers’ protection, an understanding of
the attributes required for authentication of asparby an information technology system,

and the requirements for a user to authenticaystar®, need to be identified.

5.3 Authentication of IT Systems and Users

A principal cause in the increase in identity retattrimes in the online world is due to
authentication procedures in the online world bdergless secure than those in the offline
world. A bank may have thick walls, security gugrdnd a secure vault to protect the
customer investments, for example. This propossgyrificant obstacle to any criminal
wishing to break in. Within the online environmeéhné point of entry can be as simple as a
username and password. Through the use of afomgte attack and the computing power of
modern day computers, the security controls camdmpromised. The process of social
engineering to acquire client information can makeattempt to access client information
even simpler. Through the process of making aegysinline from its offline predecessor,
the technical authentication procedures are adaguteithe online capabilities, frequently

without adapting the security measures (FIDIS, 200&6he offline procedure allows for
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security checks to take place far easier than thlene procedure that it replaces. The
authentication of the actual website may be adequbtt if users are incapable of

establishing the trustworthiness of the websitg tive lured to, this does not help.

The traditional movement of existing company seyguinfrastructures to the online
equivalent can be a complex task. This is dueptdrols existing in the real world, such as
high walls or fences, not necessarily having anivadent in the online environment. By
making use of more controls and checks and by gasliral authentication performed by

both users and systems, a more secure environorethief online user will be developed.

5.3.1 Authentication of users by IT Systems

The process of user authentication is principaiiigdd to the verification of the user identity
in order to control user access to restricted nessuand areas. Authentication is based on
something an individual possesses, such as anitideratrd or passport, something an
individual knows, such as a password or PIN, oretbig an individual is, being their
human characteristics. The core advantages ofjubim processes of possession and user
knowledge are the ease through which such systam®e& configured and set up, the low
cost involved in the implementation, and the edsese of the system for the user. However
the inherent problem in these two authenticatiom®ois the ease with which passwords or
smartcards can be shared or lost, thereby compirggniise user security. From a technical
viewpoint, an identity is nothing more than a digipseudonym that represents a person.
Because of this, measures are needed to provahthaligital pseudonym belongs to the

person who claims it as their own. (FIDIS, 2006)

70



.ﬁj: hand geometry
- fingerprint

- . look

—= dare autograph signature
L . iris code

- voice

L paper document
key (metal)
What you —= own swipe card
chip card
calculator

password
answers to questions
results of calculations on numbers

= know

Figure 5.1 - Authentication by an IT System (FIDIS 2006)

Figure 5.1 depicts how an IT system can deternfireauithenticity of an individual. When

an identity is used, it must always be in connectigth proof that it was used by the person
to whom it belongs. This process is known as dwdhentication which is stronger than a
single form of authentication. This is due to therease in criteria that is required in order
to identify the user. By increasing the numbeuigue identifiers required to be met by the
user, the “defence in depth” strategy applies lmyiging more comprehensive protection of

the user identity. Based on these, IT systemalaleeto recognise a human by:

. what he is through the use of biometric techniques
. what he possesses
. what he knows

The more controls that can be implemented via tbe of identification criteria in an
authentication process cause an increase in teedécertainty that the authorised identity is
accessing the system. Through this process of ngakise of more criteria for the
authentication process, higher levels of trust bthithe user and the system are created.

This translates to a strong security environmerstiexg within the system.
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5.3.2 Authentication of an IT System by a Person

Thefts of user identification information, suchusernames and passwords, are performed by
deceiving a user into believing that an IT systemvhat it claims to be. Via this spoofed
website, the user enters their login informatiord attempts to connect, inadvertently
sending their identity data to the hoax websit@e®ator. A user authenticates an IT system

through three points as shown in figure 5.2.
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Figure 5.2 - Authentication of an IT System by a Hman (FIDIS, 2006)

These points as described by the Future of Idemtitliye Information Society (FIDIS) are:

» What the IT system is — By looking at the inforroaticoming through on the
displayed website, the user can determine the itsakidl the visited website. The
immediate method of identifying a website is thriotige assessing of the website’s
URL. If the URL corresponds to the website thersisxpected, they continue the
assessment by determining the validity of the welssidigital certificates. In
checking the digital certificates the user can heitee the validity of the website
through the scrutiny of the digital certificate rfpeularly looking into the issuer of
the digital certificate and the dates for which teetificate is valid. This process
can be automated through the use of a system sudlozlla TrustBar.
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» What the IT system knows — Through the registrapoocess the user will setup
their initial profile consisting of a username apdssword. Additional to this
process, some websites may make requests for péingonal information relating
to the client, such as a mother’'s maiden name oudir display of this information

through user interaction, the user is ensured &éneyn the correct website.

Through the use of both user authentication antésyauthentication, a user can ensure they
are making use of a valid Internet website. Therelgeneric model for the promotion of an
overall solution to the problem of encompassing enére user experience is required to

adequately protect the user from the possible thi@eonline identity theft.

5.4 A Model for Securing the User Online experience

In order to protect the user from the number ofdls to their online identity, an approach is
needed in which both the authentication of the ws#eria and the authentication of the
website visited online are made possible. In FBduB a model is proposed which promotes
a dual pronged approach to the protection of ugermation within the online environment.
This model addresses user protection from two angkérstly the validity of the website is
checked and reported back to the user. This ig dorensure that the user is attempting to
access and authenticate on the correct versidmeofvebsite. After this process, the process
of SSO authentication takes place to allow the tsenake use of the benefits within the
SSO environment.
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Figure 5.3 — Model for User Centric Online Protectin
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5.4.1 Description of Model

The process described in the model is expandeallag/$:
1. User Requests Website — The user makes u$eiofbrowser and enters the URL of the
website they intend to visit. From selection détivebsite the process then moves into the

process responsible for the authentication of thbsite.

2. Website ldentification Request — On the userfopming a request of the intended
website, a request is sent to a central reposftoryhe validation of websites, such as the
repository used by Mozilla TrustBar. The infornoatiin this repository will provide

information to the user in order for them to valalthe security of the website.

2.1 Check Website URL — With the information stomedhe repository, a number of checks

take place in order to determine the security hwiilin the requested website.

2.1.1 Determine Most Secure Website - A numbexelisites potentially have more secure
web pages, which are not necessarily set as theultldbgin page. In these cases the
repository will determine which website is the mesture. If a more secure inner link for

the same domain is found, the repository sends aaesponse to the user browser in order
to redirect to the more secure website. Shouldl ¢lacur, then the entire process begins

again.

2.1.2 Website Security Check — This process inwhigecking the requested URL. Based
on the URL the repository then searches in ordedetermine the validity of the digital
certificates, the authority of the certificate ies) for example Verisign, and also if the
website is flagged as a spoofed website. Thetrestihis is a URL validation report, which
is then sent back to the user browser, in ordetigplay the results and allow the user the

opportunity to validate the website themselveanftbese results.

3. Website Retrieval Request Sent — When thereggiests the website, the physical request

to retrieve the website is sent and the websitetigeved as per normal HTTP protocols.

4. User Login — Once the page has been loaded twehinformation required for the

validation report, the user then attempts to ldgithe single sign-on website. In this process
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to promote more secure sign-on a biometric formirgdut, such as user fingerprint

identification, is sent along with the traditiona@ssword identification. Should either of
these validation properties fail to achieve a pesiidentification, the user is sent back to the
initial login page. Should both criteria matche thser is then verified and authenticated
within the single sign-on environment. This pracesll then ultimately lead to secure user

identification.

5.4.2 Relation of proposed model to General Systems Theory

The concept of General Systems Theory proposesystgms work individually within their
own environments and achieve their sub-goals. Whenoverall system is analysed and
each subsystem is assessed as part of the whaterenent, an emerging property becomes
evident, through which each sub-system adds a ibembkich contributes to the overall
functioning of the whole systerfié¢ylighen & Joslyn, 1992

When a user makes a website request, there istaimtgron the part of the user, on the
security of the environment through which the useattempting to access. This process
involves a large level of trust on the part of teer, that their information is not being
intercepted by a third party. By creating a duadnged approach to protect the user, a
secure environment is created in which the user ltave confidence in their online

environment’s security.

The process of identification and validation of @bsite which a user is attempting to access
provides an intermediate step in the overall ptatacof the user. With the implementation
of controls with the user in the form of visual ikens to easily identify the website they are
attempting to connect to, the user plays an actiein their own protection. This website
identification and authentication process for tBerucan be kept as an individual subsystem,
and work individually just within this role. Assangle component of the system however it

does not provide the full functionality to protéiseé user from all potential online threats.
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In the process of user identification and authetibn at time of sign-in, the verification
process of the user is built upon by the dual foohauthentication of both biometric and
password verification. Each of these processesbeaseen as subsystems in the overall
protection of the user. The authentication of tleer by means of the username and
password validation would run as a separate pracessat of the biometric authentication.
All subsystems work together to provide an improlee! of authentication for the user. By
making use of a dual authentication process foiptieess of identifying and authenticating
the user, the website then has a higher level diogy that the user is who he or she claims

to be.

Based on the above mentioned subsystems, similailgla can be seen between the
proposed model and general systems theory. Theifidation of the user is broken down
into two parts. The first is responsible for theidation of the user through the traditional
means of username and password. The second mne#sle for the validation of the user
through biometric forms of identification. Each tiese processes or subsystems is
responsible for a portion of the whole solutionithtut both processes the identification and
authentication of the user will be flawed, as eagbtem individually will not adequately
identify the user. Similar to this is the incoraton of the system authentication by the user.
With only user identification the website could Mbeudulent, and without the user
identification, the user could not be identifiedBy making use of each of the smaller
processes for authentication the check within bloghwebsite authentication process, and the
user verification process, each process builds cothé other and creates an emergent
property which can be defined as a system for tieatgr protection of a user within the

online environment.

5.4.3 Conclusion

This chapter provides an insight into the requinet®do protect a user from the threats

within an online environment. Through the use ofisername, password and biometric
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forms of identification, the accuracy of user idkcation is increased. In addition to this the
ability for the user to identify the website attding to be accessed, and verify its
authenticity, protects the user from potential walithreats such as spoofing. By the
combination of these to forms of authenticationprfrthe user and from the system side, an
enhanced level of security is created for the us€his protects the user from potential
threats from website spoofing and identity th&fhrough the use of a dual pronged approach

to user and system authentication, a higher lellst is produced between the two parties.
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Chapter 6

CONCLUSION

6.1 Summary of Chapters

The adoption of the Internet and the numerous dppities available within it has made an
indelible impact upon modern society; unfortunatgith its adoption within the mainstream
population cyber crime has increased. The reasothils is the major difference between the
real world and the online environment. In the neatld trust between the customer and the
business retailer is gained far more easily. Tda world has tangible attributes, such as
guards and locked doors which the user can imnagiaécognise and builds a sense of
trust. In the online environment the propagatidrirost between user and website is far
more difficult to establish. In addition to thissue is the increase in the number of new users
to the online marketplace. With these new usegsetlare high levels of susceptibility for
naive users being targeted through social engimgeechniques to retrieve their user
credentials. It is important for users to havartiidormation adequately protected through
all stages of their online experience, in ordeshld users from such threats.

Chapter 1 provides a background to the problemsdféy users in the online environment.
The research area and the research problem weoeluced to provide the processes that
should be adhered to by client users and webgitesdure that a user’s identity information
is adequately protected online. The intended dbgs; and research methodology to be
used, were presented. Chapter 1 concludes witigla lavel overview of the research

project.

Chapter 2 provides an overview of the identity nggamaent process. By showing the laws

stipulated by governments for the protection ofratividual’s online identity, the emphasis
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placed on the protection of user information isvemo The types of identity that exist, and
the attributes associated with them are presermtiethg with the generic process for the
identity management life cycle to provide a backgb to the topic and the processes that
should be performed for effective management ofidentity. The aims for identity
management within the public and private domainpaesented, to define what is expected
by both domains for the management of an identithe concepts underlying an identity
management framework are presented in order to shewrocess for the implementation of
an identity management solution in an organisateomd the benefits of such a process.
Finally an enquiry is made into the setting up tahsgards initiatives for the management of

identities, and how they came to exist.

Chapter 3 performs an investigation into the aceessauthentication management process.
With the significant difference between the envimamts of the real world and that of the
online environment the management of user levetsust within the systems is an important
Issue to consider. Statistics are presented mgléti the usage of online systems and effect a
lack of trust can have on a business. Based anpil@mise, the role of access control is
presented. Within access control the accountgbdigpects are discussed to show the
benefits of access control logging. Techniquesaioecess control are mentioned to give
insight into how website should be managed. Tfeedycle of access rights are presented
and provides an insight into trends of how useessaights tend to increase regardless of
their system roles, until they are removed. Thificontrast of the best practice of access
control and assigning only the necessary acceltsrig users to perform their function. The
chapter concludes with an investigation into thie @f access management in terms of the

compliance within the best practices of corporateegnance in ITIL and COBIT.

Chapter 4 performs a comparison of three existimglementations of identity management
solutions. An analysis of the Microsoft .NET Pams$golution for SSO of users is presented,

by first looking at the common user identity model,provide an overview of the identity
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model verification process common across all foahglentity models implemented in the

three selected models. The .NET Passport modmtas/sed paying particular attention to
the SSO Identity domain model. The processes @aéysed with a focus placed on the
registration and authentication process for usetiinvan SSO environment. The Liberty

Alliance’s Federated User ldentity framework isems®d to give a different perspective to
the SSO solution supplied by Microsoft. The fetiedtaiser identity is proposed by a number
of companies to promote interoperability withinwgetircles of trust between businesses for
the purposes of SSO. The Mozilla TrustBar is asedyto look at the identification and

verification from the perspective of the user. dfiyna comparison of the models takes place
through the use of a table to easily show the diferences between the three models.

Chapter 5 provides a proposal for the implemematb a dual pronged approach to the
identification and authentication of both users amebsites. By making use of a dual
authentication approach to ensure that both thesiteebnd the user are valid, a higher level
of protection to the user’s identity is achievélthe chapter begins by looking into the issues
affecting the existing three models for identitymagement, and the expectations of the user
for an overall solution for protection from onlittereats. The process for the authentication
of users by IT systems, and the authenticatiol afylstems by users is presented in order to
determine the requirements for performing a duamfe@f authentication within a single
system for authentication and SSO. The model fodual pronged approach to the
identification and authentication of both user avebsite is presented and described. The

model is then described in terms of its contributio general systems theory.

6.2 Solving the Research Problems

The main research problem set out in Chapter 1 ‘Mélsat processes must be adhered to
by the client user and the website, to ensure thegtection of the user’s identity in the
online environment?” In order to effectively answer these questionsgtaof sub-problems
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were defined, that needed to be answered in oodsolve the overall problem. These sub-

problems were:

What are the critical success factors for identifiation and authentication of a
user at time of sign-on?

Chapter 2 discussed the laws and regulations atgulilby governments for the
protection of an individual's online identity. Babon these laws the standards for
identification and authentication for the protentiof user information is defined
through the use of COBIT and ITIL. Further in Ctaap2, the aims for identity
management within the public and private domain ewdiscussed, in order to
determine the requirements that would best sult bomains to manage an identity.
Core to the process of identification and authetibn is the guarantee that the
expected user is connecting to the system. Bymgakse of the traditional username
and password criteria, and a biometric identifierorder to validate the user, the
certainty level in the user validation is that mgekater. The concept of an identity
management framework was presented in Chapted2teymine the best process for
the implementation of an identity management sotutvithin an organisation, and
the resulting benefits to making use of such a ggsec Chapter 3 provided some
further background on the importance of levels roftt for users’ and businesses
mutual benefit. The importance of access contrasd wiscussed to provide insight
into the techniques used to successfully contrel ascess, and effectively protect
their system from threats by making use of concepth as the life cycle of access
rights for users. The concept of SSO was presehtedghout the research project,
and the requirements for user reconnection to 8@ 8nvironment were mentioned
in Chapter 4. In adhering to practices of secutirgguser login area and the controls
in monitoring this area for potential threats, gasing the user identification criteria
by insisting on alternate biometric forms of idéets, the owner of the website is
ensured of a higher level of confidence that thpeeted user is connected to the
system.
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Based on the findings from this sub-problem, tHewang processes should be in place to

solve the overall research problem:

> Users need to be identified and authenticated witdm environment that is as
secure as possible, making use of the strongesisfof security protocols available
on the Internet.

» Users need to be identified through the use of asyndentifiers as possible. By
making use of a username, password, and form ohdiilec authentication, the
chance that the incorrect user is attempting tessthe website is greatly reduced.

Therefore, this sub-problem has been met by detémmihe critical success factors for user
identification and authentication are a secure-sigrenvironment and an increased number
of user credentials.

» Second sub-problenWhat process can be used to ensure a user is contnag to

an authentic website?

Chapter 4 provides an analysis of three commontilgemanagement models. The
Mozilla TrustBar was analysed to provide an insighd how a user can be involved
and provide their own website authentication. Bgvpling the users with a process
for adequate and easy to use identification of website based on website
authentication criteria, the user plays an actiok rin the determination of the
validity of the website. By making use of a fagilsimilar to the Mozilla TrustBar a
simple process of identification and validatiortioé website and the security criteria
built within the website is provided. Through th@roduction of a centralised
repository for listing the security of websites ahé most secure website within a
specified URL to reroute users away from possiblaugty threats within a website,

extra value is added to this process.
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Based on the findings from this sub-problem, thiéo¥ang process should be in place to

solve the overall research problem:

» The security criteria of a website, and its vajlidihould be presented to the user in

an easy to understand format, for the user to inmhedgl identify any potential
risks to their online identity by signing in to atpntially compromised website.
Through this the user plays an active role in tentification and authentication

process.

Thus, this research project has adequately addtéisisesub-problem by identifying the need

for user involvement in the process of validatihg tebsite they are attempting to access.

This sub-problem helped contribute by showing teedfits of having user involvement in

the authentication process.

Third sub-problemHow can users be adequately protected from commombne
threats?

In the analysis of the three identity models set iouChapter 4, the processes
involved in the use of an SSO environment wereusised in the use of Microsoft’s
.NET Passport and the Liberty Alliances Federawehtity. By making use of
similar technology for the identification and autlieation of users during the sign-
on process, but making use of a further biomewimmonent, the user’s information
is made more secure. Further controls that shbeldonsidered are the locking of
user accounts when the identification criteria r@oé met, and possible use of login
timers to ensure that users reconnect when theg haen inactive for a prolonged
period of time. Chapter 5 proposes a model whigkea use of a dual pronged
approach for the authentication and identificatadrboth the user and the website.
This model is based on the best practices defirmd the industry leaders in SSO
(Liberty Alliance and Microsoft) and the expectatoof the user for an overall
solution for protecting themselves from online #dise The model proposes a

solution which handles both forms of identificatiohhrough this process the website
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is identified and authenticated by the user's beywsnd the user goes through a
process of identification and authentication durihg process of sign-in to the
website. By making use of such a system with taranE of authentication to protect
both the user and the website, cases of potengiadi fsituations and identity theft are
avoided. Through such a solution which handles libese authentications in a
simple to identify and easy to use framework, tleeusty of the naive user is

ensured.

Based on the findings from this sub-problem, thiéo¥ang process should be in place to

solve the overall research problem:

» Login counters should be implemented to lock usertsof their accounts should
they fail to authenticate within a designated nundfettempts.

» Login timers should be implemented to ensure tleg has not been compromised
through the interception of their session informati If the user’s session becomes
inactive for a prolonged period of time, the usarsinbe forced to sign back into
the SSO.

» Users and websites should play an active role miopring a process of dual
authentication, each by the other party, to enthaea greater level of trust is built
between them.

The processes for controlling the identificatiord authentication of both the user and the

website need to be enforced to create a secuneeostivironment.
Hence this sub-problem has been addressed by prg\sdggestions to protect the user from

potential online threats. Together the three swblpms have addressed the research

problem as stated in the problem statement.
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6.3 Future Research

As a continuation of the research presented withigwresearch project, empirical data should
be collected to determine the specific requiremeintboth Internet users and the websites
wishing to incorporate SSO methodologies withirirthastomer service, what they consider
acceptable levels of performance and the priohgytattached to this type of initiative. An

analysis of the user study, including a backgroohdsers and will ensure that the needs of
all users and service providers are consideretldarstoping and development of the system

and will ensure that the focus of the system remaire.

Chapters 4 and 5 provide a number of issues famnpial further research which fall outside
the scope of this project. The privacy rights e users in making use of a system which
will be responsible for the protection of their ioel identity information and having their
online history of websites visited being recordeah) be researched. Should this information
fall into criminal hands or be requested by a goment, the privacy rights of the individual
will be compromised. A further avenue of resedscthe cost implications and how such a
system will be adequately governed. The settingfugn organisation tasked with validating
users and websites will need to be investigatadktermine which organisation will be best
suited to handle this information, and the chaleengurrounding securing the information on
such a critical system for user protection. Furtiesearch is also required in the determining
of how the proposed model could be best implemetutguiovide an easy to use solution for
the protection of the user and the website fronr fseid and identity theft. These areas
need to be researched in depth to ensure the eetdasuch a system is viable within the

current Internet market.

6.4 Summary

A comprehensive framework for the protection of tieer within the online environment
does not yet exist. This may well be due to theotls nature of the Internet, through which

each website and user browser would need to reqguirgque blend of technologies in order
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to make such a solution work. However, this redegroject contributed by providing a
model for the integration of user and website \alwh procedures along with sign-on
processes into one combined process. The nextistdps research area could be the
conducting of further research into how the modeppsed within Chapter 5 can be

implemented to provide an easy to use solutiottferprotection of users.
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A USER CENTRIC MODEL FOR ONLINE IDENTITY AND

ACCESS MANAGEMENT

M. Deas & S. Flowerday

Nelson Mandela Metropolitan University
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ABSTRACT

The problem today is that users are expected temdrar multiple user names and passwords for
different domains when accessing the Internet. ntile management solutions seek to solve this
problem through creating a digital identity thatelschangeable across organisational boundaries.
This is done through the setup of collaboratioreagrents between multiple domains, thus users can
easily switch across domains without being requicedpeatedly sign-on. However, this technology
is accompanied by the threat of user identity aeadsgnal information being ‘stolen’. Criminals
make use of fake or ‘spoofed’ websites and socigireering techniques to gain illegal access t® thi
information on the user. This has been cataputtethe fore by the statement that phishing has
increased by 8000% over the period of January 2005eptember 2006 (APACS, 2007). Due to
this, the need for users to be protected from enthreats has drastically increased. This paper
examines two processes in order to protect the logén information. Firstly, user’s information
must be protected at the time of sign-on, and sigpa simple method for the identification of the
website is required by the user. This paper laikhese processes of identifying and verifying use
information followed by how the user can verify twebsite at sign-on. The roles of identity and
access management are defined within the contesingle sign-on. Three different models for
identity management are analysed, namely the MiroSIET Passport, Liberty Alliance Federated
Identity for Single Sign-on and the Mozilla TrustBar website authentication. A new model for the
definitive protection of the user in the online Bomment is proposed based on the evaluation of
these three existing models.

KEY WORDS

Identity Management, Authentication Management, iMoZ rustBar, Liberty Alliance, .NET
Passport
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A USER CENTRIC MODEL FOR ONLINE IDENTITY AND
ACCESS MANAGEMENT

1 INTRODUCTION

The Internet has played a major role in the waypfeao business and interact
socially. Websites are used to sell goods andigeoservices online whilst storing sensitive
customer information such as credit card detait$ identity numbers. This information is
stored using simplistic user sign-on tools. The afsthis technology creates the challenge of
how to ensure that the correct user is connectinlgd correct system online.

To ensure users are who they claim to be at the tifrsign-on an authentication tool,
other than that of single key authentication pasdwes required. The use of dual key
authentication, over that of single key passwopdsduces higher levels of trust between the
user and website provider. A number of users @itengive as to the dangers of the Internet
and are connecting to websites with simple secun&asures for client authentication. The
authentication process may occur on fraudulentlyupespoofed websites. This exposes the
user to the risk of potential identity theft. Adiingh organisations have been set up to
standardise the processes of online identity managg the risk exists that a user’s account
information can be illegally accessed. It is tf@m important that adequate identity
management controls are put into place to secererthne user.

The remainder of this paper is organized as follov&ection 2 presents the role of
identity management for businesses as a tool td legal requirements for client protection
and the benefits of identity management to thertmss. Section 3 investigates the role of
access and authentication management, focusingemissues and trends relating to online
systems usage. Section 4 provides an overviewhefidentity management solutions
implemented by Microsoft Passport .NET, Libertyi&tice Federated User Identity and the
Mozilla TrustBar. Section 5 provides a criticahgoarison of the models. The discovery is
made that none of the investigated models focuthenssues of the user and the protection
of the user within the online environment. Eachdeidocuses exclusively on the sign-on or
website identification processes and lacks a wibohesenvironment for the user to interact
within. Section 6 attempts to create a model Baricentric online protection. This model is
based on the use of dual authentication techniguése form of user authentication by the
system, and system authentication by the user.

2 ROLE OF IDENTITY MANAGEMENT

Through the use of identity management, businelssasfit as they draw from best
practices and ensure compliance to regulationgjallequirements for client protection are
implemented to provide a code of “best practicehated in COBIT and ITIL (Lewis, 2003).
The company is ultimately responsible for the u$eidentity information and is held
accountable should that information be used framily. In making use of the identity
management life-cycle the user’s account is man&gedthe time of creation, to the time of
the user permanently leaves the system. This gsoceludes the removal and addition of
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system rights (De Leeuw, 2004). Through efficiesé¢ of an identity management solution
companies realise the following benefits:

1. Better planning, implementation and management abfitisns through a
complete user based life-cycle of services.

2. Reduction in costs and complexity, while increasthg rate of return on
investment made in Identity management.

3. Predictable implementation procedures and efficibnsiness operations,
thereby ensuring greater system satisfaction fur bsers and customers.

4. Manages all four main areas of concern for thentmss (people, process, practice
and platform), when implementing identity managemianthe organisation (Sun
Microsystems, n.d.) (Gordon, 2004)

Organisations now view identity management soliaa the answer to a number of
security challenges. It is also imperative foramgations to consider how they can take full
advantage of the benefits and the value of an ilgentanagement system within their
business (BMC Software, 2006). Furthermore, the afseffective identity management
controls will provide the system user with a secareironment within which they can
function. The effectiveness of such a process,evew is only as strong as the level to
which access and authentication management comtr®lapplied.

3 ACCESS AND AUTHENTICATION MANAGEMENT

To manage a business environment in which multiglers require access to systems
over large and distributed networks, it is esseérttiat the business ensures the users
connecting to this environment are whom they cltnibe. The Internet has the ability to
mask an identity, and this process can be usednumepate fraud. Due to this ability, every
action performed online is subject to a degredasid r This lack of trust has spread into the
banking sector. In a recent report by the jour@almputer Fraud and Security it was stated
that 52% of respondents were unlikely to sign uprttine banking facilities and that 82% of
respondents would not respond to any emails fromntial firms (Consumers losing trust in
online banking: survey, 2007).

In online commerce customers take on substantildeof risk when making
purchases from an online vendor. This is becallsenaounters take place through the
vendor website. This has created the need foomest to be able to assess the risk when
purchasing online.

Customers often leave a website when they do niot gasufficient sense of trust
(Chau, Hu, Lee & Au, 2006). Due to online merckastbring large amounts of customer
data it is critical for vendors to build stronggting relationships with their customers. This
can be ensured by making use of proper accessotpndcedures to provide minimal risk to
the customer. From the perspective of the mercliaete is little concern over the identity
of the individual customer, but more concern oveirt ability to pay for services or goods.
If security is breached on the vendor websites imperative that accurate logs exist for the
auditing of user actions.
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The dangers to users in the online environmensanemarised as spoofing, phishing
and identity theft. By implementing strong cofdréo ensure that an authorised user is
accessing the system, the business risk is dingdi$Rodger, 2004). In order to identify the
best methods to protect an online identity fromiranlthreats, it is essential to look at
international systems for single sign-on (SSO)exmton of the user.

4 COMPARISON OF IDENTITY MANAGEMENT SOLUTIONS

The ideal environment for the computer scientisbimg in which computer systems
know who their users are. The ideology behind ihlsased on the concept that users should
be authenticated as simply as possible. An imyegsdn is performed in order to determine
the approaches to implement this idea, specifidaibking at Microsoft's Passport .NET,
Liberty Alliance and Mozilla TrustBar.

4.1 Microsoft Passport .NET

The Passport .NET service makes use of a SSO tgémimain. Microsoft is suited
for the process of handling an SSO platform afrélady provides a large variety of services
online for e-mail, online messaging and searchif@s. Issues regarding user privacy and
freedom of movement online could be infringed sdaukingle entity take control of all SSO
authentications and the information held thereinThe process followed for user
authentication through the Passport service is shiowigure 1.

Passport
Site A (co-branded by
referring site.)

Participating Participating
Site C Site B

Figure 1 — The Passport Authentication Process (dioft, 2004)

1. User browses to participating site or service (8iten this example) and clicks “Sign In”
button or link

2. User is redirected to Passport

3. Passport checks if the user has a “Ticket Grariagkie” (TGC) in their browser’s
cookie file meeting the rules of Site A. If onedistected, they skip to step 4 and do
not go through the login process. If the TGC h@gsséd based on Site A’s time
requirements, then the user is redirected to a pakjag for their login credentials to
be entered correctly in order to proceed
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4. The user is redirected back to Site A with theicrgpted authentication ticket and
profile information attached.

5. Site A decrypts the authentication ticket and peofnformation and signs the
customer into the website.

6. The user accesses the page, resource or serviceetheested from Site A.

NOTE: No information about a user is shared witte$SiB and C unless the user
chooses to sign-on to those sites.

A potentially hazardous feature to the user of .NEassport reported by both
Microsoft (2004) and discussed by Kormann and R@®@00) is that of the automatic sign-
on to Passport. If this option is selected thenesme and password of the individual user are
stored locally on the individual client's machin&/hen an automatic sign-on is selected the
user will be signed on to the .NET Passport serwibout intervention. Disconnecting
from the Internet or turning the machine off haseffect on the connection of the user to the
service. This option creates the possibility fans@r's account to be infiltrated potentially
exposing sensitive information.

Although a user may use their .NET Passport accaumultiple sites, the password is
only stored in the .NET Passport database andlysstvared with the .NET Passport servers
that need to make use of it for authenticatione TMET Passport service contains a feature
in which should the user in making an error in rafggng to sign-on, the system
automatically blocks access to the user accountaféew minutes. This process stops
attempts using password cracking software to galawful access to the account.

Overall the .NET Passport solution provides a netht simple solution to the
problems experienced by users within SSO. Websitelsated with the .NET Passport
program can opt to have the service manage theirhase, shifting the responsibility for this
process from the individual website on to MicrosoffAs stated previously the main
drawback to the .NET Passport solution is the @mobbdf having a single entity responsible
for all identity authentication tasks, as it canelx@osed to security and privacy issues.

4.2 Liberty Alliance Federated User Identity

The Liberty Alliance is an undertaking by a groupooganisations and government
agencies to provide a set of open technical spatifins for the creation of a federated
identity solution. When the Liberty Alliance begdneir operations the first phase of
development involved the setting up of specificagiovhich enabled simplified SSO for end
users. This process became Liberty’'s Identity Fade Framework (Madsen, 2004).
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The Liberty specifications for SSO are an enablbictv provides SSO functionality
across different enterprise domains and websites.

Identity
provider (IDP)

~
TR . ?ack channel
. Redirection, i —
icket S

-

t
% _ ! i provider (SP)
i - Browsin Ty e————— o
o f]% Browser |- . - LT

Figure 2 — Browser based SSO (Pfitzmann, 2004)
Pfitzmann (2004) describes the process of Libei®3© as follows:

A user is accessing the service provider whilstMsing online. When submitting a
sign-on request, the service provider redirectstiftuavser to the user’s identity provider.
The user then log’s in, through the use of a typisername and password. The identity
provider redirects the browser back to the seryioevider with an additional ticket, to
handle other services, such as data transfer gy other channels

The benefit of using this form of implementationtist the user does not have to be
redirected to a separate login page for autherditapurposes. Once the user is
authenticated by one service within the “circletroist” all other websites within that trust
domain can verify the user as having been authapetic eliminating the need for multiple
SSO (Liberty Alliance, 2007).

The Liberty Alliance provides a viable alternatit@ the solution from the .NET
Passport. By having a consortium of companies luagb in the setting of standards, a
broader level of consensus is achieved and thesbégion implemented. Within the realm
of SSO the problem with Liberty Alliance’s solutioa the lack of ability to provide a
scalable solution for a user to connect to a nudétof websites. This is due to each setup of
the federated identity solution existing within aegde circles of trust. If a user moves
between two different trust circles, they will lemjuired to sign-on with different credentials.

4.3 Mozilla TrustBar

A potential solution for a user to identify the wgébs they are connecting to is the use
of a plug-in toolbar supplied within Mozilla Firefdrowsers. Through the use of this plug-
in a user can store images mapped to server catéf. Whenever a server certificate is
verified, the mapped image is displayed on theb@olwhile the corresponding page is still
being loaded (Jgsang & Pope, 2005). Mozilla Trast®cuses on how to secure the user in
the authentication of websites. Through the ustisf the user is protected from the threats
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of phishing and website spoofing. The TrustBaeratits to make users more aware of the
security behind the web pages they view.

The overall process of the client user authentocatin the server attempts to protect
against potential eavesdropping and modificatiotay in the Middle (MITM) adversaries.
Large numbers of financial and other websites made of Secure Socket Layer (SSL) to
authenticate the user. A number of those sitesshiemonly make use of SSL protocols once
the user has typed in a username and passwordieketcsubmit’ (Herzberg, 2005).

This form of implementation provides the potenfad a MITM to redirect the user
towards a modified version of the web page. Shdhilsl occur the user may unknowingly
provide login information to a third party. Thrduthe modified page, if the user attempts to
login, the user information is sent back to the MIT Clearly the traditional approach of
signing on does not protect the user from thesmdoof attack, and the user requires an
easier way to verify that he or she is on the idéshwebsite.

Herzberg (2005) mentions the ways in which Trust@awvides a solution to the client
user problem as follows:

» TrustBar periodically downloads a list of the urpated websites that are
maintained on the Mozilla TrustBar servers. Tls$ $tores the unprotected
login sites which Mozilla tracks, as well as aniealate login pages for those
websites that are protected. This information loarused to redirect the client
if an unsafe link is found.

» TrustBar makes allowance for users to assign a togeebsites of their own
choosing to visually identify the website. TrustBeacks changes to websites
and displays information in the form of a “Samecsihand a date value. After
the website changes a warning is displayed whepdge is accessed.

Herzberg and Gbara (2007) provide further uses rofstBar for solving the user
problem in the following situations:

* In SSL websites, TrustBar shows, by default, themenaf the organisation that
owns the website through the identification of theital certificate. TrustBar
also displays a representation of the logo or theen of the certification
authority which issued the certificate.

» TrustBar displays a padlock for all protected widssiand a “No Entry” signs
for unprotected websites.

The Mozilla TrustBar's solution to the user's webage condition is novel. The
service provides the client with a free-to-uselfgcihat can make the user feel more secure
online. By providing a visual aid to the user shaythe current status of the website being
accessed, the users overall experience is improved.

5 COMPARISON OF MODELS

The three models reviewed have different approatcbethe handling of identity
management. It is not possible to provide a vatichparison of the .NET Passport system,
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which was implemented with a singular methodolagythe Liberty Alliance framework.
The reason for this is that the latter is not aesys but a set of open technical standards
which an organisation can implement. The efficielwé a Liberty Alliance framework
implementation is only as strong as the level tictvithe specifications are applied. Further
complicating this analysis is the Mozilla TrustBaiThe TrustBar looks at the identity
management paradigm from that of the user. TrustBg@lements similar steps when
performing authentication, but instead of the anmtication of the user, the website being
accessed is authenticated. The consolidated cisopar where they can be drawn are
shown in Table 1.

.NET Passport Liberty Alliance Mozilla TrustBar
(Lopez, Oppliger & Pernul, 2004)| (Olsen & Mahler, 2007) (Herzberg, 2005)
System Singular System implemented ff Open Specifications. Can b Single System
Microsoft implemented in various ways withil implemented by Mozilla
multiple different systems to handle classification of
web addresses
SSO Previously multi-organisatiof Depends on implementation, suppo| Single verification  of
SSO. Since 2003 singl§ multi-organisation SSO websites accessed by user
organisation sign-on
Choice of Microsoft was the only identity Allows for several identity providers s| Mozilla serves as identity
Identity provider far as they are accepted by the sery provider for authenticatior
Providers provider of websites
Identifiers Personal Unique Identifier per us{ Unique handle per user per federal Unique identifiers per
pair of website participating website
Responsible | Microsoft and service provider Controllers or processors? Mozilla and  service
controller are single data controllers . . s . providers as single data
-Service providers within a circle g
. controllers
trust become data controllers “at t
time users visit their websites”
-However according to the Libert
Alliance, it is possible that som
service providers may act as process
Contractual | Contract between Microsoft an Implementation dependant No contract required
Framework | service provider ... | makes use of open source
-Contract between every website in .
; community
circle of trust
-Depending on the type ¢
implementation other models may
possible, such as every participati
service provider has a contract with 0
party which organises and administra
the circle of trust

Table 1 — Comparison of .NET Passport, Liberty Allance and Mozilla TrustBar

Table 1 attempts to compartmentalise the three mmon¢o specific sections for

comparison.

The .NET Passport is rooted as a ingantity, which is maintained by

Microsoft. All usage of the .NET Passport requisstherence to Microsoft standards by
website vendors, stipulated in contracts betweearddpft and these parties. The Liberty
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Alliance makes use of a set of open specificatibas can be implemented in various ways
to allow for an SSO environment to be created frs. The SSO facility, however, only
applies between websites within the same circlegusit, and should a user move out of the
circle they must resubmit their login credential$rustBar takes a different perspective
looking at the issue from the user point of viewrustBar currently works off a single
system, which is implemented by Mozilla, handlirge tclassification and analysing the
security of the websites, to create a central rig@gsfor determining website validity.

The three models analysed provide a significard &ie&vards meeting the overall goal
of an integrated system for the protection of tBerun the online environment. To place
each model into a specific category for the issbheg address the models can be summarised
as follows:

* Microsoft .NET Passport — provides a solution foodd implementation of
identification and verification of users within 850 environment. It also
provides simple integration between vendors, dug $mgle user identification
provider.

» Liberty Alliance — provides a flexible solution fthe website vendor through
the use of circles of trust. This is limited t@yiding SSO on a smaller scale
because of the limited sizes of the circle of trusach website within the circle
of trust provides its own login forms for the usat/ith a greater level of trust
between the websites involved, the ability to awdiér movements within the
system is increased.

* Mozilla TrustBar — provides a way to identify theebsite from the user
perspective. Through the implementation of an a@asyse identification and
verification process, the user is alerted to paaénbreats within the website
they are seeking to access.

6 USER CENTRIC ONLINE IDENTITY & AUTHENTICATION MAN AGEMENT
MODEL

Although all three models discussed do provide efulsservice, none cover all the
needs of the user. This is due to each model flogum the sign-on or website identification
issues. None focus on the issues of the user sotdction of the user within the online
environment. The issues that need to be addrdesede protection of users in the online
environment can be summarised as follows:

» Scam Protection — Users must be aware of potesdaahs online. Education is
the best prevention of these incidences (Bradl@§72

» Spoofing — Users must be aware of fraudulent sitekthe risks that can occur
should their information be compromised (Herzb@af)5).

* Multiple Verification — When making use of multipebsites, each with
individual login criteria, a facility to improve ¢éhuser experience through the
use of SSO methodology is required. SSO redueepdtential for interception
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of client login data, and promotes ease of usaer{l.opez, Oppliger & Pernul,
2007).

* Credential Security — User credentials must be regcuransmitted when
authenticating SSO environments.

Each of the models possesses attributes that addoase of these user requirements
but they themselves are insufficient.

6.1 Authentication of IT Systems and Users

Authentication procedures in the online world am@rencomplex than there real world
counterparts. Through the use of brute force kdtagecurity controls can be compromised
in a short period of time. The use of social eagnng techniques can make the process
even simpler. When performing the process of cdmg an offline system to an online
version, technical authentication procedures aaptad to the online capabilities, frequently
without adopting the security measures (FIDIS, 2008 he authentication of the actual
website may be adequate, but if users are unabkstblish the trustworthiness of the
website they are lured to, this authenticationnissain. If more controls and checks are
enforced along with dual authentication by useid systems, a more secure environment for
the online user will be insured.

6.1.1 Authentication of users by IT Systems

From a technical viewpoint, an identity is nothingre than a digital pseudonym
representing an individual. Because of this, messware required to prove the digital
pseudonym belongs to the person whom claims toegess(FIDIS, 2006).

hand geometry
fingerprint

look

—= are autograph signature
| I iris code

L ] voice

L paper document
key (metal)
What you = own swipe card

chip card
calculator

password
answers to questions
results of calculations on numbers

= know

Figure 3 - Authentication by an IT System (FIDISO®@)

Figure 3 depicts the ways in which an IT system datermine the authenticity of a
user. An increase in the number of criteria presitbr a more comprehensive verification of
the user to be enforced. Based on these, IT sgstam recognize a user by what he is
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through the use of biometric techniques, what fhessess, and what they know. The higher
the number of controls that can be implementedgugiase identification criteria, the higher

the level of certainty will be that the user acasgshe system is authorised to do so.
Consequently the more criteria used for the auiteiin process, the higher the levels of
trust created between the user and the system.

6.1.2 Authentication of an IT System by a person

User identity theft is performed through deceivihg user on a spoofed website. A
user enters their login information and attemptsdanect, thereby sending their identity
data to the perpetrator. To curb this problemrsusbould authenticate an IT system using
the criteria described by the Future of Identityhia Information Society (FIDIS, 2006) are:

* What the IT system is — By looking at the informaticontained on the website
the user can determine its validity. The immediaiethod of identifying a
website is through the assessment of the websile URhe URL corresponds
to that of the users expected website, they shooidinue by determining the
validity of the website’s digital certificates. thecking the digital certificates
the user can determine the validity of the websit€his process can be
automated through the use of a system such as azél&TrustBar.

* What the IT system knows — Through the registrappoocess the user will
setup their initial profile. Some websites may uest other personal
information relating to the client. In seeing tmformation the user is ensured
they are on the correct website.

Through the use of both user and system autheioticat a dual pronged approach a
user can ensure they are making use of a validnietevebsite.

6.2 A model for securing the user’s online experia®

In order to protect the use from the threats tartbaline identity, an approach is
required that satisfies both user authenticatioth website authentication. In Figure 4, a
model is proposed which promotes a two-pronged tisoluto the protection of user
information in the online environment. The modeld@esses user protection from two
angles. The validity of the website is checked mpbrted to the user. This is performed to
ensure that the user is attempting to access atitbrdicate the correct version of the
website. After this, the process of SSO authetiticakes place to allow the user to make
use of the benefits of the SSO environment.
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Figure 4 — Model for User Centric Online Protection
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The process followed in the model is expanded ksifs:

1. User Requests Website — The user makes use oftlosiser and enters the URL of
the website they intend to visit. From selectibthes website the process moves into
the process responsible for the authenticatioh@fitebsite.

2. Site Identification Request — When the user perfoamrequest for the website, a
request is sent to a repository responsible for wakdation of websites. The
information in this repository provides informatiom the user in order for them to
validate the security of the website.

2.1 Check Website URL — Using the information stiore the repository checks are
undertaken in order to determine the security buithe requested website.

2.1.1 Determine Most Secure Site — A number ofsiteb potentially have web pages,
which are often more secure but are not set addfalt login page. In these cases the
repository determines the most secure website nffore secure inner link for the same
domain is found, the repository sends a rediresparse to the browser to redirect t the
more secure website. Should this occur, then tbeegs from Step 1 occurs.

2.1.2 Site Security Check — Based on the URL thgoskory performs a search

determining the validity of the digital certificateauthority of the certificate issuers, and
if the site is flagged by the repository as a spdoiebsite. The result of this is a URL
validation report, which is then sent back to tkeris browser to display the results and
allow the user the opportunity to validate the wiebhemselves.

3. Website Retrieval Request Sent — When a user’'seggdor a website is sent, the
website is retrieved via HTTP protocols.

4. User Login — Once the page has been loaded withrnv&tion required for the
validation report, the user attempts to login te 860 website. Incorporated within
this process is the use of a biometric input, ie florm of user fingerprint
identification, along with password identificatiowhich is used to provide a more
secure environment. If either of these validatimocedures fails, the user is
redirected to the initial login page. If the sign-is successful, then the user is
verified and authenticated within the SSO environmd& his process ultimately leads
to secure user identification.

7 CONCLUSION

This paper has discussed the need for a compreeensidel for the protection of
users within the online environment. The rolesdeintity management and the benefits to
the business were discussed to define the bensffiislentity management solutions to
businesses. The role of access and authenticatammagement provided an insight into
online user habits with regards to security. Thee¢ models of .NET Passport, Liberty
Alliance Federated Identity and Mozilla TrustBarrevexamined to determine the processes
followed by industry leading identity managemenusons. A critical comparison of these
models was made which found that none cover all tbeds of the user to create a
comprehensive environment for the protection ofuber. A model was then proposed based
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on the best practices of the industry to promogeuse of dual levels of authentication. This
involves the user website authentication, and webdentification by the user to create a
secure environment. In using a username and passatong with other identification
methods, the accuracy of user identification iseased. In addition to this, the ability for
the user to identify the website and verify itshaauticity protects the user from the threats of
spoofing. This will protect the user from identiheft. An alternative benefit of this process
is higher levels of trust produced between thesuaad the vendors.
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