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Abstract

Information Security is currently viewed from a technical point of view only.

Some authors believe that Information Security is a process that involves

more than merely Risk Management at the department level, as it is also

a strategic and potentially legal issue. Hence, there is a need to elevate

the importance of Information Security to a governance level through In-

formation Security Governance and propose a framework to help guide the

Board of Directors in their Information Security Governance efforts. IT is

a major facilitator of organizational business processes and these processes

manipulate and transmit sensitive customer and financial information. IT,

which involves major risks, may threaten the security if corporate informa-

tion assets. Therefore, IT requires attention at board level to ensure that

technology-related information risks are within an organization’s accepted

risk appetite. However, IT issues are a neglected topic at board level and

this could bring about enronesque disasters. Therefore, there is a need for the

Board of Directors to direct and control IT-related risks effectively to reduce

the potential for Information Security breaches and bring about a stronger

system of internal control. The IT Oversight Committee is a proven means

of achieving this, and this study further motivates the necessity for such a

committee to solidify an organization’s Information Security posture among

other IT-related issues.
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Chapter 1

Introduction

1.1 Background

Terry Simister, Chairman of the Institute of Risk Management (IRM), opined

that the term risk management was coined as early as 1950’s (Simister, 2000).

Insurance managers began to identify themselves as risk managers during

this time and began practicing what they termed as risk management ac-

tivities. Simister (2000) further illustrates that the term risk management

became the latest buzzword and gained immense popularity. Shortly there-

after, risk management activities became widely utilized largely by insurance

underwriting and broking disciplines to deal primarily with financial risks.

Over time, more disciplines, including Information Technology (IT), began

to realize the benefits of applying various risk management practices to their

day-to-day business activities and this saw the expansion of risk management

into a formally accepted and renowned discipline (Simister, 2000).

Risk management is no longer used purely in the financial sense, therefore

it is necessary to define exactly what this process entails, as many disciplines

have their own understanding according to Simister (2000). Cule, Schmidt,

Lyytinen, and Keil (2000) assert that “while we can never predict the future

with certainty, we can apply structured risk management practices to peek

over the horizon at the traps that might be looming, and take actions to min-

imize the likelihood or impact of these potential problems”. The objective of

the risk management process can be defined as recognizing and reacting to

every potentially harmful risk through the planning, arranging and control-

ling of various activities and resources to dissipate the criticality of these risks

3



4 CHAPTER 1. INTRODUCTION

to a more acceptable level. This is achieved through the implementation of a

risk management strategy that satisfies the risk appetite of an organization.

1.2 Description of the Problem Area

Most organizations today rely on the wide use of IT to execute their var-

ious business operations. This has brought about the realization of a vast

number of additional risks that must be addressed. These risks require the

implementation of various IT risk management strategies. Risks, from the

IT perspective, comprise the three characteristics of assets, threats and vul-

nerabilities (Gerber & von Solms, 2001). Risk management, from the IT

focus, is on the mitigation of these risks to a more acceptable level by either

reducing the vulnerability or reducing the probability or impact of a threat

to an asset.

Information technology risk management has been transformed overtime,

by the changing nature of the IT environment to remain effective whilst

dealing with the most recent security risks. Gerber and von Solms (2001)

state that initially, computers had limited capabilities. These computers

were large centrally located mainframes that processed data from various

organizational departments. Risks were managed through simple physical

security controls. Burglar alarms, burglar bars, security guards, surveillance

cameras and locked doors are examples of such physical controls (Schneider

& Perry, 2001).

The progression to distributed computing systems occurred through ad-

vances such as multiprocessing and high-speed communications. This made

both hardware and software resources more accessible to computer users

in remote locations, allowing them access disparate sites (Flynn & McIver

McHoes, 1997). However, new risks came with these technology develop-

ments. Therefore, technical controls were introduced to mitigate the conse-

quences of potential risks and included mechanisms such as access control,

user authentication and data encryption (Gerber & von Solms, 2001).

Later IT began to facilitate both organizational business processes and

services to business partners and customers. The Internet enabled many

organizations to conduct business more conveniently through e-commerce.

IT had begun to play an integral role in the daily operations of most or-



1.2. DESCRIPTION OF THE PROBLEM AREA 5

ganizations. The effective use of information was key to sustaining these

organizations and consequently ensuring its protection was paramount. Con-

sequently, there was a shift in the emphasis of what required protection. It

was still important to protect the IT infrastructure but it had become more

important to ensure the protection of information assets. This required the

introduction of new types of security controls.

Gerber and von Solms (2001) illustrate that various operational security

controls were introduced in the form of policies, standards and procedures.

These enforce the adherence to certain codes of conduct and common se-

curity practices by users when using information systems. ISO/IEC TR

13335-1 (2004) and ISO/IEC 17799 (2005) are examples of such standards.

The requirements for the security of information assets had by this stage

become based on three distinct criteria. These criteria include firstly, re-

quirements to protect the IT infrastructure; secondly, legal, regulatory and

statutory requirements and thirdly, requirements for information integrity,

confidentiality and availability (ISO/IEC 17799, 2005).

It now appears that the protection of business information requires more

than merely ensuring that the technology by which it is managed, stored and

communicated remains secure. Birman (2000) claims that security is more

than a technical issue, it is also a strategic and potentially legal one. The

Corporate Governance Task Force (2004) states that the road to Information

Security goes through Corporate Governance and that although Information

Security is viewed as a technology issue, it is equally a governance challenge

that involves risk management, reporting and accountability on the part of

executive leadership. In the past, Executive Management and the Board

of Directors (BoD) were concerned with the management of financial risks.

Information risks have now gained prominence due to the critical success

factor of information.

In this information driven age strategic decisions are made based on busi-

ness information and, therefore, Executive Management and the BoD need

to be aware of and be held accountable for managing the risks that could

compromise the security of information. Traditionally they deal with risks

through the creation of policies and internal controls that direct and control

the organization (Corporate Governance Task Force, 2004). These policies

and internal controls constitute the organizational Corporate Governance
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program and should include consideration for the protection of information.

Such consideration would be best demonstrated through the creation of an

Information Security Governance framework (Corporate Governance Task

Force, 2004). This would demonstrate a commitment by Executive Manage-

ment and the BoD to strengthening their Information Security posture and

is more proactive in the management of all pertinent aspects of enterprise

risk. There is a definite need to integrate Information Security into Corpo-

rate Governance. The Corporate Governance Task Force (2004) states that

both risk and risk management are core to Corporate Governance, and that

it is important to study risk and risk management in order to establish an

effective Information Security Governance framework in order to successfully

address business information risk.

As dependence on IT to facilitate business operations and deliver timely

and accurate information increases, the criticality of IT becomes a funda-

mental business concern. Thus, effective Information Security Governance

requires that IT be effectively addressed at board level as well. This is to

ensure that the implementation and utilization of important technology re-

sources are appropriately governed and their risks mitigated. For this reason

IT Governance needs to become a key function of Corporate Governance and

responsibility of the BoD. However, the Scottsdale Institute (2001) states

that the BoD lacks the skills and insight necessary to effectively strategically

direct and control IT. Usually, board-level committees are tasked with the re-

sponsibility of informing the BoD on more specialized matters like the Audit

Committee on the organization’s financial aspects. Therefore, the institu-

tion of an IT Oversight Committee will help advise the BoD in terms of IT

Governance, IT-related risks and other strategic IT issues, and thereby bring

about a stronger system internal control and an enhanced approach to Cor-

porate Governance that fully enables the protection of important business

information assets.

1.3 Problem Statement

Since IT is widely used to manage valuable business information, there is

a need to protect information through various risk management and gover-

nance efforts. IT risk management is, however, hardly adequate to provide
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enough security for business information because the scope of its protection

encompasses more than IT alone. There is a dearth of appropriate informa-

tion regarding business information risk because few models and guidelines

exist. Kwok and Longley (1999) suggest that a major factor in data security

management is modeling and documentation. Risk management efforts in

IT are well established but this is not equally applicable to the management

of business information risk.

The primary research question for this dissertation is: “What steps are

needed to create an effective Information Security Governance framework

that can be integrated into the overall Corporate Governance program and

ensure that the BoD is able to make well-informed decisions relating to IT

to address all aspects of business information risk effectively?”

The problem requires decomposition into smaller sub-problems to accu-

rately address these issues. After careful consideration the following ques-

tions were raised:

• What does the process of risk management as it relates to information

protection entail?

• What are the legal requirements relating to the protection of informa-

tion?

• What are the organizational business requirements for the protection

of information with specific regard to its security?

• What information regarding the protection of business information,

be presented to Executive Management and the BoD to help them

effectively address business information risk management issues?

1.4 Objectives

The primary objective of this study is to develop an Information Security

Governance framework that will provide information risk related informa-

tion into the Corporate Governance framework and demonstrate the impor-

tance of the IT Oversight Committee to advise the BoD on matters of IT

and IT-related information risks. This will provide the BoD and Executive
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Management with the relevant information to effectively govern information-

related risks.

A number a secondary objectives need to be accomplished to achieve the

primary objective. These are:

• The positioning of information-related risks within the broader risk

management framework;

• The relation of information risks to IT risks;

• The recognition of a means to identify risk related information which

will assist in the governance of IT risks.

1.5 Methodology

The methodology of the study involves an in-depth literature survey focusing

on the field of Information Technology and Information Security. Through

the literature survey various issues involved in the management of business

information risk are addressed. The aim is to reinforce the argument that

current IT risk management methodologies are insufficient to provide com-

plete protection for business information. A model illustrating the requisites

for meaningful reporting on the relevant issues of business information risk

to the BoD is developed and the importance of an IT Oversight Committee

to advise the BoD in IT matters is argued. This enables the integration

of an effective Information Security Governance framework into the overall

Corporate Governance program of an organization.

1.6 Layout

The dissertation consists of 8 chapters. Chapter 1, this chapter, presents

the subject area of the study, the principal research question and further

highlights how this question is addressed. Hereafter, Chapter 2 discusses

the concept of risk, risk management in general and Corporate Governance

to demonstrate the importance of risk management as a Corporate Gover-

nance responsibility to ensure that shareholder interests are upheld. Risk

management has a significant IT component and, therefore, IT risks should
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be managed through proper IT risk management which is discussed in depth

in Chapter 3. IT Risk Management plays a major role in Information Secu-

rity which is important to protect information from IT as well as other risks.

Information Security is demonstrated through effective Information Security

Management which is addressed in Chapter 4 and emphasizes the criticality

of business information which requires board-level attention. This demon-

strates the need for Information Security Governance which is discussed in

Chapter 5. Information Security Governance requires that IT must be ef-

fectively addressed at board level as well. This is best accomplished through

effective IT Governance which is explored in Chapter 6. Good IT Gover-

nance requires that the BoD make well informed decisions with relation to IT

which, therefore, requires board-level IT oversight. IT oversight is discussed

in Chapter 7 to demonstrate its importance in facilitating Information Se-

curity Governance and IT Governance to remain effective in the preservation

of critical business information assets by enabling sound decision making.

Chapter 8 summarizes the dissertation, highlights the final conclusions and

presents further research possibilities. Figure 1.1 illustrates the layout of the

dissertation.
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Figure 1.1: Proposed layout of the dissertation
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2.1 Introduction

This chapter discusses the concept of risk in general terms, highlighting a

variety of perceptions in the various scientific domains. It examines various

key areas of risk with the potential to impact upon individuals and society.

Various means of controlling risks are explored, with this consideration it

is noted that Risk Management is the most commonly executed function.

Risk Management is discussed and various strategies of implementation are

highlighted.

Risk Management is an important organizational function because it en-

sures the preservation of shareholder interests by reducing the risks that may

prevent them from receiving adequate returns on their investments. It is the

responsibility of the Board of Directors (BoD) to ensure that the shareholders

interests are considered. This is best addressed through the organizational

Corporate Governance function, which is examined in more detail. The rela-

tionship between Risk Management and Corporate Governance is discussed

to highlight the importance of Risk Management as a Corporate Governance

function and the responsibility of the BoD. The BoD should be aware of their

Risk Management responsibilities as part of their Corporate Governance du-

ties, ensuring the stakeholders interests are adequately and effectively pre-

served. The BoD’s responsibilities in terms of Risk Management are further

discussed. This chapter highlights the importance of understanding where

the most important organizational risks lie to meet shareholder expectations

and produce business value in the current dynamic corporate environment.

2.2 Risk

The concept if risk is not new. Man has, since the beginning of time, been

aware of the risks surrounding him. Risk is an extremely large and complex

issue and its meaning has been central to many a debate between scientists in

their various disciplines and fields of expertise (Frosdick, 1997). The concept

of risk should be scrutinized to gain a better understanding as to why there

is such debate over what appears to be a fairly straightforward topic.
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2.2.1 What is Risk?

The meaning of the term risk has evolved over a very long period of time,

and its development has been elaborated upon by Douglas (1990), start-

ing approximately in the seventeenth century until the current date. In the

seventeenth century the concept of risk was derived from the mathematics

associated with gambling. During this time, it was perceived to mean proba-

bility combined with the magnitude of possible gains and losses. During the

eighteenth century, however, risk began to acquire a more of a neutral con-

notation because it was perceived to take account of both possible gains and

losses. Risk, in this sense, was initially employed by the marine insurance in-

dustry during this time period. Later still, during the nineteenth century, the

concept of risk had begun to emerge in the study of economics. During this

time the perception of risk by the general public had made them risk averse

and consequently special incentives were required to attract entrepreneurs

to investments that involved risk. In the twentieth century, and currently,

the concept of risk is perceived as a mostly negative outcome, especially in

engineering and science, where hazards are posed by modern technological

developments in the petro-chemical and nuclear industries (Frosdick, 1997).

Today, however, there still remains much confusion and ambiguity over

what risk actually means. Natural and social scientists continue to disagree

on the subject having developed their own understanding and perceptions

(Frosdick, 1997). The meaning of risk in each of these areas will be explored

to determine some common ground amidst all of the debate and confusion

that exists.

2.2.2 Defining the Concept of Risk

The Royal Society (1992) defines risk as “the probability that a particular

adverse event occurs during a stated period of time, or results from a partic-

ular challenge”. Furthermore, the Royal Society’s 1992 report recognized the

needs of engineers and scientists specializing in the study of risk (Frosdick,

1997). They included a definition from British Standard 4778, which classi-

fies risk as “a combination of the probability, or frequency, of occurrence of

a defined hazard and the magnitude of the consequences of the occurrence”

(British Standards Institution, 1991).
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Frosdick (1997) suggests that a distinction be made between individual

risks and societal risks due to the different perceptions each of these imply.

The Health and Safety Executive defines an individual risk as “the risk to

any particular individual, either a worker or a member of the public, [that

is] anybody living at a defined radius from an establishment, or somebody

following a particular pattern of life” (Health and Safety Executive, 1988).

Societal risks, which represent risks to society at large have been classified as

“measured, for example, by the chance of a large accident causing a defined

number of deaths” (Health and Safety Executive, 1988). Warner (1993)

indicates that scientists and engineers use these definitions because they form

the foundation of their practical work. This work entails assigning numbers to

risk, derived from the calculation of probabilities and the use of information

on failures and reliability (Frosdick, 1997).

To gain a better understanding of risk in the various sciences, and more

specifically the natural and social sciences, it should be elaborated upon in

more detail. Gerber and von Solms (2005) have revealed that these “sciences”

constitute two of the three fundamental paradigms of scientific study.

The natural sciences paradigm, of which the engineering discipline forms

a part, describes the assessment of risk as based on “objective scientific anal-

ysis” (Mayo & Hollander, 1991). Frosdick (1997) elaborates on this point,

stating that “the engineering paradigm is one of quantification”. It employs

techniques which make quantified comparisons concentrating on technolog-

ical risks rather than on human risks (Gerber & von Solms, 2005). Burnie

(2003) states that the natural sciences paradigm relies on a systematic ap-

proach, i.e. a scientific method, which is derived from objective analysis

instead of individual opinion. Kirkwood (1994) emphasizes this by stating

that the objective evaluation of risk is non-judgmental. Such an evaluation

would follow some defined and structured approach free from opinion. This is

the fundamental difference distinguishing the natural from the social sciences

(Gerber & von Solms, 2005). Risk, in the natural sciences, is perceived as an

objective, measured value based on some scientific assessment or method of

quantification. This is clearly evident considering the definitions provided by

the Royal Society (1992), because they contain language such as “frequency”

and “magnitude” which both denote measured values.

Risk in the social sciences is evaluated by “subjective public perception
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based on values, belief and opinion, which are influenced by factors such

as history, culture, politics, law and religion” (Gerber & von Solms, 2005).

Furthermore Kirkwood (1994) motivates that subjective or perceived risks

are determined without any scientific means and utilize qualities such as ex-

perience, judgment and ingenuity to arrive at decisions regarding whether

something is indeed a risk. This contrasts with the natural sciences which

base the perception of risk on some method of scientific assessment. So-

cial scientists believe that “there are serious difficulties in attempting to

view risk as a one dimensional concept” when “a particular risk or hazard

[means] different things to different people in different contexts” and “risk

is socially constructed” (Royal Society, 1992). This suggests that social sci-

entists find it impractical to use a structured methodology to scientifically

analyze and quantify risk when there are so many different determinant risk

factors. Slovic (1991) suggests some of these factors may include aspects like

familiarity and dread, when risk is perceived as an individual construct.

Today risk is viewed more as an individual construct in a more individ-

ualist global culture and has, therefore, progressed to mean accountability

or liability for the occurrence of some event i.e. “in a more individualist

global culture, being at risk means that society is out of sync with the in-

dividual, whose rights are in need of protection” (Frosdick, 1997). Douglas

(1992) states that “a generalized concern for fairness has started us on a new

cultural phase. The political pressure is not explicitly against taking risks,

but against exposing others to risk.” Therefore, governments worldwide have

passed many laws and regulations to achieve this. These laws and regula-

tions aim to protect the rights of individuals in terms of their personal safety

and privacy through the delegation of accountability and responsibility for

the occurrence of various events. They emphasize the need for risks to be

brought under control. Priest (1990) suggests that the controlling of risks

forms the fundamental basis of modern civil law.

There is an understanding of risk that is common to each of the domains

of scientific study, despite their contrasting perceptions and definitions. This

understanding is that risk is perceived from a negative point of view. There-

fore, it is important to understand where potential risks may occur to ensure

that all aspects have been covered and the most salient are managed to a

level that is more acceptable.
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2.2.3 The Key Areas of Risk

It is clear that the identification and appraisal of risks in the various sci-

entific domains depends heavily on how risks in these areas are perceived.

Williams, Smith, and Young (1998) suggest that there are several sources

from which risks are generally perceived to occur, despite these differences

in perception. These sources of risks stem primarily from seven general en-

vironments including the physical, social, political, operational, economic,

legal and cognitive. Tchankova (2002) elaborates on each of these in more

detail.

In the physical environment, sources of risk stem from events such as

natural disasters. These include earthquakes, storms, landslides, floods or

tsunamis for example (Tchankova, 2002). They tend to have a significantly

damaging effect on individuals and society at large and they impact on the

systems and assets that facilitate the normal functioning of societies.

Risks in the social environment arise from a change in values, beliefs,

human behavior and the condition of social structures. Tchankova (2002)

suggests that changes in these variables could possibly result in strikes, riots

or general social unrest, which could negatively impact the economy of a

country and obstruct social development.

The political environment, can cause risks due to a country’s ruling

party, which influences the way organizations conduct their business. This

may be demonstrated by the reallocation of government funds from one in-

dustry sector to another or the changing of tax systems, which undermines

the best interests of the shareholders (Tchankova, 2002).

The operational activities of an organization are a major source of risk

which form part of the operational environment. Workers may be at

risk of personal injury should unfavorable working conditions result in some

malfunction to an installation or production process. This will affect the

personal, physical and mental well being of the employees and result in

some financial expense to the organization resulting from such injuries on

duty (IODs). It is equally feasible that the manufacturing processes of an

organization could harm the natural surroundings making it important for

companies to carefully plan and monitor their production and manufacturing

strategies (Tchankova, 2002).

Sources of risk may arise in an economic environment. The globaliza-
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tion of markets and trading make its controlling such by a single government

completely impossible. Global economic risks include economic recession and

depression and at a localized level, can include interest rate or credit policy

issues (Tchankova, 2002). These can have an impact on the gross imports and

exports of a country and cause fluctuations in supply and demand thereby

affecting company profit margins.

In addition to this, the legal environment has the potential to generate

risks in business. Tchankova (2002) suggests the legal system generates risks

through inconsistency between current and new legislation. The variation

of legal standards from country to country has the potential to cause im-

mense complexity and this can result in conflict between business partners

(Tchankova, 2002).

Lastly, the cognitive environment is concerned with risks resulting

from the differences in peoples perceptions and understanding of the world

around them. Tchankova (2002) motivates that there are differences between

perception and reality for various individuals and this is a significant source

of organizational risk. These different perceptions raise questions regarding

whether such perceptions of risk are valid and whether assessments regarding

the effects of risk and uncertainty, which are based on these perceptions,

produce factual results (Tchankova, 2002). This problem correlates with the

different perceptions of risk in the various domains of scientific study and the

different means of risk assessment, based on these perceptions.

The environments, which are sources of risk have now been identified and

it is important to emphasize that the fundamental goal is to control risks.

Therefore, it is essential to explore how risks should be addressed to control

them to a level that is deemed acceptable.

2.2.4 Addressing Risk

Since ancient times people have sought ways of dealing with the numerous

risks which have the potential to negatively impact upon individuals and

society. As far back as 1700 BC the ancient Babylonians were aware of

the potential financial risks involved in their international trade endeavors.

These included anything with the potential to disrupt or prevent the safe

passage of commodities between countries. Consequently, they sought to

implement rudimentary countermeasures to sustain their international trade
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relations (Valsamakis, Vivian, & du Toit, 1992). Additionally, around 700

BC the ancient Greeks and Phoenicians were beginning to employ similar

means to deal with the trade risks they were encountering. The procedures

they were employing apparently offered simple improvements over the initial

attempts of the ancient Babylonians (Valsamakis et al., 1992). Furthermore,

these procedures for dealing with risk were considered the first authentic

means of mitigating the risks associated with international trade ventures

and eventually led to the development of the current insurance industry.

(Valsamakis et al., 1992).

The process of dealing with risk today has developed considerably since

ancient times. Risks are now dealt with in a much more formal manner

through highly specialized and structured processes constituting the broader

concept of Risk Management. Risk Management plays an important role

in addressing the various risks that have the potential to cause damage to

people, their systems and other related assets. This is especially true in

business where the implementation of a Risk Management plan will mean

the difference between profitability or the survival of the organization. There

is a need, therefore to scrutinize the process of Risk Management in more

detail and explore what this process entails.

2.3 Risk Management

It is necessary to identify and manage all potentially harmful risks by some

form of Risk Management activity for an organization to remain sustainable.

Risk Management is a essential component of any organization’s overall cor-

porate responsibilities.

2.3.1 Risk Management Defined

There will always be some form of risk involved irrespective of what type

of product or service an organization produces. Consequently, organizations

should seek to manage those risks effectively by implementing a Risk Manage-

ment framework and related system of internal control which addresses the

pertinent aspects of enterprise risk. The Committee of Sponsoring Organiza-

tions of the Treadway Commission (COSO, 2004), developed an internal con-

trol framework, the “Enterprise Risk Management - Integrated Framework”
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which has become the de facto standard for developing an enterprise-wide

Risk Management solution (Preventsys, 2005). The COSO (2004) framework

defines the overall process of Risk Management as:

“Enterprise Risk Management is a process, effected by an entity’s

Board of Directors, management and other personnel, applied in

strategy setting and across the enterprise, designed to identify

potential events that may affect the entity, and manage risk to be

within its risk appetite, to provide reasonable assurance regarding

the achievement of company objectives.”

The definition begins by stating that Risk Management is a process ac-

complished by the BoD, management and all other organizational personnel.

The BoD is ultimately responsible for ensuring that their Risk Management

practices are effective, however, the King Report (2001) states that it is the

equal responsibility of management and staff to ensure that Risk Manage-

ment strategies are properly implemented and executed. The King Report

(2001) is a report on Corporate Governance compiled by the King Commis-

sion under the auspices of the Institute of Directors in South Africa and will

be discussed in more detailed in subsequent sections. The above mentioned

definition further states that “Risk Management is applied in strategy set-

ting and across the enterprise, designed to identify potential events that may

affect the entity”. The King Report (2001) clarifies this in stating that:

Risk Management “refers to the total set of interventions in mat-

ters as diverse as a company’s organizational design, culture, the

ethical climate conveyed by the Board and senior management, re-

cruitment criteria, key financial, operational and other processes

and chosen indicators of good or desired performance.”

The process of Risk Management aims to address the following: all areas

of risk, in every facet of the organization, through the development of sound

Risk Management strategies that support the attainment of business goals.

Finally, the definition concludes that Risk Management allows an organiza-

tion to moderate its risks to within its risk appetite to ensure it is able to

achieve its business objectives. This risk appetite can be described as the

amount and type of risk the organization is prepared to accept, without such
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risk having an effect on its ability to achieve its business goals and produce

business value. Risk appetite is usually determined by establishing the fi-

nancial viability of controlling a risk compared to the consequences of not

controlling it. Each organization may differ on what their risk appetite is

while in pursuit of growth and capitalizing on opportunities for the organi-

zation, its shareholders and stakeholders (King Report, 2001). The decision

of the level of risk for any organization is subjective and unique.

The Risk Management practices of an organization need constant review

and adjustment to remain effective and to continue to adequately serve its

best interests. The King Report (2001) states that there should be a ded-

icated committee responsible for the constant review of Risk Management

processes, in terms of their effectiveness, and risk profile. Additionally, Pre-

ventsys (2005) states that the process of organizational Risk Management

itself should not be conducted as a single exercise but as an ongoing process

of recognizing and reacting to potential risks. These reviews and adjustments

refine these processes, ensuring they continuously add value to the organiza-

tion by managing risks as effectively as possible. A central feature of Risk

Management is repetition and review.

Preventsys (2005) has enumerated the following characteristics which are

central to the overall Risk Management process:

• An ongoing cyclic process;

• Involvement of everyone in the organization for maximum effectiveness;

• Utilized in organizational strategy setting;

• Operates at every level of the enterprise, within every business unit

and department;

• Aims to identify all pertinent aspects of organizational risk and manage

these risks within the organization’s risk appetite;

• Provides reassurance to management and the BoD that enterprise risks

are being adequately addressed;

• Enables the organization to achieve its business goals and objectives

with greater ease.
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Risk Management is, thus, an important function in any organization be-

cause it helps to minimize risk and create business value by recognizing and

reacting to potentially harmful risks through the planning, arranging and

controlling of various activities and organizational resources (King Report,

2001). Such planning, arranging and controlling efforts would include a cer-

tain amount of funding, insurance and emergency planning (Simister, 2000).

Risk Management will help to dissipate the criticality of organizational risks

to a more acceptable level within the organizational risk appetite and aid the

accomplishment of business objectives. The concept of Risk Management has

developed over a long period of time. It is necessary to examine the origins

of Risk Management to understand how it came to play such a major role in

modern day organizations.

2.3.2 The Origins of Risk Management

According to Terry Simister, Chairman of the Institute of Risk Manage-

ment (IRM), the idea of Risk Management was first presented in the United

States of America as far back as the early 1950’s and then later surfaced in

the United Kingdom during 1969. Doug Barlow of Massey Ferguson gave the

first formal presentation on the subject. Shortly hereafter, the Association

of Insurance Managers in Industry and Commerce (AIMIC) incorporated

an “R” into their title and became the Association of Insurance and Risk

Managers in Industry and Commerce (AIRMIC). This change necessitated

numerous insurance managers to identify themselves as “risk managers” and

they began to practice Risk Management activities. Simister (2000) further

illustrates that over the following couple of years the term Risk Management

started gaining great popularity to become one of the latest buzzwords to

be adopted by the insurance underwriting and broking disciplines. Individ-

uals in these fields of expertise began consulting and providing advice and

assistance on developing various Risk Management programs dealing with fi-

nancial risks. The prominence of Risk Management became evident as many

disciplines began to see the significance of developing their own Risk Manage-

ment activities dealing with their field specific risks. Consequently, by 1985,

Risk Management had grown to become an accepted and renowned field of

expertise. During the next few years, numerous professional organizations

were founded specializing in establishing Risk Management standards for the
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development of skills in this field. The Institute of Risk Management (IRM)

is one example and was established in 1986 (Simister, 2000).

The concept of Risk Management, today, is applied to more than financial

risks. Various disciplines such as engineering for example have developed well

established Risk Management methodologies which are specifically suited

to dealing with numerous discipline-specific risks. These Risk Management

practices employed in the various disciplines differ and each has their own way

of Risk Management. However, despite the differing activities each discipline

uses to deal with their own unique risks, they ultimately follow one of several

generic Risk Management strategies. It is necessary to discuss these generic

means of implementing Risk Management in more detail to gain a clearer

understanding about how Risk Management is generally applied in business.

2.3.3 Various Strategies for Implementing Risk Man-

agement

Risk Management, today, is required to be a routine part of organizational

daily business activities (Blakley, McDermott, & Geer, 2001), to enable the

generation of business value and consequently serve shareholders interests.

There are generally four basic approaches to managing the risks that busi-

nesses currently face. Whitman and Mattord (2003a) have more specifically

defined these as strategies for risk control which include risk avoidance, risk

transference, risk mitigation and risk acceptance.

Risk avoidance is a Risk Management strategy that focuses on evading

risks instead of addressing the consequences of these risks should they occur

(Whitman & Mattord, 2003a). Risk avoidance is an ideal option but not

always practical. Blakley et al. (2001) discusses two general ways of avoiding

or indemnifying oneself against risks namely, pooling and hedging.

• In a pooling scheme the cost of a particular risk is shared by several

organizations. If the risk is not likely to occur simultaneously to the

majority of the organizations in the pool then the cost of the risk to

each of these organizations will be minimized. Insurance policies are

said to be the most common types of risk-pooling schemes.

• In a hedging scheme an organization wagers it will experience the ad-

verse effects of some risk, whereas other organizations may see this
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as unlikely and accepts the wager. Furthermore, if the said risk does

indeed result in some adverse event the bettors have to pay the organi-

zation, which has in a sense won the wager. Thus, the organization uses

the money from winning the wager to settle the costs incurred due to

the adverse event caused by the risk (Blakley et al., 2001). However, if

the organization loses the wager it will have to pay off the bettors. One

of the most common means of employing a hedging scheme is through

options. McKoen and Gough (1997) suggest that options are very sim-

ilar to insurance policies as an organization may purchase an option by

paying premiums and consequently use the option only when necessary

(McKoen & Gough, 1997).

A risk transference strategy aims to shift the responsibility for a cer-

tain risk onto another party (Whitman & Mattord, 2003a). An organization

is able to transfer its responsibility for a particular risk by one of two means,

by disclaimer or by agreement according to Blakley et al. (2001).

• When an organization decides to transfer their liability for a certain risk

by disclaimer when they commence with a particular business activity,

they must clearly state that they cannot be held responsible for the

consequences of such an activity should a risk arise that results in an

adverse event. Furthermore, the party who should be held responsible

for the consequences of the risk is not clearly indicated.

• On the other hand, when an organization decides to transfer their lia-

bility for a certain risk by an agreement when they undertake a specific

business activity, the party responsible for the consequences of the risk

is specified (Blakley et al., 2001). This party is usually the party that

the organization conducts the business activity for.

A risk mitigation strategy involves reducing risk to a more acceptable

level by means of reducing either the probability of its occurrence or by re-

ducing its consequences should it occur. The systems or processes possibly

responsible for the generation of risks may require re-engineering to eradi-

cate the known or suspected causes to reduce their probability of occurrence

(Blakley et al., 2001). It may be necessary to reduce the consequences of a

risk, once it has occurred and steps may be required to restrict the damage
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(Blakley et al., 2001). Blakley et al. (2001) suggest that this can be achieved

by either preventing such consequences from spreading or by decreasing the

time it takes for the event to cause damage by decreasing discovery time and

recovery time.

Finally, the last strategy involves risk acceptance where the organi-

zation retains responsibility for the consequences of risk. The organization

attempts to absorb these consequences without implementing strategies for

risk transfer, avoidance or reduction. A risk acceptance strategy may be im-

plemented if the risks faced are of of negligible importance. This depends on

the risk appetite of the organization is.

An organization may implement more than one of these Risk Management

strategies. This is dependent on the types of risks that the organization may

face. For instance, some risks may be unacceptable and the organization will

choose to avoid them. Other risks, however, may also be significant but the

benefits to be gained by taking on these risks may also be great and thus

these types of risks may be mitigated to a more acceptable level. Additionally,

other risks may be minor and are accepted as there is no significant impact

on the business. An important point to consider is the identification and

further analysis of which risks an organization may face for their appropriate

management. The process of Risk Management is reliant on supporting

activities which help to determine which risks an organization is susceptible

to and how these risks need to be managed.

2.3.4 Risk Management Supportive Activities

Currently, one of the best known exercises used to identify and assess risks

is Risk Analysis. IT is a process which includes the identification of threats

most likely to significantly impact an organization and further scrutinizes

the associated susceptibilities of an organization to these threats (Wold &

Shriver, 1997). Frosdick (1997) motivates that Risk Analysis is a process

comprising three consecutive phases. These include:

• Risk identification;

• Risk estimation;

• Risk evaluation.
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These three phases produce useful information which provide Risk Man-

agement activities with appropriate guidance in terms of effective action to

deal with risks. The process of Risk Analysis will be discussed in greater

detail in subsequent chapters.

In this chapter the concept of risk has been examined highlighting its

different perceptions among the various scientific domains. Furthermore, it

was noted that, despite these various view points, the underlying percep-

tion common to all disciplines is that risk, in whatever form, needs to be

controlled. Risk Management was identified and discussed in great detail

as the most commonly applied activity by which risks are effectively ad-

dressed. The main function of Risk Management was described as managing

and controlling various activities and resources to effectively manage risks.

These activities form part of the responsibilities of the BoD (King Report,

2001). Risk Management plays an important role in ensuring the best in-

terests of the shareholders are preserved. Risk Management is a component

of a larger function that enables the BoD to ensure that the organization

produces business value and preserves the interests of the shareholders. This

broader function is known as Corporate Governance.

2.4 Corporate Governance

Corporate Governance is an important function in any organization with

regards to preserving shareholder interests. It is the system that dictates

how an organization is generally directed and controlled and includes the

activities to direct and control Risk Management efforts. It will be examined

in more detail to illustrate its importance to any organization.

2.4.1 The King Report on Corporate Governance

The King Report on Corporate Governance is a prominent source of infor-

mation relating to the concept of Corporate Governance in South Africa. Its

publication in November 1994 promoted the formalization of Corporate Gov-

ernance as a fundamental function in business in South Africa (Thomson &

von Solms, 2003). Its primary intention is to “promote the highest standards

of Corporate Governance in South Africa” (King Report, 2001). The orig-

inal King report, when published, was deemed internationally as the most



28CHAPTER 2. GENERAL RISK MANAGEMENT AND CORPORATE GOVERNANCE

comprehensive publication on Corporate Governance (Institute of Directors

of Southern Africa, 2002). The King Report has surpassed the financial and

regulatory features of Corporate Governance by encouraging an all-inclusive

approach to sound governance in the interests of diverse stakeholder groups

whilst having consideration for the key principles of good financial, social,

ethical and environmental conduct (King Report, 2001). The King II Re-

port1, however, published in 2002, includes several amendments addressing

additional matters of importance, including information technology which

was absent from the original report (King Report, 2001). However, despite

their guiding principles stated concerning what constitutes good Corporate

Governance, the King and King 2 Reports do not demand compliance. They

serve merely as a code of good business practice (Thomson & von Solms,

2003).

The King Report offers extensive information on the concept of Corporate

Governance and serves as a resource for explaining what Corporate Gover-

nance entails and means to an organization.

2.4.2 Corporate Governance Defined

Corporate Governance, according to Grant (2003) is generally concerned with

aligning the interests of management and the shareholders. Sir Adrian Cad-

bury however, in Corporate Governance: A Framework for Implementation,

offered a more specific definition which clarifies what Grant (2003) has stated.

Sir Adrian Cadbury asserted that “Corporate Governance is concerned with

holding the balance between economic and social goals and between indi-

vidual and communal goals ... the aim is to align as nearly as possible

the interests of individuals, corporations and society.” (World Bank Group,

1999).

These definitions illustrate that organizations are involved in a balancing

act as they continuously weigh the interests of their stakeholders against the

demands of society. There are a wide variety of issues that organizations need

to consider in order to operate effectively in the current dynamic business

environment. The King Report (2001) clarifies this by stating that “boards

have to consider not only the regulatory aspect, but also industry and market

1The King Report (2001) is the draft copy of the King Report which was published as

the King II Report in 2002.
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standards, industry reputation, the investigative media, and the attitudes

of customers, suppliers, consumers, employees, investors, and communities

(local, national, and international), ethical pressure groups, public opinion,

public confidence and political opinion, etc.”

Corporate Governance is ultimately about sound leadership efforts (King

Report, 2001). Sound leadership and good Corporate Governance are ex-

emplified by several characteristics which typically include accountability,

responsibility, discipline, transparency, independence, fairness and social re-

sponsibility (King Report, 2001). These provide a good primer for imple-

menting an effective approach to Corporate Governance in any organization

and necessitate further discussion.

Accountability is ensuring that those who make decisions and act on

them are answerable for these decisions and actions (King Report, 2001). In

contrast, responsibility is ensuring that certain individuals are aware that

they may be subject to disciplinary action following the negligence of their

duties (King Report, 2001). Discipline involves requiring individuals to fol-

low behavior generally accepted as being right and good (King Report, 2001).

Additionally, transparency is concerned with demonstrating whether or

not shareholders receive a realistic representation of activities taking place

in an organization (King Report, 2001). Independence demonstrates the

ability of the organization to mitigate or avoid possible conflicts of interest

due to the authority of prominent executives or shareholders (King Report,

2001). Conversely, fairness is ensuring that the rights of all shareholders,

large or small, are recognized and valued (King Report, 2001). The final

characteristic, social responsibility involves demonstrating that an orga-

nization is concerned with environmental and human rights matters and is

not discriminatory or exploitative (King Report, 2001).

The BoD must practice fairness, transparency, accountability and respon-

sibility in every action taken and remain accountable to their organization

but nonetheless act responsively and responsibly to the stakeholders (King

Report, 2001). Good Corporate Governance is an important function in an

organization and therefore the need for good governance should be addressed.
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2.4.3 Addressing Good Corporate Governance

Ultimately the quality of organizational governance practices is the only

means of assurance that shareholders possess ensuring they will receive good

returns on their investments (King Report, 2001). Corporate Governance is

important because it is the mechanism that ensures the best interests of the

shareholders. Shareholder interests are best upheld through the proficient

utilization of valuable and limited organizational resources and accountabil-

ity for their management is a key characteristic of Corporate Governance

(World Bank Group, 1999).

Today it is important that organizations do not fail to demonstrate both

accountability and responsibility for the decisions and actions taken by their

senior management and boards of directors. Organizations must realize that

they should not attempt to function autonomously from the social orders

or environments in which they exist (King Report, 2001). According to

Thomson and von Solms (2003), organizations are a more direct presence to

the general public than the government is. Organizations should, therefore,

be compelled to demonstrate the characteristics that comprise a sound ap-

proach to Corporate Governance if they wish to gain trust and support from

the communities and markets that they provide services to.

A survey carried out by McKinsey and Company, showed that investors

who sought a strategy for growth were unconcerned about Corporate Gover-

nance, whereas investors who sought a value strategy and invested in under-

valued or secure organizations were prepared to fund good Corporate Gover-

nance (Agrawal et al., 1996). It is apparent that investors may believe that

an organization which demonstrates good Corporate Governance will oper-

ate better over a period of time and that good Corporate Governance will

serve to reduce organizational risks and draw potential investment (Agrawal

et al., 1996).

External scrutiny over company operations has intensified due to an ap-

parent lack in the ability of Executive Management and corporate boards in

providing effective direction and control over the affairs of their organizations.

These organizations have failed to effectively express the characteristics of

good Corporate Governance. Corporate Boards are now expected to com-

ply with a myriad of new laws and regulatory compliance mandates or face

the consequences. These may potentially involve strict financial penalties or



2.4. CORPORATE GOVERNANCE 31

lengthy prison terms for responsible executives if convicted (Trillium Soft-

ware, 2004). Regulatory intervention is not the preferred option, because

this could result in the tarnishing of the corporate image and lead to the loss

of consumer and investor trust (Vericept Corporation, 2004).

Some examples of the various regulatory and legislative requirements cur-

rently in effect include the Sarbanes-Oxely Act (SOX), The Gramm-Leach-

Bliley Act (GLBA), The Health Insurance Portability and Accountability

Act (HIPAA) and the international Basel Capital Accord (Basel II). There

are more regulations, some of which general, while others are specific to a

particular industry (Trillium Software, 2004). The regulations mentioned

here, for example, have a significant global influence on data management

activities (Trillium Software, 2004), emphasizing the importance of informa-

tion privacy and promoting stronger internal control mechanisms (Vericept

Corporation, 2004). Some of these regulations will be discussed in greater

detail in subsequent chapters.

Generally, various legislative and regulatory requirements demonstrate

that corporate executives and the BoD are both accountable and responsible

for their decisions and actions. The placement of this accountability and

responsibility requires a better managed corporate environment. There is

a need to promote self governance, through an improved system of Corpo-

rate Governance, as an alternative to more legislation. The introduction of

new legislation does not alleviate the current situation on its own (Entrust,

2004a).

Good Corporate Governance can be seen as a key to economic success

and the stability of an organization by promoting sustained organizational

growth through a value adding strategy that attracts investment. However,

implementing a system of Corporate Governance is not without its challenges.

2.4.4 Corporate Governance Challenges

One of the most fundamental challenges organizations currently face in im-

plementing the most effective approach to Corporate Governance is achieving

a balance between company performance and conformance to any constraints

placed on an organization (King Report, 2001). Organizations need to con-

sider the expectations of their shareholders for acceptable financial growth

as well as their responsibilities toward fulfilling their obligations to other or-
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ganizational stakeholders (King Report, 2001). This entails complying with

various laws and regulations and showing consideration for any social or eth-

ical pressures that society may place on an organization. An organization

must find acceptable means of generating shareholder value. The defini-

tion of Corporate Governance itself, as stated previously, suggests that a

balance between performance and conformance is necessary for good gov-

ernance. The intention of Corporate Governance is to seek an equilibrium

between enterprise and accountability rather than place outright constraints

on an organization (World Bank Group, 1999). However, as organizations

endeavor to balance performance and conformance they should guard against

falling into the three “corporate sins” as described by Tomorrow’s Company

in the United Kingdom. In this context these are sloth, greed and fear.

Sloth can be described as the loss of flair when an organization gives

way to its administration (King Report, 2001). Business involves taking on a

certain amount of risk and managing that risk, however, sloth is evident when

an organization becomes lazy and attempts to circumvent even calculated

risks (King Report, 2001).

Greed, in this context, is evident when corporate executives make short-

term decisions seeking instant gratification in terms of personal financial

gains relating to share options and other bonuses. Such decisions have no

lasting benefits and do nothing to bolster long-term organizational prosper-

ity (King Report, 2001). Such executives seek nothing more than personal

enrichment.

The third corporate sin, fear manifests when corporate executives be-

come submissive to the demands of investors and fail to acknowledge their

own ambition for corporate sustainability and enterprise, because the in-

vestors may not share the same ambitions (King Report, 2001).

These three corporate sins have the ability to cripple an organization,

making it unable to perform at maximum potential, generating substantial

business value and fully preserving the shareholder interests. Some exam-

ples of corporate governance failures can be found in chapter 6 in section

6.2.2. The pro-active engagement of Executive Management and the BoD in

demonstrating those characteristics that constitute good Corporate Gover-

nance, will result in a good balance between performance and conformance

and the corporate sins can be avoided. This will ensure that an organization
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performs at a satisfactory level for its relevant stakeholders. The existence

of an organizational structure enables the organization to effectively demon-

strate the characteristics of good governance, avoid the corporate sins and

effectively guide its business to produce significant shareholder value. This

organizational structure comprises the hierarchy of personnel and other rele-

vant parties which influence the Corporate Governance function. It is neces-

sary to discuss this organizational structure to demonstrate how Corporate

Governance is approached within an organization.

2.4.5 Corporate Governance and Organizational Struc-

ture

The Board of Directors

An organization is presided over by the BoD, a group of persons elected by

the shareholders of the organization to represent their interests through the

proper governance of the organization (BambooWeb Dictionary Open Con-

tent Encyclopedia, 2005a). The BoD comprises the chairperson, the Chief

Executive Officer (CEO) and various executive and non-executive directors

(Thomson & von Solms, 2003). The establishment of organizational vision,

principles and the strategy that realizes the vision is a key responsibility

of the BoD (King Report, 2001). The BoD’s fundamental obligation is to

demonstrate their fiduciary duty towards upholding the best interests of the

organization and stakeholders (TIAA-CREF, 1998). The BambooWeb Dic-

tionary Open Content Encyclopedia (2005d) describes fiduciary duty as being

grouped into three broad categories, namely, duty of loyalty, duty of candor

and the duty of care.

• Duty of loyalty is achieved by acting in accordance with a beneficia-

ries best interests and not their own;

• Duty of candor is achieved by being open and transparent in terms

of the disclosure of information to a beneficiary, specifically with regard

to transactions between the fiduciary and the beneficiary;

• Duty of care is achieved by demonstrating prudence with regard to

the interests of the beneficiaries.
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The BoD exercises their fiduciary duty by defining various processes and

procedures aiming to protect organizational assets and corporate reputation

(King Report, 2001). These include efforts to ensure the organization com-

plies with any regulatory and legislative mandates and other codes of good

business practice appropriate to the organization (King Report, 2001). Addi-

tionally, the BoD is required to recognize significant aspects of organizational

risk and key performance indicators to enhance shareholder value by gener-

ating acceptable profits (King Report, 2001).

Board Committees

Board committees, according to the King Report (2001), facilitate the BoD in

fulfilling their responsibilities sufficiently and appropriately. Board commit-

tees are more focused and dedicated to dealing with specific issues in greater

detail. Therefore, board committees are able to ensure that particular is-

sues receive enough consideration enabling the full BoD to reach impartial

and unbiased decisions (King Report, 2001). Board committees facilitate the

BoD significantly in addressing the interests of the shareholders.

There are a variety of board committees. Some are standing committees

which perform ongoing functions on behalf of the BoD (King Report, 2001).

The Risk Management committee is an example of a standing board com-

mittee. It assists the BoD in corporate accountability and any risks related

to management, assurance and reporting (King Report, 2001). Its terms

of reference include disaster recovery risk, technology risk, operational risk,

and compliance and control risks (King Report, 2001). There are also tem-

porary board committees, which are assigned unique once-off tasks and are

disbanded upon their completion (King Report, 2001).

The Chairperson

The BambooWeb Dictionary Open Content Encyclopedia (2005b) states that

a chairperson “is the presiding officer of a meeting, organization, committee,

or other deliberative body”. It is the responsibility of the chair to pro-

vide the BoD with sound leadership guaranteeing the smooth functioning

of the BoD to promote good governance. The chair must ensure that the

BoD receives adequate information enabling them to make informed deci-

sions (King Report, 2001). The chair must ensure that good relations are
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maintained between the organization and its shareholders and act as the pri-

mary link between the BoD and management, and between the BoD and the

organization’s CEO (King Report, 2001). The chair may be given various

other executive powers to achieve these relationships (BambooWeb Dictio-

nary Open Content Encyclopedia, 2005b).

The Chief Executive Officer

The Chief Executive Officer (CEO) is the top ranking executive in terms

of the management of organizational daily operations and has executive au-

thority within an organization (BambooWeb Dictionary Open Content En-

cyclopedia, 2005c). The CEO is the primary organizational representative,

acting as chief spokesperson and key role-player in the implemention of or-

ganizational strategy to achieve operational business success (King Report,

2001). The CEO is required to develop and propose the high-level strat-

egy and vision that will best benefit the organization to produce significant

shareholder returns and nurture good relations with other appropriate stake-

holders (King Report, 2001). Furthermore, the CEO must ensure the daily

business operations are suitably monitored and managed. He/She must plan

and supervise the implementation of significant corporate policies (King Re-

port, 2001). The CEO is commonly a member of the BoD and reports back

to the BoD on the operational affairs of the organization. It is not uncom-

mon for the CEO to act as Board Chairman, however, these positions are

often kept separate to avoid an imbalance of power and the domination of a

particular individual which helps to thwart conflicts of shareholder interests

(BambooWeb Dictionary Open Content Encyclopedia, 2005c).

The Shareholders

A shareholder can any entity i.e. an organization or person that legally holds

possession of one or more shares of stock in an organization. Shareholders

may hold special rights depending on the type of stock they own. For instance

such rights may include:

• The right to vote on who may represent their interests on the BoD;

• The right to claim a portion of the organization’s profits;
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• The right to buy more shares in the organization if they so wish;

• The right to claim various organizational assets should the organization

fall into liquidation (BambooWeb Dictionary Open Content Encyclo-

pedia, 2005e).

There are essentially three types of shareholders, shareowners, contractual

shareholders and non-contractual shareholders.

• Shareowners include those parties who legitimately own stock, through

mutual funds (New York Stock Exchange, 2001);

• Contractual shareholders include those individuals that have a rela-

tionship with an organization based on some contract or agreement,

for example the personnel, suppliers and customers (Thomson & von

Solms, 2003);

• Non-contractual shareholders are those parties having a relationship

with the organization which is not based on some contract or agree-

ment. Typical examples of non-contractual shareholders include the

government and other authorities (Thomson & von Solms, 2003).

It is important to emphasize that there should exist a clear and constant

channel of communication between the BoD and the shareholders in the in-

terests of good Corporate Governance (Thomson & von Solms, 2003). The

BoD is responsible for presenting the shareholders with a detailed organiza-

tional performance report which should include both successes and failures

(BDO, 1999).

The unified and harmonious functioning of these concerned parties can

create an effective approach to Corporate Governance that strikes a balance

between organizational performance and conformance. Corporate Gover-

nance serves as the mechanism that ensures the best interests of the share-

holders are upheld. However, a fundamental aspect of satisfying shareholder

expectations involves risk control as part of the broader Corporate Gov-

ernance function. The King Report (2001) states that “enterprise is the

undertaking of risk and reward” and Risk Management features strongly in

Corporate Governance because it controls enterprise risks and increases or-

ganizational and shareholder returns. An organization must understand its
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risks while fulfilling its business objectives and the various strategies imple-

mented to address risks for the BoD and stakeholders to understand organi-

zational affairs (King Report, 2001). For this reason, the controlling of risks

plays an important role in implementing Corporate Governance and preserv-

ing shareholder interests, therefore, it is necessary to explore the relationship

between Corporate Governance and Risk Management. It is also necessary

to highlight the BoD’s Risk Management responsibilities which form a com-

ponent of the Corporate Governance function.

2.5 Risk Management and Corporate Gover-

nance

The process of preserving shareholder interests would be ineffective where

Risk Management does not form a fundamental component of Corporate

Governance. It is necessary to clarify this point by exploring why and what

can be done to ensure that Risk Management is adequately integrated into

the Corporate Governance function.

2.5.1 The Importance of Risk Management as a Cor-

porate Governance Responsibility

The ultimate responsibility of the BoD, as previously stated, is to provide

strategic direction to an organization and remain in complete and successful

control over its affairs (King Report, 2001). Such efforts include ensuring the

organization continues to comply with any applicable laws and regulations

(King Report, 2001). It it is important for the BoD to address all perti-

nent aspects of enterprise risk to fulfill their regulatory obligations. Borland

Software Corporation (2005) suggests that a general failure to appropriately

manage risk can lead to professional and personal loss. These could typically

include high customer turnovers, loss of business associates, stringent legal

intervention, overlooked market and revenue opportunities and the total loss

of business operations (Borland Software Corporation, 2005). These events

are risks that every organization should seeks to avoid as they endeavor to

generate profits, attain competitive advantage and sustained corporate de-

velopment. All businesses do face risks, but if these are understood and
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appropriately managed, taking the right risks can produce competitive ad-

vantage (Borland Software Corporation, 2005).

Risk Management can be seen as a business enabler allowing an organiza-

tion to become aware of various issues not necessarily previously considered.

Risk Management helps to avoid unexpected events by making certain that

appropriate insights have become evident further aiding the decision making

process and enabling the creation of countermeasures and controls before the

risks become a real hazard (Borland Software Corporation, 2005). Borland

Software Corporation (2005) suggests that Risk Management enables an or-

ganization to “gain a strategic discipline for operational excellence, as well

as the power to create and influence its desired future”.

There is a commitment required from those at the head of the organi-

zation, namely the BoD, to endorse and implement Risk Management ef-

fectively as a Corporate Governance responsibility. The BoD is required to

understand their corporate Risk Management responsibilities to ensure that

Risk Management is effective.

2.5.2 Risk Management Responsibilities of the Board

The King Report (2001) on Corporate Governance provides comprehensive

guidance on the responsibilities of the BoD about Risk Management. The

BoD is the supreme authority in an organization and they must understand

where all organizational risks lie to make well-informed decisions regarding

organizational future. The BoD is, therefore, responsible for the complete

Risk Management function which attempts to address all facets of organi-

zational risk (King Report, 2001). The King Report (2001) recommends

several fundamental activities that the BoD should execute to facilitate it-

self in achieving this objective, through a comprehensive Risk Management

program. These activities include ensuring that all business functions com-

mence in an acceptable manner providing protection for all organizational

assets; maintaining compliance with various laws and regulations; guaran-

teeing there are measures in place to promote accurate risk reporting and

remain confident that their organization is resilient to significant risks (King

Report, 2001).

It is important to emphasize that the BoD must ensure that all the orga-

nizational Risk Management activities are executed regularly (King Report,
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2001). This establishes that all risks, including new ones, have been success-

fully controlled. The successful management of these risks is an important

concern for the BoD and entails their deciding on a suitable organizational

risk strategy (King Report, 2001). These strategies were previously discussed

and identified as risk acceptance, risk avoidance, risk transference and risk

mitigation.

The Risk Management strategy chosen by the BoD must to satisfy the

organizational risk appetite which is their responsibility to establish (King

Report, 2001). Once a decision has been reached regarding the organizational

risk appetite and suitable Risk Management strategy, the BoD must ensure

the policies and procedures created complement the chosen Risk Management

strategy. These should be disseminated to all personnel (King Report, 2001).

The implementation of the Risk Management policies and procedures

must be constantly monitored by the BoD ensuring they are relevant in terms

of managing existing risks and exposure to new risks (King Report, 2001). It

is necessary for the BoD to receive regular Risk Management reports which

highlight its effectiveness (King Report, 2001). This effectiveness can be

gauged by conducting an annual Risk Analysis exercise.The conducting of

regular Risk Analysis activities allows an organization to coordinate its Risk

Management activities and maintain them to the current risk profile.

2.6 Conclusion

The implementation of Risk Management at a Corporate Governance level

can have a dramatic and positive effect on an organization because these

efforts will help the BoD to guide the business of their company successfully

and avoid incidents that diminish business value and undermine shareholder

expectations. The implementation of various Risk Management activities

will demonstrate the characteristics of good Corporate Governance. It will

help to balance organizational performance and conformance by allowing an

organization to take both calculated risks and avoid harmful ones. This will

create a trusting relationship between an organization, its shareholders and

other stakeholders. The BoD must be vigilant in their Risk Management

endeavors to achieve this.

The King Report (2001) illustrates the numerous Risk Management re-
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sponsibilities of the BoD. These responsibilities necessitate communication

and information on various aspects of organizational risk. The BoD require

a holistic picture of the organizational risk profile to execute its Risk Man-

agement practices effectively. They require comprehensive reports various

aspects of risk to enable them to prioritize the risk profile.

The vast integration of IT systems into most organizations requires con-

sideration because Information Technology (IT) is a significant business en-

abler and an important means of managing valuable information assets and

executing business operations. Any risks resulting from the reliance on IT

can have a significantly negative impact on organizational business value

if underestimated or undetected (Blakley et al., 2001). The identification

and management of IT-related risks by an IT Risk Management activity is,

therefore, very important and it plays an important role in aiding the BoD

in fully addressing all key aspects of organizational risk. The concept of IT

Risk Management will now be examined in more detail.



Chapter 3

Risk Management from an

Information Technology

Perspective

3.1 Introduction

There is a fundamental need to consider the risks associated with IT while its

utilization aims to produce business value and ultimately satisfy shareholder

expectations. These risks have the potential to greatly reduce business value

and undermine the expectations of shareholders. It is important that organi-

zations implement some type of IT Risk Management strategy to address such

IT-related risks. Consequently this chapter aims to highlight the importance

of IT Risk Management as a fundamental component of the broader Risk

Management framework and Corporate Governance function. The influence

of IT has had on most modern organizations is examined and its importance

in enabling them to attain their business objectives is further discussed and

the risks associated with IT’s use. These risks demonstrate the need for IT

Risk Analysis and Risk Management will be discussed in detail in terms their

implementation relating to IT-related risks. The importance of IT Risk Man-

agement to allow such organizations to continue to function whilst achieving

their business objectives seamlessly and still protecting company assets and

upholding shareholder interests will be discussed.

41
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3.2 The Use of Information Technology in an

Organization

Information Technology has assumed an important role in most organiza-

tions today. The value that IT may produce requires discussion and it is

important to highlight the risks associated with its organization-wide use

and demonstrate the need to address such risks.

3.2.1 The Growth in Dependence on Information Tech-

nology

A clearer understanding of the importance of managing the risks associated

with IT currently is gained through examining the role which IT plays in

most modern day organizations. Over the past few decades there have been
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major advances in technology and as a result organizations have sought to

implement this technology to add business value by re-engineering business

processes so they may provide more efficient services to customers and other

stakeholders.

The development and subsequent implementation of IT as a service en-

abler and business value creator can be generally divided into three broad

eras. During the first era computers had limited capabilities and were consid-

ered as dumb terminals. These computers were connected to large mainframe

computers which were used to process the data of various organizational de-

partments. Data was processed in batch mode by programs represented as

decks of punched cards put through a card reader (Schneider & Perry, 2001).

These mainframes were located in a centralized facility or computer depart-

ment where data was processed (Gerber & von Solms, 2001). Access to

this facility was restricted to those who were responsible for operating the

mainframes and processing the batch jobs.

New technologies emerged and ushered in the second era in the history

of computing. There were advances such as multiprocessing and high-speed

communications. Smaller personal computers had come into use and were

capable of performing a variety of functions and were more affordable (Schnei-

der & Perry, 2001). Companies began to employ these computers to create

their own internal networks (Schneider & Perry, 2001). Distributed comput-

ing became a reality as hardware and software resources were made accessi-

ble to computer users in remote locations enableding them to log onto dis-

parate sites and work with programs and files located there (Flynn & McIver

McHoes, 1997). Innovations such as email allowed company employees to

communicate conveniently. Furthermore, organizations required external

communication and larger organizations started building their own company-

wide networks which utilized leased telephone lines enabling them to connect

to various branches and company headquarters (Schneider & Perry, 2001). It

was during this time that other organizational departments started becoming

dependent on the continued functioning of what became known as the “In-

formation Technology” department (Moses, 1992). It was their responsibility

to automate the various business processes the other departments.

Later still, during the third era and currently, IT has begun to facilitate

business processes and services to customers, business partners and other
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stakeholders. IT had become a fundamental organizational asset and the

services provided by an organization’s information technology department

had become of critical importance. Innovations such as the Internet began

to enable many organizations to perform business transactions with their

customers and other organizations with greater ease through electronic com-

merce. IT has become a major strategic enabler and has allowed companies

to attain competitive advantage over one another (O’Brien, 2000).

IT has had a significant impact on the way organizations currently con-

duct their business functions. These organizations have realized there is much

value to be gained from effectively implementing IT. Therefore, it is neces-

sary to discuss the value of IT and demonstrate its importance and utility

within most organizations today.

3.2.2 The Importance of Information Technology

Keen (1991) states that “information technology is reshaping the basics of

business. Customer service, operations, product and marketing strategies,

and distribution are heavily, or sometimes even entirely, dependent on IT. In-

formation technology, and its expense, have become an everyday part of busi-

ness”. IT is a valuable organizational resource and its application can gen-

erate significant business value. IT has the ability to enhance the efficiency

and effectiveness of business functions including the decision making abili-

ties of executives. It can reinforce organizational competitive stance in the

fast paced and dynamic markets of the modern world (O’Brien, 2000). Fur-

thermore on an international scale, Internet-based technologies are rapidly

becoming a fundamental constituent for success in business today (O’Brien,

2000). O’Brien (2000) suggests that IT and information systems have three

important organizational roles:

• Facilitating the execution of organizational business processes and op-

erations;

• Facilitating executives and other employees in their everyday decision

making processes;

• Facilitating the strategies that allow an organization to attain compet-

itive advantage.
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Innovations, such as electronic commerce, have replaced the traditional

means of commerce and allow organizations to increase profits and sales

and reduce any resultant costs (Schneider & Perry, 2001). Electronic com-

merce assists in advertising and extending organizational reach to smaller

geographically dispersed market segments (Schneider & Perry, 2001). Elec-

tronic commerce is able to provide consumers with a wider variety of pur-

chasing opportunities and has increased the rate and precision with which

organizations are able to exchange information (Schneider & Perry, 2001).

It is but one manner in which IT can be applied to benefit an organization.

In a more holistic sense, utilizing IT generally enables organizations to cre-

ate products, services, processes, and capabilities that provide them with a

strategic edge beyond that of competitors (O’Brien, 2000). There are, ac-

cording to O’Brien (2000), three fundamental strategies that IT follows to

create competitive advantage, cost strategies, differentiation strategies and

innovation strategies (O’Brien, 2000).

• An cost strategy helps an organization to become an inexpensive

manufacturer, reduce customer and/or supplier costs or increase com-

petitors costs making it difficult for them to gain a secure position a

particular field of business. Developing electronic commerce based web

sites on the Internet to lower the costs of marketing is an example of

an IT cost strategy (O’Brien, 2000).

• An IT differentiation strategy involves devising ways to utilize IT

to set an organization’s products or services apart from competitors

so customers may observe these products or services as being more

distinctive and attractive. An example of an IT differentiation strategy

includes prompt and efficient customer assistance through the use of

an Internet web site (O’Brien, 2000).

• An IT innovation strategy may involve launching brand new prod-

ucts or services that embrace elements of IT, or strategically applying

IT to drastically revamp certain business processes that would have a

major impact on the way business is carried out in the industry as a

whole for example (O’Brien, 2000).

The current application of IT in business can provide an organization with

the means to provide better services to customers and enable more efficient
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dealings with suppliers and other business partners. IT can be classified as a

useful tool in profit generation substantial and demonstrates a contribution

toward increasing business value and shareholder returns. However, as orga-

nizations start to invest in IT to support their business goals they need to

be aware of the risks associated with the implementation of IT.

3.2.3 The Risks Associated with Information Technol-

ogy

It is necessary to explain how risk in the IT sense is perceived before embark-

ing on an in-depth discussion about the various risks that affect IT. Blakley

et al. (2001) describes risk as being the possibility of an incident occurring

when its occurrence would have a negative impact on business value. Risk,

in the IT sense, is viewed from a negative perspective and as having some

detrimental impact on an organization. Risk from an IT perspective is said

to be composed of three fundamental characteristics, assets, threats and vul-

nerabilities (Gerber & von Solms, 2001). IT risk is understood to mean the

possibility of a threat impacting on an asset through some vulnerability.

An asset is defined as anything that an organization considers valuable

which enables it to sustain itself as a competitive force in industry and pro-

duces business value. Assets are tangible or intangible. Tangible assets are

those assets whose value can be accurately calculated. This includes physical

objects like computers for example. Intangible assets are those assets whose

value cannot be specifically gauged and whose value is not readily evident,

although these assets are considered important. Examples of intangible as-

sets include things like the business processes or the information resources

and business data and organization uses uses to gain a better understanding

of its customers needs and refine its strategy or business processes to cater

for those needs.

Threats are those things that have the ability to damage or destroy the

value of organizational assets. Potential threats to the IT assets are numerous

and originate from several distinct categories including natural, technical and

human threats (Wold & Shriver, 1997). Natural threats, which are referred

to as acts of God, typically include floods, earthquakes, lightening storms,

fires or even tsunamis for example. Technical threats refer to events such as
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computer hardware or software failures and even power outages. Moreover,

the threats that occur most frequently and are the most damaging result from

the accidental or deliberate acts of human beings. They include intentional

virus attacks on computer systems, the gaining of unauthorized access to

confidential information i.e. hacking, or the destruction or modification of

sensitive company data by unwitting employees or malicious individuals.

A vulnerability is a weakness or loophole left in the security of a system

that a threat may exploit to gain access to and damage or destroy an asset,

thereby reducing its organizational value. Programmers may create what a

so-called a back door in the programs or applications they develop for exam-

ple. This is typical of some operating systems, so that they can return and

perform routine maintenance or other administrative functions. However, its

presence can be viewed as a potential vulnerability because it represents an

opportunity for a knowledgeable individual with malicious intent, to cause

significant damage.

The risks associated with IT are not always significant or result in dev-

astating outcomes, but to disregard them without appropriately considering

their consequences would appear irrational. Bandyopadhyay, Mykytyn, and

Mykytyn (1999) states that as IT spending increases and organizations be-

come more technology dependent, they are increasingly susceptible to IT-

related risks. It is necessary for organizations to ensure their assets remain

secure from the consequences of potential risks as they employ IT to facili-

tate their daily business processes. They must implement security controls

guaranteeing the safety of their business assets from significant risks to ac-

complish this. It is a necessity for these organizations to identify and control

IT-related risks through IT Risk Management activities.

3.3 Information Technology Risk Management

Information Technology Risk Management should be a fundamental aspect

of organizational business functions because they rely on IT to automate var-

ious business processes and support its services to customers and company

stakeholders. IT Risk Management requires examination to define what it

aims to accomplish and how its implementation will control the risks associ-

ated with technology dependence.



48CHAPTER 3. RISK MANAGEMENT FROM AN INFORMATION TECHNOLOGY PERSPECTIVE

3.3.1 What is Risk Management in terms of Informa-

tion Technology?

Risk Management, from the IT view point, can be defined as a process

that enables equilibrium between the operational and economic costs asso-

ciated with protecting organizational assets from IT risks, while attempting

to achieve business goals (National Institute of Standards and Technology,

2001). IT Risk Management focuses on the selection and implementation

of various appropriate security controls to effectively manage organizational

IT-related risks. Humphreys, Moses, and Plate (1998) suggest that the cost

of specific types of security controls is related to their implementation. This

is because it is not economically viable to apply controls if their cost exceeds

the value of the assets they protect or the budget that has allocated for se-

curity (Humphreys et al., 1998). It is important to consider that the budget

for security is not too meager because this could affect the competence of

organizationals Risk Management endeavors and result in unnecessary risks

(Humphreys et al., 1998). The majority of organizations unfortunately have

limited resources allocated to IT security (National Institute of Standards

and Technology, 2001). It is important to correctly determine the security

capabilities that IT systems require for risks to be appropriately controlled

(National Institute of Standards and Technology, 2001). Using a good Risk

Management methodology helps accomplish this and enables the selection

of appropriate security controls needed to fulfill the security capabilities of

organizational IT systems (National Institute of Standards and Technology,

2001). Humphreys et al. (1998) have enumerated various factors that should

be considered when selecting appropriate security controls to manage IT-

related risks. These include:

• How easy the control is to use?

• How transparent is the control to the user?

• Does the control help the user to satisfactorily accomplish their tasks?

• How effective is the control?

• What type of functions does the control support i.e. detection, preven-

tion, recovery, deterrence, correction, monitoring or awareness?
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A particular security control addresses several functions and preferably

more than less. It is important to balance the types of functions that selected

controls demonstrate to reinforce their overall ability to manage risks effec-

tively and efficiently (Humphreys et al., 1998). A certain amount of residual

risk will always remain after a selection of security controls have been im-

plemented so an organization can never completely guarantee that its IT

systems are completely secure (Humphreys et al., 1998). It would erroneous

to assume that organizational assets are totally safe. IT Risk Management

does reduce the impact of risks and provides management with a solid ba-

sis for accurate decision making to protect organizations against IT-related

risks (National Institute of Standards and Technology, 2001). There are four

general strategies through which an organization implements IT Risk Man-

agement. The type of strategy chosen depends on a number of factors. To

gain a better understanding about which strategy best suits an organization

they must be discussed in more detail.

3.3.2 Information Technology Risk Management Strate-

gies

It is important that an organization adopts the appropriate strategy for the

cost effective implementation of IT Risk Management. There are several fac-

tors that help an organization select a suitable IT Risk Management strategy

based on its business needs which involves establishing its business environ-

ment and its business requirements for security. These security requirements

typically depend on the following factors:

• Organizational size;

• The type of business the organization conducts;

• The organization’s corporate culture (ISO/IEC TR 13335-3, 1998).

The level of detail at which IT-related risks are assessed and managed

may vary in the application of various IT Risk Management strategies. This

is because it would not be practical for smaller sized companies to conduct

a highly detailed and thorough investigation of risks due to its being both

resource intensive and time consuming. In contrast however, larger orga-

nizations would not benefit from a general high-level approach to IT Risk
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Management because of their complex IT infrastructure and more detailed

business security requirements. Organizations should attempt to identify a

suitable approach to IT Risk Management or else they may experience some

loss should the chosen strategy not fully support their business needs. It

was mentioned in the previous section that there are essentially four general

approaches to IT Risk Management. These include:

• The Baseline Approach;

• The Informal Approach;

• The Detailed Approach;

• The Combined Approach which comprises both the baseline and de-

tailed approach.

The Baseline Approach

The Baseline Approach to IT Risk Management provides an organization

with the means to manage IT risks at a basic yet adequate level. This level

of Risk Management is commonly achieved by selecting a variety of security

controls which can be appropriately applied to the critical information sys-

tems (Cho & Ciechanowicz, 2001). The implemented controls are normally

suggested from baseline control manuals or codes of practice. An organi-

zation, using these manuals and codes of practice, is able to determine its

fundamental security concerns and implement the controls required to ad-

dress its most pertinent IT-related risks. Furthermore, these manuals and

codes of practice attempt to motivate organizations to follow generally ac-

cepted security standards by suggesting the most effective means of address-

ing their basic security requirements. Both ISO/IEC TR 13335 (GMITS)

and ISO/IEC 19977 are internationally accepted security standards provid-

ing comprehensive guidance in terms of implementing security which satisfies

the organizational requirements for baseline security. The Baseline Approach

to IT Risk Management has several advantages. Not much expertise are re-

quired to implement this strategy, it is not resource intensive and he identi-

fication and implementation of security controls involves minimal costs and

time.
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Cho and Ciechanowicz (2001) suggests that security control checklists

may be utilized to provide guidance on the implementation of a baseline

strategy because they help deliver a broad outline of the basic organizational

security needs. It is important to consider all aspects when implementing a

baseline strategy.

ISO/IEC TR 13335-3 (1998) states it is important to consider the gran-

ularity of the Baseline Approach. If the granularity is too coarse this could

result in insufficient security controls that will not satisfy the organizational

needs for IT security. If the granularity is too fine this may incur unnecessary

costs due to the implementation of unnecessary controls. Additionally, if the

granularity is too fine this could result in the implementation of excessively

strict security measures. This proves to be frustrating to users who will find

it difficult to carry out their daily business activities with some degree of

convenience. An additional concern regarding the baseline approach involves

the management of changes to security because system upgrades make it dif-

ficult to assess the effectiveness of currently implemented baseline controls

(ISO/IEC TR 13335-3, 1998).

The Informal Approach

The Informal Approach to IT Risk Management is aptly named. It is not

conducted in any structured manner. This is merely a quick and straight-

forward approach that addresses IT-related risks in a practical and rational

way. The Informal Approach is conducted more rapidly than the detailed

approach, which will be discussed next. The Informal Approach can be con-

sidered less resource intensive because it is both time and cost effective. This

strategy is well suited for small to medium sized enterprises (SME’s). It does

not require the attainment of additional skills to implement the approach be-

cause it relies on the knowledge and experience of well-established personnel

for its success (ISO/IEC TR 13335-3, 1998). These personnel are able to an-

alyze the IT security requirements and suggest recommended safeguards to

effectively control IT-related risks. This can be accomplished by brainstorm-

ing ideas regarding organizational IT-related risks based on their extensive

knowledge gained through years of experience. However, when an organiza-

tion lacks necessary expert skills an external consultant may be outsourced

to provide insights into which controls would best manage IT-related risks.
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A particular disadvantage of the Informal Approach however, is that some

potentially harmful risks may be overlooked (ISO/IEC TR 13335-3, 1998).

This may be because those conducting the exercise may unintentionally allow

risks to go undetected or underestimated because of their subjective beliefs

and opinions. Another disadvantage is that it is difficult to substantiate

the costs of security controls selected for implementation because there is no

solid basis upon which they were chosen except for an expert’s subjective

opinion. Lastly, the Informal Approach requires an organization to conduct

continuous reviews to facilitate the management of changes to the security

infrastructure (ISO/IEC TR 13335-3, 1998).

The Detailed Approach

The Detailed Approach to IT Risk Management is a more structured and me-

thodical strategy. Risks are managed in a more formal manner. Typically, the

Detailed Approach relies on IT Risk Analysis to provide information about

risks and their effective control. It begins with the identification of impor-

tant IT-related assets and any potential threats to determine which IT risks

an organization needs to consider. Subsequently, the severity and possible

frequency of each threat is considered based on organizational vulnerabilities

which these particular threats can exploit. This enables an organization to

determine the potential each risk has to negatively impact upon its business

functions. Once the potential risks have been identified and evaluated, the

next step is to organize these risks in some order of criticality. This is usually

accomplished by employing a risk matrix. Risk matrices will be discussed

later in this chapter. Once risks are organized according to criticality the

organization will understand what their IT security needs are. The orga-

nization can then identify and implement security controls to manage its

IT-related risks. A particular drawback of the detailed approach, however,

is that it proves to be considerably resource intensive and requires constant

attention from management (Humphreys et al., 1998).

The detailed approach has several advantages. It helps to establish a dis-

tinct representation of IT-related risks faced by an organization helps define

organizational IT security requirements (Humphreys et al., 1998). Addition-

ally, the information accumulated during its implementation assists with the

management of security changes as systems upgrades occur (ISO/IEC TR
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13335-3, 1998).

The Combined Approach

The final IT Risk Management strategy is the Combined Approach. It starts

with the identification of the assets that are critical to daily business op-

erations by a process of risk assessment based on the Baseline Approach

(Humphreys et al., 1998). This assessment is used to separate the assets into

distinct groups i.e. those requiring closer scrutiny of the risks affecting them

(by implementing a more detailed Risk Management approach) and those for

which a basic level of security is sufficient, and thus the controls selected for

this group through the baseline approach are sufficient (Humphreys et al.,

1998).

The Combined Approach to IT Risk Management has the advantages of

both the Baseline Approach and the Detailed Approach (Humphreys et al.,

1998). The Combined Approach is less time consuming whilst identifying

the necessary security controls to ensure that an adequate level of protection

is maintained. This is because less time is spent addressing the security

requirements of assets that are less vulnerable to risks. An advantage of the

Combined Approach is that limited organizational resources can be focused

on prominent areas of risk and less resources are used on those risks with

negligible consequences. It is however, important to correctly identify these

differing areas of organizational IT risk. Failure to correctly establish this

may cause certain aspects of an organization to be unnecessarily exposed to

various potential IT risks leading to avoidable losses due to poor security

design and implementation. The Combined Approach is considered the most

cost effective and highly recommended strategy to implement to deal with

the IT-related risks of an organization ISO/IEC TR 13335-3 (1998).

Each of these four strategies for IT Risk Management have their advan-

tages and disadvantages. It is an organizational decision regarding which

approach would best suit their IT security needs. Ultimately all these ap-

proaches result in the identification and subsequent implementation of an

assortment of security controls that aim to reduce IT risk susceptibility. It

is important to consider that security controls are selected based on the crit-

icality of each risk and to establish their priority they need to be analyzed

thoroughly.
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Risk Analysis helps inform the process of Risk Management about which

risks are most critical to ensure they receive an appropriate level of attention

(Frosdick, 1997). Risk Analysis plays an important role in enabling the effec-

tiveness of Risk Management. This is evident when considering the detailed

approach to IT Risk Management. IT Risk Analysis will be discussed in more

detail to understand its supporting role in effective IT Risk Management.

3.3.3 Information Technology Risk Management Sup-

portive Activities: Risk Analysis

Risk Analysis is a well-known exercise used to identify and assess risks. It can

further be defined as a process that involves identifying the threats, which

are most likely to have a significantly negative impact on an organization, as

well as scrutinizing the associated vulnerabilities to those threats (Wold &

Shriver, 1997). It was previously stated that there are three processes that

constitute a Risk Analysis exercise (Frosdick, 1997). These include:

• Risk identification;

• Risk estimation or assessment;

• Risk evaluation.

Each of these processes contribute toward producing meaningful informa-

tion about organizational IT risks which helps to support IT Risk Manage-

ment in selecting and implementing appropriate security controls.

Risk Identification

It is important to first identify what assets an organization needs to protect

to successfully identify what risks they need to consider. In section 3.2.3 it

was stated that assets can either be tangible, like physical computer hardware

or networking equipment, or intangible, like the business processes that an

organization relies on to help satisfy customer demands and produce business

value. It is then important to identify the threats that may potentially impact

on those assets. These may include any natural, technical and human threats.

After assets and threats have been identified it is then possible to begin

identifying all risks.
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Risk identification is concerned with revealing all possible hazards that

an organization may face, as a product of its assets and the threats which

place those assets in danger, by the utilizing various risk identification tech-

niques. Frosdick (1997) mentions one technique which entails a group of

analysts sharing ideas with respect to what incidents may negatively impact

on an organization. This method is applied in an attempt to speculate which

risks need to be addressed to provide assurance regarding the safety of orga-

nizational assets. Another risk identification technique involves the utiliza-

tion of security control checklists, as previously mentioned. These checklists

extensively list every possible security control that could be implemented

(Baskerville, 1993). Checklists enable an analyst to select suitable security

controls on the basis of the asset and threat identification and the existence

of implemented security controls. If it is discovered that no security control is

in place for a particular asset and threat pair then a risk has been identified

and a control can be implemented to reduce the risk. Another method of

identifying risks involves relying on hindsight or looking in retrospect at pre-

viously documented security incidents as Lichtenstein (1996) mentions. This

will provide insight about which assets were affected, which threats affected

those assets and what organizational security weaknesses or vulnerabilities

enabled these threats.

Risk Estimation

It is necessary to determine the likelihood of the occurrence of a threat once

every risk has been exposed based on the vulnerability of the organization.

It is vital to determine the perceived consequences an organization would

experience as a result of the loss of assets due to some risk. Frosdick (1997)

highlights several exercises which can be performed to satisfactorily estimate

the probability of occurrence and consequences of each identified risk. Firstly,

in estimating the probability of risks it is necessary to examine data concern-

ing each specific threat with regard to its possible frequency of occurrence.

This exposes vulnerabilities and facilitates accurate judgments regarding the

probabilities of the occurrence of incidents resulting from risks at an orga-

nizational level and an inter-organizational level. It is necessary to apply

common sense when estimating organizational vulnerability and the prob-

ability of risks producing negative impacts on an organization. Wold and
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Shriver (1997) state that it is important to consider the following:

• Geographic position;

• Topography of a specific location;

• Ease of access to organizational facilities;

• Proximity of sources of power, water and airports;

• Access to local services provided by other companies in a region;

• How prone a particular area is to natural threats.

It is often challenging to estimate the probability of risks resulting in

some negative impact. This could be because of a lack of sufficient infor-

mation about particular risks but does not suggest that certain risks are of

negligible importance. In situations such as this it is necessary to attempt

to speculate the possible likelihoods of occurrence particular risks afford in

resulting in some negative consequence. Once organizational vulnerabilities

and the probabilities of risks have been established, the next step is to deter-

mine the possible consequences of such risks. Ascertaining the consequences

of a certain risks may rely on speculation because there may be insufficient

information to make an accurate estimation in this regard. For example, if

IT-dependent business processes became unavailable because of a virus attack

it may not be very easy to determine the extent of the damage. The primary

reason for this situation is that it is not that easy to correctly estimate the

exact value of intangible assets (Gerber & von Solms, 2001). Ultimately it

is simpler to determine the expected losses incurred due to other risks, such

as theft or vandalism of physical assets. These consequences may be quite

evident because they are represented by the costs involved in the replacement

of those assets. The consequences of a risk is determined by investigating

the interdependency of the individual organizational components. For in-

stance, if the IT department were to encounter various technical difficulties,

the repercussions have the potential to ripple throughout the whole organiza-

tion because all the departments rely with varying degrees of dependence on

IT. An incident such as this may potentially manifest on a much larger scale.

For example if one particular part of a supply chain were to experience some
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negative impact causing it to be unable to function, all other reliant parts

of the supply chain may be affected. Once the probability and consequence

of a risk have been determined, these two pieces of information produce an

indication of the potential a risk has to cause harm to an organization.

Risk Evaluation

It is then possible to commence with the final step in a Risk Analysis exercise,

the evaluation of risk, once the potential for each risk to negatively impact

on an organization has been appropriately estimated in terms of probability

and consequence. Humphreys et al. (1998) states that the evaluation of

risks makes it possible to distinguish between risks that are tolerable and

intolerable. A more formal means of evaluating risks is by utilizing a risk

matrix. Risk matrices enable the prioritization of risks from those that are

most critical to those that are least critical. This prioritization is based on

the value of the assets, the level to which each threat presents a danger and

the level to which an organization is vulnerable to those threats.

Humphreys et al. (1998) describes the implementation of risk matrices

in detail. Firstly, the value of each asset, the level of danger the threats

pose to that asset and the level of vulnerability of the particular organiza-

tion to the corresponding threat are plotted on the matrix. This gives an

indication of the criticality of each individual risk. Once this criticality has

been established, these risks can then be prioritized in list form based on

the readings from the risk matrix. It becomes evident which risks an orga-

nization needs to pay considerable attention too, which ones they need to

mildly consider and those they can disregard. It is not evident what an or-

ganization should consider as a tolerable risk and it is ultimately a decision

for the organization itself. This was previously defined as the risk appetite

of an organization which is unique to each organization based on their secu-

rity needs. Strutt (1993) claims that the acceptance and tolerability of risks

depends significantly on the beliefs, feelings and judgments of those involved

in the risk assessment. Besides personal choice though, the acceptance of

the consequences of particular risks should be made on a practical basis. As

mentioned before it is more beneficial to implement risk-reducing measures

only if the costs of their implementation are less than the benefits gained

from their implementation.
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An organization has a list of risks ranked in order of severity once a

Risk Analysis exercise has been successfully completed. Risk Analysis has

facilitated Risk Management by providing the information that enables the

selection of appropriate security controls. It is possible to reduce the prob-

ability of a risk resulting in negative consequences but, it is important to

remember it is not possible to completely remove a risk. There will be some

residual risk that remains (Humphreys et al., 1998), even after precautionary

measures have has been taken to adequately address such risks.

The type of information that a Risk Analysis produces may vary slightly

depending on the type of assets and threats that are identified. This is be-

cause it is difficult to quantify the risks that affect intangible assets rather

than those affecting tangible assets. Risk Analysis may be conducted by

means of applying either quantitative or qualitative approaches or a combi-

nation of both.

Quantitative Risk Analysis

Bandyopadhyay et al. (1999) describes quantitative Risk Analysis as “based

on expected value analysis, i.e. they assign dollar values to the various risks

using probability theory”. This “dollar value” refers to any currency rele-

vant to a specific organization. Quantitative Risk Analysis can be conducted

by calculating Annual Loss Expectancy (ALE), implementing the Livermore

Risk Analysis Methodology (LRAM) for example. Livermore Risk Analysis

Methodology (LRAM) will be discussed in greater detail to illustrate how

a quantitative approach can be applied to facilitate IT Risk Management.

The quantification of risk is not exact because there may be insufficient in-

formation available concerning the potential hazards that computer systems

face (Turn, 1986). Those involved in analyzing any associated risks are re-

quired to speculate the effects of potential risks based on their own beliefs

and opinions (Turn, 1986). Hence, quantitative Risk Analysis may contain

an element of subjectivity.

Qualitative Risk Analysis

The process of qualitative Risk Analysis categorizes risks on a descriptive

level using words i.e “Low” to “Medium” to “High” (Blakley et al., 2001).
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A Risk Management approach relying on qualitative Risk Analysis tech-

niques includes the CCTA’s Risk Analysis and Management Methodology

(CRAMM). This approach makes use of survey questionnaires and fuzzy

logic to identify and assess risks. CRAMM will be discussed in more detail to

illustrate how qualitative Risk Analysis methods facilitate IT Risk Manage-

ment. Qualitative Risk Analysis attempts to formalize the subjective values

placed on intangible assets and alleviate the mistaken sense of accuracy aris-

ing from quantitative Risk Analysis exercises (Gerber & von Solms, 2001).

This is achieved using lookup tables that provide impact values based on

the likelihood of threat occurrence (Gerber & von Solms, 2001). Qualitative

Risk Analysis is to an extent limited by a lack of high-quality information

required to sufficiently manage risks (Blakley et al., 2001). Therefore, it can

be considered quite subjective.

The results of a Risk Analysis exercise, whether quantitative or qualita-

tive, are all the same i.e. a list of risks prioritized in order of their criticality

to an organization which can be appropriately dealt with through some IT

Risk Management strategy. It can be a lengthy and time consuming task to

conduct a Risk Analysis and Risk Management activity and these processes

are often aided by automation. This helps risk managers conduct risk as-

sessments and execute Risk Management activities with greater ease. These

automated approaches to Risk Management are called Risk Management

Software Packages. The National Institute of Standards and Technology

(NIST) together with the National Computer Security Center (NCSC) have

published the Risk Management Research Laboratory Overview (2003). This

overview evaluates several Risk Management packages with the intention of

undertaking research in Risk Management techniques and methodologies to

outline the attributes and potential of such techniques. It is apparent that

many of these packages use databases listing possible security controls , and

those containing lists of threats and security incidents. These packages in-

clude data collection facilities in the form of questionnaires and surveys that

assist in the generation of accurate results. Reporting facilities and graphical

representations of output results are available. Most of these packages utilize

either qualitative or a combination of qualitative and quantitative techniques.

One drawback is the level of expertise required to complete the process ef-

fectively. However, to provide a general idea on how these packages may be
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implemented to analyze risks and recommend security controls, several of the

techniques will be discussed.

3.4 Information Technology Risk Management

in Practice

There exist many ways in which various Risk Analysis and Risk Manage-

ment strategies may be implemented through the application of quantitative

and qualitative techniques. Two of these techniques were mentioned earlier,

Livermore Risk Analysis Methodology (LRAM) and the CCTA’s Risk Anal-

ysis and Management Methodology (CRAMM) and will be discussed in more

detail.

3.4.1 Livermore Risk Analysis Methodology (LRAM)

Livermore Risk Analysis Methodology (LRAM) is an example of an IT Risk

Management methodology employing quantitative Risk Analysis. The Risk

Management Research Laboratory Overview (2003) describes LRAM as hav-

ing two main objectives. These include identifying critical risks organiza-

tional risks and establishing the feasibility of currently implemented security

safeguards and future ones. LRAM consists of three phases namely:

• Defining the scope of the exercise and establishing the resource and

workforce requirements;

• Identifying assets, threats and the resulting risks as well as possible

controls to reduce these risks;

• Prioritizing and selecting security safeguards based on a cost-benefit

analysis.

Baskerville (1993) states that LRAM employs three specific metrics to

fulfill its intended purpose. These include maximum potential loss (MPL)

values that assist in the establishment of threat consequences. Secondly, loss

potential indicator (LPI) values that are products of MPLs and quantifica-

tions of the possibility of safeguard failure, are used to establish the severity
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of risks that could be detrimental to an organization’s survival. Finally, cost-

benefit ratios (CBR) are calculated as products of LPIs and threat frequen-

cies and are used to determine the viability of new security safeguards. Such

quantitative methods have declined in popularity due to their inflexibility

and diminishing capability in achieving reasonable results. This is because

it has become progressively more difficult to quantify the exact values of

the tangible and intangible assets of an organization accurately. Qualitative

methodologies for IT Risk Management were developed to formalize esti-

mated assets values and the assumed criticality of potential IT-related risks.

However, due to the inability to assign values to certain assets accurately

such values may be assumed to hold some level of subjectivity.

3.4.2 The CCTA’s Risk Analysis and Management Method-

ology (CRAMM)

The CCTA’s Risk Analysis and Management Methodology (CRAMM) is

a Risk Analysis and management methodology accepted by the UK gov-

ernment’s Central Computer and Telecommunications Agency (CCTA). It

employs Risk Analysis in a qualitative sense to assess and aid managing

IT-related risks. A CRAMM review consists of three stages. These include:

• Identification and valuation of assets;

• Identification of threats and vulnerabilities and the calculation of risks;

• Identification and prioritization of security countermeasures.

The identification and valuation of assets is achieved by conducting inter-

views with data owners. They are asked to qualitatively estimate the values

of assets by attempting to speculate on the potential impacts of associated

threats. The identification of threats and vulnerabilities and the calculation

of risks is the next stage. During this phase of a CRAMM review the poten-

tial likelihood of the occurrence of particular threats are determined based

on any identified vulnerabilities that expose the assets. CRAMM achieves

this by employing lookup tables for threat/asset groups and threat/impact

combinations (Yazar, 2002). The risks affecting these assets can be appropri-

ately analyzed once identified threats and vulnerabilities of assets have been
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assessed. This is achieved employing a risk matrix with predefined values

used to compare asset values against the identified and estimated threats

and vulnerabilities (Yazar, 2002). The CRAMM software generates reports

that highlight threat and vulnerability levels, based on the information pro-

duced by the identification of risks, to aid its final stage. This information is

used by the CRAMM system to recommend the necessary countermeasures

that will best address the identified risks. Additional reports are produced

highlighting the most appropriate security controls along with the viability

of implementing them in terms of there necessity and cost (Yazar, 2002).

A CRAMM review provides an organization with an effective means of ad-

dressing IT-related risks. CRAMM does have some disadvantages. Firstly, it

requires analyst expertise and can only be used by personnel with CRAMM

experience. Another disadvantage is that the more detailed analysis of high

risk assets can be lengthy, lasting up to several months (Gamma Secure Sys-

tems Limited, 1997).

It is important that an organization identifies its methods of implementing

IT Risk Management to mitigate the risks associated with IT dependence.

The final result is that the most pertinent aspects of organizational IT-related

risks will be brought under control. It is necessary to stress the importance of

implementing IT Risk Management to demonstrate its usefulness for reducing

IT-related risks to an acceptable level and ensuring that the organization is

appropriately upholding shareholder expectations.

3.5 The Importance of Information Technol-

ogy Risk Management

Many organizations attempt to address the risks resulting from IT depen-

dence. It is important that they employ well-structured Risk Management

methodologies to get reap the benefits of their IT Risk Management activi-

ties, therefore, the necessity of IT Risk Management should be discussed.
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3.5.1 The Necessity of Information Technology Risk

Management

The management of the security of organizational computer systems is an im-

portant function (Whitson, 2003). There are new threats that are constantly

becoming apparent and activities such as policy development, intrusion de-

tection, monitoring, patching software and updating firewall rules prove to

be an ongoing concern (Whitson, 2003). An effective approach to IT Risk

Management however, can greatly facilitate the execution of these activities

by providing the correct information about which important risks need to be

addressed and thus ensuring that the correct controls are implemented. Ac-

cording to Kontio, Getto, and Landes (1998) major problem that currently

exists is that not many organizations are implementing efficient and accepted

Risk Management methodologies. The personnel involved in analyzing and

controlling risks rely on their own intuition instead of attempting to manage

risks by some structured and consistent methodology (Kontio et al., 1998).

Kontio et al. (1998) suggests that “leaving Risk Management up to intuition

and initiative may sometimes work but is a poor substitute for a systematic,

professional and consistent approach for Risk Management”. A sound and

efficient approach to Risk Management provides a solid basis for identifying

and controlling organizational IT-related risks. This is important because

senior management must authorize their IT systems prior to their operation

(National Institute of Standards and Technology, 2001). They are responsible

for protecting the organization’s IT assets and the mission of the organiza-

tion (National Institute of Standards and Technology, 2001). The failure to

adequately fulfill this responsibility could lead to negative consequences in-

cluding the tarnishing of the corporate reputation and the loss of consumer

and investor trust. It is imperative that senior management make every ef-

fort to ensure that all significant risks are identified and are fully addressed

and identify other controls that may be needed to reduce IT-related risks

(National Institute of Standards and Technology, 2001). It is important that

residual risks are reduced to an acceptable level before the IT systems are

authorized for operation otherwise the Risk Management process should be

reiterated until this residual risk is at an acceptable level (National Institute

of Standards and Technology, 2001).
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The implementation of IT Risk Management in a structured and appro-

priate manner ensures the best security controls will be implemented. Some

benefits of correct control selection include removing various vulnerabilities

of the IT systems, introducing a target control to mitigate the potential and

driving force behind a threat as well as mitigating the enormity of the impact

of particular risks (National Institute of Standards and Technology, 2001).

3.6 Conclusion

The importance of IT Risk Analysis and Risk Management are best demon-

strated when considering the vast implementation of IT in an organization

to facilitate the execution of business functions and providing competitive

edge. The risks associated with IT will always be present and according to

Bandyopadhyay et al. (1999) will only increase with dependence on IT. It

would be impractical to believe that risk can be completely removed. The

current business environment is all about how effectively risks are identified

and managed. IT Risk Management should be a continuous process. This

is important because the asset that is most at risk because of current or-

ganizational IT dependence is business information. IT enables competitive

advantage through the effective use of business information resources. The

use of IT has, however, exposed business information to numerous risks. It

is essential that an organization make every effort to secure its business in-

formation. IT Risk Management has a role to play in this regard because

it fits into the bigger framework of Information Security. Information Secu-

rity ensures the proper protection of business information assets through the

implementation of Information Security Management (ISM). The following

chapter explores Information Security and Information Security Management

to illustrate how information-related risks should be controlled.
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4.1 Introduction

Business information plays a critical role in enabling most organizations to be

successful and formidable industry competitors. IT greatly facilitates them

in achieving this goal but exposes their information to a great variety of risks.

IT Risk Management aims to mitigate these IT-related risks. However, this

alone is not sufficient as the scope of business information risk is far wider

that IT. Information Security aims to address the full scope of business infor-

mation risks, through the effective implementation of Information Security

Management. This chapter aims to motivate the importance of Information

Security Management as the means by which business information risks are

comprehensively addressed. The importance of business information is ad-

dressed and its scope and characteristics are defined. Business information

risk, which involves more than IT-related risks, is discussed and he sources

of such risks are noted. Information Security and Information Security Man-

agement are discussed to motivate their importance in terms of addressing

the full scope of information-related risks.

4.2 Business Information

Business information is an important asset and exists in more than electronic

form in most organizations. Business information is exposed to more than

the technology that is used to transmit, store and process it. Therefore,

it is necessary to define exactly what business information is and define its

true scope. It is important to highlight some fundamental characteristics

of business information and its importance as a corporate asset should be

stressed.

4.2.1 Business Information Defined?

Information can be classified as some form of knowledge that is exchanged,

and is represented by some particular type of data (OASIS, 2002). Nor-

mally, the everyday operations of most organizations involve dealing with a

significant amount of business information. This business information is rep-

resented as anything from prospective business plans, financial records, cus-

tomer lists and account details or contracts with business partners (Entrust,
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2004a). Operational and support procedures and continuity plans are more

examples (Humphreys et al., 1998) and market-related information about

organizational products and services. These types of information can exist

in a multitude of forms. Some examples include information stored on com-

puters, in databases and data files, electronically conveyed through networks,

email messages and web pages, stored paper documents, other printed, faxed

or written paper documents, stored on tapes, CDs, DVDs and other disks

or even conveyed by word of mouth through conversations and the use of

mobile devices (Humphreys et al., 1998).

There are many threats that put business information at risk irrespective

of what type of information is stored or communicated and the medium by

which it is stored (Gordon, 2002). Information is exposed to these threats

while it is exchanged and utilized during the daily business operations of

an organization. Thus, to protect information effectively it is necessary to

demonstrate its true scope.

4.2.2 The Scope of Business Information

Information Technology can play a major role in processing, transmitting

and storing information. The development of private networks and the

widespread use of the Internet help organizations to perform business trans-

actions with customers, suppliers and business partners more efficiently (En-

trust, 2004a). This has enabled organizations to extend their reach to provide

services and collaborate with business partners in outlying markets.

Information Technology has benefited organizational personnel because

the implementation of networks has enabled them to gain access to real-

time information and computer applications that enable them to complete

their daily business activities successfully (Entrust, 2004a). The utilization

of technologies has helped satisfy the needs of the majority of organizational

stakeholders who may require convenient access to information and business

services. An organization should be able to deliver this if it wishes to remain a

competitive force in industry. Such a situation requires that an organization

share its business information resources more openly with its stakeholders,

who may be distantly located.

The following scenario acts as an example. A retail store needs to re-

plenish stock and purchases goods from one of its suppliers. This forms
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part of its common business activities and requires that a certain amount

of information is exchanged or “shared” between the two relevant parties

involved in the transaction. This activity can be accomplished through an

automated supply chain, like that of Wal-Mart. The company uses its exist-

ing Internet line to set up a connection between its own accounting system

and that of the supplier (Carlton Collins, 2003). For the transaction to be

completed successfully the two accounting systems must be able to commu-

nicate and exchange the relevant information required to purchase the goods

from that supplier (Carlton Collins, 2003). This is accomplished by placing a

purchase order through their accounting system with their supplier. The pur-

chase would disclose information like company name and address, shipping

address, terms, shipping method and detailed information about the stock

being ordered (Carlton Collins, 2003). The purchase order is electronically

submitted and captured into the accounting system of the supplier (Carlton

Collins, 2003).

The accuracy of the information submitted via the purchase order is im-

portant, however, throughout such a business activity this information may

fall susceptible to numerous risks. There is the possibility that a hardware or

software failure may prevent the purchase order from reaching its intended

destination or be corrupted in some way. Furthermore, through electronic

transmission, the information may be intercepted by some unauthorized indi-

vidual such as a hacker. The various business processes applied to process the

information in the purchase order and successfully complete the transaction

can present risks. This demonstrates that important business information is

exposed to more than technology and the risks associated with its electronic

storage, processing and transmission while an organization undertakes its

various business activities.

Information is exposed primarily to three fundamental elements namely:

people, processes and technology (ISO/IEC 17799, 2005). Nowadays, each

of these elements plays an essential role in facilitating an organization in ex-

ecuting its key business operations. Therefore, the presence of information

in any business operation does not mean that it is exposed to only a technol-

ogy element. The scope of business information, from a risk point of view,

includes consideration for the people and processes and technology that it

comes into contact with.
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Information needs to be protected from the various risks that each of

these elements present for it to remain useful to an organization in its busi-

ness operations. This protection involves preserving several fundamental

characteristics that enables such information to retain its value to the orga-

nization.

4.2.3 The Characteristics of Business Information

Information plays a major role in supporting normal business operations in

most organizations. It comes into contact with various people, process and

technology elements during these business operations. These elements form

an essential component of most business operations and have great potential

to pose considerable amounts of risk to the business information. Therefore,

to ensure that business information provides valuable support continuously

through its effective use, it was stated that several key information char-

acteristics require preservation. These include confidentiality, integrity and

availability (ISO/IEC 17799, 2005).

Confidentiality

Humphreys et al. (1998) assert that maintaining confidentiality involves “pro-

tecting sensitive information from unauthorized disclosure or intelligible in-

terception”. Therefore, to preserve the confidentiality of information it must

be kept secret. Sensitive business information should not be made freely

available to whoever wants to gain access to it. Only those parties who have

been given authorization to access this information should be allowed to do

so. This includes a specific organization, a department within an organization

or even a particular individual (Thomson & von Solms, 2003). Thomson and

von Solms (2003) state that the confidentiality of information is preserved

by applying either one of two approaches but preferably both. These include

restricting access to confidential information or encrypting it.

Integrity

The preservation of the integrity of business information involves ensuring

that its correctness and comprehensiveness is maintained (Humphreys et al.,

1998). Information integrity is important because information plays a ma-
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jor role in the decision making process (Ritchie & Brindley, 2001). Cor-

porate executives risk making misguided business decisions if information

is not accurate or complete. Ultimately these decisions could lead to un-

wanted situations in an organization, which could have been prevented. A

breach of integrity may result from the intentional modification of informa-

tion by unauthorized or unlawful parties. Integrity can be breached through

unintentional modification while information is being stored, processed or

transmitted (Thomson & von Solms, 2003).

Availability

The preservation of the availability of business information requires it to be

made accessible for use, by those parties who need it, at the time when they

need it. Ensuring availability is important because without timely infor-

mation an organization would be incapable of continuing normal operations

(Gerber & von Solms, 2001). This is because having the correct information

at the right time enables management to make well-timed business decisions

allowing an organization to gain a competitive advantage over competitors

(Gerber & von Solms, 2001). One of the most common ways in which avail-

ability is compromised is through a denial-of-service (DoS) attack. During a

DoS attack an information system is typically flooded with a large amount of

information requests, which cannot be handled by the system, and it either

slows down or malfunctions, making the information unavailable (Whitman

& Mattord, 2003a).

The preservation of the characteristics of business information ensures

that such information remains useful to an organization and its stakeholders.

It is necessary to address the importance of business information retaining

its value to clearly stress this point.

4.2.4 The Importance of Business Information

Towards the late nineties there was a growing perception that information

can be viewed as an important resource and even as a commodity (Busch-

Vishniac, 2001). Customers and suppliers wish to remain confident organi-

zational honesty, ability to deliver, motivation to offer services and status

in terms of financial stability (Thomson & von Solms, 2003). These stake-
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holders wish to acquire products and services that are founded on a basis

of trust (Busch-Vishniac, 2001). These products include information which

is viewed as a commodity (Thomson & von Solms, 2003). Information is so

important that some, including Halliday, Badenhorst, and von Solms (1996)

state that “information has become the key resource and even the life blood

of many organizations”. Eloff, Labuschagne, and Badenhorst (1993) state

that “information is the glue that holds an organization together and allows

all other resources to be managed”.

Information plays an integral role in how organizations conduct their

daily business activities (Gerber & von Solms, 2005). The vast integration

of IT, and use of computer networks and the Internet in business today,

have enabled electronic commerce which has become a fundamental tool for

enabling corporate survival and growth (Jung, Han, & Suh, 1999). This is

because information is constantly shared between parties conducting business

through electronic commerce-based transactions. Therefore, modern society

is said to be mainly driven by information (URN 99/704 (NEW), 1999).

The proficient use of information has the ability to facilitate an organiza-

tion in achieving competitive advantage. This helps produce business value

and adequately fulfill shareholder and investor expectations.. The informa-

tion provided to top executives guides them in making the numerous critical

business decisions that form part of their daily responsibilities. Important

business decisions can impact organizational strategy and should be based

on information that is confidential, accurate and timely. If any of these char-

acteristics have been compromised, the resultantly ill-advised decisions of

Executive Management may have a negative impact on the business. Some

negative effects include financial loss and the tarnishing of the corporate rep-

utation (Entrust, 2004a). These consequences can serve as a mechanism to

dissuade further investment. Incidents like these hint at the value and im-

portance that should be attached to business information resources. It is

important to understand business information risk to preserve the character-

istics of business information by protecting it from these risks.
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4.3 Business Information Risk

It is necessary to define what business information risks are and establish

their sources.

4.3.1 Defining Business Information Risks

In the current business environment, for organizations to grow and continue

to maintain a competitive advantage, they need to provide greater access

to their information resources and business services (Entrust, 2004a). An

example of this includes providing personnel with real-time access to com-

puter applications and business information to increase productivity (En-

trust, 2004a). Other examples include computerizing key business processes

and business transactions with suppliers over the Internet to increase speed

and cost savings, and facilitating customers in performing online transac-

tions. This assists in enhancing customer service and increasing brand loy-

alty and revenues (Entrust, 2004a). All these activities require that vast

amounts of information, which may be confidential, is shared. Such wide

and open access to information and business services has the potential to

create significant amounts of business information risk.

It becomes imperative that all business information risks are addressed

when considering the fast rate of technological development and innovation

that continuously makes conducting business much easier. Wills (1999) mo-

tivates that “the information society of the future will just not work if the

information we rely on - the lifeblood of the business - is not secured”. There-

fore, it is important to understand and define where business information

risks may stem from so that they may be addressed.

The risks that impact on information assets are categorized into two

groups (Entrust, 2004a). The first group includes risks which have the poten-

tial to negatively impact on business information from outside the organiza-

tion. The second group includes risks which jeopardize business information

from inside the organization. However, irrespective of where the business in-

formation risks occur the fact remains that the risks in each of these groups

present challenge to providing adequate protection for business information

(Entrust, 2004a). For organizations to provide an adequate level of protec-

tion for their business information assets, it is important that they identify
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the various internal and external risks.

4.3.2 Sources of Information Risk

There are many sources from which business information risks may arise

both internally and externally to an organization. The risks from external

sources may arise as a result of its industry competitors or hackers (Entrust,

2004b). Hackers use their knowledge of IT to commit fraud and attempt

to illegally gain access to confidential information by bypassing the security

controls put in place to protect it (Whitman & Mattord, 2003a). Internal

sources of risks may arise as a result of inquisitive or discontented personnel

or contractors (Entrust, 2004b). These persons may feel that they have been

treated unfairly by a particular organization and seek to illegally gain revenge

by causing some kind of damage.

It was mentioned in the previous chapter that there are three main sources

of threats that may present risks to information. These are natural, human

and technical or IT-related threats that cause risks. IT risks are important

because IT is widely used to facilitate the use of information. Smith (1989)

states that computers and related technologies form the “information back-

bone” of most organizations operating in the world today. However, the risks

that arise from human sources seem to be the most frequent and damaging

to business information assets. Some concerns relating to human risks in-

volve the theft, modification, interception, and distribution of sensitive and

private data and fraud (Entrust, 2004b). Such risks can result in damage

to the corporate reputation of an organization and even cause a degree of

financial loss (Entrust, 2004b).

All these risks ultimately seek to compromise the confidentiality, integrity

and availability of business information. The quantification of the risk of data

theft, according to Entrust (2004b), reveals that breaches of confidentiality

result in disruptions over a lengthy time period, lasting longer than a month

in some cases. Furthermore, the recovery from and investigation into such

breaches involve considerable staff time generally around 10-20 days and

requires significant financial resources (Entrust, 2004b).

The ensuring of the security of sensitive business information can be a

significant challenge because information can be stored in different locations

like files and folders on computer desktops, in laptop computers, and on
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servers (Entrust, 2004b). Information may be duplicated and transferred

between locations, whether these locations are within an organization or

between the organization and other stakeholders such as customers, business

partners or regulatory authorities (Entrust, 2004b).

Information Technology Risk Management efforts play a major role in ad-

dressing the IT-related risks that business information is exposed to. How-

ever, because the scope of business information is far wider than IT and

the risks that affect it arise from human, natural and IT sources, IT Risk

Management alone is not comprehensive enough to ensure that all areas of

information risk are mitigated. Therefore, it is essential that organizations

attempt to address all aspects of business information risk through the pro-

cess of Information Security.

4.4 Information Security

Information Security is a fundamental organizational responsibility required

to comprehensively secure vital business information assets. Thus, Informa-

tion Security should be defined and its importance accurately stressed.

4.4.1 Information Security Defined

Humphreys et al. (1998) state that the principle function of Information Se-

curity is to maintain business continuity and reduce the consequences that

cause harm to an organization by stopping or mitigating the influence of In-

formation Security breaches. Information Security is the activity that aims

to protect information from a broad spectrum of risks to optimize Return on

Investment (ROI) and business opportunities (ISO/IEC 17799, 2005). Infor-

mation Security aims to preserve the confidentiality, integrity and availability

of business information to achieve this. These characteristics are preserved

through the application of an appropriate set of security controls.

Security controls can include, as the IT Governance Institute (2005e)

states, “a layered series of technological and non-technological safeguards

such as physical security measures, background checks, user identifiers, pass-

words, smart cards, biometrics and properly implemented and managed fire-

walls”. Security controls also include policies, practices, procedures, orga-

nizational structures, software and hardware operations (ISO/IEC 17799,
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2005). Whitman and Mattord (2003b) maintain that security awareness,

training and education are important to ensure that business information as-

sets are adequately secured. All organizations should implement a range of

security controls that aim to satisfy their Information Security requirements.

There are essentially three high-level Information Security requirements

common to most organizations. These specifically include: first, the require-

ments to protect the IT infrastructure; second, the business requirements for

Information Security, which depend on factors such as organizational size and

the type of business the organization conducts, that need to be considered

to preserve the confidentiality, integrity and availability of business infor-

mation; and third, any legal, regulatory or statutory requirements related

to the protection of information (ISO/IEC 17799, 2005). These legal and

regulatory aspects of Information Security will be discussed in subsequent

chapters. These requirements with the guidance of industry best practices

and well-regarded security standards, such as ISO/IEC 17799 (2005), help

an organization establish a foundation for an effective approach to Informa-

tion Security. Information Security standards and best practices, such as

ISO/IEC 17799, will be discussed later in this chapter.

Information Security needs to be an ongoing and repetitive exercise to

ensure that an organization continues to fulfill its Information Security re-

quirements. The IT Governance Institute (2005e) states that “in the ever-

changing technological environment, security that is state-of-the-art today is

often obsolete tomorrow. Security must keep pace with these changes. Secu-

rity must be dealt with in a proactive and timely manner to be effective”.

The objective of Information Security involves preserving the confidential-

ity, integrity and availability of information by applying an appropriate set of

security controls that aim to fulfill the Information Security requirements of

an organization. These requirements involve a lot more than merely consider-

ing IT-related issues. IT Risk Management plays a role in Information Secu-

rity but only fulfills part of the Information Security needs. Since information

security has been defined as the process through which all information-related

risks are addressed it is necessary to discuss why it this is so important.
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4.4.2 The Importance of Information Security

Information Security is important, not for its own sake, but for the influence

it could have on an organization because there is a ROI that can be gained by

successfully implementing Information Security (Deloitte and Touche, 2002).

Information is viewed as one of the last remaining competitive advan-

tages that organizations can utilize (Thomson & von Solms, 2003). If infor-

mation is not exploited responsibly the consequences involve the tarnishing

of the corporate reputation or ultimately even its demise (Msomi, 1999).

Preserving the confidentiality, integrity and availability of business informa-

tion through sound Information Security efforts is important to sustain com-

petitive edge, cash-flow, profitability, legal compliance and corporate image

(ISO/IEC 17799, 2005).

It is important to protect information systems, which play a major role in

managing business information assets to secure information effectively. Their

effective use can lead to numerous direct and indirect benefits, such as those

mentioned above (Williams, 2001). Conversely, these information systems,

if not appropriately protected, can also generate many direct and indirect

risks (Williams, 2001). Such risks have the ability to cause a gap between

the amount of security that is employed and the actual need to protect in-

formation systems and information (Williams, 2001). The IT Governance

Institute (2005e) lists several factors that cause such a gap. These include:

• The enterprise-wide implementation of technology;

• The interconnectivity of information systems;

• The bypassing of constraints such as distance, time, and space;

• An unevenness of technological innovation and change;

• The decentralization of management and control;

• The allure of carrying out unconventional cyber attacks against orga-

nizations;

• External considerations like legal, regulatory or even legislative require-

ments and advances in technology.
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The interconnecting of public and private networks and the sharing of

sensitive business information can make access control difficult (ISO/IEC

17799, 2005). This is because the progression towards networked computing

has undermined the usefulness of centralized, professional control (ISO/IEC

17799, 2005). This has highlighted the need for effective Information Secu-

rity which should be implemented at every point in a distributed computing

environment. Advances in technology, such as the development of public

and private networks, have the potential to improve key business operations,

therefore, enhanced and well developed Information Security efforts help gen-

erate business value (ISO/IEC 17799, 2005). The generation of business value

is achieved through Information Security that contributes towards dealings

with business partners, closer customer relationships, better competitive ad-

vantage and a stable corporate reputation (ISO/IEC 17799, 2005).

Traditionally, information systems have not been designed with security

in mind (ISO/IEC 17799, 2005). The Information Security efforts that are

implemented via technical measures are limited in scope and should be sus-

tained by appropriate management and procedures (ISO/IEC 17799, 2005).

Scant consideration for Information Security in systems design means that

effective Information Security efforts are critical. A lack of security will af-

fect the ability of the organization to reach its full potential in terms of

business success and could cause it to experience the consequences of legal

or regulatory non-compliance.

All types of organizations, big or small, from global enterprises to the

smallest Small to Medium Sized Enterprises (SME’s), are susceptible to

the security risks associated with business information (Humphreys et al.,

1998). The identification and implementation of appropriate security con-

trols through effective Information Security is essential. Prompt attention to

protecting business information will reduce the costs and increase the effi-

ciency of Information Security efforts (Humphreys et al., 1998). Information

Security implemented in this way, will add to the development of new and

easier means of handling online business transactions and building trusting

stakeholder relationships. There are several key risk areas that an organi-

zation needs to consider to implement Information Security appropriately

and create a trusting environment between itself and its stakeholders. The

IT Governance Institute (2005e) states that such areas of risk could have a
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considerable influence on business operations and include:

• Heightened requirements for availability and robustness;

• Increasing possibilities for the unethical exploitation of information sys-

tems which has an impact on privacy;

• Outside threats from hackers, which may result in denial-of-service or

even virus attacks, extortion and the unethical dissemination of sensi-

tive business information.

All these risks demonstrate the need for proper Information Security ef-

forts. These are put into practice through the process of Information Security

Management (ISM).

4.5 Information Security Management

Information Security Management is the process that exemplifies the im-

plementation of Information Security. There is a need to define what In-

formation Security Management is and explain how it can be implemented.

What the process of Information Security Management entails should also

be illustrated.

4.5.1 Information Security Management Defined

Information Security Management is the process of carrying out various ac-

tivities that facilitate the preservation of business information. It is an ex-

pression of Information Security objectives that aim to fulfill the Information

Security requirements of an organization. These security objectives are com-

municated through the Corporate Information Security Policy (CISP). Infor-

mation Security Management involves implementing security measures that

exemplify the instructions contained in the CISP, various security procedures

and other security programs (Whitman & Mattord, 2003a). The CISP will

be discussed in subsequent chapters.

Repetition and review are key features of the Information Security func-

tion. Information Security Management is a continuous process and requires

constant review and adjustment to keep it abreast with the latest technolog-

ical developments and their associated risks (Whitman & Mattord, 2003a).
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According to Whitman and Mattord (2003a) Information Security Man-

agement can consist six consecutive phases. These include investigation,

analysis, logical design, physical design, implementation and maintenance

and change.

During the investigation phase the various costs of implementing a

security program are estimated and all the available resources of the organi-

zation are evaluated (Whitman & Mattord, 2003a). This helps to assess the

feasibility of the project and enables an organization to plot the scope of their

Information Security Management program. An additional feature of the in-

vestigation phase involves setting the Information Security goals which are

recorded in the corporate information security policy (Whitman & Mattord,

2003a).

The analysis phase commences next and entails an investigation of the

effectiveness of existing Information Security policies and security programs.

Other typical activities carried out include an assessment of threats and the

effectiveness of implemented security controls (Whitman & Mattord, 2003a).

An organization conducts a Risk Analysis exercise during this phase to iden-

tify, estimate and evaluate its Information Security risks (Whitman & Mat-

tord, 2003a). This helps the organization to identify its Information Security

requirements, which include consideration for its business needs for security,

IT infrastructure-related requirements and legal issues.

The logical design phase follows the analysis phase. During this phase

an organization establishes whether or not it should continue to implement

the security project on its own or decide to outsource to external consultants

and security experts. Typical activities characteristic of the logical design

phase include the development of the Information Security “blue print” and

incident response planning to help mitigate and remediate potential disasters

(Whitman & Mattord, 2003a).

The physical design phase commences next and during this phase the

various technologies needed to support the Information Security “blue print”

are selected for implementationa. Additionally, the physical security mea-

sures required to sustain the selected technological solutions are designed

and the entire security project is reviewed and approved (Whitman & Mat-

tord, 2003a).

Once the Information Security project has been designed and the appro-
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priate means are selected to implement the project, the implementation

phase commences. During this phase an organization either purchases or

develops the elements required to implement security based on the estab-

lished security “blue print” (Whitman & Mattord, 2003a). Once this phase

nears its completion the security solution is presented to management who

are required to finally approve it (Whitman & Mattord, 2003a).

This final phase is maintenance and change. During this phase an

organization continuously monitors, tests, adjusts, updates and repairs its

Information Security Management System (Whitman & Mattord, 2003a).

This enables the organization to remain up-to-date with the latest security

risks that result from the constantly changing business environment in which

it operates.

The primary intention of an Information Security Management program is

to identify threats and create and implement security controls that counteract

those threats (Whitman & Mattord, 2003a). An organization needs to ensure

that it has sufficient guidance about how Information Security should be

managed and implemented to accomplish this effectively.

4.5.2 The Implementation of Information Security Man-

agement

The National Security Telecommunications and Information Systems Secu-

rity Committee document title the National Training Standard for Infor-

mation Security Professionals NSTISSI No. 4011 portrays an all-inclusive

model for Information Security (Whitman & Mattord, 2003a). This model,

more commonly known as the NSTISSC model, is growing in importance to

become the evaluation standard for information systems security (Whitman

& Mattord, 2003a). It presents three dimensions that can be considered

equally important when securing both information and information systems

effectively.

The first dimension of the model represents the confidentiality, integrity

and availability of information. The second dimension represents the states

of information i.e. whether it is in storage, processing or transmission. The

third dimension represents three key controls required to secure information,

namely, policy, education and technology. These dimensions are mapped out



4.5. INFORMATION SECURITY MANAGEMENT 81

against one another, resulting in a 3 x 3 x 3 cube with 27 cells characteriz-

ing the various aspects that need to be addressed to secure information and

information systems successfully (Whitman & Mattord, 2003a). Whitman

and Mattord (2003a) illustrate that an intersection between the technology,

integrity, and storage aspects, for example, demonstrates the need for a tech-

nological security control that preserves the integrity of business information

whilst it is in storage. All organizations should attempt to satisfy the criteria

in these cells to a level that is acceptable to them. This ensures that their

security efforts are at a standard that portrays them as trustworthy business

partners.

Organizations need guidance about which controls are the most effective

to gain assurance that they have addressed all aspects of security presented

in the NSTISSC model to achieve this. They should use accepted industry

standards and codes of practice that recommend proven Information Security

controls and adequately address Information Security. Information Security

standards and codes of practice are important because they are used to pro-

mote global Information Security principles and nurture trusting relation-

ships between an organization and its stakeholders (Gerber & von Solms,

2001). ISO/IEC 17799 is an example of a standard that offers guidance

on how to approach Information Security through means proven to work in

many organizations. ISO/IEC 17799 is only one approach to Information

Security Management and there are several others that can be implemented.

ISO/IEC 17799 serves as a starting point for organizations to begin an effec-

tive Information Security Management strategy (ISO/IEC 17799, 2005).

ISO/IEC 17799, was compiled by the Joint Technical Committee ISO/IEC

JTC 1, Information Technology, Subcommittee SC 27, IT Security Tech-

niques (ISO/IEC 17799, 2005). ISO/IEC 17799 “sets out guidelines and

general principles for initiating, implementing, maintaining, and improving

information security management in an organization. It contains best prac-

tices regarding control objectives and controls in information security man-

agement” (ISO/IEC 17799, 2005).

ISO/IEC 17799 comprises 11 security control clauses which contain 39

main security categories and one introductory clause presenting risk assess-

ment and management (ISO/IEC 17799, 2005). The various security control

clauses in ISO/IEC 17799 are:
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1. Security policy;

2. Information Security organization;

3. Assets classification and control;

4. Personnel security;

5. Physical and environmental security;

6. Communications and operations management;

7. System access control;

8. Information systems acquirement, development and maintenance;

9. Incident Management;

10. Business continuity planning;

11. Compliance.

The various security controls across these control clauses may, however,

not be suitable for every corporate milieu and should be implemented dis-

cerningly, with respect to local business conditions, which determine security

requirements (ISO/IEC 17799, 2005). It is up to each organization to decide

which security controls they require, based on the level of risk acceptance,

risk treatment alternatives, and the broad Risk Management strategy of the

organization (ISO/IEC 17799, 2005). An initial assessment of the risks an

organization faces, in terms of its business information assets, helps deter-

mine which security controls are the most applicable. ISO/IEC 17799 rec-

ommends ten key security controls considered relevant to every business in

every organizational context (ISO/IEC 17799, 2005). The controls are de-

rived from fundamental requirements, such as those stipulated by legal and

regulatory authorities, or are considered common practice for Information

Security (ISO/IEC 17799, 2005). These ten key security controls are:

1. Protection of data and personal information privacy;

2. Organizational record protection;

3. Intellectual property rights;
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4. Security policy document;

5. Delegation of roles and responsibilities for Information Security;

6. Information Security awareness, training and education;

7. Accurate processing in applications;

8. Vulnerability management;

9. Business continuity planning;

10. Information Security incident management.

A document such as ISO/IEC 7799 enables an organization to promote

itself as a trustworthy business partner, by demonstrating internationally ap-

proved means of addressing the broad spectrum of Information Security risks.

Information Security Management involves numerous activities that help an

organization to apply Information Security effectively, aided by ISO/IEC

17799. Additionally, ISO/IEC 27001 is a specification for an Information

Security Management System that forms the basis for third party audit and

certification defined according to ISO/IEC 17799. It is important to explore

the process that is followed to implement an Information Security Manage-

ment program effectively in more detail.

4.5.3 Information Security Management: The Process

Information Security Management begins with a clear direction. Information

Security standards and codes of practice provide an organization with the as-

surance that it has covered all important aspects of business information risk

in a manner that meets international expectations. These organizations can

then be considered trustworthy business partners. The issuing of a CISP

helps to express the commitment of the organization towards protecting the

confidentiality, integrity and availability of business information. Once the

CISP has been compiled and clearly states their Information Security objec-

tives, various Information Security activities commence to accomplish these

objectives. Some of these activities include an initial assessment of poten-

tial risks to information followed by some Risk Management strategy. This

enables an organization to identify, select and implement an assortment of
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appropriate physical, technical and operational security controls based on

the guidance of standards such as ISO/IEC 17799 and legal and regulatory

requirements. Other activities that are carried out through an Information

Security Management program include staff training in security practices,

testing the security infrastructure, detecting and responding to various secu-

rity incidents and business continuity planning (Entrust, 2004a). Other key

elements are auditing the security function and reporting to Executive Man-

agement on its effectiveness which promote accountability and responsibility

for the broader Information Security function.

Information Security Management is a very important function in any

organization. It is paramount that all organizations attempt to address In-

formation Security in an appropriate manner. This ensures that business

information is adequately preserved and organizations exploit it in a respon-

sible way that produces competitive advantage and satisfies shareholder ex-

pectations.

4.6 Conclusion

Information Security Management is vital to preserve the confidentiality, in-

tegrity and availability of information effectively across the broad spectrum

of information-related risks. This includes consideration for various people,

process and technology elements. Thus, the Information Security Manage-

ment function helps an organization fulfill its necessary Information Security

requirements. This demonstrates that such an organization is able to exploit

information responsibly to create business value and generate shareholder re-

turns and can, furthermore, be considered a trustworthy business partner. It

is the responsibility of the BoD to ensure that the interests of the shareholders

are satisfied. Since the effective use of information is key to creating business

value and generating shareholder returns, Information Security should be a

board-level responsibility. However, currently Information Security seems to

lack board-level attention (Business Software Alliance, 2004). Thus, it should

become an important part of Corporate Governance and a responsibility of

the BoD through sound Information Security Governance efforts.
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5.1 Introduction

Information Security Governance is important to ensure the BoD is involved

in the corporate Information Security function. This ensures that an organi-

zation is able to set an accurate Information Security strategy which can be

exemplified through an effective Information Security Management function

that is aligned with its goals, business objectives and needs for security. This

chapter aims to demonstrate the need for Information Security Governance

(ISG) and proposes a framework to guide the BoD in its organization-wide

implementation. The need for ISG is demonstrated by highlighting several

important concerns about the manner in which the corporate Information Se-

curity function is currently addressed and why there is a need to rethink that

way it is executed. Various important considerations that the BoD should

be aware of in terms of Information Security are discussed to demonstrate

the need for board-level involvement in the corporate Information Security

function. These considerations demonstrate board-level accountability for

Information Security and necessitate the need for ISG. Consequently, ISG is

discussed in detail explaining what it aims to accomplish and why the BoD

should consider it. The framework for ISG is proposed to guide the BoD in

their ISG endeavors and it is justified by demonstrating some of the benefits

of implementing ISG.

5.2 The Current State of Information Secu-

rity

The importance of Information Security as a key business responsibility can-

not be stressed enough. Every organization should attempt to implement

Information Security effectively. The assurance that the corporate Informa-

tion Security function is indeed effective needs to be scrutinized in detail.

Therefore, any problems with Information Security should be elucidated and

the way Information Security is approached needs addressing.
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5.2.1 Problems with Information Security

Fewer than four out of ten consumers trust that most organizations manage

their information in a proper and confidential way, according to a survey

carried out by Gordon and Glickson (2001). This perception could discour-

age investment if appropriate Information Security practices are not imple-

mented. Therefore, implementing appropriate means to protect information

will protect the organization (Gordon & Glickson, 2001).

There needs to be a commitment from everyone in the organization to

fulfill their role in terms of Information Security to protect information ad-

equately. This includes the active engagement of the BoD and senior man-

agement and includes employees at all levels in the organizational structure.

However, a major concern in most organizations is that the BoD and senior

management do not demonstrate responsibility or commitment to Informa-

tion Security (von Solms, 2001). This makes it difficult for the Information

Security Officer (ISO) to manage Information Security on an organization-

wide basis (von Solms, 2001).

The Business Software Alliance (2004) highlights two critical obstruc-

tions which hinder effective Information Security. Firstly, the responsibility

for Information Security is frequently handed over to the Chief Information

Officer (CIO), or the Chief Security Officer (CSO), who may not necessarily

be positioned to delegate the resources and have the authority required to re-

solve various Information Security-related issues (Business Software Alliance,

2004). Due to this lack of attention by Executive Management the allocation

of finance to Information Security efforts is scant in relation to the risks and

degree of damage that security incidents may produce (Business Software Al-

liance, 2004). Secondly, many handbooks exist offering technical assistance

and general principles of Information Security (Business Software Alliance,

2004). Nonetheless, there is still no accepted, standardized enterprise-level

framework to resolve what must be accomplished and by whom (Business

Software Alliance, 2004). This lack leaves organizations in a situation where

they remain doubtful about how to apportion financial and other resources

for security and effectively measure the business value to be gained by such

investments (Business Software Alliance, 2004).

A major point of concern stems from the fact that frequently at an Ex-

ecutive Management-level and board-level Information Security is often per-
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ceived as a technology issue (Entrust, 2004a). This clarifies why Information

Security is handed over to the IT department with little further concern (von

Solms, 2001). The CSO and other security personnel are confronted with an

arduous task in executing the Information Security program and consider-

ing the various Information Security components of the organization without

the necessary support of top executives (von Solms, 2001). These security

components may include policy, awareness, human, legal and assessment and

monitoring (von Solms, 2001).

Citadel Security Software, Inc. (2005) highlights several factors that demon-

strate the problems with Information Security because it is viewed from a

technical point of view at a tactical level in the organization. These factors

demonstrate that security is:

• Reactive rather than proactive i.e. it concentrates on the identification

of and response to threats;

• Project-driven as opposed to policy-driven;

• Not aligned with the business goals and objectives of the organization;

• Poorly coordinated across organizational borders.

These issues present some very real concerns that organizations should

consider. There is a need to rethink the way security is addressed to ade-

quately protect business information assets and nurture trusting relationships

with business partners and customers.

5.2.2 Addressing Information Security

It is important to consider the various Information Security requirements

that were discussed in the previous chapter to demonstrate how Information

Security can be implemented effectively. These security requirements stem

from sources both internal and external to an organization. The significance

of properly addressing these security requirements is essential to avoid the

consequences resulting from negligence in terms of Information Security.

Internal security requirements include those needed to protect the IT in-

frastructure. Chapter Three discussed what is necessary to address such
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IT-related risks in depth. Additionally, there are the requirements for in-

formation integrity, confidentiality and availability as identified by an orga-

nization’s business needs. Humphreys et al. (1998) describe these business

requirements as those which complement an organization’s company-wide

principles, goals and needs in terms of information processing that will sus-

tain its normal business operations.

There are various legal, regulatory and statutory obligations, in terms of

external security requirements, that are imposed on organizations by gov-

ernments and other regulatory authorities. These legal requirements shall

be discussed later in this chapter. Other external requirements include con-

sideration for the guidance of accepted security standards, such as ISO/IEC

17799 (2005). It is important to consider standards and best practices. The

adoption of these standards and best practices enables an organization, in

many cases, to undertake a certification process that demonstrates that it

follows an accepted approach to Information Security and can be considered

trustworthy. Consideration for standards and best practices and security re-

quirements discussed helps an organization establish a basis for an effective

approach to Information Security.

These internal and external security requirements help address the various

important aspects of business information risk that most organizations face.

Figure 5.1 illustrates the relationship between these various internal and

external security requirements which mitigate the numerous internal and

external risks affecting business information.

Information Security is a complex issue, in terms of satisfying these re-

quirements. Therefore, Information Security must become a central manage-

ment and governance responsibility (Swindle & Conner, 2004). This means

that the current way of addressing Information Security must change.

Information Security should not be viewed only as a technology issue. In-

formation Security is a business and governance challenge that involves Risk

Management, reporting and accountability on the part of executive leader-

ship, including the BoD. The fragile state of Information Security demands

that immediate steps be taken to ensure that data is not compromised and

that information systems remain secure (Corporate Governance Task Force,

2004). External legislative and regulatory scrutiny places pressure on organi-

zations to ensure their security functions are effective. Information Security
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Figure 5.1: The internal and external requirements that contribute to an

effective Information Security strategy.

is a strategic and legal issue (Birman, 2000). The Business Software Al-

liance (2004) states that “responsibility for the right level of security is a

business decision based on risk assessment”. The addressing of business in-

formation risk from a technology perspective alone is insufficient. Therefore,

there is a definite need to elevate the importance of Information Security and

integrate it into the overall Corporate Governance program (Corporate Gov-

ernance Task Force, 2004). The Corporate Governance Task Force (2004)

states that “the road to Information Security goes through Corporate Gov-

ernance”. This requires that organizations establish sound security direc-

tion by implementing Information Security as part of their internal controls

and guiding principles which comprise their broader Corporate Governance

program (Corporate Governance Task Force, 2004). Such internal controls

and guiding principles dictate how an organization is directed and managed

(Swindle & Conner, 2004). Therefore, integrating Information Security into

the broader Corporate Governance program establishes it as a fundamen-
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tal organizational business operation and imposes responsibility, in terms of

Risk Management, reporting and executive accountability onto the BoD and

Executive Management, including the CEO (Entrust, 2004a). The term In-

formation Security Governance (ISG), describes Information Security as a

component of the broader Corporate Governance responsibilities of an orga-

nization.

It is important that organizations consider an approach such as ISG to

actively involve Executive Management, including the BoD and CEO, in the

corporate Information Security function. This enables an organization to

strategically align itself to be compliant with the legal stipulations that exist,

while still achieving acceptable financial performance and reduced levels of

business information risk. However, it is necessary to motivate this point

by discussing why Information Security should be addressed at a governance

level.

5.2.3 Why Information Security must be Addressed as

a Governance Issue

A statement made by the Chinese General Sun Tzu more or less 2,400 years

ago has relevance with relation to Information Security.

“If you know the enemy and know yourself, you need not fear

the result of a hundred battles. If you know yourself but not the

enemy, for every victory gained you will also suffer a defeat. If

you know neither the enemy nor yourself, you will succumb in

every battle.”

Corporate executives and the BoD must be aware of what is expected of

them in terms of Information Security should they hope to sustain successful

and profitable business operations which produce adequate shareholder re-

turns by reducing the potential of numerous business information risks. The

BoD needs to understand their role with regard to the protection of corporate

information assets.

The King Report (2001) on Corporate Governance clarifies why Infor-

mation Security needs addressing as a Corporate Governance responsibility.

Firstly, it is essential that the BoD understand that they are responsible
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and accountable to the shareholders and, therefore, they must ensure that

their organization produces business value and delivers a suitable return on

shareholder investment (King Report, 2001). Sound Information Security

efforts generate this return as Swindle and Conner (2004) motivate. The

King Report (2001) states that Executive Management is responsible for en-

suring that their organizations comply with applicable laws, regulations and

codes of practice. This includes those laws and regulations and codes of best

practice which ensure that Information Security is executed efficiently. It

is in the best interest of the BoD and Executive Management to fulfill this

responsibility as failure may result in legal action against them (Swindle &

Conner, 2004). Furthermore, the King Report (2001) states that Executive

Management should discover all significant areas of risk and certify that their

computer systems and related technologies are capable of facilitating normal

business operations. This includes identifying all aspects of business infor-

mation risk, since such business information is a fundamental element of any

organizational business process. This ensures that their information assets

and business processes are fully and appropriately exploited, generating vi-

able returns for the shareholders based on their investments (King Report,

2001).

Since information is such an important asset to any organization, it is

the duty of the BoD to ensure that this resource is appropriately governed.

Therefore, the BoD must understand several key considerations which will

help them demonstrate support for Information Security and ensure that it

is implemented effectively.

5.3 Effective Information Security: Consid-

erations for the Board

The BoD must demonstrate due care and due diligence and be attentive in

their corporate compliance efforts by considering legal and regulatory Infor-

mation Security requirements to govern Information Security effectively. Fur-

thermore, the issuing of the Corporate Information Security Policy (CISP)

is important to align the organization with the objectives of the Bod for

Information Security.
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5.3.1 Due Care and Due Diligence

The term due diligence is defined as “the effort a party makes to observe

its legal duty” to avoid harm to another party (Furnas, 2004). However,

due diligence on its own is not enough. There needs to be consideration for

due care as well. The term “due care”, refers to the acknowledgment and

execution of accepted best practices (Bergamo, 2005). Schoenberg (2005)

states that “performing due diligence shows you where your risks lie, due

care is exercising the requirements discovered under due diligence to protect

or mitigate exposure from those risks”.

It is important that Executive Management and the BoD exercise due

care and due diligence in their organizations, ensuring the preservation of

sensitive business information assets. Bergamo (2005) motivates the neces-

sity of due care and due diligence by stating that the most sophisticated

Information Security controls can be undermined through negligent actions.

For example, it is possible that confidential business information, only meant

for specific personnel, is stored on a company laptop which is lost or com-

promised (Bergamo, 2005). Another example involves computer users and

their difficulty in remembering the numerous passwords they need to access

information and work with particular programs. Consequently, such users

may stick “post-it” notes on their workstations containing passwords and,

thus, defeat the objective of technical access control mechanisms (Bergamo,

2005). The BoD and Executive Management need to ensure that such events

do not take place, thereby, reducing the risks associated with these events.

Due care and due diligence are not only important for the business ob-

jectives of the organization for confidentiality, integrity and availability. Due

care and due diligence enable an organization to demonstrate their compli-

ance with the law which is not optional (Furnas, 2004). Non-compliance with

laws and regulations can result in legal action against such organizations.

5.3.2 Laws and Regulations

Poor governance practices have resulted in greater external scrutiny over the

way companies operate. The BoD is required to comply with a myriad of laws

and regulations and must display appropriate due care and due diligence to-

wards protecting business information. The consequences of non-compliance
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with these regulations involve legal action such as large financial penalties

and lengthy prison terms (Trillium Software, 2004). Regulatory intervention

usually results in a tarnished corporate reputation which affects consumer

and investor trust (Vericept Corporation, 2004). However, legal and regu-

latory requirements in terms of Information Security are important because

of the ease of access to business information and services today. Entrust

(2004a) motivates that “the very openness and accessibility that stimulated

the adoption and growth of private networks and the Internet also threaten

the privacy of individuals, the confidentiality of business information, and

the accountability and integrity of transactions.”

Information Security regulations are aimed at reminding executives and

the BoD of their corporate accountability and responsibility. More impor-

tantly though, is the need to promote self governance, through an improved

system of Corporate Governance with greater concern for Information Secu-

rity due care and due diligence, as an alternative legislation (Entrust, 2004a).

Executive Management and the BoD must ensure that they remain in com-

plete control over an organization and understand the full scope of their

duties. This ensures that organizational resources, including information,

are not inappropriately exploited and the shareholders interests will be pre-

served.

There are various types of legal requirements that organizations are ex-

pected to comply with in terms of Information Security or face prosecu-

tion (Swindle & Conner, 2004). These include discipline specific and coun-

try specific statutes and laws. Some examples include the Sarbanes-Oxley

Act (SOX), the Gramm-Leach-Bliley Act (GLBA) and the Health Insurance

Portability and Accountability Act (HIPAA).

SOX applies to all public organizations that are exposed to US security

laws and provides internal controls for financial reporting (Business Software

Alliance, 2004). It aims to improve the accuracy of reporting mechanisms by

demanding the establishment of proper reporting procedures and the assur-

ance that these statements are current, comprehensive and precise (Trillium

Software, 2004). GLBA is aimed at financial institutions and mandates the

security of information relating to the customers of an organization (Busi-

ness Software Alliance, 2004). The act delineates a formal framework for the

implementation of managerial, technological and physical controls in this
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regard (Vericept Corporation, 2004). HIPAA is targeted at health plans,

health care clearing houses and health care providers and requires that pa-

tient health information in electronic form remains secure (Business Software

Alliance, 2004). This requires the implementation of policies, procedures and

technological controls allowing only authorized persons to access such infor-

mation (Vericept Corporation, 2004).

An organization demonstrates its compliance with these various legal and

regulatory requirements by specifying its goals and objectives for Informa-

tion Security. These need to be communicated to the entire organization to

ensure they meet compliance needs at all levels i.e. strategic, tactical and

operational. Their communication is best achieved through the CISP.

5.3.3 Information Security Policy

Information Security must become part of the mission and goals of the or-

ganization. The BoD accomplishes this by ensuring there are appropriate

security policies in place to avoid Information Security incidents (Bergamo,

2005). Bergamo (2005) states that senior executives “charged with maintain-

ing the financial and material health of the organization, ... have a personal

stake in setting the proper direction and security culture required to ensure

that”. Information Security policies play an important role in enabling Ex-

ecutive Management and the BoD in demonstrating their due care and due

diligence for Information Security and compliance with the law.

Policies, generally, uphold the mission, vision, and business strategy of

an organization (Whitman & Mattord, 2003c). They define actions that are

acceptable and unacceptable in terms of organizational culture (Whitman &

Mattord, 2003c). Similarly, an Information Security policy stipulates what is

required to protect business information assets (Whitman & Mattord, 2003c).

There are more detailed policies, that complement an Information Security

policy, and focus on particular concerns such as the Internet, email, contin-

gency planning and viruses (SecureSynergy SecurityScape, 2003). Executive

Management and the BoD are required to consider three specific types of

security policies namely, high-level or general security policies, issue-specific

security policies and systems-specific security policies (Whitman & Mattord,

2003c).

The high-level security policy, also known as the CISP, guides the entire
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security program of the organization (SecureSynergy SecurityScape, 2003). It

expresses support for the mission, vision and direction of the organization and

defines the high-level strategy to be followed to fulfill the Information Secu-

rity function (Whitman & Mattord, 2003c). The CISP expresses the purpose

of the Information Security function, allocates responsibility for its execution

and approves corrective action against non-compliance (SecureSynergy Secu-

rityScape, 2003). It directs the establishment, execution and administration

of the entire Information Security function (Whitman & Mattord, 2003c).

Issue-specific security policies provide details that state how various tech-

nologies and business processes should be utilized in an acceptable manner

(Whitman & Mattord, 2003c). System-specific policies focus on specific is-

sues more closely because they address one particular system and discuss

these issues in detail (SecureSynergy SecurityScape, 2003).

It is important that the policy is not inconsistent with the law and should

be able to stand up in a court of law if challenged (Whitman & Mattord,

2003c). All personnel in an organization should know about the Informa-

tion Security policy, otherwise, it will be ineffective (SecureSynergy Securi-

tyScape, 2003). The security policy should be distributed throughout the

organization and be read, understood and agreed upon by all employees

(Whitman & Mattord, 2003c). This helps Executive Management and the

BoD to ensure that the organization fulfills its regulatory compliance ob-

jectives and acts lawfully and responsibly with regard to its daily business

affairs. The meeting of such compliance objectives demonstrates Executive

Management-level and board-level due diligence (Bergamo, 2005).

The demonstration of due diligence through the enforcement of policy

provides several benefits. These include reducing individual and corporate

liability and diminishing the potential for computer misuse (SecureSynergy

SecurityScape, 2003). Effective security policies create business value and

strategic advantage by improving the credibility of the organization and en-

couraging consumer and investor confidence (SecureSynergy SecurityScape,

2003). However, a security policy requires constant review and adjustment to

remain effective as the business needs of the organization change (Whitman

& Mattord, 2003c).

Policy is a central feature to the corporate Information Security function

and demonstrates how the confidentiality, integrity and availability of busi-
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ness information must be preserved in every respect. However, one of the

problems noted about Information Security is that it is project driven and not

necessarily policy driven (Citadel Security Software, Inc., 2005). Information

Security should, nevertheless, be a business priority and a fundamental re-

sponsibility of the BoD. An optimum way to create a policy driven approach

to Information Security is to incorporate it into the Corporate Governance

objectives of the BoD through Information Security Governance.

5.4 Information Security Governance

Information Security Governance enables the BoD to become involved in the

Information Security efforts of the organization. Therefore, there is a need

to define Information Security Governance and emphasize its importance.

It is important to differentiate between Information Security Governance

and Information Security Management to illustrate how these separate but

complementary functions are both necessary to ensure effective Information

Security within an organization.

5.4.1 Information Security Governance Defined

The Corporate Governance Task Force (2004) states that “Corporate Gov-

ernance consists of the set of policies and internal controls, by which organi-

zations, irrespective of size or form, are directed and managed. Information

Security Governance is a subset of organizations’ overall governance pro-

gram.” Information Security Governance includes board-level involvement

in terms of directing and controlling organizational Information Security ef-

forts through policies and internal controls that govern the use of business

information and the technologies that support its use.

Business information is very important. An organization has a compet-

itive advantage over other companies, through having the right information

at the right time (Gerber & von Solms, 2001). The BoD must ensure that its

confidentiality, integrity and availability are maintained to protect the inter-

ests of the shareholders and generate business value. Information Security

Governance enables the BoD to achieve this by focusing on Risk Management

efforts, reporting and accountability with regard to its use (Corporate Gov-
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ernance Task Force, 2004). This ensures that the risks affecting the security

of business information are minimized to an acceptable level.

Information Security Governance is essential because it ensures there is

board-level involvement in the organizational Information Security program,

however, it is necessary to clarify why it is so important.

5.4.2 The Importance of Information Security Gover-

nance

Due to the ease of accessibility to information and business services through

the Internet and other networks, information is exposed to three fundamen-

tal elements that create potential risks to its confidentiality, integrity and

availability. These have been discussed and include people, business pro-

cesses, various technologies and the Internet. Moreover, these elements are

key features of Corporate Governance and require the attention of the BoD.

Information Security Governance enables the BoD to devote their attention

to people, processes and technology and brings accountability to each (Swin-

dle & Conner, 2004).

The IT Governance Institute (2005e) highlights some additional factors

that help demonstrate the importance of Information Security Governance.

It states that:

• Risks and threats to information are real and can have a dramatic

influence on the well-being of the organization;

• Effective Information Security efforts necessitate the need for co-ordination

and integration throughout the organization to include all personnel;

• Investments in technology may be potentially significant and could pos-

sibly be misdirected;

• The institution and enforcement of rules and priorities is essential;

• There is a need to exhibit trust towards customers and business part-

ners while conducting electronic transactions that involve the exchange

of sensitive information;

• It is important to exhibit trust in the consistency of system security to

all of the stakeholders of the organization;
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• Breaches of Information Security may potentially be exposed to the

general public;

• There is a possibility that the corporate reputation could suffer consid-

erable damage due to ineffective Information Security.

Information Security Governance ultimately enables the BoD and Ex-

ecutive Management to ensure they have appropriate measures in place to

sustain the organization, create business value and uphold shareholder ex-

pectations. It is important to not get confused between Information Security

Governance and Information Security Management which was discussed in

Chapter Four. The differences between the two should be examined.

5.4.3 The Difference between Information Security Man-

agement and Information Security Governance

It is essential to differentiate between Information Security Management and

Information Security Governance to highlight the necessity of these func-

tions in terms of securing business information assets. Information Security

Governance and Information Security Management together form the unified

process that constitutes the broader Information Security function of the or-

ganization. Each of these activities has a particular contribution to make in

terms of Information Security and are thus both essential.

The BoD is responsible for effectively directing and controlling all aspects

of the organization through sound governance efforts (King Report, 2001).

This includes directing and controlling Information Security which becomes

part of key organizational business operations (Entrust, 2004a). Information

Security Governance is a board-level responsibility and is partly fulfilled with

the development of the CISP. Its development demonstrates that Executive

Management and the BoD supports the establishment and implementation

of a comprehensive Information Security plan (Corporate Governance Task

Force, 2004). Policy enables the BoD to direct the organization’s Information

Security program effectively.

The BoD controls security efforts through reporting mechanisms. It needs

periodic reports from various organizational department heads, on the effec-

tiveness of the overall Information Security program (Corporate Governance
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Task Force, 2004). These reports enable the BoD to review the effectiveness

of their Information Security direction and provide them with the necessary

information to redirect such efforts as necessary. Various board-level commit-

tees make recommendations providing enough insight so the BoD can make

accurate strategic decisions. It is important that Executive Management

and the BoD are in control of Information Security efforts because, as En-

trust (2004a) states, “like quality assurance, [Information Security] requires

continuous, incremental improvement over time.”

Information Security Management is concerned with how the stipulations

of the BoD, expressed in the CISP, are implemented within an organization.

Information Security Management involves the commitment of various de-

partment heads and managers in implementing the specifications of the CISP

with the assistance of accepted codes of practice (Corporate Governance Task

Force, 2004), such as ISO/IEC 17799. Activities such as identifying security

controls and formulating procedures to counteract risks form the basis of

Information Security Management. Once the security measures are imple-

mented, business information risks and the usefulness of the selected security

controls, is observed and reported back to Executive Management and the

BoD (Corporate Governance Task Force, 2004). However, literature suggests

that Information Security Management usually does not include personnel

beyond the ranks of the CIO. Usually the CISO who is not in an executive

level position is responsible for managing the Information Security program

(Whitman & Mattord, 2003a). Information Security Management is a man-

agement responsibility and does not include board-level participation.

Figure 5.2 illustrates the relationship between Information Security Gov-

ernance and Information Security Management.

Information Security Governance and Information Security Management

are essential components of an effective strategy for dealing with business

information risk at a management level and governance level. Information

Security Management relies on effective governance efforts to be a success.

This is because the effective governance of Information Security enables the

setting of an accurate Information Security strategy which is implemented

through Information Security Management. It is important that organiza-

tions are aware of the direction of know their Information Security efforts

to protect their information assets effectively. It was previously stated that
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Figure 5.2: The Governance and Management Sides of Information Security

there is a lack of an adequate framework for Information Security Governance

highlighting what must be accomplished and by whom (Business Software

Alliance, 2004). It is necessary to propose an ISG framework to guide the

BoD and Executive Management in their corporate Information Security en-

deavors.

5.5 A Framework for Information Security Gov-

ernance

Information Security Governance is an important aspect of Corporate Gover-

nance and enables the BoD to become involved in the corporate Information

Security function. However, the BoD needs clear direction in implement-

ing ISG. A comprehensive framework will guide the BoD effectively in this

regard. Therefore, the importance of an ISG framework will be motivated

and it will be demonstrated how such a framework may be implemented. To

support the proposed framework, the benefits of implementing ISG guided
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by such a framework will be discussed.

5.5.1 The Need for an ISG Framework

Proper governance efforts require the methodical oversight and implemen-

tation of Information Security practices (Business Software Alliance, 2004).

Therefore, proper governance operationalizes the Information Security func-

tion (Business Software Alliance, 2004). The BoD and Executive Manage-

ment need guidance on how they should approach the corporate Information

Security function from a governance perspective. There are many handbooks

available that offer technical assistance and general Information Security

principles in this regard (Business Software Alliance, 2004). Nonetheless,

best practices, regardless of how strongly they are accepted, are by them-

selves insufficient and should be used with an Information Security Gov-

ernance framework which promotes the successful execution of Information

Security efforts (Business Software Alliance, 2004). A governance framework

is essential because it provides a road map for the execution, assessment and

enhancement of Information Security (Business Software Alliance, 2004). An

organization that develops and implements an ISG framework can utilize it

to express their Information Security goals and assess the Information Se-

curity function (Business Software Alliance, 2004). A good ISG framework

achieves these objectives by satisfying certain criteria.

Entrust (2004a) points out that the Corporate Governance Task Force

has outlined the following specific criteria that makes an ISG Framework

effective:

• Demonstrate public-private cooperation for ISG i.e. it should be in-

dustry led and backed by the government;

• Distinguish ISG as a fundamental business/governance concern at the

CEO and the Board level to demonstrate their personal and corporate

accountability;

• Not industry or country specific, but, be generally applicable to all busi-

nesses whereas particular legislation such as HIPAA, GLBA industry

specific;
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• Be founded on industry standards like ISO/IEC 17799 and should be

willingly put into practice through self-assessment;

• Encourage equilibrium between investment and business risk decision

making i.e. begin with important areas of risk and proceed to others;

• Assist compliance with various regulations like Sarbanes-Oxley;

Once the BoD and Executive Management have understood the impor-

tance of ISG and what it entails to create a good ISG framework, the next

step is to take the necessary actions to implement the framework.

5.5.2 How to Implement Information Security Gover-

nance

Effective Information Security Governance efforts are essential. A proper

framework enables the BoD determine what steps their organization should

take to define their Information Security direction. This supports the imple-

mentation of an accurate system of internal control. A good ISG framework

makes the BoD aware of both internal and external security requirements

and guidelines that have been discussed. These requirements together with

the guidance of industry best practices and well-regarded security standards,

like ISO/IEC 17799 (2005), help the BoD establish the foundation for an

effective approach to Information Security. In a sense, such requirements

represent directives that the BoD and Executive Management need to con-

sider to holistically address all aspects of information risk. The examination

of these will allow the BoD to outline the orgaizational vision, mission and

Information Security strategy successfully. These are communicated to the

organization through the CISP. Once the BoD has expressed their support

of Information Security through the policy, management implements Infor-

mation Security in the organization to fulfill its stipulations. Security is

monitored on an ongoing basis and the BoD made aware of the Information

Security efforts through management reports. This allows the BoD to con-

tinue to direct and control corporate Information Security efforts accurately

by making the necessary adjustments to the Information Security strategy

to keep it as effective as possible and minimize business information risk.
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Figure 5.3: An Information Security Governance Framework

Figure 5.3 illustrates a framework for Information Security Governance,

which draws attention to the major security requirements and how they all

contribute guiding the BoD in terms of accurate Information Security de-

cision making and the implementation of an effective Information Security

Management strategy.

It is important to have a proper framework like the one proposed above

to govern and manage Information Security effectively. The application of

such a framework will bring accountability to people, process and technol-

ogy elements through effective Risk Management and reporting mechanisms.

Such accountability is introduced by indicating who should be responsible
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for what, making it possible to allocate particular Information Security tasks

and responsibilities (Business Software Alliance, 2004).

5.5.3 Information Security Roles, Tasks and Respon-

sibilities

An important function of Information Security Governance involves denoting

the roles of various individuals in the organization to effectively implement

the ISG framework and ensure its success. There is a need to identify the key

role players and discuss their Information Security tasks and responsibilities

in more detail.

The Role of the Board of Directors

The fundamental role of the BoD is to oversee the interests of the shareholders

by directing and controlling the organization effectively and ensuring that all

resources are responsibly exploited. Therefore, with regard to information as

a business resource, the BoD must understand its significance and the signifi-

cance of protecting it through directing and controlling Information Security

efforts successfully (Corporate Governance Task Force, 2004). Additionally,

the BoD must support the establishment and implementation of a robust

Information Security program and receive management reports on the utility

and effectiveness of the program (Corporate Governance Task Force, 2004).

This enables the BoD to ensure that their security efforts remain effective

and current.

The Role of Board Committees

Board Committees facilitate the BoD in executing their duties efficiently and

demonstrate that their responsibilities are being appropriately accomplished

(King Report, 2001). There are various board-level committees that offer

assistance to the BoD in terms of their responsibility for Information Se-

curity. These committees include: the IT Oversight Committee, the Audit

Committee and the Risk Management Committee.

The role of the IT Oversight Committee is to advise the BoD on an appro-

priate IT strategy for the organization (IT Governance Institute, 2004). The
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IT Oversight Committee ensures that organizational IT strategy supports In-

formation Security, since IT is closely linked to this resource (IT Governance

Institute, 2004). The IT Oversight Committee will be discussed subsequent

chapters. The Audit Committee is responsible for conducting performance

reviews of the system of internal control and reviews legal and regulatory

compliance efforts (King Report, 2001), including that of Information Secu-

rity. The Risk Management Committee advises the BoD regarding corporate

accountability and management, reporting and assurance related risks (King

Report, 2001). Its terms of reference include technology, operational, disaster

recovery, and compliance and control risks (King Report, 2001).

The Role of the Chief Executive Officer

The Chief Executive Officer is responsible for overseeing the entire Informa-

tion Security program (Corporate Governance Task Force, 2004). The CEO

oversees compliance efforts and enforces accountability for such efforts (Cor-

porate Governance Task Force, 2004). Furthermore, the CEO also reports

compliance issues to the BoD, highlighting the level of acceptable risk, weak-

nesses in current Information Security practices and plans to strengthen those

practices (Corporate Governance Task Force, 2004). The CEO allocates re-

sponsibility, accountability and authority for various security functions to

the right organizational personnel and appoints someone as the senior Infor-

mation Security officer (Corporate Governance Task Force, 2004).

The Role of the Chief Information Officer

The Chief Information Officer makes recommendations to the CEO on the

strategic planning efforts affecting the administration of organizational in-

formation resources (Whitman & Mattord, 2003a). The CIO converts the

strategic plans of the organization into strategic plans for information and

information systems (Whitman & Mattord, 2003a). The CIO collaborates

with other non-executive managers developing plans of a tactical and oper-

ational nature for the management of information and information systems.

These efforts entail setting the policies and procedures for Information Secu-

rity (Corporate Governance Task Force, 2004).
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The Role of the Chief Information Security Officer

The Chief Information Security Officer is responsible for the overall Infor-

mation Security Management function (Whitman & Mattord, 2003a). Some

of the CISO’s responsibilities include collaborating with the CIO on strate-

gic Information Security plans, establishing tactical plans and collaborating

with security managers on operational security plans (Whitman & Mattord,

2003a). The CISO plans the Information Security budget and acts as the

representative for all security personnel (Whitman & Mattord, 2003a).

The Role of Data Owners (The Business Unit Leaders)

One of the responsibilities of the business unit leaders include implementing

the specifications of the more detailed security policies and procedures (Cor-

porate Governance Task Force, 2004). They audit the effectiveness of various

security procedures and communicate the security policies and procedures

to other subordinate personnel through staff training initiatives (Corporate

Governance Task Force, 2004). They enforce compliance with the security

policies (Corporate Governance Task Force, 2004).

These security roles and responsibilities span the entire organization, in-

volving personnel in both management and governance positions, including

the BoD. Information Security that is implemented correctly with the right

roles assigned to the right individuals through effective Information Security

Governance efforts produces several benefits.

5.5.4 The Benefits of Information Security Governance

Information Security Governance is a complex issue requiring the commit-

ment of everyone in an organization to fulfill their role in protecting orga-

nizational business information assets. Information Security Governance, if

executed effectively, is of value to organizations in ways that exceed the mere

observance of lawful conduct (Swindle & Conner, 2004). Effective Informa-

tion Security Governance results in enhanced internal security practices and

controls and the promotion of self-governance as an alternative to legislation

(Entrust, 2004a). Sound ISG efforts have the potential to reduce auditing

and insurance costs and differentiate the organization from industry competi-

tors through an ongoing process of self-improvement (Entrust, Inc., 2004).
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ISG is a useful function for increasing overall productivity and lowering costs

by delivering strategic alignment with broad organizational strategies and

risk appetites (IT Governance Institute, 2005e). This produces value for

stakeholders, including governments and legislative authorities (Swindle &

Conner, 2004), by improving Risk Management efforts and enabling bet-

ter performance measurements to provide assurance that information-related

risks are under control (IT Governance Institute, 2005e).

5.6 Conclusion

Information Security is becoming a major issue of concern, to both the pri-

vate and public sectors, including governments around the world (Corpo-

rate Governance Task Force, 2004). The Corporate Governance Task Force

(2004) recommends that effective governance frameworks should exist. En-

trust (2004a) motivates that the acceptance and implementation of an ISG

framework is an important action in securing business information. This is

achieved through the protection of information systems, whilst acting in ac-

cordance with legislation and improving the efficiency of business operations.

Information Security Governance enables an organization to demonstrate due

care and due diligence by fulfilling the internal and external security require-

ments for protecting business information assets effectively. It caters for the

full scope of organizational information risks. Therefore, it is important that

Executive Management, including the BoD and CEO, adopt an ISG frame-

work, such as the one presented above. This will help guide the implemen-

tation of an effective Information Security Governance strategy and address

all aspects of business information risk. However, as dependence on IT to

facilitate business operations and deliver timely and accurate information in-

creases, IT’s criticality becomes a fundamental business concern. Therefore,

effective Information Security Governance requires that IT be addressed at

board level. This ensures that the implementation and utilization of technol-

ogy resources is appropriately governed through effective IT decision making

and risk management efforts. This ensures that technology-related infor-

mation risks are brought to the attention of the BoD, enabling their ISG

efforts to be effective in addressing every aspect of business information risk.

For this reason, IT governance must become a key function of Corporate
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Governance and responsibility of the BoD.
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6.1 Introduction

Information Technology Governance should be a core responsibility of the

BoD and Executive Management. Many organizations rely heavily on IT

making it nearly impossible to continue with normal business operations or

deliver timely and accurate business information without it. Therefore, IT-

related risks need to be understood by the BoD and Executive Management

and brought under control. This is to ensure that Information Security Gov-

ernance is effective in addressing all aspects of information-related risks and

that value is drawn from the organization-wide use of IT. This chapter aims

to motivate the importance of IT Governance as a core responsibility of the

BoD for value delivery and the management of IT-related risks, including

those that affect information. The need for IT Governance is motivated by

discussing the importance of comprehensive Corporate Governance practices

by illustrating some general governance failures like Enron Corp. and World-

Com Inc., which occurred because of board-level ignorance. The criticality

of IT is discussed and various issues that inhibit its effective use in an orga-

nization. The responsibilities of the BoD, in terms of IT, are examined to

demonstrate what needs to be done to ensure its effectiveness in an organi-

zation. The best way for the BoD to express their commitment is to ensure

that IT is effective and IT-related risks are mitigate through IT Governance,

which is discussed in detail to highlight its importance and relationship to

Corporate Governance. Additionally, the scope of IT Governance is discussed

and how it may be implemented using accepted IT Governance frameworks

such as COBIT. The benefits of implementing IT Governance based on the

recommendations of an accepted IT Governance framework such as COBIT

are also discussed.

6.2 The Importance of Corporate Governance

Effective Corporate Governance should be a priority in any organization be-

cause it is the mechanism through which the BoD directs and controls all

organizational affairs preserving shareholder interests. This demonstrates the

need for good Corporate Governance which will be discussed in detail. Ad-

ditionally, some Corporate Governance failures will be discussed to highlight
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the consequences associated with poor governance practices.

6.2.1 The Need for Good Governance

Today, well-informed and confident stakeholders are becoming more con-

cerned about the reliable supervision of their interests (IT Governance In-

stitute, 2003). Numerous governance principles and standards have been

drafted to guide the accomplishment of the general governance endeavors

of the organization (IT Governance Institute, 2003). Additionally, various

laws and regulations introduce board-level responsibilities and call for the

demonstration of board-level due diligence through compliance (IT Gover-

nance Institute, 2003). This signifies that compliance forms a significant part

of the overall Corporate Governance function.

Compliance is characterized as the state of being in agreement with the

appropriate government, industry and various additional regulatory author-

ities and their prerequisites (Jennings, 2004). It concentrates on defending

the rights of the stakeholders, which include employees, investors, customers

and business partners (Jennings, 2004). Compliance is directly linked to

Corporate Governance because if it signifies requirements and expectations

placed on an organization by external bodies, then Corporate Governance

is the reaction of the organization to fulfill such requirements (Jennings,

2004). Therefore, Corporate Governance is essential to ensure that orga-

nizations have aligned themselves with various legal, regulatory and other

requirements that external parties expect of them.

The Report of the Committee on the Financial Aspects of Corporate

Governance i.e. The Cadbury Report, has attracted attention to the subject

of Corporate Governance (IT Governance Institute, 2003). The Cadbury

Report includes more specific requirements relating to financial reporting

and auditing, but, demonstrates concepts generally applicable in the broader

sense of Corporate Governance (IT Governance Institute, 2003). The Cad-

bury Report suggests transparency, integrity and accountability are required

to develop standards of corporate behavior, reinforce controls over corpora-

tions and their public accountability while still maintaining the fundamental

essence of the organization (IT Governance Institute, 2003). It categorizes a

variety of board-level Corporate Governance tasks. Some of these include:
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• Establishing strategic objectives;

• Demonstrating sound leadership;

• Overseeing management;

• Providing statements to the organization’s shareholders on their stew-

ardship (IT Governance Institute, 2003).

Corporate Governance is essential to provide assurance that the recom-

mendations stipulated by documents such as The Cadbury Report are ful-

filled appropriately and successfully.

In Chapter Two it was mentioned that a survey carried out by McKinsey

and Company showed that investors are aware of the significance of good

governance. This is demonstrated through the fact that they are prepared

to purchase shares at potentially more than 20 percent premium in an orga-

nization that exhibits good Corporate Governance practices (IT Governance

Institute, 2003).

It is important that all organizations attempt to implement Corporate

Governance effectively because this attracts investment and sustains organi-

zational growth and also avoids the risks of non-compliance. Poor governance

practices did, recently, lead to the downfall of several prominent organizations

in the USA, leaving them bankrupt and with severely damaged corporate

reputations.

6.2.2 Corporate Governance Failures

Some prominent examples of Corporate Governance failures include those

of Enron Corp. and WorldCom Inc. Enron Corporation, a Houston-based

energy trading company, filed for corporate bankruptcy in late 2001, becom-

ing the largest bankruptcy case in United States history, having in excess of

$62 billion in corporate assets (Vinten, 2002). The reason for the collapse of

Enron Corp. was due to inaccurate accounting practices and a weak system

of internal control. Jeffrey Skilling, the CEO of Enron Corp., admitted to

not understanding the off-balance-sheet accounting and, therefore, left it to

the accountants (Nolan, 2004), with little further concern. A similar scenario

played out at WorldCom Inc., a US telecommunications company, where it

was found that the Audit Committee of the BoD was lacking in financial
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experts (Nolan, 2004). Furthermore, the Audit Committee charter of World-

Com Inc. claimed that they could not be held accountable for their financial

statements due to this lack of financial expertise (Nolan, 2004).

Poor governance practices, unmistakably, caused these disasters. The

BoD in each of these organizations did not retain full and effective control

over all corporate affairs or consider characteristics such as transparency,

integrity and accountability as recommended by The Cadbury Report. Ef-

fective Corporate Governance is essential to sustain an organization. Ac-

cording to both Changepoint Corporation (2004) and Nolan (2004), there

is a salient issue that may soon become a Corporate Governance concern,

potentially leading to situations similar to those that occurred at Enron or

WorldCom, if it is continuously ignored. This issue is concerned with the use

of information technology within an organization.

Changepoint Corporation (2004) motivates that directors are guided by

the fact that they are the custodians of shareholder capital, of which a signif-

icant amount is invested in IT. A recent survey by the National Association

of Corporate Directors (NACD) reveals that the most critical interests of the

BoD are CEO relationships and their succession, organization performance

and valuation, accountability systems, strategic planning and risk (Change-

point Corporation, 2004). Each of these concerns is linked with IT excluding

the matter of CEO succession (Changepoint Corporation, 2004). It is im-

portant to examine the role of IT within the broader Corporate Governance

framework and as a responsibility of the BoD.

6.3 Information Technology and Corporate Gov-

ernance

Information Technology can have a major impact on an organization. It is

necessary to discuss its criticality in business and demonstrate some factors

that inhibit its appropriate exploitation within an organization. It is also

important to discuss the responsibility of the BoD in terms of appropriately

exploiting this resource to produce acceptable business value and reduce all

forms of IT-related risks including those that affect business information.
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6.3.1 The Criticality of Information Technology

Today, IT is a major facilitator of organizational business activities. IT

spending has escalated and figures attest that approximately 55 percent of

company capital investments are IT based (Nolan, 2004). The efficient and

innovative application of IT in business has the ability to revolutionize orga-

nizations and plays a role in increasing and maintaining shareholder value (IT

Governance Institute, 2005a). Nevertheless, greater complexity, speed, inter-

connectivity and globalization indicates that IT has the potential to incur

great costs and significant risks (IT Governance Institute, 2005b). Consider-

ations such as cost, risk and opportunity make IT strategic to organizational

development and cause it to be fundamental to the continued existence of

the organization (IT Governance Institute, 2005b).

Organizations must manage and exploit IT-related risks and opportu-

nities effectively to achieve success. Therefore, IT requires considerable

board-level guidance in terms of Risk Management and governance endeavors

(Changepoint Corporation, 2004). The general prerequisite to express high-

quality Corporate Governance to organizational shareholders and consumers

is the driving force for improved enterprise Risk Management (IT Gover-

nance Institute, 2005d). The risks faced by most organizations are quite

diverse and do not only include those of a financial nature (IT Governance

Institute, 2005d). Regulatory authorities are worried about operational and

systematic risks. The critical aspects of such broad risk areas include the

risks associated with IT and information security (IT Governance Institute,

2005d).

There is a growing perception that IT is becoming a critical success fac-

tor for financial growth and corporate prosperity in the 21st century (IT

Governance Institute, 2005b). Most organizations depend on IT to attain a

competitive edge in business and it is crucial that they pay the same amount

of attention to IT issues as they do to matters of finance and general Cor-

porate Governance (IT Governance Institute, 2005b). The IT Governance

Institute (2003) motivates that “IT is fundamental for managing enterprise

resources, dealing with suppliers and customers, and enabling increasingly

global and dematerialized transactions. IT is also important for recording

and disseminating business knowledge”. Additionally, the IT Governance

Institute (2005b) emphasizes three primary reasons why IT is critical to an
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organization. These are:

• IT directly adds to the business value of an organization;

• IT is an indispensable tool enabling the accomplishment of business

goals;

• IT involves significant investments and associated risks.

Despite the apparent criticality of IT to achieve business success in the

21st century, there are numerous factors that inhibit the appropriate ex-

ploitation of IT in organizations. It is important to address these inhibiting

factors to give a clear indication about what organizations can do to over-

come these and enjoy the benefits of the effective and proper use of IT which

serves to strengthen information security.

6.3.2 Factors Inhibiting the Effective and Proper Use

of IT in an Organization

Organizations have spent vast amounts of money on corporate IT invest-

ments, however, the alignment of IT strategy with the business objectives

still seems to be a concern today (Luftman, Papp, & Brier, 1999). Luftman

et al. (1999) illustrates several factors that inhibit such alignment. Firstly,

there appears not be a close relationship between the business and its IT

resources. Additionally, IT appears not to prioritize effectively and does not

seem to deliver on its commitments. Furthermore, IT seems to not under-

stand the business Luftman et al. (1999).

The IT Governance Institute (2005c) provides some reasoning why such

inhibitors exist within organizations. While sound efforts are made to achieve

the alignment of business and IT, many organizations do not have proper

governance structures in place to facilitate such alignment (IT Governance

Institute, 2005c). Furthermore, IT, which plays a fundamental role in en-

abling an organization to achieve business success, requires extensive and

insightful governance efforts (Scottsdale Institute, 2001). However, sufficient

governance efforts over the corporate IT function are scant because of the

perception that IT is more an operational issue to be addressed at a manage-

ment level (Scottsdale Institute, 2001). Corporate boards do not have the
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interest or the skill to deal with technology matters regardless of the fact that

IT involves substantial investments and significant amounts of risk (Scotts-

dale Institute, 2001). Such situations demonstrate that IT management does

not have sufficient leadership (Luftman et al., 1999).

These inhibitors widen the gap between the expectations of IT and reality

which, in most cases do not correspond, according to the IT Governance

Institute (2003). The IT Governance Institute (2003) states that this creates

a situation where the BoD is faced with:

• Significant company losses, a tarnished corporate reputation and a com-

petitive stance that is ineffective;

• Inability to acquire or gauge the returns from investments in IT;

• Inability of IT to deliver on the promises of innovation and organiza-

tional gains;

• Ineffective or outdated technology resources;

• Failure to exploit the latest technologies;

• Missed deadlines and exceeded budgets.

Such poor direction and control of the corporate IT function has great

potential to place information assets at risk. The significance and worth of

business information assets in most organizations are underrated (IT Gover-

nance Institute, 2005b). The IT Governance Institute (2005b) demonstrates

that research conducted by the Brookings Institute revealed that merely 15

percent of the business value of an organization comes from tangible assets

whereas 85 percent is derived from intangible assets and mainly constitutes

business information. It is extremely important to have effective governance

efforts in place to oversee the corporate IT function and mitigate IT-related

information risks (IT Governance Institute, 2005b). Consequently, IT should

become a fundamental board-level concern, therefore, the BoD must become

aware of their responsibilities in terms of overseeing IT as a critical organi-

zational resource.
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6.3.3 The Board’s Responsibility for IT

It is important that the BoD and Executive Management understand the

position and influence of IT in an organization, outline the operational con-

strains of IT personnel, gauge the ability of IT to perform, become aware

of IT-related risks and acquire assurance (IT Governance Institute, 2005b).

This enables the BoD and Executive Management to give better IT direction

and control enabling them to:

• Exploit the ability of IT to facilitate new business models and evolving

business practices;

• Obtain an equilibrium between the escalating costs of IT and the in-

creasing worth of information assets to acquire suitable gains from tech-

nology investments;

• Deal with risks relating to business transactions performed in a net-

worked business environment and risks relating to reliance on parties

outside of the immediate control of the organization;

• Deal with issues of business continuity relating to IT as a result of a

growing dependence on information and various technologies through-

out the organization;

• Sustain the ability of IT to establish and preserve data which is critical

for organizational support and development;

• Circumvent IT-related failures which constantly influence organiza-

tional business value and corporate reputation (IT Governance Insti-

tute, 2003).

IT risk assessment is a core function in all planning efforts within the

organization and should concentrate on the infrastructure related vulnera-

bilities of IT, the degree of exposure of intangible assets like information

to various security and operational risks and the risks that may cause IT

projects to fail (IT Governance Institute, 2005b).

Boards of directors should consider IT in terms of its cost, risks and its

opportunities (IT Governance Institute, 2005b). They should determine if

IT is producing returns for the organization and achieving its objectives (IT
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Governance Institute, 2005b). It is important for the BoD to set the appro-

priate strategy to ensure that IT is aligned with the overall business strategy

and support organizational business objectives, which include maintaining

the security of the information assets.

The IT Governance Institute (2005c) states that effective governance over

the accomplishment of IT business alignment requires proactive leadership

and the commitment of the BoD and the CEO. In this regard, the BoD must

ensure that the IT strategy, which must be aligned with the business strategy,

actually delivers against this strategy (IT Governance Institute, 2005c). The

BoD must guide IT strategy effectively to ensure that technology investments

are evenly spread across the critical systems of the organization that support

it, transform it and produce organizational growth (IT Governance Institute,

2005c). It is important that the BoD make well-informed decisions regarding

where to apply and prioritize for the use of IT assets in the organization (IT

Governance Institute, 2005c). Lastly, the BoD must ensure that suitable IT

and other business assets are obtained to allow IT to meet its potential (IT

Governance Institute, 2005c).

It is important that IT-related issues are properly addressed at board

level within an organization due to the criticality of IT in business today.

However, it is no simple task for the BoD to maintain control over the corpo-

rate IT function because this requires a significant amount of investment in

terms of time, necessary skills and other resources. A formalized governance

framework enables the BoD to give effective IT direction and control. Thus,

IT Governance, which is rapidly becoming an essential element of Corporate

Governance, facilitates the BoD with their accountability for corporate IT

affairs.

6.4 Information Technology Governance

Information Technology Governance is extremely important to ensure that

corporate IT assets are appropriately exploited. It is important to define IT

Governance by discussing it in detail. Furthermore, the relationship between

IT Governance and Corporate Governance is highlighted and its importance

as part of the overall Corporate Governance function.
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6.4.1 IT Governance Defined

The directing and controlling of the use of new technologies, which includes

consideration for IT, expands the mission of the BoD with regard to outlin-

ing corporate strategy and ensuring business objectives are achieved, risks

are dealt with and corporate assets are utilized appropriately (Scottsdale In-

stitute, 2001). The extensive exploitation of technology has caused a major

reliance on IT that requires particular attention to be paid to IT Governance

(Scottsdale Institute, 2001). It must ensure that corporate IT resources

maintain and expand business strategies and objectives (Scottsdale Institute,

2001).

The IT Governance Institute (2003) states that “IT Governance consists

of the leadership and organizational structures and processes that ensure

that the organization’s IT sustains and extends the organization’s strategy

and objectives”. Additionally, Van Grembergen (2002) motivates that “IT

Governance is the organizational capacity exercised by the Board, executive

management and IT management to control the formulation and implemen-

tation of IT strategy and in this way ensure the fusion of business and IT”.

Peterson (2003) demonstrates that although these two definitions are

somewhat different, their focus is essentially the same i.e. attaining the

alignment between IT and business. Additionally, Peterson (2003) points

out that the definition of Van Grembergen suggests that IT management is

included in the IT Governance function. However, it is important to note IT

Governance and IT management are distinct from one another as IT manage-

ment is concerned with the successful provision of IT services and products

and the everyday administration of the IT function (Peterson, 2003). In con-

trast, IT Governance has a wider focus and devotes attention to executing

and converting IT to deliver on the current and prospective needs of the

organization and its consumers (Peterson, 2003).

Essentially, IT Governance is about the policies and procedures that de-

termine how an organization will direct and control the use of its technology

resources, ensuring these resources facilitate the realization of its business

goals successfully. Jennings (2004) motivates that IT Governance is a contin-

uous process, requiring ongoing review and adjustment and involves several

concepts, including Risk Management, security, business continuity, change

management, and regulatory compliance. It is important to note that IT
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Governance does indeed encompass these activities but from a technology

perspective and not one that would necessarily address all aspects of infor-

mation risks. Consideration for these various concepts, enables an organiza-

tion to utilize its IT resources in an appropriate manner and with maximum

efficiency, thereby contributing significantly towards service enablement and

business value creation (Webb & Robertson, 2004). Hence, this demonstrates

how the IT Governance function is able to support “the alignment of business

and IT”, as Jennings (2004) motivates, to achieve competitive advantage and

economic success.

Information Technology Governance is a useful tool for directing and con-

trolling the technology aspects of an organization. Technology has become a

major business enabler, serving to increase company profits and shareholder

value. This places pressure on the BoD since, according to the King Re-

port (2001), it is responsible for ensuring that their technology resources are

adequate to properly carry out their business activities. Hence, the BoD

needs to understand their role in IT Governance and its impact on the over-

all Corporate Governance function. Therefore, it is important to discuss the

relationship between IT Governance and Corporate Governance.

6.4.2 The Relationship Between IT Governance and

Corporate Governance

The IT Governance Institute (2004) claims that IT Governance is not an

isolated discipline. IT Governance must become a fundamental element of

Corporate Governance, and requires board-level attention to ensure that IT-

related risks and the return on IT investment are adequate in terms of the

business needs of the organization (IT Governance Institute, 2004). Ron

Exler, a Robert Francis Group analyst, states that Corporate Governance

and IT Governance are “intimately intertwined”. Exler (2003) further states

that “increased scrutiny on Corporate Governance directly and indirectly

affects IT and the direction IT Governance will take ... in an era where tech-

nology is critical to business, Corporate Governance is incomplete without

adequate IT Governance.”

Information Technology Governance generally entails employing broad

Corporate Governance principles in a strategic way to direct and control
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the IT component of the organization (IT Governance Institute, 2005b). IT

Governance Institute (2005b) states that IT Governance should call attention

to:

• The capability of IT to exploit and have an effect on intangible assets

such as information, knowledge and trust;

• The linking of IT and the business strategies of the organization;

• The appraisal and endorsement of investments in IT;

• The assertion of transparency regarding IT-related risk;

• IT performance assessment.

The BoD must understand that their accountability and responsibility

in terms of Corporate Governance extends into IT through a system of IT

Governance. Proper Corporate Governance efforts, therefore, include all at-

tempts to direct and control the use of information technology in an organi-

zation effectively (Webb & Robertson, 2004). This means that such efforts

involve strategic planning for IT to support the business goals, as well as the

formulation of policies, procedures and management structures required to

attain such goals (Jennings, 2004). Corporate executives and the BoD need

to recognize that their endorsement and participation in this regard is crit-

ical, especially in terms of communicating the accepted IT strategy, which

is now an integral part of the overall business strategy of an organization

(Jennings, 2004).

The importance of IT Governance will be discussed to demonstrate to

the BoD why there is a need to ensure that IT Governance becomes a fun-

damental component of the organization’s broader Corporate Governance

function.

6.4.3 Why is Information Technology Governance Im-

portant?

Stakeholder values are central to the governance functions of the following:

• Setting corporate strategy
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• Creating business value

• Dealing with risks and assessing performance

• Guiding the organization and its IT strategy (IT Governance Institute,

2003).

Stakeholders anticipate that the organization should continue to exist

and be developed through new business models, which can only be accom-

plished through acceptable IT Governance endeavors (IT Governance Insti-

tute, 2003).

Information technology is a major facilitator regarding the storage, pro-

cessing and transmission of business information resources, which are vital

to produce competitive advantage and increased business value to increase

stakeholder returns. The use of this information and its privacy are strictly

governed by a myriad of laws and regulatory compliance mandates passed in

the wake of various Corporate Governance failures like that of Enron Corp.

and WorldCom Inc. Consequently, regulatory compliance efforts are elevated

to a top priority on the corporate executive agenda, with information security

as a central element of concern.

Information technology is intrinsic and pervasive within most organiza-

tions, which requires governance to specific notice of IT, assessing how de-

pendent the organization is on IT and how vital IT is for carrying out corpo-

rate strategy (IT Governance Institute, 2003). As previously stated, Entrust

(2004a) motivates that technologies such as the Internet and other private

networks have the potential to greatly “threaten the privacy of individu-

als, the confidentiality of information and the accountability and integrity of

transactions.”. This emphasizes that the use of IT needs to be strictly gov-

erned. Hence, good IT Governance has become a crucial part of successful

compliance efforts (Jennings, 2004).

The Scottsdale Institute (2001) states that effective IT Governance will

protect the interests of the shareholders and ensure that IT-related risks

are properly analyzed and understood. Additionally, it will enable better

direction and control over the IT investments of the organization, its oppor-

tunities, benefits and risks (Scottsdale Institute, 2001). It ensures that IT is

aligned with the overall business strategy and demonstrates recognition that

IT has a crucial contribution to make (Scottsdale Institute, 2001). Effective
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IT Governance makes it possible to sustain the existing business functions

and enables planning for the future (Scottsdale Institute, 2001).

The necessity of IT Governance has been motivated and the next step is

to take the required actions to implement IT Governance. Therefore, it is

necessary to demonstrate how IT Governance can be put into practice.

6.5 Information Technology Governance in Prac-

tice

The practice of effective IT Governance requires the understanding of it cov-

ers as far as the resources of the orgization are concerned. Furthermore,

how IT Governance is implemented will be discussed with relation to par-

ticular IT Governance frameworks that exist, such as COBIT for example.

Additionally, some of the benefits of implementing IT Governance based on

accepted frameworks like COBIT will be discussed.

6.5.1 What Does Information Technology Governance

Cover?

The IT Governance Institute (2003) states that IT Governance is primarily

concerned with two main issues, these are its ability to produce business value

and the management of all IT-related risks. The former is achieved through

the strategic alignment of IT with the business goals of the organization

while the latter is achieved through the establishment of accountability in the

organization (IT Governance Institute, 2003). Each of these issues require

the allocation of sufficient resources and must be monitored to ensure that

the organization utilizes IT with maximum efficiency and offers stakeholder

value (IT Governance Institute, 2003). IT Governance covers five main focus

areas to achieve this:

• The delivery of IT value;

• IT Risk Management;

• Strategic alignment of IT and business;

• Resource management;
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• The appraisal of IT’s ability to deliver i.e. performance measurement

(IT Governance Institute, 2003).

The IT Governance Institute (2005a) discusses each of these five focus

areas in more detail:

Strategic Alignment is concerned with ensuring there is a link be-

tween the business and IT plans of the organization. These plans can in-

clude the delineation, preservation and support of IT value proposition and

the alignment of IT functions with broader corporate business functions (IT

Governance Institute, 2005a).

Value Delivery focuses on carrying out the value proposition, ensuring

that IT produces its potential benefits against business strategy, by directing

attention to the reduction of costs and demonstrating its inherent value (IT

Governance Institute, 2005a).

Resource Management is concerned with acquiring the most favorable

investments in, and the effective management of, crucial IT resources. These

include people, business processes, the IT infrastructure, software and busi-

ness information. Critical concerns involve the enhancement of knowledge

and the infrastructure (IT Governance Institute, 2005a).

Risk Management necessitates the need for Executive Management

and the BoD to become aware of IT-related risks and the risk appetite of the

organization, demonstrate transparency with regards to considerable orga-

nizational risks and the establishment and delegation of responsibilities for

Risk Management in the organization (IT Governance Institute, 2005a).

Performance Measurement records and observes the implementation

of IT strategy within the organization, the completion of IT projects, the

utilization of resources, how well the processes execute and the services are

delivered (IT Governance Institute, 2005a).

Information Technology Governance needs to be implemented effectively

for each of these focus areas to be covered adequately. However, effective IT

Governance is a challenge, therefore, it needs to be implemented based on

the recommendations and guidelines of accepted IT Governance frameworks

such as COBIT which will be discussed in detail.
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6.5.2 How to Implement Information Technology Gov-

ernance

Information Technology Governance is a continuous process which begins

with strategy setting and alignment in the organization (IT Governance In-

stitute, 2003). The implementation of IT Governance commences and the

key deliverables at this stage include the value assured by the strategy and

the mitigation of all IT-related risks (IT Governance Institute, 2003). It is

fundamental that the strategy be effectively monitored and measured on a

regular basis, reported on and any necessary actions taken to enhance the

strategy if needed (IT Governance Institute, 2003).

The implementation a good system of IT Governance is not a simple

task. There are many things that influence the environment in which most

organizations function. These include:

• The values of the stakeholders;

• The organization’s own mission, visions and values;

• The principles and culture of the organization and the community it

serves;

• Various relevant laws, regulations and policies;

• Industry best practices (IT Governance Institute, 2003).

Fortunately, today, there exist several IT Governance frameworks that

help to guide an organization and the BoD in these endeavors. One such

framework is the internationally accepted Control Objectives for Information

and related Technology (COBIT).

The Control Objectives for Information and related Technology was com-

piled by the Information Systems Audit and Control Association and the IT

Governance Institute. It is an IT assessment tool that is utilized to evalu-

ate the ability of IT to deliver on its promise of value and aims to provide

the BoD with sufficient information to keep them informed about IT-related

issues in their organization (Scottsdale Institute, 2001). The COBIT frame-

work emphasizes the alignment of organizational business goals with various
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IT control processes (Webb & Robertson, 2004). COBIT consists of 34 high-

level control objectives, each for a particular IT process, which are catego-

rized into four primary domains of best practice for IT performance (COBIT,

2000). These are, planning and organization, acquisition and implementa-

tion, delivery and support, and monitoring (COBIT, 2000).

The Control Objectives for Information and related Technology is based

on the idea that IT is critical to deliver the business information required by

the organization for it to accomplish its corporate goals (Scottsdale Institute,

2001). COBIT helps demonstrate which of the characteristics of information

i.e. confidentiality, integrity, availability, effectiveness, efficiency, reliability

and compliance and what IT resources i.e. people, software, technology,

facilities and data are essential for organizational business objectives to be

adequately assisted by the various IT functions (Scottsdale Institute, 2001).

COBIT offers a sufficient system of control for an IT environment as it caters

for all considerations in terms of information and organizational technology

resources that facilitate its use (COBIT, 2000).

An organization will deliver an IT strategy that supports information

security and increase business success, through sound IT Governance (Webb

& Robertson, 2004). Such a strategy could include, for example, as Webb

and Robertson (2004) put it, automating the value chain by implementing

systems for Enterprise Resource Planning (ERP), Supply Chain Management

(SCM) and Customer Relationship Management (CRM), which is currently

imperative to sustain a competitive edge in business.

The underlying premise of COBIT is business orientation (Scottsdale In-

stitute, 2001). It is designed to be implemented not only by users and au-

ditors, but also by Executive Management and business process owners who

require broader direction (Scottsdale Institute, 2001). The Scottsdale In-

stitute (2001) states that “increasingly, business practice involves the full

empowerment of business process owners so they have total responsibility for

all aspects of the business process”.

The effective implementation of IT Governance guided by the recommen-

dations of an internationally accepted framework such as COBIT can produce

significant benefits for an organization.
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6.5.3 The Benefits of Information Technology Gover-

nance

Proper governance frameworks, that have been customized to satisfy orga-

nizational business strategy, enable the effective apportionment of resources,

the monitoring of performance and management of IT-related risks by en-

abling sound decision making and the provision of value (Webb & Robertson,

2004).

MIT’s Sloan School of Management determined that enterprises “with

superior IT Governance have more than 25 percent higher profit than firms

with poor governance given the same strategic objectives” (Weill & Wood-

ham, 2002). These days it is clear that business priorities such as enhancing

organizational productivity, driving down costs, and boosting the value of

investments in IT show that IT Governance can produce benefits (Webb &

Robertson, 2004). The effective implementation of IT Governance provides

several enablers that contribute toward IT business alignment. Luftman et al.

(1999) highlights these enablers which include:

• The backing of IT by Executive Management and the BoD;

• The development of a corporate strategy which includes consideration

for IT;

• The business affairs of the organization being understood by its IT

component;

• Cooperation and collaboration resulting in the linking of business and

IT. Webb and Robertson (2004) states that “discipline in the inter-

action of corporate officers, business leaders, and the IT organization,

breaks down barriers, focuses stakeholders on business strategy, and

promotes quality decision making that results in value creation and

well-managed IT”;

• The effective prioritization of organizational IT projects;

• The expression of leadership through effective IT direction and control.

These benefits corroborate that effective IT Governance can have a dra-

matic and positive effect on an organization. It enables a better managed
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and more secure business environment which provides those organizations

who accept this challenge with a strategic advantage over their competitors

and increase returns and satisfy their shareholder expectations.

6.6 Conclusion

Information Technology Governance should become a fundamental compo-

nent of Corporate Governance for the BoD and Executive Management to

retain full and effective control over the business affairs of the organization,

preventing disasters like that of Enron Corp. and WorldCom Inc. IT has

a critical role to play in facilitating key business operations and the usage

of business information. Therefore, efficient IT Governance practices will

reduce IT-related risks, including those that affect information, and ensure

that organizational business operations continue to function normally. Ef-

fective IT Governance requires that the BoD make well-informed decisions

with regard to IT. However, although they may be guided by IT Governance

frameworks such as COBIT, the Scottsdale Institute (2001) states that they

lack the skills and insight necessary to strategically direct and control IT

effectively. Usually, board-level committees are responsible for informing the

BoD on specialized matters, like the Audit Committee on the financial as-

pects of the organization. The next chapter motivates the institution of an

IT Oversight Committee to help advise the BoD in terms of IT Governance,

IT-related risks and other strategic IT issues, and thereby bring about a

stronger system of internal control and an enhanced approach to Corporate

Governance.
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7.1 Introduction

The critical role that IT currently plays in most organizations means that

executives need to understand how to apply an IT strategy effectively to

maximize the benefits from their technology investments and reduce business

information risk. IT Governance is a significant challenge because the BoD

and Executive Management appear to lack the necessary skills to drive the

IT strategy effectively. This chapter promotes the necessity of the IT Over-

sight Committee (ITOC) to enable the BoD and Executive Management to

make accurate decisions in terms of IT strategy and IT Risk Management.

This ensures the organization is able to implement an effective approach to

Information Security Governance, based on the proposed ISG framework in

Chapter Five, that addresses all aspects of business information risks includ-

ing IT-related ones. This will demonstrate that the primary objective of

this study, which was to develop an ISG framework and promote the signifi-

cance of IT oversight enabling all aspects of business information risk to be

governed, has been met.

This chapter promotes the necessity of the IT Oversight Committee by

discussing the current state of IT Governance, looking at various IT Gover-

nance failures and who is responsible for board-level IT guidance. Various

board-level committees are discussed, highlighting the extent of their ad-

visory duties to the BoD and whether or not these are sufficient to provide

board-level IT guidance. The IT Oversight Committee is discussed to demon-

strate its function with relation to IT decision making at board-level and in

IT Risk Management which plays a fundamental role in Information Security

Governance.

7.2 The Current State of Information Tech-

nology Governance

Information Technology Governance can be a significant challenge. This is

evident from numerous IT Governance failures which are discussed. These

failures appear to arise from a lack of IT decision making skills at a Corporate

Governance level. Therefore, the question of who is responsible for facilitat-

ing the BoD in terms of accurate IT decision making should be addressed.
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7.2.1 Some Information Technology Governance Fail-

ures

Poor IT Governance practices, spurred on by weak board-level guidance, pro-

duces significant amounts of loss and places information assets at risk. These

situations arise from improper planning efforts (Girard, 2002). Additionally,

bad investment decisions which can lead to the complete restructuring of

organizational IT strategy.

In 2001, IT-related losses were more than $1.5 billion from four major

companies alone. During this time, the Internet division of Disney suffered a

$878 million loss when it was forced to shut down its Go.com portal because

it was unable to remain competitive against its industry rivals, AOL and

Yahoo (Girard, 2002). Additionally, Kmart wrote-off $130 million due to

supply chain hardware and software investments that failed to meet their

expectations (Changepoint Corporation, 2004). Furthermore, Gateway, a

computer manufacturing company, lost $143 million due to the scrapping

of various IT projects that no longer supported their corporate IT strategy,

which was in the process of being restructured due to a $2.2 billion drop in

sales and dwindling profit margins (Girard, 2002). Another IT Governance

failure in 2001 involved Nike. Their $400 million loss was due to a bad

investment in supply chain management software which failed to support

its objectives (Changepoint Corporation, 2004). Nike lacked sufficient IT

expertise on this project and held little regard for the fact that a significant

amount of IT resources had already been allocated to other ERP and CRM

ventures currently under way (Changepoint Corporation, 2004).

It appears that corporate boards appear to be making ill-advised deci-

sions in terms of IT and are, therefore, having difficulty in implementing

good systems of IT Governance. This gives the impression that such boards

lack adequate board-level IT guidance and are, therefore, inappropriately

overseeing shareholders interests. Should situations like this continue to

emerge, even more Corporate Governance disasters may transpire because

weak board-level guidance, in relation to IT, will prevent the BoD from re-

taining complete control over an organization. This serves to weaken the

overall Corporate Governance endeavors of the organization, including In-

formation Security and places business information at risk. A situation like
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this may lead to low public confidence and result in greater external scrutiny

and the enforcement of more regulation. It is necessary to examine who is

responsible for advising the BoD in terms of IT Governance and what can

be done to improve the current situation to resolve this issue.

7.2.2 Who is Responsible for Board-Level Information

Technology Guidance?

The role of the BoD, in terms of IT Governance, is strategic direction and

control. It is the responsibility of the CIO to ensure that IT Governance is

properly executed within an organization (Changepoint Corporation, 2004).

Therefore, the BoD looks solely to the CIO for assurance that the corporate

IT strategy supports the underlying business objectives of the organization

(Changepoint Corporation, 2004). The CIO appears to play a major role in

demonstrating the effectiveness of the implemented IT strategy to the BoD.

The BoD is expected to direct and control organizational technology efforts

and make adjustments as necessary to ensure value delivery, business align-

ment and the mitigation of IT-related risks. However, one question remains,

who, on the BoD, has the knowledge and experience ensure that proper busi-

ness decisions, in terms of IT, are made on behalf of the shareholders?

In many organizations the responsibility for board-level IT guidance be-

longs to the Audit Committee (Changepoint Corporation, 2004). However,

because of recent IT Governance failures, it is necessary to ascertain whether

any currently active board committees, including the Audit Committee, have

the expertise required to advise the BoD on IT matters.

7.3 Board Committees

Board committees contribute significantly to the overall Corporate Gover-

nance endeavors of an organization. It is important to explore, in detail, the

role that such committees play to gain a clearer picture of the scope of their

functions and indicate their competence in terms of IT direction and control.
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7.3.1 The Importance of Board Committees

The King Report (2001) states that any organization should have, at least,

an active Audit Committee and a Remuneration Committee. Another com-

mittee recommended by the King Report (2001) is the Risk Management

Committee. The duties of these committees should be examined to ascer-

tain whether they are capable of providing practical insight into strategic

technology based decisions given the issue of IT Governance and board-level

guidance.

7.3.2 The Audit Committee

The Audit Committee has the responsibility of conducting an in-depth review

of all audit-related issues within an organization (Cadbury Report, 1992).

Both the King Report (2001) and the Cadbury Report (1992) highlight some

more specific responsibilities of the Audit Committee.

One of these responsibilities is to conduct a performance review of the

system of internal control of an organization (King Report, 2001). The Au-

dit Committee is required to review the workings of the Audit Department,

including the nature and scope of the audit process, highlighting any areas of

concern (Cadbury Report, 1992). It is important that they evaluate the cor-

rectness of the financial statements prior to these being presented to the BoD

(Cadbury Report, 1992).The Audit Committee is responsible for reviewing

legal and regulatory compliance efforts, including the adherence to the rules

and codes of conduct of the organization (King Report, 2001).

These are some of the responsibilities of the Audit Committee. These

duties indicate that the make up of such a committee requires significant

financial and auditing expertise.

7.3.3 Other Board Committees

The Remuneration Committee is responsible for dealing with all human re-

source related issues within an organization. One of its responsibilities in-

cludes reviewing and suggesting to the BoD executive and non-executive

director compensation (Cadbury Report, 1992).

Risk and Risk Management are important considerations within an orga-

nization. Organizations may establish a formalized board-level committee to
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deal with organizational risk. This committee is known as the Risk Manage-

ment Committee. It is responsible for the quality, integrity and reliability

of organizational Risk Management endeavors (King Report, 2001). It as-

sists the BoD in terms of corporate accountability and the risks related to

management, assurance and reporting (King Report, 2001). Its terms of ref-

erence include technology risk, disaster recovery risk, operational risk, and

compliance and control risks (King Report, 2001). Some of the duties of the

Risk Management Committee according to the King Report (2001) include:

• Evaluate and appraise the integrity of the systems of risk control in an

organization and ensure that the policies and strategies that address

risk are suitably administered;

• Specify the characteristics, position, responsibility and influence of the

organizational Risk Management operation and establish the extent of

Risk Management activities;

• Monitor external progress in terms of the execution of enterprise ac-

countability and the reporting of related risk, together with any poten-

tial effects;

• Provide independent and unbiased supervision and evaluation of the in-

formation made available by management on enterprise accountability

and associated risk, while considering management and Audit Com-

mittee reports to the BoD on financial, organizational and strategic

risk.

The Audit Committee, the Remuneration Committee and the Risk Man-

agement Committee fulfill important roles within an organization. However,

what can be said about these committees and their duties regarding their

support of the BoD in terms of dealing with IT-related issues?

7.3.4 Are These Committees Sufficient?

It should be apparent from examining the duties of the Audit Committee, the

Remuneration Committee and the Risk Management Committee that they

fulfill highly specialized functions for the BoD. These committees require ex-

pert skills and the input of executives and other individuals to accomplish
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their assigned roles efficiently. Previously, it has been the duty of the Au-

dit Committee to review the proposed IT investments of the organization

(Changepoint Corporation, 2004). However, based on the skills required by

such a committee to address audit and accounting issues, the Audit Com-

mittee employs individuals who possess financial, accounting and auditing

expertise. These individuals may not necessarily have an in-depth under-

standing of IT, which is required to guide the BoD in strategic IT decisions

(Changepoint Corporation, 2004). In the literature on Corporate Gover-

nance, such as the King Report (2001), there is no direct reference that the

Risk Management Committee have IT experts serving on it. Such commit-

tees, lacking in the necessary skills to support the BoD in terms of IT, have

great potential to ill-advise it, possibly leading to financial losses similar to

those of Disney, Nike and the others mentioned earlier. Therefore, Nolan

(2004) asserts that “the next big thing in Corporate Governance ... is the

board level IT oversight committee”. Such a committee would be similar

to the Audit and Compensation / Remuneration Committees (Nolan, 2004).

Additionally, it would have the necessary skills to enable accurate IT decision

making. Hence, IT oversight serves to strengthen the overall IT Governance

program of the organization.

7.4 Information Technology Oversight

There is a need to highlight the importance of the IT Oversight Committee

to demonstrate its proposed structure and functions and differentiate it from

other organizational committees that address IT-related issues to clarify the

usefulness of IT oversight as a strategic business function.

7.4.1 The Importance of the Information Technology

Oversight Committee

A major portion of shareholder capital is invested in IT and the BoD is

expected to ensure that these investments serve the interests of the share-

holders by providing them with adequate returns (Changepoint Corporation,

2004). However, as previously stated, IT receives little attention at board

level (Nolan, 2004). This situation leaves room for poor IT decision making,
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potentially leading to the loss of capital, low investor confidence or financial

ruin. The implementation of an IT Oversight Committee appears to be a

practical mechanism for providing the necessary skills and insight to support

technology based decision making and addressing strategic IT-related issues.

Nolan (2004) asserts that organizations implementing such committees will

be “better positioned to avoid disasters, they’ll also be better positioned to

size up the business value of emerging technologies ... and find opportunities

to use IT to differentiate themselves, reduce costs and create strategic value”.

The IT Governance Institute (2004) maintains that such a committee is the

best means for introducing proper governance over IT, by providing the BoD

with the right information to support their IT Governance objectives. The

Scottsdale Institute (2001) states that “setting up a working group, [such as

an IT Oversight Committee], that does not hold voting authority or decision-

making power can lessen a CEO’s concerns about diluting authority. At the

same time, such an advisory body can offer technical advice while helping

to educate the board”. Furthermore, an IT Oversight Committee facilitates

the BoD in achieving better legal and regulatory compliance (IT Governance

Institute, 2004). Additionally it helps to avoid major Corporate Governance

risks similar to those that brought down Enron Corp. and WorldCom Inc.

Information Technology oversight helps to improve the overall Corporate

Governance strategy of the organization, since it enables the BoD to demon-

strate the characteristics of good Corporate Governance and aids them in

fulfilling their Corporate Governance responsibilities better. Some of these

responsibilities include providing comprehensive strategic direction to the

organization, maintaining complete and successful control over the affairs of

the organization and identifying and watching over important areas of or-

ganizational risk (King Report, 2001). The functions and composition of

a proposed IT Oversight Committee are discussed to facilitate the BoD in

properly fulfilling these responsibilities.

7.4.2 Information Technology Oversight Committee Func-

tions and Composition

The IT Governance Institute (2004) states that the goal of the IT Oversight

Committee is to ensure that IT is a standard topic on the corporate agenda
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of the BoD and that it is dealt with in an organized way. The underly-

ing responsibility of the IT Oversight Committee is to ensure that there is

a constant channel of communication between Executive Management, the

BoD and those who work in the IT department of the organization (Nolan,

2004). Nolan (2004) suggests that this communication should address five

key topics. These are the management of information and IT resources, IT

strategy, regulatory and compliance issues, service levels and the manage-

ment of IT-related risks. Each of these topics depend on one another and

are complimentary, therefore, the neglect of one can result in the failure to

consider another appropriately (IT Governance Institute, 2004). There are

ten questions that Nolan (2004) states an IT Oversight Committee should

ask with regard to these five key topics. These are:

1. Does the organization receive acceptable returns from investments in

business information resources?

2. Does the organization have the necessary IT resources to take full ad-

vantage of its intellectual property?

3. Does the organization have the necessary management functions in

place to reduce the risk of technology obsolescence?

4. Does the organization have a sufficient amount of security measures to

guard its corporate information assets?

5. Does the organization boast the necessary management practices to

ensure it operates 24/7 service levels?

6. Are there functions implemented to ensure the detection and imple-

mentation of IT strategic opportunities are taken full advantage of?

7. Does the organization have the necessary functions in place to ensure

any IT failure will not have a significantly negative impact?

8. Does the organization employ benchmarking as a regular function to

uphold a competitive cost structure?

9. Does the organization have the necessary practices in effect to reduce

the possibility of expensive lawsuits?
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10. Does the organization have the necessary procedures implemented to

ensure there are no IT-based surprises to Executive Management?

An important point to consider is that the IT Oversight Committee ful-

fills purely an advisory role to the BoD on issues such as these, therefore,

it has no say in any final decisions reached by the BoD (IT Governance In-

stitute, 2004). Mellon Financial Corporation (2004) highlights some specific

advisory duties of the IT Oversight Committee in their Technology Commit-

tee Charter. These include advising the BoD and Executive Management

on the development and execution of strategic plans that exploit existing

and new technology effectively, assessing the viability of proposed new tech-

nology investments and overseeing IT performance and advising the BoD on

the value delivery of IT in supporting the overall strategic business objectives

(Mellon Financial Corporation, 2004). The IT oversight committee should

collaborate with other board-level committees, particularly with the Audit

Committee regarding important technology-related risks and the Compensa-

tion / Remuneration Committee with regard to performance measurement,

to fulfill these duties appropriately (IT Governance Institute, 2004).

The members of the IT Oversight Committee should be chosen carefully,

based on skills and experience that demonstrate their understanding of the

impact of IT on the business, should its functioning be of value to an organi-

zation (IT Governance Institute, 2004). These members should include both

board and non-board representation (IT Governance Institute, 2004). Nolan

(2004) suggests that members should consist of CIOs, IT consultants and

general managers, possibly appointed from outside the organization. These

executives should be experienced in directing IT-related operations and rec-

ognize the strategic opportunities that IT presents (Nolan, 2004). The IT

Oversight Committee must be aware of what is happening both internally

and externally to the organization enabling them to provide the BoD with

useful information on which to base strategic IT decisions (Nolan, 2004).

Currently, many organizations implement IT Steering Committees to help

address numerous IT-related issues. Some may, as a result, scrutinize the ne-

cessity of creating another committee at board level i.e. the IT Oversight

Committee. The functions of these two committees are compared to sub-

stantiate the validity of an IT Oversight Committee.
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7.4.3 The Difference Between the Information Tech-

nology Oversight Committee and an Information

Technology Steering Committee

One of the primary differences between an IT Steering Committee and the

IT Oversight Committee is that an IT Steering Committee consists mainly

of business unit leaders and department heads and does not normally in-

clude members such as the CEO or CFO (Hoffman, 2004). An IT Steering

Committee does not operate at board level but at management level. The

IT Oversight Committee, however, does include board-level participation,

the same as any other sub-committee of the BoD and operates at board

level. These differences demonstrate that the functions of the IT Oversight

Committee and an IT Steering Committee are dissimilar. The aim of the

IT Oversight Committee is to make recommendations to the BoD regarding

an appropriate IT strategy for the organization (IT Governance Institute,

2004). From this point one or more IT Steering Committees assists Execu-

tive Management in implementing the IT strategy decided upon by the BoD

(IT Governance Institute, 2004). Some typical duties of an IT Steering Com-

mittee include overseeing significant IT projects and handling IT priorities

and the allocation of IT resources (IT Governance Institute, 2004).

The IT Oversight Committee helps the BoD set an appropriate strategy

for organizational IT Governance endeavors, whereas, one or more IT Steer-

ing Committees aim to implement this strategy to realize the vision of the

BoD in terms of IT Governance.

7.5 Conclusion

The provision of clear insight and advice in terms of IT strategy contributes

towards an improved system of internal control that better supports the

overall Corporate Governance objectives of the organization as well as in-

formation security. However, there is a possibility that the discussions of

the IT Oversight Committee may become too detailed or technical and it

is necessary to emphasize that its focus should remain on IT oversight and

strategic planning (Nolan, 2004). There appears to be some debate about

the membership of the IT Oversight Committee. Previous findings are based



144 CHAPTER 7. IT OVERSIGHT

on current literature, but, IT oversight is still a new concept which is sub-

ject to review and adjustment. However, corporate BoDs who undertake

the challenge of IT oversight demonstrate that they understand the scope of

their corporate accountability and responsibility and are proactive in their

leadership duties and understand that since IT plays a major role it is nec-

essary to govern its use effectively to reduce risks to corporate information

assets. Although, none of the prominent Corporate Governance manuals

or approaches dictate the existence of an IT Oversight Committee, several

sources have promoted its employment. Therefore, it can be motivated that

an IT Oversight Committee is an absolute necessity when IT plays a major

role in business, according to the arguments presented in this chapter.

These arguments demonstrate the accomplishment of the primary objec-

tive of the study. This objective involved the development of an ISG frame-

work and the promotion of the significance of IT oversight enabling all aspects

of business information risk to be governed effectively. This ensures the ef-

fective alignment of IT with business and that information risks, including

IT-related ones, are understood by the BoD and mitigated effectively through

ISG and IT oversight. The achievement of the primary objective marks the

resolution of the primary research question and emphasizes the importance

of Information Security as a Corporate Governance responsibility.
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8.1 Introduction

Information Security is an important organizational function. This disser-

tation aims to emphasize the importance of Information Security as a Cor-

porate Governance responsibility. Several key topics were discussed through

the various chapters of the dissertation to achieve this. Some of these topics

include Corporate Governance, Risk Management and the impact of IT on

modern organizations. Greater dependence on IT has led organizations to

be exposed to a wide variety of risks that threaten the security of corporate

information assets. Information risks need to be brought under control and

IT Risk Management plays a role in mitigating the technology-related risks

to information. However, information is not only exposed to IT-related risks,

therefore, proper Information Security efforts are required beyond those that

merely mitigate IT-related risks. Organizations must strive to implement

Information Security effectively and ensure it supports their business goals

and the interests of the shareholders.

There needs to be strong board-level support for the Information Se-

curity function through sound Information Security Governance efforts to

align it with the goals and objectives of the organization. These efforts will

ensure organizations uphold shareholder interests, organizational goals and

objectives and demonstrate due care and due diligence which is necessary

to satisfy organizational compliance with legal and regulatory requirements.

The BoD needs clear direction to implement Information Security Gover-

nance effectively. This dissertation proposed a framework for Information

Security Governance to facilitate the BoD in exercising sound Information

Security Governance, thereby, demonstrating due care and due diligence for

Information Security.

The BoD needs to be aware of the many risks that IT presents, including

IT-related information risks because IT plays a major role in enabling an

organization to achieve its business objectives. It was stated previously that

IT seems to be a neglected topic at board level. This can weaken organiza-

tional Information Security Governance efforts because IT has a significant

role to play in the storage, transmission and processing of information as-

sets. Sound IT Governance efforts are required at board level to ensure that

IT and IT strategy support the organizational business goals and objectives,
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which include goals and objectives for Information Security. This disserta-

tion motivated the importance of the IT Oversight Committee since the BoD

appears to lack adequate knowledge and expertise to facilitate accurate IT

decision making. The IT Oversight Committee has the knowledge and ex-

pertise to advise to BoD on appropriate IT strategy and ensures that such

strategy supports Information Security.

The arguments presented above form the basis of this study. The fol-

lowing section presents a summarized account of each chapter and helps to

motivate the main argument of the study.

8.2 Summary

Chapter 1 introduced the concept of Information Security and highlighted

the various problems that needed to be considered. It was noted that In-

formation Security is viewed from a technical point of view. However, some

authors claim that Information Security is a legal and strategic concern and a

Corporate Governance issue. These arguments form the basis around which

the study was conducted. These arguments support the main objective of

the study which was to develop an Information Security Governance frame-

work that provides information-risk-related information into the Corporate

Governance framework. An additional objective was to demonstrate the im-

portance of the IT Oversight Committee to advise the BoD on matters of

IT and IT-related risks to information. The methodology of the study was

an in-depth literature survey focusing on the field of Information Technol-

ogy and Information Security. The methodology included the development

of the framework for Information Security Governance and the argument

supporting the necessity of the IT Oversight Committee.

General Risk Management and Corporate Governance were the topic of

Chapter 2. An overview of the concept of risk was presented to define

the concept, its various key areas and how it should be dealt with. It was

noted that risk is currently perceived with a negative connotation and it

is commonly dealt with through the process of Risk Management. Risk

Management, in general, was discussed to define it and where it originated

from. Various strategies for implementing Risk Management were discussed

together with various Risk Management supportive activities, like Risk Anal-
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ysis, which plays an important role in identifying, estimating and evaluating

risk. Risk Management forms an important part of the Corporate Gover-

nance function of an organization which was discussed in detail. It ensures

that Corporate Governance is able to achieve its main objective of preserving

shareholder interests. This is accomplished by enabling the BoD to direct

and control the organization effectively to avoid, accept, transfer and mitigate

risks within their risk appetite. The relationship between Risk Management

and Corporate Governance was explained together with the importance of

Risk Management as a Corporate Governance responsibility. This chapter

concluded that Risk Management has a significant IT component due to the

vast organization-wide implementation of IT.

Information technology risk should be managed through proper IT Risk

Management practices. The concept of Risk Management from an IT per-

spective was discussed in Chapter 3. The chapter began with a discussion

about the use of IT in an organization in terms of the growth in dependence

on IT, why IT is important for business success and what risks are associ-

ated with the utilization of IT. The process of IT Risk Management was dis-

cussed to demonstrate how the IT-related risks of the organization are dealt

with effectively. Various strategies for IT Risk Management were discussed

and some examples of these, i.e. the CCTA’s Risk Analysis and Manage-

ment Methodology (CRAMM) and Livermore Risk Analysis Methodology

(LRAM), were elaborated upon. The importance of IT Risk Management

was motived and the chapter concluded that IT Risk Management plays an

important role in Information Security.

Information Security is essential to ensure that all aspects of risk, in-

cluding technology-related risk, to information are addressed successfully.

Chapter 4 elaborated on the management of Business Information Secu-

rity and commenced with a discussion about business information in general.

It was noted that business information includes any type of information, not

only in electronic form, and is exposed to technology, people and business

processes that threaten its characteristics. These characteristics include its

confidentiality, integrity and availability. Business information risk was dis-

cussed in detail and it was noted that risks occur internally and externally

to an organization from human, technical and natural sources. Information

Security aims to mitigate the information risks that arise from these sources.
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Information Security was discussed in detail to define it and explain the ne-

cessity of dealing with information-related risks. Information Security is im-

plemented through the process of Information Security Management (ISM),

which was discussed and it was explained how ISM can be implemented based

on the guidance of accepted standards and security codes of practice such as

ISO/IEC 17799. The chapter concluded that ISM emphasizes the criticality

of business information which requires board-level attention.

The criticality of business information requiring board-level attention,

demonstrates the need for Information Security Governance. Chapter 5

discussed Information Security Governance in detail. The chapter explored

the current state of Information Security in most organizations. It was noted

that Information Security appears to lack necessary board-level attention

because it is often viewed as a technology issue to be handled at the de-

partment level. It should, however, be a fundamental responsibility of the

BoD and the chapter discussed the various considerations the BoD needs

take into account to ensure that Information Security remains effective. The

BoD should exercise due care and due diligence for Information Security and

comply with the legal and regulatory requirements that are applicable to

their organization. The Corporate Information Security Policy is essential to

ensure that the objectives of the BoD for Information Security are commu-

nicated to the entire organization. Information Security requires a policy-

driven approach ensuring that it remains effective and this begins at board

level through sound Information Security Governance efforts. Information

Security Governance was discussed in detail to highlight its components,

motivate its importance and differentiate it from the Information Security

Management function. The framework for Information Security Governance

was proposed to help guide the BoD in their Information Security Gover-

nance endeavors once Information Security Governance had been motivated.

The framework was motivated by arguing its necessity and demonstrating

its implementation. Additionally, various Information Security tasks, roles

and responsibilities were covered. These ensure that key role players in the

broader Information Security function understand what they are account-

able and responsible for. The benefits of Information Security Governance

were highlighted to strengthen the argument regarding the necessity of an

Information Security Governance framework. The chapter concluded that
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Information Security Governance requires IT to be addressed effectively at

board level.

Information technology issues are best addressed at board level through

effective IT Governance. IT Governance was the topic of discussion in Chap-

ter 6 of the dissertation. The chapter covered need for good Corporate

Governance and highlighted some prominent Corporate Governance failures,

specifically that of Enron Corp. and Worldcom Inc. resulting from improper

accounting practices. It was noted that should organization’s not consider IT

with nearly the same importance as matters of finance, situations similar to

those that transpired at Enron Corp. and Worldcom Inc. may re-occur. The

criticality of IT was stressed together with several factors that inhibit the ef-

fective use of IT in an organization to motivate this more clearly. One of these

inhibiting factors include a lack of a close relationship between the business

and its IT resources. This is because many organizations do not have proper

governance structures in place to facilitate IT-business alignment. The BoD

has a fundamental responsibility to ensure that IT is appropriately and effec-

tively applied to reduce risk and reap acceptable returns on IT investment.

This can be achieved by applying a formalized governance framework that

enables the BoD to give effective IT direction and control. IT Governance

was discussed and it was demonstrated how it enables the BoD to govern

the use of IT effectively by implementing the specifications of an IT control

framework such as COBIT. Some benefits of IT Governance were discussed

and the chapter concluded that good IT Governance requires that the BoD

make well-informed decisions with relation to IT.

Good IT decision making requires board-level IT oversight. The concept

of IT oversight was discussed at length in Chapter 7 and the necessity of the

board-level IT Oversight Committee was argued. The chapter discussed the

IT Governance failures of some prominent organizations such as Nike, Dis-

ney, Kmart and Gateway. The responsibility for board-level IT guidance was

explored, after scrutinizing these IT Governance failures, specifically regard-

ing whose this responsibility is. Board committees were explored particularly

highlighting their importance in answering this question. The duties of the

Audit Committee, the Remuneration Committee and the Risk Management

Committee were discussed. It was established that these committees do not

necessarily have the required skills to provide adequate board-level advice.
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Therefore, the need for the IT Oversight Committee was argued and its pro-

posed function and composition were discussed. The difference between an

IT Oversight Committee and IT Steering Committee was addressed to sup-

port the argument for the need for an IT Oversight Committee at board level.

The chapter concluded by stating that IT oversight is important in enabling

Information Security Governance and IT Governance to remain effective and

preserve critical business information assets.

The various chapters of this study helped support the main argument. It

is, however, important to understand how this was accomplished and how

the resolution to the primary research problem was attained.

8.3 Solving the Problem

The primary research problem for this dissertation was stated as: “What

steps are needed to create an effective Information Security Governance

framework that can be integrated into the overall Corporate Governance

program and ensure that the BoD is able to make well-informed decisions re-

lating to IT to address all aspects of business information risk effectively?”.

This problem statement helped define the primary objective of the study

which was to develop such an Information Governance Framework as well as

demonstrate the importance of the IT Oversight Committee to advise the

BoD on matters of IT and IT-related information risks.

A number a secondary objectives were defined to help accomplish the

primary objective of the study and provide a resolution to the problem state-

ment.

The first of these secondary objectives was: The positioning of information-

related risks within the broader Risk Management framework. The disserta-

tion achieves this objective by demonstrating that Enterprise Risk Manage-

ment, which is a Corporate Governance responsibility, must ensure that all

risks that threaten the continued operations of the organization are managed

to an adequate level to protect shareholder interests. Information plays a ma-

jor role in enabling an organization to attain a competitive advantage and

its use is facilitated by the implementation of Information technology. The

strategic application of technology to exploit information appropriately can

produce business value and shareholder returns, but, equally presents numer-
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ous risks. Therefore, information risk, which includes IT-related information

risks, should be addressed through various Information Risk Management

efforts to ensure that Enterprise Risk Management is complete and effective.

The second of these secondary objectives was: The relation of informa-

tion risks to IT risks. This objective was accomplished by demonstrating

that information risk is far wider than IT, therefore, merely considering IT

Risk Management to address information risks is not sufficient to ensure

the full protection of information. There must be consideration for natu-

ral and human risks to information as well as the technology risks. These

risks are addressed by considering various Information Security requirements.

These include requirements to protect the IT infrastructure, legal, regulatory

and statutory requirements and business requirements for confidentiality, in-

tegrity and availability. These together with the guidance of industry codes

of practice, such as ISO/IEC 17799, help address all aspects of information

risk effectively.

The final secondary objective was: The recognition of a means to iden-

tify risk related information which will assist in the governance of IT risks.

This objective was accomplished by discussing the importance of IT as a

strategic resource. It is the responsibility of the BoD to ensure that all crit-

ical systems support the strategic business objectives of the organization,

including Information Security. The BoD needs to ensure that an effective

IT Governance function is in place to achieve the alignment of IT with the

business and reduce the risks that IT presents. However, it was noted that

the BoD appears to lack the necessary skills to direct and control the use

of IT effectively. Therefore, the IT Oversight Committee at board-level was

proposed to advise the BoD on technology issues and provide them with the

information necessary to enable them to apply IT strategically in a manner

that produces business value and reduces IT-related risks, including those to

information.

These three secondary objectives enabled the primary objective to be ac-

complished by demonstrating that information Risk Management forms part

of the wider functions of Information Security Management. Information

Security Management enables the mitigation of information-related risks,

however, the Information Security strategy that enables Information Secu-

rity Management to be a success needs to be defined at board-level through
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effective Information Security Governance efforts. The BoD appears to lack

the necessary insights to direct and control Information Security effectively.

Therefore, they require a governance framework to help guide them in their

Information Security endeavors. This framework demonstrates, to the BoD,

the scope of protecting information assets and highlights the key security

requirements identified through achieving the secondary objectives. These

security requirements together with the help of the IT Oversight Commit-

tee ensure that the Information Security Governance framework provides

information-risk-related information into the Corporate Governance frame-

work to address all aspects of business information risk effectively.

The primary objective of this dissertation is to prove that research meth-

ods can be used effectively to solve a research problem. The argued solution

in this case was an integration and contextualization of related literature to

solve the stated problem and meet the objectives set.

8.4 Conclusion

Information is an important asset in most organizations and it produces sig-

nificant business value if it is kept confidential, accurate and complete and is

available when needed. There needs to be an organization-wide commitment

to Information Security starting with the BoD to ensure that these charac-

teristics of information are preserved. The BoD must be aware of what they

need to consider to ensure that information remains secure. The framework

for Information Security Governance and the IT Oversight Committee can

play a fundamental role in facilitating the BoD in their governance efforts

over Information Security. However, further research would involve spending

more time clearly mapping out the organizational structures for Information

Security tasks, roles and responsibilities and the composition of and skills

required by the personnel who form the IT Oversight Committee. Nonethe-

less, Information Security is a journey and not a destination and requires

continuous improvement over time with clear direction and control through

sound governance efforts.
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Appendix A

Papers Presented and

Published

A.1 Paper 1

In June 2004, at the ISSA Conference held in Johannesburg, South Africa,

Shaun presented the paper titled “Risk Management Vs The Management

of Risk: Does It Matter to the Board?”.

Abstract

This paper addresses the effectiveness of risk management from an infor-

mation protection perspective when reporting on risks to an organization’s

board of directors is concerned. Firstly, the concept of risk management in

general is defined in order to clarify its intended purpose. Then the capabil-

ities of risk management from an IT perspective are highlighted as far as the

protection of information is concerned. The paper further points out that

according to the King Report on Corporate Governance risk management is

the responsibility of the board, but risk management from an information

protection perspective is unable to address the full scope of the requirements

of the board in this regard. It is further noted that there is a difference be-

tween what is termed risk management and the management of risk. Hence,

it is argued that the board’s responsibilities are in fact concerned with the

management of risk and not risk management.

3
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Reference

Posthumus, S., & von Solms, R. (2004). Risk Management Vs The Man-

agement of Risk: Does It Matter to the Board?. In Proceedings of the ISSA

enabling tomorrow Conference 2004 (on CD).

A.2 Paper 2

In December 2004, the paper titled “A Framework for the Governance of

Information Security” was published in the Computers & Security journal.

This paper, according to a survey conducted by ScienceDirect Digital Li-

brary, was 2nd in the “TOP25 Hottest Articles” in the Computers & Security

journal for the 3rd quarter of 2005 based on downloads and views.

Abstract

This paper highlights the importance of protecting an organization’s vital

business information assets by investigating several fundamental considera-

tions that should be taken into account in this regard. Based on this, it is

illustrated that information security should be a priority of executive man-

agement, including the Board and CEO and should therefore commence as

a corporate governance responsibility. This paper, therefore, motivates that

there is a need to integrate information security into corporate governance

through the development of an information security governance (ISG) frame-

work. This paper further proposes such a framework to aid an organization

in its ISG efforts.

Reference

Posthumus, S., & von Solms, R. (2004). A framework for the governance of

information security. Computers & Security, 23 (8), 638-646.

A.3 Paper 3

In April 2005, the paper titled “IT Oversight: An Important Function of

Corporate Governance” was published in the Computer Fraud & Security

journal.
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Abstract

This paper discusses the need for greater board level participation in the

way an organization is directed and controlled, with specific interest in IT

related issues. IT has become widely integrated into most organizations but

IT issues remain a neglected topic at board level. The general failure by the

board to effectively strategically direct and control IT is derived from a lack

of adequate skills and insight into IT related issues at board level. Therefore

this paper motivates the institution of an IT oversight committee to help

advise the board in terms of IT governance and other strategic IT-related

issues, and thereby bring about a stronger system internal control and an

enhanced approach to corporate governance.

Reference

Posthumus, S., & von Solms, R. (2005). IT Oversight: An Important Func-

tion of Corporate governance. Computer Fraud & Security, 6, 11-17.

A.4 Paper 4

In December 2005, at the IFIP TC-11 WG 11.1 & WG 11.5 Joint Working

Conference on Security Management, Integrity, and Internal Control in In-

formation Systems, Fairfax, Virginia, USA, Shaun presented the paper titled

“A Responsibility Framework for Information Security”

Abstract

This paper demonstrates that information security is more than a techni-

cal issue, through the development of an information security responsibility

framework that shows consideration for strategic and legal issues as well. It

is important that information security be viewed as both a governance chal-

lenge and a management responsibility. In order to achieve this this paper

addresses information security governance and the board’s participation in

directing and controlling security efforts. Furthermore information security

management is addressed in order to demonstrate how information security

should be implemented. Once a comprehensive picture of the information

security function has been established, the roles of various individuals in
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terms of information security are discussed and mapped out in the responsi-

bility framework in order to demonstrate the true scope of an organizations

information security function.

Reference

Posthumus, S., & von Solms, R. (2004). A Responsibility Framework for

Information Security. In Proceedings of the IFIP TC-11 WG 11.1 & WG 11.5

Joint Working Conference on Security Management, Integrity, and Internal

Control in Information Systems (pp. 205-221). Springer.


