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Abstract

Programming lecturers are faced with logistical problems associated with evaluating
students assignments. This dissertation will discuss the problems associated with
paper- and electronic-based submission and evaluation systems. Managing student
assgnments is thus an important issue and this dissertation investigates how the
computer can be used to help in both the management of programming ass gnments

and giving of feedback for those assignments.

Computer Mediated Communication (CMC) technologies offer a technical solution
for the submission of assignments. CMC technologies are therefore studied and their
use in the educational sphere discussed. Information Security is another important

feature that is needed when using CMC for assignment management.

A guideline showing the different features that an assgnment management and
feedback system would need was developed. Current systems that offer some
assgnment management features were studied and evaluated according to the

guiddine.

A model was developed for the management of programming assignments. The model
addresses the problems of paper-based and previous electronic submission systems
and includes the assessment of the assignments. The viability of the modd was
determined by building and testing a prototype based on the model’ s specifications.
The prototype was evaluated within a second year Visual Basic programming class.
The evaluation determined that there were areas that needed improvement, however

the feedback was generally positive.
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Chapter 1

Introduction

1.1 Background

Technology-based curricula are usually best taught by a combination of theoretica
instruction and practical assignments. Programming, in particular, is usually taught by
making use of both of these approaches, thus alowing them to strengthen one another
(Shield, 1996). The theoreticad component is taught in class where the lecturer
explains the concepts, however, much of the student’s time is spent on practica
assignments in which the theoretical knowledge is tested and applied. This means that
programming students generally have many practical assignments.

Programming can be compared to creative writing. Editing and commentary help
develop a programmer’s style, just as it does an author’s style. The smilarities
between these fields of study make it possible to extrapolate research done in teaching
creative writing to teaching programming. Studies show that one of the best methods
to teach creative writing is to give writing assignments and alow for feedback on the
assignment, not just grading of it (Day & Batson, 1989). Grading alone taught the
student very little, but continuous feedback helped develop the writer. Thisis also the
case within the programming paradigm where feedback is an essential component in
the student’ s development and education.

The feedback that students gain from practical assignments is therefore very
important. Unfortunately various factors have negatively influenced the quality of the
feedback. Through informal discussions with lecturers and students, it was established
that traditionally the code was printed out and then evaluated by the lecturer.
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Feedback was given by correcting code segments and making suggestions where
needed, in the code. This was easy to do on paper and worked reasonably well, as
shown in Figure 1.1. The problem with this system is that while feedback was easy, it
was difficult for the lecturer to find all of the syntax mistakes in the program. A
popular solution to this problem was to use e-mail to send the code to the lecturer.
This allowed the lecturer to run the code on his or her computer to find any problems,

and permitted the students to be situated anywhere. This additionaly lowered the

Scratched out code
with correction
above

Comments

Block
selection

Code

Figure 1.1 An example of how comments are made on paper.

stress placed on the computing resources such as printers, at the ingtitution.

The e-mail-based solution is however insecure, with students claming to have
submitted assignments, and lecturers claming never to have received them. An
additional problem that surfaces when using the current e-mail-based system is that if
the lecturer does not print out the assgnment, it becomes difficult to provide the same
level of feedback, as could be provided on paper. This is largely due to the lack of
assignment annotation tools. The lack of feedback makes it difficult for the person
who submitted the code to understand what he or she did wrong. Wheress, if adequate
feedback were available to the students, they could have learnt from positive criticism

to their coding technique.
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It isimportant that the whole process of submission, storage, evaluation, feedback and
retrieval be managed in a secure and trustworthy manner. Although systems that
could be used for the electronic submission and annotation of assignments do exist,
they are generally not well suited for use with programming assignments, which may
consist of many files. The advantage of printed-paper over the current electronic
systemsisthat it's easier to scribble comments all over the pages such asin Figure 1.1
(Thomas, 1997). This is not the case with most electronic systems, especially since
they generally change the formatting of the source code, making it difficult to read.
One may ask, “Why can the lecturer not just make printouts and work from them?’
The reason why this is not practical is that, while it works with small amounts of text,
problems arise when there are many students submitting large assignments. This may
take hundreds of pages and take the lecturer hours to print out, consuming time that
most lecturers do not have to waste. Printing costs are also a contributing factor when
considering printing out assignments. Programming classes are becoming larger and
this puts additiona strain on the lecturer in the management, evaluation and giving
individual attention to students.

1.2 Problem statement

It has become increasingly popular for students to e-mail their programming
assignment to their lecturers. This has placed the onus on the lecturer to print out the
assignments for evaluation because providing feedback electronically is difficult.
This still does not solve the problem of managing the whole feedback cycle of
assignments. Unfortunately very few electronic marking tools exist, and those that do
exist are domain specific and not customisable enough for the programming
environment. An additional problem is that while extremely powerful groupware
products exist, they are very expensive and don't offer the feedback that is required

for programming assignments.

It has dso become difficult to manage the whole submission of assignments and

monitoring who has handed in what and when.
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There is no integrated system that allows students to submit their assignments in a
secure way and then lets the lecturers mark those assignments and give feedback to
the students electronicaly. Such a system needs to be trusted by both lecturer and
students.

These problems are made worse by the inability of most educationd software
applications to share standardised data or work together to accomplish joint objectives
(Rowley, 1995). This is costly and wasteful because many of the products features

overlap, or don't integrate well with one another.

1.3 Objectives

The objectives of this dissertation are:

e To determine how the flow of programming assignments between students and

lecturers can be streamlined using current technologies,

 To ascertain how rich, intuitive feedback can be attained in programming

assignments that are evaluated el ectronically;

e To determine how the submission, storage and retrieval of assignments can be
secured within an electronic environment that is trusted by lecturers and students.

1.4 Methodology

A literature study was conducted which looked a the issues and technologies
surrounding the problem areas, namely Computer Mediated Communication (CMC),

information security, as well as various groupware-based features. Furthermore the
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literature study looked at the needs of such a system, as well as the viability of using

currently available solutions for the management of programming assgnments.

An assignment management model was then presented and implemented. The model
provides for the secure electronic submisson, storage and retrieval of assignments,

while maintaining adequate levels of feedback,

The viability of the model was tested by means of developing a web-based
assignment management sysem. This also included an evauation application that

could be used by lecturers to evaluate programming assignment.

The system was then evaluated by students and lecturers. This was done by giving the
students a questionnaire, and interviewing the lecturer. The information gained from
the evaluation was finally used to determine the effectiveness of the proposed system,

and to discover further areas of improvement.

1.5 Organisation of the dissertation

The section below describes the content of the chapters contained within the

dissertation.

Chapter 22 Computer Mediated Communication technologies within
educational environments

This chapter primarily focuses on Computer Mediated Communication (CMC), with
the intention to give the reader a broader understanding of how CMC-based
technologies can be used to support education. This is done by looking at the generd
traits that most CMC systems share, and then discussing severa commonly used
CMC systems within educational environments.
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Chapter 3: Theimportance and application of information security

In this chapter, the importance of security, specifically within an assignment
management system, is described. The chapter additionally discuss the technologies
and methodologies that can be used to create a secure system.

Chapter 4:  Requirements of an assignment management system
Chapter 4 discusses some of the criteria that must be considered when choosing or

designing a product, to facilitate assignment management.

Chapter 5:  Evaluation of currently available products

The objective of Chapter 5 is to determine the viability of using currently available
commercia solutions, to facilitate the management and evaluation of electronically
submitted assignments. This is done by studying various education-orientated
groupware implementations, specifically focusing on their suitability for use within

programming classes.

Chapter 6: The development of a modd to support the management of
assgnments

This chapter discusses a CM C-based assignment management and evauation model
that can be used for the secure submission, Storage, evaluation, retrieval of

assignment.

Chapter 7. The implementation of a web-based assgnment management
mode

The objective of this chapter is to show the viability of the model described in
Chapter 6 by implementing a web-based version of the model.

Chapter 8: Evaluation and conclusion
Chapter 8 discusses how successful the implementation described in Chapter 7 was at
attaining its goals. Furthermore, this chapter discusses various opportunities for

research and development within the implementation.
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Appendix A: Questionnaire
This questionnaire was given to students to evaluate the assignment management

system

Appendix B: User Manual
Thisisthe user manua for the prototype described in Chapter 7.
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Chapter 2

Computer Mediated Communication

technologies within educational environments

2.1 Introduction

"The big story in the field of information technology for education and training is not
what marvellous new technology we educators now have at our fingertips. The big
story is the dow take up of this technology and the challenge this poses for
educational managers." (John Mitchell, cited in Szabo, 1998)

This chapter will primarily focus on Computer Mediated Communication (CMC),
with the intention to give the reader a broader understanding how CMC-based
technologies can be used to support education. This will be done by looking at the
generd traits that most CMC systems share, and then discussing several commonly
used CMC systems within educational environments.

2.2 Defining CMC

“Computer-Mediated Communication is a process of human communication via
computers, involving people, situated in particular contexts, engaging in processesto

shape media for a variety of purposes.” (December, 1997)
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Numerous definitions of CMC exist. Some individuals see CMC as a communications
component (Szabo & Fuchs, 1998; Borja, 1998; Paulsen, 1995), where computers are
used to store, transmit, receive and route messages and information; while others such
as December (1997) place it within a broader context involving people engaged in
various activities. There is thus far no definitive “definition” of CMC, most probably
because, as Murray (1997) states, “ There are many different forms of CMC; it means
different things to different people, which is both its strength and the source of some

of the problems arising in the research literature.”

Computer Managed Instruction (CMI) is one form of CMC and it can be described as
the use of computers storage and retrieval capabilities to organize instruction and
track student records and progress (Gottschalk, 1995b). Wegener (2000) notes that
CMI iscomprised of the following three modes:

« testing,
« prescription generation, and

« record keeping.

The record-keeping component is of particular interest when dealing with an
electronic assignment submisson and evaluation system. This is due to the fact that
detailled information about students evaluated assignments can be stored in such a
system and later analysed.

2.3 CMC systems

“Computer-Mediated Communication systems, especially when enhanced to create
what we refer to as a Virtual Classroom,[ TM] can make significant improvementsin

both access to and the quality of education.” (Hiltz, 1995)

Various implementations of CMC exist, each one meant for a particular situation. The
following section will briefly describe the main CMC features that can be used to

promote education.
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2.3.1 E-mall

E-mail is the eectronic version of the postal system, it alows people to send and
receive messages. The messages are generdly text based, however modern e-mail
clients can facilitate HTML and Rich Text-based messages. In addition to this, other
media may be included by attaching the files to the e-mail. An advantage of email is
that it can support notification of reception as well as group mailing (sending the same

message to many people). E-mail requires minimal user training and hardware.

E-mail is extensvely used by students and lecturers to facilitate communication and
collaboration (Baker & Buller, 1995). Gibson (1997) notes that e-mail is particularly
useful in education because conversations between users can take place over vast
distances and time. According to Baker and Buller (1995), students and lecturers
extensively use e-mail to facilitate question and answer sessions, and to assign and
collect homework. Gibson (1997) additionally points out that e-mail is helpful for
people with language problems, as they can take time to understand what has been
said. The asynchronous nature of e-mail also means that students have time to

compose well thought out replies.

2.3.2MUDsand MOOs

Multi User Dimensions (MUDs) are primarily text-based virtual redlities, in which
users interact, with one another, and the computer. A user is told what the
surroundings look like and the user interacts with them by typing in text commands.
This is however not always the case, as some MUDs make use of 3D graphics and
other media (Schneider, 2000). MUD Object Orientated systems (MOOs) are MUDs
with built in programming languages that alow users to make additions and
customizations to the “reality " in which the users exist, allowing users, to create
“rooms’ and conference areas (Schneider, 2000). MUDs and MOOs furthermore have
the capability to record real-time discussions for later playback for students who were
unable to participate in the discussion (Evard, 1993).
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Educators prefer to use MOOsin place of MUDs, due to their flexible nature, making
it easier to create unique virtual classrooms where students can share knowledge with
one another. Fanderclai (1995), in particular notes the advantages that MOOs' flexible
nature bring forth, stating; “Quite possibly they learn more from projects and
activities they invent for themselvesthan fromany | assign; certainly they learn things

| could not teach themin our four-walled classroom.”

2.3.3Word Wide Web (WWW)

“The World Wide Web [VWWW\], technology holds a ot of promise as an educational
tool” (Gibson, Brewer, Dholakia, Voek & Bitzar, 2000)

The WWW is a hypertext-based medium, which supports text, images, audio and
video. A study undertaken in October 2000, showed that the WWW is growing at an
incredible rate, and that it consists of more than 22 million web sites (Zakon, 2000).
Flake (1996) points out that the WWW can be a great source of knowledge for
students, and that it can become a socia environment for learning. The WWW
additionally permits educators to create online classsrooms that could also include
references to relevant information situated elsewhere on the WWW. For educators,
the Web provides unique opportunities for promoting professona development, easy
retrieval of information and access to colleaguesin the field (Gold, 1996).

Conversely there are many challenges associated with using the WWW, firstly there
is information overload, that is to say a person using the WWW to search for certain
information is bombarded with information, which is often irrelevant to the person.
The WWW can aso be used to misnform people, since anyone can post information
onto the Internet. The information on the WWW is also very “volatile”, with
information and links disappearing overnight (Ciolek, 2000).
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2.3.4 Audio conferencing

Audio conferencing allows red time audio communication between participants. This
can take place over telephones or the Internet. The advent of advanced audio
compression codecs has dlowed this medium to be used over the Internet by home
users e.g. Microsoft NetMeeting. It is an interactive medium, alowing direct student
and instructor participation. Students have many opportunities for give and take with
other students, the instructor, and outside experts. Unfortunately audio conferencing
can't be used to convey nonverba cues or body language, restricting the type of
content that can be delivered (Gottschak, 1995a).

2.3.5Video conferencing

Video conferencing permits rea time audio and video communication between two or
more locations. Video conferencing requires a reasonable powerful computer at each
location as well as avideo camera and microphone. Dwyer, Barbieri and Doerr (1995)
note that a good deal of information is conveyed through subtle body language such
as hand notion and vocal inflections. Video conferencing's ability to include these
subtle forms of communication therefore enriches the communications process,
enabling the lecturer to more efficiently convey his or her message to students
(Dwyer, Barbieri & Doerr, 1995). In addition to this the media richness of video
conferencing means that it can be especially useful to students with special needs or
who are at high-risk (Woodruff and Mosby, 1996).

2.3.6 Newsgroups

Newsgroups are similar to e-mail in that they are asynchronous and use text as the
primary form of communication. Each newsgroup pertains to a specific subject that

can normally be deduced from the name. Newsgroups aso allow users to create
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“threads’ of discussion, with each thread dealing with a particular topic. Specid
“newsreader” applications are required to access newsgroups; they also have the
ability to sort and filter the articles by subject, date and size. They keep track of what
you have already read and to which newsgroups you have subscribed.

Newsgroups are often used for educational purposes to provide eectronic discussion
groups for course subjects. This allows students to participate in a discussion about a
particular course subject. Students can aso use newsgroups to post questions about
assignments, or ask for help (Blanchard, 2000).

2.3.7 Internet Relay Chat (IRC)

“Chat in Spanish with a class in Mexico, and you'll get immediate feedback and
insight into the language that you just couldn't get from a textbook.” Commonwealth
of Pennsylvania (2000)

IRC is avery popular synchronous multi-user chat protocol, i.e. it alows many people
to communicate with one another at the same time. It is a text-based medium but like
e-mail, you can send attachments. The Commonwealth of Pennsylvania (2000) note

that IRC’ s can be used for various education activities, such as helping people to learn

new languages.

2.3.8 Whiteboard

Whiteboarding can be compared to the traditional black board. It allows images to be
displayed, manipulated, annotated, and shared between people (Dwyer, Barbieri &
Doerr, 1995). All of the users see the changes made on the board and all can
participate. Whiteboard applications normally also adlow for text communication
between the participants, similar to IRC.
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2.4 Media usage of CMC

CMC systems can make use of various media types (see Table 2.1). They include
graphics, text, image, video and audio. Text is the smplest media and refers to
characters, letters and numbers. Graphics refer to artefacts such as lines, circles and
boxes that are not pixel related (e.g. Clipart). Images, on the other hand, consist of an
arrangement of small picture elements called pixels, with each pixel representing a
single colour. Video takes images one step further, by displaying many images at a
time, motion is perceived (e.g. DVD movies work on this principle). Audio makes use
of sound to communicate with us. Lennon and Maurer (2000) note that multiple
media types are currently used with great success in medica environments. They go

on to state that its use in classrooms can liven up the learning experience.

CMC SYSTEMS /| Text Graphics | Image Video Audio
MEDIA TYPE

E-mail v v1 v1 v1 vi
WwWw Vv v v1 v1 v1
Audio V2 v
Conferencing

Video Conferencing | v v v v v
IRC v V1 v1 v V1
MUD v V2 V2 V2 V2
Whiteboard Vv

Newsgroups v v1 v1 v1

v 1Thisfeature is available as an attached or embedded file.

Vv 2 This Feature is only available on certain software packages.

Table 2.1 CMC systems and the media that they support.
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2.5 Traits of CMC systems

CMC has various traits, advantages and disadvantages. Studying these will eventually
help in the selection process of choosing a CMC system.

2.5.1 Synchronous and asynchronous nature

CMC permits both synchronous and asynchronous communication. (See Table 2.2).
Synchronous communication permits information to flow in both directions
smultaneously (e.g. telephone cdl), while asynchronous communication only
permits information to flow in one direction at a time (e.g. CB radio, email). The
asynchronous nature of many CMC systems enable users to take their time to respond
to questions. Therefore, instead of rushing replies, well thought-out replies can be sent
(Rowntree, 1995; Warschauer, 1997; Gibson, 1997). A problem with this however is
that the users are not pressed to respond, as they would in “normal” synchronous
communication. Students may aso become frustrated, since it could take a long time
for alecturer to respond to pressing questions (Hiltz, 1995).

Table 2.2 CMC systems and their (a)synchronous nature.
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2.5.2 Time and distance constraints

One of CMC’'s most important benefits is that it liberates instruction from time and
distance constraints (Berge & Collins, 1995b; Shimabukuro, 1995). This aspect of
CMC adlows students to learn any subject matter from any location irrespective of
their time zone or geographic location (Lewis, Whitaker & Julian, 1995). This trait is
especialy important with electronic submisson systems as students may submit
assignments at any time or from distant locations, liberating them from using set

locations and times for handing in assignments.

2.5.3 Cod saving

CMC can potentialy pay for itself and even save organisations money. The cost of
computer equipment and communication lines can be offset by the savings in paper
and printing that would have taken place in a non-CMC environment (Lewis,
Whitaker & Julian, 1995). Assignment submission costs, from a distance education
student’s perspective, are also reduced because students don’t have to post their
assignments, saving on postage expenses. On the other hand, as Jones and Jamieson

(1997) note, the extra hardware and support staff can mean new costs.
CMC users additionally waste less time because it allows them to communicate from
virtualy any geographic location, making commuting to educationa institutions

unnecessary.

2.5.4 Per sonal development

CMC gives everyone the ability to express their viewpoint and gives the user

confidence in their own skills. It also promotes self-discipline and responsbility upon
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its users. Unfortunately, not all students are capable of adequately managing their own
learning and therefore this could act as a disadvantage (Berge & Collins, 1995a).

2.5.5 Textual natureof CMC

An aspect that is also very important is the fact that most of CMC'’s instructiona use
is text-based (Shimabukuro, 1995). This requires the users to be able to express
themselves in text, a requirement that many people are not able to fulfil. (Lewis,
Whitaker & Julian, 1995). Additionally users with poor typing skills may find it
difficult and frustrating to type out large sections of text. This factor may prevent such
users from fully participation in discussions between other users. Another trait of the
textual nature of CMC systems is that social cues are lost (Berge & Collins, 1995z
Rohfeld & Hiemstra, 1995). This has the advantage in that users aren’'t discriminated
against because of their physical appearance, race or gender. The students aso don't
feel like they are being measured. Soft-spoken users, who would have kept quiet in
class, participate more often within the CMC-based class (Kinner & Coombs, 1995).
The other side of the coin looks different. Minimisation of social cues can cause the
non-reticent personalities to become aggressive and publicly inflammatory, often

“flaming” other users (Berge & Collins, 19954).

An additional problem related to the textual nature of assignment evaluation is that of
typing by the lecturer. The evaluator may have poor typing skills and therefore may
prefer paper-based evaluation. This is however, for the most part not a problem for

programming lecturers.

2.6 Groupware

Technologies that support collaboration are in greater demand than ever before and
this is where groupware enters the picture (Coleman, 1995). Groupware is an

umbrela term describing the electronic technologies that supports interpersona
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collaboration. Groupware technology includes e-mail, electronic meeting systems
(EMYS), desktop video conferencing (DVC) as well as workflow and business process
re-engineering (BPR) systems. As with CMC, a mgjor advantage of groupware is that
it liberates the users from time and distance constraints. Table 2.3 shows the four-
square model of groupware that was popularised by Robert Johansson (Bock &
Marca, 1995).

Same Time (synchronous) Different Time (asynchronous)

Same Place ¢ Shared white board » Control room activity log
* Meeting support rooms

Different Place |« Video wall ¢  E-mall

* Remoteimagedisplays |+ Computer conferencing

Table 2.3 Four-square model of groupware (Bock & Marca, 1995).

Groupware belongs to field of study named Computer-Supported Co-operative Work
(CSCW). CSCW in turn examines the design, adoption, and use of software that
enhances collaboration, interpersonal communication and project management (Bock
& Marca, 1995; Brinck, 1998).

Designing groupware systems involves the understanding and behaviour of people
within group stuations. It also involves the understanding of network-based
technologies and how the aspects of these technologies affect a user's experience.
Since groupware involves individuals interacting with technology, traditiona issuesin
user interface design are also relevant (Brinck, 1998). These issues are also relevant to
an assignment management system, since it involves many users exchanging

information such as assgnments and feedback, over networks.
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2.7 Workflow

What is workflow? The Workflow Management Coalition defines workflow as“The

automation of a business process, in whole or part, during which documents,
information or tasks are passed from one participant to another for action, according
to a set of procedural rules.” (WFMC-TC-1011, 1996). The Coalition goes further to
define a workflow management system as “A system that defines, creates and
manages the execution of workflows through the use of software, running on one or
more wor kflow engines, which is able to interpret the process definition, interact with
workflow participants and, where required, invoke the use of IT tools and
applications.” (WFMC-TC-1011, 1996). This means that a workflow management
system manages the flow of information and control in an organisation’s business

jprocesses.

Workflow technology can be used to:

. Streamline an organisation’ s processes;
. Decrease cost of business processes through automation;
. Speed up organisational processes and, as a result, deliver a faster service to

customers; and

. Track and control organisationa processes.

Workflow systems may also provide features such as routing, development of forms,
and support for differing roles and privileges. A smple application of workflow isthe
processing of student assgnments in an educationa institution. A student completes
an assignment and submits it electronicaly. A copy is archived then routed to the
appropriate lecturer. The lecturer evaluates the document electronically, adding
commentary where needed, and sends the corrected document back to the student.
The student is then notified that the assignment has been evaluated.

Workflow management systems have become more popular due to their flexibility,
customer orientation and adaptation to changing market conditions. Consequently
new applications for workflow systems are found every day (Adelsberger, Korner &

Chapter 2 Page 19



Pawlowski, 1998). The growth of workflow has resulted in its use within educationa
environments (van der Veen, Jones & Collis, 1998; Rada, 1999). In particular, van
der Veen, Jones and Collis, (1998) noted that prior to their adoption of workflow,
their old method of electronic assignment submission, evaduation and resubmission
had many delays. “Prior to this (in academic year 1996-97 for example), student
groups had handed in their assignments as attachments to email messages generated
by filling in CGI-forms and submitting them via the course web-site. After comments
were received and any necessary rewriting completed, the deliverables were sent on
to the webmaster who linked the deliverable to the course Web site. This multi-step
process caused some unnecessary delays (caused by waiting for human interventions)
and was capable of further automation.” Subsequently they applied aworkflow-based
solution to this processes, and established that both lecturers and students found the
workflow-based solution to more beneficial than the previous solution (van der Veen,
Jones & Collis, 1998). Groupware vendors have responded to workflow’s popularity

by incorporating many workflow-based functions into their respective products.

Workflow applications can be generaly placed into three categories, namely
messaging-based, web-server-based and production-based workflow. Messaging-
based workflow applications make use of messaging technologies such as e-mail
servers to route tasks through e-mail. Web-server-based workflow systems use web
servers, to which participants connect using their web browser. This has the advantage
that the participants do not need specialized software to connect to the workflow.
However; the disadvantage of web-serve-based workflow systems is that workflow
cannot “push” or notify a user to perform atask, because it needs the user to first log
onto the web server. Production-based workflow systems automate complex and
structures business processes that people do every day, often in volume. Production-

based workflow systems are adso usually used for mission-critical applications.

The following section will briefly discuss some of the problems that users face when
moving from paper-based to paperless assgnment submission and evaluation systems.
The section will specifically focus on how the reading and editing is affected by

moving to a paperless environment. This will help determine some of the potentia
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problems that students and evauators may face, if assignments are evaluated

electronicaly.

2.8 From paper to electronic assignments

“Human-computer interaction is a discipline concerned with the design, evaluation
and implementation of interactive computing systems for human use and with the

study of major phenomena surrounding them.” (Human-Computer Interaction, 2000)

In a study by Sellen and Harper (1997), it was found that International Monetary Fund
(IMF) employees preferred printed-media to electronic-media when comprehension
was required. This resulted in them printing out such documents, enabling them to
comprehend the content better. This aso appears to be the case within the
programming environment, as it is not uncommon for programmers to print out code
in order to better trace through the code and find logical bugs. Moreover this could
aso be true for evaluators, as they have to comprehend and evaluate other people’s

code.

Three commonly recurring factors appear to contribute to the users’ preference to
paper verses eectronic media (Sellen and Harper, 1997; O’ Hara and Sellen 1997).
Namely that users found annotation with text editors difficult, and that users preferred
navigation and positioning with paper. In their study it appeared that navigation
through paper was quick and easy, while it was slow when using electronic media
Users dso found it easer to get an overall view of atext when using paper. This was
mainly due to the fact that the users could unclip documents and arrange them
adjacent to one another to get a better overdl view. The users could aso use one hand
to bookmark their current position while quickly moving to another page to read some
other part easily. Conversely users found it difficult to do this with electronic media,
especially since the screen space did not permit an entire page to be displayed at a

time, making it impractical to work with multiple windows simultaneoudly. Sellen
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and Harper (1997) did, however, note that larger displays or the use of multiple
displays could improve access to other documents, partially alleviating that problem.

Paper-based systems are generally more portable than their electronic counterparts
(Yankelovich, Meyrowitz & van Dam, 1991). This is especially important fact to
consider, as assignments are often evaluated by the lecturer a home, where the
required hardware facilities for eectronic evaluation may not exist. This problem
could additionaly be further compounded by the fact that users often complain about
eye drain when reading large volumes of text on monitors, a task assignment
evaduators most certainly have to contend with (Yankelovich et el., 1991).

2.9 Summary

This chapter gave a brief overview of CMC, looking at various implementations of it
and its use in education. The chapter also discussed some traits that are common to
most CMC systems, and finally looked at some of the problems that users face when
moving from paper to electronic media Groupware and workflow were aso
described. None of these technologies would be useful in an assignment management

system if students and lecturers did not have trust in their security features, however.

The next chapter will describe the importance of information security, specificaly
within an electronic assgnment management system. The chapter will additionaly
focus on some of the most commonly used technologies which could be used to create

a secure electronic assignment management system.

Chapter 2 Page 22



Chapter 3

The importance and application of information

security

3.1 Introduction

An electronic submission and feedback system needs to be considered trustworthy,
reliable, and thus secured (Joy & Luck, 1995). The information that such a system
deals with is of a sensitive nature and it would have disastrous effects if students
could gain unauthorised access to the system and change marks, modify submitted

assignments etc.

Information has become a vita asset in most organizations and thus needs to be
protected, as other assets are. Information security means preserving confidentiality,
integrity and availability at al times. This has become a mgor task because of
multiple platforms and the distribution of information systems. A good information
security architecture must therefore be followed to ensure that all aspects of protecting

information security resources are covered.

In this chapter, the importance of information security, especidly within the proposed
system, will be pointed out. Due to the distributed nature of the problem at hand, a
distributed information security architecture will be discussed. After which, the
chapter will look a some of the technologies that are prevalently used to provide
information security. This will be accomplished by firstly introducing the reader to
the “building blocks’ upon which cryptographic technologies are based. It will then
look at how these “building blocks’ can be used within security protocols and systems

to provide information security.
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Information security plays a vital role within an electronic assgnment management
system. The information stored within, and traversing, such a system, needs to be
secured (Joy & Luck, 1995). Assignments contribute a large percentage of students
semester marks, which makes this especially important. Students should not have the
ability to modify, copy or delete one another’s assignments and marks. The systems
must therefore only permit authenticated users to have access to the various fecilities
of the system. Malicious users may also attempt to modify or capture information that
is transmitted over an unsecured medium, it is therefore also important to maintain the

information’ s confidentiality and integrity.

3.2 A distributed security architecture

In an electronic submisson and evauation system, students and lecturers may be
located at different places while using the system. The components of the system
itself, may similarly aso be distributed over various machines and networks. It is thus
more difficult to secure the system and provide a high level of trustworthiness in the
system. This section will therefore discuss a distributed security architecture. Creating
a secure distributed environment is a multifaceted problem requiring a multifaceted
solution. The complexity can be managed through effective planning. To this end, a
blueprint of the secure environment is needed. This “blueprint” is aso known as the
security architecture. The security architecture is the framework around which the

protected environment is built.

The architecture provides the conceptua definition and structure of the environment.
It allows for the design of individua secure components within the environment.
Additionally the architecture specifies how the individua components are to be
integrated into the overall environment. Finadly, the architecture can be used to verify
that the solution corresponds with the original established vision of the project.

Chapter 3 Page 24



The following section will discuss Bruce and Dempsey’s (1997) distributed security
architecture (see Figure 3.1). It is very complete, considers both technical and socid
aspects, and works in distributed environments. It is not, however, the only way to

structure a security architecture.

Trug Control
Security Availability Physical Network
| Integrity | Recovery Access Access
| Access Control | Continuity
M anagement
| Confidentiality | Durability
M easurement
| Authentication |
Consistency Monitoring and Detection
| Nonrepudiation |
Change Management
Performance Audit
Foundation
Security Policy Security Principles Security Criteria Education

and Standards

Figure 3.1 Bruce and Dempsey’s (1997) distributed security architecture.

Bruce and Dempsey’'s (1997) distributed security architecture is composed of three
major components, foundation, trust and control. The foundation component is
comprised of the overall security principles as defined by the organisation. Security
policies are aso integrated within the foundation component and govern the
implementation and use of the security mechanisms. Additionaly the foundation
includes chosen security criteria and standards. Bruce and Dempsey (1997)
compare the architecture, specifically the foundation, to a house. The foundation is
comparable to a house' s foundation and must possess the ability to, not only support
the rest of the “house”, but aso to additionally support further additions and
renovations. In a security architecture the foundation is composed of statements and
decisions that describe the type of secure environment that is needed together with the

qualities that the environment must possess.
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The control component outlines the mechanisms that are used to control and manage
the required security components. It provides measurement and management features
that are required to oversee the secure operation of the sysem. Physical access
mechanisms are used to control access to the computing and networking hardware
within the system. Various devices can be used to prevent unauthorized access to
equipment, some of which may include smart cards, keys or even fingerprint and
retina scanners. Similarly networ k access controls are used to limit access to network
resources to only people or processes authorised to do so. Management is required
over numerous areas within a distributed system and include the network, operating
system, network operating system, database management, middleware, access control

mechanisms, and key management.

Measurement facilities are used to analyse and report on the performance
characterigtics of the various components within a system. Measurement facilities can
aso be used to detect anomalies thereby indicating possible problem areas.
Monitoring and detection agents could, for example, be used to detect if any student
is attempting to gain illega access to the system and notify the relevant people. Audit
trails are used to keep track of various security events within the system. This
information can later be used to determine who or what was responsible for a
particular security incident. Finaly, the control component is responsible for change
management; this is the management of the impact that changes to the security
mechanisms and policies will have on the organization. (Bruce & Dempsey, 1997)

The trust component of the architecture looks at how performance, security and
availability determine the level of trust that can be placed in a system. The following
section will describe the trust component of the model, as it plays the most crucia

role in an electronic assignment management system.

3.3 Trust

Bruce and Dempsey (1997) state that trust refers to the ability of a system to perform
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its actions with integrity, to keep confidentia information private, and to perform its

functions on a continual basis. Trust can, therefore, be defined as the composition of
security, availability and performance, each of which must be present within a system
and within acceptable limits. The issue of trust is especially important in development
and implementation of a solution to the problem area of this dissertation, therefore the
chapter hereafter will focus on the technologies that can be used to strengthen the
level of trust placed in a system based on the proposed model.

3.3.1 Security

Security is an essential building block in helping users to trust a system, because users
need to know that the assets are protected from various threats. This section will
briefly describe the mechanisms that are needed to ensure a secure distributed system,
such as within the proposed assignment submission and feedback system. Later in the
chapter, various technologies that can be used to implement these mechanisms will be
discussed.

e Integrity

Integrity mechanisms ensure that the data has not been modified in any form during
its storage or transit. Mechanisms must identify and correct or report incidents where
the integrity of data was breached so that appropriate actions can take place (Bruce &
Dempsey, 1997; CP34001, 1998; Information technology security team, 1998).
Within an eectronic submission system the integrity of the data plays an essential role
in determining the level of trust that the students have in the system. One of the issues
that should be addressed is the verification of the integrity of the students
submissions, as the data could have been unintentiondly corrupted during transit.
Students should therefore be presented with tools that enable them to verify the
integrity of their submissions.
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* Access Control (Authorisation)

Once an entity has been identified and authenticated, access control mechanisms
ensure that an entity is only allowed to access authorised system resources. Access
control, also known as authorisation, is usudly determined by a user 1D together with
a validated password and can additionally be based upon time dependency, the users
role, data classification and so forth (Bruce & Dempsey, 1997; CPS4001, 1998;

Information technology security team, 1998).

« Confidentiality

Confidentiaity services ensure that the data is protected from disclosure to
unauthorised entities. Encryption is extensively used to provide confidentiality,
especially over unsecured mediums such as networks. Unfortunately due to
performance and cost related issues it is not feasble to always encrypt al traffic and
therefore a balance must be found between the security needs and the performance
penalties and costs incurred (Bruce & Dempsey, 1997; CPS4001, 1998; Information
technology security team, 1998). Submitted student assignments need to be kept
confidential, to prevent other students from plagiarising. Students are also often
concerned about the public availability of their marks. Mechanisms that ensure the
privacy of the students information, including assignments, should therefore be put in

place.

* Authentication

Authentication mechanisms are used to verify the authenticity of an entity’s identity.
Authentication can be based on something an entity knows, such as a secret pin
number, a physical trait of a person such as a fingerprint, or on the ownership of an
item, such as an identification card. (Bruce & Dempsey, 1997; CP$4001, 1998;

Information technology security team, 1998).
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* Non-repudiation

Mechanisms that support non-repudiation are used to prevent entities from denying
that an action was taken or that a message was sent or received. Two cases of non-
repudiation exist. Repudiation of origin happens when there is a disagreement of the
origin of the data item, while repudiation of delivery is concerned with whether the
data was actually received (Bruce & Dempsey, 1997; CPS4001, 1998; Information
technology security team, 1998). Non-repudiation mechanisms can provide students
with proof of their submissions, as students have often said that they have e-mailed

their assgnments to a lecturer, who in turn denied ever receiving them.

3.3.2 Availability

The availability of a distributed information system is extremely important. A system
that is randomly unavailable is untrustworthy. Availability is very important within an
electronic submisson and feedback sysem because the students must be able to
submit assgnments at all times, especially when the system is used within a distance
education environment. The lecturer must aso have access to these assignments so

that assgnment evaluation can take place in atimely manner.

« Continuity

Continuity is the ability to withstand a complete interruption of service, and to
subsequently invoke recovery procedures in the event of the hardware failure (Bruce
& Dempsey, 1997). Although important, continuity is not critical in an electronic
assignment management system, as assgnment due dates could be extended.

Lecturers do not like to do this however.

¢ Recovery

Recovery refers to the ability to recover from a complete service interruption without

any manual intervention taking place (Bruce & Dempsey, 1997). It is important that
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an assignment management system is able to correctly recover from partid
transactions, such as partial submissions. A partia submission in particular may result
in the evaluator only receiving and evaluating a portion of the submission, negatively
influencing the mark attained.

e Durability

Durability is the ability of a system to withstand a partial or gradual degradation of
service, due to the failure of physica components within a distributed environment
(Bruce & Dempsey, 1997). As with continuity, durability is not critical in an
electronic assgnment management system, as assignments could be submitted or
retrieved once the problem has been solved, and due dates could aso be extended if
need be.

» Consistency

Consistency refers to the ability to consistently attain the same results if the same data
and processng criteria are given (Bruce & Dempsey, 1997). Consistency is very
important in an assignment management system. One must be confident that the
assignment management system handles the submission, processng and retrieval of
assignments consistently. Furthermore, any processing that is done on assignment

marks that are stored within the system, should consistently produce the same results.

3.3.3 Performance

A system must respond to commands and requests in a timely fashion for it to be
regarded as trustworthy. Various factors such as hardware, communications medium,
encryption and protocol choices affect the performance characteristics of a system.
(Bruce & Dempsey, 1997). In an assignment management system the performance of
assignment submission and retrieval-based functions are crucial. The main factors that
influence this is the network’s bandwidth and the actual storage and retrieval of

assignments from a database or storage structure.
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3.4 The use of cryptographic technologies to ensure a secure

environment.

The remainder of the chapter will look at information security from a technologica
viewpoint, specifically focusing on the use of cryptographic technologies, to ensure a

secure and trustworthy environment.

3.4.1 What iscryptography?

The word cryptography comes from two Greek words KpvTto and ypagn meaning
hidden/secret and writing respectively (Kaufman, Perlman, & Speciner, 1995).
Cryptography can therefore be defined as the science of rendering information into an
unintelligible form; as well as reconstructing the information back into intelligible
form. The following section will briefly look at the terminology and use of
cryptographic techniques, particularly within distributed environments such as within
the Internet and intranets.

In cryptographic terminology, a message in its original form is known as plaintext or
cleartext. Encryption is the process whereby the plaintext is modified into a new
form known as ciphertext. Decryption is the reverse process of encryption whereby
ciphertext is changed back to plaintext (see Figure 3.2).

Plaintext Ciphertext Plaintext

Thisisplain text . zderhgfibdlfiugfdo . Thisisplain text
Encryption

Figure 3.2 The process of encryption and decryption of a message.
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Cryptographic systems usually use an algorithm in conjunction with a secret value.
The agorithm or method of encryption and decryption is called a cipher, while the
secret value isreferred to asthe key. A key is comprised of a number of bits, the exact
number is known as the key' s keyspace. Most respectable cryptographic ciphers have
their algorithms published for peer review, as knowing the agorithm without the
appropriate decrypting key, is of little use to people with bad intentions. Publishing
the cipher also has the advantage that many people may help to uncover any possible
weaknesses and solutions to the cipher, thereby strengthening it.

Thisisplaintext Thisisplaintext

Figure 3.3 Secret-key (symmetric) based encryption and decryption.

Key-based ciphers can be placed into two categories, namely symmetric and
asymmetric algorithms. Symmetric algorithms, aso known as secr et-key algorithms,
use the same key for encryption and decryption (Figure 3.3). In turn, asymmetric or
public-key agorithms use related, but different keys for encryption and decryption
(Figure 3.4). An additional property of public-key algorithms is that the one key

cannot be derived from the other and visa versa (SSH Communications Security Ltd.,

o D= ==
l

Plaintext

Ciphertext Plaintext
zderhgfibdlfiugfdo Thisisplain text

Figure 3.4 Public-key (asymmetric) based encryption and decryption.

Thisisplain text
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Symmetric agorithms can be divided into stream and block ciphers. Stream-based
ciphers operate on a single bit, byte or word at a time, while block-based ciphers
operate on groups (usudly 64 bits) of data a atime (SSH Communications Security
Ltd., 1999b).

3.4.2 Factorsinfluencing the strength of cryptographic systems

It isimportant to know how secure or “strong” a particular cryptographic system is as
this will certainly affect the choices made during the development of a secure system.
The strength of a cryptographic algorithm is dependant on various factors, however
amost al encryption mechanisms strength is highly dependant on the size of the
keyspace and the integrity of the algorithm used (Bruce & Dempsey, 1997). The
larger the keyspace, the stronger the code. Experts therefore generally consider 90-bit
keys as the minimum safe size for secret key-based algorithms and 1000-bit for public
key-based systems (SSH Communications Security Ltd., 1999b; RSA Data Security,
Inc., 1997). Unfortunately, the government of the United States of America classfies
encryption technology as munitions and has dtrict exportation laws prohibiting the
exportation of srong encryption-based systems (Bruce & Dempsey, 1997). The
Clinton administration relaxed these restrictions in 1999 (Associated Press, 1999).
Unfortunately only the latest web-browsers such as Microsoft Internet Explorer 5.5
have built in support for 128bit encryption. Older web-browsers need to be
specifically updated to add this support and thisis rarely done

In 1997 lan Goldberg, a student at the University of California at Berkeley cracked a
40-bit algorithm in under four hours, by making use of a network of about 250
computers. The professor, Eric Brewer, who oversaw Goldberg's work with the
Internet Security, Applications, Authentication and Cryptography research group had
the following to say, "If we can break a random 40-bit key in three-plus hours, it

means I nternet commerce based on 40-bit keys is unacceptable,” (CNET News.com,
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1997). This fact is important to remember as the international versions of SIMIME
and SSL make use of 40-bit keys (Counterpane Internet Security, Inc., 2000).

This can have important implications on an electronic assignment submisson system
as a secure web-based or e-mail-based system would in most cases use SSL or
S/MIME. It would dso berelatively easy for an Information Technology (IT) student
to get access to multiple computers. He or she could do this by embedding the
cracking software into a screen saver and freely distributing it, or by embedding the
cracking software within a Java Applet. The applet approach would require the
student to embed the applet within a web page. Visitors to the web page would then

unknowingly assist in the cracking process.

3.4.3 Encryption and decryption algorithms

Many encryption algorithms exist, each with their own strengths and weaknesses. The
most common issues that must be considered when selecting an algorithm for use
within a system is an algorithm’s strength, performance, reliability as well as the lega
issues of using the particular agorithm. This section will briefly discuss the traits of
the most commonly used encryption and decryption agorithms. Knowing the
strengths of these algorithms enables the reader to determine the level of security that
products which make use of these agorithms exhibit. This can be useful when choices

must be made between competing solutions such as OpenPGP and SMIME.

DES (Data Encryption Standard) and TDES (Triple DES)

DESisablock cipher and uses a fixed-length 56-bit key that encrypts data in 64 bit
blocks. The extra 8 bits are reserved for parity and are ignored by DES. The key-
space is therefore 2°° making it vulnerable to attack, and should therefore not be used
in new applications (SSH Communications Security Ltd., 19994).
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Triple DES (TDES) is a more secure variation of DES, from which various other
variations in turn exist. One variation in particular uses two keys while another uses
three keys thereby using 112-bit and 168-bit keyspaces respectively (Hughes, 1995).

. IDEA

International Data Encryption Algorithm (IDEA) is a 64-bit block cipher that uses a
128-bit key. IDEA is optimised for software-based implementation and therefore has
similar, if not, faster performance characteristics than DES (Hughes, 1995). IDEA is
considered to be a very strong agorithm and is therefore extensively used within
applications such as PGP (SSH Communications Security Ltd., 1999a).

. RC4

RCA4 is a proprietary cipher. Its agorithm was until recently a trade secret, however
there is strong evidence that anonymously posted source code on the UseNet, is RC4.
RC4 is essentialy a random number generator, the output of the generator is
exclusively-ored with the data stream. RC4 supports variable length keys and is much
faster than DES (Hughes, 1995; SSH Communications Security Ltd., 1999a).

. Diffie-Helman

Diffie-Hellman is an agorithm that defines a secure mechanism by which symmetric
keys can be exchanged. It is generally considered to be secure when sufficiently long
keys and proper generators are used (Hughes, 1995; SSH Communications Security
Ltd., 1999a).

. RSA

The RSA dgorithm is an encryption and decryption agorithms that was named after
its inventors, Rivest, Shamir and Adleman (Kaufman, Perlman, & Speciner, 1995).
The system uses two related keys, one which is kept secret and is used for decryption
and another publicly available key, used for encryption.
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Messages encrypted with the public key can therefore only be decrypted with the
private key and visa versa. Unfortunately the RSA algorithm is about 100 times
dower than symmetric block agorithms such as DES and thus mainly used to encode
or decode small amounts of data (Hughes, 1995).

3.4.4 Hash functions

Hash functions are typically used to determine a message digest of a document,
which is like a “digital fingerprint” of the document. The hash function computes the
digest by compressing the bits of a message to a fixed-size hash value. Thisisdone in
such a manner that it distributes the possible messages evenly among the possible
hash values. The resulting hash value is relatively unique for it is extremely unlikely

for any two documents to have the same hash vaue.

Hash functions have many possible applications, for example within an electronic
assignment submission system, when an assignment is submitted, a hash function can
be run to determine the message digest of the submission. This value could then be
stored in a database. If, at a later stage, the assignment needs to be resubmitted, the
new submissons message digest could be compared to the vaue stored within the
database. Similarly, if the integrity of the stored assignments come into question, their
integrity can be verified by comparing their message digests with those stored within
the database.

. MD2, MD4 and MD5

MD2, MD4 and MD5 are al one-way hash functions, with each incarnation
improving on the previous version. MD2 was designed for use in Privacy Enhanced
Mail (PEM) and produces a 128-bit hash value. In turn, MD4 also produces a 128-bit
hash value, however the algorithm is optimised for 32-bit registers and is more secure
than MD2. MD2 and M D4 have however known flaws, and have been broken. MD5
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was therefore specificaly created to overcome some of the weaknesses in MD4
(Hughes, 1995; SSH Communications Security Ltd., 1999a).

. SHA
Secure Hash Algorithm (SHA) is closely modelled around MD4 however it contains

various enhancements, one being a 160-bit hash value making it even more secure
than M D5.

3.5 Digital Signatures

A digital signature is used to verify that a message really comes from the claimed
sender (Kaufman, Perlman, & Speciner, 1995). The first step in creating a digita
signature of a document is by creating a message digest of the document. Thisis then
concatenated with information about the sgner, a timestamp and other relevant
information. The resulting string is in turn encrypted with the private key of the
signer. The result of this is an encrypted block of bits, called a digital signature. For
the signature to be of use, the recipient must be able to know who signed it, therefore
information pertaining to the public key that was used to sign it is usualy distributed
together with the signature.

The recipient of the document or message would verify the signature as follows.
Firstly, the recipient must determine whether the supposed sender’s key is
trustworthy. Once this has been determined, the signature can be decrypted using the
public key of the person (Kaufman, Perlman, & Speciner, 1995). If the sgnature's
decryption is successful and the message digest is valid, the signature is valid.

Digital signatures can play an important role in an electronic assgnment submission
system as they can be used as tokens that are given to students as proof of submission.
A hash agorithm could be used on the submitted assignments to create digita
fingerprints of the submissions. These would be signed by the system and then sent to

the students as a token of their submission.
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3.6 Security protocols for the Internet

The Internet is a worldwide collection of computer networks. It was devised in the
sixties by researchers at the Defence Advanced Research Project Agency (DARPA) to
act as a communication system that could withstand substantial damage and still
function, such as in the case of nuclear war. This is achieved by using data
communications standards that enable computers on the Internet to find one another

viavarious routes.

The World Wide Web was envisaged by Tim Berners-Lee and his colleagues in 1992.
They sought an easy method of circulating pre-print research papers for peer review
around the Internet without requiring each recipient to have various word processing
software packages installed. The first step in accomplishing this goal was to devise a
platform independent language, Hypertext Markup Language (HTML). An HTML
browser was then specified that would have the ability to navigate and view the
documents. Berners-Lee proposed an Internet protocol caled Hypertext Transport
Protocol (HTTP). Berners-Lee then named the interconnection of HTTP servers and
HTML browsers the World Wide Web. Unfortunately the original Internet protocols
did not have security in mind, resulting in additional protocols being designed to fit
into the TCP/IP suite (Dumas, 1995).

Many of the transactions which take place over the Internet are of a sensitive nature
and must be secured from various forms of attack. Security protocols were
consequently developed to counter various threats to security and to give the user
peace of mind. Although many security protocols exist, protocols such as PCT
(Private Communications Technology), STT (Secure Transaction Technology) and
SEPP (Secure Electronic Payment Protocol) will not be discussed due to their limited
scope and use. This section will hence discuss the three most commonly used generd-
purpose security protocols namely S-HTTP (Secure Hyper Text Transport Protocol),
SSL (Secure Sockets Layer) and Kerberos.
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3.6.1 SecureHTTP

S-HTTP acts as an extension to HTTP, its purpose is to provide security services. S-
HTTP was designed to be flexible and to easlly support various agorithms,
certificates, key management and security policies. The flexibility includes the ability
to alow clients and servers to negotiate polices such as alowing or disalowing
certain services. SSHTTP s flexibility extends to supporting multiple key management
systems, including public key-based systems, Kerberos, and symmetric key
algorithms. The structure of SSHTTP messages is comparable to that used in PEM,
and likewise can be used to digtribute certificates (Bernstein, Bhimani, Schultz &
Siegel, 1996).

3.6.2 Secure Sockets Layer (SSL)

SSL is used to provide confidentiality and authentication of messages. It does this by
providing a generic security framework on which application protocols can run. This
is done by securing the lower layer protocols such as TCP and IP, enabling protocols
such as HTTP, FTP and Telnet to run as norma over the secure medium. SSL
consists of two protocols, the record and handshake protocols. The record protocol is
used for the actual transmisson of data while the handshake protocol is used to
negotiate the techniques that will be used to provide various security services such as
confidentiality and authentication. (Bernstein et. a., 1996).

The operation of SSL works as follows. Once the client has connected to a secure
server, the server sends a hello request message. The client then replies with a client
hello message. This client’s message contains a sesson 1D, which uniquely identifies
this sesson between the browser and the server. The message aso includes a number
which was randomly generated by the browser as well as information telling the
server which cryptographic ciphers the browser supports together with the SSL

verson and compression methods supported. The server then chooses an encryption
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algorithm, compression method and SSL version, together with a different random
number, and an acceptable session ID number. This information is then sent back to
the client in a server hello message.

The client and server can now exchange digital certificates, to authenticate each other
if need be. The server's certificate can also include a public key appropriate to the
public-key encryption algorithm selected during the handshake protocol. This key will
be used only for a short time, however; the actud transaction will be encrypted using

a private-key encryption agorithm.

3.6.3 Kerberos

Kerberos is a network authentication protocol that is designed to provide strong
authentication for client-server applications, and was originally developed at the
M assachusetts Institute of Technology (MIT) in the mid 1980s. Kerberos provides for
authentication across unsecured networks, however it can additionally provide
integrity and encryption if required. It works by assigning a unique key, called a
ticket, to each user who logs on to the network. These tickets are used for
authentication between clients and include a time stamp to limit the time period for
which the ticket is valid. Kerberos is mostly used in application-level protocols, such
as TELNET or FTP, to provide user to host security (Jaspan, 1995). Kerberos is
available on Unix and Win32 platforms, with Windows 2000 having built in support
for Kerberos version 5 (TechNet, 2001).

3.7 E-mail Security considerations

As stated before, e-mail has often been used by students to hand in assignments. This
has caused problems such as *“disappearing” assignments, and low levels of
confidentiality as assignments aren’'t encrypted. This section will therefore look at

some secure e-mail-based solutions that could be used for assignment submission.
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Most secure e-mail solutions are based upon public-key cryptography. Unfortunately
due to the diversity of the implementations, various problems arise (Berngtein et. al.,
1996). The following section will hence highlight most of these issues, after which
three implementations; namely, PEM, PGP and SMIME will be discussed.

» Certificate management

Certificates are documents that contain identification information together with a
public key, and are normally digitaly signed by a trusted entity to prove the
authenticity of the certificate. The recipient of an encrypted message uses the trusted
entities public key to decode the digital certificate that is attached to the message.
This results in the recipient obtaining the sender's public key and identification
information, that is held within the certificate. With this information, the recipient can
send an encrypted reply (Bernstein et. al., 1996; Webopedia, 1998).

Various implementations of public-key cryptography have to contend with the
difficulties involved with the management of certificates, which are used for
verification of signatures. Most of the issues involved are interpretability related, with
different applications managing tasks such as certificate storage, retrieval and
revocation differently (Bernstein et. al., 1996). This is especialy important as secure
e-mail systems such as PEM and PGP make use of digital certificates.

e Trust models

Different applications use different trust relationships between entities. PEM for
example, uses a strict hierarchical approach while PGP uses a more informal bottom
up approach (Bernstein et. a., 1996).

e Support for multiplerecipients

Various secure e-mail systems don’'t properly support the sending of encrypted
messages to multiple recipients. This is difficult because it requires part of the
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message to be encrypted with al of the recipient’s public keys so that they, in turn,
can use their private keys to decrypt the session key and ultimately the message
(Berngenet. a., 1996).

* Forwarding messages

A person may want to forward a message that was encrypted and signed to other
individuals or entities. It is therefore desirable to remove the encryption while
retaining the signature as proof of its authenticity. Unfortunately, different
applications may implement this differently, resulting in incompatibilities between

various secure e-mail implementations (Berngtein et. al., 1996).

Three common methods of implementing e-mail security will be described below.

3.7.1 Privacy-Enhanced Mail (PEM)

PEM is a standard for exchanging private e-mail, as documented within RFC 1421-
1424 (RFC or Request For Comments). PEM supports both symmetric and
asymmetric key management, however asymmetric is more popular and will therefore
be discussed (Hughes, 1995). PEM makes use of MD5 for digital signatures, and
RSA and DES for encryption. Unfortunately the small key size that PEM uses makes

it venerable to attack.

The main features provided by PEM are:

. Originator Authentication
Digital signatures ensure authentication.

. Confidentiality
Secret-key and public-key encryption ensures confidentiality.
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. Integrity
Digital signatures are used to provide message integrity.

. No repudiation of origin
The sender of a message cannot repudiate having sent the message because the
message is digitally signed with the sender’ s unique key.

PEM'’ s certificates adhere to the X.509 standard, which is a standard format for public
key certificates and Certificate Revocation Lists (CRLS) (Bernstein, Bhimani, Schultz
& Siegd, 1996). PEM wuses a strict certificate hierarchy, where Certificate
Authorities (CA) vouch for the authenticity of users and their certificates (Figure
3.5). The Certification Authorities certificates are in turn signed by Policy
Certification Authorities (PCA), who maintain various policies that govern
operations and entry requirements into the PCA’s domain. Finaly the PCA’s
certificates are signed by a root certificate of the Internet Policy Registration
Authority (IPRA) (Bernsteinet. a., 1996).

PEM allows for a single message to be sent to multiple recipients by using a single
session key to encrypt the data. Multiple copies of the session key are then encrypted
with the public keys of the recipients. Unfortunately various factors have impeded
PEM'’ s acceptance with users. Firstly, users do not like the strict hierarchical structure
that PEM uses. PEM aso does not support MIME and therefore does not support non-
text messages (Hughes, 1995).

Hughes (1995) mentions that critics of PEM complain that it does not provide enough
privacy, as anyone can verify the sender’s signature. This is due to the fact that the
signature is not encrypted. Finally, PEM uses a complex name scheme, and does not

alow for forwarded messages to retain their sgnatures (Bernstein et. al., 1996).
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Figure 3.5 Digplays the hierarchical tree structure that PEM uses
(Bernstein et. al., 1996).

3.7.2 Pretty Good Privacy (PGP) and OpenPGP

PGP was primarily created by Phil Zimmermann and is one of the most popular mail-
encryption programs available. Like PEM, PGP supports both symmetric and
asymmetric encryption, however the message formats are different and therefore
incompatible. PGP aso differs from PEM in that PEM uses atrust model, based on a
hierarchy of certificate authorities, whereas PGP is not as rigid and is based primarily
on personal decisons (Hughes, 1995).

Once PGP has been installed a public/private key pair are generated for the user. The
public key is placed in a data structure known as a public key ring. The key aso has
auser id and key id associated with it. PGP then asks the user for a pass-phrase and
uses it to generate a 128-bit IDEA key. The IDEA key is, in turn, used to encrypt the
private key. The pass phrase and 128 bit key is then discarded and the encrypted
private key in placed on a private key ring together with the owner’s user id and a
copy of the public key. Therefore even if the private key ring is stolen it is unusable
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without the pass-phrase (Cooper, Goggans, Halvey, Hughes, Morgan, Siyan, Stallings
& Stephenson, 1995).

A message between two participants would look something similar to Figure 3.6.

Firstly, the sender uses his or her private key to create a digitd signature, which is

added to the message. The message is then compressed and encrypted with the session

key. The receiver’s public key is then used to encrypt the session key after which it is

added to the message. Finally, the message is converted to an ASCII armour format

and sent to the recipient.
| >
. \ 4
Signature
Signature
Thisisthe This is the
. . Thisis the
plaintext plaintext
plaintext Y
message message
message
Plaintext Digital Entire Compressed Session key  Message Y
message signature document message encrypted converted
added usng including encrypted and added to ASCI
senders sgnature is with sesson to message armour
private key compressed key format A
Signature
Signature Y
Thisisthe This is the
. . Thisis the
plaintext plaintext
plaintext
message message
message \ 4
Signature Message is  Message Session key ASCII ASCII
verified decompressed decrypted with  recovered armour format A 4
with recovered using removed message
sender’'s session key receiver’s
public key private key

Figure 3.6 lllustrates how a PGP message is encrypted and decrypted.
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The recipient firstly has to remove the ASCII armour and then use his or her private
key to retrieve the session key. Once this has been performed the session key is used
to decrypt the message after which the message is uncompressed. Finaly, the

recipient uses the sender’ s public key to verify the signatures authenticity.

PGP is superior to PEM due to the fact that it supports strong encryption algorithms
such as IDEA, and because it does not require atrust centre. On the other hand, PGP’ s
web of trust-based system can prove to be problematic, and adthough PGP itself is not
a standard, OpenPGP is (SSH Communications Security Ltd., 1999a).

3.7.3 Secure Multipurpose Internet Mail Extensions (SMIME)

In 1995, RSA Data Security released a specification for secure e-mail and named it
Secure Multipurpose Internet Mail Extensions (SMIME). SSMIME was designed to
add security to e-mail messages in MIME format. SMIME is superior to both PGP
and PEM in that it uses a very flexible hierarchical certification approach (Bernstein
et. a., 1996). The certificates use the X.509 format because of its acceptance as the
standard for digital certificates. SSMIME uses a symmetric cipher to do the bulk of the
message encryption, and a public-key algorithm for key exchange and digita
signatures. The symmetric agorithms that are recommended by the SIMIME draft are
DES, T/DES and RC2 (RSA Data Security, 1999). Unfortunately Counterplane
Internet Security Inc. (2000) found that some implementations of SIMIME would not
interoperate with one another when ciphers stronger than 40-bit RC2 were used.

3.8 Summary

It is essential to realise the importance and role that information security plays to
ensure the continuation of services within an organization. Bruce and Dempsey’s

distributed security architecture can be used as a guideline to indicate how
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information security can be attained within a distributed environment such as within

an electronic submission and evaluation systems.

Security is especialy important in an electronic assignment submission system,
because the operation of such a system plays an important role in supporting the goas
of an educationa institution. This is especialy true when electronic submission
systems are used within distance educational environments, as the ingtitutes are
amost totally dependent upon the continued operation of the assignment submission
systems. On the other hand even if the continued operation of an assignment
submission system is not critical to the organisation, it still has be considered secure
as the assignment management system would contain confidential information such as
student marks and details. It is therefore essential that the system be considered
trustworthy. The technologies described in this chapter could be used to create such a
secure environment. Chapter 4 will discuss some of the main criteria, other than
security, that must be looked at when choosing or designing an electronic assignment
submission and evaluation-based system.
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Chapter 4

Requirements of an assignment management

system

4.1 Introduction

Chapter 3 discussed information security, its importance and the technologies that can
be used to ensure a secure environment. This chapter will discuss the criteria that need
to be considered when choosing or designing a product, which will be used to
facilitate assgnment management. This first section looks at the criteria for choosing
a product in general. The section thereafter will focus on the criteria that are

specifically relevant to an assignment management system.

4.2 Aspects to consider when choosing a solution

Numerous comparative studies have been undertaken to assist people to determine
which products are best suited for their needs (Britain & Liber, 1999; Hazari, 1998;
Kristapiazzi, 1998; FutureU, 2000). They did this by primarily focusing on the
features that Course M anagement Software (CMS) products possess.

The following section consists of a subset of the features discussed in these sudies.
They were specifically chosen because this dissertation is only concerned with those
features that contribute to the process of assignment submission, evaluation and
feedback. Moreover this section will discuss how these features can specificaly be
used to help facilitated the management of student assignments. Quizzes and other
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test-related assignment features will, however, not be covered as the dissertation is
primarily concerned with programming assgnments. Readers who want more
information about such systems could however have a look at WWWASssign (Martin,
1997).

4.2.1 Platforms

Early on in the decision making process the platforms on which the proposed system
is to run on must be identified (Hills 1997). Platform independence is especidly
important if the product will be expected to operate over a heterogeneous environment

where different operating systems and hardware are used (Jones & Buchanan, 1996).

4.2.2 Standards and ar chitecture

There are no “dlver bullet” products that can cater for al of the users needs and
therefore standards are needed to allow for additional products to work in conjunction
with one another as seamlessly as possible (Bock & Marca, 1995). A proprietary-
based solution may result in interoperability problems appearing in the future, as
additional products are needed. Jones and Buchanan (1996) also note the use of

standards promote platform independence.

4.2.3 Integrated or specialised products

Hills (1997) notes that two general types of groupware solutions exist, namely
integrated and specialised solutions. Kaplan (1998) applies this specificaly to
software for developing web courses, differentiating between integrated solutions
such as WebCT and specidised off-the-shelf component-based solutions. Integrated
solutions also often possess many different features, making them appealing to the
mass market (Hills, 1997). Another advantage of integrated solutions is that they

present users with a common structure, look and feel, resulting in users being less
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inclined to need help (Kaplan, 1998; Parkland College, 2000). Kaplan (1998) argues
that the integrated solutions common look and fed make it difficult for different
institutions or classes to differentiate themselves. Integrated products are aso
generdly very expensive, and consequently only large organizations can afford such
products (Hills, 1997; Kaplan, 1998).

On the other hand, specialised products are much cheaper and may have certain
features which the integrated products don't poses (Hills, 1997; Kaplan, 1998).
Speciaised products do, however, face the problem of integration, as they may not
easly integrate and interoperate with one another. Therefore, the use of specialised
products may be problematic if additional functionality is required at a later stage
(Hills, 1997).

4.2.4 User- friendliness

The product must be user-friendly and intuitive to use for it to be easily accepted by
the users. Complicated products might require users to go on training courses, wasting

users time and money. (Hills, 1997)

4.2.5 Training

The adminigtrative staff might require extensive training in the particular product. The
vendor should therefore be available for training and support when and where it is
needed. Placing applications within web browsers can reduce training and support, as
many of the users are aready familiar with that interface (Hills, 1997).

4.2.6 Cost

Various factors contribute to the cost of a sysem. The most noticeable factor is the

initial cost of the software. The product might aso require various resources such as
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servers, storage and bandwidth to be upgraded. Some products additionally require
yearly licenses that incur greater costs over the long run (Kaplan, 1998). Users and
administrative staff may also need training and complex products might be difficult to
install and require help from consultants. According to Hills (1997) some datistics
show that these additional costs may be some three to five times the amount of the

actual software package.

4.2.7 Deployment and Fit

It is important to determine how the product will fit into the existing infrastructure,
and whether it is required on all computers (Hills, 1997). This includes hardware and
software such as the network infrastructure and operating syssems used. The effort
exerted in deploying a groupware product may additionally be substantid, as it may
include the amount of effort needed to deploy software onto users computers. The
task is further complicated if different computers require different software
configurations and components. One must also consider how much effort will be
required if the software or hardware is to be upgraded. Many of these potentia
problems can however be averted in web solutions where the software runs on the

server and web browsers are used to accessit.

4.2.8 Stability

If the system is critical to the organisation’s running, stability is an important factor to
look into. Newly released software products may have many bugs and it might be
wiser to use a wait-and-see approach (Hills, 1997).

4.2.9 Vendor support and strength

The software industry is a rough world and many companies rise and fall in a year.

One should be cautious of new players to the scene, as young companies might not
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exist in afew years. This may necessitate the move to another vendor’s product. Such
a move could be costly and time-consuming to an organisation, as the new product
would have to be purchased and the staff would need to be retrained. The customer
support that a vendor gives is aso important, and choosing a product from a vendor
with a well-established customer support record can only be advantageous to the
organisation.

4.2.10 Security

As stated in Chapter 3, security plays an important role in an assignment management
system. The following aspects were found to be of crucia importance, consequently

these aspects should be considered when choosing or designing an assignment
management system.

. Integrity - Integrity mechanisms ensure that the data has not been modified in
any form during its storage or transit. Mechanisms must identify and correct or
report incidents where the integrity of data was breached so that appropriate
actions can take place (Bruce & Dempsey, 1997; CPS4001, 1998). In an
assignment management system students should be presented with facilities to
verify the integrity of their submissions.

. Access Control - Once an entity has been identified and authenticated, access
control mechanisms ensure that an entity is only alowed to access authorised
system resources. Access control, is usually determined by user 1D together
with a vaidated password and can additiondly be based upon time
dependency, the usersrole, data classification and so forth (Bruce & Dempsey,
1997; CP$4001, 1998).

. Confidentiality - Confidentiality services ensure that the data is protected
from disclosure to unauthorised entities. Encryption is extensively used to
provide confidentiality, especialy over unsecured mediums such as networks
(Bruce & Dempsey, 1997; CP4001, 1998). Students are often concerned
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about the public availability of their marks. Mechanisms that ensure the
privacy of the students information, including assgnments should therefore

be put in place.

. Authentication - Authentication mechanisms are used to verify the users are
who they claim to be. Authentication is based on something an entity knows or
owns such as a password combined with a fingerprint (Bruce & Dempsey,
1997; CP$4001, 1998).

. Non-repudiation - Mechanisms that support non-repudiation are used to
prevent entities from denying that an action was taken or that a message was
sent or received (Bruce & Dempsey, 1997; CPS4001, 1998). Non-repudiation
mechanisms must be in place to prevent the often-occurring problem of
students who claim they have submitted their assignments, but evaluators who

claim they never received them.

4.3 Features required by a computer-supported assignment

feedback system

Hills (1997) states that a list of requirements for the new system needs to be set up.
The requirements should be placed in order of priority within a table together with the
products that are to be considered. Once this is done, the table must be filled in,
indicating whether a product meets the listed features. Missing features must then be
identified and it should be determined whether the product can be modified to
accommodate them or whether the product can be successfully used without the
missing features. Furthermore it should be determined if the product’s additiona
features may be of any use in the future or if they may cause hindrance. Finaly the
product’s overall strengths and weaknesses should be identified, and where products
have similar features, it may be necessary to go into further detail, comparing the

individual features in detail (Hills, 1997). This is especially important, because as
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Britain and Liber (1999) note, such tabular comparisons have the disadvantage that

they do not indicate human factors such as the ease of use of the features.

Jones and McCormack (1997) note that assignment management (electronic and
paper-based) can be considered to consist of four processes, namely submisson,
storage, evaluation and feedback. A fifth process, communication was however
added by the author of this dissertation, because the existing model lacked a direct
means of communication between students and lecturers. Since this dissertation is
primarily concerned with programming assignment management, the following
section will mainly discuss the issues relevant to programming ass gnments.

Lecturer

Figure 4.1 Displays the process of assignment management.

Figure 4.1 illustrates how these processes are related. The numbersin the diagram and
within this section indicate the order in which actions take place. Firstly (1) the
lecturer informs the students about an assgnment that needs to be submitted. The
students then submit their assignments (2). The submitted assignments are then stored
(3). The lecturer then evaluates the assignments (4), and then submits them back into
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the system (5). The evaluated assignments together with their marks are then stored
(6), and finally the students retrieve their evaluated assignments to gain feedback on
their assignments (7), and, if necessary, communicate with the lecturer (1). Most of
the features that assignment management systems possess can be placed into these
processes; the following section will therefore discuss the features within the

aforementioned processes.

4.3.1 Communication

This refers to the process of communication between students and lecturers. A
specific example would be the lecturer informing the students about assignments that
need to be submitted, or a lecturer informed about the presence of submitted
assignments. There are however problem areas surrounding automated notification of
submission. Firstly the system could notify the lecturer via e-mal when an
assignment is submitted. A problem with approach isthat the lecturer may not want to
receive large quantities of e-mail for a single submission. A workaround would be to
notify the lecturer once all of the assgnments have been submitted, however this
would fail if some of the assignments were not submitted. Finaly, the system could
notify the lecturer on the due date, specifying how many students submitted their
assignments. However in many cases the lecturer would log into the assignment
management system on the same day, making the feature less worthwhile. The
following sub-sections will discuss various features that could be used for these, and

other purposes.

e Course calendar/scheduler — A course calendar displays when the components
of the course are to be covered. It can additionally be used to mark major
evaluation events that occur during the course such as tests and exams. The
following questions can be asked when evaluating the usefulness of this feature.

0 Doesit provide both personal and group calendaring fecilities?
0 Doesit have to-do lists?

o Canit be accessed over the Internet?

0 Cantasks be assigned to other people?
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Announcements — Announcement tools enable instructors to notify entire groups

of students of upcoming events such astests and presentations.

Assignment reminders — As the name implies this refers to tools that notify
students of upcoming assignment due dates. Notifying the student via e-mail could
do this.

E-mail

Students and lecturers often use e-mail to converse with one another. It is aso
frequently used for the submission of assgnments (Gibson, 1997; Nouwens &
Towers, 1997; Arzt, 2000). It can be used to notify students of assignments, and
provide a medium for feedback (Nouwens & Towers, 1997). The following
questions should therefore be asked when e-mail is used as an active component
during the submission and feedback of assignments (Hills, 1997).

o Does it provide integration facilities to calendaring, scheduling, conferencing
and workflow applications?

Doesit provide for offline-reading and message creation?

Can web browsers be used to access the mail?

Isit easy to use?

Doesit support attachments?

Doesit provide filtering and searching capabilities?

O O O o o o

Doesit provide management tools?

Newsgroups and Conferencing

Although newsgroups and conferencing software could be used for the submission
of assignments, they are generally used by students and lecturers to converse with
one another. Students generally use newsgroups to post questions about
assignments, or ask for help (Blanchard, 2000).

0 Doesit provide threaded discussions?
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Doesit support moderators, polling, and anonymous postings?
Doesit provide public and private folders?

Can HTML messages be created?

Doesit support attachments, and the inclusion of URL s in messages?
Doesit have text searching capabilities?

Doesit provide for offline-reading and message creation?

Can new users enrol themselves?

O O O o o o o o

Doesit require or include a Web server?

4.3.2 Submission

This refers to the process of routing assignments to and from students and lecturers.
This was traditionally done by handing in printed assgnments. Alternately, in an
electronic-based system, this could be accomplished via the World Wide Web.

» Assignment creation — This refers to purpose-built facilities for the creation of

assignments.

e Multi-file assgnment upload — Some assignment solutions may consist of many

files. This feature therefore enables students to upload multiple file assgnments.

4.3.3 Storage

Traditionally evaluated assignments were given back to students. This meant that the
students had the responsibility of storing their evaluated assignments. Electronic
assignment management systems potentially allow for assignments to be archived for
an indefinite period of time. This enables students and lecturers to have access to the

assignments at all times.

e Student submission storage - The assignments are firstly stored once the

students have submitted their assgnments.
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Evaluation assignment storage — The evaluated assignments are also stored for
later retrieval by the students.

4.3.4 Evaluation

Thisrefers to the process of evaluating assgnments.

Assignment annotation - As the name suggests, this feature implies that a
product has some facility that allows instructors to annotate assignments. Some of
the more prudent questions that should be asked are:

0 Doesit provide in-context annotation?
o0 Does it have graphics capabilities, alowing the evaluator to “scribble’ on the
assignment?

o Do the students require special software to view the annotations?

Online evaluation — Online evauation tools allow evaluators to evaluate student
assignments via a web browser. This however requires the evaluator to be
connected to the Internet during evaluation.

Offline evaluation — Offline evaluation refers to the use of evaluation products
that don't require the use of the Internet or network-based facilities for evaluation
to take place.

Multi-file assignments — Programming assignments often consist of multiple
files, therefore the software that is used for evauation should be able to open

multiplefiles at atime.

Sour ce code analysis — This refers to tools that analyse source code and report on
the quality of the code. Zin and Foxley (2000) note that these tools can provide
educators with feedback about the overall strengths and weaknesses of a class.
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They then go on to state that these tools can be of great assistance when marking

student work.

* Automated program tesing — Automated program testing tools can test
submitted programs againgt predefined data inputs and outputs.

4.3.5 Feedback and retrieval

Jones and McCormack (1997) cal this component the “result” component, stating that
it is responsible for returning the students' results. The author of this paper however
refersto it as the Feedback and Retrieval component, asit is responsible for providing
students with feedback on their assignments. This may be in various forms, such as,
by supplying students with marks and detailed commentary. This could also refer to
the process of lecturers getting feedback concerning students’ progress etc.

* Accessto own grades - Students who have direct access to their own grades can
better track the progress of their learning (FutureU, 2000).

* Automatic assgnment progress tracking — This includes tools that notify the
evaluators as to which assignments have, and have not been evaluated. It may also

include facilities to notify evaluators of late submissions.
* Summative calculations — This tool could automaticdly calculate the class
averages, etc. based on the marks stored within the system. Students can also use

this feature to determine their standings within the class.

4.3.6 Administrative features

This section will briefly describe the administrative features that are needed for an
assignment management system to function, but that don’t fit into any of the five core
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processes of assignment management. This section will not however discuss these

featuresin great detail since they are beyond the scope of the dissertation.

Automated registration — Systems that support automated registration do so by
being integrated into the existing registration system. As FutureU (2000) notes
this is an extremely sought after feature and normally requires the system to be
Open Database Connectivity (ODBC) compatible. ODBC provides a set of drivers
that enable applications from different vendors to access each others data sources

no matter what format that data sources arein.

Batch registration — This feature allows administrators to upload and import user
data into the system that has been exported from an existing registration system
(FutureU, 2000).

Batch user removal — This enables administrators to remove entire classes at a

time.

Assignment file management - File management is an important feature when
dealing with assignment management since a submitted assignment could consist
of many files, and a class of many students. Evaluators may make use of batch
upload facilities to upload multiple evaluated assignments, or evaluated
assignments that consists of many files. Similarly batch delete facilities are also
very useful.

4.4 Summary

This chapter discussed some of the maor factors that should be considered when
selecting a system that could be used to support assignment management. This list of

criteriais by no means “complete” and should therefore only be seen as a guideline to

help the user in the selection or design process. Chapter 5 will evaluate various
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software packages that could be used to manage assignments. This will be done by
making use of the list of features presented in this chapter.
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Chapter 5

Evaluation of currently available products

5.1 Introduction

The previous chapter highlighted some of the criteria that must be considered when
choosing or designing a product that would fecilitate assgnment management. This
chapter will make use of the criteria identified in Chapter 4 to determine the viability
of making use of existing commercidly available software to create an electronic-

based assignment submission and evaluation system.

Various factors such as time constraints, hardware requirements and the availability of
evduation products made it impractical to individually evaluate the integrated
solutions. Therefore the information pertaining to the functionality of the various
products was obtained by making use of the following product evaluations: Britain &
Liber, (1999); Hazari, (1998); Kristapiazzi, (1998); FutureU, (2000). The software
solutions that could be used to evauate assignments were, however, personaly
installed and evaluated by the author of this dissertation.

This chapter will firstly evaluate software products that handle the actual management
of assgnments, i.e. the submission, storage and retrieval aspects of assignment
management. This will then be followed by focusing on software that can be used for
the evaluation of the assignments. The products main functions will firstly be briefly
discussed, specifically noting how they handle students submitting file-based
assignments. The products will finally be evaduated in tabular form, from which their

suitability for use in assignment management will be determined.
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5.2 The use of class management software to provide

assignment management

This section will only discuss commercially available solutions that could be used to
manage assgnments. This is because even though dedicated assignment management
systems exis, they are generaly custom built systems, developed by distance

education universities, and not available to the public.

5.2.1WebCT

WebCT (2000) is a highly integrated solution that can be used to facilitate the creation
of World Wide Web-based educational environments. WebCT can create entire online
courses, or can be used to publish supplementary course materials for use in existing
courses (Kristapiazzi, 1998). Kristapiazzi (1998) notes that there are three aspects to
WebCT:

* Presentation tools - The presentation tool is used by course designers to
determine the look and feel of the course pages. Course designers can use it to
change the layout of pages, colours, counters etc.

* Student tools - WebCT comes with a host of student tools that can be
incorporated into any course. They include communications and collaboration
tools, self-evaluation tools, a course calendar tool and more.

e Administrative tools - These tools are used to manage the delivery of course
material. They alow lecturers to track the progress of students, manage student
grades and create reports. Lecturers can even make use of the on-line quiz creation

tools that can be automatically evaluate the quizzes.

Assignment file submission

Students can submit their assgnments by using WebCT’ s assignment upload facility.
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This provides the students with a form that requires them to select the appropriate file
and destination folder. To upload multiple files this process has to be repeated for

eachfile.

EDPY 202: Technology Tools for Teaching and Learning
Home + Upload Assignments » Manage Files » Upload File

Upload File

Filenarme I Browse... | |

Destination folder{lEERES

Upload | Cancel

Figure 5.1 Assignment upload form.

Once the files have been uploaded the students can verify that the upload was
successful by looking at the file size as indicated in Figure 5.2

Folders and Files

C A jedavies
5 jedavies-m12 sit 541z  Sat Aug 26 2000 09:51:00

Figure 5.2 Displays the uploaded assignment file detalls.

5.2.2Web Coursein a Box (WCB)

WCB (2000) provides facilities for the creation of secure web sites for courses,
faculty home pages, and student management and tracking. When a user logs into
WCB he or she is presented with a customisable course homepage which contains
links to the various features of WCB. Some of the most relevant features that WCB

includes are;
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Gradebook and Assgnment Management

«  Supports assgnment submisson and tracking;

« Option to view on the course calendar;

+ Individua student view and online assignment submission;
« Ability to download grades for further analysis, and

+ Instructors can grade, comment, and return assignments to students.

Whiteboard and Chat

+ Integrated Whiteboard and Chat tools; aswell as
«  Supports archiving of Whiteboards, alowing students to search previous tutoring

Sessions.

Calendar

« Cdendar items such as assgnment due dates can be linked to the aforementioned
Gradebook facility; as well as

« Learning material such as lessons, quizzes and forums can be linked from the
Caendar.

Assignment file submission

Web Course in a Box alows students to submit multiple files, however, it seemsto be
similar to the method that WebCT uses, namely the users must submit one file at a

time. There is no facility for alecturer to annotate an assignment online, however.

5.2.3 TopClass

TopClass (WBT systems, 2000) is a relational database-driven system, which can be
used for web-based course delivery, or merely to assist live classes. TopClass permits
any web-based content to be included in courses and be delivered over the Internet or
a Local Area Network (LAN) (WBT systems, 2000). Asynchronous communication
and information sharing is supported through e-mail, threaded discussion groups and

Chapter 5 Page 65



Bulletin Board System (BBS) file exchange. Some of the main features of TopClass

include:

e Open Content - TopClass supports any web-compatible applications to deliver
media such as animation, streaming video, audio and videoconferencing. In
addition to this TopClass Publisher can be used convert Microsoft Office
documents or web pages into learning content for use in TopClass (WBT systems,
2000).

* Personalised Courses - TopClass can automatically add or remove content to
courses to meet the user’'s needs. It adso dlows for the content to be directly

modified for individual users.

e Training Module Library - The module library is used to organise courses.
TopClass also enables the sharing of learning materia and media content between

many classes.

* Testing - TopClass can be used to give individual or random tests that give each
student a different set of questions. The tests can aso be essay style and students
can even upload files which the lecturer can review. In addition to this, TopClass
sports a self-testing facility and enables both students and lecturers to track their
progress (Britain & Liber, 1999).

Assignment file submission

The submission of assignment files can be accomplished by making use of TopClass's
Testing component. This would require the lecturer to set up a test that includes file
attachments. TopClass aso permits files to be attached to messages and discussion
group postings. However, it appears that most TopClass users generally use e-mail for
the submission of assignments. The lecturer cannot mark and give feedback to

students, as would be required for programming assignments, however.
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5.2.4 LotusLearning Space

Lotus LearningSpace (Lotus Corporation, 1999), is one of the leading solutions for

creating environments of collaborative learning and knowledge management. It
facilitates the development, management and delivery of on-line training and
education. LearningSpace enables the creation and delivery of asynchronous
instructor-facilitated and self-paced learning. Most of the information discussed in

this sub-section was obtained from on Lotus LearningSpace' s product blurb.

LearningSpace runs on Lotus Notes via the Lotus Domino web server. It is comprised
of five interconnected modules, each of which is a Lotus Notes database (Lotus
Corporation, 1999). Students have access to the Schedule, MediaCenter,
CourseRoom and Profiles modules, while course designers and lecturers have
additionally access to the Assessment Manager and LearningSpace Central

modules.

e Schedule - provides students with a structured approach to the assignments,
materials, and assessments. Through the schedule, students can link to everything

required to complete their course.

+ MediaCenter - alows immediate and searchable access to all materials for the

course as they are made available by the instructor.

» CourseRoom - hogs collaborative interchange between groups of students and,
students and instructors.

* Profiles - helps students and instructors get to know their classmates, to form

productive teams and to network outside of the course.

* LearningSpace Central — consists of management tools that lecturers use to
manage the course. It additionally allows students and lecturers to create a loca
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copy of the course on their workstations, however, this requires them to have

Lotus Notes Client installed on their computers.

e Assessment Manager - is used to asses and track a student's knowledge and

progress.

Assignment file submission

LearningSpace’'s assignment file submission feature (Figure 5.3) is accessed via the

CourseRoom. A student must first select the appropriate activity (assignment) from a

dropdown box. The student must then select the type of submission from the status

dropdown box. The student has three options. He, or she, can choose to submit the

assignment for grading, for review or for commentary. The sudent can additionally

decide if the submission will be publicly viewable or only meant for his or her

evduator. The Assignment details text box can be used to add commentary to the

submission, while the file attachment bow allows the student to attach a single file to

the submission. LearningSpace does not provide adequate annotation and feedback

features that are necessary with programming assignments.

Save & Close
Assignment L. p T ;
. A Unit 1 Activities (Unit 1) =
> cht:mtg[. ot . [ jJ
o o Lbimit for Grading
Privacy: ™ Public © Private
Assignment Details :

details explaining the file
vou attach, or paste in text
from wour assignment L‘

Browse |

Use thiz area to type in any j

File Attachment:

Figure 5.3 LearningSpace’ s assignment file submission form.
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5.3 Comparison of the integrated solutions

Table 5.1 compares the features of popularly used classroom management solutions.

Unix v v v v
Windows NT v v v v
Mac X X v v

Access Control v (user/pass) | V (user/pass) | V (user/pass) | V (user/pass)
Authentication Vv (user/pass) V (user/pass) | V (user/pass) | V (user/pass)
Integrity v v v v
Confidentiality w/r(gSSL) w/ngSSL) w/ngSSL) w/d(SSL)

3" party 3" party 3" party 3 paty
Non-repudiation X X X X

Calendar

Training v v v v

Support v V(free) V(free) V($3000/year)
Annual license fee ? $3000year 1 | $4000year 1 | $6000

(unlimited number of students) $3000 year 2+ | $2000 year 2+

Noticeboard

Assignment reminders

E-mall

Newsgroups

NSRS RS
O <X <<«

O <« x| <<«

N (V| <

Assgnment creation v v v v
tools
Multiple file submission | v v v v
Submission method
e E-mall v v v v
« Web-interface v v v v
« FTP ? ? ? ?
*  Mapped drive ? ? v ?
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Submitted assignment v v v v
storage
Evauated assignment ? v ? ?
storage
Assignment annotation X X X X
Online annotation X X X X
Offline annotation X X X X
Multiple file assignments | X X X X
Programming specific
features
» Source code X X X X
analysis
* Automated X X X X
iroiram testi ni
Access to own grades Vv v v v
Assgnment progress ? v v ?
tracking
Summative calculations | v v v v

Table 5.1 Comparison of the features of the classroom management solutions.

Chapter 4 discussed the various issues and features that need to be considered when
choosing or designing an assignment management system, one can determine the core
requirements that an assgnment management system must have by comparing the
features discussed in Chapter 4 with the objectives set out in Chapter 1. These
requirements can be summarised as follow:

The first objective set out in Chapter 1 was to determine how the flow of
programming assignments between students and lecturers could be streamlined. A
solution should therefore be capable of facilitating the submission, storage and
retrieval of assignments.
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Another objective set out in Chapter 1 was to ascertain how rich, intuitive feedback
could be attained in programming assgnments that are evauated electronically.
However, as stated before, programming assgnments often consist of many files.
Therefore any software solution used to evaluate and generate feedback from
programming assignments should be capable of handling multiple file assgnments.

Furthermore because source code is complex, in-context annotation is essential.

The third objective noted in Chapter 1 was to determine how the submission, storage
and retrieval of assignments could be secured. Chapters 3 and 4 noted that for this to
take place, access control, integrity, confidentiality, nonrepudiation and

authentication need to be ensured.

All of the solutions contain tools such as e-mail, which could be used for the
submission of assignments that consist of many files. It is however unclear whether
the products support submissions based on File Transfer Protocol (FTP). The products
tend to concentrate on quiz and short question-based assignment facilities that make
use of forms, and appear to have put little effort in implement file-based assignment
submissions. In addition to this, the systems such as WebCT that provide uploads via
a web-based form, require files to be uploaded one at a time, wasting students time.
The solutions additionally don't provide the needed annotation and security-based
features. Specifically al of the products appear to lack non-repudiation-based
functions, which provide students of proof of their assignment submission. Finally the
systems require Secure Sockets Layer (SSL) to provide confidentiality, however they
don't include SSL on their default installation, making them vulnerable.

5.4 Stand-alone evaluation software

As stated before, most of the integrated software packages do not offer adequate tools
for the evaluation of student assignments. This section will therefore take a look at
some of the more popular software packages that do offer such features. The

products security features will not be discussed because al of the discussed products
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are standalone-offline evauation solutions. Security must therefore be enforced on the

computers on which the solutions are ingtalled and run from.

5.4.1 Microsoft Word 97 and Word 2000

Microsoft Word 97 and Word 2000 are general-purpose word processng tools. They
do, however, contain annotation and reviewing features. To utilise the reviewing
feature, the users must first enable a feature called change tracking. This enables other
people to directly edit the document. Text that is “removed” is shown as crossed out,
while additions are underlined (see Figure 5.4). Microsoft Word aso alows for
multiple parties to partake in the editing of a document, by colour coding each
participant’s editorial contribution.

| Deleted text
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Figure 5.4 lllustrates the use of Words edit tracking ability.

'-'_E. Documentb - Microzoft Word L ;lglﬁl

JEiIe Edit Wiew Insert Format Tools Table ‘Window Help
DEHe & o a7 -3 782

LE-|-1-n-z-|-3-|-4-n-s-n-s-n-?-n-s-n-e-n-m-n-u-ﬂ

An evaluator can add commentsial] anywhere in the text.

w
Y
it
F
ElEERN o
Comments From; |F'.II Reviewers j || glu:usel
[&1] This iz the comment associated with the word coraments

)
| v

KN

| Page 1 Sec 1 11 [at z5m Ln1l Col 3 REC | [TR

=
N

£

Figure 5.5 Displays Microsoft Words commentary feature.
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Reviewers can also make annotations by making use of Word’s “ Insert Comment”
feature. This is done by sdlecting the relevant text and then by clicking on the insert
comment icon. Once a comment is added, it is numbered and stored in a separate
comment panel. Word then embeds a comment reference mark in the document and

colours the selected text to indicate the presence of a comment (see Figure 5.5).

Output formats

Microsoft Word supports most of the commonly used word processing file formats. It
additionally supports the standard HTML and Rich Text file formats.

General comments and suitability of the product

Microsoft Word is a very powerful genera-purpose word processor. It provides al of
the basically required annotation features, and file formats. Word can be easily used
to evaluate essay style assignments, however it will be difficult to use it with
programming assignments. This is because it is difficult, although not impossible, to

manage assignments that consist of multiple source code files.

5.4.2 Markin

Markin (Holmes, 1999) is one of the few speciaised text editors available that is
designed for the marking of electronic documents (Figure 5.6). Once the text has been
loaded into the program the evaluator must identify the errors and add any relevant

commentary.

The panel on the right hand side contains a set of buttons, each one signifying a
specific type of error. These buttons can be customised, and entire button sets can be
defined. A button set is a group of buttons that is used for a particular purpose, for
example, Markin comes with a built in English essay marking button set.
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Figure 5.6 Shows a sample evaluation (Holmes, 1999).

Annotation is performed by selecting the relevant text and clicking on the appropriate
button within the panel to the right. This will result in the selected text being
automatically coloured and underlined. A predefined superscript short description of
the annotation will also be added next to the selected text (Figure 5.6). Markin can
additionally be used to add customised commentary to an assignment. Thisis done by
selecting the relevant text and by clicking on the comment button. The evaluator can
then add customised commentary in the comment frame. This commentary is “linked”

to the actual assignment text by means of a number in superscript (Figure 5.6).

Output formats

A document that was evaluated within Markin can be exported to plain text, Rich
Text Format (RTF) or HTML. Exporting to HTML produces a formatted document
that can be viewed within aweb-browser. Each error is a hyperlink to a description of
the error as well as any other comments. RTF files in turn can be viewed within most

modern word processors and includes the colours and commentary.
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General comments and suitability of the product

Markin is probably one of the most powerful commercidly available assignment
annotation tools. Its high degree of customisability enables its use within ssimple
programming assignments. It does however have a few limitations that limit its
suitability for some programming assignments. Firstly, it can only be used to evauate
one document at atime. Thisis problematic because modern day program source code
consists of many interrelated files. Another potential problem with Markin is that it
does not provide a means of identifying the owner of the assgnment. This could
however be overcome by forcing students to embed their student numbers in all of

their files.

5.4.3 Mindtrail

Mindtrail (2000) describe their products as a timesaving assessment tool for teachers,
academics and training professonas. Mindtrail can be used to provide consistent
marking and feedback across multiple evauators by capturing assessment criteria. It
does not support direct editing of source documents (i.e. assignments), but can be
rather thought of as an advanced marksheet or reporting tool. The use of Mindtrail
involves three steps:

e Step 1: Build acustom “marksheet” with the Knowledge Tree;

e Step 2: Use the “marksheet” to create assessments; and

* Step 3: Produce reports.
These steps are described briefly below.

Step 1: Build a custom “marksheet” with the Knowledge Tree

Thefirst step isto create a knowledge tree (Figure 5.7). A knowledge treeisa
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predefined set of marking criteria that are used to evaluate an assignment. The
criterion can also have marks and feedback comments associated with them. The
knowledge tree can be modified at any time. If during marking the evaluator discovers
that some criteria should have been added or modified, he or she can make the needed

changes. Mindtrail will then, if necessary, automatically update all previous
assessments to reflect these changes.
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Figure 5.7 Shows MindTrail’ s knowledge tree.

Step 2: Usethe “ marksheet” to create assessments

Once a knowledge tree has been defined, the evaluator can generate an assessment for
each student in the class with each assessment drawn from a single common set of
marking criteria in the Knowledge Tree. The evauator merely has to select the
appropriate criteria and marks will be automatically deducted as need be (Figure 5.8).
Mindtrail also allows evauators to add customised commentary and mark allocation
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for any of the predefined criteria. This allows the evaluator to reward and punish
students for exceptionally good or bad assignments.
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Figure 5.8 Displays how the evaluator fillsin the appropriate criteriaduring
assessment (Mindtrail, 2000).
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Step 3: Producereports

Once the assgnments have been evaluated, additional reports can be generated. For
example, reports that contain feedback or comments can be printed, student marks can
be tallied, and the overall performance of the class can be determined and analysed.

Output Formats

Mindtrail makes use of its own project file format. It does not provide any tools to
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export its reports to a commonly used file format such as HTML, therefore it will be

difficult to integrate Mindtrail with any third party application.

General comments and suitability of the product

Mindtria is arguably one of the most powerful assignment marksheet or reporting
tool currently available. While it might prove to be very successful in essay style
assignments, it has only limited usefulness within programming assgnments. This is
mainly due to its lack of any in-context annotation features, which are essential for
programming assignments. Another reason why it can't be used in an electronic
submission system is that it does not support any file types that could be viewed by
students, relying entirely on printing. Mindtrail could however have been used in
conjunction with an annotation tool such as Markin, if it had an HTML or text-based

reports generation tool.

5.5 Comparison of the assignment evaluation solutions

Microsoft | Markin | Mindtrail
Word 97
Assignment annotation v v X (markshest)
Online annotation X X X
Offline annotation v v X
Multiple file assgnments | X X v
Programming specific
features
* Source code X X X
anaysis
» Automated X X X
program testing

Table 5.2 Comparison of the features of the assignment evaluation solutions.

Table 5.2 displays an overview of the features that the standalone evaluation tools
support. None of the evaluated products were online, or web-based solutions, meaning
that the lecturer does not have to be continually connected to an assignment storage

server to evaluate the assignments. The products’ security features were therefore not
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taken into congderation. This would however not have been the case if online
evduation solutions were evaluated, as they would have to conform to the security

requirements shownin Table 5.1.

Microsoft Word and Markin have annotation features, thus offering adequate levels of
feedback. Mindtrail uses marksheets for feedback and is therefore incapable of
producing in-context commentary to assignments. Unfortunately Word and Markin
can only evauate a single file a a time. This is inadequate for programming
assignments which often consist of many files. The products therefore, do not provide

the functionality that is required for evaluating programming ass gnments.

5.6 Summary

The objective of this chapter was to look at the viability of using commercialy
avalable software to provide an dectronic-based assignment submission and
evduation system. This was done by firgly looking at highly integrated products and
then by focusing on software that can be used for the evaluation of assgnments. The
reader should be able to conclude that while the class management systems discussed
in this chapter are quality products, they lack the ability to provide adequate
annotation and security (non-repudiation) features. The evauation software that were
discussed are popular, however, they lack certain features that are needed within a
programming environment. In particular the evaluation software lack multi-file
support. The integrated solutions and the standalone evaluation tools also generaly
don't integrate with one another. It can therefore be stated that the current solutions
do not provide al of the needed features that are needed within programming classes.
Chapter 6 will focus on the development of a modd that supports electronic

assignment submission and evaluation.
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Chapter 6

The development of a model to support the

management of assignments

6.1 Introduction

Chapter 4 discussed a number of the main selection criteria, when choosing, or
designing, a solution that will be used for the eectronic management of programming
assignments. Chapter 5's objective was to determine whether existing solutions could
be used for assignment management; this was done by taking the criteria mentioned in
Chapter 4 into consideration. Chapter 5 found the currently available commercia
solutions to be inadequate for use with programming assgnments. They specificaly
lacked the required security and feedback features needed. The objective of this
chapter is thus to devise a secure CM C-based submission and evaluation model that

can be used to support the management of programming assignments.

Chapter 4 noted that assessment management (electronic and paper-based) consists of
four processes, namely submission, storage, evaluation and feedback (Jones &
McCormack, 1997). A fifth process, communication was added and illustrated in
Figure 4.1, by the author of this dissertation.

Figure 6.1 is based on Figure 4.1, and refers to electronic assignment management. A
sixth process, management, which is responsible for the creation of assignments, and
the administration and management of users and classes has been added. The numbers
in the diagram indicate the order in which actions take place. The initial step in using
an assignment management system is adding and setting up classes and users. Once

thisis done the process of assignments submission and feedback can take place.
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Firstly (1) the lecturer creates a new assignment, and informs the sudents about it (2).
The students then submit their assignments (3). The submitted assignments are stored
(4). The lecturer evaluates the assgnments (5), and submits them back into the system
(6). The evaluated assignments are stored (7), and finaly the students retrieve their
evaluated assignments to gain feedback on their assignments (8). Furthermore
communication between the lecturer and student (2) should be made possible by the
system at all times.

Lecturer

Figure 6.1 Displays the process of assignment management.

6.2 A Programming Assignment Management Model (PAMM)

The following section will discuss a conceptual model that can be used for the
management of programming assignments. This will be done by describing the basic
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requirements and responsbilities of each component, and the possble
implementations for each of the components. It should however be stated that many of
these components can be combined to form larger processes. This would, in many
cases, automatically occur, when such a model is implemented, as many of the
processes are closely related. (For example an e-mail server could be used as the
submission and storage component.) These new processes would, however, till have

to maintain the basic requirements as set out by their sub-components.

The Programming Assignment Management Model (PAMM) displayed in Figure 6.2
mimics the processes of assignment management, and therefore consists of the
components illustrated in Figure 6.1 namely, submisson, communication, storage,
evaluation, feedback and management. The following section will describe these

components in detail.

Lecturer crestes an .y Assignments are
assignment eval uated Legend
+ + M anagement
component
Lecturer informs Evaluated
students about the assignments are
new assignment resubmitted Communication
¢ ¢ component
Student submits the Evaluated
assignment asag;rcr’gs ae Submission
* * component
Assignment is stored Students are
informed about the Storage
+ assignments
Lecturer isinformed # Evaluation
about the submitted Students receive component
feedback pertaining
v to the assignments
) Feedback and
Lecturer re@rleves rerieval
the sgbm tted | component
assignment

Figure 6.2 Shows the flow between PAMM’s components.
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6.2.1 Management component

The management component has two maor responsibilities, firstly it is responsible
for the management of assignments, and secondly it is used for the management of
users and classes. The component’s assignment management responsibilities include
the creation, modification and deletion of assignments. The lecturer would therefore
use this component to add new assignments, and, for example, if need be, change the
assignment due dates etc. The component is additionaly responsible for the
administration of users and classes. Here the lecturer could use it to add users to and

remove users from his or her class etc.

Some of the issues that need to be considered when implementing this component, is
who is responsible for the administration of students. Will this be the responsibility of
the lecturers or a specia administrative user? Numerous management and
administrative features, such as batch user addition and deletion, should also be
considered as discussed in Section 4.3.6.

6.2.2 Communication component

The main purpose of this component is to inform the students about assignments that
need to be submitted and lecturers about the presence of submitted assignments.
Lecturers would therefore use the component to inform the students, that they have to
submit a particular assgnment. In the traditional classroom environment, this was
done by informing the students verbaly about upcoming assgnments. In contrast, in

an eectronic environment this could be done via electronic notice boards, e-mail etc.

The Communication component could additionaly be used to facilitate
communication between students and lecturers. That is to say, students could use the

component to ask lecturers for help with certain assignments, while lecturers could

Chapter 6 Page 83



potentially use it to reach classes. Chapter 4 discusses various technologies that can be

used to implement this component, such as e-mail and newsgroups.

6.2.3 Submission component

The submission component for a programming subject should be capable of managing
submissions that consist of many files. The submission component must also be able
to detect and prevent late submissions if necessary. Thirdly, the submission
component must be secure. Chapter 3 and 4 highlighted the importance of security
within a submission system. Integrity, confidentiality, non-repudiation, access control
and authentication were found to be especially important. When an assgnment is
submitted the system must ensure that the person who submits the assignment is who
he or she clams to be. This will therefore ensure that students cannot submit
assignments for one another. Measures must be in place to ensure no unauthorised
entity may gain access to the assignment that is being submitted. This can be done by
making use of encryption. The integrity of the submitted assignment must be ensured.
This may require tools that students can use to verify that their submission’s integrity
isintact after submission. Finaly a mechanism must exist whereby students can prove

that they have submitted their assignments.

Jones and Jamieson (1997) note that students often submitted assignments that were
infected with macro viruses. Viruses therefore pose a substantial risk to the users of
an assgnment management system (Jones & Jamieson, 1997). The probability of
students submitting infected assignments is especially high with programming
assignments, since students often attach the compiled executable versions of their
programming assignments to their assignment submissions. This places the lecturer’s
machine in danger from been infected with a Trojan or a virus. It is therefore
advantageous to provide a means by which submitted assignments can be scanned for
the presence of viruses. Such a facility could, however, also be implemented within

the storage component of the model.
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¢ E-mail-based submission

E-mail has been a popular method of assignment submission, especidly because it is
easy to atach multiple files to an e-mail. A potential method of implementing an e-

mail-based submission system follows:

An assignment would be e-mailed to the submission component’s e-mail address,
with the subject of the e-mail being the assignment details. This may include the
assignment code, class code etc. This information would then be used by the server to
ascertain the details of the submission. The content of the e-mail could then be
encrypted and signed with PGP or SMIME (See Chapter 3). This would ensure
confidentiality, integrity and authentication. Non-repudiation can additionally be
implemented by signing and returning the submitted assignment to the student as

proof of submission.

This e-mail-based approach has two main disadvantages. Jones and Jamieson (1997)
in particular note that making use of information embedded within the subject lineis
prone to user error. This can however be overcome, by the system e-mailing the
correct subject line to the appropriate students. The students would then only need to
reply to that message. Another problem with using this method is that it requires PGP
or SMIME to maintain security. This means that students need the appropriate
software and keys instdled on the computers from which they want to submit their

assignments.

An evaluator could use a smilar approach when submitting an evaluated assignment.
The main difference would be that he or she would aso have to include the details of
the student to whom the assignment belongs, in the subject line. Unfortunately this
particular approach means that the evaluator would have to submit each student’s

assignment separately, wasting time and effort.
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¢  Waeb-based submisson

A secure web-based submission approach, would require the user to log onto the
system by using a User ID and Password combination, thus authenticating the user.
Once this in done the user should be able to submit the appropriate assgnment. The
submission can be done using one of two methods. The most commonly used method
entails using afile field in a form. The submission would have to make use of SSL or
SHTML (see Chapter 3 sections 3.6.1 and 3.6.2) to ensure the submissons
confidentiality and integrity during transit. Due to the nature of the Internet, it is
however possible for assignments to be partially submitted. A mechanism must
therefore exist to ensure the integrity of the submitted assignment. This can be done
by displaying the file size of the submitted assgnment to the user, or by allowing him

or her to download their submission for verification.

Another approach used for submission is by making use of an Active-X control. The
control would allow the user to select the assignment files and handle the transmission
of these files on its own. The control could additionally be used to ensure that the
submission was accomplished without any problems. The Active-X control can do
this by caculating the hash values of the submitted files on the user’s machine. (See
Chapter 3.) The storage component would then have to calculate the hash values of
the submitted assignment and return these values to the Active-X control. The control
would compare the vaues, thereby verifying the integrity of the submission. The
Active-X approach is therefore superior to the form-based submisson approach. It
does however have a magjor disadvantage. Active-X controls are often considered as
posing a security risk, resulting in users disabling them. This would in turn make

submission impossible.

Finally, as stated before, the submission component must aso ensure non-repudiation.
Either of the approaches could do so by generating a custom token for the submission.
A token is a string of characters that act as a receipt for a submission. Therefore, if
required, the student can prove that he or she has submitted an assignment, by
presenting the token that was generated for that submission. (See Chapter 3.)
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6.2.4 Stor age component

The main and obvious requirement of the storage component, isthat it must be able to
indefinitely store submitted assgnments, and the information surrounding them, such
as marks. It is aso responsble for keeping track of who the submitted assignments
belong to, when they were submitted, and for whom they are intended. The storage
component must also maintain the integrity and confidentiality of the assignments
stored within it.

* E-mail-based storage component

It is unlikely that e-mail on its own would suffice as a storage component. This is
because, if important assignment details are sored within the subject line, some
mechanism must process that information and act accordingly. On the other hand, the
integrity and confidentiality of the e-mails in storage could be easly attained if
S/MIME or PGP was used during the submission. Additionally, the e-mail server
should be located on a secure machine, which means that even if the e-mails were not

encrypted, they would still be relatively secure.

» Database-based storage component

An object-orientated or relational-database assignment storage-based system can offer
many features. Submitted and evaluated assgnments could be stored within the
database. This has numerous advantages, such as preventing assignments from getting
“log”, and enabling the association of information with submissions, such as the date
of a submission, and the mark that was attained. Databases are also the logical place
to store student marks. This concept could however be taken further, by storing the
rate of recurrence of commonly occurring mistakes that are made within a
submission. This historical information could then, at a later stage, be statisticaly
andysed to aid lecturers in determining potential problem areas. In addition to this,
student information, such as contact details and student photos, could be stored within
the database.
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Until recently, databases generdly relied on communications-based security, such as
firewalls and network-based security protocols. These solutions do not, however,
prevent malicious users, who have access to the computers on which the database
resides, from gaining access to the databases contents. This is troublesome as most
databases are not encrypted. Oracle 8i isone of the first database’ s to offer some form
of encryption on the data residing within the database (Hammond, 2000; Ihrer, 2000).
However, the mgority of the databases in use do not offer this level of security. It is
therefore important for the database to be instaled on an operating system that can
provide the needed security.

» Directory-based storage component

A directory-based storage approach is very simple, but needs to be implemented on an
operating system such as Microsoft Windows 2000, that can provide secure access
control to files and directories. Assignments are stored within directories specificaly
created for them. For example, al of the submissions for a particular subject would go
into a directory with the subject code as its name. The directory would, in turn, have
subdirectories for each assignment, which in turn would have further subdirectories
assigned for each student. For example, a student with the student number s9935672
would be forced to place a particular assignment within the following directory,
H:\submissions\Databases101\A ssignment2\s9935672. This directory would in turn

be only accessible to that particular student and his or her evaluator.

6.2.5 Evaluation component

The evaluation component is used by lecturers to assist with the process of evaluating
student assignments. Chapters 4 and 5 stated that programming assignments often
consist of multiple files, therefore the evaluation component must be able to handle
multiple file assignments. Finaly, the evaluation component must be able to annotate
these assignments. The annotation of the assignments is essentia, as it provides
students with feedback to their assignments. This enables students to see where they
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made mistakes, compared to only receiving a mark. The end result of the evaluation
component should therefore provide students with feedback. The evauation
component should be capable of producing rich feedback. The following sub-sections
will describe various methods of annotation, as well as general tools that can be used

to assist the evaluator during the evaluation process.

e Onlineannotation systems

As the name implies such systems require the marker to mark the assignment over a
network. This approach uses a client-server-based system, requiring the marker to be
constantly connected to a server. Such systems are usualy implemented with
Common Gateway Interface (CGI) scripts that reside on the server, and with Active-X
controls or Java applets that resde within the web browser of the evaluator. The
evaduator would therefore evaluate the assgnments using the web browser residing on
his or her machine. It is possible to classify two types of online marking systems by

focusing on their implementation.

Some systems use a multi-transaction-based approach. This means that as soon as an
evaduator marks or annotates a specific section, this information is sent to the server to
reflect the changes made. This implementation has various advantages and
drawbacks. Firstly, this approach implies that for every annotation made, the web
browser must communicate with the server. This may cause a noticeable delay that
could frustrate evaluators (Mason & Woit, 1999). On the other hand, this approach is
more resisgant to communications failure over the Internet, because the server will
aways be up to date. The aternative approach is to update the server only once the
evduation has been completed. This approach does not have the transaction delay
problem that the multi-transaction approach has, it is however more vulnerable to

communications failure over the Internet.

An advantage of using an online annotation approach is that it is streamlined,
automating most of the submission process. This approach does however have a

drawback, since assignments are evauated online, the confidentiality and integrity of
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the assignments are at risk. For this reason a protocol such as SSL should be used

when using the online-based approach.

* Predefined errors

Students in a particular subject often make commonly recurring mistakes. It is
tiresome for the lecturer to repeat his or her description of such commonly recurring
mistakes. It would therefore be advantageous to have a feature whereby lecturers

could pre-define commentary for commonly occurring mistakes.

* Automated program testing and analysistools

Zin and Foxley (1997) state that these tools can be divided into two categories. static
andysis and dynamic testing. Static analysis-based tools inspect the code' s structure
and syntax to determine static errors and to produce statistical information about the
code. On the other hand, dynamic testing involves executing the code and testing it
against test data. Zin and Foxley (1997) go on to state that these tools are especialy
useful in programming classes, with Joy and Luck (1998) describing how such tools

can be integrated within electronic-marksheets to assist with the evaluation process.

Unfortunately these tools are far from perfect, with Zin and Foxley (1997)
acknowledging that certain types of programs cannot be suitably analyzed. In
particular, they note that it is difficult to generate test data for some types of
programs. Due to these, and other problems related to such software, Joy and Luck
(1998) note that these tools should merely be used as aids in the evaluation process.

6.2.6 Feedback and retrieval component

The Feedback component is responsible for giving students feedback to their
assignments. The component must also ensure that that the feedback is givenin such a

manner as to ensure the confidentiality and integrity of the feedback.
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* E-mail-based feedback

E-mail provides an effective means of providing students with feedback to ther
evduated assignments. This is because it is easy to embed general commentary and
the mark that was attained in the body of the message. The feedback would, however,
only be on the assignment as a whole, with the commentary not linked to the specific
place where the problem occurs in the programming assignment. Additionally, the
evduated assignment itself can be attached to the e-mail. The e-mail would then be
secured with PGP or SMIME ensuring integrity authentication and confidentiality.

+  Waeb-based feedback

An advantage of using a web-based feedback approach is that students only require a
web browser to interact with the assgnment management system. This approach
alows for feedback to be in the form of HTML pages or even allowing the users to
download the evauated assignment files themselves. Security would aso be
maintained by making use of protocols such as SSL. A web-based approach would
however, additionally require the user to log onto the system with a User ID and

Password to ensure authentication and access control.

6.3 Summary

The objective of this chapter was to propose a model for the secure management of
assignments. This was done by proposing a model that consists of five components,
each of which have their own responsibilities. The management component is firstly
responsible for the creation and administration of classes and users. The management
component is additionally used to manage assignments (creating and editing
assignments). The communications component is used by lecturers to inform
students about assignments that need to be submitted, while lecturers aso use it to
determine whether any assignments have already been submitted. The submission

component is responsible for the secure routing of assignments to and from students
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and lecturers, while the storage component is responsible for the storage of the
submitted and evaluated assignments and marks. The evaluation component is used
by the lecturer for the evaluation of the assignments, and finally, the feedback

component is responsble for providing students with feedback to their assignments.

These components can be implemented in several ways, while still providing the
needed features. Chapter 7 will discuss a specific implementation of the modd
proposed in this chapter, so as to prove the viability of it. The implementation will be
in the form of a web-based assignment management prototype, specificaly

customised for use within the programming environment.
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Chapter 7

The implementation of a web-based assignment

management model

7.1 Introduction

Chapter 6 proposed a Programming Assignment Management Model (PAMM), that
could be used to support electronic-based assignment submission and evaluation. The
model was tested by building a prototype named Assignment Manager 2000. From a
user’s point of view, Assignment Manager 2000 is comprised of three components,
each for a particular user type, namely an administration, lecturer and student
component. This chapter will primarily focus on the lecturer and student components,
since the administrative component is mainly responsible for the administration of

users and classes. More detail is available in the user manua in Appendix B.

This chepter describes how Assgnment Manager 2000's components were
implemented. The implementation that is presented within this chapter was
specifically designed to meet the needs of Visua Basic programming classes within
the Port Elizabeth Technikon.

7.2 The physical components of Assignment Manager 2000

The following section will describe the physcal components of the web-based
assignment management system, as it is currently implemented within Assignment
Manager 2000.
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Figure 7.1 A web-based assignment management system.

Figure 7.1 illustrates a possible web-based implementation of the model (PAMM)
described in the previous chapter. Students and lecturers use a web-browser to submit
and retrieve assignments. The lecturers use the evaluation component to evaluate the
assignment. Figure 7.1 displays the evaduation component in a dashed-line block that
can reside on ether the web-server or on the lecturer's machine as a standalone
application. If the evaluation component were to be implemented on the web-server,
the lecturers would also use the web browser to access it. The evaluation component
within Assgnment Manager 2000 is, however implemented as a separate application
residing on the evaluator’'s computer. This is primarily due to the requirement of
lecturers being able to evauate assignments offline. The following sections will

describe the physical components of Assignment Manager 2000 in greater detail.
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7.2.1 Web Browser

Students and lecturers use a web-browser to interact with the system. This
communications channd is secured by means of SSL (Secure Sockets Layer),
providing data confidentiality and integrity. The web browser needs to be capable of
correctly displaying DHTML (Dynamic HTML), asthisis required for the submission

of, and online viewing of, evaluated assignments to work.

7.2.2 \Web Server

The web server handles all of the web browser’s transactions. This is done with the
help of CGI scripts, which were written in a server side scripting language PHP, that
resides on the web server. PHP was chosen because of its ease of use and portability.
It can run under Windows and Unix environments making it extremely flexible. The
web server that was used was Apache-SSL, a derivative of Apache and OpenSSL,
which implements Secure Sockets Layer (Apache, 2000). This web server was chosen
because it is portable and secure and because Apache has been the most popular web
server on the Internet since April of 1996, according to the Netcraft Web Server
Survey which claimed that Apache and its derivatives are used in over 62% of the
web sites found on the Internet (Netcraft, 2000).

7.2.3 Database

A relational database is used to store detailed information about the students, practica
assignments as well as any information pertaining to them. The web server uses
ODBC to communicate with the database, which enables the database to be
implemented on any ODBC-enabled database. (Figure 7.2 displays the tables and
field found within Assgnment Manager 2000’s database.) The database was
implemented using Microsoft Access 97 for the prototype.

Chapter 7 Page 95



An advantage of storing all of the assignment details in a relational database is that it
alows the lecturer to have instant access to all of the assignments of any student. The
database also stores information pertaining to the types of mistakes that students made
in their assgnments. The lecturer can therefore use this information during the
evduation process. The students also benefit because the database acts as a repository

for them as well, making it impossible for them to lose old assignments.

A disadvantage of using this approach, is that it firstly requires a machine for the
database to run on and secondly that the database will grow fairly large. This potentia
problem was overcome by storing pointers to the filesin the database. The assignment
files are therefore stored within a secure directory that cannot be directly accessed by
students or lecturers. (The “File” field in the “File” table in Figure 7.2 is used to store

apointer to each of the assignment files.)

PHP scripts communicate with the database via ODBC. A problem with this is that
ODBC offers no protection from unauthorised entities accessing the data that is
transmitted over the communications medium. This possible security breach can
consequently be avoided by moving the database onto the same machine as the web
server. Thiswill result in the information that is relayed from the database to the PHP
scripts not needing to travel over the entire network or Internet. Moving the database
onto a secure web server also has another advantage. Databases in general don’t have
any embedded cryptographic security (See 6.2.4 in Chapter 6). That is to say, their
contents are not encrypted. Any person with physical access to the database files can
therefore get to the data stored within them. Consequently, since a great deal of effort
is generally undertaken to secure web-servers, the database should be relatively

Secure.
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Figure 7.2 An ERD equivalency diagram of the database.
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This section will briefly describe the role of the mgjor tablesin Figure 7.2:

Each user of the system is stored within the User table, which contains the users
personal details. The users can be members of a specific Class, with the UserRole
specifying their role in that class, for example a user could act as a lecturer or a
student. The Class is a specific group of students studying in a specific subject. The
Notice table is used to store the noticeboard entries for al of the classes. When a
lecturer creates an assignment the assignment details are stored in the Assignment
table that is related to the appropriate Class. The submission of an assignment will
result in the assignments submission details, such as the submission date being stored
in the User Assignment table. Any files attached to the submission are stored in the
File table. The file table also stores detailed information about each file, such as its
sze and hash vaue. Evauated assignment detalls are stored in the
EvalUser Assignment table. This table includes entries for the date when the
assignment was evaluated, the mark attained etc. The evaluated assignment files are
also stored within the File table. Predefined error types are stored within the Mistake
table. The MistakelnFile table stores how often a particular predefined mistake

occurred in a particular evauated file.

7.3 Management features

7.3.1 Accessto the system

Assignment Manger 2000 contains class and user management tools that enable the
creation of users and classes (see Appendix B). This includes a registration script

which can automatically add students and classes to the system.

Access to the web component is redricted via a login screen. The login screen
prompts the user to enter a user 1D, password and user type. The web component

supports three different types of users: adminigrators, lecturers and students. A
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dropdown list of user types is used to select the role that the user will perform for the
duration of the session. The different user types are used to maintain access control to
the web component. This enables students and lecturers to only access resources that
their user types are authorized to access. Another advantage of using such an
approach is that it enables a user to use one user ID and password combination to log
in as a student, lecturer or administrator.

When a user logs onto the system a unique token that is valid for a period of one hour
is generated. This is stored together with the user’s User-ID, IP address and time
within the database. (This is shown in the session table in Figure 7.2.) When the user
runs any script, the web browser supplies the script with the user’ s User-1D and token.
This is compared to the stored vaues in the database, if the values match up, and the
time from the last transaction is less than one hour, the user is dlowed to execute the
script. The time value in the database is also updated. The inclusion of the user’s IP
address ensures that even if other users manage to get the user’s token (which should
not happen as the communications medium in encrypted with SSL), it will be useless
to them because they would have a different |P address. This approach does, however,
have a disadvantage. If a user does not log out of the system and tries to log in again
from adifferent IP address within an hour of his or her last transaction, he, or she, will

not be alowed back into the system until the previous token has expired.

7.3.2 Assignment creation

A lecturer can add an assignment by clicking on the create assignment button. He or
she is then presented with a list of al the subjects that have been assigned to them.
(See Figure 7.3.) The lecturer must select the classes for whom the assignment is
intended, and then fill in the assignment number, description and due date of the
assignment. Note: If multiple classes are selected when creating an assignment, a
unique assignment is automatically created for each class. This allows lecturers to

change due dateson a class basisif needed at a later stage.
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The system can accommodate multiple lecturers for a particular subject code, by
assigning students for a particular subject to a particular class group. This for
example, enables lecturers to give their part-time students different assignments from
full-time students. Once the assignment has been created, an entry is automatically
created on the student’ s calendar.

[Add assignment

!Suhject IGruup IClass description
v | [Wisual Basic time clazs
¥ VBI101 1 Visual Basic 1 full time cl
Due Date
{23 =||8 =]|]|2000 =]
Assignment Number
1a
Assignment Description
Write s progrstn that calculstes the zun of the odd numbers :J
fromw 0 to 100.
| Submit assignment I

Figure 7.3 Assignment creation form.

7.4 Student features

7.4.1 Assignment submission

Once a student has successfully logged onto the system, he or she is presented with
the screen depicted in Figure 7.4. The student main screen consists of two calendars, a
notice board and a list of recently evaluated assgnments. The calendars display the

Chapter 7 Page 100



current and forthcoming month, and indicate if assignments are due within this time
period. Thisis achieved by colouring days on which assignments are due in different
colours. In addition to this, if a student moves the mouse cursor over a day when an
assignment is due, a window appears with the details pertaining to all of the

assignments that are due on that day.

90001

” submit assignment * view assignments

#  user settings

No Evaluated Assignments

P P

submit assignment view assignments user settings

:@ |_ |_ : Local intranet 4

Figure 7.4 The student main menu.

The notice board displays al of the sudents respective notices for their different
subjects. The student’s evaluated assignments are displayed below the calendars. If a
student wishes to submit an assgnment he or she must click on the submit assignment
button (Figure 7.4), which will bring up the page that is presented in Figure 7.5.

The student submission screen (Figure 7.5) requires the student to select which
assignment he or she is submitting. It also alows the student to attach a comment to
the submission. It only allows students to submit assignments before the predefined
due-date; it does, however, allow students to resubmit their assgnments before the
due-date.
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A particular problem that had to be overcome when designing the submission
component was that of supporting multi-file uploads via forms. This is because web
browsers such as Microsoft Internet Explorer and Netscape Navigator only allow
users to select single files for an HTML file upload form field. Web-based e-mail
systems such as Hotmail (Microsoft Corporation, 2000), have “overcome” this
limitation by forcing the user to upload each e-mail attachment separately via a
separate form. Once al of the files have been attached (uploaded), the user can “send”
the e-mail. This approach is, however, time consuming as it forces the user to wait for
each attachment to be uploaded until they can click on the send email button. Other
Internet sites such as PhotoPoint (PhotoPoint Corporation, 2000) have overcome this
problem by asking the user how many files need to be attached and then generating a
form with that number of file upload fields. This approach however has two
disadvantages. Firstly, it requires the user to select the number of files that they want
to upload, and secondly, each file upload field takes up screen space. This is
particularly a problem for programming assignments as an assgnment normally

consists of many files.

Various web sites were investigated to determine whether their approaches to
uploading files could be applied within the current system. Their approaches were
however, found to be unsuitable. A custom approach specificaly optimised for use

with programming assignments was therefore developed.

The form in Figure 7.5, allows students to attach multiple files to a submission, and
moreover alows them to group files together into units. The file grouping feature was
deemed important as student assignments often consist of many programs, each
consisting of several files. It is thus important for the lecturer to determine which files

belong to which program.

The students would use the following process to submit an assignment: Firstly, the
student must select the appropriate assignment that he or she wants to submit. Thisis
done by checking the appropriate radio box that is situated on the top of the form. The

student can then enter a brief description of the submission in the comment box.
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path will appear i the attachment field. ezt click Attach
to attach the selected file to your message. When you send
your message, the attached file 15 automatically enclosed

Submit assignment I

Figure 7.5 Student assignment submission form.

Files are attached by clicking the browse button and sdlecting the appropriate
assignment file. Once this is done, the student must decide to which group or unit the
files belong to. This is done to sdlecting a “Program” from the program box. The
student must then click on the attach button. This will result in the selected file being
added to the file attachments list box. After the student has repeated this process for
al of the required files, he or she can click on the submit assignment button and the
files will be submitted. This method alows the students to submit programming
assignments that consist of many programs, which in turn can consist of multiple
files. Lecturers are therefore able to discern which files belong to which programs,

even if they have the same filename.

Once the assignment has been submitted atoken is generated and sent to the student’s
e-mail address. The token is a unique text string that is generated by a PHP script
residing on the web server. The role of the token is twofold; firstly it acts like a
receipt proving to the user and the web component, that he or she has submitted their
assignment. Secondly, the token acts like a digital fingerprint (MD5) of the submitted
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assignment. In the case of a system failure, the token can be used to prove that the
assignment was submitted and the hash vaues (MD5) can, if need be, be compared to
the resubmitted assignments hash value to ensure that the resubmitted assignment is
indeed an unmodified version. The submitted assignment files are stored on a secure
server, with the file field in File table of the database storing a pointer to the relevant

files.

A problem with form-based file uploadsis that errors can occur during the upload that
the user is unaware of. This may result in incomplete uploads or zero byte files. The
students are, however, presented with tools that enable them to view the file size of

the uploaded files and even to download their submissions.

Chapter 6 notes that viruses could pose a substantial risk to a submisson system and
recommends that steps should be taken to ensure that submitted assignments are
virus-free. The web-server is currently installed on a machine that has anti-virus
software resident in memory. This should take care of such submissions. Despite this,
a facility was created within the submission component to facilitate the detection of
viruses within submitted assignments. This was done by creating a script that is
automatically invoked whenever afile is uploaded. This script can be configured to
use almost any commercia anti-virus software that can be invoked from the command

line.

7.4.2 Viewing evaluated assgnments

Once the lecturer has submitted a student’s evaluated assignment, the students can
view the marks that they received, together with the current class average, minimum
and maximum marks attained. The students can therefore judge for themselves how
well they performed.

A student’s evaluated assignments can be accessed using two methods, via the main
menu or via the view assignments form. If the student clicks on an evaluated

assignment, the assignment’s details are displayed together with the evaluated
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assignment files. If the evaluation application was used to evaluate the assignment,
HTML and Rich Text versions of the evaluated assignment are also displayed on the
form. Commented regions within the HTML version, are underlined and coloured
differently from the rest of the text (Figure 7.6). If the user moves the mouse curser
over such commented regions, detailed commentary may be displayed in the area
below the main body text. The students can also easily print out the commented Rich

Text versions of the evaluated assignments.

| Fée Edt View Favortes Tools Help E3
Pe o9 8 5 A Gl 3 B 4 © .
| Back Felibble] Stop  FAefresh  Home Search Favomes History |~ Mail Print Edit
jAﬂdmsﬁ'] hitp.//localhost/main, phim| 7 e D =95346728 T ok ens=b5000d3c35efb51 de0461 da70Bc ;] ;@-'?Eu
IH_TMEIES e Dim i as Integer ZI
|modulelbashtm] Dim 1ntEx1t, as ]nteger
— e Dim 3* aningle nanel a9 Tnreger
lform1 from html iy
tR.TFFiles intExit = 100
3 fi- 1)
!module] bas rf While i <> intExipinfinite loopZ
b B o]
form1 fm.rtf S
Wend
msgBox J
=
The exit condition will never be met, | will skip over ntE«it .’:J
<
.- |
/@] Done [ B Local ntranet v

Figure 7.6 Displays the student’ s view of an evaluated assignment.

7.5 Lecturer features

7.5.1 Lecturer retrieval of submitted assgnment

Assignments that were submitted by students can be retrieved using one of two
methods. The preferred, and easiest method of retrieving assignments is by using the
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main menu page (Figure 7.7). The table on the far right hand side lists the number of
submitted assignments for a particular class and assignment. Each table entry has a
view and export button. The export button combines all of the unmarked assignments
inaclassinto asingle file. This file is then uploaded by the lecturer, who in turn can

decide where to place it on hisor her computer.

Subject Group Ass Unmarked

iew Yexvor ] EESRNN FRN O
DD [T |
EDID[veor [ [ [ |

26 |;|-;| 29

Figure 7.7 A section of the lecturer’ s main menu.

The evaluation application (Figure 7.10) is used to extract the combined assignments
on the lecturer’'s computer. The view button can be used to view the details of a
particular class, such as the class details displayed in Figure 7.8 that contains three
submitted assignments. Each entry in the table represents a user’'s assignment,
offering the lecturer the ability to export and view individual assgnments. The view
button for each table entry is used to view individual assignment details. Therefore, if

the lecturer were to click on a view button in Figure 7.8, Figure 7.9, would be

displayed.

9971649 2000-08-07
9941741 2000-08-07
9901349 2000-08-07

Figure 7.8 Displays the submitted assignments for a particular class and assignment.

Figure 7.9 displays the details of a particular student’s assignment submission. The
white text area contains the sudent’s comment that was made during submission. The
submitted files are listed in a table below this area. The lecturer can download any

particular file from the assignment by clicking on the filename, or download them all
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as a gingle file by clicking on the export button; however, using the export function

requires the use of the evaluation application for file extraction.

Hope wou are happy with this

FileIName FileSize
b lain frm 102817
hfodulel bas

Figure 7.9 Displaysthe details of a submitted assgnment.

Notes about the use of the export functions

As dtated above the export function enables lecturers to download groups of
assignments as a single file. The evauation application processes this file, extracting
the origind files, and placing them within folders, much like a compression program.
A problem with this, is that while a third party program such as Word, could be used
to load the extracted files, the program would still require the presence of the
evduation application for the initial extraction. A separate utility that only handles the
extraction of exported files was therefore developed. This means that lecturers who
want to use the export function, but who don’t want to use the evaluation application,

can use this utility for the extraction of the files.

One may ask why a standard file format such as .zip was not used. A compression
format such as zip was not used because the compression process would slow down
the server, and because the compression agorithm used within zip files (LZ
algorithm) is patented and requires payment of royalties. Furthermore, the exported
file contains embedded information that could not be added be easily added via a

normal compression application.
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Proponents of web-based standards may ask why a standard file format such as
Extensible Markup Language (XML), was not used. XML possesses some major
limitations, which prevent it from being extensively applied within the proposed
model. The main problem being that it was not designed to enable the embedding of
binary data directly withina XML file.

XML places congtraints on the types of characters, as well as their syntax within an
XML document. This means that before any binary data can be embedded into the
document, it needs to be encoded into a valid character format (Rein, 1998). In
addition to this special characters need to be represented differently. For example “<”
is represented as ("&It;"). This can be a time consuming operation and also requires
the client to do the reverse operation to restore the data to its origina format. Another
problem with this approach is that changing the data to an ASCII format increases the
size of the content, resulting in longer file download times and greater storage
requirements. XML does, however, contain two tags that tell the parser to ignore the
data contained within them. Namely the COMMENT and CDATA tags (North &
Hermans, 1999). A problem with using these tags, is that they require that ther
closng tags are not included within the content, meaning that the content still needs to

be modified, consuming time.

Another problem with using XML as the file format of choice is that certain XML
parsers will not work well for this application. Two types of XML parses exist namely
tree-based and event-based parsers (North & Hermans, 1999). Tree-based parsers
store the content of a XML document in a tree-like structure. Event-based parses
generate an event when a tag is found. A problem with using a tree-based parser is
that it consumes much more memory than an event-based parser (North & Hermans,
1999). This is a particularly nasty problem as the parser that Microsoft supplies with
their development environments is a tree-based parser. The memory requirements of a
third party application that uses this type of parser would therefore easily outgrow the
available memory. On the other hand, event-based parsers do not have this problem.
If XML were to be used within the system, the evauation application would thus be
required to use an event-based parser.
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Based on the issues listed above, specifically the lack of binary data storage within

XML, it was decided impractical to use XML as the export and import file format of

choice within the prototype.

7.5.2 The Evaluation of student assgnments

The evaluation application (Figure 7.10) is designed to be flexible in its use and

specifically caters to the needs of Visual Basic programming lecturers. The [1], [2],

[3] and [4] that are shown in the image were inserted to assist in the explanation of the

application. The application operates independently from the web component. This

means that other applications could be used for evaluation purposes.

. TEval - [Modulel_bas] = Im] |
B3 File Edit “iew Comment Window Toolz Help _|5'|£|
D)6 | % |m(@ p|s|u] ===
T |8 |
‘— Project!.vbp
Ea [Farmsz] Iim i a=s Integer
% Forrl frrm Dim intExit as Integer
E‘a [MCIEIU|ES] Dim imeanlngless ramel as Integer
% Modulel.bas i=1
intExit = 100
j=0 o
While i <> intExiginfinite leop:
i=14+2
i= 3+ 1
Shiow Uzer Detail$| a Wend
L msgBox J
Mark: [ /2?2 t.‘q
Student: 9534672 @
gl--\-f'isual Bazic
o - Gyntax Enrors
EI--L_ngic:Erru:urs
i =8 infirite loop
exit condition not specified
o variable not changed
y “unreachable exit condition The exit condition will never be met
i English @
|infinite loop
| Status | 2000/06/22 | 0B:53 o
Figure 7.10 The evauation application.
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The application supports any rich text or text-based files. In addition to this it has
native support for Visua Basic files (.vbp, .cls, .bas, .frm) and can simultaneously
cope with multiple visua basic projects per assignment. If the lecturer opens up a
visual basic project file, dl of the related files are automatically loaded, and can be
accessed by clicking on the appropriate file listed within the treeview [1].

7.5.3 Annotation

A lecturer can comment a particular passage of text, by selecting the text passage in
question and either left click on the “add comment” button, or on a predefined
comment in the error-tree (Figure 7.10 [2]). If the “add comment” button was used, a
form will appear asking for a brief description of the error. This text (together with a
comment counter) will be displayed in superscripts adjacent to the selected text. The
originally selected text is also re-coloured and underlined so as to make it easy to see
(for example, for i = 1 to 10 step -1""*1°PYy " Once this is done, the focus will be
automatically shifted to the comment text box [4]. A detailed comment or description

can be made in this box.

On the other hand, if the user clicks on a predefined error, the error description and
detalled commentary is automatically filled in. This is described in more detail in the
next subsection.

7.5.4 Error Types

Chapter 6 stated that students often make commonly recurring mistakes. For example,
many students may make mistakes that cause infinite loops. It is undesirable for the
lecturer to repeat his or her description of such commonly recurring mistakes,
therefore a feature was added to make it possible to add pre-defined commentary for
commonly occurring errors. The evauation application supports a customisable
hierarchy of error types. (See [2] in Figure 7.10) This enables lecturers to pre-define

and categorise commonly occurring errors.
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A pre-defined error has two fields associated with it. The first field gives a brief
description of the error type (superscript) and is used within the body of the evaluated
text (in the aforementioned example this would be “infinite loop”). The second field

contains a detailed description of the error.

Predefined-errors can be easily added, edited or removed from the error tree, by
simply right clicking on the tree ([2] in Figure 7.10), if the user right clicks on a
specific error type, he or she is given the option to edit the error type or create a
subcategory of that error type. This enables a lecturer to add or modify error types as

he or she is marking.

7.5.5 Historical assignment information

As stated in Chapter 1, programming classes are becoming larger placing more strain
on lecturers. This has resulted in lecturers been unable to give students individua
attention, and by so doing, get to know each student’s particular problems. The
evduation application atempts to alleviate some of these issues by providing the
lecturer with as much student information as possible. When an assignment is loaded
in the evauation application, a photo of the student is presented to the lecturer. This
helps to the lecturer to put aface to a name or number, making the evaluation process

more personalised.

- Azzignment 1 _-~J

: Infinite: Loop - 1

: - Logiz Eror - 3

é -dzzighment 2

: - Infirite Loop - 1

B -dzzignment 3
Infirite Loop - 2
- Logic Errar - 1

=
b
]

Figure 7.11 Error history tree.
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Another tool that was added can be accessed by clicking on the “Show user details’
button. Clicking on this button results in the treeview [2] being populated with
historical assignment details of previous assignments (Figure 7.11). These details
show how often various pre-defined errors occurred in the previous assignments. For
example Figure 7.11 shows that assignments 1 and 2 contained an infinite loop, while
assignment 3 contained 2 infinite loops. If a student consistently has problems with
infinite loops, for example, the lecturer should be able to identify this from the
historical details, and address the problem appropriately.

7.5.6 Packaging evaluated assgnments

If the web component is used in conjunction with the evauation application, the
lecturer must use the export function to save the evaluated assignment in aformat that
is readable by the web component. An exported assignment is saved as a single file,
which not only contains the evaluated assgnment, but also HTML and rich text
versons of it. The evaluation application aso provides evaluators with a tool to

combine all the evaluated assignments into asingle file.

7.5.7 Evaluation limitations

As mentioned in Chapter 1, evaluators would often draw lines and scribble over the
paper. The evaluation application presented is however incapable of performing any
drawing-based functions. This was done for two reasons. Firstly it would have taken a

great deal of time and effort to implement such a solution from scratch.

The second and more important reason is that such an approach would require the
students to have access to specialised software to view the evaluated assignments.
This is not the case with the current method of evaluation, as the students can

currently view the evaluated assignments within a normal web-browser.
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7.5.8 Lecturer evaluated assignment submission

Once a lecturer has evaluated an assgnment, he or she must submit the evaluated
assignment. Two forms of assignment submission exist, namely manual submission
and automated submission. Automated submission can be used to submit individual or
groups of assignments that were evaluated in the evauation application. The lecturer
smply has to select the file(s) with the feedback within the evaluation application,
and add them to the form. The web component will automatically determine the
assignment details (student ids, marks, etc.) from the embedded information contained
within the file(s). In addition to this, the system keeps a record of what types of
predefined errors occurred in each evaluated file. (This information is stored in the
“Mistake’ tablein Figure 7.2)

The manual submisson should be used when the evaluation application is not used to
evduate the assignment. Consequently certain details about the assignment, such as
the errors made, cannot be determined. The evaluator must therefore manually select
the user and class to which the assignment belongs to, together with the mark attained.

The assignment files must also be attached to the form.

7.6 Summary

This chapter described how a secure web-based assignment management system was
implemented. The implementation allows large groups of users to submit and retrieve
programming assgnments. This is done while maintaining a large degree of security,
providing assignment non-repudiation (token), data confidentidity and integrity
(SSL), access control and authentication (user-id password and token). In addition to
this, the system allows for multi-file assignments and stores historical assignment
information within a database. Chapter 8 will conclude this dissertation by evaluating
this implementation of the model and discussing further areas of research and

development.
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Chapter 8

Evaluation & Conclusion

8.1 Introduction

The first objective of this dissertation was to determine how the flow of electronic
assignments between students and the lecturers could be automated in a secure
manner. Furthermore, the study tried to determine how intuitive feedback and
assessment could be attained within a virtual learning environment. Chapter 5
determined that currently available commercia solutions could not sufficiently meet
the needs of a programming environment. Chapter 6, therefore proposed a model for
managing the process of eectronic assignment submission and evauation, which, if
implemented correctly, could attain the objectives set out in the first chapter.

The model was tested by developing a prototype that was discussed in Chapter 7. The
prototype was specificaly customised for use in programming classes and consisted
of two components. The first component dealt with the management issues of
electronic assignment, creation, storage and retrieval, while the second component
dealt with the process of electronic evauation. This chapter will atempt to do a
preliminary evaluation of the prototype to determine how effective it was at ataining
the gods set out in Chapter 1. The chapter will then use the information gained from

the evaluation and discuss various areas of improvement and research.
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8.2 Method of the evaluation

The prototype (Assignment Manager 2000) was used within a second year Visud
Basic programming class that consisted of thirty-seven students. Twenty-seven of the
students, partook in the evaluation of the prototype by means of a questionnaire, and
discussions were held with the lecturer. It was only used for one-cycle of assignment
submission, evaluation and feedback. Some small bugs were found, but these were
quickly resolved. These factors therefore influenced the outcome of the preliminary
investigation.

The students were given three assignments, all due on the same day. The lecturer used
Assignment Manager’s export function to retrieve al the submitted assignments,
which were then evaluated within the evaluation application. The evaluated
assignments were then submitted to Assignment Manager 2000. Once the assignments
were submitted the students were able to view the evaluated assignments online, or

download them for printing.

8.3 Results of the questionnaire

As stated before, the students were given a questionnaire to complete. This can be
found in Appendix A. The questionnaire consisted of seven multiple-choice questions,
and three long questions. The following section will discuss the results of the

guestions contained within the questionnaire.

8.3.1“Did you have any difficulties logging onto the system?”

This question was deemed necessary because it was reasoned that if a student had
difficulties logging onto the server, it would influence the rest of the questionnaire.
Figure 8.1 shows that 51.85% of the students had difficulties logging onto
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Assignment Manager 2000. A number of problems caused students to have
difficulties logging onto the system. Firstly, the machine on which Assignment
Manager 2000 was installed seemed to be randomly invisible to the network.
Secondly, users had problems logging onto the server from outside the Technikon.
Troubleshooting with the Computer Services departments did not resolve this

problem, and thus outside access to the system was not available.

5 Frequency of problems logging onto the system
n=277

60.00%

51.85%

0
50.00% | 48.15%

40.00% -

O always
30.00% - B sometimes

O never

20.00% -

10.00% A

Percentage of problems

0.00%

0.00%

Problem categories

Figure 8.1 Displays how often students had problems logging onto the system.

Thirdly, an additional reason why students had problems logging onto Assignment
Manager 2000 was because they did not log out of the system in the first place. This
problem arose when they would attempt to log onto the server within an hour of last
accessing the server from a different machine. (Refer to Chapter 7). Finally, a power
failure the day before an assignment was due, resulted in students being unable to
submit their assgnments. The lecturer overcame this problem by changing the

assignment’ s due-date.

8.3.2 “How easy or difficult wasit to learn how to use the system?”

This graph (Figure 8.2) shows that some 66.7% of the students found the system to be
easy (33.33%) or very easy (33.33%) to use, while only 3.7% found it difficult to use.
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The remainder of the users (29.64%) found the system’ s ease of use to be average.

n =27 System ease of use
35.00% 33.33% 33.33%
30.00% 29.64%
. 0
o 25.00% - Overy difficult
< W difficult
T 20.00% -
o Oaverage
% 15.00% - O easy
o 10.00% - Every easy
' 0.00%
0.00% [
Ease of use

Figure 8.2 System ease of use.

8.3.3 “ How would you compare e ectronic to paper-based assignment submission”

Students' submission preference

n=27
70.00%
60,0004 59.26%
. 0
o 950.00% - O paper best
(o))
€ 20.00% - M prefer paper
o . O no preference
[E) n
E 30.00% 8.52% O prefer electronic
20.00% - 14.81% M electronic best
10.00% - r41%
0.00%
0.00%

Submission preference

Figure 8.3 Displays the students' submission preference.

This graph (Figure 8.3) shows that some 77.8% of the students were more inclined
towards eectronic submission with 59.26% preferring it and 18.52% finding it to be
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the best submisson method, while only 14.81% of the students preferred paper-based

submission. The remainder of the users (7.41%) had no preference.

8.3.4 “How do you fed about receiving evaluated assignments electronically

compared to paper?”

=57 Evaluated assignment retrieval preference
40.00% 37.04%37.04%
35.00% -
30.00% - O paper best
% 25.00% - M prefer paper
% 20.00% - Ono preference
g 15.00% - O prefer electronic
a ) .
10.00% | 7.40% M electronic best
0f -
5.00% 0.00% -
0.00%
Assignment retrieval preference

Figure 8.4 Evduated assgnment retrieval preference.

This graph (Figure 8.4) shows that some 55.56% of the students prefer (37.04% +
18.52%) to receive their evaluated assignment electronicaly, while 7.4% prefer
paper-based returns. When one compares this graph to the previous graph it becomes
evident that the students don’'t feel as positive towards electronic returns as they do
with submission. It is therefore beneficial to have the ability to print out the submitted
assignments for those who prefer to do so. The remainder of the users (37.04%) had

no preference with respect to eectronic versus paper-based assignment retrieval.

The following questions are open-ended questions. The numbers in the brackets
represent the number of students who raised the same issues.
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8.3.5“What did you like the most about the system?”

A large number of respondents (11) commented positively on Assignment Manager
2000’ s ease of use and performance (3). Many students additionaly found the method
of submission to be easy and time saving (9), with several students commenting on
how they would not have to wait for the lecturer to submit their assignments (5).
Finally, some of the students (2) favoured the fact that their marks are more private
compared to the traditional method.

8.3.6 “What did you didlike the most about the system?”

The most common complaint about Assignment manager 2000 was that the students
had problems logging onto the system (6). As stated before this was mainly due to
network related issues and a power failure. The second complain that the students had
with the system was the tedious method of attaching files to a submission (3). In
particular, students disliked the fact that they had to click the browse button, and
browse for every file to be attached individually.

8.3.7 “What changes should be made to improve the sysem?”

The major improvement that students wanted was the ability to submit entire
directories in a single action (3). Students also suggested the addition of online help,
and links to Visual Basic sites (2). Finaly it was aso suggested that an e-mail style
chat facility be integrated into the system (1).

8.3.8 “ Do you see a potential use for e ectronic-based assignment submission?”

Figure 8.5 illustrates that the overwhelming majority (92.6%) of the students felt that

there was great potential for the use of electronic—based assignment submission.
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Only 7.4% felt that paper-based submission was the way to go.

Students opinions on the potential use of electronic-
based assignment submission
n =27
100.00% 92.60%
80.00% -
(O]
()]
S 60.00% - Eno
c
(0]
£ 40.00% HEyes
o
0.00%
Student opinions

Figure 8.5 Displays the students opinions, on the potential use of electronic-based

submission of assignments

8.4 Evaluation by the lecturer

The lecturer was generally satisfied with the way Assignment Manager 2000 worked.
The main problems or limitations that the lecturer had with the system were related to
the evaluation application. In particular the lecturer stated that he found a need for a
facility whereby the lecturer can determine which assignments have aready been
evduated, via a menu. With the current implementation, the evaluator has to browse

the directory structure to determine this.

As stated in Chapter 7, students can attach any types of files to an assignment, the
evduation application however only supports certain file types. Therefore when an
assignment is loaded within the evaluation application, it will only load those
supported files (for example Visual Basic and Rich Text files) ignoring all of the
unknown file types. The lecturer could still access the unsupported files, this however

entailed the lecturer traversing the directory structure to find the appropriate file. The
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lecturer found this to be cumbersome and suggested that the unknown files aso be
displayed within the file-treeview (Figure 7.9). Furthermore, he suggested that if he
were to right click on one of these files, the evaluation application would
automatically load the file within the application that Microsoft Windows associates
with that particular file type. For example, if the lecturer clicks on a Visual Basic file,
the evauation application would load the file within Visual Basic. This would help
him to easily run the programs.

8.5 Meeting the requirements

Chapter 4 discussed the maor issues that should be taken into account when
designing or choosing an assignment management system. This information was used
in Chapter 5, to evauate various software solutions that could be used for assignment
management and evaluation. This section will atempt to evauate Assignment
Manager 2000 and the evauation application (Table 8.1) against the same criteria
used in Table 5.1 in Chapter 5.

Unix X
Windows NT v
Mac X

Access Control

Authentication
Integrity
Confidentiality
Non-repudiation

L L)L (<

Training X
Support X
Annual license fee (unlimited number of students) free
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Cdendar v

Noticeboard v

Assignment reminders V (the calendar highlights when
the next assignments are due)

E-mail X (the system e-mails tokens of
submission to the students)

Newirouis X

Assignment creation tools Vv

Multiple file submission v
Submission method

* E-mall X

«  Web-interface v

e FTP X

Mapped drive X

Submitted assignment storage
Evaluated assignment storage

| <<

Assignment annotation

Online annotation
Offline annotation
Multiple file assignments
Programming specific features
»  Source code analysis
» Automated program testing

< <lx|<

X | X

Accessto own grades v

Assignment progress tracking V (tracks whether assignment has
been submitted or evaluated)

Summative calculations v

Table 8.1 Compares the features of the classroom management solutions.

8.5.1 Multiplefile attachments

Assignment Manger 2000 allows students and lecturers to attach multiple files to a
single submission. Furthermore, the attachment facility allows students to associate
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the assignment files with an attachment group. This allows for the submission of

assignments that consist of many programs, which in turn consist of many files. This

enables lecturers to determine which files belong to which programs.

8.5.2 Security

Chapter 3 went into great detail explaining the role and importance of information

security. Chapter 5 summarised that the main security requirements that need to be

met are, authentication, nonrepudiation, access control, integrity and confidentiality.

This section will briefly examine these requirements to determine how, or if, they

were ataned.

Integrity - Integrity mechanisms ensure that the data has not been modified in any
form during its storage or transit. M echanisms must identify and correct or report
incidents where the integrity of data was breached so that appropriate actions can
take place (Bruce & Dempsey, 1997; CPS4001, 1998).

Assignment Manager 2000 uses Secure Sockets Layer to provide data integrity
over the communications medium. This only checks to see if the submitted
information is modified during transit and does not ensure that complete files were
submitted. For this reason the students can verify the integrity of their submission
using two methods. They can check to see if the submitted files, file sizes
correspond to the original files, or they can download their submitted assignment
files and compare then to the original files.

Access Control (Authorisation) - Once an entity has been identified and
authenticated, access control mechanisms ensure that an entity is only allowed to
access authorised system resources. (Bruce & Dempsey, 1997; CPS4001, 1998).
Assignment Manager 2000 uses auser 1D, user role and atime dependant token to

provide access control.
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» Confidentiality - Confidentiality services ensure that the data is protected from
disclosure to unauthorised entities. Students are often concerned about the public
availability of their marks. Mechanisms that ensure the privacy of the students
information, including assignment content, should therefore be put in place. SSL

provides for confidentiality over the communications medium.

* Authentication - Authentication mechanisms are used to verify that the users are
who they claim to be. (Bruce & Dempsey, 1997; CPS4001, 1998). Assignment
Manager 2000 uses a User 1D and Password combination to authenticate the users.
SSL could additionally provide for the authentication of the server, however this

feature was not used.

* Non-repudiation - Mechanisms that support non-repudiation are used to prevent
entities from denying that an action was taken or that a message was sent or
received (Bruce & Dempsey, 1997; CPS4001, 1998). Non-repudiation mechanism
must be in place to prevent the often-occurring problem of students who claim
they have submitted their assignments, but evaluators who clam they never
received them. Assignment Manager 2000 provides for non-repudiation by means
of atoken. When a student submits an assgnment, a token is generated and e-

mailed to the student as proof of submission.

8.5.3 Assignment annotation

Chapter 5 stated that the solution must be able to annotate assignments that consist of
many files. The evaluation application discussed in Chapter 7 can be used to evduate
assignments that consist of many files. Moreover, the evaluation application enables
evduators to provide lengthy in-context commentary to assignment files. The
evduation application also alows evauators to define generic error types for
commonly occurring errors. This feature can save the evauator time, as he or she is
liberated from having to type out and explain a certain commonly occurring error to
each student.
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8.5.4 Assignment storage

Assignment storage refers to the permanent storage of sudent assignments.
Assignment Manager 2000 stores both submitted and evaluated student assignments
on a secure server and is additionally capable of storing multiple evaluations of an
assignment. Furthermore, Assignment Manager 2000 records in a database how often

pre-defined errors occurred within individual assignments.

8.5.5 Conclusion

The model described in Chapter 6 is highly flexible and generic. Most of the problems
that Assignment Manager 2000 exhibited are implementation related and should not
negatively reflect upon the model itself.

This section discussed whether the prototype met with the requirements which were
used in Chapter 5’s evaluation of the commercialy available solutions. Consequently,
the prototype does meet with these requirements. The remainder of this chapter will

therefore discuss further areas of research and development.

8.6 Future Research and Development

The following section will concentrate on some of the areas of research and
development that could positively influence future implementations and refinements
of the model.
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8.6.1 Integrated mark-sheets

Systems such as Mindtrail (2000) (Chapter 5) make use of mark sheets to provide
feedback on evaluated assignments. In the traditional sense, a marksheet can be
described as a page that contains set criteria according to which an assignment is
evduated. For example, a marksheet may define that a user can attain between 1 and
10 marks for the style of their submitted program. Each of these criteriais then added
to produce a fina mark. Such systems, on their own, are inadequate for use within
programming assignments. This is because they do not provide facilities for in-
context commentary on the code. It would, however, be beneficid to integrate
electronic mark-sheets into the evaluation application. Implementing a generic mark-
sheet enabled system within Assignment Manager 2000, would, however, require one
to embed the mark sheet within each assignment. This is because one may evaluate
different assgnments according to different criteria, which means that one would not
want a“fixed” mark sheet. Research into how one should do thisis needed.

8.6.2 Online evaluation

One of the requirements that the lecturers set was the ability to evaluate assignments
offline. However, online evaluation does have various advantages over offline
evduation. For example lecturers don’t have to worry about managing assignment
files on their computers, and the submission process is greatly smplified. It would
therefore be useful if lecturers had the facility to evaluate assignments online as well
as offline. Online evauation could be implemented by using an Active-X control or a

Java applet-based version of the evaluation application

8.6.3 Plagiarism

Students often copy assignments from one another. It would therefore be beneficial if

such acts of plagiarism were automatically detected by the system. This feature can be
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implemented, because, dl of the submitted assignments are permanently stored on the
server. Furthermore, plugging such a facility into the current system should be
relatively easy, as al the files are stored in their original format.

8.6.4 Graphics capabilities

Although the evaluation application provides evaluators with in-context annotation
facilities, the application still lacks drawing features. Such a feature would greatly
enhance the level of feedback that evaluators can provide to the students. For
example, such a feature would enable evaluators to draw a circle around a concept
and an arrow showing where it should be moved to. A problem with implementing
such a feature is that it would, in most cases, require the students to use specialised
software to view the evaluated files instead of a web-browser. A possble method of
doing this is by converting the actual drawings that the evaluators make into .GIF
files. The .GIF files can then be overlaid over norma HTML text by using Dynamic
HTML (DHTML). This approach could however consume a lot of space if the
evduator made a large number of drawings. Research into compression techniques

might help overcome these problems.

8.6.5 Trend analysis

As illustrated in Chapter 7, the database is used to store detailed information
pertaining to the mistakes that students have made in their assignments. Different
queries could be developed to discover trends in the mistakes that students make.
Evaluators could use such facilities to discover general problem areas that most
students share, and specific problems of individual students. Data mining methods
might be used here.
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8.6.6 Standardisation of fileformats

As noted in Chapter 7, there are numerous problems with using XML as the file
format in which the web component exchanges assignments with the evaluation
application. Further investigation should therefore be undertaken to determine how a

standard file format such as XML could be implemented within the current solution.

8.6.7 File Uploading

The questionnaire made it apparent that students felt that the current method of
attaching assgnments is gill too time consuming. As stated in Chapter 7 this is
mainly due to limitations within current web browsers. A possible way to enable
selecting of multiple files, in a single step, is to use an Active-X control to upload the
files. This was originally considered, however a problem with using Active-X
controls is that they offer potential security risks to users' machines as they can access
al of the resources on them. The onus of verifying the authenticity of the control is

thus put on the user.

8.6.8 Non-repudiation

The model proposed in this dissertation makes use of tokens that are e-mailed to the
students to prevent non-repudiation. This gpproach does not however take into
account the possibility of delivery failure of the token. Research should therefore be
undertaken to determine possible solutions to this problem. A possible workaround
would require the sudents to acknowledge that they have received the token. The
students could do so by signing the token with their private key, and then by e-mailing
the signed token back to the assgnment management system. A problem with this
approach is that it requires the students direct participation within the non-
repudiation system. Furthermore the students may purposely decide not to reply.
Therefore if such an implementation were to be used, it should be made policy that
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only those assignments belonging to student who have acknowledged the receipt of
the token be marked.

8.6.9 Extending the user base

Assignment Manager 2000 was especially cusomized for use with programming
assignments. The system should however be expanded to add support for non-
programming related assignments. The only dteration that the existing system would
need is to rename some of the terms used within Assignment Manager 2000. For
example, instead of stating that a group of attachments belong to a specific program,
they could belong to an attachment group. Furthermore, research should be
undertaken to determine how the system could be customised for use in distance
education-based classes.

8.6.10 Extra features

Assignment Manager 2000 was developed to meet the basic needs of an assignment
management system within programming classes. A more refined version therefore
needs to be developed. In particular it does not support group submission of
assignments. This is due to various issues that need to be resolved. The first issue is
whether groups are predefined within the database, or whether sudents must specify
authors of the submisson during the submission process. This approach brings
another point of contention and that is assignment ownership. This becomes important
when certain members of a group want to resubmit an assignment before the due date.
Finally the distribution of marks between members of a group becomes difficult. Will
al of the members receive the same mark, or will each member receive a mark
according to their contribution to the assgnment? This would require the students to
specify which components of the assignment each of the groups members
contributed to. An evaluation application would therefore have to recognise that a
particular assignment had for example five authors, and provide the lecturer with the

tools to give each of the authors a particular mark.
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8.7 Summary

The model presented in Chapter 6, provides an infrastructure for the secure

management and evauation of electronically submitted assignments. As describe in

the chapter, it can be implemented in numerous ways each of which can provide the
needed level of security and functionality. The viability of the modd was tested by

implementing a prototype of a web-based version. The prototype was evaluated by

students and alecturer. Their evaluations were generally positive.

The objectives of this dissertation, as set out in Chapter 1 were:

“Determine how the flow of programming assignments between students and

lecturers can be streamlined using current technologies;”

The PAMM mode described a method of streamlining the submission, evaluation
and feedback of assgnments. The process of assignment submission, storage and
retrieval has been smplified in Assignment Manager 2000. Students and lecturers
can submit and retrieve assignments at dl times. Furthermore, submitted and
evaluated assignments are automatically stored for later retrieval. The students
and the lecturers are aso freed from having to print out the assignments, thus

saving time and money.

“To ascertain how rich, intuitive feedback can be attained in programming

assignments that are evaluated electronically;”

The PAMM model and the prototype evauation application are capable of
handling multiple file assignments and can be used to provide in context
annotation. The evaluation also alows lecturer to predefine commonly occurring
errors, saving the lecturer time. The lecturer is aso presented with historica
information about how often certain pre-defined errors occurred in individua

students assignments. This feature can aid the lecturer in the evaluation process,
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thereby improving feedback. Students can aso privately retrieve, view and print

their evaluated assignments over the Internet.

* “To determine how the submission, storage and retrieval of assignments can be
secured within an electronic environment which is trusted by lecturers and

students.”

The entire process of assignment submission, storage and retrieva takes place
within a secure environment. Section 8.5.2 described how access control,
authentication, integrity, confidentiality and nonrepudiation are all maintained
within Assignment Manager 2000.

The PAMM modd and Assignment Manager 2000 therefore meet the objectives set

out in Chapter 1, and proves the viability a secure assignment management model.
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Appendix A

Questionnaire

This appendix contains a copy of the questionnaire given to the students

to help evaluate the prototype system.
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Electronic Assignment Submission and Retrieval

Questionnaire

1. Did you have any difficulties logging onto the system?

| always | sometimes | never |

2. How easy or difficult wasit to learn how to use the sysem?

| very difficult | difficult | average | easy | very easy |

3. How would you compare electronic to paper based assgnment submission?

| paper best | prefer paper | nopreference | prefer eectronic | electronic best |

4. How do you feel about receiving dectronically evaluated assgnments
compared to paper ?

| paper best | prefer paper | nopreference | prefer eectronic | electronic best |

5. What did you like most about the system?

6. What did you didliked the most about the system?

7. What changes should be made to improve the system?

8. Do you see a potential usefor electronic-based assgnment submission?

L yes  no |

Thank you for completing the questionnaire
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Appendix B

User Manual: Assignment Manager 2000

This appendix includes a user manual for Assgnment Manager 2000.
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B.1 Introduction

Assignment Manager 2000 is a software package which can be used to facilitate
electronic assignment submission and evaluation. The package consists of two
independent components, a web component and an evaluation component. The web
component is used for the storage, management and retrieval of assignments. The
evduation component can be used to help evaluate assgnments. Although the
components are independent of one another, certain time saving features require the

use of both products.

The manua will firstly ded with the installation and configuration of the web
component. This will be followed with the discussion of the administrative functions
of the web component, after which the lecturers and students' interfaces will be
looked at. Finally the basic operation of the evaluation application will be explained.
Some headings will have a diagram next to them. The purpose of these diagramsiis to
show the user what button needs to be pressed to activate that function.

B.2 Installation and configuration of Apache and PHP

The web component was written in a server side scripting language PHP and therefore
requires PHP to reside on the web server. PHP can be obtained as a CGI executable or
as amodule for Apache (Win32 and Unix) of 11S. The following section will explain
how Apache needs to be configured for use with the web component. The settings
listed below are the changes that need to be made to the Apache configuration file
(httpd.conf). The values displayed are those used to ingdl the prototype a PE
Technikon, and should be changed accordingly.

#ServerName IP or DNS of the web server
Server Name http://submit.petech.ac.za/
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DocumentRoot The location of the web pages on the server
DocumentRoot "C:/Program Files/Apache Group/Apache/htdocs’

Thistells the web server that .phtml files are executed with php.exe

AddType application/x-httpd-php .phtml
Action application/x-httpd-php "/php/php.exe’

PHP' s installation and configuration is well documented, however it is worth noting
that the following changes must also be made. PHP s config file (for win32) is located

within the windows directory.

doc_root The location of the web pages, and scripts on the server
doc_root = C:\Program Files\Apache Group\Apache\

upload_max_filesze Used to specify maximum file upload sze, set to 2 Meg
upload_max_filesze = 2097152

SMTP Thisisused to specify the SMTP server that will be used for e-mail
SMTP = mall.petech.ac.za ;for win32 only
B.3 Login

Login Page

User ID: |
password: |

Figure B.1 A section of the login screen.
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Access to the web component is restricted via a login screen (Figure B.1). The login
screen prompts the user to enter a user 1D, password and user type. The web
component supports three different types of users. administrators, lecturers and
student. A dropdown list of user typesis used to select the role the user will perform
for the duration of the session. The different user types are used to maintain access
control to the web component. This enables students and lecturers to only access

resources that their user types are authorized to access.

B.4 The Administrative Functions Of The Administrator

A user inthe role of administrator can create and edit users and classes. The following
section will briefly describe how to perform the main administrative functions of the
administrator.

Add User

An administrator can add users one at atime, by using the add user form (Figure B.2).
The form requires the users details, together with a unique user id and user type. The
user type field is used to determine the users overall access rights. The access rights
are hierarchical in nature, meaning than an administrator could log in as a lecturer or

student, or alecturer could log in as a student.

Add user Page

E?r {3onm Password: |“°’“’“"
|F|:|urie
Name: IRDger Surname:;
Tnitials: [H Eomail |rtourie@mail cor|
User
Type: |Student I

Figure B.2 Add user form.
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Add Class

Create class

Class Group ID: |1 SubjectCode: I'\-"EH 01

Class Description: |Visua| Basic 1 full time class

| Create Class I

Figure B.3 Add classform.

Classes are used to group users for a particular subject. Multiple classes are allowed
for a particular subject, each with its own lecturer. The add class form, shown in
Figure B.3, requires the subject code and the id for that particular class. If a subject

with that particular subject code does not exist, one is automatically created.

Register User

A user can be placed in class by making use of the register user form (Figure B.4).
The form requires the administrator to type in the users id, and to select the correct
class group from the dropdown menu. The role that the user will play in the classis

also specified.

Add user to class

User ID: |9EIEIEI1 Subject-ClassGroup: IVEHD1 -1 vl
UserRole: IStudem "I

Figure B.4 Register user in class form.
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Automated User Registration

The initial registration of students and the subjects, for which they are registered, is
automated by means of the auto registration function. This form requires the user to
provide a comma-delimited file, which contains al of the needed particulars of the
students for registration. The file's format must be as depicted in Table B.1. The
students default password and e-mail address are automatically calculated from the
User ID field.

User ID Name Surname | Initias Subject Code | Class Group

Table B.1 Required format for imported user registration.

B.5 The Lecturer

/3 http:/Mlocalhost/admin-main. phtmI?U serlD=John&T oken=7e46bd058284d64941 e 2485 " - Micio: =10j x|
J' File  Edit “iew Fawortes Tool:  Help % - |ﬁ
j GBack + = - (2 [9) &% | @iSearch [Favoites (4Histon - S 0 - 5]

jAgdress l@ http: #flocalhost/admin-main. phtml 7L zed D =) ohné T oken=7e4B6bd055284 464941 22485534 430947 j .f? Go |J Links **

(A&SI : QGIZIJIJ ohn

e - - P

main menu user settings view classes log out

F

* submit assignment ? create assignment £ edit assignment notice board

Subject Group Ass Unmarked

s F

user settings r view classes log out

= notice board

* submit assignment create assignment £ edit assignment

i@ |_ |_ i- Local intranet 4

Figure B.5 Lecturer main menu.
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The lecturer main menu, displayed in Figure B.5, consists of two calendars and a
table, which lists the number of submitted assignments for a particular class
assignment. The calendars display the current and forthcoming month, and indicate
assignment due dates, as set by the lecturer. This is achieved by colouring days on
which assignments are due, differently. In addition to this, if a lecturer moves the
mouse cursor over a day when an assignment is due, a popup window appears with

the details pertaining to the assignment(s).

Add Assignment

A lecturer can add an assignment by clicking on the create assignment button. He or
she is then presented with a list of al the subjects that have been assigned to them.
(See Figure B.6) The lecturer must select the classes for whom the assignment is
intended and then fill in the assignment number, description and due date of the
assignment. Note: If multiple classes are selected when creating an assignment, a
unigue assignment is automatically created for each class. This allows lecturers to

change due dates on a class bases if needed at a later stage.

|Add assignment

|Sul:|ject IGruup IClass description
'~ VB101 1 Visual Basic 1 full time class
Due Date
{23 =|{a =||e000 =]
Assignment Numhber
I1a
Assignment Description
Mrite a prograin that calculates the sum of the odd nunbers _*_l
from 0 to 100.
[ -]
| Submit assignment I

Figure B.6 Assignment creation form.
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The system can accommodate multiple lecturers for a particular subject code, by
assigning students for a particular subject to a particular class group. This enables
lecturers to give their part-time students different assignments from full-time students,
for example. Once the assgnment has been created, an entry is automatically created
on the students' calendars.

Retrieve Submitted Assignment

Assignments that were submitted by students can be retrieved using one of two
methods. The preferred, and easiest method of retrieving assignments is done from the
main menu page (Figure B.7). The table on the far right hand side lists the number of

submitted assignments for a particular class and assignment. Each table entry has a

view and export button. The export button @ combines all of the unmarked
assignments in a class into a single (.cxp) file. This file is then uploaded to the

lecturer, who in turn can decide where to place it on their computers.

5= 8“_101112 =

| 13|14 |15 [16 |17 | 18 |19 10 |11 |12 |13 [14 [15 |16

20| 21 | 22 [-23 24.25_26 17 (18 (19|20 (21 |23 |23

27 | 2g |29 |30 |31 | 24 |25 |26 |27 |28 |29 |30

Figure B.7 A section of the lecturer’s main menu.

The evaluation application is used to extract the combined assignments on the
lecturer’s computer. The view button is used to view the details of a particular class,
such as the class detals displayed in Figure B.8 that contains one submitted
assignment. Each entry in the table represents a users assignment, offering the lecturer
the ability to export and view individual assignments. The view button for each table
entry is used to view individual assignment details. Therefore if the lecturer were to

click on the view button in Figure B.8, Figure B.9, would be displayed.
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9971649 2000-08-07
9941741 2000-08-07
9901349 2000-08-07

Figure B.8 Displays the submitted assignments for a particular class and assignment.

Hope wou are happy with this

FileIName
b lain frm
Ifodulel bas

Figure B.9 Displays the details of a submitted assignment.

Figure B.9 displays the details of a particular student’s assignment submission. The
white text area contains the student’ s comment that was made during submission. The
submitted files are listed in a table below this area. The lecturer can download any
particular file from the assignment by clicking on the filename, or download them all
as a single file by clicking on the export button (creating a .svl file); however, as
stated before, using the export function requires the use of the evaluation application

for file extraction. Thisis explained in B.7.

Submit Evaluated Assignment

Once a lecturer has evaluated an assgnment, he or she must submit the evaluated
assignment. Two forms of assignment submission exist, namely manual submission

and automated submission (Figure B.10). Automated submission can be used to
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submit individua or groups of assignments that were evaluated in the evaluation
application. The lecturer simply has to select the file(s) that he or she has evaluated
and add them to the form. The web component will automatically determine the
assignment details from the embedded information contained within the file(s).

Attachment:

I Browse... I

File attachments

Instructions: Click the Browse button to
locate the file wou need, and select it. The
file path will appear in the attachment field
Mext, click Attach to attach the selected
fle to your message. When you send your
message, the attached file 15 automatically
enclosed

Submit assighment

Figure B.10 Automated evaluated assignment submission form.

The manua submission form (Figure B.11) is accessed by clicking on the manua
submit button on the automated submission form. Manual submission should be used
when the evaluation application is not used to evaluate the assignment. Consequently
certain details about the assignment, such as the errors made, cannot be determined.
The evaluator must select the user and class to which the assgnment belongs, together
with the mark attained. The files out of which the assignment consists must also be
attached to the form.
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Student ID; | 90001-VE101-1-1a =] Mark |56

Remarks
Mell done __f_l
o2
Attachment: Program: I-Prugram 1- vl
| Browse... | Aftach |

File attachments Instructions: If applicable, select the appropriate
DA TEMPYNOte b Program from the Program select box Then
chick the Browse button to locate the file you
need, and select it. The file path will appear in the
attachment field Mext, click Attach to attach the
selected file to your message. When you send vour
message, the attached file is automatically enclosed

| Submit assignment I

Figure B.11 Manual evaluated assignment submission form.

Notice Board
Add Notice

iSubject !Gruup iClass description
™ IVBIUI 1 Wisual Basic 1 full tine
| ‘ iclass

Notice Topic

lTest 1

Notice

The test on 30-03-2000, will he on chapters _fj
2,3 and 5

=

Figure B.12 Add notice form.
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The notice board, as the name implies, acts as an electronic version of a notice board.
Lecturers can use it to notify students about various events such as tests or class
cancellations. To add a notice the lecturer must click on the add notice button,
located within the notice board screen. The add notice form
(Figure B.12) requires the lecturer to select the class group(s) for whom the notice is
intended, as well as a topic and the actua notice text. Once a notice has been added

students will seeit intheir main menu.

B.6 The Student

| File  Edit Wiew Favorter Tool:  Help iﬁ
| Back - = - ) (4] 4} | QiSeach [Favoites (AHiston | BN~ S 6 - 5]
, Address !@ hitp:/ Alocalhost/main. phtml?U zer D=30001 T oken=EcB8871386bcdbdBb5b5 341 BG4 dbatl f ;] @ Go H Links **

Ass:gmwﬂddmmgerzua

r main menu * submit assignment * view assignments

#  user settings

01 Topic:Test 1

No Evaluated Assignments

Fa

submit assignment * view assignmenis

user settings

!@ |_ |_ | Local intranet

B

Figure B.13 The student main menu.

The students' main menu (Figure B.13.) consists of two calendars, a notice board and
a lig of recently evaluated assgnments. The calendars display the current and
forthcoming month, and indicate if assgnments are due within this time period. This
is achieved by colouring days on which assignments are due, differently. In addition
to this, if a student moves the mouse cursor over a day when an assignment is due, a

popup window appears with the details pertaining to the assignment(s). The notice

Appendix B Page 157



board displays al of the student’s respective notices for their different subjects. The
student’ s evaluated assignments are displayed below the calendars.

Student Assignment Submission

!Suhject !Group EAssignment iDescriptinn !Due Date |
& VB101 1 |la Wite a program that caleulates the su.. 2000-08-23 |
Comments
Hope you are happy with this =]

&
Attachment: | Browse. .. | Program: i—Pngram i vl

Adtach |

File attachments Instructions: If applicable, select the appropriate Program
DATEMPAPIcI TyrmMain frm from the Program select box Then click the Browse
DATEMPPIc TIModulel. bas butten to locate the file you need, and select it. The file
path will appear in the attachment field. Mext, click Attach
to attach the selected file to your message. When you send
your message, the attached file is automatically enclosed

Submit assignment I

Figure B.14 Student assignment submission form.

The student submission screen (Figure B.14.) requires the student to select which
assignment he or she is submitting. Once the assignment has been submitted a token
is generated and sent to the users e-mail address. A token is a unique text string that is
generated by a script residing on the web server. The role of the token is twofold;
firgly it acts as a receipt proving to the user and the web component, that he, or she
has submitted their assignment, secondly the token acts like a digital fingerprint of the
submitted assignments. In the case of a system failure the token can be used to prove
that the assignment was submitted and the hash values can, if need be, be compared to
the resubmitted assignment to ensure that the resubmitted assignment is indeed an

unmodified version.
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ViewAssignments

A student’s evaluated assignments can be accessed using two methods, via the main
menu or via the view assignments form. If the student clicks on an evaluated
assignment, the assignments details are displayed together with the evaluated
assignment files. If the evaluation application was used to evauate the assignment,
HTML and Rich Text versions of the evauated assignment are also displayed on the
form. Commented regions within the HTML version are underlined and coloured
differently from the rest of the text (Figure B.15). If the user moves the mouse curser
over such commented regions, detailed commentary may be displayed in an area

below the main body text.

| Fle Edt View Favortes Took Help E3
: = | =
& .2 @ B A | @ G I B 44 &.
| Back Felibble] Stop  FAefresh  Home Search Favotes History | Mail Print Edit
jms@ Hittp.//loealhost/main, p il 7L seiD =35346724T ok ensbS000d9:9/5efb51 de0461 da70Bfc x| @oo
HIMLEies Dim i as Integer -
|modulelbashtml Dim intExit as Integer
e et A Dism l;m:;.n:m_,.l.;:: nanel ae Tyreger
Iform1 frm html i
IR.TF Files intExit = 100
1=0
!module]basrif While i <> intExipinfinite loopZ
b B o]
lform1 frm.tf A
Wend
msgBox J
=
The exit condition will never be met, | will skip over ntE«it .’:J
<
- |
/@] Done [ B Local ntranet v

FigureB.15 HTML view of an evaluated assgnment.
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B.7 The Evaluation Application

B.7.1 Installation and Configuration

The evaluation application was written in Microsoft Visual Basic 6.0 SP3 and
therefore requires the visual basc runtime libraries. The application consists of a
single executable file, which can be placed anywhere on the user’s computer. The
application will automatically create import, export and save sub-folders within its
folder. The import folder is used to store al of the imported assignments, while
exported, evaluated assignments are stored within the export folder. The save folder is

primarily used to store assignments that have not been completely evaluated.

B.7.2 Lecturersview of the application

i TExal - [Modulel.bas] I 101 x|
B3 File Edit “ew Comment Window Toole Help _|5’|5|

M@I 3"'@ B|1|g| =

T |= |

' Project].vbp
£ [Forms] Dim i as Integer
% Farmi.frm Dim intExit as Integer
E‘a [Modules] Dim imeanlngless namel as Integer
ey Madulel bas i=1
incExit = 100
Thile i <> intExirinfinite leopZ
i=1i+2
i=3+i
Show User DetailsI a Mend

m=gBox ]

_jl.' b
Mark: [ /77 uj
Student: 5534672 @
& Wisual Basic
- - Synitax Errors
. B-Logic Errors

=8 ir)finite loop

exit condition not specified
- wariable not changed

i unreachable exit condition

y The exit condition will never be mel
- English @
infinite loop

| Status | | 2000/05/22 [ OE:52

Figure B.16 The evauation application.

The evauation application (Figure B.16) is designed to be flexible in its use and

specifically caters to the needs of Visual Basc programming lecturers.
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application operates independently from the web component, therefore other
applications could be used for evaluation purposes. The [1], [2], [3] and [4] that are

shown in the image were inserted to assist in the explanation of the application.

The application supports any rich text or text-based files. In addition to this, it has
native support for Visua Basic files (.vbp, .cls, .bas, .frm) and can simultaneously
cope with multiple visua basic projects per assignment. If the lecturer opens up a
visual basic project file, al of the related files are automatically loaded and can be
accessed by clicking on the appropriate file listed within the treeview [1].

The following sections will discuss the main features of the application, and how to

perform basic operations within the application.
Importing Files

The import function is used to import assignments that were exported from the web
component. The evaluation application can import two types of assignment files.
These have been given extensions of .cxp and.svl. The .cxp files can contain entire
classes of assignments, while .svl files contain individua assignments. If the lecturer
imports a .cxp file, the assignments that it contains are extracted as .svl files, and
stored within the import folder. The actua assignment is loaded within the evaluation

application when an .svl file isimported.
Annotation

To comment a particular passage of text, the user must select the text passage in

question and either left click on the add comment button C_I or on a predefined
comment in the error-tree (shown in [2] in Figure B.16). If the add comment button
was used, a form will appear asking for a brief description of the error. This text
(together with a comment counter) will be displayed in superscripts adjacent to the
selected text. The originaly selected text is also re-coloured and underlined so as to
make it easy to see (for example, for i = 1 to 10 step —1'""*¢!°°P1) Once this is done

Appendix B Page 161



the focus will be automaticaly shifted to the comment text box [4]. A detailed

comment or description can be made in this box.

On the other hand, if the user clicks on a predefined error, the error description and
detalled commentary is automatically filled in. This is described in more detail in the
next subsection.

Error Types

It is not uncommon for sudents in a particular subject to make commonly recurring
mistakes. For example, as in Figure B.16, many students may make mistakes which
cause infinite loops. It is undesirable for the lecturer to repeat his or her description of
such commonly reoccurring mistakes, a feature was therefore added to make it
possible to add pre-defined commentary for commonly occurring errors. The
evduation application supports a customisable hierarchy of error types. (See [2] in
Figure B.16) This enables lecturers to pre-define and categorise commonly occurring

errors.

A pre-defined error has two fields associated with it. The first field gives a brief
description of the error type (superscript) and is used within the body of the evaluated
text (in the aforementioned example this would be “infinite loop”). The second field
contains a detailed description of the error. Errors can be easily added or edited form
the error tree by smply right clicking on the tree ([2] in Figure B.16), if the user right
clicks on a specific error type, he or she is given the option to edit the error type or

create a subcategory of that error type.

Student information

When an assignment is loaded in the evaluation application, a photo of the student is
presented to the lecturer. This helps the lecturer to put a face to a name or number,
making the evaluation process more personalised. Another tool that was added can be
accessed by clicking on the “Show user details’ button. Clicking on this button results
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in the treeview [2] being populated with historical assignment details of previous

assignments (Figure B.17).

These details show how often various pre-defined errors occurred in the previous
assignments. For example, Figure B.17 shows that Assignments 1 and 2 contained an
infinite loop, while Assignment 3 contained 2 infinite loops. If a student consistently
has problems with infinite loops, for example, the teacher should be able to identify
this from the historical details, and address the problem appropriately.

B Assignment 1 _AJ
- Infinite Loop - 1

- Logic Emor - 3
E -Bizzignment 2

- Infinite Loop - 1
=l -Bizzignment 3

- Infirite Loop - 2
Logic Errar -1

Figure B.17 Error history tree.
Editing and Deleting Comments

To delete a comment, click anywhere within the commented area and then click the

remove comment button&l. The evaluation application only permits the user to
edit the detalled commentary associated with a commented area. If the user clicks on
a comments text area the detalled commentary is displayed in the comment window
below. The user can then, if he or she wishes edit this text. To change the superscript

text, the user must delete and create a new comment with the desired text.
Exporting Files
If the web component is used in conjunction with the evauation application, the

lecturer must use the export function to save the evaluated assignment in aformat that

is readable by the web component. An exported assignment is saved as a single file,
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which, not only contains the evaluated assignment, but also HTML and rich text
versons of it. The evaluation application aso provides evaluators with a tool to
combine all the evaluated assignments into a single file.

Combine Exported Assgnments

This function (situated under tools) allows the lecturer to select a group of exported
evduated assignments (.evl) and combine then into a single file (.gvl). This function
can therefore shorten the submission process as only one file needs to be submitted.
Export Error Definition Ligt

This tools based function exports al of the defined error types within the error-tree
(see [2] in Figure 15) into a single file. This file can then be imported into the web
component to reflect the changes in the database.

Import Error Definition List

This option is used to import predefined errors that are retrieved from the web

component.

Support

All problems or queries can be directed to Grant Pullen at grant_pullen@hotmail.com.
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