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ABSTRACT

This dissertation addresses the problem of a lack of a formal incident re-
sponse capability in the South African National Research and Education
Network (SA NREN). While investigating alternatives it was found that no
clear method exists to solve this problem. Therefore, a second problem is
identified: the lack of a definitive method for establishing a Computer Se-
curity Incident Response Team (CSIRT) or Computer Emergency Response
Team (CERT®) in general. Solving the second problem is important as we
then have a means of knowing how to start when building a CSIRT. This
will set the basis for addressing the initial problem, resulting in a prepared,
improved and coordinated response to I'T security incidents affecting the SA
NREN.

To commence, the requirements for establishing a CSIRT are identified
via a comprehensive literature review. These requirements are categorised
into five areas, namely, the basic business requirements followed by the four
Ps of the IT Infrastructure Library (ITIL®). That is, People, Processes,
Product and Partners, adapted to suit the CSIRT context. Through the
use of argumentation, the relationships between the areas are uncovered and
explored. Thereafter, a Design Science Research-based process is utilised to
develop a generic model for establishing a CSIRT.

The model is based on the interactions uncovered between the business
requirements and the adapted four Ps. These are summarised through two
views — strategic and tactical — together forming an holistic model for
establishing a CSIRT. The model highlights the decisions required for the
business requirements, services, team model and staff, policies and processes,
tools and technologies, and partners of a CSIRT respectively.

Finally, to address the primary objective, the generic model is applied
to the SA NREN environment. Thus, the second artefact is an instanti-
ation, a specific model, which can be implemented to create a CSIRT for
the SA NREN. To produce the specific model, insight into the nature of the
SA NREN environment was required. The status quo was revealed through
the use of a survey and argumentative analysis of the results. The spe-
cific decisions in each area required to establish an SA NREN CSIRT are
explored throughout the development of the model. The result is a compre-
hensive framework for implementing a CSIRT in the SA NREN, detailing
the decisions required in each of the areas. This model additionally acts as

a demonstration of the utility of the generic model.
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The implications of this research are twofold. Firstly, the generic model is
useful as a basis for anyone wanting to establish a CSIRT. It helps to ensure
that all factors are considered and that no important decisions are neglected,
thereby enabling an holistic view. Secondly, the specific model for the SA
NREN CSIRT serves as a foundation for implementing the CSIRT going for-
ward. It accelerates the process by addressing the important considerations
and highlighting the concerns that must be addressed while establishing the
CSIRT.
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Part 1

Prologue



Chapter 1
Introduction

From the early days of the Internet, malicious activity emerged as a growing
threat and reality. What originated as practical jokes between early experi-
menters soon became dangerous tools in the hands of those seeking to use
this new network of interconnected machines for their own devious purposes.
Since then, the race between white-hat security experts and black-hat hack-
ers has continued with the good guys always pressured to stay one step ahead
of the bad guys. As vulnerabilities are exposed/discovered in protocols, net-
working devices and applications, advisories and recommendations hit the I'T
security news headlines until a patch can be released and distributed. Then
a moment’s peace until the next incident occurs. The war is on and it’s very
much alive — more so today than ever before. The risks and rewards to be
reaped through compromised systems increase with every move closer to a
cyber-society.

National Research and Education Networks (NRENs) are not immune
to malicious activity. In fact, due to the high bandwidth links and inter-
national connectivity typically provided to science and academic customers,
NRENSs can be very attractive targets. The impact of an incident in such an
environment can be devastating.

Computer Security Incident Response Teams (CSIRTs), as the primary
approach used to deal with IT security incidents, are introduced next. A
description of NRENS follows, focusing on the South African NREN environ-
ment. This sets the scene for the problem statement and subsequent research

objectives. Finally, a chapter layout dictates the structure of the dissertation.
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1.1 Dealing with IT security incidents

Popular IT news sites (Reuters, 2012; Kumparak, 2014), security-related con-
ferences (ISSA, 2012; FIRST, 2012) and talks of global cyber-war (News24,
2012; Ranger, 2014; ENISA, 2014) evidence the reality of the IT security
landscape today. 2014 marked a year of particular significance with Distrib-
uted Reflective Denial of Service (DRDoS) attacks on the rise! followed by
the revealing of critical vulnerabilities in core libraries of systems connected
to the Internet. Names like “Heartbleed” (OpenSSL vulnerability), “Shell-
shock” (Bash vulnerability), and the exploitation of these vulnerabilities,??

show just how fragile this ecosystem really is.

1.1.1 What is an IT security incident?

Hacking, virus outbreaks and denial of service attacks are primary examples
of computer or information security incidents. Formally, an I'T security inci-
dent is defined as a “single or a series of unwanted or unexpected information
security events that have a significant probability of compromising business
operations and threatening information security” (SANS, 2009, p. 3).

How do we recognise and deal with these incidents? Firstly, with policies
and procedures that define “normal” operations, followed with a mechan-
ism to act on infringement of these policies. Therefore, the establishment
of a team responsible for incident handling is the preferred approach to es-
tablishing an incident response capability (Killcrece, Kossakowski, Ruefle, &
Zajicek, 2003a, p. 1).

1.1.2 Computer Security Incident Response Teams

The definition of a Computer Security Incident Response Team (CSIRT) used
by Alberts, Dorofee, Killcrece, Ruefle, and Zajicek (2004) is embraced in this

dissertation.

'https://www.us-cert.gov/ncas/alerts/TA14-017A

’http://www.fireeye.com/blog/technical/2014/09/shellshock-in-the-
wild.html

Shttps://www.mandiant.com/blog/attackers-exploit-heartbleed-openssl-
vulnerability-circumvent-multifactor-authentication-vpns/


https://www.us-cert.gov/ncas/alerts/TA14-017A
http://www.fireeye.com/blog/technical/2014/09/shellshock-in-the-wild.html
http://www.fireeye.com/blog/technical/2014/09/shellshock-in-the-wild.html
https://www.mandiant.com/blog/attackers-exploit-heartbleed-openssl-vulnerability-circumvent-multifactor-authentication-vpns/
https://www.mandiant.com/blog/attackers-exploit-heartbleed-openssl-vulnerability-circumvent-multifactor-authentication-vpns/
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That is, a CSIRT is

“an organization or team that provides services and support to a
defined constituency for preventing, handling, and responding to

computer security incidents” (Alberts et al., 2004, p. 1).

Establishing a security incident response capability as a means to handle
computer and network security-related incidents is no small feat. More in-
formation on CSIRTS is provided in Chapter 3.

Next, as the scope of this study, the South African National Research
and Education Network (SA NREN) environment is considered.

1.2 National Research and Education Net-

works

A National Research and Education Network (NREN) provides backbone
network infrastructure, access connectivity and specialised services to the
academic and research institutions of a country. This includes high-bandwidth
links for science and research, commodity Internet connectivity, network sup-
port and maintenance, and related services. An NREN is “a specialised In-
ternet service provider to the research and educational communities within a
country” (TERENA, 2010, para. 8).

The South African National Research Network (SANReN) Competency
Area (CA) together with the Tertiary Education and Research Network of
South Africa (TENET) constitute the South African NREN. The SANReN
project team designs and builds the network and the TENET team operate
it. Both parties are involved in the development and provisioning of value-

added services on top of the network (Petruccione et al., 2013, p. 26).

1.2.1 The South African National Research Network

The South African National Research Network (SANReN) is a project of the
Council for Scientific and Industrial Research (CSIR) Meraka Institute, initi-
ated by the Department of Science and Technology (DST). It is a high-speed
network dedicated to research traffic and is intended to accelerate participa-
tion of South African researchers in the global knowledge production effort
(SANReN, 2010). Beneficiary institutions aligned with the goals of SANReN

are identified and connected to the network using a phased approach.
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South African National Afl"i Ca n Tertiary Education and
esearch Network Research Network of South Africa
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Figure 1.1: The South African National Research and Education Network
(by author)

As of 31 March 2014, 173 higher education and research sites were connected
to SANReN providing multi-gigabit Internet access and data transfer cap-
abilities with typical site connections of 1 and 10 Gbps (Staphorst, 2014).
The number of connected sites continues to grow, covering nearly one million
users at public universities, science councils and national research facilities
throughout South Africa. This amount of users makes the network vulner-
able to malicious activity; particularly attacks on the data and infrastructure.
Furthermore, there is substantial critical infrastructure at the connected sites,
as well as valuable intellectual property. The threat of malicious activity in-
cluding data theft, Denial of Service (DoS) attacks and virus outbreaks is
very real and handling incidents on this scale will require a collaborative
effort.

In addition, the SANReN project is working towards enabling participa-
tion in big science projects such as the Large Hadron Collider (LHC) experi-
ment and the Square Kilometre Array (SKA). Security on the network is an
important factor to consider when participating in such projects.

Figure 1.2 shows the high-level architecture of the SANReN network.

1.2.2 The Tertiary Education and Research Network
of South Africa

TENET was created by the public universities of South Africa to function as
a vehicle for collaborative internetworking. TENET is a non-profit company
whose members are the public universities and some of the science councils
of South Africa (Martin, 2012). TENET essentially acts as an ISP to its
members and is the operator of the SANReN network on behalf of the CSIR
(Petruccione et al., 2013, p. 26).
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Figure 1.2: SANReN network high-level architecture
(by S. Mammen <smammen@csir.co.za>)

This unique partnership makes the South African NREN model dissimilar
to that used by most other NRENs where the provider of the infrastructure
also operates it. TENET and SANReN will need to work closely together in
establishing a security team for the SA NREN, deciding how it will operate
and who will be responsible for the management thereof, in order for it to be

successful.

1.2.3 Incident response in NRENs

According to the Trans-European Research and Education Networking As-
sociation (TERENA), “most research and education networks have some
sort of computer security incident handling and response team (CSIRT) for
their own community” (TERENA, 2010, para. 6). Out of the 42 NRENs
in Europe (van Pinxteren, 2011), 37 are listed as providing CSIRT services
(ENISA, 2011; GEANT, 2011).

Despite this best practice, the South African NREN does not currently (in
2014) provide this service. The TENET Network Operations Centre (NOC)
attempts to handle security incidents on the network but a formal CSIRT

(or similar team) is yet to be established®.

4This is based on personal communications with TENET and inside information I have
as an employee of SANReN.
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1.3 Problem area

The problem area for this research centres around establishing an incident
response capability for the South African NREN. This is influenced by vari-
ous national and global forces from above; numerous guidelines, standards
and best practise documents as influencers from the side; and the complex
situation on the ground covering the inter-relationship between SANReN,
TENET and the beneficiary institutions. A diagram of these effects is shown
in figure 1.3.

Forces from above

National/Legislative Global Forums

Influencers J, l J, Generic

RFCs ——— | CSIRT
Theory model
1ISOs ——
Model
, Practice for the
GU|des<: SA NREN

‘[ T T CSIRT
SANReN TENET Beneficiaries

Situation on the ground

Figure 1.3: Problem area (by author)

Forces from above
These entail parties and sources over which there is no control within
the scope of this research but which do influence the approach followed.
These forces include national and legislative forces such as the proposed
Cybersecurity Policy of South Africa (DoC, 2010) as well as global
IT security collaboration initiatives such as the Forum for Incident
Response and Security Teams (FIRST)® and Trusted Introducer (TT)®.

Shttp://www.first.org
Shttp://www.trusted-introducer.org/


http://www.first.org
http://www.trusted-introducer.org/
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Situation on the ground
This covers all directly-affected and involved organisations which can be
influenced and are partially controllable through the establishment pro-
cess. At the same time, the structure, policies, politics and interests of
these organisations must be considered during the investigation and im-
plementation phases. The parties in this category include SANReN and
TENET as well as the beneficiary institutions of the network (primarily

universities and science councils).

Influencers from the side

Standards, recommended practices, guidelines and the like come in
from the side. They provide useful recommendations and practices for
establishing a CSIRT or similar team. The best current practice for
the Internet community is documented in RFC2350 “Expectations for
Computer Security Incident Response” (Brownlee & Guttman, 1998).
SANS (2008) is an ISO implementation that covers IT security tech-
niques and provides valuable insight when considering establishing an
IT security team and services. Cichonski, Millar, Grance, and Scar-
fone (2012) provide a guide to handling computer security incidents
including Incident Response Team (IRT) structures, collaboration and
services. Finally, two recognised authorities providing guidelines for
use when establishing a CSIRT are the Software Engineering Institute
at Carnegie Mellon University (2006) and the European Network and
Information Security Agency (ENISA, 2006).

These influencers and forces can be separated as shown into a “theoretical”
section, applying to all CSIRTSs irrespective of the environment, and a “prac-
tice” section, where the generic model is instantiated in a specific context.
The influencers can alternatively be seen as the “means” or the set of available
resources; the outputs as the “end goals and constraints”; forces as “laws”
or uncontrollable environmental factors; and the situation on the ground as
the domain of the research (Hevner, March, Park, & Ram, 2004, p. 88).

What is ultimately needed is a strategy considering inputs from all these
areas to solve the problem of establishing an effective incident response cap-
ability for the South African NREN. The next section clarifies the research
problems addressed by this study.
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1.4 Research problems

There are a plethora of guidelines and processes to follow when setting out to
establish a CSIRT and where to start is not clear. A lot of advice is provided
about what aspects to consider without a consistent method or process to
follow ensuring that the most important of these “requirements” for estab-
lishing a CSIRT are catered for. Therefore, the first problem addressed by
this dissertation is the lack of a clear, holistic method to follow when setting
out to establish a CSIRT.

This research will enable one to develop a model of the CSIRT for the SA
NREN; the implementation of which will address the deficiency of an incident
response capability in the SA NREN environment. Furthermore, although
isolated security teams may exist within the SA NREN beneficiaries, there
is mo mechanism for coordination of incident response activities.

Not having this capability makes the NREN vulnerable as an attack tar-
get; for the NREN critical infrastructure itself, as a high-bandwidth platform
for launching attacks against external targets, and as an access mechanism
to valuable resources (e.g. intellectual property) housed within beneficiary
(connected) institutions. At the moment, there is also no real means of
ascertaining the level of malicious activity occurring on the network.

These problems can be summarised as

a. the lack of a definitive method for establishing a CSIRT (in general),

and

b. the lack of an incident response capability in the SA NREN environ-

ment.

The need for this research is confirmed in chapter 10. The following section
will present the research objectives that need to be addressed in order to

solve these problems.
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1.5 Research objectives

To address the research problems, this study aims to provide a holistic, sys-
tematic model resulting in a strategqy for establishing a CSIRT for the SA
NREN.

To do this, the following sub-objectives need to be met:

1. defining a CSIRT and what they provide (chapter 3);

2. exploring the CSIRT state-of-the-art (including best practices) and de-
termining the subsequent requirements for establishing a CSIRT (see
chapters 4 to 7); and

3. designing a generic model for establishing a CSIRT (chapters 8 and 9).

This model is then instantiated in the SA NREN environment by
1. evaluating the current SA NREN environment (chapter 10), and
2. applying the generic model to this environment (chapter 11).

Achieving these objectives requires a methodology which will be conferred in

the following chapter. Next, the scope of this research is delineated.

1.6 Scope and delineation

The problem area provides clues as to the parameters of this research. For

the purpose of scoping the study, the objectives can be re-stated as follows:

a. study CSIRT literature to determine the requirements for establishing
a CSIRT,

b. categorise these requirements using a suitable governance/management

framework,
c. identify relationships between the requirements,

d. develop a generic model for establishing a CSIRT based on these re-

quirements and links,
e. survey the SA NREN environment, and

f. demonstrate utility of the model by applying it to design a CSIRT for
the SA NREN.
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The scope or domain of this study is therefore revealed as
a. CSIRTs (as opposed to other IRT models), and
b. NRENs (and specifically the SA NREN).

The CSIRT (or CERT®) model is most commonly used as the incident re-
sponse mechanism in NRENs; it is also the most developed and documented.
Although Warning, Advice and Reporting Points (WARPs) (Proctor, 2012)
and the Community-orientated Security, Advisory and Warning (C-SAW)
team (Ellefsen & von Solms, 2010) models may be attractive in a developing
country environment, WARPs have limited implementations (UK only) and
there is no known implementation of the C-SAW model. Literature from
these related areas is therefore not included in the primary sources.

Only requirements and related decisions needed for establishing a CSIRT
are considered. Operational or implementation-specific aspects are thus ex-
cluded from this study. This includes any pre-design (e.g. management
buy-in) or post-design (e.g. sources for continual funding) considerations.
Excluding these requirements assists in developing a more concise and read-
able model.

Only one framework will be used for categorising the requirements. This
framework should be simple while still accommodating the primary require-
ment areas. Utilising additional frameworks will unnecessarily complicate
the model and the development thereof.

The model will only be demonstrated in one case. According to design
science research literature, a single demonstration is sufficient to show viab-
ility of new artefacts (like the model developed by this research) (Hevner et
al., 2004, pp. 79, 84). Furthermore, the demonstration is restricted to the
design of the SA NREN CSIRT and not its actual implementation. This is
because implementation will likely take too long and be too complex for this
study.

For the survey, only security contacts from the IT departments of in-
stitutions actually connected to SANReN will be targeted as respondents.
These should provide a sufficient view of security incident response in the
SA NREN environment. Finally, this environment was selected due to ease
of accessibility and the existence of a known problem.”

Some of these limitations are addressed with ideas for future research in
section 12.4 (page 226). The layout for the remainder of the dissertation is

presented next.

T am employed as an engineer in the SANReN CA (2014).
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1.7 Layout of the dissertation

The chapter layout for this dissertation is shown in figure 1.4.

Part Chapter
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1. Introduction

Figure 1.4: Dissertation chapter layout

Chapter 1 has introduced the domain of the discourse. The scene has been
set by providing a background of modern day incident response and NRENS,
defining the problem area, setting the research objective and delineating the
scope of this research. How this problem will be investigated will be described
in chapter 2 — Methodology. This chapter will present a design science based

approach as the primary methodology to be followed for this research.
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Relevant authoritative resources have been identified for the study and in-
clude standards bodies and information security or CSIRT authorities. Part
II, Related Work, attempts to sanitise and present the requirements for es-
tablishing a CSIRT as extracted from these sources in a meaningful way.
Chapter 3 describes CSIRTSs in more detail including the basic requirements
for CSIRTs as a foundation to the following chapters. Requirements from
literature are presented according to ITIL’s four Ps — People, Processes,
Products and Partners — in chapters 4 to 7, concluding Part II.

The strength of the 4P-analysis done lies in uncovering the relationships of
the four Ps to one another. The Model Development (Part III) is initiated by
highlighting the relationships between the Ps in chapter 8. Chapter 9 is where
the actual model development takes place by combining the information in
the previous chapters to produce a model for establishing a CSIRT.

Part IV, Model Demonstration, commences with a survey performed
within the SA NREN beneficiaries in chapter 10 — SA NREN Status Quo.
This chapter confirms the need for a CSIRT capability and hence this re-
search. Chapter 11 serves as an instantiation of the generic CSIRT model in
the SA NREN environment, thereby demonstrating the utility of the model.

Finally, chapter 12 concludes by reflecting on the research, describing the

contributions and providing suggestions for the “road ahead”.

1.8 What’s next?

This chapter has served as an introduction to the dissertation by providing
background on IT security incidents and the modern approach to dealing
with these incidents. The concept of a National Research and Education
Network (NREN) has been explained as well as the nature of the South
African NREN. This was followed by the problem area and research problems,
together with objectives set to address these problems. The chapter layout
for the remainder of the dissertation rounded off this introduction.

Next, the methodology used to approach these research problems and

propose a solution will be explained.
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Chapter 2

Methodology

The methodology is intended to serve as a map —
guiding the research process and providing structure.
—Hofstee (2006, p. 107)

The previous chapter gave some background to the study by introducing
mechanisms used to deal with IT security incidents as well as NRENs and
the South African NREN environment. In addition, it defined the problem
area and specific research problem addressed by this research. Objectives
for a solution to this problem as well as a chapter layout for the dissertation
were provided.

This chapter continues by explaining the methodology used to solve these

problems of
a. defining a model to establish a CSIRT, and
b. realising this model through application in the SA NREN environment.

A Design Science Research (DSR) process is proposed as the methodology
for this study. Design science “attempts to create things that serve human
purposes” (March & Smith, 1995, p. 253). As a problem-solving paradigm
(Hevner et al., 2004, p. 76), design science is well suited for providing a
solution to this problem. DSR seeks to address the questions of “‘What util-
ity does the new artifact provide?” and ‘What demonstrates that utility?’”
(Hevner et al., 2004, p. 91).

The use of this method is further motivated by the engineering experience
of the author, particularly in software design, meaning that the “build” and

“evaluate” steps of DSR have a familiar feel.

15
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2.1 Research design overview

The primary technique used for this study is Design science Research (DSR).
It was used to create an effective artefact, a model in this instance, through
the application of knowledge (March & Smith, 1995, p. 253). This knowledge
was obtained via a comprehensive study of the relevant literature utilising a
concept matrix for categorisation (Webster & Watson, 2002). DSR outputs
are evaluated using criteria of value and utility: does the artefact work and (if
applicable) is it an improvement over previous solutions? (March & Smith,
1995, p. 253). In order to perform this evaluation, the model needed to be
“instantiated” in a suitable environment. The SA NREN was selected as
this environment. A survey was subsequently utilised in order to solicit the
required information for implementation and assess the environment as a
case study.

The format of DSR products (constructs, models, methods and instan-
tiations) suited this research particularly well. Constructs related to estab-
lishing a CSIRT are uncovered in chapters 3 to 7, forming the vocabulary
of the domain (March & Smith, 1995, p. 256; Hevner et al., 2004, p. 77).
These are combined to form a model, describing the task of establishing a
CSIRT and expressing the relationships between the constructs (March &
Smith, 1995, pp. 253, 256), in chapters 8 and 9. “The concern of models is
utility” (March & Smith, 1995, p. 256). Therefore, this model was applied to
the SA NREN environment in chapter 11, with the purpose of determining
if the model works (March & Smith, 1995, pp. 254, 261). “Instantiations
demonstrate the feasibility and effectiveness of the models. .. they contain”
(March & Smith, 1995, p. 258).

The survey, used to determine the status quo with respect to malicious
activity and incident response in the SA NREN environment, was implemen-
ted in the form of a questionnaire (chapter 10). Questionnaires, as with all
research techniques, have their strengths and weaknesses. Relevant strengths
include the ability to show correlation, choices of measurement types (ways
of asking questions) (Olivier, 2008, pp. 78-84) as well as structure, facili-
tating quantitative analysis and volume (they can be sent to more people
than interviews) (Hofstee, 2006, pp. 132-133). The last benefit, i.e. being
able to distribute the survey to a large number of possible respondents in a
resource-efficient manner, was particularly attractive for the purpose of this

survey.
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Potential weaknesses include a biased sample, ambiguous or unclear ques-
tions, difficulties in processing responses to open questions and obtaining
sensitive and honest information (Olivier, 2008, pp. 80-82). These can be
mitigated through proper design of the questionnaire as further elaborated
on in chapter 10.

In the following section the approach used for the literature survey, as
a means of extracting the relevant information from the knowledge base, is
presented. This is followed by further elaboration on the DSR approach used

for the remainder of the research.

2.2 The literature study

An in-depth literature study was performed as the foundation for this re-
search. This section introduces the primary literature, presents the frame-
work used for categorising the information and culminates in a concept mat-

rix of the literature using this framework.

2.2.1 Summary of the literature

A comprehensive literature search was performed with the objective of deter-
mining the primary sources of CSIRT literature. Reading through the ma-
terial revealed a pattern of authoritative sources from respected authors. It
was found that the main institutions affiliated with these sources include the
Software Engineering Institute (SEI) of Carnegie Mellon University (CMU)
(Alberts et al., 2004; Killcrece et al., 2003a; Killcrece, Kossakowski, Ruefle,
& Zajicek, 2003b; West-Brown et al., 2003) (who established the first CERT
in 1988), the European Network and Information Security Agency (ENISA)
(ENISA, 2006, 2010), the National Institute of Standards and Technology
(NIST) (Cichonski et al., 2012) and the SysAdmin, Audit, Networking and
Security (SANS) Institute (Cichonski et al., 2012). The latest publications
from these institutions were selected as the primary sources for this study?.
In this section a brief summary of these sources are presented (alphabetically

by surname of the first author).

http://www.cert.org/about/

2 Although some of these references may appear “dated” the foundations are still ap-
plicable and provide good academic value particularly due to the authoritative nature of
the sources. The lack of updates to these publications further indicates that, most likely,
nothing significant has changed to reduce their value. The most recent references were
utilised where possible.


http://www.cert.org/about/
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Alberts et al. (2004): Defining incident management processes for

CSIRTs: A work in progress

This report takes a process-centric approach to identifying the resources and
roles required for incident management. The process definitions are accom-
panied by workflow diagrams and descriptions. The resulting process maps
provide a best-practice model outlining the “main functions and activities
required for a successful incident management capability” (Alberts et al.,
2004, p. 8).

Brownlee and Guttman (1998): Expectations for computer security

incident response

This best current practice Request for Comments (RFC) provides a general
framework for what can reasonably be expected of a CSIRT and presents
the important subjects that are of concern to the community. A template
for CSIRTSs is provided as an aid for implementing and communicating the
recommendations. Although quite old, this RFC is still used as the basis for
defining many CSIRTSs. This is evidenced by the hits returned of RFC 2350
descriptions when googling cert OR csirt rfc 23502, showing the relevance of
RFC 2350 to this research.

Cichonski et al. (2012): Computer security incident handling guide

This guide from the National Institute of Standards and Technology (NIST)
provides recommendations for establishing a successful incident response cap-
ability. Incident handling in general is also featured with the primary focus

on detecting, analysing, prioritising and handling incidents.

ENISA (2006): A step-by-step approach on how to set up a CSIRT

This document, provided by the European Network and Information Security
Agency (ENISA), covers business management, processes and technical as-
pects of CSIRT establishment. It provides information on “what a CSIRT is,
what services it can provide and what the necessary steps are to get started”
(ENISA, 2006, p. 4).

3e.g. http://www.ren-isac.net/csirt/, https://www.cert.at/about/rfc2350/
rfc2350_en.html


http://www.ren-isac.net/csirt/
https://www.cert.at/about/rfc2350/rfc2350_en.html
https://www.cert.at/about/rfc2350/rfc2350_en.html
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ENISA (2010): Good practice guide for incident management

Another handbook by ENISA, this more recent guide provides practical in-
formation and good practices for managing network and information security
incidents. “For a CERT in the set-up stage this guide will provide very valu-
able input on how to actually shape incident management and especially the
incident handling service” (ENISA, 2010, p. 4).

Killcrece et al. (2003a): Organizational models for Computer Se-

curity Incident Response Teams (CSIRTS)

This handbook provides guidance on selecting the “right” model for an or-
ganisation’s incident response capabilities. The handbook’s primary focus is
on the organisational model and operational structure of the team. Common
CSIRT models with their attributes, respective advantages and disadvantages

and typical service offerings are discussed.

Killcrece et al. (2003b): State of the practice of Computer Security
Incident Response Teams (CSIRTS)

A comprehensive survey (distributed between June and August 2002) forms
the basis of this technical report intended to “provide a view of the current
state of the CSIRT practice” (Killcrece et al., 2003b, p. xii). The findings are
presented in detail with a summary of what CSIRTSs require to be effective.
This was complemented by a literature review which includes a basic frame-
work of “common areas that an organization should consider implementing
when planning a response capability” (Killcrece et al., 2003b, p. 84) which
is helpful to both new and existing CSIRTSs.

Northcutt (2003): Computer security incident handling

This step-by-step publication presents an “action plan for dealing with in-
trusions, cyber-theft, and other security-related events” (Northcutt, 2003,
p. i). It reflects the experience of incident handlers from over 50 commer-
cial, government and educational organisations (Northcutt, 2003, p. iii) and
is specifically intended to provide a starting point for incident handling pro-
cedures. An “emergency action card” is provided for organisations that are

not prepared when an IT security incident occurs (Northcutt, 2003, p. x).



CHAPTER 2. METHODOLOGY 20

Penedo (2006): Technical infrastructure of a CSIRT

The goal of this paper is to provide a guide for building the technical in-
frastructure required by a CSIRT, with an emphasis on the necessary tools,
equipment and mechanisms. The technical infrastructure of the Portuguese

NREN CSIRT is used as an operational example.

Smith (1994): Forming an incident response team

Based on the author’s experience of building the Australian Security Emer-
gency Response Team (SERT), this paper looks at what it takes to form
and maintain an incident response team. Topics include the constituency,
policies, information, equipment and tools as well as partner relationships
and interactions (Smith, 1994, p. 1).

West-Brown et al. (2003): Handbook for Computer Security Inci-
dent Response Teams (CSIRTS)

“This document provides guidance on forming and operating a computer
security incident response team (CSIRT)” with a particular focus on the
incident handling service (West-Brown et al., 2003, p. xv). In addition, a
basic CSIRT framework is provided covering the mission, constituency, or-
ganisational placing and relationships of the CSIRT to other teams. Detailed
descriptions of CSIRT services, policies and team operations (including staff-

ing issues) are also supplied.

These papers, reports, guides and other documents range from 6 to 291 total
pages with an average of 123 pages. As a result, a method to make the data
more coherent and useful was required. The four Ps from ITIL seemed to
suit this purpose well by providing categories for sorting the data without
added complexity. While reading the literature, different colour highlighters
were used for each of the Ps as well as a category for “other” (anything
that looked interesting but did not quite fit into the Ps). This turned out
to provide valuable information for the category of business requirements
which matched up with ITIL’s management framework quite nicely. The
next section therefore, introduces I'TIL’s management framework followed

by a concept matrix of this literature.
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2.2.2 ITIL’s four Ps

The IT Infrastructure Library (ITIL®) advises that the four Ps need to
be aligned with the business and therefore proposes “five areas that need

to be considered with regard to the design of a management architecture”
(Hunnebeck, 2011, p. 61). These five areas are:

1. business requirements (objectives within the organisation),
2. people (including roles and activities),

3. processes and procedures,

4. management tools, and

5. technology.

Services (as the basis of ITIL’s framework) are also important. Lastly, to
complete the “four Ps”, partners are included. These areas are used to
present the requirements for CSIRTSs resulting from the literature survey as

shown in figure 2.1.

Business requirements | > Chapter 3: CSIRTs today

People > Chapter 4: People: Staffing a CSIRT

Processes & procedures | > Chapter 5: Policies & Processes

Tools & technology
Chapter 6: Services, Tools and

Technologies

Services

Partners > Chapter 7: CSIRT Partners

Figure 2.1: Presenting the requirements for CSIRTs (by author)

2.2.3 Concept matrix

The previous two sections were brought together through the use of a concept
matrix to synthesise the literature (as recommended by Webster and Watson
(2002)). This resulting matrix is shown in table 2.1. Primary sources are
shown using double ticks (vv') in the table. More detailed concept matrices
(showing the subsections under each of the requirement categories) are avail-

able in appendix B (page 232).



22

CHAPTER 2. METHODOLOGY

90IN0s Arewitid = A A [UOIJRULIOJUL [IJOSN = A (ATUO 9DUQIOJOI 10 UOIJRULIOJUT [RWIIUIW = A

/ ’rr ’rr L1, / / (£00Z) ‘T8 90 UMOIG-ISON
/ / Vs ’rr / / (7661) wIUIg
r) (900z) opeued
/ / / / (£00g) 19MOTLION
, ’rr / Lrr LIS / (9€00z) T8 30 922113
/ / Lrr / L, / (®€00Z) T8 30 999I97[1Y]
/ ’rr / I’ / L, (0702) VSINA
v / ’rr ’rr ’rr (9002) VSINA
/ / v / / / (2102) T8 %0 H{suoydI)
/ / / v S (8661) uewynn pue oo[umorg
/ / Va Lrr L1 Vs (F00Z) ‘T8 90 s}0qry
SoIg0[ouUYOA], S9889001] syuowaIINbax
mHQQpM®& w% EOO,Hk w@oﬁ\rhwm w% mwﬁoﬂoﬁ 2&0@& mw@gﬂwﬁm

xtryeur $doouod 9InjeIN T 1 9R],



CHAPTER 2. METHODOLOGY 23

Alberts et al. (2004), with their process-centric focus, came out as a primary
reference for people and processes. The ENISA guides are both strong on
CSIRT business requirements as well as policies and processes. Respectively,
people (ENISA, 2006) and tools and technologies (ENISA, 2010) also came
out strong. The focus on organisational models is apparent with Killcrece
et al. (2003a) shown as a primary source for people requirements. This
is complemented by detailed service descriptions including applicable and
appropriate services for each model and hence the emergence as a primary
reference for services. As can be expected from a state of the practice survey
and general discussion on CSIRTS, the strengths are broader for Killcrece et
al. (2003b). The handbook from West-Brown et al. (2003) is similarly diverse
with strengths in multiple categories. Penedo (2006) is clearly focused on
tools and technologies in line with the goal of the paper. Lastly, although
broad strengths would be expected from Smith (1994) (considering the title
and topics of the paper) it appears to be stronger in policies and processes
than the other categories.

Moving on from the literature study, the next section details the primary
method used as the framework for this research. Design science research is in-
troduced followed by detailed explanations of the DSR framework, guidelines

and process selected for this study.

2.3 Design Science Research (DSR)

Design Science (DS) has been defined as creating and evaluating artefacts
“intended to solve identified organisational problems” (Hevner et al., 2004,
p. 77). This emphasises the two basic activities of building and evaluating
artefacts (March & Smith, 1995, p. 254). Ideally, these artefacts should be
new and innovative, extending the boundaries of human and organisational
capabilities (Hevner et al., 2004, p. 75).

Four types of I'T artefacts for design science have been defined in liter-
ature: constructs, models, methods and instantiations (Hevner et al., 2004,
p. 77). A model, as a representation of the solution space to a problem
(Hevner et al., 2004, p. 78), is the primary deliverable of this dissertation.
A secondary artefact, an implementation of this method in a real world con-
text, is further provided as a demonstration of the model. This instantiation
demonstrates viability, “enabling concrete assessment of an artifact’s suitab-

ility to its intended purpose” (Hevner et al., 2004, p. 79).
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The basic process of build and evaluate has been borrowed from design
science research for this study (Hevner et al., 2004, pp. 79-80). An artefact is
built to address a specific problem and evaluated according to its effectiveness
as a solution. The process allows for re-iteration if necessary until a suitable
solution is obtained (Hevner et al., 2004, p. 78).

2.3.1 A framework for DSR

A framework for understanding, executing and evaluating Information Sys-
tems (IS) research has been proposed by Hevner et al. (2004, p. 80). This
framework is a good fit for our research as it utilises a design-science approach
with behavioural-science theory (Hevner et al., 2004, p. 79). Figure 2.2 shows

the adapted framework, with relevant chapters, for this research.

Design Science

Environment Knowledge Base

Research
10. SA NREN 8. Integrating 3. CSIRTs
status quo Business the four Ps Applicable today
needs knowledge
11. Model for 9. Model for
the SA NREN establishing a ri'-;rgigﬂ—s
CSIRT CSIRT q
A A
Apply in context Add to knowledge base

Figure 2.2: Framework for this research (based on Hevner et al. (2004, p. 80))

The IS environment, consisting of people, organisations and technology, is
similar to the four Ps identified for presenting the requirements for CSIRTSs.
Furthermore, “framing research activities to address business needs assures
research relevance” (Hevner et al., 2004, p. 79). Thus, the application of the
DSR artefact in the SA NREN environment as shown in the figure.
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2.3.2 A process for DSR

A process for executing and presenting design science research has been de-
veloped by Peffers, Tuunanen, Rothenberger, and Chatterjee (2007). The
idea was to highlight the outputs expected from DSR using a consensus-
building approach based on prior literature (identifying common elements
from seven key papers) (Peffers et al., 2007, p. 52). “For DS research, a
methodology would include three elements: conceptual principles to define
what is meant by DS research, practice rules, and a process for carrying out
and presenting the research” (Peffers et al., 2007, p. 49).

The process was designed according to these three objectives (Peffers et
al., 2007, pp. 46, 50):

1. Build upon previous (influential) literature.
2. Produce a nominal process for performing DS research.

3. Provide a template for presenting and evaluating DSR.

Finally, the process was demonstrated and shown to satisfy these object-
ives through evaluation in four case studies (Peffers et al., 2007, pp. 57-70).
These studies did not specifically use the proposed DSR. process (as it was not
yet available) but the process was successfully mapped to them in retrospect,
illustrating its fit and utility. The case studies were further selected to illus-
trate how different points of entry for the research fit into the process (each
of the case studies had a different entry point) (Peffers et al., 2007, p. 72) and
to provide a scope of four different research problems for the demonstration
(Peffers et al., 2007, p. 74). The outcome was a formal research framework
useful for performing DSR as adapted in this study. The process consists of
the six activities shown and defined in table 2.2.

It has been argued that instantiation of an artefact demonstrates both
feasibility of the design process as well as of the product (Hevner et al.,
2004, p. 84). Hevner et al. (2004, p. 84) argue further that prototype demon-
stration in a research or single organisational setting (as in this case) is a
necessary first step towards deployment. Therefore, for this study, it was
decided to combine the demonstration and evaluation steps as shown in fig-
ure 2.3. This effectively means that the demonstration (as an “instantiation”
of the artefact) serves as a proof of concept in the SA NREN environment.

How this dissertation is mapped to this process (as the methodology used

for this research) is shown in figure 2.4.
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Table 2.2: Design science research process (Peffers et al., 2007, pp. 52-56)

Activity Description

1 Define the problem Identify the specific research problem and why
a solution is needed.

2 List solution Specify how a new artefact supports a solution
objectives or how an existing one will be an improvement.

3 Design and develop An artefact (construct, model, method or in-
stantiation)

4 Demonstrate Solve the problem in a suitable context (by “ex-
perimentation, simulation, case study, proof” or
similar (Peffers et al., 2007, p. 55)).

5 Evaluate Observe and measure the effectiveness and effi-
ciency of the artefact.

6 Communicate Through publication (for example)

Problem definition

v

Solution objectives

v

~--» Design and development

Opti'onal ¢

feedback
: Demonstrate
. &
Evaluate

v

Communicate

Figure 2.3: Design science research process
(adapted from Peffers et al. (2007))
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Problem definition

v

Solution objectives

v

Design and development

v

Demonstrate
&
Evaluate

v

Communicate

> Chapter 1: Research Problem

> Chapter 1: Research Objectives

> Chapter 8: Integrating the 4Ps
> Chapter 9: Model for establishing a CSIRT

> Chapter 10: SA NREN Status Quo &
Chapter 11: Model for the SA NREN CSIRT

> This dissertation + possible publications

Figure 2.4: Design science research process mapping to chapters

(by author)

2.3.3 Guidelines for DSR

Seven guidelines have been proposed for understanding, executing and eval-

uating design science research (Hevner et al., 2004, pp. 82-90). Peffers et al.

(2007, p. 49) refer to these as “practice rules” for DSR. These guidelines are

shown in table 2.3 and will be adhered to in this research.

Table 2.3: Design science research guidelines
(Hevner et al., 2004, pp. 82-83)

Guideline 1:
Guideline 2:
Guideline 3:
Guideline 4:
Guideline 5:
Guideline 6:
Guideline T7:

Design as an artefact
Problem relevance

Design evaluation
Research contributions
Research rigour

Design as a search process

Communication of research
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2.4 Conclusion

This chapter described the methodology used for this research commencing
with an overview of the research design. Design science research was re-
vealed as the primary technique used with a comprehensive literature study
as the foundation. A survey was utilised to extract information needed for
demonstrating the DSR model in the SA NREN environment.

Subsequent sections elaborated on the study of the literature and design
science research approach. The literature study section summarised the key
literature and included a concept matrix for categorisation according to the
four Ps of ITIL (plus business requirements and services). The DSR sec-
tion presented a framework, process and guidelines for DSR according to
recognised papers on the topic. How these were utilised in the research was
described, including mapping of the work to each section of the framework
and process activity as applicable.

The next chapter marks the beginning of Part II of the dissertation cover-
ing the work related to this research. This is achieved by discussing CSIRT's

today with a specific focus on the requirements for CSIRTS.
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Chapter 3

CSIRT's today

“Bvery single country that is connected to the internet
must have the capability to effectively and efficiently
respond to information security incidents. CERTs are

able to do much more.”

—ENISA (2010, p. 8)

There are a number of ways in which the Internet community has adapted
to dealing with incidents resulting from the threats mentioned in Chapter 1.
Ultimately, all of these response mechanisms involve people in some sort of
team structure and collaboration: individuals cannot fight alone. CSIRTS,
as the chief response mechanism, were introduced in section 1.1.2.

Similar to the way in which an NREN typically provides value-added
services on top of the network, CSIRTs are able to do far more than just
respond to IT security incidents. They provide security services to diverse
communities and can even facilitate education and training (ENISA, 2010).

This chapter will describe CSIRTs in more detail, including a high-level
overview of the requirements for CSIRTs. The chapters proceeding this will
describe the requirements in detail, utilising a structured approach according
to the methodology, before moving on to defining a model for establishing a
CSIRT.

31
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3.1 Background

A Computer Security Incident Response Team (CSIRT) (or Computer Emer-
gency Response Team (CERT®)) is a group of IT security experts primarily
responsible for handling security incidents in an I'T environment. These in-
clude all kinds of malicious activity on a network and PC level, ranging
from Denial of Service (DoS) attacks and hacking attempts to malware and
compromised systems. A CSIRT attempts to isolate, mitigate the effects of,
disable and assist with recovery from these incidents. Secondary responsi-
bilities may include incident prevention, advisory dissemination and security
consultancy services in order to minimise risk and reduce actual incidents.
The exact services provided depend on the needs of the constituency (cus-
tomer base) and the available resources (finances and staff) (ENISA, 2006).
A CSIRT was thus defined in Chapter 1 as:

“an organization or team that provides services and support to a
defined constituency for preventing, handling, and responding to

computer security incidents” (Alberts et al., 2004, p. 1).

The team can be formalised or called together on an ad hoc basis as needed
(Killerece et al., 2003b). In addition, a CSIRT can coordinate incident re-
sponse activities between groups or organisations (Killcrece et al., 2003a).
CSIRTSs can operate in a hierarchy coordinated by global and regional for-
ums. Then there are national CSIRTSs followed by sector CSIRTs and finally
individual company or organisational CSIRTs. This hierarchy is shown in
figure 3.1 (supplementing West-Brown et al. (2003, pp. 20-21)). The dashed
lines represent possible “bypassing” of the ideal hierarchy in special situ-
ations (e.g. the coordinating CSIRT is yet to be established, sector CSIRT's

collaborating with peers in other countries, etc.).

3.1.1 Challenges when establishing a CSIRT

Grobler and Bryk (2010) present a number of challenges faced through the
authors’ experience of establishing a national CSIRT in a developing country.
Most of the challenges are also relevant when establishing other kinds of
CSIRTs. These challenges are identified in table 3.1.
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Figure 3.1: The CSIRT hierarchy (by author)
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Table 3.1: Challenges when establishing a CSIRT (Grobler & Bryk, 2010)

Step Challenge

Clarify mandate & policy issues  Unclear mandate/mission
[1l-defined roles and responsibilities

Obtain management support Lack of management support
Bad publicity
Secure funding Finding investments

Find available resources Amount of equipment required
Restrictive host organisation policies

Business plan Determining service hours
Insufficient staff (numbers)
Selecting a revenue model
Choosing the CSIRT services

Document operational & Understanding the processes
technical procedures Untested procedures which may fail
Commence operations Interacting with the constituency and

external parties

Challenges related to the specific environment (e.g. cultural differences) as
well as those directly related to CSIRT implementation (e.g. project delays)
were deliberately excluded from this list as they are outside of the scope
of this research. A lack of funding, management support, trained incident
handling staff and a clearly defined mission and authority were confirmed
as CSIRT challenges by Killerece et al. (2003b). This shows that not all
challenges are unique to the developing country environment.

Alternative approaches to incident response teams have been proposed
to address some of these challenges. These include Warning, Advice and
Reporting Points (WARPs) (Proctor, 2012) and the Community-orientated
Security, Advisory and Warning (C-SAW) team (Ellefsen & von Solms, 2010).
How this research addresses these challenges is discussed in the concluding
chapter.

CSIRT services are considered next, commencing the foundation for the
CSIRT model.



CHAPTER 3. CSIRTS TODAY 35

3.1.2 CSIRT Services

CSIRT services are classified in three broad categories, namely reactive, pro-
active or security quality management services (Killcrece et al., 2003a). A
commonly accepted list of services is provided in table 3.2. Reactive ser-
vices involve actions taken to resolve or mitigate incidents as they occur
(Alberts et al., 2004). These are the core CSIRT services (Killcrece et al.,
2003a). Proactive services are aimed at preventing incidents from occurring
in the first place through securing systems, providing training and educa-
tion, monitoring and sharing information (Alberts et al., 2004). Security

44

quality management services are “well-known, established services designed
to improve the overall security of an organisation” and are not necessarily
CSIRT-specific (Killcrece et al., 2003a, p. 22). To be effective, services should
address a range of reactive and proactive issues (West-Brown et al., 2003).

More detail on CSIRT services is provided in section 6.1.

Table 3.2: CSIRT services (adapted from ENISA (2010, p. 26))

Alerts and warnings
Incident handling
Vulnerability handling
Artefact handling

Reactive services

Announcements
Technology watch
Security audits or assessments
Proactive services ~ Configuration and maintenance of security tools,
applications and infrastructure
Development of security tools
Intrusion detection services
Security-related information dissemination

Risk analysis

Business continuity and disaster recovery planning
Security consulting

Awareness building

Education and training

Product evaluation or certification

Security quality
management
services
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3.2 Requirements for establishing a CSIRT

Successfully providing CSIRT services requires an holistic approach. “Policies,
procedures, equipment, premises, contacts, and staff should be established
before commencing operations” (Smith, 1994, p. 32). The author argues
though that it is more likely that many of these items will be missing or
inadequate (Smith, 1994). To address this problem, a method based on the
four “Ps” suggested by the IT Infrastructure Library (ITIL) namely, People,
Processes, Products and Partners, is proposed. Considering that a CSIRT
can be seen as a team providing specialised I'T services to defined customers
(the constituency) (West-Brown et al., 2003), ITIL as a framework for IT
service management, and consequently the four Ps, is certainly applicable.
This section commences with defining some basic requirements for a
CSIRT. In addition, the “four Ps” structure used for the remaining require-
ments is presented, followed by a description of CSIRT constituencies to

complete the list of basic requirements.

3.2.1 Business requirements

The primary business requirements or organisational inputs that need to be

considered when establishing a CSIRT are described in this section.

Environment

The CSIRT environment can be defined by the sector which will be served
by the CSIRT as well as the geographic region of operations (Cichonski et
al., 2012, p. 47). The sector or “business area” (Killcrece et al., 2003a, p. 3)
options are shown in table 3.3. As noted by ENISA (2006, p. 10), a team
may serve more than one sector, with subsequent impact on the scope of
the constituency. How these different types of CSIRTSs typically fit into the
CSIRT hierarchy (figure 3.1) are shown in figure 3.2.

The existing organisational structure of the hosting organisation (if any)
is regarded as part of the environment. The organisational requirement will
determine whether the CSIRT will be established as an independent entity,
embedded in an existing organisation, distributed between campuses and/or
consist of volunteers from the community (ENISA, 2006, pp. 21-24).
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Table 3.3: CSIRT sectors and types (based on ENISA (2006, pp. 8-10))

Type / Sector

Serving

National
Academic Sector

CIP/CIIP Sector

Government Sector

Military Sector

Whole country (usually in a coordinating/ interme-
diary role)

Research and education organisations

Critical Information and/or Infrastructure Protection
(energy, transportation, critical ICT infrastructure,
etc.)

Government agencies (and sometimes citizens)

Military departments

SME Sector Small and medium enterprises or special interest
groups (usually self organised)
Commercial Commercial services to paying clients
Internal Hosting organisation only
Vendor Specific hardware or software vendor (also called a
Product Security Incident Response Team (PSIRT))
Other Any type or sector not fitting into the above
I
c
2 National CSIRT
2
/ A \
g Government Military Academic SME Sec'g)trhgglRT
3 Sector CSIRT Sector CSIRT Sector CSIRT Sector CSIRT .
(e.g. Banking)
A A A A A
—_————— B g e —— - L —— 1
a ! ! ! ! !
S Commercial
Eg CIP/CIIP CSIRT Internal CSIRT Vendor CSIRT CSIRT Other
2 (incl. MSSPs)

Figure 3.2: How the sectors map to the CSIRT hierarchy (by author)
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Thus, the environment comprises the CSIRT sector, geographic area and
organisational structure. The environment reveals the constituency and
provides input to the CSIRT team model and services.

Some questions related to the organisational environment include the fol-
lowing (ENISA, 2006, pp. 21-24):

e Will the CSIRT be established as an independent entity with its own

management and employees? >independent model
e Will it be embedded within an existing organisation? >embedded model
e Will it be distributed between independent campuses? >campus model
e Will it consist of volunteers from the community? >wvoluntary model

The answers to the above questions will influence the decisions made in the

following chapters.

Constituency

The constituency is defined as:

“the group of users, sites, networks or organisations served by the
team” (Brownlee & Guttman, 1998, p. 17).

The constituency must be defined clearly and early on (ENISA, 2006). This
is important because the people served by the CSIRT need to know that they
have one and the team needs to know who it is serving (Smith, 1994). “Other
IRTs also need to know where the boundaries of the constituency are defined
so that they can direct appropriate queries to the correct team” (Smith, 1994,
p. 4). A constituency can either be internal (within the same organisational
structure as the CSIRT) or external; centralised or distributed (across cities,
countries or even time zones) (Killcrece et al., 2003a). The constituency can
be as broad as a whole region or country or as narrow as a single branch
of an organisation to any other logical grouping. Government, banking and
research and education network beneficiaries are examples of constituencies
served by sector-specific CSIRTs (Killcrece et al., 2003b).

To identify the constituency, the CSIRT environment (or industry sector)
and geographic region is determined (Cichonski et al., 2012, p. 47).
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Thereafter, the constituency can be defined by (ENISA, 2010, p. 14)
e [P address range,
e domain name,
e autonomous system number(s), and/or
o free text.

IP address range, domain name and free text are most often used by research
and education CSIRTSs; AS number(s) are typically used by ISP CSIRTS
(ENISA, 2010, p. 15). Free text is clear but can make it difficult to determine
if a host (identified by IP address) is in fact part of a specific constituency
or not.

Active, reliable and trusted contacts should be established as soon as the
constituency is defined (ENISA, 2010). Refer to Smith (1994, p. 5) for an

idea of how to go about this.

Funding

Funding has been highlighted in section 3.1.1 as a challenge when establishing
a CSIRT. The available budget influences the resources that can be utilised by
the CSIRT — especially people. Funding considerations can be divided into
sources of income and sources of expenditure. Costs are primarily determined
by the hours of operation and staff salaries (ENISA, 2006, p. 18).

More specifically, costs can be split between
e start-up equipment and infrastructure,
e staff salaries and benefits, and

e operational expenditures and personnel costs (Killcrece et al., 2003b,
pp. 53-54).

Revenue models include the use of
e existing resources,
e membership fees,
e a project subsidy, and/or

e charging for services on a per-use basis (ENISA, 2006, p. 19).
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More detailed funding strategies for CSIRTs are available from Killcrece et
al. (2003b, p. 54). They also found that most CSIRTs are funded by a parent

organisation (e.g. university, NREN or government).

Legal considerations

The CSIRT should be sensitive to local laws and regulations which may
include specific requirements for reporting and confidentiality (Brownlee &
Guttman, 1998, p. 12). An awareness of laws in other countries, with which
the CSIRT cooperates, is also useful (ENISA, 2010).

CSIRTs should be aware of laws related to (Killcrece et al., 2003b; ENISA,
2006):

e telecommunications and IT services,
e data protection and privacy,

e evidence handling,

e data retention, as well as

e notification requirements (e.g. law enforcement, national CSIRT).

The specific laws relevant to the CSIRT will depend on the CSIRT environ-
ment and could include statutory and common or case laws (Killcrece et al.,

2003b, p. 112). More information on legal issues is available in West-Brown
et al. (2003, p. 51-58) and Smith (1994, pp. 11-12).

Authority

“Authority describes the control that the CSIRT has over its own actions
and the actions of its constituents related to computer security and incident
handling activities” (Killcrece et al., 2003a, p. 37).

There are four types of authority relationships that a CSIRT can have
over its constituency (West-Brown et al., 2003, p. 15):

1. full — the CSIRT can undertake any actions or decisions on a constitu-
ent’s behalf;

2. shared — the CSIRT can influence the decision-making process;

3. indirect — the CSIRT can exert pressure on a constituent (e.g. an ISP

can disconnect services if actions are not taken); or

4. none — the CSIRT can only advise but not enforce actions.
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The level of authority should be supported by management and clearly con-
veyed to the constituency (Killcrece et al., 2003a, p. 38). It has been argued
that the lower the CSIRT authority, the more likely it is that constituents
will report incidents and seek assistance (Smith, 1994, p. 9). Note that it
is not possible to provision some CSIRT services, e.g. incident tracing and
intrusion detection, without some level of authority.

The groups of business requirements identified in this section are shown

in figure 3.3.

Business requirements

Legal Authority

Funding Environment Constituency

Figure 3.3: CSIRT business requirements (by author)

3.2.2 People, Processes, Products and Partners

According to ITIL, IT service management should include preparing and
planning “the effective and efficient use of the four Ps” (Hunnebeck, 2011,
p. 40). The four Ps localised to the CSIRT environment (based on ITIL’s

descriptions) include
e people — the staff and management of the CSIRT;
e processes — CSIRT policies and procedures;
e products — customer-facing services, technologies and tools; and

e partners — internal (those present in the same host organisation,/ busi-
ness e.g. human resources or public relations) and external (vendors,
suppliers, other CSIRT teams, media, law enforcement, service pro-

viders, etc.).

To complete the picture, the constituency, or customer base (ENISA, 2006),

of the CSIRT (as the consumer of the services provided) must be included.
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Services |
Constituency <*———

\ Products Processes

\/\/

Figure 3.4: ITIL’s four Ps, the CSIRT and the constituency (by author)

How the CSIRT (represented through the four Ps) and the constituency
fit together is shown in figure 3.4. Partners may form part of the CSIRT
depending on whether or not they assist directly with provisioning the CSIRT

services (e.g as expert consultants, help desk staff, etc.).

3.3 Conclusion

This chapter has provided some background on CSIRTSs: introducing the
concept, some challenges when establishing a CSIRT and typical services
provided by CSIRTs. The basic requirements for a CSIRT were discussed
next. These include the environment, constituency, funding, legal considera-
tions and authority of the CSIRT. The final section introduced the structure
used for presenting the remaining requirements in the following chapters.

Chapter 4 will investigate people aspects focusing on the team model
and staffing requirements for a CSIRT. The next chapter, chapter 5, looks
at CSIRT policies and processes. Requirements for CSIRT services, tools
and technologies are explored in chapter 6. Finally, chapter 7 completes the
requirements by uncovering the internal and external partners involved in
CSIRT activities.
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Chapter 4
People: Team model and Staff

The core of a team: “People who work together to

achieve a common objective.”
—Cannon (2011, p. 22)

People are central to CSIRT operations. Without staff and management it
is impossible to provide incident response services. “People assets represent
an organisation’s capabilities and resources. If capabilities are the capacity
for action, people assets are the actors” (Cannon, 2011, p. 382). People also
have defined roles (Hunnebeck, 2011, p. 23).

Due to the diversity of incident management across organisations, Alberts
et al. (2004, p. 1) argues that defining a standard staff structure for CSIRT's
is difficult. However, the team and staffing models must still be determined
when establishing an incident response capability (Cichonski et al., 2012,
pp. 14-15). To achieve this, the unique situation, environment and require-
ments of an organisation must be considered (Killcrece et al., 2003a). Related
factors include the need for 24x7 availability, full- or part-time staff, staff ex-
pertise, cost and employee morale (Cichonski et al., 2012, pp. 14-15). When

determining staff requirements, the following factors should be considered:
e working hours, which impact staff numbers (ENISA, 2006);

e the size, diversity and expectations of the constituency (Killcrece et al.,
2003a; Smith, 1994);

e organisational structure, which determines task and responsibility al-
locations (Killcrece et al., 2003a); and

e burnout, which can be counteracted by providing training opportunities
and time for other interests (Cichonski et al., 2012; Smith, 1994).

44
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This chapter continues by discussing the team model, staffing model, staff
numbers, work schedules, roles and responsibilities, and skills of people re-
quired for establishing a CSIRT.

4.1 Team model

ITIL notes that “team members can be co-located, or work in multiple loc-
ations and operate virtually” (Hunnebeck, 2011, p. 22). Aligned with this,
CSIRT literature reveals that the team is typically structured independently
(with its own management and employees), embedded within an existing or-
ganisation, distributed between institutions and /or using volunteers from the
constituency (ENISA, 2006, pp. 21-24).

The selected team model depends on the existing structure of the hosting
organisation (if any), the nature of the constituency and the accessibility of
skilled experts (ENISA, 2006). Popular team models include the following:

Central
In this model, the CSIRT is centrally located, fully staffed and provides
a single point of contact dedicated to I'T security of the organisation
(Killerece et al., 2003a). This model is usually implemented in small

organisations or those with limited geographic distribution (Cichonski
et al., 2012, p. 13).

Distributed
This is essentially a “virtual” CSIRT — the team is made up of exis-
iting, distributed (usually geographically) staff reporting to a central
CSIRT manager (Killcrece et al., 2003a). It is more suited to large or-
ganisations or those with distributed computing resources (Cichonski
et al., 2012, p. 13). Staff may be dedicated or have additional respon-
sibilities besides CSIRT activities (Killcrece et al., 2003a).

Coordinating
A coordinating CSIRT is a kind of “CSIRT for CSIRTs” usually provid-
ing advice without authority (Cichonski et al., 2012, p. 13). This kind
of CSIRT typically has a broader scope and a more diverse constitu-
ency; it “coordinates and facilitates the handling of incidents across a

variety of external or internal organizations” (Killcrece et al., 2003a,
p. 34).
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A team may find that it is best realised by some combination of the above
(Killerece et al., 2003a). For example, the central and distributed models can
be combined. There are numerous advantages to this approach including
maximising staff utilisation in strategic locations, though Killcrece et al.
(2003a, p. 96) caution that the combined model “works best for very large

distributed organizations or constituencies”.

4.1.1 Staffing model

Full-time or part-time staffing models are the most common among CSIRT's
(ENISA, 2010). Full-time staff are devoted to incident handling activities
whereas part-time or ad hoc staff are typically assembled when an incident
occurs (Killcrece et al., 2003b). Cichonski et al. (2012, p. 14) highlight that
part-time staff should be considered when there is limited organisational
funding, staff or need for incident response services. There is a risk of conflict
of interest occurring though, due to team members having other obligations
(ENISA, 2010).

Some alternatives to the full-time and part-time models are exchange
programmes, internships (a good way to find potential new employees), vol-
unteering and outsourcing (ENISA, 2010, pp. 22-25). Cichonski et al. (2012)
build on this by indicating that staff can by partially outsourced or fully
outsourced as an alternative to the employed model; what needs to be taken
into account is that outsourced experts may possess deeper security or sys-
tem knowledge but internal staff will be more familiar with the organisational

environment.

4.1.2 Staff numbers

Literature have varying views on the number of staff required for a CSIRT.
Part of the reason is that the workload and demand for incident response
actions from the constituency is initially unknown (Smith, 1994). In addition,
the size and diversity of the constituency has a direct correlation on the size of
the CSIRT team (Killcrece et al., 2003a). In a survey conducted by Killcrece
et al. (2003b, p. 70) no specific staffing trend or best practice levels were
found among CSIRTs. Futhermore, a direct correlation was found between
CSIRT staffing and the team’s mission, funding and availability of expertise,

as well as services and capabilities in the parent organisation.
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Smith (1994, p. 7) argues that “Determining the appropriate number of
staff to employ is a fine balance between the expected (and probably as yet,
unknown) workload, and the budget constraints”. Furthermore, the team
should also have sufficient capacity to deal with large and complex incidents,
thereby meeting constituency expectations (Smith, 1994).

The following key values for technical staff requirements are presented by
ENISA (2006, p. 24) in full-time equivalents (FTEs):!

e incident handling and advisory distribution — four FTEs;

e full service during office hours (including system maintenance) — six
to eight FTEs; or

o fully staffed, 24x7 CSIRT — a minimum of 12 FTEs.

Due to the bursty nature of incidents, Smith (1994, p. 8) suggests having
“trusted staff from other institutions on standby who could lend technical
assistance in times of emergencies”. This can also help limit the effect of
the unpredictability of initial staffing requirements. Finally, staffing level
changes can be recommended following the evaluation of response actions;

i.e. as incidents occur and response effectiveness is evaluated (Alberts et al.,

2004).

4.1.3 Work schedule and hours of operation

A work schedule must differentiate between normal and after hours includ-
ing work shifts, after-hours arrangements, backup and “all-hands-on-deck”
arrangements (West-Brown et al., 2003). “The working hours make a huge
difference in the number of staff and the needed facilities” and therefore
influence funding as well (ENISA, 2006, p. 19).

ENISA (2006) and West-Brown et al. (2003) advise that the need for 24x7
operation, versus services during office hours only, should be considered. For

after hours operation the following is advised:

e consider availability and equipment requirements;
e use on-call or scheduled duty rosters;
e provide limited, emergency only services; and

e “follow-the-sun” by partnering with peers in other time zones.

Smith (1994, p. 22) provides further guidelines for 24x7 operation if required.

IThese include redundancies for leave and illness.
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4.2 Roles and responsibilities

Staff roles, responsibilities and accountability need to be defined for the
CSIRT and associated processes (Alberts et al., 2004, p. 27; Guttman &
Roback, 1995, p. 12). The actual assignment will depend on the structure
of the host organisation, the size of the constituency and the services offered
(Killcrece et al., 2003a, p. 14). According to Killcrece et al. (2003b, p. 72),
“many teams implement the concept of a core team [first responders and
technical staff] and an extended team [temporarily added professionals or
specialists] as their model for CSIRT operations”. This approach is con-

firmed in other literature and is therefore reflected below.

4.2.1 Core team

The roles mentioned in literature (presuming that the team will be hosted in

a parent organisation) are shown in table 4.1.

Table 4.1: Core staff roles for CSIRT's
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Manager or team lead v v v /7
Assistant /backup manager 7/
Technical lead v
Incident lead/coordinator v v 4
System, platform or network administrators v v /
Ad-hoc technical / subject area experts 7/ v
Incident handler(s) v v vV v
First responders (help desk, hotline, triage) v v v 7/
Vulnerability and artefact analysts ¢ v

Researchers v
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These standard, agreed upon roles for the core technical team are summarised
in this section. (Note: optional roles are marked with an *; dedicated roles

are marked with a #; other roles can be shared between actors.)

Team manager#

The team manager provides strategic direction, supervises the team and li-
aises with upper management and other parties (internal/external) (Alberts
et al., 2004; Killcrece et al., 2003b). This role is responsible for ensuring that
the necessary staff, resources and skills are provided enabling and facilitating
the work of team members (Cichonski et al., 2012; Killcrece et al., 2003b).

Assistant manager*

This role acts primarily as a backup for the team manager and supports
him/her by providing day-to-day operational guidance and tasks to the team
(Killerece et al., 2003b). Depending on the size of the team and the availab-

ility of the team manager this role can be considered optional.

Technical lead

The technical lead is ultimately responsible for the quality of the technical
work done and should have strong technical skills and experience (Cichonski

et al., 2012).

Incident lead*

This leader or project coordinator is accountable for the handling of a specific
incident including the related actors and their tasks (Alberts et al., 2004;
Cichonski et al., 2012). They will act as the primary point of contact for the
incident and may coordinate team efforts (if required) (Cichonski et al., 2012;
ENISA, 2010). This role is recommended for large and/or complex incidents
and is commonly, temporarily filled by the technical lead or a senior incident
handler.

System & Network administrators

Provide infrastructure support and platform expertise when required (Killcrece
et al., 2003a).
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Incident handler(s)#

Perform the actual response activities which include recording, tracking and
handling of incidents and analysing related information (Alberts et al., 2004;
Killerece et al., 2003a, 2003b). Part of this role can include researching
mitigation strategies and recovery options (Alberts et al., 2004). Incident
handlers also coordinate the guidance (proactive or reactive) that will be
provided to the constituency (Killcrece et al., 2003b). Other actions and
tasks which are typically performed by incident handlers include:

e developing and disseminating information providing guidance or best
practices for resolving or mitigating incidents (advisories, alerts, etc.)
(Alberts et al., 2004; Killcrece et al., 2003b);

e containing ongoing malicious activity and repairing or recovering af-

fected systems (as part of the response process) (Alberts et al., 2004);

e interacting with the CSIRT team, external experts and other partners

as appropriate (Killcrece et al., 2003b); and
e mentoring of new CSIRT staff (Killcrece et al., 2003b).

Additionally, depending on the services offered by the CSIRT, incident hand-
lers may optionally perform (Killcrece et al., 2003b, p. 73)

e education and training (including the development of training materi-

als),
e technology-watch activities,
e IDS monitoring, and/or

e penetration testing.

First responder(s)

First responders include help desk, hotline and triage staff (Alberts et al.,
2004; Killcrece et al., 2003a). This role answers the main CSIRT tele-
phone (hotline), provides initial assistance, and records, sorts and prioritises
(triages) incoming data (Killcrece et al., 2003b). ENISA (2010) refer to this
role as the duty or triage officer who provides basic responses or answers

enquiries (when acting as the hotline operator).
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Smith (1994, p. 23) similarly discusses the role of “point duty” which serves
to present a unified and professional front to the constituency as a single point
of contact (which is needed for effective coordination (Northcutt, 2003)). Ad-
ditionally, this role should be rotated amongst staff due to the high interrupt

load and pressure (stress).

Vulnerability and artefact analyst(s)*

This role is only needed if the relevant services are provided by the CSIRT
(i.e. vulnerability and/or artefact handling services). These analysts can
perform the following tasks (Killcrece et al., 2003b, pp. 73-74):

e track, analyse and record vulnerability data (reports and artefacts);
e determine if and how these vulnerabilities affect the constituency:;

e distribute vulnerability and patch, fix or workaround information (which

is researched or developed); and /or

e liaise with CSIRTSs, the constituency, vendors, external experts and

others as required.

Researchers*

This role is only mentioned by ENISA (2006, p. 20). It is usually fulfilled by
other technical staff members for example incident handlers during or out-
side of incident handling. For some teams having dedicated researchers may

make sense depending on their mission and purpose.

ENISA (2010) remark that the mandatory first responder, incident handler
and incident manager roles can be performed by one or two people if re-
sources are limited. They do caution though that this “is very rare and is
not recommended” (ENISA, 2010, p. 29).

4.2.2 Extended team

“These tasks do not necessarily have to be carried out by the incident hand-
ling team, but can also be undertaken by people in the hosting organisation”
(ENISA, 2010, p. 30). The extended team could comprise of the roles in
table 4.2. The following roles warrant clarification of need and responsibili-
ties with reference to the CSIRT context.
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Table 4.2: Extended staff roles for CSIRT's
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Legal

Representatives from the legal department (counsel/consultants) are needed
as the legal response is often outside of the expertise of the CSIRT technical
staff and usually requires different skills or training (Alberts et al., 2004).
Furthermore, the legal response process includes investigation, forensics, de-
termination of liability, privacy issues, prosecution and interpreting of legal
rulings. Legal representatives can assist in developing and reviewing agree-
ments (e.g. NDAs, SLAs, EUAs) and other legal documents (e.g. contracts,
briefs or press releases) (Alberts et al., 2004; Killcrece et al., 2003b). They
can provide advice regarding compliance to laws and regulations applicable
to CSIRT activities (ENISA, 2010; Killcrece et al., 2003b) and legally allow-
able responses (Alberts et al., 2004) or other legalities concerning incident
management (ENISA, 2010). In addition, legal representatives can be called
upon when a customer or constituent of the CSIRT requests legal advice
(ENISA, 2010). Finally, this role can act as the contact for law enforcement,
involving them as required (Alberts et al., 2004).

Public/media relations

These people represent the CSIRT to the press and handle any media in-
quiries (ENISA, 2010; Killcrece et al., 2003b) including the issuing of press
releases (Alberts et al., 2004). This can be more broadly extended to the
general public (Northcutt, 2003). They provide public relations advice and
training to the team (ENISA, 2010) and assist in the development of infor-
mation disclosure and crisis communication policies and procedures (ENISA,
2010; Killerece et al., 2003b). Northcutt (2003, p. 7) advise against dealing
directly with the press due to the possibility of misinterpretation and/or
sensitive information leakage; they therefore advocate the role of a public

affairs office.

Human resources

Human resources staff can assist with interviews, job descriptions, and even
the realising of security training within the constituency (Killcrece et al.,
2003b). Usually they are also involved in disciplinary action taken on em-
ployees and the development of associated policies and procedures (Alberts
et al., 2004; Killcrece et al., 2003b).
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Risk management

Risk management “help the CSIRT develop threat metrics and risk assess-
ments for constituency systems” (Killcrece et al., 2003b, p. 74). They can
further assist with determining the cost of incidents in terms of total impact
and downtime (Alberts et al., 2004).

Existing security groups

These exchange incident-related information with the CSIRT and can help
resolve computer or data theft cases (e.g. physical security group) (Killcrece

et al., 2003b).

Some other extended roles were seen as minor due to reference in only
one source. For completeness, these include representatives from compli-
ance, critical infrastructure, the constituency and information security of-
ficers (Alberts et al., 2004). Killcrece et al. (2003b, p. 74) additionally provide
explanations of the responsibilities of platform specialists, network/system

administrators, web developers, trainers and technical writers in an extended

CSIRT.

4.2.3 General responsibilities

Some responsibilities are shared between multiple roles/people and can be
performed by different actors depending on the situation. These include
(Alberts et al., 2004)

e receiving information from the constituency,

e communicating and sharing information with other roles (coordinated),
e receiving CSIRT process changes, and

e sending infrastructure improvement suggestions.

Roles and responsibilities are further defined in processes (Hunnebeck, 2011,
p. 22).
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4.3 Staff skills

“Having well-defined job descriptions that include a list of the roles and re-
sponsibilities for each of the CSIRT positions along with the necessary skills,
experience, educational background and/or certifications and clearances re-
quired can be a helpful tool in identifying and hiring the right staff” (Killcrece
et al., 2003b, p. 76).

In the literature, staff skills are grouped into two primary categories
namely, technical (hard) skills and people (soft) skills. The most import-

ant knowledge areas are presented in the following sections.

4.3.1 Technical skills

These skills and knowledge should be distributed in the team (ENISA, 2010,
p. 78). The acquisition of these skills is also dependent on practical and
funding considerations (Cichonski et al., 2012, p. 16). “The credibility and
proficiency of the team depend to a large extent on the technical skills and
critical thinking abilities of its members” (Cichonski et al., 2012, p. 19).
Some of these are considered specialised skills and the need for them will
depend on the services provided by the CSIRT (e.g. malware analysis or
forensics). Furthermore, having at least one person skilled in each major area
of technology (e.g. operating systems and applications) is recommended.

The required skills are presented in table 4.3. These include the following:
e systems — operating systems, administration and security skills;
e networks — infrastructure and equipment, administration and security;

e security — principles, risks, threats, vulnerabilities/weaknesses and re-

lated attacks (overlapping with systems and networks);
e the Internet — technologies, protocols, applications and services; and
e cncryption — technologies and cryptographic hash algorithms.

The team (as a whole) should have a comprehensive understanding of the
technologies used by the constituency ensuring full coverage and maximum
possible service provisioning (West-Brown et al., 2003, p. 168). This will
also determine the appropriate skills required for the team. Finally, West-
Brown et al. (2003, p. 169) caution that “wherever possible, individuals with
a mix of skills should be hired to ensure that no single team member in the

organization is indispensable.”
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Table 4.3: Technical skills for CSIRT staff
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Systems v / v v/
Networks v v / v
Security 7/  /
Programming v v 7/
Internet v v

Specialised (CSIRT service dependent)

Malware analysis v v

Forensics v v

Intrusion detection v

Risk assessment v

Encryption v

4.3.2 Personal skills

As noted by ENISA (2010, p. 77), CSIRT personnel must be competent,
trustworthy and able to communicate effectively with all parties because
CSIRT work is largely customer-focused. West-Brown et al. (2003, p. 167)
emphasize that following procedures and providing a professional interface

are more critical attributes than technical expertise.
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The following are the primary staff attributes advised by literature (ordered

by number of references):
a. strong communication skills (oral and written),
b. analytical or critical thinking abilities,
c. teamwork,
d. ability to work under pressure (or in stressful situations),
e. problem solving, and
f. aptitude for explaining technical terms to a non-technical audience.

Refer to Cichonski et al. (2012, p. 17), ENISA (2006, p. 25), ENISA (2010,
p. 78), Smith (1994, p. 17) and West-Brown et al. (2003, pp. 167-168) for
further elaboration on these and additional personal competencies for CSIRT
staff.

4.4 Conclusion

This chapter has uncovered various People-related elements that need to be
considered when planning a CSIRT. From the basis of the team model, the
other staffing requirements follow. These include determining whether staff
should be full-time or part-time, the number of staff required and work sched-
ules. This is complemented by the definition of staff roles and responsibilities
as well as the required technical and personal skills. The next chapter will
look at the CSIRT Policies and Processes typically followed by staff when

executing CSIRT services.
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Chapter 5
Policies and Processes

According to ITIL, policies are “formally documented management expect-
ations and intentions” (Hunnebeck, 2011, p. 411). This definition can alter-

natively be expressed as

“the governing principles under which the team operates”
(West-Brown et al., 2003, p. 21).

A process, on the other hand, is

“a structured set of activities designed to accomplish a specific
objective” (Hunnebeck, 2011, p. 412).

Alberts et al. (2004, p. C-6) similarly defines a process as “a series of actions
or steps intended to bring about a desired result”. Using these definitions it
can be seen that policies (governing principles) are implemented by processes
(activity flows) thus providing the detailed steps needed to realise manage-
ment expectations. For a team to become and remain operational, West-
Brown et al. (2003, p. 3) argues that well-defined policies, procedures and
services are required. Policies and operating procedures are required so that
the constituency knows what services are provided by the CSIRT, whether
the CSIRT will assist in a specific scenario and to aid efficient and effective
interaction (Brownlee & Guttman, 1998). “When conducting interactions,
one of the first issues a team should address in its policies and procedures
is the level of service it is willing or able to provide to different parties”
(West-Brown et al., 2003, p. 110). Service priorities, e.g. incident handling
over feedback and announcements (West-Brown et al., 2003), and incident
priorities, possibly using severity ratings (Cichonski et al., 2012), are also

important considerations.

29
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Killcrece et al. (2003b) found many authors agreeing that the incident re-
sponse plan should be backed-up with documented policies and procedures.
They argue that the CSIRT community widely embraces this concept. Fur-
thermore, “in the absence of well-defined policies and procedures, incident
handling staff (and your constituency for that matter) will make up their own
rules and guidelines” which can be detrimental to the success of the CSIRT
(Killcrece et al., 2003b, p. 107).

Finally, in order to facilitate the development of policies and procedures,
the CSIRT objectives (mission and goals) should be clearly defined (West-
Brown et al., 2003).

Following the definitions of policies and processes, this chapter is sub-
sequently divided into two sections covering each. Section 5.1 looks at Policies
from a CSIRT perspective covering generic policy contents and benefits be-
fore highlighting fundamental and secondary CSIRT-specific policies. Section
5.2 then moves to Processes, starting with the ITIL view on processes and
then describing the primary CSIRT processes. These are the incident hand-
ling process and the process for generating alerts, warning and advisories.
The section is concluded with a brief list of other CSIRT processes that may

be required for operations.

5.1 Policies

A policy “should outline essential characteristics for a specific topic area. . . in
such a way that all the necessary information is provided on which detailed
procedures can be based to help implement the policy” (West-Brown et al.,
2003, p. 39). It is a record of computer security decisions (Guttman &
Roback, 1995). Policies are mainly internal guidelines dictating appropriate
behaviour for specific activities (West-Brown et al., 2003).

According to West-Brown et al. (2003, pp. 39—41) policies should be

e clear and concise,

e understandable and implementable,

e necessary and sufficient,

e usable and enforceable,

e validated (translatable into real-life behaviour), and

e reviewed for legal and organisational compliance.
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In this section general policy content, elements and benefits will be explored,

followed by the fundamental and secondary policies applicable to CSIRTs.

5.1.1 Policy content, elements and benefits

Policy content is centred around defining behaviour in a certain topic area
(West-Brown et al., 2003). Policy content guidelines provided by Cichonski
et al. (2012, pp. 7-8), West-Brown et al. (2003, pp. 40-41), Guttman and
Roback (1995, pp. 35-39) and ENISA (2006, p. 28) are presented in table 5.1.

Policies containing these elements are

e transparent — showing an understanding of CSIRT limitations and
restrictions (West-Brown et al., 2003), and aiding efficient and effective

interactions (Brownlee & Guttman, 1998);

e flexible — allowing the team to adapt to change (West-Brown et al.,
2003);

e aligned and compliant — with the law, standards, etc. (ENISA, 2006;
West-Brown et al., 2003);

e measurable (Cichonski et al., 2012) and quality assured (West-Brown
et al., 2003);

e unambiguous (West-Brown et al., 2003); and

e considerate of resources — devoted to particular tasks and priorities
(West-Brown et al., 2003).

Additionally, policies enable understanding of responsibilities and expecta-
tions (West-Brown et al., 2003) including what the CSIRT will and will not
do in terms of its operation (Smith, 1994). This should include CSIRT-to-
constituency and constituency-to-CSIRT response times (ENISA, 2006).

5.1.2 Fundamental CSIRT policies

The main CSIRT policies are shown in table 5.2 with references for further
information. Following is a short description of each one. (Note that this
excludes generic business policies such as the human resources (ENISA, 2010,
pp. 77-80), legal or network policies (Alberts et al., 2004)).
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Table 5.1: Generic policy elements (by author)

Policy Element

Description

Purpose and
objectives

Management
support
statement

Scope and
applicability

Relationships

Glossary

Roles and
responsibilities

Processes and
procedures

Point of
contact and
policy
maintenance

Define the issue addressed by the policy (Guttman &
Roback, 1995) and consequently the purpose and object-
ives of the policy (Cichonski et al., 2012). Include a
description of how the policy emanates from the mission
statement (West-Brown et al., 2003).

Include a commitment from management (Cichonski et
al., 2012) highlighting the organisational stand on the is-
sue (Guttman & Roback, 1995) and endorsing this policy
(West-Brown et al., 2003).

Clarify to whom the policy applies and under what
circumstances (Cichonski et al., 2012) including when,
where, how, to what and to whom (Guttman & Roback,
1995) the policy applies (which resources it covers).
Relationships to services, other policies (West-Brown et
al., 2003) and alignment with any applicable laws and
standards (ENISA, 2006) should be described.

To ensure that the policy is understandable to all, rele-
vant terms and acronyms are included (West-Brown et
al., 2003). Computer security incidents and related terms
should be defined (Cichonski et al., 2012).

Roles, responsibilities and associated levels of author-
ity must be clearly identified and defined (Cichonski et
al., 2012; Guttman & Roback, 1995). This includes
the people involved in the policy and their associated
duties (West-Brown et al., 2003). Interaction between
the parties, for example who can talk to the media and
it what circumstances, should also be identified (West-
Brown et al., 2003).

Essential procedures can be suggested but should not
be detailed within the policy (West-Brown et al., 2003).
In addition, the desired state of associated processes
are described (ENISA, 2006). Accompanying (supple-
mental) guidelines and procedures are noted (Guttman
& Roback, 1995).

Mention who to contact for further information
(Guttman & Roback, 1995). How the document is up-
dated/maintained and who is responsible for this task
should be included here (West-Brown et al., 2003).
“Every policy must have a regular maintainer who keeps
track of the quality of service effected through use of the
policy and proposes changes to the policy as appropri-
ate” (West-Brown et al., 2003, p. 42). This can include
performance measures (Cichonski et al., 2012).
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Table 5.2: Fundamental CSIRT policies
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Incident reporting and request handling

This is the core CSIRT policy. It prescribes what types of, when, to whom
and how incidents should be reported (Cichonski et al., 2012; Smith, 1994;
West-Brown et al., 2003). A description of what information is required,
how it is recorded, as well as the expected level of service forms part of this
policy (ENISA, 2006; Smith, 1994; West-Brown et al., 2003). Furthermore, it
could include the tracking of CSIRT data (Killcrece et al., 2003b, pp. 88-93;
West-Brown et al., 2003, pp. 91-92).

Data classification and prioritisation

This policy ensures the consistent handling of data and information (pro-
cessed data (March & Smith, 1995)) by defining how it is categorised and
prioritised (ENISA, 2010; West-Brown et al., 2003). Doing this helps de-
termine when an event is considered an incident (Cichonski et al., 2012).

The categories for classifying data/information can be as simple as con-
fidential vs public (ENISA, 2010) or “sensitive” and “other” (West-Brown et
al., 2003, p. 143). West-Brown et al. (2003, p. 143) argue that these can be
further divided into “fully classified”, “partly classified” (shared on need-to-
know basis with trusted partners) and “unclassified”. Finally, the following
categories are listed by (Smith, 1994, p. 16):

e Public — may be freely transmitted to anyone in plain text.

e Sensitive — information (e.g. on a vulnerability exploit) not necessarily
public or widely known. Should be transmitted encrypted and shared

with trusted partners or constituents on a need-to-know basis.

e Private — private constituent data only shared with that organisation’s

site security contact(s).

e Highly sensitive — information on sensitive sites or exploitable vulner-
abilities with no solution as yet. It may be shared with trusted IRT's
or constituents as needed and should always be done so encrypted (in-

cluding storage).

e (lassified — usually by law enforcement or the military. Requires spe-

cial handling and storage according to legal requirements.
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Alignment with the traffic light protocol is recommended to facilitate infor-
mation handling by applying a common categorisation scheme (ENISA, 2010,
p. 66). The traffic light protocol, with a suggested alignment, is described in
appendix C (page 236).

Communications

Communications with external parties, including the use of secure technol-
ogies (e.g. cryptography) (Brownlee & Guttman, 1998; ENISA, 2006) and
data exchange standards (Cichonski et al., 2012, pp. 4849, 64), is defined in
this policy. Key handling (West-Brown et al., 2003, pp. 108, 160-162) and
notification guidelines (Northcutt, 2003, p. 3) can also be included.

Information handling and disclosure

This policy spells out what can be shared with whom (Cichonski et al., 2012;
Killcrece et al., 2003b) in a consistent and secure manner (ENISA, 2010).
It considers technical (Cichonski et al., 2012; Killcrece et al., 2003b), legal
(ENISA, 2006) and sensitivity (West-Brown et al., 2003) aspects related to

the disclosure of information.

Media

The media policy addresses how to interact with the media (ENISA, 2010;
West-Brown et al., 2003) including what can be disclosed to the press, when
and how (Brownlee & Guttman, 1998). This can be done together with the
information handling and disclosure policy. The media policy additionally

describes points of contact for the media, the CSIRT and the constituency
(ENISA, 2010).

Privacy
Compliance with privacy and data protection regulations is addressed by this
policy, including how private and personal data is handled (ENISA, 2010).

Security

The security policy deals with physical, personnel and ICT security (ENISA,
2006, 2010; Smith, 1994; West-Brown et al., 2003) thereby protecting the
goals of other policies (West-Brown et al., 2003).
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5.1.3 Secondary CSIRT policies

Other possible CSIRT policies (or policy sections) are shown in table 5.3.
The applicability of these policies should be considered during the design
and planning of a CSIRT and developed as required.

Table 5.3: Secondary CSIRT policies

Policy Reference(s)

Service level agreements  Alberts et al. (2004, p. 54)

Acceptable use Cichonski et al. (2012, p. 2), Northcutt (2003,
p- 4)

Data, log and evidence  Cichonski et al. (2012, pp. 29, 41), Northcutt

retention (2003, pp. 13, 34)

Code of ENISA (2010, p. 81), West-Brown et al. (2003,

practice/conduct pp. 141-142)

Human error policy West-Brown et al. (2003, pp. 150-151)

5.2 Processes

Like emergency medical treatment, well-defined and systematic processes for
responding to security-related incidents are necessary because of the pressure
of incident handling and the fact that mistakes can be costly (Northcutt,
2003, p. iii). Defined procedures, together with an experienced team, help
jump start the incident handling process (Killcrece et al., 2003a, p. 1). Fur-
thermore, they can help to coordinate actions ensuring that duplicate effort
is avoided and SLAs met (Alberts et al., 2004, p. 130). Processes help to
minimise errors by providing standardised responses (Cichonski et al., 2012,
pp. 8-9) and improving the quality of and time required to perform incident
response (ENISA, 2006, p. 36).
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Incident management processes should

e be driven by the business and integrated into other organisational pro-
cesses (Alberts et al., 2004, p. 27), thus reflecting the priorities of the
organisation (Cichonski et al., 2012);

e have defined accountability via assigned roles and responsibilities (Alberts

et al., 2004, p. 27);

e be supported by policies and procedures for coordination via defined

interfaces and communication channels (Alberts et al., 2004, p. 27);

e be repeatable (Killcrece et al., 2003b), tested for accuracy and usefulness
(Cichonski et al., 2012) and distributed to all team members (Cichonski
et al., 2012); and

e be documented and reviewed from time-to-time (Smith, 1994).

Processes implement policy statements (West-Brown et al., 2003, p. 137)
and should therefore “be based on the incident response policy and plan”
(Cichonski et al., 2012, p. 19). Designated staff define CSIRT policies and
processes and obtain consensus and approval thereof (Alberts et al., 2004,
p. 62).

5.2.1 ITIL’s view on processes and incident handling

ITIL have proposed an expanded incident lifecycle (Hunnebeck, 2011, pp. 135—
137). This lifecycle, showing the stages an incident passes through, has been
applied to IT security management as shown in table 5.4. “The primary
benefit is that, following these phases, you can be sure that you do not omit
an important part of what you have to do” (ENISA, 2010, p. 41).

5.2.2 A process for incident handling

The most important process related to CSIRTSs is incident handling. This
process provides the steps to be followed from receiving of an incident report
through resolving and finally closing the incident. Although there are vari-
ations in terminology, literature studies conducted by Killcrece et al. (2003b)
and referenced by Alberts et al. (2004, pp. 19-21) revealed a common process
for incident handling across CSIRTSs. Their list includes detection, triage,
containment, analysis and response (Alberts et al., 2004, p. 3) (Killcrece et

al., 2003b, p. 85).
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Table 5.4: ITIL incident lifecycle applied to I'T security management
(based on http://www.itsmsolutions.com/newsletters/DITYvol5iss7.htm)

Incident phase  Description

1

2
3
4
)

Occurrence  Service disruption

Detection Discovery of the event/incident

Diagnostics  Determining the incident root cause and characteristics
Repair Reconfiguring failed /attacked systems and/or services
Recovery/ Returning systems and/or services to their normal state
Restoration

Closure Confirmation that services are operating as normal

Combining these with a more detailed and updated process by ENISA (2010,
p. 37) and with inputs from West-Brown et al. (2003, p. 77) and ENISA (2006,

p. 46) results in the generic incident handling process shown in figure 5.1.

The process is:

1. Report / Detect — an event is reported by a constituent, partner or

other outside party and/or detected by monitoring systems (e.g. IDS).

2. Triage — the report is verified, classified, prioritised and assigned (if

accepted as an incident).

3. Respond — the resolution process forms a cycle of one or more of the

following;:

analysing the report and incident;

determining contact information (for notification, communication
and collaboration (Alberts et al., 2004));

containing the incident;

providing technical assistance;

researching and proposing possible resolutions;
executing/coordinating response actions; and/or

resolving, eradicating and recovering from the incident.

4. Close — an incident report is generated, all involved/affected parties

are informed, incident data is archived and feedback is provided.


http://www.itsmsolutions.com/newsletters/DITYvol5iss7.htm
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Sources: constituency,
partners, other external,
IDS, etc.

Report / Detect

e Verify: source & relevancy
Triage e Classify & prioritise
e Assign

1.Analyse

eContain incident
eContact information

Respond eCoordinate responge
e Report

Close e Feedback / follow-up
e Archive

Figure 5.1: Generic incident handling process
(adapted from ENISA (2010, p. 37))
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This process is mapped to the expanded ITIL incident lifecycle in figure 5.2.
ENISA (2010) recommend starting with a simple model and developing the

process as the CSIRT gains experience.

CSIRT Incident Handling ITIL Expanded Incident Lifecycle

C Occurrence )

!

Report / Detect F==--- > Detection
Triage -1 l
|
: -—-> Diagnostics
|
' v
Respond == Repair
|
e Analyse ! 2
e Research L -> _—
e Propose action :
e Execute action | v
e Eradicate & Recover - -> Restoration

Close }- ------ Closure

Figure 5.2: Mapping to the ITIL incident lifecycle (by author)
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Responding to various types of incidents

When the team is ready for this, more information is provided on special

actions for
e malicious code attacks,
e probes and network mapping,
e denial of service,
e inappropriate usage,
e espionage,
e hoaxes,
e unauthorised access, and
e intellectual property infringement (Northcutt, 2003, pp. 30-42).

Sample processes for handling unauthorised modification, network probing
and completing incident recovery are provided in Appendix A of Killcrece
et al. (2003b, pp. 193-195). Finally, a distributed denial of service (DDoS)
response “cheat sheet” is available (ENISA, 2010)*.

Escalation

Escalation is an important component of incident handling. It may be re-
quired to meet SLAs from the CSIRT perspective or to put more pressure on a
constituent to perform resolution actions according to the AUP (Cichonski et
al., 2012; West-Brown et al., 2003). It must be catered for when implement-
ing the incident handling process in a specific CSIRT context (considering

the organisation and constituency).

5.2.3 Generating alerts, warnings and announcements

The information distribution process for alerts, warnings and announce-
ments/advisories is similar to the incident handling process and is shown
in figure 5.3. This process is related to the proactive CSIRT services (see
section 6.1.2, page 80) and includes “collecting information from different
sources, checking it on relevance and authenticity, and redistributing it to
the constituency” (ENISA, 2006, p. 36).

'http://zeltser.com/network-os-security/ddos-incident-cheat-sheet.pdf


http://zeltser.com/network-os-security/ddos-incident-cheat-sheet.pdf
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The information should be verified according to origin, content and dis-
tribution channel (West-Brown et al., 2003, pp. 120-121). Relevant informa-
tion is re-distributed via communication channels such as the web or email
(ENISA, 2006, p. 44).

Gather Sou.r.ces:.constltuency, par.tne.rs,
mailing lists, internet (advisories,

Informatlon vulnerability lists, security bulletins)

Relevant?
Identify
Classify

Assess risk
Analyse impact

Triage

Website

E-mail / mailing lists
Incident report
Archive

Output

Figure 5.3: Information distribution process for alerts, warnings and an-
nouncements (based on ENISA (2006, pp. 36-44))
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5.2.4 Other CSIRT processes

Some additional CSIRT processes are shown in table 5.5. Those with more

than one reference are briefly described next.

Information sharing

This process complements the information disclosure policy by specifying the
how, who and what of information sharing and coordination (Killcrece et al.,
2003b, pp. 103-108). It overlaps in part with the previous information distri-
bution process, particularly the “output” phase. This process can include the
use of contacts lists, tools to support dissemination as well as non-disclosure
agreements (Killcrece et al., 2003b, p. 104). It ensures that sensitive in-
formation is sufficiently protected and not shared with unauthorised parties
(Cichonski et al., 2012, p. 9). More information related to information dis-
semination can be found in West-Brown et al. (2003, pp. 25, 32, 92-99).

Maintenance and tracking/recording of data

This should include what data to collect and how to access, use and archive
it (Killcrece et al., 2003b, pp. 88-89). The definition of the incident report-
ing form and required data fields forms part of this process (Killcrece et al.,
2003b, pp. 90-91). Use of a logbook for incident record keeping is addition-
ally recommended by Northcutt (2003, p. 43). Lastly, the process includes
the requirements for tools such as a tracking/ticketing system for data col-
lection and processing. More information on tracking systems is provided in
section 6.2.3 (page 85).

Public relations (media)

This process applies when dealing with the media (Alberts et al., 2004,
p. 136). It should comply with the media and information disclosure policies
and include the designation of a media point-of-contact, guidelines to prevent
revealing sensitive information and a procedure for handling media inquiries
(Cichonski et al., 2012, pp. 10-11).
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Table 5.5: Additional CSIRT processes

Process

Northcutt (2003, p. 43)

Information sharing

Maintenance and tracking of data
Public relations (media)

Human resources

Evidence preservation and forensics

N NN N[ Alberts et al. (2004, pp. 16, 22)

N | Cichonski et al. (2012, pp. 9-11, 36)

\

N N | Killerece et al. (2003b, pp. 80-106)

AN

< | Smith (1994, pp. 5, 811, 16, 21, 26)

AN

N | West-Brown et al. (2003, pp.75, 118-121)

Organisational

Risk and audit

Quality assurance

Configuration & maintenance of tools
Logging

Handling vulnerabilities

Internal technical

Pre-registration of contacts

Key management

Handling contact information

SN OSN S

N

\
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Human resources

The human resources processes apply when dealing with staff issues (Alberts
et al., 2004, p. 136) and could include procedures for staff arrival and exit,
extension (reaching out to others for assistance) and training (West-Brown
et al., 2003, pp. 171-176). These can be based on the existing processes of
the host organisation (if applicable).

Evidence preservation and forensics

This includes procedures for forensic evidence collection and analysis that is
documented, legally compliant and admissible in court (if need be) (Cichonski
et al., 2012, p. 36; Killcrece et al., 2003b, pp. 98-100). Although a specialised
process, users, system administrators and incident handlers “should be made
aware of the steps that they should take to preserve evidence” (Cichonski et
al., 2012, p. 36).

Organisational procedures include project management, I'T governance and
policy management (Alberts et al., 2004, p. 136). Further information on

the other processes can be found in the indicated references (see table 5.5).

5.3 Conclusion

This chapter continued examining the “four Ps” requirements for establishing
a CSIRT by investigating the requirements pertaining to Policies and Pro-
cesses. Policy guidelines, descriptions of fundamental CSIRT policies and
a list of secondary CSIRT policies which can also be considered, were in-
cluded. CSIRT processes were looked at next, commencing with the ITIL
incident handling lifecycle and combining this with CSIRT literature to define
a generic process for incident handling in CSIRTs. This was followed with a
process for alerts, warnings and announcements and then a brief description
of other processes that may be relevant to a CSIRT.

The next chapter, chapter 6, will continue with the four Ps by looking at
Product-related requirements: the Services provided by, and the Tools and
Technologies needed for a CSIRT.
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Chapter 6
Services, Tools & Technologies

The previous chapter looked at CSIRT policies and processes. This chapter
continues with the requirements for a CSIRT by describing the services that
can be provided by a CSIRT, as well as the tools and technologies supporting
CSIRT work.

6.1 Services

CSIRT services were introduced in section 3.1.2 (page 35). The list of possible
services is repeated in table 6.1 for convenience. Which of these services
will be provided to the constituency as well as the extent of provision are
important considerations when establishing a CSIRT (Killcrece et al., 2003a,
p. 13).

There are three categories of services typically provided by CSIRTS, these
are: reactive, proactive and security quality management services. Reactive
services are the core component of CSIRT work. They are triggered by events
or requests requiring a “reaction” and thereby initiating the service process
(Killcrece et al., 2003a, p. 13). The execution of proactive services are inten-
ded to directly reduce the number of future I'T security incidents by providing
related announcements and information for preparing, protecting and secur-
ing systems (Killcrece et al., 2003a, p. 14). Security quality management
services, meeting wider organisational security needs, only indirectly relate
to incident handling and may be provided by the CSIRT or another entity in
an organisation depending on the specific structure (Killcrece et al., 2003a,
p. 14).

This section is structured according to these three categories, discussing

specific services for each one in turn.
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Table 6.1: CSIRT services (repeat of table 3.2)

Alerts and warnings
Incident handling
Vulnerability handling
Artefact handling

Reactive services

Announcements
Technology watch
Security audits or assessments
Proactive services ~ Configuration and maintenance of security tools,
applications and infrastructure
Development of security tools
Intrusion detection services
Security-related information dissemination

Risk analysis

Business continuity and disaster recovery planning
Security consulting

Awareness building

Education and training

Product evaluation or certification

Security quality
management
services

6.1.1 Reactive services

“Reactive services are designed to respond to requests for assistance, reports
of incidents from the CSIRT constituency, and any threats or attacks against
CSIRT systems. Some services may be initiated by third-party notification

or by viewing monitoring or IDS logs and alerts” (Killcrece et al., 2003a,
p. 15).

Alerts and warnings

Alerts, warnings and advisories are sent as notifications of incidents, vulner-
abilities or other related security matters (Killcrece et al., 2003a). They can
be used to describe attacks and provide remediation or mitigation advice
(West-Brown et al., 2003). Information sources for this service include the
CSIRT itself, vendors, other CSIRTS, the constituency and security experts
(Killcrece et al., 2003a; West-Brown et al., 2003).
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Incident handling

“Incident handling includes three functions: receiving incident reports, per-
forming incident analysis, and performing incident response. These translate
into four basic services: incident analysis, incident response on-site, inci-
dent response support, and incident response coordination” (Killcrece et al.,
2003b, p. 65). A team must provide at least a part of the incident hand-
ling service (i.e. incident response resolution, support and/or coordination)
to be called a CSIRT (West-Brown et al., 2003). The specific sub-services
offered and depth depend on the type of CSIRT (e.g. coordinating CSIRT's
may rarely analyse systems) (Killcrece et al., 2003b). This service is closely
linked to the incident handling process (typically following it) and includes
triage, handling, announcement and feedback functions (West-Brown et al.,

2003).

Vulnerability handling

This service “involves receiving information and reports about hardware and
software vulnerabilities, analyzing the nature, mechanics, and effects of the
vulnerabilities, and developing response strategies for detecting and repair-
ing the vulnerabilities” (West-Brown et al., 2003, p. 28). Similar to incident
handling, vulnerability handling is typically divided into three sub-services:
vulnerability analysis, vulnerability response and vulnerability response co-
ordination (Killcrece et al., 2003a). Vulnerability response coordination en-
tails distributing vulnerability and fix/workaround information and can also
include maintaining a knowledge base of vulnerabilities and corresponding

response mechanisms (Killcrece et al., 2003a; West-Brown et al., 2003).

Artefact handling

An artefact in this case is “any file or object found on a system that might
be involved in probing or attacking systems and networks or that is being
used to defeat security measures” (Killcrece et al., 2003a, p. 19). Handling
artefacts includes receiving, analysing and suggesting or developing response

strategies (where applicable) (West-Brown et al., 2003).
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6.1.2 Proactive services

“Proactive services are designed to improve the infrastructure and security
processes of the constituency before an incident or event occurs or is detected.
The main goals are to avoid incidents and to reduce their impact and scope
when they do occur” (Killcrece et al., 2003a, p. 19).

Announcements

Announcements are a proactive service because they can enable the protec-
tion of systems through intrusion alerts, security advisories and warnings
about vulnerabilities (West-Brown et al., 2003).

Technology watch

“This service involves reading security mailing lists, security web sites, and
current news and journal articles in the fields of science, technology, politics,
and government to extract information relevant to the security of the con-
stituent systems and networks” (West-Brown et al., 2003, p. 30). Topics can
include technical developments and emerging technologies, security-related
trends, hacker activities and even legal, social or political issues (Killcrece et
al., 2003a).

Security audits or assessments

This service performs an analysis of security infrastructure (usually for a spe-

cific organisation) based on their requirements or industry standards (Killcrece
et al., 2003a). These audits can include an infrastructure review, best prac-

tice review, scanning and/or penetration testing (West-Brown et al., 2003).

This service can optionally be outsourced to a Managed Security Service

Provider (MSSP) or expert third party security consultant (Killcrece et al.,

2003a).

Configuration and maintenance of security tools, applications and

infrastructure

“This service identifies or provides appropriate guidance on how to securely
configure and maintain tools, applications, and the general computing infra-
structure used by the CSIRT constituency or the CSIRT itself” (Killcrece
et al., 2003a, p. 21). It can range from providing guidance to performing
the actual configuration and maintenance of tools, services, equipment and
infrastructure (West-Brown et al., 2003).
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Development of security tools

As part of this service, existing tools can be enhanced with new functionality,
new tools can be developed or even patches for customised software produced
(Killcrece et al., 2003a). Service activities may include building secured
software distributions (West-Brown et al., 2003).

Intrusion detection services

Besides deploying intrusion detection systems, this service includes reviewing
IDS logs, analysing suspicious events and forwarding alerts (West-Brown et
al., 2003). To be effective, this service requires specialised tools or expertise
(Killcrece et al., 2003a).

Security-related information dissemination

“This service provides constituents with a comprehensive and easy-to-find
collection of useful information that aids in improving security” (West-Brown
et al., 2003, p. 32). Either the CSIRT or another internal organisational unit
can develop and publish the information (including processed data originat-
ing from outside partners) (Killcrece et al., 2003a). Examples of what may
be included can be found in Killcrece et al. (2003a, p. 22).

6.1.3 Security quality management services

¢

These are “well-known, established services designed to improve the overall

security of an organization” (West-Brown et al., 2003, p. 32). CSIRTSs can
bring a unique perspective to these services due to the nature of the work
and other services provided (Killcrece et al., 2003a). These services include
(Killcrece et al., 2003a; West-Brown et al., 2003):

e risk analysis;
e business continuity and disaster recovery planning;

e security consulting — including advice and guidance on purchasing,
installing and securing systems, network devices, applications and even

policies or processes;
e awareness building — explaining security best practices/precautions;
e education and training — seminars, workshops, courses/tutorials; and

e product evaluation or certification.
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These services are not necessarily provided by the CSIRT as they could be
hosted by other departments depending on the structure of the organisation
(Killcrece et al., 2003a, p. 13).

Most CSIRTSs do not provide all of these services but rather a subset based
on the type of CSIRT and the needs of the constituency (Killcrece et al.,
2003a, p. 14). Furthermore, Killcrece et al. (2003a, p. 14) argue that “it is
much better to perform a few services well than many services badly”. A
CSIRT should therefore select a core service offering and grow that as the
need arises and resources allow (Killcrece et al., 2003a, p. 24). Additionally,
Killerece et al. (2003a) provide a recommended list of core services for each
type of CSIRT as well as guidelines for extending service offerings.

The next section will discuss CSIRT tools and technologies as the other

side of product considerations.

6.2 CSIRT tools and technologies

In order to distinguish the difference between tools and technologies, the

Oxford dictionary provides the following definitions:

Technology: “The application of scientific knowledge for practical

purposes.”!

Tool: “A device or implement. ..used to carry out a particular

function.”?

Certain tools and technologies are required before CSIRT operations can
commence (Smith, 1994) and for the provision of services in a secure envir-
onment (Killcrece et al., 2003a). These facilitate the resolution of computer
security incidents, handling of sensitive information, and cooperation and
coordination (Alberts et al., 2004; Cichonski et al., 2012).

Security technology is additionally used to address concerns such as con-
fidentiality, integrity and availability. For example, digital signatures can be
used to verify the source of information (Smith, 1994) and encryption can be
used to exchange sensitive information (Killcrece et al., 2003a). Tools like
firewalls and intrusion detection systems can be used to protect or alert of
attempts to access CSIRT data and systems (Killcrece et al., 2003a).

'http://www.oxforddictionaries.com/definition/english/technology
Zhttp://www.oxforddictionaries.com/definition/english/tool


http://www.oxforddictionaries.com/definition/english/technology
http://www.oxforddictionaries.com/definition/english/tool
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Communication technologies, particularly email, should include support
for data encryption and verification (ENISA, 2006; Smith, 1994). This can
be achieved through the use of digital signatures, public and private keys and
certificates (ENISA, 2006; Smith, 1994; Brownlee & Guttman, 1998). Com-
munication channels should be protected against network sniffing (Smith,
1994).

The number of servers required depends on the size of the team and the
services offered (Penedo, 2006). Tools are used to administer these systems
and manage CSIRT networks (Alberts et al., 2004). These include anti-virus
and scanning software (Killcrece et al., 2003a) as well as backup tools (Smith,
1994). Host and network security tools (e.g. firewalls, IDSs and routers with
access control lists) are used to protect infrastructure components (Alberts
et al., 2004; Killcrece et al., 2003a). Furthermore, security tools are used
when investigating incidents (Alberts et al., 2004).

The primary CSIRT technologies and tools are presented in table 6.2.

This section continues with a brief description of each category.

6.2.1 Communication mechanisms

Communication mechanisms are essential for CSIRT operations. Without
them, constituents cannot report incidents and the CSIRT cannot provide
assistance, consult with partners or publish advisories, etc. (ENISA, 2006).
Communication approaches and channels will be determined by the commu-
nications strategy and the needs of the constituency (ENISA, 2006). Some
common communication mechanisms include email, mailing lists, the web,
online forms, phone, fax, hard-copy printouts, RSS feeds, video conferencing
and instant messaging systems (Alberts et al., 2004; Cichonski et al., 2012;
Killerece et al., 2003a). These channels should support encryption so that it
can be used where necessary or appropriate.

Some examples where encryption can be used include authentication,
sensitive information distribution and identity protection (Alberts et al.,
2004; Killcrece et al., 2003a). Additional guidelines for planning email and
web site communications can be found in Penedo (2006). Phones should be
complemented with a voice mail service and/or redirection to an after hours
cell phone for 24x7 service (Cichonski et al., 2012; Smith, 1994; West-Brown
et al., 2003). Backup communication methods should also be considered
(Cichonski et al., 2012; ENISA, 2006). For automated reporting, email can
be linked into an incident tracking/ticketing system (ENISA, 2010).
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6.2.2 Cryptographic mechanisms

Cryptographic mechanisms are used to address confidentiality, integrity and
authenticity (Brownlee & Guttman, 1998; West-Brown et al., 2003). De-
pending on the classification of data, encryption can be used when commu-
nicating with external organisations (e.g. constituents, other CSIRTSs and
law enforcement) (Smith, 1994). The use of Pretty Good Privacy (PGP) as
the standard for CSIRTSs is clear (ENISA, 2006; Northcutt, 2003; Penedo,
2006). In a 2003 survey of CSIRTSs, Killcrece et al. (2003b) found that 75%
of participants use PGP for secure communications. Additionally, “FIRST
uses PGP to protect email communications” (West-Brown et al., 2003) (as
of this writing, FIRST still use PGP?). A PGP key can also be used to sign
documents, advisories, templates, etc. as a means of verifying their authenti-
city (Penedo, 2006; Smith, 1994). Brownlee and Guttman (1998) recommend
that every CSIRT should at least have a PGP key available and West-Brown
et al. (2003, p. 160) remark that the “use of encryption and digital signature
applications is unavoidable for any CSIRT”. Finally, the use of cryptographic
keys requires a process to manage them (Smith, 1994). The most recent RFC
describing PGP is Callas, Donnerhacke, Finney, Shaw, and Thayer (2007).

6.2.3 Ticketing system and database

An incident tracking or trouble-ticketing system assigns a unique ticket to
every incident (at least the triaged ones) and helps ensure timely response and
resolution (Cichonski et al., 2012). This tool is used to manage incidents and
track actions (ENISA, 2006). Furthermore, it facilitates cooperation between
CSIRTSs (Brownlee & Guttman, 1998) and can be used to link events together
(Killcrece et al., 2003b). Lists of “features” that should be present in such a
system are available from Cichonski et al. (2012, p. 31) and Killcrece et al.
(2003b, p. 90). These include easy: searching of data, handover of incidents
to other staff members and workload/distribution summaries (Killcrece et
al., 2003b). Furthermore, tracking numbers are useful for announcements
(West-Brown et al., 2003).

3see https://www.first.org/members/application


https://www.first.org/members/application
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Examples of ticketing systems used by CSIRTs include

e Request Tracker for Incident Response (RTIR)* (ENISA, 2006, 2010;
Killcrece et al., 2003b; Penedo, 2006),

e Open Technology Real Services (OTRS)® (Kécha, 2009), and

e the Application for Incident Response Teams (AIRT)® (ENISA, 2010;
Penedo, 2006).

The most popular among CSIRTs appears to be RTIR (ENISA, 2010, p. 69)7.
Remedy action request system, as a commercial toolkit used for building
tracking systems, is another option (Penedo, 2006).

A database is typically used to complement a ticketing system for the
storage and tracking of incident data (Penedo, 2006; West-Brown et al., 2003,
p. 156). The database can also be used to generate statistics for reports to
management and the constituency (Smith, 1994). This database is typically

integrated into the ticketing system.

6.2.4 Incident handling, analysis and security tools

The are a plethora of tools that can assist in incident handling or analysis
activities. These include log analysis, event monitoring, file integrity, vulner-
ability scanning, forensics and other investigative tools (Alberts et al., 2004;
Northcutt, 2003; West-Brown et al., 2003). These either need to be obtained
or developed and tested by CSIRT staff (Alberts et al., 2004). Many of these
tools are related to specific services that may or may not be provided by the
CSIRT.

In this category, tools are recommended for
e collecting, correlating and synthesizing incident data;
e comparing incidents with other sites and organisations; and

e determining the extent of malicious activity (Killcrece et al., 2003b).

‘https://www.bestpractical.com/rtir/

Shttp://www.otrs.com/

Shttp://airt.leune.com/ [note: no activity since 2009!]

"see also http://www.linkedin.com/groups/RTIR-vs—-0TRS-1936488.5.136507511


https://www.bestpractical.com/rtir/
http://www.otrs.com/
http://airt.leune.com/
http://www.linkedin.com/groups/RTIR-vs-OTRS-1936488.S.136507511
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To facilitate the procurement of tools for incident handling and related
tasks, ENISA have compiled a “Clearing House for Incident Handling Tools”
(CHIHT)® (ENISA, 2010, p. 67). The tools are grouped into seven functional

categories, namely, tools for

—_

. gathering evidence,

2. investigating evidence,

3. handling evidence,

4. recovering systems (post incident),

5. implementing CSIRT operational procedures,

6. securing remote access to systems, and

7. proactive vulnerability detection and incident prevention.

The tools mentioned so far in this section are summarised in table 6.3.

Automated tools can reduce the load on human resources by perform-
ing some limited initial triage of incident reports (Cichonski et al., 2012).
Some tools (e.g. event monitoring) can even be configured to automatically
execute pre-planned technical responses (Alberts et al., 2004). Cichonski et
al. (2012, p. 23) suggest the assembly of a “jump kit” for incident response
and forensics including required software and evidence gathering accessories.
More suggestions of tools for forensics are provided by Penedo (2006).

Lastly, online tools can be used to find contact information for reporting
incidents such as the Réseaux IP Européens (RIPE) “whois” database® or
trusted introducer'® (ENISA, 2006).

6.2.5 General hardware and software

A non-exhaustive list of hardware and software that may be used by a CSIRT
is provided with references in table 6.4. Networking equipment includes
switches and routers (Brownlee & Guttman, 1998). Servers are required to
host DNS, mail and web services as well as software tools for the CSIRT
(Penedo, 2006). Laptops can be used for data analysis, packet sniffing and
report writing (Cichonski et al., 2012; Killcrece et al., 2003a) and smart-

phones for after hours support and communications (Cichonski et al., 2012).

8http://www.enisa.europa.eu/act/cert/support/chiht
http://www.ripe.net/data-tools/db
Ohttps://www.trusted-introducer.org/
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Table 6.3: Incident handling, analysis and security tools (by author)

Tools for individual systems

Log analysis

File integrity

Event monitoring
Recovery

Secure remote access
Auditing

Tools for the network

Event monitoring
Vulnerability scanning
Auditing

Monitoring

Intrusion detection

Tools for incident handling

Tracking system
Triage (automated)
Gathering information online

Tools for forensics

Gathering evidence
Investigating evidence
Handling evidence

Tools for statistics / correlation

Comparing incidents
Determining the extent of malicious activity
Correlating and synthesizing incident data

38
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These systems should be supportable by CSIRT staff, updated and hardened
before connecting them to the Internet and have redundant connectivity
(where applicable) (ENISA, 2006). The choice of operating system(s) (OS)
depends on the skills of the team, the cost, and the systems in use by the
constituency. Linux is noted as the OS of choice for most hackers and IT
security consultants (Penedo, 2006). Virtualisation can also be considered as
a means to provide diverse services (Penedo, 2006). Lastly, security software

includes firewall and anti-malware applications (ENISA, 2006).

Table 6.4: General CSIRT hardware and software
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6.2.6 Network and security devices

“Nothing makes an intruder look better than to break into a computer run
by an incident response team. Nothing destroys the constituency’s trust
faster than if the IRT’s machines are compromised” (Smith, 1994, p. 14).
Security infrastructure components which can be used to hinder attackers

include firewalls and intrusion detection systems:

e The firewall acts as a gateway to the internal network (Penedo, 2006).
It should only allow selected trusted hosts to access the CSIRT sub-
net (Smith, 1994). A dual-screened firewall, utilising a de-militarised
zone (DMZ) for publicly accessible services, will provide a high level
of security; the choice and level of protection though is influenced by
available budget (West-Brown et al., 2003).

e An Intrusion Detection System (IDS) can serve as an early warning
system for IT security incidents (Northcutt, 2003). Both commercial
and open source!! varieties are available for monitoring critical network
points (Northcutt, 2003, p. 3).

These are complemented by filters and access control lists on routers (Alberts
et al., 2004). West-Brown et al. (2003) caution though that firewalls are
essentially useless if log files are not checked regularly for suspicious events.
To aid this, logging can be centralised and configured to send out alerts for
unusual activity (Penedo, 2006). These, together with other defensive tools,
help to identify and mitigate incidents (West-Brown et al., 2003).

For additional protection, the network and external connections should
be designed and operated redundantly (using multiple providers and high-
availability equipment) (West-Brown et al., 2003, pp. 162-163). Lastly, sys-
tems should be monitored, patched and updated regularly (Penedo, 2006;

West-Brown et al., 2003) using system administration tools.

6.2.7 System administration tools

This is a general category including tools for configuration, patch and user
management (Alberts et al., 2004) as well as host-based anti-virus and intru-
sion detection systems (Killcrece et al., 2003a; Northcutt, 2003). Tools for
managing system backups also fit into this category (Penedo, 2006).

e g. Snort: www.snort.org


www.snort.org
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6.2.8 Contacts database

Contact information for the team, partners and the constituency should be
stored in a contacts database or customer relationship management (CRM)
system (Cichonski et al., 2012; ENISA, 2006). This facilitates access to
centralised information which can be easily updated and shared across the
team. Some useful contact information to obtain includes the address, tele-
phone numbers, security contact name, email address, [P address range, and
a list of hardware and software in use for each organisation (Smith, 1994). All
information databases should be well protected to prevent exposure and/or
manipulation of data (West-Brown et al., 2003).

6.2.9 Other CSIRT tools and technologies

Less frequently mentioned tools and technologies are presented here for com-

pleteness without further discussion. These include

e information gathering tools like website watchers (ENISA, 2006; West-
Brown et al., 2003);

e data sharing tools, formats and standards such as the Incident Object
Description Exchange Format (IODEF) (Alberts et al., 2004; Cichonski
et al., 2012; ENISA, 2010); and

e a knowledge base of equipment, applications and vulnerabilities (Alberts
et al., 2004; Cichonski et al., 2012).

The above should be considered for applicability when establishing a specific
CSIRT.
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6.2.10 Organisational tools

Finally, some tools are not CSIRT-specific and will typically form part of the
infrastructure of the host organisation. These include systems or applications

for
e documentation and publication,
e decision support,
e finances and accounting,
e project planning and management,
e human resources,
e purchasing,
e clectronic evaluation or assessment, and
e report writing (Alberts et al., 2004).

If these tools are not provided by the host organisation, or if the CSIRT is
established independently, then the CSIRT staff will need to source them as

required.

6.3 Conclusion

In this chapter, CSIRT Services, Tools and Technologies were discussed. In
the first section, the three categories of services (i.e. reactive, proactive and
security quality management services) were described. The second section
investigated the tools and technologies required for a CSIRT in detail. These
include communication and cryptographic technologies as well as tools for
tracking and handling incidents. General hardware and software, network
and security devices, a contacts database and system administration tools
were also discussed. The section concluded with a brief discussion of less fre-
quently mentioned technologies and organisational tools that could be shared
by the CSIRT.

The following chapter will look at the requirements related to Partners
that are important to consider when establishing and operating a CSIRT.

Both internal and external partners will be investigated.
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Chapter 7

CSIRT Partners

Due to the nature of the Internet, incidents may occur within the constitu-
ency and affect external sites or vice versa; thus multiple sites and CSIRTs
need to cooperate in resolving these incidents (Brownlee & Guttman, 1998).
Furthermore, the effectiveness of the CSIRT can be improved by coordinating
and sharing information with partners. Thus, enabling access to additional
expertise and establishing a network of trust “to meet the needs of the in-
cident handling process” (Cichonski et al., 2012; West-Brown et al., 2003,
p. 103). The CSIRT will need to interact with various related groups while
performing incident management activities and related services (Brownlee &
Guttman, 1998). These groups typically include internal departments (from
the host organisation) as well as other CSIRTS, law enforcement and secur-
ity experts (Killcrece et al., 2003b). Killcrece et al. (2003b, pp. 104-105)
found that the majority of CSIRTSs share information with the CIO, the IT
department, law enforcement and other CSIRTSs.

This chapter briefly explores the various internal and external partners a

CSIRT may need to interact with as shown in figure 7.1.

7.1 Internal partners

“It is important to identify other groups within the organization that may
need to participate in incident handling so that their cooperation can be
solicited before it is needed” (Cichonski et al., 2012, p. 17). These internal
partners support the work of core CSIRT staff, effectively extending the team
(Killcrece et al., 2003a; Alberts et al., 2004). They are shown in table 7.1

ordered by number of references.
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External
Partners

Internal
Partners

Vendors,
media, law
enforcement,
etc.

Host
organisation
e.g. shared
services

other security
teams (CSIRTs,
WARPs, etc.)

Management,
operations,
executive

7

@ituency

(security
experts)

External sites,
IT staff,
ISPs

Figure 7.1: CSIRT partners (based on ENISA (2006, p. 36))

Table 7.1: Internal CSIRT partners
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7.1.1 Public relations

Public relations representatives are a useful interface to the media, particu-
larly when sharing information (Alberts et al., 2004) or for incidents that
may generate publicity (Cichonski et al., 2012). In addition, they can provide
public relations advice and training to the team (ENISA, 2010) and assist in
the development of information disclosure and crisis communication policies
and procedures (ENISA, 2010; Killcrece et al., 2003b).

7.1.2 IT administrators

As knowledge experts of their domains, system and network administrators
may assist in the containment or recovery of systems and related decision-
making (Alberts et al., 2004; Cichonski et al., 2012). Firewall administrators
and other security staff can also be used to alter firewall rules for example
(Cichonski et al., 2012). These staff can trigger incident response processes
through alerts from systems or examining log files (Northcutt, 2003). On the
other hand, administrators have the potential to disrupt incident responses
by alerting intruders or destroying evidence, due to the nature of their work
(Northcutt, 2003).

7.1.3 Legal council

Legal representatives can provide expertise in investigation, prosecution,
legal interpretation, forensics, liability determination as well as copyright
and privacy issues (Alberts et al., 2004, p. 129). They can provide advice
for compliance with relevant laws and regulations (ENISA, 2010; Killcrece
et al., 2003b) or when an incident may have legal implications (Cichonski et
al., 2012). Legal council can assist in developing and reviewing agreements
and other documents (Alberts et al., 2004; Killcrece et al., 2003b). They can
also be called upon when a customer or constituent of the CSIRT requests
legal advice (ENISA, 2010). Finally, this role can act as the contact for law

enforcement, involving them as required (Alberts et al., 2004).
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7.1.4 Risk management

Risk management includes business continuity planning and auditing. They
can help develop “threat metrics and risk assessments for constituency sys-
tems” (Killerece et al., 2003b, p. 74) and also act in a consultancy role
when incident response actions are planned, in order to minimise the disrup-
tion of business operations (Cichonski et al., 2012). Thus “incident response
policies and procedures should be in sync with business continuity processes”
(Cichonski et al., 2012, p. 18).

7.1.5 Human resources

Human Resources (HR) staff can assist with interviews, job descriptions and
even the realising of security training within the constituency (Killcrece et
al., 2003b). Additionally, HR personnel are typically involved in disciplinary
action taken on employees (Alberts et al., 2004; Cichonski et al., 2012) as
well as the development of associated policies and procedures (Killcrece et
al., 2003b).

7.1.6 Executive and management

Internal management is ultimately responsible for the CSIRT function; they
establish policies, budgets and staffing amongst other key tasks (Cichonski
et al., 2012). Close relationships with management and executives is there-
fore essential for a successful CSIRT. This includes a relationship with the
CIO/CISO, a role with security-related authority, who can escalate incidents
and preventative actions (ENISA, 2010). The CIO/CISO should additionally
be notified of incidents when they occur (Cichonski et al., 2012). Relation-
ships with upper management of constituency organisations, as well as other
business and functional units of the host organisation (especially the I'T de-

partment), are important (Alberts et al., 2004).

7.1.7 Other internal partners

Communications partners comprise technical writers, web developers and
trainers who can assist with related activities (Killcrece et al., 2003a, 2003b).
Facilities staff provide physical security and facilities management (Cichonski
et al., 2012) assisting with the physical building and accommodation related
matters. Internal security teams span both physical and cyber security and
should include existing security groups within the organisation (Killcrece et
al., 2003b).
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Finally, the help desk staff can act as the first point of contact for incident
reporting (Northcutt, 2003). When using this arrangement, the help desk
staff should be briefed on the kind of incidents that may be reported, as well
as trained in avoiding (not being susceptible to) social engineering attacks
(Northcutt, 2003).

The next section discusses the various external partners a CSIRT may

need to interact with, including situational examples for these engagements.

7.2 External partners

The Internet is a global network. Security incidents can therefore span coun-
tries and even continents. One team cannot stand alone in addressing them.
In order to effectively resolve these incidents, collaboration with external
partners is required. External partners can also be involved when aspects
of the incident (or the handling thereof) fall outside of the domain of the
CSIRT. This is particularly true of criminal activity where law enforcement
may be involved. In addition, the press may find out about an incident
necessitating interactions with the public relations office or even the media
directly.

External partners fall into two categories: trusted and general (Alberts et
al., 2004). Trusted external partners may include other CSIRTSs and vendors.
The general category would include third-party reporters, managed security
services providers (MSSPs), the media and law enforcement. A CSIRT must
cooperate with these partners because reports may come from outside of the
constituency; these parties may even initiate the response process (ENISA,
2010). A source from outside of the constituency may be the origin of mali-
cious activity and because of this, partners may be needed to help resolve the
incident (where possible) (ENISA, 2010). For example, an incident originat-
ing from a neighbouring country may require the assistance of the national
CSIRT and/or law enforcement. Lastly, CSIRTs can team up to resolve in-
cidents of global scale such as large virus outbreaks or distributed denial of
service attacks (e.g. the 2013 Spamhaus attack).

External parties could be involved in the incident response process by
either reporting incidents, being notified of security-related events, asking
for help and/or being requested to provide assistance (Alberts et al., 2004).

These parties are shown in table 7.2 together with the authors referring them.
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Table 7.2: External CSIRT partners
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7.2.1 Other security teams (CSIRTS)

“Relationships with other CSIRTs and security organizations can facilitate
the sharing of response strategies and early alerts to potential problems”
(Killerece et al., 2003b, p. 12). Furthermore, they can provide an interface to
legal agencies, law enforcement and /or external sites involved in incidents (as
victims or sources) (Killerece et al., 2003b). Joining initiatives like FIRST
and Trusted Introducer (TI) can aid in soliciting cooperation with other
CSIRTs (ENISA, 2006). The goals of FIRST specifically include information
sharing between CSIRTSs and collaborative assistance in resolving incidents
via a network of coordination (Killcrece et al., 2003b). These initiatives
further encourage the establishment of trust relationships between CSIRT's
(West-Brown et al., 2003) and cooperation with registered vendors (Smith,
1994).

7.2.2 Law enforcement

Law enforcement can provide legal assistance and response when criminal
activity is suspected (West-Brown et al., 2003). In the cases where the CSIRT
wishes to report an incident to law enforcement, an understanding of applic-
able laws and related legal issues is essential (Killcrece et al., 2003b). Legal
council can assist with this. The CSIRT in turn may advise law enforce-
ment on the technical details of cyber attacks related to criminal activity
(Brownlee & Guttman, 1998). Cooperation with law enforcement can also
help to raise awareness within the community regarding prevailing incidents

as well as the exchange of statistics (West-Brown et al., 2003, p. 118).

7.2.3 Security experts

Security experts include trusted members of the constituency, the parent
organisation or service providers (Smith, 1994; West-Brown et al., 2003).
They can be called upon to assist in areas outside of the expertise of CSIRT
staff (e.g. digital forensics) or for extending staff in times of crisis (West-

Brown et al., 2003)
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7.2.4 Vendors

Vendors play a special role if vulnerabilities of their product(s) are involved
(Brownlee & Guttman, 1998). They may analyse the problem, suggest fixes
or workarounds, provide patches and test possible solutions (Brownlee &
Guttman, 1998) from the perspective of understanding the threat environ-
ment (Cichonski et al., 2012). Cichonski et al. (2012) caution though that
when dealing with vendors, the principle of minimum disclosure should be

followed.

7.2.5 Service providers

Service providers can be called on to block major attacks or trace the origin
of an incident (Cichonski et al., 2012). They can further be asked to monitor
incident activity, filter network traffic or save and archive related data (e.g.

log files) (ENISA, 2010).

7.2.6 External sites

External sites include affected parties, owners of attacking addresses or at-
tack targets (Cichonski et al., 2012; ENISA, 2010). They should be notified
of incidents and advised on possible remedial actions (Cichonski et al., 2012;
ENISA, 2010). Real (or suspected) criminals should not be directly contac-
ted but rather referred to law enforcement (ENISA, 2010).

Partners and their “networks” provide links to other external parties by sup-
plying contact information or contacting Internet service/content providers
directly for reporting incidents (ENISA, 2006, 2010). They may also request
information (possibly for their own coordination of incident response) and
provide or inquire for advice on addressing incidents (Alberts et al., 2004).
These may include complaints from external sites or incidents originating
from outside of the constituency (ENISA, 2010). To facilitate this, contracts
or other agreements may be required (Cichonski et al., 2012; Brownlee &
Guttman, 1998). Higher level CSIRTS, such as national CSIRTSs, may also
have requirements for reporting incident activity to them. CSIRTSs can also
act as a coordination point between external parties and their constituency
(West-Brown et al., 2003, p. 13). Finally, partners like ISPs and law enforce-
ment agencies can help provide or obtain information needed to resolve an
incident (ENISA, 2010).
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7.3 Conclusion

This chapter discussed the various internal and external Partners with which
the CSIRT may interact. The partners in both categories were listed and
their roles briefly discussed. Primary internal partners include other groups
within the CSIRT host organisation such as human relations, media liaisons,
IT administrators and management. Other CSIRTs and law enforcement
are the main external partners that the CSIRT is likely to engage with.
The remaining primary external partners were revealed to be vendors, ISPs,
security experts, external sites and the press. Depending on the environment
and nature of the specific CSIRTS’ activities there may be varying degrees of
interaction with these partners.

This chapter concludes Part II, Related Work, by completing the four
Ps requirements for establishing a CSIRT as uncovered from the literature.
The next chapter marks the start of the Model Development, Part III, by
revealing the relationships and links between the requirements from each
of the Ps. This is used as the basis for developing the generic model for
establishing a CSIRT in chapter 9.
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Chapter 8
Integrating the Four Ps

The previous chapter marked the end of the Related Work part by revealing
the various partners a CSIRT may need to work with in order to get the
job done. Together with the three chapters before it, this completes the
four Ps requirements for establishing a CSIRT from literature, providing the
necessary background for model development.

In this chapter, the four Ps are brought together showing their relation-
ships from a CSIRT perspective using the previous chapters as the building
blocks. Although all of the primary relationships are explored, the focus is on
the relationships related to establishing a CSIRT, with operational links as a
secondary outcome. The connections related to establishment are therefore
highlighted using bold text in the figures and additionally reflected in the
section headings and summary.

The chapter commences by exploring the relationships between People
and the other Ps — Processes (including Policies), Product and Partners in
sections 8.1, 8.3 and 8.4 respectively. This is followed by the connections
between Processes and Partners in section 8.5. Lastly, sections 8.6 and 8.7
uncover the links between Products and Processes, and Products and Part-
ners to complete the relationships. In conclusion, a short discussion and

summary of the findings is presented.
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8.1 People and Processes

This section starts off the chapter by describing the relationship between
the first two Ps: People and Processes. Although policies are distinct from
processes, as defined in the introduction to chapter 5, they are also closely

related. Policies were therefore grouped with processes as part of the same
CLP’? .

8.1.1 People develop policies & processes

Policies and processes are developed and reviewed from time-to-time by people
(Smith, 1994). In addition, policies and processes should be published, com-
municated and understood by both the CSIRT and the constituency (Cichonski
et al., 2012; Smith, 1994; West-Brown et al., 2003). This understanding en-
sures appropriate actions by staff (Smith, 1994) and realistic expectations
from the constituency (West-Brown et al., 2003).

Staff follow processes (ENISA, 2010) in order to provide consistent ser-
vices to the constituency (Alberts et al., 2004) aligned with expectations set
forth in policies (ENISA, 2006). This contributes to building trust between
the constituency and the CSIRT (Smith, 1994). Without policies and pro-
cesses, people (staff and the constituency) will make up their own rules
(Killcrece et al., 2003b). This clearly puts the success of the security in-

cident response capability at risk.

8.1.2 Policies & processes formalise the team

Policies and their accompanying processes direct staff effort towards task
completion (Guttman & Roback, 1995) and help the CSIRT focus on relevant
requests and events during incident handling (Alberts et al., 2004; ENISA,
2006). Boundaries are defined by policies (West-Brown et al., 2003), and pro-
cesses specify the specific actions undertaken (Smith, 1994) to comply with
organizational and service requirements (Cichonski et al., 2012; Guttman &
Roback, 1995; West-Brown et al., 2003). They describe the associated roles,
responsibility and accountability of the various participants (Alberts et al.,
2004; Cichonski et al., 2012; West-Brown et al., 2003); covering the “who”
aspects of various CSIRT services (Guttman & Roback, 1995) and thereby
formalizing the team (Killcrece et al., 2003a).
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Processes facilitate pre-determined, rapid and consistent response to in-
cidents (Cichonski et al., 2012; West-Brown et al., 2003) reducing the risk of
incidents running out of control by delayed handling. They guide and support
staff through the incident handling process (Alberts et al., 2004) and reduce
the risk of human error (West-Brown et al., 2003). Finally, policies and
related documentation (e.g. contracts and agreements) can facilitate timely
responses by including CSIRT-to-constituency and constituency-to-CSIRT
response times (ENISA, 2006).

The relationships described in this section are shown in figures 8.1 and 8.2.

develop & review, follow

Policies &

People direct & focus, specify actions, set boundaries Processes

N

consistent & timely response, reduce human error

formalise team, roles & responsibilities

Figure 8.1: Links between People and Policies & Processes

Constituency

Expectations
Trust

Relevancy
Consistency

Timely response
Appropriate actions

People <« » Processes

Figure 8.2: People, Processes and Constituency relationships
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8.2 Product: Services, Tools & Technologies

Before moving on to the relationship between People and Product, it seemed
necessary to distinguish between two categories of Product: Services, and
Tools and Technologies. This section briefly describes the connections between
the two categories before progressing to describe the respective relationships

of each to People.

8.2.1 Services dictate required tools & technologies

While most of the services described in section 6.1 (page 77) utilise tech-
nologies in some form, some direct associations have been identified. These
include the obvious technology-related services (e.g. technology watch, con-
figuration and development of security tools, etc.).

The incident handling service can benefit from the use of a ticketing/
tracking system (ENISA, 2006). The triage function typically allocates a
tracking number to an incident report (West-Brown et al., 2003). As pre-
viously mentioned (in section 6.2.3, page 85), this facilitates handover of
incident reports to other staff (Killcrece et al., 2003b) as well as coopera-
tion between CSIRTs (Brownlee & Guttman, 1998). Furthermore, tracking
numbers are also useful for recording announcements (West-Brown et al.,
2003). The incident handling (ticketing) system can include email/web in-
tegration for automatic reporting (ENISA, 2010), information collection and
event correlation (West-Brown et al., 2003). This system should additionally
be integrated with a database for storing incident-related data (Killcrece et
al., 2003a; Penedo, 2006) and keeping track of changes (West-Brown et al.,
2003). This data repository is populated by the triage function with infor-
mation (optionally encrypted and/or verified) for later access (West-Brown
et al., 2003). Equipment and applications provide access to, and possible

hosting of, this data repository and knowledge base (Cichonski et al., 2012).
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8.2.2 Tools & technologies are needed for providing

services

Incident reports (as a trigger to the incident handling service) are received
from the constituency and partners via phone, fax, email and web forms
(ENISA, 2006). Similarly, these technologies are used to provide incident
response and coordination services (Killerece et al., 2003b). Communication
technologies are required for security-related education and awareness ser-
vices including information dissemination and answering constituency ques-
tions (Cichonski et al., 2012; Killcrece et al., 2003a). Advisories should be dis-
tributed using automated methods wherever possible (Cichonski et al., 2012)
and mailing lists can be utilised by a technology watch service (Killcrece
et al., 2003a). Test equipment and lab facilities support services such as
artefact analysis (Killcrece et al., 2003a; West-Brown et al., 2003). Service
functions can also be triggered by technologies (e.g. intrusion detection sys-
tems) (West-Brown et al., 2003).

These relationships are summarised in figure 8.3.

determine required

q

technology watch, configuration & maintenance
Tools &

Services .
Technologies

facilitate/support, required for providing

N

trigger (e.g. IDS), enable reporting & coordination

Figure 8.3: Links between Services and Tools & Technologies

The next section will investigate the links between People and Product (i.e.

Services, and Tools and Technologies).

8.3 People and Product

This section explores the relationship between People and Services as well as
the relationship between People, and Tools and Technologies, respectively.
Both of these facilitate interactions with the constituency and partners as

shown in figure 8.4 and described next.
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Constituency
+ Partners

/ Technology:
/ Communication

/ Reporting & Escalation
Contact information

Services:
Data presentation
Enable coordination

People <« »  Product

Figure 8.4: People, Product, Constituency and Partner relationships

8.3.1 People identify and develop tools & technologies

People need to communicate; the CSIRT needs to interact with the con-
stituency and coordinate/cooperate with partners in order to deliver services
(Killerece et al., 2003a). Communication technologies facilitate these inter-
actions (Alberts et al., 2004).

CSIRT staff identify, organise (e.g. configure and maintain) and use tech-
nical resources to provide security incident response services (Alberts et al.,
2004; ENISA, 2006). This includes the development and testing of incident
handling tools (Alberts et al., 2004) and the receiving of incident reports from
the constituency (via phone, fax, email and/or web forms) (ENISA, 2006).
Associated contact information is typically stored in a database for conveni-
ent, readily-available access, simplifying incident reporting and escalation
(Cichonski et al., 2012; ENISA, 2006; Smith, 1994). Tools and technologies

can also be used to generate reports for management (see section 6.2.3).
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8.3.2 People specify services

CSIRT staff provide defined services to the constituency (customers of these
services) (Brownlee & Guttman, 1998). How services are performed depends
on who performs them (Alberts et al., 2004). The size, available expertise
and skills of the team (Penedo, 2006) (i.e. human resources) influences the
quantity, type and depth of services that can be provided. Furthermore, in
addition to customers and partners, people from the CSIRT itself can trigger
service functions (West-Brown et al., 2003).

The links between people, technology and services are shown in figure 8.5.
The following sections reveal additional relationships from services, tools and

technologies to people.

develop & test as part of

Services

People = ——use—>» Technology ~to provide

Figure 8.5: Connections between People, Technology and Services

8.3.3 Tools & technologies influence staff numbers

Tools and technologies simplify the work done by incident handlers by auto-
mating tasks and subsequently reducing the staff load (Smith, 1994) and risk
of human error (West-Brown et al., 2003). These mechanisms can include
the pre-processing of information (Smith, 1994) as well as selecting inter-
esting events from logs and security software for human review (Cichonski
et al., 2012). Automated tools can help address the vulnerability of CSIRT
staff for making mistakes due to the high-stress situations and associated
responsibility of the work they do (West-Brown et al., 2003, p. 150). Fur-
thermore, tracking and ticketing systems facilitate the handover of incident
reports to other staff (Killcrece et al., 2003b). Together with the links iden-
tified in the previous section, the relationship between People, and Tools and

Technologies is depicted in figure 8.6.
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identify, organise & use, develop & test

communicate via

Tools &
influence staff numbers Technologies

(support, automate tasks & reduce load)

People

facilitate staff handover, reporting

Figure 8.6: Links between People and Tools & Technologies

8.3.4 Services define staff requirements

It has already been mentioned that people influence the quantity and type
of services that can be provided. These services in turn partly determine the
technical staff requirements (ENISA, 2006) including specialised skills (sec-
tion 4.3, page 55). This is especially true of the triage function which can be
executed by people internal to the CSIRT (e.g. incident handlers) or by an
external help desk (Killcrece et al., 2003a, pp. 35-36). Clearly, without suffi-
cient resources (staff and funding), services cannot be provisioned (Killcrece
et al., 2003a).

Proactive services, with supporting technologies, can be used to present
incident activity statistics to management (Smith, 1994). These services ad-
ditionally enable coordination and facilitation of interactions between vari-
ous parties (ENISA, 2006; Killcrece et al., 2003a). The relationships between

services and people as uncovered in these sections are shown in figure 8.7.

provide, trigger

determine quantity & type

People Services

influence staff requirements

statistics & data, enable coordination

Figure 8.7: Links between People and Services

The next section explores the relationship between People and Partners.



CHAPTER 8. INTEGRATING THE FOUR PS 113

8.4 People and Partners

From chapter 7 we see that people identify and interact with partners in sev-
eral ways including escalating to them when applicable/appropriate (e.g. law
enforcement, other CSIRTSs). Partners also assist CSIRT staff. For example,
human resources can deal with people issues; partners can also provide ex-
pertise and legal advice. They can aid with communications to/from the
constituency (e.g. through a help desk as the first point of contact). This

section explores these relationships in more detail.

8.4.1 People identify and coordinate partners

Trusted relationships are required with both internal and external partners
(Cichonski et al., 2012) facilitating the exchange of sensitive information
(Smith, 1994). These contacts and relationships should ideally be identified
and developed in advance of when they might be required (West-Brown et
al., 2003, p. 51).

CSIRT staff may be required to “coordinate response activities with in-
ternal departments and externally with other CSIRT's, law enforcement agen-
cies, and security experts” (Killcrece et al., 2003b, p. 104). These partners
can also assist in times of crisis (West-Brown et al., 2003, p. 51) by relieving
the workload and/or providing specialist skills (Cichonski et al., 2012). Other
external partners the CSIRT may be required to collaborate with include the
media and service providers (ENISA, 2010).

The CSIRT can further act as a coordination point between the con-
stituency and external parties (e.g. security or legal agencies) (Killcrece
et al., 2003b; West-Brown et al., 2003). Therefore, the constituency need
to understand partner interactions, particularly to address concerns of in-
formation disclosure (West-Brown et al., 2003). Lastly, to resolve multi-
domain incidents, cooperation between sites/customers and CSIRTS is re-
quired (Brownlee & Guttman, 1998).

These connections are shown in figure 8.8.

8.4.2 Partners supplement and advise people

Other response teams can provide mutual support and technical expertise to
the CSIRT complementing existing staff numbers and skills, and addressing
deficiencies (Brownlee & Guttman, 1998; West-Brown et al., 2003).
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Constituency

Trust
Interaction
Coordination
Collaboration

Information disclosure

People <« » Partners

Figure 8.8: Connections between People, Partners and the Constituency

Supplementary staff can consist of people from the host organization (in-
ternal partners), the constituency, and external partners (including service
providers) (Killcrece et al., 2003b; West-Brown et al., 2003). Internal part-
ners such as technical writers, public affairs officers as well as legal and human
resources consultants can support the work of CSIRT staff (Killcrece et al.,
2003a). CSIRT management typically coordinates these interactions (Alberts
et al., 2004). Moreover, the organizational help desk can possibly be used as
the initial point of contact for incident reporting (Northcutt, 2003).

The links which have been uncovered in this section are depicted in fig-

ure 8.9.

coordinate, identify and interact with

=== trust, collaborate, disclose information =)

relieve workload, provide specialist skills & expertise

People Partners

N

supplement and advise

Figure 8.9: Links between People and Partners
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The connections between Processes (including Policies) and Partners are re-

vealed next.

8.5 Processes and Partners

This section describes the links from Policies and Processes to Partners and
vice versa. As people develop these policies and processes, this section is
brought together with the previous sections by identifying the triad of rela-

tionships between People, Processes and Partners.

8.5.1 Policies & processes define partner relationships

CSIRT preparation should include policies and procedures for communicat-
ing with outside parties (both internal and external partners) (Cichonski et
al., 2012). Policies and procedures specify cooperation with external parties
and include associated expected levels of service (West-Brown et al., 2003).
Information sharing, non-disclosure and reporting agreements may be needed
for partner interactions (Cichonski et al., 2012). Peering agreements can be
established with partners (Brownlee & Guttman, 1998) who can even re-
port events that initiate the incident response process (i.e. trigger services)
(ENISA, 2006).

8.5.2 Partners help develop policies & processes

Incident handling process participants may extend beyond the CSIRT to
multiple divisions and external organisations (Alberts et al., 2004). Existing
teams or groups within the organisation, who may participate in or even
initiate the process, should be identified and their cooperation solicited before
it is required (Cichonski et al., 2012). Policies and processes typically dictate
how these internal partners will work together with the CSIRT (Killcrece
et al., 2003a) and can include guidelines for inter-departmental cooperation
(Northcutt, 2003).

In addition, the public affairs office, legal department and management
should be consulted by the team when establishing policies and procedures
for information sharing (Cichonski et al., 2012). “Legal guidance should be
incorporated into all incident response policies and procedures” (Killcrece et
al., 2003b, p. 113).
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Public/media relations staff assist in the development of information dis-
closure and crisis communication policies and procedures (ENISA, 2010;
Killerece et al., 2003b). In addition, human resources staff are typically
involved in disciplinary action taken on employees and the development of as-
sociated policies and procedures (Alberts et al., 2004; Killcrece et al., 2003b).

These links revealed between policies and processes, and partners, are

shown in figure 8.10.

guide communications & cooperation

define the relationship
Policies & (provide framework & agreements for interactions,
Processes service levels and reporting requirements) Partners

participate in, initiate, understand

<

help develop, consulted when input required

Figure 8.10: Links between Policies & Processes and Partners

Policies should be shared with other CSIRTSs for input based on their experi-
ences (Smith, 1994). For incident response teams to cooperate and trust each
other, an understanding of each other’s policies and integrity is important
(Smith, 1994). This facilitates the exchange of sensitive information.

Processes can call for coordination to resolve incidents (ENISA, 2006) and
together with policies specify how, when and at what level interactions with
other sites, CSIRTS, law enforcement and the media occur (Killcrece et al.,
2003b). For example, IT staff, dealing with the configuration, maintenance
and management of systems, can be involved in the technical response pro-
cess (Alberts et al., 2004, p. 97). Regarding law enforcement, policies and
procedures dictate when and how incidents should be reported to law enforce-
ment (Cichonski et al., 2012) as well as which and how much information
will be shared with them (West-Brown et al., 2003).

These connections are shown in figure 8.11. The following section ex-
plores the relationship between the Processes “P” (including Policies) and

the Product “P”, i.e. Services, Tools and Technologies.
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Processes

Vi
// Understanding
/ Facilitates trusts &

/ information sharing
/

Reporting guidelines

How cooperate / collaborate

People <« » Partners

Figure 8.11: Connections between People, Partners and Processes

8.6 Processes and Product

This section uncovers the relationships between Processes (including Policies)

and Services as well as Processes, and Tools and Technologies.

8.6.1 Policies & processes describe services

Policies and processes include an advertised description of services (Killcrece
et al., 2003a). Policy dictates which services take priority when resources
are limited (e.g. incident handling takes precedence over technology watch
or awareness building) and can include process relationships to services (e.g.
media interaction is related to incident handling) (West-Brown et al., 2003).

Additionally, successful services are based on appropriate policies and
procedures (West-Brown et al., 2003); workflows, for instance, improve the
quality and efficiency of services (ENISA, 2006). Thus processes, by their
very nature, improve service response.

These links can be seen in figure 8.12.
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describe (incl. priorities and relationships)

Policies & improve response / quality of

Services
Processes

are based on

Figure 8.12: Links between Policies & Processes and Services

8.6.2 Tools & technologies automate processes

Policy requires visibility in order to be effective (Guttman & Roback, 1995).
Technologies, particularly communication mechanisms, make it possible to
market and distribute policies and processes to the constituency and other
parties the CSIRT may interact with (Smith, 1994). In section 6.2 (page 82)
it is further argued that tools and technologies are used to complement pro-

cesses (for example by automation).

8.6.3 Policies & processes guide the development of

tools & technologies

Policies and processes also support tools and technologies. This includes:
guiding the design and configuration of automated tools (Alberts et al., 2004),
system management and backup strategies (Smith, 1994), cryptographic key
management (West-Brown et al., 2003) and logging systems (Cichonski et al.,
2012). Moreover, security policies and best current practices should be fol-
lowed by CSIRT staff when establishing and managing resources, equipment
and infrastructure (Alberts et al., 2004).

The links from these two subsections are shown in figure 8.13.

make visible (communicate), automate

Tools & Policies &

Technologies Processes
guide design, configuration and management of

Figure 8.13: Links between Policies & Processes and Tools & Technologies
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8.7 Product and Partners

8.7.1 Services influence required partners

The selected CSIRT services influence required partnerships (West-Brown
et al., 2003). Firstly, service functions can by triggered from the CSIRT
itself, constituents or other parties (including partners) (West-Brown et al.,
2003). Secondly, collaboration with trusted partners can expedite the re-
sponse process, thereby enhancing service delivery (Cichonski et al., 2012).
Lastly, incident response coordination involves the facilitation of interactions

between involved parties (Killcrece et al., 2003a).

8.7.2 Partners provide skill and expertise to services

Partners may participate in (or collaborate to provide) services. To illustrate,
external experts can be called upon for assistance during incident response
to provide specialised platform or operating system support (Killcrece et al.,
2003a). Sharing the analysis process with other ezpert groups is desirable in
order to learn from them (gain from their knowledge and mutually enhance
human capital development) (West-Brown et al., 2003).

Figure 8.14 highlights the links between Services and Partners.

influence required, facilitate interactions with

q

Services Partners

participate in, expedite & enhance

N

provide specialist skills, expertise and learning

Figure 8.14: Links between Services and Partners
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8.7.3 Tools & technologies enable partner interactions

Technologies are used to coordinate and aid interactions with partners (in-
cluding other teams) and outside parties (including victims) (ENISA, 2006).
These include communication mechanisms (web forms, email, etc.) (Cichonski
et al., 2012), data sharing tools (Alberts et al., 2004) and unique ticket num-
bers issued by tracking systems (Brownlee & Guttman, 1998). Cooperation
and coordination is facilitated by trusted communication and information
distribution channels (Alberts et al., 2004; ENISA, 2010).

Furthermore, technologies can be used to find contact information for ex-
ternal parties (ENISA, 2006). The Réseaux IP Européens (RIPE) database!
for example, allows incidents to be routed to the correct CSIRT by providing
abuse contact details. Furthermore, partner contact information is typically
stored in a contacts database (Cichonski et al., 2012; ENISA, 2006).

8.7.4 Partners supplement tools & technologies

Partners can assist with providing or recommending CSIRT tools and technol-
ogies (via mechanisms such as the ENISA Clearinghouse for Incident Hand-
ling Tools (CHIHT)?). They can also be approached to assist with analysis
and testing if the CSIRT does not have access to the needed equipment
or technologies (Killcrece et al., 2003a) thereby addressing CSIRT technical
deficiencies.

The links between Partners, and Tools and Technologies can be seen in
figure 8.15.

enable interactions with

(via communications, data sharing and tracking systems)

Tools & contact information

. Partners
Technologies

provide, recommend and supplement

Figure 8.15: Links between Partners and Tools & Technologies

http://www.ripe.net/data-tools/db
’https://www.enisa.europa.eu/activities/cert/support/chiht
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This section marks the end of the uncovering of the relationships between the
four Ps as the links from each “P” to every other “P” have been revealed. The
next section will summarise the findings, showing the primary links between
the Ps related to CSIRT establishment, and concluding the chapter.

8.8 Discussion

This chapter uncovered the relationships between the four Ps in detail. The
relationships relevant to establishing a CSIRT can be summarised as follows
(see figure 8.16):

e People develop Policies and Processes; Policies and Processes formalise

the team.

e Services determine which Tools and Technologies are needed; Tools and

Technologies are required for providing Services.

e People identify and develop Tools and Technologies; Tools and Tech-

nologies influence staff numbers.

e People determine the quantity and type of Services; Services define staff

requirements.

e People identify and coordinate Partners; Partners supplement and ad-

vise People.

e Policies and Processes define the relationship with Partners; Partners

provide input to and/or help develop Policies and Processes.

e Policies and Processes describe Services; Services are based on Policies

and Processes.

e Policies and Processes guide the development of Tools and Technologies;

Tools and Technologies are used to communicate Policies and Processes.

e Partners provide skills and expertise to Services; The selection of Ser-

vices influences the required Partners.

e Partners supplement Tools and Technologies; Tools and Technologies

enable interaction with Partners.
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Figure 8.16: The relationships & interactions between the four Ps
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8.9 Conclusion

These themes and accompanying explanations enable an holistic view when
considering CSIRT requirements. They help to ensure that nothing is left out,
enhancing the odds of success of the team and acceptance by the constituency.
This means better incident response service delivery and ultimately a safer
Internet for everyone.

The next chapter will build on the relationships by developing a generic
model that can be used when establishing a CSIRT.
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Chapter 9

Model for establishing a CSIRT

“To gain the greatest benefit from the use of the four
Ps, organizations should determine the roles of pro-
cesses and people, and then implement the tools to
automate the processes, facilitating people’s roles and
tasks. The best way of achieving this is to develop a
model or architecture based on these principles.”

—Hunnebeck (2011, p. 61)

The basic requirements for establishing a CSIRT were explored, together with
detailed requirements in four areas, namely People, Processes, Products and

Partners, in the previous chapters as follows:
e Chapter 3: Business requirements. These were grouped under

— environment,

— constituency,

— funding,

— legal considerations, and

— authority.
e Chapter 4: People: Team model and Staff.
e Chapter 5: Policies and Processes.
e Chapter 6: Services, Tools and Technologies.
e Chapter 7: CSIRT Partners.

Chapter 8 subsequently highlighted the relationships between the Ps which

were uncovered during the literature review.
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This chapter aims to develop a model for establishing a CSIRT based on
this information. We achieve this by looking at each of the basic (busi-
ness) requirements in turn, showing the relationships to other areas. This is
then combined with the interactions between the four Ps, from the previous
chapter, to form a big picture (i.e. holistic) model for establishing a CSIRT.
An ITIL approach is used to provide the basic structure for the model as
described next.

Hunnebeck (2011, p. 61) recommend that five areas need to be considered

when designing a management architecture, namely

e business,
e people,

® processes,
e tools, and

e technology.

Furthermore, these areas should be designed top down and implemented
bottom up as shown in figure 9.1. Considering the aim of this dissertation
to develop a model for establishing a CSIRT, the emphasis will be on the

top-down design process.

Business requirements

People, roles and activities

design

Processes and procedures

implement——»

Management tools

Technology

Figure 9.1: ITIL business-driven technology management (Hunnebeck, 2011,
fig 3.11, p. 62)

In the context of CSIRT development, services and partners are notably
missing from figure. To ensure a holistic view, these will be included on the

sides of the figure as areas of “parallel development”.
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In addition, tools and technologies are combined into one group to match
the approach used so far in this dissertation. The amended figure is used as

a framework for the rest of the model development as shown in figure 9.2.

Business requirements
<> Team model and Staff >
0 v 2
u . .
S o> Policies and Processes > 5
3 ; g
> Tools and Technologies <>

Figure 9.2: Framework for the CSIRT model (by author)

(based on figure 9.1 with the addition of partners and services on the sides)

The model should be read following this framework, paying attention to the

following;:

1. By executing the top-down approach, the requirements for services
and partners are addressed in parallel with the team model and staff,
policies and processes, and tools and technologies. This is because ser-
vices and partners have interactions with all these other areas through-
out the establishment exercise (as shown in chapter 8). Thus, it was
decided to develop them iteratively, progressing through the sub re-

quirements as applicable.

2. The relationship summary between any two areas is only mentioned
once (in figures at least). For example, the relationship between the
environment and the constituency is only mentioned in the environment
section and not repeated in the constituency section. This is done to
avoid duplication and preserve space. Furthermore, it has no effect on

the final model, where all the links are brought together in any case.



CHAPTER 9. MODEL FOR ESTABLISHING A CSIRT 128

9.1 Business requirements

The basic requirements for CSIRTs were explained in section 3.2.1 (page 36)
under the headings of the environment, constituency, funding, legal consid-
erations and authority (shown in figure 9.3). Figure 9.4 shows where these
requirements fit into the framework. Each of these are discussed in turn in the

following sections, highlighting the factors relevant to model development.

Business requirements

Legal Authority

Funding Environment Constituency

Figure 9.3: CSIRT Business requirements

Business requirements

v v v

Team model and Staff

v

A
\ 4

A
\ 4

A
\ 4
Partners

(%]
8
S o Policies and Processes
4 !
<> Tools and Technologies <>

Figure 9.4: Framework showing the CSIRT Business requirements
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9.1.1 Environment

To determine the environment, as argued in section 3.2.1 (page 36), the

following questions need to be answered:
1. What type of CSIRT is it?

(a) Is it a national, sector or individual CSIRT?
(b) To which sector does the CSIRT belong (if applicable)? Is it an

e academic,

e CIP/CIIP,

e government,

e military,

e SME, or

e other (e.g. banking) CSIRT?

(c) Alternatively, which type of individual CSIRT? Is it a

e commercial,
e vendor,
e internal, or

e other (e.g. ISP) CSIRT?
(d) Some examples include (not prescriptive):

e An NREN CSIRT is an academic sector (research and educa-
tion) CSIRT.

A bank CSIRT is an internal individual CSIRT (stand alone
or under a banking (other) sector CSIRT if there is one).

e A university CSIRT is an internal individual CSIRT (usually

under an academic sector CSIRT).

A law enforcement CSIRT could be an internal, government

sector or other CSIRT depending on the specific environment.

The South African Cybersecurity Hub is a national CSIRT
(Grobler, Vuuren, & Leenen, 2012).
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2. What geographic area will be covered by the CSIRT?

A global or regional CSIRT has very different implications on the con-
stituency and services, for example, than an internal CSIRT for a single
site. These include time-zones (hours of operation), languages, viable
services and other issues. In addition, a CSIRT can span single or
multiple cities, provinces or even countries. The geographic area has a

significant influence on the team model selection.
3. Which organisational model(s) will the CSIRT use? Will it be

e independent — with its own management and employees,

e embedded — hosted in an existing organisation,
e independently distributed among campuses, or
e voluntary — made up of team members from the community?

Answering these questions provides a mission for the CSIRT and subsequently
reveals the constituency. The answers also partly determine the team model
and services provided by the CSIRT. The mission and goals of the CSIRT
are important inputs to policies and processes (see chapter 5, page 59). The
environment additionally scopes the legal considerations by revealing applic-
able laws and regulations (see section 9.1.4).

These associations are summarised in figure 9.5. Clearly, determining the

environment is the first step for establishing a CSIRT.

scopes . reveals
Environment

A TN

helps determine influences mission,

/ goals

Services

Figure 9.5: Links to/from the Environment

h

Constituency

v

Legal

Team model
+ Staff

SRR
\‘ Policies &
o

Processes
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9.1.2 Constituency

Once the CSIRT sector and geographic region (i.e. environment) is identi-
fied, the constituency can be defined by one or more of the following (see

section 3.2.1, page 38):
e [P address range,
e domain name,
e autonomous system number(s), and/or
o free text.

The relationships between the constituency and the four Ps are shown in
figure 9.6.

influences . needs determine Tools &
Constituency > .
Technologies

skilled experts

l

Team model
+ Staff

N

Services

Figure 9.6: Constituency relationships

Together with the environment, the constituency influences the services that
will be provided by the CSIRT. The team model additionally depends on the
accessibility of skilled experts from the constituency, and/or partners, who
can extend the team (see section 4.1, page 45 and section 4.2.2; page 51).

Section 6.2 revealed some important links between the constituency, and
tools and technologies. Specifically, that the required communication mech-
anisms are determined by the needs of the constituency (page 83).

Other links to the constituency are not related to the establishment pro-

cess and are therefore not discussed here.
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9.1.3 Funding

As part of establishing a CSIRT, the source(s) of funds need to be identified
(ENISA, 2006, p. 19). Section 3.2.1 (page 39) provided four main options:
existing resources, paid membership, project subsidy and/or paid for ser-
vices. Clearly, income relies on the environment as well as the nature of the
constituency (e.g. whether they would be willing to pay for CSIRT services).

In section 3.2.1 it was argued that the main contributors to CSIRT ex-
penses are the hours of operation and staff salaries. Conversely, the avail-
able budget determines how many people can be employed (and at which
skill level). Thus, the team model and staffing decision go hand-in-hand
with funding, determining the primary costs. The other area influenced by
funding is the equipment required by the CSIRT.

The primary relationships involved in determining the budget and con-
tributing to the corresponding income and expenditure are shown in fig-
ure 9.7.

Environment Constituency
[
revenue
model
hours of l
operation .
Team model «—— Funding / . Tools &
+Staff —— > Budget equipment | Technologies
salaries,

skills, numbers

Figure 9.7: Links to/from Funding/Budget

9.1.4 Legal considerations

As noted in section 3.2.1, relevant laws are dependent on the CSIRT en-
vironment. A global CSIRT requires a different understanding of laws and
regulations as compared to a CSIRT operating in a single country. (Although
at least an awareness of the most important laws affecting external partners

is required.) This relationship to the environment is shown in figure 9.5.
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When establishing a CSIRT, legal advice should be sought on the rel-
evant laws detailed in section 3.2.1 (page 40). Legal council and law en-
forcement partners can advise on compliance to these laws or regulations
(see section 7.1.3, page 96 and section 7.2.2, page 100). The link between

partners and legal considerations is shown in figure 9.8.

advise on

‘—.
Legal compliance Partners

Figure 9.8: Partners advise on Legal compliance

9.1.5 Authority

The nature of the constituency determines the type of authority which the
CSIRT may exercise over the constituency. Figure 9.9 shows this link. Once
the type of authority — full, shared, indirect or none (section 3.2.1, page 40)
— has been determined, it needs to be communicated back to the constitu-
ency. Previously, in the same section, it was also argued that CSIRT man-

agement staff must support the authority relationship.

) determines .
Authority «——— Constituency

Figure 9.9: Link from the Constituency to Authority

9.2 Services

In section 3.1 (page 32) it was noted that service definitions are dependent
on the constituency as well as financial and human resources. Clearly, before
services can be defined, an understanding of needs and expectations of the
constituency as well as the budget are required. These dependencies are

portrayed in figure 9.10.



CHAPTER 9. MODEL FOR ESTABLISHING A CSIRT 134

Fundin resources ﬁ _
E Services ¢ needs .& Constituency
Budget g expectations

Figure 9.10: Links to/from Services

A 4

“In a perfect world the funding would be adapted to the needs of the con-
stituency, but in reality the portfolio of services that can be provided must
adapt to a given budget. So it’s more realistic to start with the planning of
monetary issues” (ENISA, 2006, p. 18).

Following these, the CSIRT services to be provided can be selected from
table 3.2 (page 35) remembering that at least one of the incident handling
services are required to be considered a CSIRT. Section 6.1 (page 77) provides
more detail on the available options. To facilitate the selection of services,
Killcrece et al. (2003a) provide detailed mapping of services to the various
CSIRT team models. Lastly, the services portfolio can obviously be expanded
as required, thereby growing with the CSIRT (Killcrece et al., 2003a, pp. 26—
30).

9.3 Four Ps requirements for establishing a
CSIRT

Chapter 8 showed the interactions between people, processes, product and
partners from a CSIRT perspective. From that chapter, we can see two
groups of relationships: firstly, requirements for establishing a CSIRT and
secondly, relations when operating a CSIRT. Considering that the aim of this
dissertation is to develop a model for establishing a CSIRT, we will focus on
the first group of requirements.

Throughout chapter 8, the establishment requirements were highlighted
using bold text in the figures. These requirements are summarised in fig-
ure 8.16 (page 122). This section looks at each of the four Ps in turn, briefly
discussing what is required for each when establishing a CSIRT, and com-

bining the earlier associations to build the model.
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9.3.1 People: Team model and Staff

People-related aspects of establishing a CSIRT were discussed in chapter 4.
The two main areas for consideration are the team model and staff. The
introduction to chapter 4 (page 44) argued that the primary inputs to these
areas are the environment and funding (as shown in figures 9.5 and 9.7). In
addition, we have seen that access to skilled experts from the constituency
can affect required staffing (section 9.1.2).

In this section, the people-related aspects of establishing a CSIRT are
summarised. The relationships from chapter 8 related to people will then be
discussed. Where this fits into the selected framework is shown in figure 9.11
(recalling that service and partner requirements are partly considered in par-
allel with the team model and staff due to the links revealed at the end of

this section).

Business requirements

3
\ 4

€
<

A
Y

Team model and Staff

A

[
\ 4

Policies and Processes

v

<> Tools and Technologies <

Services
A
\ 4
A
) 4
Partners

\ 4

Figure 9.11: Framework for development: People

Team model

Following the specification of the environment and constituency, the team

model can be determined according to section 4.1 (page 45) as

central — in one location, fully staffed with a single point of contact;

distributed — a “virtual” CSIRT with distributed staff (existing and/or

part-time);

coordinating — providing advice across a variety of organisations; or

combined — best for large, distributed organisations or constituencies.
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Whether full- and/or part-time staff will be suitable is the next decision to be
made. This is closely related to the work schedule (hours of operation). Both
of these are based on the environment, funding and need for services (from the
constituency/partners). The staffing alternatives presented in section 4.1.1
(page 46) can also be considered.

As argued in section 4.1.2 (page 46), determining required staff numbers
is not trivial. The nature of the constituency, funding and available external
expertise all play a role. Until the CSIRT becomes operational, the workload,
a direct determinant of required human resources, remains unknown. The
best that can be done during the establishment stage is to estimate the
required staffing and have a mechanism (and budget) to adapt as necessary.
The ENISA guidelines (page 47) can be utilised for this purpose. Finally,
section 8.4 (page 113) argues that access to partners (internal and external)
as well as experts from the constituency can be used to supplement staff

numbers if required.

Roles, responsibilities and staff skills

The assignment of roles, responsibility and accountability depend on the
organisational structure, constituency and selected CSIRT services (as per
section 4.2, page 48). These assignments can be reflected using a RACI
matrix (Hunnebeck, 2011, pp. 64-68).

The core and extended teams should be defined using the information in
section 4.2.

Lastly, the technical and personal staff skills described in section 4.3
(page 55) should form part of the job descriptions when hiring CSIRT staff,
recalling that the need for specialised skills will depend on the selected ser-

vices and the technologies in use by the constituency (section 4.3.1).
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People relationships to the other Ps

Partners
I
supplement
& advise
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|
Team Model | develop > Policies &
<«—formalise team——
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& type P
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requirements

| numbers

Tools &

Services .
Technologies

Figure 9.12: Links to/from People

As shown in figure 9.12, chapter 8 highlighted the following relationships
to/from People:

e People develop Processes which formalise the team (including roles and

responsibilities) (section 8.1, page 106).

e People identify and develop Tools and Technologies which in turn in-
fluence the required staff numbers (reducing load by automating tasks

for example) (section 8.3, page 109).

e People (and their associated skills, experience, etc.) affect the quantity,
type and depth of Services that can be provided. The selected Services
will, on the other hand, dictate staff requirements (numbers and skills)

(section 8.3, page 109).

e People identify and coordinate Partners who conversely supplement and
advise staff (providing expertise and supporting the provision of ser-

vices) (section 8.4, page 113).

The following section develops the part of the model centred around policies

and processes.



CHAPTER 9. MODEL FOR ESTABLISHING A CSIRT 138

9.3.2 Policies & Processes

Figure 9.13 highlights policies and processes in the CSIRT framework for
development. Services and partners are further developed in parallel with

policies and processes.

Business requirements

v v v

Team model and Staff

B
v

A
\ 4
A
\ 4

Policies and Processes

Services
A
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A
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I
) 4

<> Tools and Technologies <

A\ 4

Figure 9.13: Framework for development: Policies & Processes

Chapter 5 introduced and detailed the major CSIRT policies and processes re-
quired for establishment and operations. Policies were defined as the higher-
level governing principles implemented by processes (series of activities or
steps). While establishing a CSIRT, policies and processes should be de-
veloped for operations.

This can be initiated with a policy template as per table 5.1 (page 62).
Relevant policies for the specific CSIRT should then be identified and de-
veloped by CSIRT staff (as shown in figure 9.12). Sections 5.1.2 and 5.1.3
(pages 61 and 66) provide guidance for fundamental and secondary policies
which should be developed as appropriate.

Section 5.2.2 (page 67) provided a generic incident handling process. This
process should be tailored for the specific CSIRT environment and services.
If the alerts, warnings and announcements services are provisioned, the in-
formation distribution process will be a useful addition (figure 5.3, page 72).
Supplementary processes (like those in table 5.5, page 74) can be developed

as needed.
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Policies and Processes links to the other Ps

Partners

input &
help develop

define
relationship

Policies & —guide development»  Tools &
Processes <€——communicate TeChnOIOgieS

|

describe

based on

Services

Figure 9.14: Links to/from Policies & Processes

The association between People, and Policies and Processes was already
shown in figure 9.12. Chapter 8 highlighted the following additional rela-

tionships to/from Policies and Processes (figure 9.14):

e Policies and Processes define the relationship (cooperation agreements,
service levels and reporting requirements) with Partners. Partners in
turn are consulted for nput when developing Policies and Processes

(section 8.5, page 115).

e Policies and Processes describe Services (including service definitions,
how they provided, priorities, etc.). Thus, Services are based on Policies

and Procedures (but may be selected before) (section 8.6.1, page 117).

e Processes guide the development (design, configuration and manage-
ment) of Tools and Technologies. These Tools and Technologies are
subsequently used to communicate the Policies and Processes to the

constituency and partners (sections 8.6.2 and 8.6.3, page 118).

The next section develops the tools and technologies part of the model.



CHAPTER 9. MODEL FOR ESTABLISHING A CSIRT 140

9.3.3 Tools & Technologies

Figure 9.15 highlights Tools and Technologies in the framework for develop-

ment.

Business requirements
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v

A
A
\ 4

(%] (%]
S o ]
S > Policies and Processes <> §
()] ©
% T [a¥
\ 4
> Tools and Technologies >

Figure 9.15: Framework for development: Tools & Technologies

Tools and technologies that may be relevant to the CSIRT are described in
section 6.2 (page 82). The main ones should be obtained and/or developed
as part of establishing a CSIRT. From table 6.2 (page 84), these are

e communication mechanisms;

e cryptographic mechanisms;

e an incident tracking/ticketing system and database;
e incident handling, analysis or security tools;

e general hardware and software;

e network and security devices;

e system administration tools; and

e a contacts database (or CRM system).

Tools and technologies are associated with People, and Policies and Processes

as shown in figures 9.12 and 9.14 respectively.
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In addition to these, section 8.2 highlighted the following link between Ser-

vices, and Tools and Technologies:

e Services determine the Tools and Technologies which are required for

providing said services (page 108). This link is shown in figure 9.16.

determine—>»{ Tools &

Services .
<«——required for Technologies

Figure 9.16: Link between Services and Tools & Technologies

Together, the links show that
e People are required to develop or obtain Tools and Technologies.

e Policies and Processes guide the development of Tools and Technol-

ogies.

e The definition of Services is required in order to know which Tools and

Technologies are needed.

Thus, core staff and services selection are prerequisites to establishing the
required tools and technologies. Additional staff requirements are influenced
by the capabilities of supporting tools and technologies though, showing the

iterative cycle between these two Ps (see figure 9.17).

identify, obtain & develop

Tools &
Technologies

Team Model
+ Staff

(influencing numbers)

Figure 9.17: Iterative development cycle between People and Tools & Tech-
nologies (adapted from figures 8.6 and 9.12)

The final part of the model, the links around partners, are developed next.
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9.3.4 Partners

Chapter 7 argued that partners are required for collaboration in resolving
incidents and information sharing. Access to partners varies greatly based
on the CSIRT environment. If the CSIRT is hosted within an established
parent organisation there may be multiple internal partners that can assist
with CSIRT activities (e.g., legal council, human resources, marketing and
finances). An independent CSIRT, on the other hand, may have to establish
many more internal capabilities. This can have a significant effect on staffing
(section 8.4, page 113). Required external partners are more dependent on
the team model and services provided by the CSIRT.

Policies and processes provide guidelines and agreements for interactions
with partners who can provide input to the development of these documents

(section 8.5, page 115).

Services
influence
required
skills &
expertise
supplement—»  Tools &
Partners .
<—enable interaction— Technologies

Figure 9.18: Links to/from Partners

Chapter 8 highlighted the following Partner relationships with Services, and

Tools and Technologies (the other links have already been covered):

e Partners provide skills and expertise to Services, while the choice of
Services influences the required Partner relationships (section 8.7.1,

page 119).

e Partners can supplement Tools and Technologies. Some of these Tools
and Technologies will enable Partner interactions and coordination
(section 8.7.3, page 120).

These connections are shown in figure 9.18. Evidently, partners are integrated
in all the other Ps and hence their position on the side of the framework (see
figure 9.2).
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9.4 Model for establishing a CSIRT

The previous sections, covering the business, services and four Ps require-
ments, can be combined to form a generic model for establishing a CSIRT.
Together, these sections considered the following areas of CSIRT establish-

ment:
e the environment,
e constituency,
e funding/budget,
e legal considerations,
e authority,
e services,
e team model and staff,
e policies and processes,
e tools and technologies, and
e partners.

For clarity, the model has been divided into two parts, the strategic view and

the tactical view as described here.

9.4.1 Strategic view of the model

The strategic view is centred around the business requirements — those de-
cisions that need to be made at the “higher” level. This view marks the entry
point of the model, highlighting the initial decisions that must be made when
proceeding to establish a CSIRT. These are

1. determining the environment,
2. figuring out who the constituency of the CSIRT will be, and
3. selecting a suitable funding model.

The strategic requirements are shown in figure 9.19. Only once these de-

cisions are made can the rest of the requirements be met.
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Authority and legal considerations have been included in this view as
they can be directly determined from the definitions of the environment and
constituency. They complete the business requirements and also have no
direct relationship to the four Ps requirements in this model. For clarity, the
effects of funding on the other areas of requirements, namely, services, people,
and tools and technologies, have been included in the strategic view as the
material “resource” for equipping the CSIRT. Besides the influence these
other areas have on determining the budget, including them also simplifies

the tactical model which is presented next.

advise on .
Legal < Partners Authority

A
I

applicable determines

I
I I

. revenue model | Funding / | revenue model
Environment > <

Budget
A

Constituency

salaries, hours of
resources skills, numbers | operation equipment

\ 4
Services Team model
+ Staff

Figure 9.19: Strategic view of the model for establishing a CSIRT

Tools &
Technologies

9.4.2 Tactical view of the model

The remaining relationships, those between the four Ps, together with the
environment, constituency and services, comprise the tactical view of the
model. This presents the “how” part of establishing a CSIRT. The tactical
view, showing these relationships, can be seen in figure 9.20. When estab-
lishing a CSIRT, both of these parts must be considered together to complete
the model.
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9.5 Conclusion

This chapter brings together the requirements and relationships from the
previous chapters in the form of a generic model for establishing a CSIRT.
This is the primary artefact and output of this research. To develop the
model, it was necessary to progress through each area of the framework in
turn highlighting the links to the other areas. Under each area, the specific
decisions that needed to be made were conveyed. These decisions, together
with the associations (influencers and dependencies) between the areas were
brought together to develop the model holistically, ensuring that all require-
ments were included and in the correct order.

These decisions are summarised in figure 9.21. Firstly, the business re-
quirement decisions need to be made. These include determining the envir-
onment, constituency, authority, funding and legal considerations applicable
to the CSIRT. Following that, the services, team model and staffing, and
partner decisions can be made. Next come policies and processes and then
tools and technologies (with further developments in services and partners
as applicable). The specific choices, options and required outcomes for each
area are shown in the figure.

Following this model and addressing the decisions should produce a com-
plete design for a CSIRT facilitating its implementation. This is demon-
strated in the subsequent chapters by applying the model in the SA NREN

environment.

To define the CSIRT capability, a needs analysis and requirements definition
should be performed. These inputs may come from stakeholders, business
needs, standards and best practices (Alberts et al., 2004, p. 54), and may
be industry-specific. As a specific case study for an NREN CSIRT, the
next chapter looks at the present situation in the SA NREN and identifies
the need for a CSIRT through a survey presented to SANReN beneficiaries.
This provides the required background for demonstrating the model in the
SA NREN environment.
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Business requirements

Costs:

e operations

e equipment & infrastructure
o staff salaries & benefits

Revenue models:

e existing resources
e paid membership
e project subsidy

o paid for services

Environment Constituency Authority
o type of CSIRT o |P addresses o full
e geographic area e domain o shared
e organisational e AS number e indirect
model o free text ® none
Funding/Budget Legal

e compliance
o relevant laws & regulations

Can include:

e telecoms & IT services

e data protection & privacy
e evidence handling

o data retention

o notification/reporting

v

v

v

Services
Reactive:
e alerts and warnings
e incident handling
e vulnerability handling
o artefact handling

Proactive:

announcements

e technology watch

security audits or
assessments

configuration & maintenance
of security tools, applications
& infrastructure
development of security
tools

intrusion detection services
security-related information
dissemination

L]

L]

L]

Security quality management:

e risk analysis

e business continuity &
disaster recovery planning

e security consulting

e awareness building

e education & training

e product evaluation or
certification

Team model + Staff
central, distributed, coordinating or
combined
full- or part-time staff
work schedule
staff numbers
roles & responsibilities

Partners
Internal:
e public relations
e IT administrators
e |egal council
e risk management
e human resources
e executive & management

skills

e communications
o facilities

Policies and Processes
policy template
fundamental & secondary policies
incident handling process
information distribution process
additional processes

e internal security teams
o help desk staff

External:
other security teams (CSIRTs)
law enforcement

v

security experts
vendors

g

Tools and Technologies
communication channels/mechanisms
incident tracking/ticketing system &
database
cryptographic mechanisms
incident handling, analysis or security
tools
team software or hardware
network and security devices
system administration tools
contact database or CRM system

service providers (incl. ISPs)
external sites

the press/media

IT staff

coordination centres
auditors

g

Figure 9.21: Summary

of the decisions required for establishing a CSIRT
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Chapter 10

SA NREN Status Quo

The previous chapter defined a generic model for establishing a CSIRT. In
order to apply the model in a specific context, is it useful to determine the
current state of affairs with respect to incident response in that environment.
This chapter describes the status quo of the incident response capability
within the South African NREN as a case study. The results of a survey
intended to collect data on the present situation are conveyed as a means
to achieve this. This survey will investigate the need for a CSIRT from the
perspective of the SA NREN community; in addition, it will reveal exist-
ing formal/informal incident response teams in the community (providing
input to the CSIRT structure). Furthermore, beneficial CSIRT services are
identified through a needs analysis.

Determining what the SA NREN environment looks like is the primary
objective of this chapter. More specifically, the survey seeks to answer the

following questions:

1. Does the community (possible constituency) need a CSIRT?
2. What existing security teams/mechanisms are in place (if any)?
3. Which skills and expertise do these teams have?

4. What kinds of malicious activity affect the users of the SANReN net-

work?
5. Which CSIRT services will be most beneficial to the community?

6. How useful will an SA NREN CSIRT be?

The answers to these questions provide the background required for applying
the generic CSIRT model in the SA NREN environment.
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10.1 Method and instrument

Surveys are a excellent method for obtaining facts and opinions (Hofstee,
2006, p. 122). Therefore a survey was selected as the research method to
answer the questions from the introduction. As the respondents completed
the list of questions themselves, the research instrument is more specifically
a questionnaire (Olivier, 2008, p. 81).

Following the study completed in the literature review (chapter 3), the
information required prior to establishing a CSIRT was extracted from these
sources and combined to form a meaningful questionnaire.

Google Docs (now Google Drive!) was chosen to host the questionnaire

for the following reasons:
e It is provided as a free, electronic service.

e Forms (an extension of Google Sheets) provide a quick and easy means
to create a survey by using standard fields and populating a spreadsheet

in the background?.

e The field types provided were sufficient to represent the desired ques-

tions in a suitable format.

e Access of results is restricted to the form owner (who can choose to

share it if desired) — respondents can only see the questions.
e It is securely protected using HTTP over SSL/TLS (HTTPS).
e Live results are available from the first respondent.

e Automated graphical representation of results and summaries is in-
cluded.

e Results can easily be exported for further analysis and graphing.
e The form and results are stored in the cloud — providing redundancy.

Using Google Forms and Sheets® further facilitated easy electronic distribu-

tion via email with a shared link.

"https://drive.google.com
’https://www.google.co.za/edu/training/tools/drive/levell.html
3https://docs.google.com/spreadsheets


https://drive.google.com
https://www.google.co.za/edu/training/tools/drive/level1.html
https://docs.google.com/spreadsheets
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10.2 Questionnaire

The main sections of the questionnaire and the information they are intended

to gather are

Basic information
Information on the respondent and institution represented, including

the number of users.

Security survey
Information on the nature of the security officer/team or, if there is
not a team, how incidents are currently handled at the institution. In

addition, the level of training of staff members is requested.

Network monitoring and malicious activity
Information on network monitoring and current types of malicious
activity experienced at the institution. Whether the institution has

an information security policy is also determined.

SANReN / TENET CSIRT
Information on whether the institution can benefit from the services of
a CSIRT and which services would be most useful (in the opinion of

the respondent).

In closing
Concluding information used to determine the willingness of the insti-
tution to participate in the initial phases of SA NREN incident response

team establishment.

The complete questionnaire as used for the survey is available in appendix D
(page 238). Relevant questions are highlighted in the following sections. To
encourage honest responses, anonymity was promised via a privacy statement
in the survey introduction (Olivier, 2008, pp. 81-82). For additional data
reliability, options such as “other”, “unknown” and “maybe” were provided
where meaningful (these responses were either excluded from the results or
labelled accordingly). Furthermore, the raw data was suitably handled to

preserve confidentiality and sensitive data was sanitised prior to publication.
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10.2.1 Measurement types and techniques

The following types of measurement (and related techniques) were used in
the questionnaire (Olivier, 2008, pp. 82-84):

e nominal measures — a list of alternatives with no specific order (e.g.

the questions with radio buttons where only one answer can be selec-
ted);

e ratio measure — where zero has no meaning (e.g. “How many people

in the team?”);

e Likert scale — for the question on how useful a CSIRT would be to the

respondent’s institution;

e closed questions — most questions had restricted options for answers

(although generally an “other” option was also provided); and

e open-ended questions: for “other” descriptions and comments (these

were not utilised in the data analysis).

These measures and techniques provide a means to quantify the results in
the following sections.

Lastly, prior to distributing the survey, Prof. R. A. Botha and staff from
SANReN were asked for comment; their feedback was incorporated into the

questionnaire.

10.2.2 Population and sample

The survey was designed and distributed in the 2012 calendar year. At the
time there were 60 SANReN beneficiary institutions consisting of 27 science/
research councils, 26 universities and seven supporting organisations?. This
represents the population for the survey.

Out of this population, a sample of 49 institutions was selected to parti-
cipate in the survey (i.e. for distribution). These were institutions actively
using the SANReN network (i.e. with a status of “Connected”). Some sup-
porting institutions were excluded as they are seen as partners rather than
direct beneficiaries of the network (e.g. the South African State Information
Technology Agency (SITA) and Teraco).

4The numbers were obtained from the SANReN contacts database — note that these
are institutions and not sites and that institutions can have one or more site(s).
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The 49 institutions include 23 universities, 23 science/research councils
and three supporting institutions. These provide a fair representation of the
SA NREN CSIRT constituency. Attempts were made to obtain a response
from all 49 institutions in order to avoid bias and guarantee randomness
of the sample. For reliability, the institution was requested to nominate a
security contact from the IT department who would be able to answer the

questions as accurately as possible.

10.2.3 Distribution and responses

Technical contacts and IT directors (where necessary) from each institution
were phoned to introduce the survey and ask if they would be willing to
participate. If so, they were asked to nominate the most suitable person to
complete the survey (usually the IT security expert from the I'T department
(who could be the original contact)). Emails were sent to these “security
contacts” with a brief introduction and link to the survey. This was followed
up with reminder emails during the duration of the survey (targeted at those
participants who had not yet responded). The initial survey was run from
May-September 2012 and received 20 responses.

In order to elicit more responses, the survey was run again from November
2012 to February 2013. A further 17 responses were received, bringing the
total number of respondents to 37 (out of 49 targeted institutions). Eighteen
science councils, 16 universities and three supporting organisations completed
the questionnaire. This subset is 76% of the sample and is therefore a suf-
ficient, majority representation. Furthermore, it is balanced with respect to
the proportion of science/research institutions to universities (1.125:1 with

an original sample target of 1:1).

B Science/Research
[ Universities

I Supporting

Total: 37

Figure 10.1: Survey respondents
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10.3 Survey results

The previous sections explained the methodology used to gather the survey
data as well as the questionnaire format and number of responses received.
This section reveals the results of the survey with graphical representation
where appropriate. (Note that percentages have been rounded to the nearest
digit.)

10.3.1 Staff and dealing with incidents

The 37 institutions that responded represented 420 684 users in 2012. Sixty-
eight percent of these respondents have some sort of security team (fig-
ure 10.2a); but only 41% of the total respondents’ staff have formal training

in information security (figure 10.2b).

No

Yes Yes

(a) Respondents with security teams (b) Staff with formal training

Figure 10.2: Security teams and training

The average number of team members is 2.64 with the least being one security
officer and the most six members (possibly part time). Ten out of the twelve
respondents who do not have a security team nominate a responsible person

from the IT department at the time of the incident.

10.3.2 Network monitoring and malicious activity

Eighty-one percent of respondents monitor their network and/or computers
for malicious activity. The types of malicious activity affecting institutions

in 2012 are shown in figure 10.3.
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M Yes Unknown No

Malware
Violation of ISP ™
Botnet / zombie
Compromised passwords
Spam
Equipment theft w/ sensitive data
DoS
Unauthorised access
Server port/app. compromised
Website attack
Cll attack

Network device

% Respondents 0% 20% 40% 60% 80% 100%

* Information Security Policy

Figure 10.3: Incidents affecting respondents
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Malware (viruses, worms, trojans, etc.) was clearly the most prevalent with
more than 60% of respondents affected by it. Violation of the Information
Security Policy (ISP) was the next highest (35%); this makes sense as any
malicious activity (computer security incidents) should violate the informa-
tion security policy (it was perhaps not the highest because only 68% of
respondents have an information security policy (3 were busy developing one
at the time)). Botnet / zombie infections, password compromises and spam
are tied for third place (30% affected) (not counting the respondents who did
not know). Observing that the question on spam requested a “no” response
for spam that is successfully filtered, this is an interesting outcome consid-
ering the abundance of anti-spam solutions on the market. The number of
“unknown” responses could also be a cause for concern particularly for in-
cidents like compromised passwords, sensitive data on stolen equipment and
website attacks (although this answer could also indicate that the respondent

was not willing to share that information).

10.3.3 SA NREN CSIRT: Benefit and useful services

Thirty-one respondents (84%) indicated that they would definitely benefit
from an SA NREN CSIRT. Four respondents were unsure with only two

respondents indicating they that did not believe they would benefit from a
CSIRT (figure 10.4).

M Yes
O No
B Maybe

Figure 10.4: Institutions that would benefit from an SA NREN CSIRT

In addition, using a rating system from 1 (not useful) to 10 (very useful), 76%
of respondents indicated that a CSIRT would be more than useful to them
(i.e. selected 6 or more out of 10) with an average of 7.4 across respondents
(figure 10.5). The most useful services to the respondents are shown in
figure 10.6.
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Figure 10.5: How useful would an SA NREN CSIRT be?

Interestingly, the results show that the traditionally proactive CSIRT services
are the ones that will be most useful to the constituency. The top three

services (selected as “useful” by 30 out of 37 respondents) are
e alerts and warnings,
e training, and
e security education.

Security consulting /recommendations comes in next, closely followed by vul-
nerability reporting and handling and security audits/assessments. Incident
response on site is the least interesting service to the community with less
than 50% finding it useful.

10.4 Discussion and limitations

From the “most useful services” results, it can be seen that proactive services
will be most effective in helping the constituency reduce incidents. These
should therefore be given primary focus. Of course, the standard incident
response services (those which actually define a CSIRT) cannot be ignored

and will be supplemented by these proactive services as a core offering.
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No clear correlation was found between the type of institution (science/ re-
search, university or supporting) and the other answers (e.g. whether or not
they had a security team, training, monitoring or even an information se-
curity policy) except for the most useful services. The answers for science/
research institutions and universities are shown in figure 10.7 (supporting
institutions were excluded due to the low number of respondents although
they are included in the total). The top four services for each are indicated

with arrows.

100 ¥
90
80
70
60
50
40
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20
10

Percentage of respondents

M Science/Research

W Universities

Total

Figure 10.7: Useful CSIRT services by institution type
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The following can be observed from the graph:

e Universities’ top four useful services match the total top four useful

services.

e Security audits/assessments and information dissemination are quite
important to science/research organisations but not universities (of the

lowest in fact for universities).

e The usefulness of vulnerability reporting and handling as well as in-
trusion detection services are very close for both types of institutions.
The total responses can therefore be used to represent both groups for

these services.

e Caution should be exercised when considering the provisioning of ser-
vices with extremes in usefulness between institution types (i.e. secur-
ity audits/assessments, information dissemination, incident handling
and response on site services). Specific types of institutions (those that
find it more useful) should possibly be targeted first for these services
and the combined usefulness to the constituency should also be eval-
uated. Therefore these services should have a lower priority for the
initial offering than others (confirming the focus on the top four to five

useful services across the whole sample).

The limitations of this survey include the interpretation of questions (leading
to possible ambiguity) and the lack of detail in responses (leading to reduced
utility). As an example of the first limitation, what does the question “how
many users at your institution?” really mean? Is it asking for the number of
people physically on site, enrolled at the institution and/or supported by it?
For example, one university reported 10 000 users but in 2011 had 328 864
enrolled students (DHET, 2013). How did the respondent interpret “users”?

Another example includes the type of security teams — what is the differ-
ence between a formal team and an informal one? Is a formal CSIRT one that
is registered with FIRST (or a similar organisation), has a mission/charter
or dedicated personnel? Is a security officer classified as formal or informal?
This limitation could have been addressed by explicitly defining key terms

and/or providing more specific options.
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As an example of insufficient detail, the question on network/computer
monitoring does not ask for any clarification. The only potentially useful
result from this question is that 19% of respondents do not do any kind of
monitoring. It would have been more useful if the extent of monitoring was
known. This question could have been improved by asking more specifically
which of the following mechanisms are used by the respondent’s institution:
centralised logging, intrusion detection systems, netflow analysis, etc. re-
sulting in a more useful outcome regarding the state of affairs of network
monitoring in the SA NREN environment.

Due to the limitations, the answers to these questions were not used in
the analysis. Fortunately, none of them were critical to the research outcomes

(and should probably therefore have been excluded in the first place).

10.5 Conclusion

This chapter presented the questions and results of a survey used to assess the
status quo of incident response in the SA NREN (particularly the beneficiary
institutions). The results showed the need for an SA NREN CSIRT as well
as community support thereof. Proactive services were highlighted as most
useful and thus revealed as the primary focus. The existence of a number of
security teams in the community strengthens the argument for coordination.
Furthermore, these teams could provide resources for the NREN team.

Chapter 11 builds on this chapter by integrating the findings with the
generic model for establishing a CSIRT to design the capability for the SA
NREN.
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Chapter 11

Model for the SA NREN
CSIRT

In chapter 9 a generic model for establishing a CSIRT was presented. The
previous chapter conveyed the status quo of the SA NREN beneficiaries util-
ising the results of a survey to show the need for a CSIRT and the most
useful services.

This chapter will bring these last two chapters together by applying the
model to the SA NREN environment, showing the utility and effectiveness
of the model. This is achieved utilising the framework presented in figure 9.2

(repeated in figure 11.1 for convenience).

Business requirements

v v v

Team model and Staff

v

A
\ 4
A
\ 4

(%)) (%)
$ » ;
S o> Policies and Processes <> g.
8 v g
> Tools and Technologies >

Figure 11.1: Framework for the CSIRT model (by author)
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11.1 Phase 1: Business requirements

Phase 1 address the business requirements for the SA NREN CSIRT as shown
in figure 11.2.

Business requirements
Legal Authority
Funding Environment Constituency
| | |

v v v

> Team model and Staff >
- v -
& ]
S > Policies and Processes > 5
3 ' g

<> Tools and Technologies <>

Figure 11.2: Phase 1: Business requirements for the SA NREN CSIRT

The SA NREN is constituted of two organisations, SANReN, who design and
build the network, and TENET, who operate it (section 1.2, page 4). The
SANReN competency area is hosted by the Meraka Institute of the CSIR.
The team has access to shared services including human resources, finances,
legal, facilities and other (section 11.2.3, page 180). SANReN employ 11
technical staff executing the design and roll-out of the network as well as
value-added services development. These could potentially be involved in
CSIRT activities together with management staff.

TENET is an independent non profit company governed by a board of
directors from its stakeholders. “TENET secures global interconnectivity
with other NRENs and with the Internet worldwide through the London
and Amsterdam gateways of the UbuntuNet Alliance for Research and Edu-
cation Networking” (TENET, 2013, para. 24). TENET run the SA NREN
Network Operations Centre (NOC) internally but have outsourced 24x7 fault
reporting and other help desk services (TENET, 2013). TENET additionally
manage and administer the .ac.za domain as well as IPv4 and IPv6 address
allocations for qualifying institutions. According to the CEO, TENET em-
ploy five network engineers and five NOC staff (including management) who

could participate in or be affected by CSIRT activities.
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11.1.1 Environment

Section 9.1.1 (page 129) provided a summary of the questions that need to
be answered in order to determine the CSIRT environment; that is, the type
of CSIRT, the geographic area and the organisational model. This section
answers those questions for the SA NREN CSIRT and thereafter explores
the subsequent outputs to the other areas as shown in figure 9.5 (page 130).

Based on the previous description of the environment, these questions

can be answered as follows:

1. What type of CSIRT is it?

The SA NREN serves the education and research institutions of South

Africa. It is therefore an academic sector CSIRT.

2. What geographic area will be covered by the CSIRT?

The beneficiaries of the network are the South African universities and

science councils, thus the geographic area is the country of South Africa.

3. Which organisational model(s) will the CSIRT use?

ENISA (2006, p. 23) argue that the campus model is mostly adopted
by academic and research CSIRTs. The NREN CSIRT acts as the core
CSIRT, coordinating the independent campuses and acting as a single
point of external contact. This CSIRT provides the core services and
information distribution to the campus teams (ENISA, 2006, p. 23).
This choice of model is reinforced by the existence of security teams
in 68% of the constituency motivating the need for coordination (see
figure 10.2a, page 155).

Considering that the SA NREN comprises two existing organisations,
taking the CSIRT operational can be expedited by embedding it in
one (or both) of the existing organisations. This will also simplify
resource planning and procurement (from staff to finances and equip-
ment). Additionally, members from the constituency can participate in
team activities (aid in the provisioning of services). Therefore, an em-
bedded model is proposed for the coordinating CSIRT. Elements from
the campus model can be integrated where applicable. Where this SA
NREN CSIRT fits into the CSIRT hierarchy is shown in figure 11.3.
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Figure 11.3: SA NREN CSIRT plus constituency teams (by author)
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The effects on the other areas for consideration of these environmental de-

cisions are as follows (shown in figure 11.4):

Legal — the environment shows that the laws and regulations of South
Africa are relevant to the CSIRT (more detail is provided later in this

section).

Constituency — the constituency is revealed as the beneficiaries (or
sites connected to and receiving services from) the SANReN network

(detailed definition provided next in section 11.1.2).

Funding — the environment indicates two options for revenue, either
the SANReN government funding or TENET cost recovery. These two

options will be explored in section 11.1.2.

Services — the environment hints that the services typically provided
by a coordinating CSIRT will be the most relevant. This will be con-
sidered together with the needs and expectations of the constituency

to determine the CSIRT services in section 11.2.2.

Team model and staff — the nature of the environment indicates that
a coordinating team model is the most suitable for this environment.
More detail on the team model and staffing issues is presented in sec-
tion 11.2.

Policies and processes — the mission and goals emanating from the SA
NREN CSIRT environment will serve as a foundation for the policies

and processes in section 11.3.

The rest of this section discusses the mission and legal considerations related

to the environment.

Mission

The mission statement communicates the goals and objectives of the CSIRT

providing a basic understanding of what the team is trying to achieve (West-

Brown et al., 2003, p. 10). The mission defines the basic purpose and function

of the team in terms of the services it provides to the constituency (ENISA,

2006,

p. 16; Killcrece et al., 2003a, p. 7).

As emphasized in the previous section, a preliminary mission needs to be

defined due to the influence it has on the services, and policies and processes

of the CSIRT (West-Brown et al., 2003).
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Figure 11.4: SA NREN CSIRT: Environment with links to other areas
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To do this, the mission of the hosting organisation is used as a starting
point (ENISA, 2010; West-Brown et al., 2003). Therefore, the objectives of
SANReN and TENET are applicable (see section 1.2, page 4). To clarify
this, “TENET’s main purpose is to secure, for the benefit of South African
universities and associated research and support institutions, Internet and
Information Technology services”!. The primary objective of the SA NREN
CSIRT therefore is:

to protect the SANReN network and its users from malicious
activity (as far as practicable), without compromising on network
performance, and to mitigate IT security incidents when they do

occur.

Based on this objective, the mission of the SA NREN CSIRT can be defined

as:

to provide incident response coordination and proactive IT secur-
ity services to the sites and users of the SANReN network; with
the goal of minimising the occurrence of incidents, equipping the
constituency to better safequard against malicious activity and to
coordinate the handling of incidents across the constituency with

external parties.

This mission provides some clues as to the constituency, services, policies
and processes of the CSIRT as uncovered in the sections following the legal

considerations.

Legal considerations

Table 11.1: Relevant South African legislation for the SA NREN CSIRT

Act/Policy  Link (verified 23 September 2014)
ECT Act http://www.gov.za/documents/download.php?f=68060

RICA http://www.gov.za/documents/download.php?f=187367
POPI Act http://www.gov.za/documents/download.php?f=204368

Cybersecurity http://www.gov.za/documents/download.php?f=117591
Policy

http://www.tenet.ac.za/


http://www.gov.za/documents/download.php?f=68060
http://www.gov.za/documents/download.php?f=187367
http://www.gov.za/documents/download.php?f=204368
http://www.gov.za/documents/download.php?f=117591
http://www.tenet.ac.za/
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As the environment is the main input to the legal area, the design factors of
the legal area can be considered here. For the SA NREN, the following laws
and regulations for the Republic of South Africa are relevant (not intended

to be an exhaustive list):

e the Electronic Communications and Transactions (ECT) Act 25 of
2002,

e the Regulation of Interception of Communications and Provision of
Communication-related Information Act (RICA) 70 of 2002,

e the Protection of Personal Information (POPI) Act 4 of 2013, and
e the Cybersecurity Policy of South Africa (currently in draft form).

These acts and policy can be accessed through the download links provided
in table 11.1.

Once partnerships have been established, the applicable sections from
these laws and regulations can be integrated with policies and processes based
on consultations with relevant internal and external specialists. This would

form part of the bottom-up implementation.

11.1.2 Constituency

The constituency has been identified from the environment as the benefi-
ciaries of the SA NREN (sites connected to SANReN and receiving services
from TENET). These are formally defined in the TENET connection policy
as “campuses of South African education and research institutions and asso-
ciated support institutions in the public sector that connect to the network”
(TENET, 2012b, p. 1). This can be regarded as the free text description. As
indicated in section 3.2.1 (page 38), free text can be unclear making it diffi-
cult to determine if a host is part of the constituency or not. Additionally,
indirect connections to SANReN by schools, Technical Vocational Education
and Training (TVET) colleges, museums and others are allowed (TENET,
2012b). Thus further complicating the scope of the constituency.
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In order to avoid ambiguity (and because the information is available) the
constituency of the SA NREN CSIRT can be officially defined as the com-

bination of the following:

1.

3.

hosts belonging to AS2018 (the Autonomous System number allocated
to TENET),

. the domain .ac.za, and

IP addresses in AS20182.

Together these clearly define the constituency and thereby provide the fol-

lowing inputs (see figure 11.5):

Authority — all sites connecting to SANReN are required by TENET to
sign an Acceptable Use Policy (AUP). Although the organisations are
independent institutions, this AUP provides the CSIRT with limited
authority to disconnect or restrict access from “misbehaving” sites

(more information next).

Funding — the constituency reveals that a cost recovery model could

be considered for the SA NREN CSIRT. This will be elaborated on in
section 11.1.2.

Services — the nature of the constituency, including their needs and ex-

pectations, hints at the appropriate services (revealed in section 11.2.2).

Team model and staff — considering that the constituency is comprised
primarily of universities and research organisations, it is very likely that
there are experts at these institutions who may be able to complement
or support CSIRT staff. This is explored further in section 11.2.3.

Tools and technologies — combined with the coordinating role of the
CSIRT, the nature of the constituency highlights the most relevant
tools and technologies (e.g. high bandwidth connections make various

electronic mechanisms attractive) (see section 11.4).

Initially, CSIRT services can be provided to a subset of the constituency.

This will allow for a phased approach without straining resources.

Zavailable from: http://www.cidr-report.org/cgi-bin/as-report?as=AS2018 or
http://bgp.he.net/AS2018#_prefixes


http://www.cidr-report.org/cgi-bin/as-report?as=AS2018
http://bgp.he.net/AS2018#_prefixes
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Authority

The constituency consists of independent (of SANReN/TENET) organisa-
tions connected to the SANReN network. This means that the SA NREN
CSIRT will either have limited or no authority to enforce actions. The
TENET AUP (TENET, 2012a) clarifies this by distinguishing between ac-
ceptable (legal) and unacceptable use of the SANReN network. Organisations
connecting to SANReN must agree to this policy, with the result that it can
be enforced. This means that the SA NREN CSIRT has limited authority
whereby it can instruct a misbehaving site to act (rectify non-compliance)

or face restricted access to or even disconnection from the network.

Funding

As indicated when uncovering the SA NREN environment (section 11.1.1),
funds can be sought from both SANReN and TENET. According to the terms
of the TENET /SANReN collaboration agreement, the SANReN Competency
Area (CA) is responsible for developing advanced services which are then
handed over to TENET for operations (TENET, 2013). As the SA NREN
CSIRT can be regarded as an advanced service, this framework should apply.
SANReN is funded by the Department of Science and Technology (DST) in
3 year cycles. Initial funding for establishing a CSIRT has already been
approved in the SANReN budget and 2013-2016 business plan; i.e. existing
resources or sources of funding (as per section 9.1.3, page 132) can be used
to establish the CSIRT. Thereafter, once the CSIRT is operational, it should
be handed over to TENET who become responsible for providing ongoing
operational funding.

There are various approaches which TENET can use to recover costs.

These can include one or more of the following:

e distributing the costs throughout the constituency by augmenting port

or service charges (project subsidy),

e charging a fixed annual CSIRT service fee per site/institution (paid

membership), and/or

e offering free basic CSIRT services and charging for premium services

(paid-for services).

The determination of funding sources and the revenue model complete the
considerations for the business requirements. The next phase looks at the

People-related requirements.
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11.2 Phase 2: Team Model and Staff

The next phase for establishing a CSIRT (following the business require-

ments) according to the generic model, is to design the team model and staff.

Initial requirements for services and partners are commenced in parallel with

this as per figure 11.6.

Business requirements

5 €L B
A 4 h 4 A 4
> Team model and Staff >
|
5 Y 2

U . .

S > Policies and Processes > 5

S ' g
<> Tools and Technologies <>

Figure 11.6: Phase 2: Team model and Staff for the SA NREN CSIRT

Section 9.3.1 (page 135) showed that the following need to be determined for
the SA NREN CSIRT:

1. Team model — central, distributed, coordinating or combined (based

on the environment and funding).

2. Staffing — which include determining

the work schedule,
whether full- or part-time staff are most appropriate,

the number of staff initially required (can be supplemented by the

constituency and/or partners),

required staff skills (dependent on services selection and technol-

ogies in use by the constituency),
roles and responsibilities, and

the constitution of core and extended teams (based on the above

as well as accessibility to internal partners).
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These decisions are based on the environment, available funding, the access-
ibility of skilled experts from the constituency, services requirements and the
selected team model.

Next, the team model is explored followed by the initial services selection
and partners investigation to provide a background for staffing considera-

tions.

11.2.1 SA NREN CSIRT team model

The SA NREN environment (section 11.1.1) provides direction for the team
model. The combination of campus and embedded organisational models
with a focus on coordination (as an academic sector CSIRT) suggests a team

model structured as shown in figure 11.7.

Distributed
constituency teams

Security
Team

SA NREN

Coordinating
(Core/Central)

CSIRT

Figure 11.7: Team model for the SA NREN CSIRT (by author)

“As the coordinating CSIRT is most likely a dedicated team, it has a central
location and manager” (Killcrece et al., 2003a, p. 115). The team model
for the SA NREN comprises a combination of a core, central, coordinating
CSIRT supporting distributed constituency teams. This model enables the
efficient use of resources and facilitates participation of the constituency in
CSIRT activities. It also adds structure to the existing teams within the

constituency through coordination, with minimal disruption.
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The coordinating team can be embedded within the SANReN and/or
TENET organisations and therefore physically located in one of three pos-
sible locations — the CSIR in Pretoria (SANReN CA), the University of
the Witwatersrand (WITS) in Johannesburg (TENET NOC) or the TENET
head office in Cape Town. Although it has been advised that the team
should be located in one central, physical location, some of the team mem-
bers may participate virtually (following the distributed model format as
per section 4.1, page 45). This allows a CSIRT team based at the CSIR in
Pretoria to have distributed members from TENET and the constituency if
required.

Determining staff requirements is partly dependent on the services selec-

tion and partners; therefore those areas are explored next.

11.2.2 Services (part i)

According to the CSIRT model, services are developed in parallel with people,
processes, and tools and technologies due to the inputs and outputs to/from
those respective areas. The constituency and funding have been considered
and therefore the first part of selecting the services to be provided by the
CSIRT is tackled here (as per section 9.2, page 133).

From the environment, the SA NREN CSIRT was shown to be an aca-
demic sector CSIRT serving the research and education institutions of South
Africa in a coordinating role. In order to select the services, two primary
sources of information can be consulted. Firstly, the core services for a co-
ordinating CSIRT (as prescribed by Killcrece et al. (2003a)), and secondly,
the results of the survey from chapter 10 highlighting the services that would
be most useful to (and needed by) the constituency. Refer to table 3.2
(page 35) for the available options.

The basic services most often provided by coordinating CSIRTS, as argued
by Killerece et al. (2003a, pp. 117-120), are grouped under the applicable
CSIRT service categories in table 11.2.

Considering that one of the incident handling services must be offered
in order to be considered a CSIRT (section 6.1.1, page 79), the incident
response support and coordination services make the most sense for the SA

NREN CSIRT.



178

CHAPTER 11. MODEL FOR THE SA NREN CSIRT

gururel)} pue uoryeon
el p HeNpY SOOIAIOS JUSUOFRURUL

SUIP[IN( SSoULIRMY Ayrenb Ajumoog

UOTYRUTWIOSSTP UOTJRULIOJUT PIYe[aI-A)IINIag

SOOIAISS 9AI1OBOI]
SiueWeounouuy ’ '

UOT)RUIPIOOD 9SUOdSoI 10RJa)IYy surpuey 10vJRIY
UOI)RUIPIO0D dosuodsol Aj[iqeraumy — Suljpuey AY[IqeraumnA

UOIIRUIPIOOD 9SUOASaI JuapIouf SODIAIOS OATJORIY
110ddns esuodser jusprouf
SISATeuUR JuUSPIOU] surpuey jusprouy

SSuTIIRM PUR SLID[Y

(02T-LTT "dd ‘eg00g “T& 30 92010[IY]) STHISD SUYRUIPIOOD 10§ S9IALSS 10() g T d[¥L



CHAPTER 11. MODEL FOR THE SA NREN CSIRT 179

Furthermore, from the survey, the most useful services were identified as
(figure 10.6, page 159)

e alerts and warnings,
e training,
e security education, and
e security consulting (or recommendations).
Additional insights from the survey results (section 10.3.3) indicate that

a. training is indeed needed; this is confirmed by the fact that only 41% of
staff from the institutions which responded to the survey have formal

IT security training (figure 10.2b, page 155).

b. a coordination role would be more useful than offering direct incident
handling services (incident handling is the third least useful service to

respondents).

c. intrusion detection and incident response on site services should have

low priority (as the least useful services to the constituency).

d. the top three services can be complemented by (or easily extended to

include) security-related information dissemination.

Combining these with the previous table results in the following suggested
initial services offering (portfolio) for the SA NREN CSIRT (proportionate

to available funding):
e Reactive services

— alerts and warnings, and

— incident response support and coordination.
e Proactive services

— announcements, and

— security-related information dissemination.
e Security quality management services

— awareness building, and

— education and training.
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These are shown in table 11.3. As the CSIRT matures and resources allow,
the services portfolio can be expanded to include the next most useful services
to the constituency (i.e. security consulting, vulnerability reporting and
security audits/assessments). Note that security consulting was excluded
from the initial set as it is not a typical coordinating CSIRT service; it would

also require substantially more resources to provision.

Table 11.3: Initial services for the SA NREN coordinating CSIRT

. . Alerts and warnings
Reactive services

Incident response support & coordination

) ) Announcements
Proactive services

Security-related information dissemination

Security quality Awareness building

management services . ..
& Education and training

These services will further help the constituency recognise and deal with the

incidents affecting them.

11.2.3 Partners (part i)

TENET internal partners include the network operations centre (NOC) staff
as well as the 24x7 help desk who can be solicited as the first line support for
computer security matters for the SA NREN CSIRT constituency. Clearly,

policies and processes will need to be in place to support this.
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Being part of the CSIR means that the SANReN CA team has access to

various shared services®, including
e Environment, Health and Safety (EHS) management;
e facilities management;
e finances;
e general support;
e Human Resources (HR);
o ICT;
e information and library;
e procurement;
e quality management;
e security; and
e stakeholder engagement (communications).

These internal partners can greatly assist the core team to establish a CSIRT
for the SA NREN by providing advice and resources as detailed in section 7.1
(page 94). In addition, the CSIR provides internal audit as well as legal
services which may be consulted with as required by the CSIRT.

Additionally, there are two competency areas (besides SANReN) within
the CSIR performing information security related research. These are the
Command, Control and Information Warfare (CCIW)* and the Modelling
and Digital Science (MDS) information security® competency areas. Both
groups can provide expertise (as listed on their respective web pages) which
the SA NREN CSIRT can call upon if required.

These groups, together with the shared services partners, should be able
to assist in establishing contact with external partners such as security ex-
perts, the media, law enforcement, coordination centres (e.g. the national

CSIRT), service providers, etc. (see section 7.2, page 98).

3the list was obtained from an internal CSIR survey run in September 2014 accessed
at http://captiveportal.csir.co.za/limesurvey/index.php?sid=46547&lang=en*

‘http://defsec.csir.co.za/7page_id=1993

Shttp://www.csir.co.za/MDS/Information_security.html


http://captiveportal.csir.co.za/limesurvey/index.php?sid=46547&lang=en*
http://defsec.csir.co.za/?page_id=1993
http://www.csir.co.za/MDS/Information_security.html
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Relationships with external partners, particularly other CSIRTSs, should
be explored through forums such as FIRST and Trusted Introducer (TT) (sec-
tion 1.3, page 7). Considering that this CSIRT is for an NREN, registering
with TT (which was established by the Trans-European Research and Edu-
cation Networking Association (TERENA)) is the logical first step towards
networking with external CSIRTs. Finally, having access to security experts
from the constituency (being of a research and academic nature) is invalu-
able. Besides the CSIR, the universities in table 11.4 are known to have
research groups focusing on areas of information security®. Networking with
these researchers can provide valuable resources to supplement the SA NREN
CSIRT staff and expertise. Furthermore, experts can be sought from the ex-
isting security teams of the constituency I'T departments (see section 10.3.1,

page 155).

11.2.4 SA NREN CSIRT Staffing considerations
Work schedule

Both the TENET and SANReN CA teams operate during normal office hours
although members may be available after hours for emergencies. In the be-
ginning of this chapter we further noted that TENET have outsourced a
24x7 help desk service. Considering the above, for the SA NREN CSIRT, it
is recommended that services are offered during office hours (i.e. 9:00-17:00
on weekdays). Due to the potential ramifications of an IT security incident,

the following approach is suggested:

1. Equip the 24x7 help desk staff to respond to basic incidents after hours.
Depending on the severity of the incident, processes to guide the staff
through first response should suffice (in the majority of cases) to reduce
incident impact. Complete response can then resume during the next

business day.

2. An escalation mechanism should be put in place so that the help desk
can contact an incident handler for assistance if needed after hours.
Incident severity and prioritisation (policies and processes) will dictate
this. This essentially means that one of the CSIRT technical staff

members needs to be on standby after hours.

6this information was partly derived from http://www.infosecsa.co.za/Review_Panel


http://www.infosecsa.co.za/Review_Panel
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http://iicta.nmmu.ac.za/Information-Security-Management-and-Governance
http://iicta.nmmu.ac.za/Information-Security-Management-and-Governance
http://www.researchgate.net/profile/Stephen_Flowerday
http://www.researchgate.net/profile/Stephen_Flowerday
http://www.uj.ac.za/EN/Faculties/science/departments/csweb/research/Pages/default.aspx
http://www.uj.ac.za/EN/Faculties/science/departments/csweb/research/Pages/default.aspx
http://www.uj.ac.za/EN/Faculties/science/departments/csweb/research/Pages/default.aspx
http://www.unisa.ac.za/default.asp?Cmd=ViewContent&ContentID=23301#a3
http://www.unisa.ac.za/default.asp?Cmd=ViewContent&ContentID=23301#a3
http://icsa.cs.up.ac.za/
http://www.ru.ac.za/computerscience/researchgroups/securitynetworks/
http://www.ru.ac.za/computerscience/researchgroups/securitynetworks/
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This balance ensures that a 24x7 response will be possible for critical inci-
dents without the need for a 24x7-staffed CSIRT.

Full- or part-time staff

Considering the choice of an embedded, central CSIRT supporting a distrib-
uted network of constituency security teams, having full-time staff in the
core is the logical staffing model. This allows the coordinating team to be
dedicated to incident handling activities without a conflict of interest from
other responsibilities (section 4.1.1, page 46).

The distributed teams will most likely consist of part-time staff with other
responsibilities. This allows for efficient resource utilisation and focus on inci-
dent handling activities only when required; though it must be communicated
to and supported by their management. Additionally, it is important that a
site security contact is reachable at all times so that the coordinating CSIRT

can request information or response actions as required.

Staff numbers

Under work schedule, a weekdays 9:00-17:00 service offering was recommen-
ded for the coordinating CSIRT, with staff on standby after hours. Con-
sidering the as yet unknown workload, the ENISA advice of four full time
equivalents is therefore advised for the coordinating CSIRT. That is, four
full-time staff members for basic incident handling and advisory distribution
(see section 4.1.1, page 46). This core team can execute the tasks necessary
to implement the CSIRT and fill the required roles for operations (refer to
section 11.2.4). Considering the access to a wide range of internal partners
(section 11.2.3) this small team should be sufficient. Furthermore, the exist-
ing TENET NOC staff can be used as the first response help desk, reducing
the load on incident handling staff. Additional staff can be employed (if
required) once the CSIRT is handed over to TENET for operations.
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Required staff skills

For the SA NREN CSIRT, the general technical skills from section 4.3.1 (i.e.
systems, networks, security, programming and internet) are applicable. As
mentioned in section 9.3.1 (page 135), specialised skills will depend on the
selected services and the technologies in use by the constituency. From the
initial services selection in table 11.3, it can be seen that the SA NREN
will initially not be providing analysis, intrusion detection, security auditing
or risk analysis services. This means that the specialised skills of malware
analysis, forensics, intrusion detection, risk assessment and encryption (sec-
tion 4.3.1, page 55) are probably not required. If necessary, partners can be
used to fill knowledge gaps if necessary.

Considering the nature of the constituency, it is expected that a broad
range of technologies is used. The most useful services to the constituency
have already been included in the services selection. Furthermore, because
there are skilled experts from the constituency in specialised areas (e.g. di-
gital forensics) (see table 11.4) it is assumed that they can be utilised if
required.

Thus, the required technical skills for the SA NREN coordinating CSIRT
staff are the first five from table 4.3 (page 56). These are

1. systems,

2. networks,

3. security,

4. programming, and
5. the Internet.

Lastly, the personal skills from section 4.3.2 (page 56) should be included
in job descriptions and interview questions as applicable for the SA NREN
CSIRT staff.

Roles and responsibilities

Section 9.3.1 (page 135) states that roles and responsibilities depend on
the environment, constituency and selected services. The staffing decisions

already made in this section are also applicable. The most relevant ones are
a. staff numbers — four full-time staff, and

b. first response — being provided by the TENET NOC and/or help desk.
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These lead to the following roles for the SA NREN coordinating CSIRT
(based on section 4.2, page 48):

e one team manager, and
o three incident handlers.

A dedicated assistant manager is not required. As the team is small, it is
assumed that the team manager will be highly available and a senior incident
handler can always act as the proxy team manager if required.

The incident handlers will perform the actual delivery of services and are
thus a crucial role for the SA NREN CSIRT. System and network adminis-
trators will be provided by the existing SANReN CA and TENET teams on
a part-time basis. The first responder role will be filled by the TENET NOC
and help desk (as explained in section 11.2.3). Lastly, considering the services
portfolio, specialist vulnerability and artefact analysts are not required.

The extended team will be made up of people from the SANReN CA,
TENET and partners as already discussed. This includes administrative
roles which can be shared with the CSIRT.

11.2.5 Effects on the other requirements areas

In this section, the team model and staffing requirements for the SA NREN
CSIRT were uncovered. These were done in parallel with the definition of
services and partners. The links between these three areas as shown in fig-

ure 11.8 are:

e Services and Staff — the initial services selection provided input for the
staff numbers and required skills. In implementation, these decisions
will influence the depth of services that can be provided (e.g. number of

announcements, frequency of education and training workshops, etc.).

e Staff and Partners — the primary partners for the SA NREN CSIRT
were identified and elaborated on. These partners (including their ac-

cessibility and skills) guided the staffing decisions.

As shown in figure 11.8, staff identify and develop policies and processes as
well as tools and technologies. These areas will be explored in the following

sections.
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Figure 11.8: SA NREN CSIRT: People with links to other areas
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11.3 Phase 3: Policies and Processes

Phase 3 of establishing a CSIRT is the design of the required policies and
processes (section 9.3.2, page 138). This phase is shown in figure 11.9 and
includes the continued parallel development of services and partners. The
aim of this section is to reveal the policies and processes that need to be
developed for the SA NREN CSIRT as well as their relationships to the other
requirements. Following the breakdown used in chapter 5, the subsequent
subsections address policies and processes in order. These are followed by
the next round of services and partner developments, which are then brought
together with the preceding decisions for policies and processes, showing the

combined effect on the rest of the requirement areas.

Business requirements

> Team model and Staff >
L » L
8 . o
S > Policies and Processes <> 5
(] ©
(%] | o

\ 4
<> Tools and Technologies <>

Figure 11.9: Phase 3: Policies and Processes for the SA NREN CSIRT

11.3.1 Inputs from the environment, services and

staffing

Section 11.1.1 re-iterated that the CSIRT mission and goals provide a foun-
dation for the policies and processes. The required policies and processes
are additionally based on the services specified for the SA NREN CSIRT
(section 11.2.2).
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Therefore, policies and processes are required for

e mitigation of SANReN network and constituency incidents; and
e both reactive and proactive services, specifically

— generating alerts and warnings,

— incident response and coordination,

— announcements,

— security-related information dissemination,

— awareness building, and

— education and training.
Staff develop policies and processes (section 8.1, page 106); therefore the
core team needs to be in place prior to actual development. Furthermore,

the purpose of this section is to determine the required policies and processes
for the SA NREN CSIRT and not to actually develop them.

11.3.2 SA NREN CSIRT policies

Policy development must occur in the context of the identified environment,
i.e. as a coordinating CSIRT for a number of external organisations. The
elements in table 5.1 (page 62) should additionally be integrated into each
policy of the SA NREN CSIRT. For convenience, these are summarised in
table 11.5. This integration can be achieved through the use of a policy

template.

Table 11.5: Generic policy elements (from table 5.1)

Purpose and objectives

Management support statement

Scope and applicability

Relationships

Roles and responsibilities

Processes and procedures

Point of contact and policy maintenance

Glossary
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Considering the inputs from the environment and services, the following
policies are recommended for the SA NREN CSIRT:

e Fundamental policies (table 5.2, page 63) inclusive of

— incident reporting and request handling (new policy),

data classification and prioritisation (new policy),

— communications (with inputs from the CSIR policy),
— information handling and disclosure (new policy),

— media (based on the existing CSIR policy),

— privacy (based on the existing TENET policy), and

— security (based on CSIR policies).
e Secondary policies (section 5.1.3, page 66) inclusive of

— service levels (based on the existing TENET agreement);
— acceptable use (based on the existing TENET policy);

— data, log and evidence retention (for compliance, legal and know-

ledge base (e.g. statistics) purposes);
— code of conduct (based on the existing CSIR HR policies); and

— human error (based on the existing CSIR HR policies).

These policies are indicated in table 11.6. The CSIR policies are not publicly
available. The links to the existing TENET policies are:

e connection — http://www.tenet.ac.za/doc/connection-policy,
e acceptable use — http://www.tenet.ac.za/doc/aup-3-2.pdf,
e privacy — http://www.tenet.ac.za/doc/privacypolicy.pdf, and

e REN service agreement (service level indicators & targets) — http://

www.tenet.ac.za/doc/service-level-indicators-and-targets.pdf.

The policies for the SA NREN CSIRT should be based on these existing
policies, as far as possible, for consistency and to avoid duplication. Further-
more, information security policies from the constituency can provide inputs

to these policies (68% of institutions have one (section 10.3.2, page 155)).


http://www.tenet.ac.za/doc/connection-policy
http://www.tenet.ac.za/doc/aup-3-2.pdf
http://www.tenet.ac.za/doc/privacypolicy.pdf
http://www.tenet.ac.za/doc/service-level-indicators-and-targets.pdf
http://www.tenet.ac.za/doc/service-level-indicators-and-targets.pdf
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Table 11.6: SA NREN CSIRT policies (by author)

Policy New/Based on existing
Incident reporting and request handling New

Data classification and prioritisation New

Communications Based on existing (CSIR)
Information handling and disclosure New

Media Based on existing

Privacy Based on existing (TENET)
Security Based on existing (CSIR)
Service levels Based on existing (TENET)
Acceptable use Based on existing (TENET)
Data, log and evidence retention New

Code of conduct Based on existing (CSIR)
Human error Based on existing (CSIR)

11.3.3 SA NREN CSIRT processes

The generic incident handling process from section 5.2.2 (page 67) is repeated
for easy reference in figure 11.10. This process can be used “as is” for the
SA NREN CSIRT noting that for the respond phase, due to the coordin-
ating nature of the CSIRT, containment will be limited to the authority of
the CSIRT and the specific nature of the incident. It is more likely that
the CSIRT will be providing technical assistance and coordinating response
actions than directly executing the actions required to resolve incidents.

Recalling that the SA NREN CSIRT will be providing alerts and warn-
ings, announcements and security-related information dissemination services
(see table 11.3); the information distribution process for alerts, warnings and
announcements (see figure 5.3 on page 72) is also applicable.

In section 5.2 (page 67) it was argued that processes implement policy
statements. Additional processes should therefore be developed as needed in

alignment with the policies from the previous section.
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Sources: constituency,

Report / Detect partners, other external,
IDS, etc.

e Verify: source & relevancy
e Classify & prioritise
e Assign

1.Analyse

eContain incident
eContact information
Respond sCoordinate responge
e Report
Close e Feedback / follow-up
e Archive

Figure 11.10: Generic incident handling process (from figure 5.1)
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The applicable processes for the SA NREN CSIRT are subsequently identified
from table 5.5 (page 74) as:

e information sharing,

e maintenance and tracking of data,
e public relations, and

e human resources.

These are combined with incident handling and information distribution in
table 11.7 as a complete list of the processes for the SA NREN CSIRT.

Table 11.7: SA NREN CSIRT processes (by author)

Incident handling

Information distribution (for alerts, warnings and announcements)
Information sharing

Maintenance and tracking of data

Public relations

Human resources

Evidence preservation and forensics processes are not necessary for the initial
phase of the CSIRT as neither the services, policies or identified staff skills
support or require them. The references indicated in table 5.5 (page 74) can
be consulted to determine to what extent the other processes are required

and applicable.

11.3.4 Services (part ii)

In section 9.3.2 (page 139), it was shown that policies and processes describe
services. Following the initial services selection (section 11.2.2), this section
aims to develop the SA NREN CSIRT services further by highlighting the
relevant inputs from the identified policies and processes.

To commence, the policies identified in section 11.3.2 are mapped to the
appropriate SA NREN CSIRT services in table 11.8.
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Table 11.8: SA NREN CSIRT policies to services mapping (by author)
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The predominant role of the incident handling service is re-enforced by the
observation that all policies are somehow related to incident response sup-
port and coordination (as an incident handling service). Furthermore, the
communications, media, security, code of conduct and human error policies
are associated across all of the SA NREN CSIRT services. The communica-
tions policy because all services involve communications technologies, data
exchange, key handling and/or notification in some form; the media policy
because any service (whether distributing information or handling an inci-
dent) can result in interactions with the media. By dealing with physical,
personnel and ICT security, the security policy affects all services (see sec-
tion 5.1.2, page 61). The code of conduct and human error policies define
and dictate staff behaviour and attitudes across all services.

The incident reporting and request handling policy has only been mapped
to services which specifically deal with incidents and requests, that is the
alerts and warnings, incident response support and coordination, and an-
nouncements services. Similarly, the data classification and prioritisation as
well as information handling and disclosure policies are not applicable to the
awareness building and education and training services as the “data” used in
those services should be unclassified (or suitably sanitised) and do not typic-
ally warrant prioritisation. The privacy policy also does not apply to services
where privacy is not required such as announcements or awareness building
where any confidential information should be suitably sanitised instead.

Service level agreements are only really applicable to reactive services and
perhaps announcements where a certain level of response (e.g. timeliness) is
expected. The same services are related to acceptable use where infringement
triggers response services and announcements can be made. Finally, data, log
and evidence retention is arguably only applicable to the incident handling
service as that is where data, logs and evidence are handled and retained (in
a ticketing system database for example). Thereafter, the policy has already
been applied when/if utilised by other services.

Next, the processes for the SA NREN (section 11.3.3) are mapped to the

services as shown in table 11.9.
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Table 11.9: SA NREN CSIRT processes to services mapping (by author)
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The incident handling process details the steps followed for the incident re-
sponse support and coordination service. This process may additionally trig-
ger alerts, warnings and/or announcements. As described in section 5.2.3
(page 71), the information distribution process thus applies to these two
services.

Due to the fact that information is shared across all processes (including
the outputs from information distribution), the information sharing process
applies to all services. The collection, use, archiving and tracking of data
applies across the services. Interactions with the media can also occur for
any service. Lastly, the process(es) for human resources apply to the incident
response support and coordination service (in the context of staff extension)

as well as to education and training (see section 5.2.4, page 73).

11.3.5 Partners (part ii)

Policies and processes should include cooperation agreements, service levels
and reporting requirements for partners; partners can it turn assist with
developing policies and processes (section 9.3.2, page 138).

Seven of the SA NREN CSIRT policies involve partners either as parti-

cipants, providers or users. These are

1. incident reporting and request handling (as partners can report inci-

dents or make requests);

2. data classification and prioritisation (of information received from part-

ners);
3. communications (technologies, standards, notification, etc.);
4. information handling and disclosure;
5. media (applying to the media as an external partner);
6. privacy (extended to partners); and

7. service level agreements.

The acceptable use as well as the data, log and evidence retention policies
are not enforceable on partners (except where partners form part of the
constituency or CSIRT staff). To supplement this, a cooperation agreement
with partners can be used, carrying over the required elements from these
policies. The security, code of conduct and human error policies have minimal
(if any) effect on partners because they address internal behaviour. When

partners are seconded as CSIRT staff though, then these policies will apply.
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Four of the SA NREN CSIRT processes (from table 11.7) similarly involve

partners. These are

1. incident handling (with partners as a source and/or consultant),
2. information distribution (partners as a source or recipient),
3. information sharing (with partners), and

4. public relations (dealing with the media).

The processes for maintenance and tracking of data as well as human re-
sources are internal to the CSIRT (only applying to partners if seconded as
staff).

Partners, particularly other CSIRTSs, can provide input to policies and
processes (section 9.3.2, page 139). To benefit from this, the SA NREN
CSIRT staff should establish contact and network with other NREN CSIRT's
as early as possible. Section 11.2.3 suggested pursuing memberships with
FIRST and TT as the preferred approach. In addition, the identified internal
partners as well as SANReN and TENET staff can provide input to the
CSIRT policies and processes. Lastly, the establishment team for the South
African National CSIRT — the Cybersecurity Hub (Grobler et al., 2012) —

may also be able to provide advice or templates for policies and processes.

11.3.6 Effects on the other requirement areas

In this section, the required policies and processes for the SA NREN CSIRT
were discussed, together with the further development of services and part-

ners. In suminary:

e Services are based on Policies and Processes. To illustrate this, the
mapping of services to policies as well as services to processes was
shown in this section, highlighting which policies and processes will

describe which services.

e Partners provide input to Policies and Processes. Partner interactions
are also described by the relevant policies and processes (indicated in
section 11.3.5).

To conclude this section, policies and processes guide the development of tools
and technologies (as argued in section 9.3.2, page 139) which are discussed

next. All of these links are shown in figure 11.11.
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11.4 Phase 4: Tools and Technologies

In section 9.3.1 (page 135) it was shown that people identify, develop and/or
obtain tools and technologies for CSIRT operations. The fourth and final
phase of the model proposed in this dissertation is the identification of the
required tools and technologies. Considerations for services and partners will

also be completed in this phase. This phase is shown in figure 11.12.

Business requirements

v v v

Team model and Staff

v

Policies and Processes

L
) 4

A
\ 4

A
\ 4

Services
A
\ 4
A
v
Partners

\ 4

> Tools and Technologies <

Figure 11.12: Phase 4: Tools and Technologies for the SA NREN CSIRT

11.4.1 Inputs from the other areas
From the business requirements (pages 131 and 132), it can be seen that

a. the needs of the constituency determine the required tools and tech-

nologies, and

b. funding influences the procurement and/or development of tools and

technologies.

Sections 9.3.3 and 9.3.4 (pages 140 and 142) further summarise the links from

the other Ps to tools and technologies as follows:
e Staff develop and/or obtain tools and technologies.
e Policies and processes guide the development of tools and technologies.

e The definition of services helps determine which tools and technologies

are needed.

e Partners can address deficiencies in tools and technologies (supple-
menting them with their own resources). They can also recommend or
provide tools and technologies to the CSIRT.
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These relationships are illustrated in figure 11.13. This shows that deter-
mining the requirements for staffing, policies and processes as well as service
definitions (as addressed in the preceding sections) are necessary prior to
identifying the required tools and technologies. Additionally, tools and tech-
nologies are based on constituency needs as well as available funding.

The relevant SA NREN CSIRT decisions taken so far are covered in the

rest of this section.
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Figure 11.13: SA NREN CSIRT: Tools & Technologies with links
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Constituency and funding

Being situated in the academic and research environment means that the con-
stituency (the users and their ICT staff) should be using (or at least able to
use) encryption/decryption tools. Equipping the constituency to use digital
signatures and encryption for communicating electronically with the CSIRT
should therefore be straightforward. The constituency additionally has high
bandwidth, low latency links to the Internet. The SANReN network has been
designed for redundancy; in addition, TENET warrant constant availability
for the network” ensuring its reliability. This makes the use of web, email
and other electronic communication mechanisms attractive options for the
SA NREN CSIRT.

In order to minimise cost, existing open source tools and technologies
should be used where possible. Partners can assist with recommendations
in this regard. They can also advise on the most cost-effective solutions
where hardware and software need to be purchased. Other CSIRTSs may
have tools and technologies which they have developed and are willing to
share with the SA NREN CSIRT (at zero or minimal cost). Once the CSIRT
is handed over to TENET, further procurement and/or development of tools
and technologies will be influenced by the revised (and as yet undetermined)
budget.

Finally, the SA NREN CSIRT can advise the constituency on suitable
tools and technologies to combat the malicious activity affecting them (e.g.

anti-malware, anti-spam, etc.).

Staffing

Both the number of staff as well as their skills affects the tools and tech-
nologies that can be used by the team. Development of tools requires time,
effort and skills (e.g. programming). The roles identified for the SA NREN
CSIRT (see section 11.2.4) do not leave room for the development of tools
and technologies. If the required tools (identified in the next section) cannot
be procured in a ready to use (or almost ready to use) form then additional
staff with the required skills are needed. Furthermore, the use of some tools
require unique skills, training or experience that may not be available in the

team (e.g. advanced scanning tools, intrusion detection systems, etc.).

"http://www.tenet.ac.za/doc/tenet-ren-service-agreement-redistributable


http://www.tenet.ac.za/doc/tenet-ren-service-agreement-redistributable

CHAPTER 11. MODEL FOR THE SA NREN CSIRT 203

Finally, the distributed nature of the constituency and the subsequent
decision to establish the SA NREN CSIRT in a coordinating role mean that
certain tools and technologies are more applicable than others (as clarified

by the services requirements).

11.4.2 SA NREN CSIRT tools & technologies

Section 9.3.3 (page 140) shows the main tools and technologies that are
required for a CSIRT (based on table 6.2, page 84). Each one is briefly
discussed and applied to the SA NREN CSIRT in the following subsections.

The recommendations are summarised in table 11.10.

Table 11.10: SA NREN CSIRT tools & technologies (by author)

Tool / Technology SA NREN CSIRT proposal
Communications Primarily Internet-based
Cryptographic PGP (GnuPG)

Ticketing system RTIR / OTRS

Incident handling, analysis or As needed

security

General hardware and software ~ Mostly already provided
(add: smartphones, shredder, safe)

Network and security devices Reuse existing

System administration Reuse existing/supplement

Contacts database Append existing SANReN/TENET
database

Communication mechanisms

In section 11.4.1 it was argued that Internet-based communication mechan-
isms are good options for the SA NREN CSIRT. Both the SANReN and
TENET teams use email as the primary form of communication. They like-
wise have websites and make use of mailing lists. Phones, fax and video
conferencing facilities are available as alternatives. Email can easily be re-
used by the CSIRT with the addition of encryption for sensitive data.
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Cryptographic mechanisms

Pretty Good Privacy (PGP) emerged from section 6.2.2 (page 85) as the re-
commended cryptographic mechanism for CSIRTs. The GNU Privacy Guard
(GnuPG)? is a complete and free implementation of the OpenPGP standard.
It can be easily integrated into popular email clients for encryption and veri-
fication (signing) purposes. The SA NREN CSIRT would be able to use it
with essentially no cost and minimal effort (creating, uploading and storing

keys and configuring an email client to use them).

Ticketing system

SANReN currently use the Request Tracker (RT) ticketing system; TENET
make use of Open Technology Real Services (OTRS). Section 6.2.3 (page 85)
remarked that Request Tracker for Incident Response (RTIR) (based on RT)
appeared to be the most popular amongst NRENs and is thus the logical
option. Alternatively, OTRS can be used if preferred by the CSIRT and
depending on where it will be hosted. The final choice can be made during

implementation.

Incident handling, analysis or security tools

Section 6.2.4 (page 86) argued that many of the tools in this category are
related to specific CSIRT services. Most of these tools can be obtained or
developed as needed by consulting both the references in that section as well
as partners (other CSIRTS, researchers, experts from the constituency, etc.).
The primary initial tools that will be required by the SA NREN CSIRT
include the network, incident handling and statistics/correlation tools from
table 6.3 (page 88). During establishment, the specific tools required can be

assessed and acquired by the team.

General hardware and software

Typically, hardware and software required for operations is provided by the
CSIR (for the SANReN CA) and TENET for their respective staff. On
the hardware side these include networking equipment, security appliances,
servers, laptops, backup media, lab and test equipment as well as printers,

scanners and fax machines.

8https://www.gnupg.org
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The remaining hardware that needs to be considered for the SA NREN
CSIRT are smartphones (staff use their personal phones at the moment),
shredder(s) and a safe (from section 6.2.5, page 87). Although there are
virtual servers available for CSIRT use, dedicated machines (with stricter se-
curity policies) should be considered. Standard software, including operating
systems and office applications, is provided by the CSIR and TENET. Free
and Open Source Software (FOSS) can be utilised for most other CSIRT
purposes (e.g. Linux-based operating systems, tools/applications to secure
remote access and security (see section 6.2.5, page 87)). Other software that
may need to be purchased, in particular some of the specialised CSIRT tools,

can be addressed on a case by case basis as the budget permits.

Network and security devices

This includes a mechanism to isolate the CSIRT network and machines from
the Internet such as a firewall complemented with centralised logging and
reporting (section 6.2.6, page 90). The most cost effective approach for the
SA NREN CSIRT will be to reuse existing SANReN and TENET infrastruc-
ture providing recommendations for supplementing this where needed (e.g.
hardening). This is reinforced by policies and processes for updating, patch-
ing and monitoring, etc. the devices. The added benefit is that the entire
SANReN CA and TENET teams’ operations are better protected. There
are some disadvantages to this approach though including the possibility of
human error, failed/delayed implementation of policies and processes or even

malicious insiders. Addressing these require a well-managed implementation.

System administration tools

SANReN and TENET are already using these tools, so the CSIRT can simply
reuse them where required. Where system administration tools are missing or
incomplete, the CSIRT can make recommendations for improvement based on
the team’s needs, knowledge gained from CSIRT literature (e.g. section 6.2.7,

page 90) and/or partner interactions.

Contacts database

Both the SANReN CA and TENET make use of a contacts database of some
sort. Ideally the CSIRT should make use of these systems, supplementing the

data with information for security contacts at the sites of the constituency.
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The actual development or procurement of the tools and technologies men-
tioned in this section will occur during CSIRT establishment and operations.
Other tools and technologies (see section 6.2.9, page 91) can be explored as

the CSIRT gains practical experience revealing which will be useful.

11.4.3 Services (part iii)

The initial services selected for the SA NREN CSIRT are shown in table 11.3
(page 180). This was supplemented by showing the relationships between and
mapping the SA NREN CSIRT policies and processes to these services (sec-
tion 11.3.4). Section 9.3.3 (page 140) argued that tools and technologies are
required for services. It further notes that services definitions are required to
know which tools and technologies are needed (page 141). These associations
are shown in figure 11.14. This section continues the development of services
for the SA NREN CSIRT by mapping the identified tools and technologies

to the selected services in table 11.11.

selection influences

Tools &
Technologies

Figure 11.14: Relationship between Services and Tools & Technologies

Services

The technologies and tools are ordered by the number of services that de-
pend on or utilise them. As seen in the table, communications technology,
the contacts database and general hardware and software are required by
all services. Network and security devices are mainly applicable to the inci-
dent response support and coordination service, but do indirectly affect the
other services as data passes through the devices. Administration tools do
not add directly to the provision of services though they do contribute to
the maintenance of the systems that help provision them (hence the “half-
ticks”). Note additionally that providing education and training services do
not require network and security devices or system administration tools as
the service can be provisioned using a desktop/laptop with reporting writing

and /or presentation software (no special servers or networks are required).
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Table 11.11: SA NREN CSIRT tools & technologies to services mapping (by
author)

Service

Tool / Technology

Communications

Contacts database

N N N[ Education and training

General hardware and software

Network and security devices

S S N SN N[ Awareness building

System administration

~ S S NN N | Security-related information dissemination

Cryptographic

~ S S S N SN N | Alerts and warnings
~ S S S N N N\ | Announcements

Ticketing system

N N N S SN N N N[ Incident response support & coordination

Incident handling, analysis or security

v'= applies
v'= applies indirectly or in certain circumstances
? = implementation dependent
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Cryptographic technology is used primarily to protect sensitive communica-
tions for incident response and coordination. It can also be used to verify
the origin of information provided by the CSIRT, through the use of digital
signatures, for the indicated services. Cryptography is not generally used
for awareness building or education and training as that information is not
sensitive and/or should be sanitised instead prior to publication or present-
ation. This could additionally apply to the dissemination of security-related
information. The ticketing system and incident handling, analysis and secur-
ity tools are only really used for incident response support and coordination.
Ticket numbers may be assigned to alerts and announcements though for
tracking purposes (West-Brown et al., 2003, p. 99). This mapping confirms
that the identified tools and technologies are required by the services selected
for the SA NREN CSIRT.

11.4.4 Partners (part iii)

Tools and technologies enable coordination of partners as well as interactions
with them. Partners can in turn supplement the required tools and technol-
ogies (section 9.3.4, page 142). This subsection investigates this relationship
for the SA NREN CSIRT (shown in figure 11.15).

recommend & supplement

Tools &
Technologies

enable interaction

& coordination

Partners

Figure 11.15: Relationship between Partners and Tools & Technologies

Firstly, it should be clear that the tools and technologies in table 11.10
facilitate partner interactions: from the database providing contact details, to
the laptop used for typing an email and the communications technology used
to deliver it. Cryptography is also used where applicable and the ticketing

system stores relevant information and reports from partners.
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As for policies and processes, other CSIRTS, and even the cybersecurity
hub (Grobler et al., 2012), could suggest and possibly provide some of the
required tools and technologies. CSIR internal partners and other security
research groups can further assist with recommendations and provision of
the required tools and technologies (see section 11.2.3, page 180).

Finally, as a specific example, PGP is based on a web of trust: user A
(already trusted by a community) can the sign the key of user B to verify
that the key belongs to user B. PGP utilises this concept to form groups
of “introducers” and ultimately a “web of trust”®. Partners from TI and
FIRST can act as introducers for the SA NREN CSIRT thereby accelerating
the process of gaining the trust of the CSIRT community.

11.5 Summary of the model for the SA NREN
CSIRT

Figure 11.16 presents a summary of the findings and recommendations of
this chapter.

The development of the model of a CSIRT for the SA NREN commenced
by addressing the business requirements (section 11.1). This was achieved
through an exploration of the SA NREN environment, providing a basis for
the subsequent decisions. The CSIRT was classified as an academic sector
CSIRT as it serves an NREN constituency covering the whole of the Repub-
lic of South Africa. Applicable laws and regulations of the RSA were sub-
sequently identified. Two possible hosting organisations for the CSIRT were
uncovered, namely, the CSIR (host of the SANReN CA) and TENET. This
indicated that an embedded organisational model would be the best approach.
Following the specification of the environment, a mission was defined for the
CSIRT as input to the constituency, services, and policies and processes.

The constituency was defined as the SANReN network beneficiaries and
part of Autonomous System (AS) 2018 — the TENET AS. This revealed
the limited authority the CSIRT would have over the constituency, primar-
ily enforceable through an AUP. The initial funding would be provided by
SANReN, with subsequent operational funding provided by TENET using

one of three possible approaches.

Shttp://www.pgpi.org/doc/pgpintro/
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Business requirements

Revenue model:

e TENET can cost recover
operations either by:
o project subsidy,
o paid membership, or
o paid for services.

Environment Constituency Authority
e sector: academic e SANReN network e limited
e country: RSA beneficiaries e TENET AUP
e model: embedded * AS2018

e domain: .ac.za
Funding/Budget Legal

e establishment costs RSA laws & regulations:

budgeted for by SANReN e ECT act 25 of 2002

e RICA 7 of 2002
e POPI act 4 of 2013
e Cybersecurity policy

v

v

v

Services
Reactive:
e alerts and warnings
e incident handling
o incident response support
& coordination

Proactive:
e announcements

Team model + Staff
coordinating central core supporting
distributed teams
office hours with 24x7 standby
full-time staff for coordinating team
one manager + three technical staff
skills: systems, networks, security,
programming & Internet

Partners
CSIR shared services:
e EHS, facilities, finances
e human resources (HR)
e procurement, IT dept.
e quality management
e security, communications
e internal audit & legal services

o security-related information

v

Other competency areas:

dissemination

Security quality management:
e awareness building
e education & training

Policies and Processes

required policies can be based on:

o TENET connection, AUP, privacy

and REN services agreements

o CSIR HR, media & security policies
used the generic incident handling
process + information distribution
add: information sharing, data
tracking, public relations and HR

e DPSS CCIW, MDS InfoSec

External:

e CSIRTs through Tl & FIRST

e law enforcement, media

e service providers

e coordination bodies (e.g.
national cybersecurity hub)

e security experts from SA
universities & constituency

>

v

Cooperation agreements may

-
Mapped to SA NREN CSIRT
policies and processes.
Supported by the identified
tools and technologies.
g

Tools and Technologies
use of cryptographic mechanisms
should be straightforward
open source should be used to contain
costs (on advice from partners)

Recommendations:

e electronic communications preferred
e PGP (GnuPG), RTIR / OTRS

e Other existing T&Ts can be re-used

be required.

Processes involving partners:
e incident handling

e info. distribution/sharing
e public relations

g

Partners can recommend or
provide tools & technologies +
act as “introducers” for PGP
web of trust.

Figure 11.16: Summary framework of the SA NREN CSIRT model

(by author)
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The CSIRT team model and staffing requirements were examined next (sec-
tion 11.2). This included the decision to utilise a central coordinating CSIRT
model supporting distributed constituency teams as appropriate for the en-
vironment. An office hours work schedule was proposed with 24x7 support
from the TENET help desk with CSIRT staff on standby for escalation.

An initial staff complement of four full-time members — one manager
and three technical staff (incident handlers) — was advised, following re-
commendations from literature. Systems, networks, security, programming
and Internet skills were deemed sufficient for these staff members. First re-
sponse should be provided by the TENET NOC and/or help desk to support
these low staff numbers. Other SANReN and TENET staff as well as internal
partners will comprise an extended team to further support the CSIRT.

In parallel with addressing the team model and staff requirements, initial
services (section 11.2.2) and partners (section 11.2.3) were identified. Siz

initial service offerings were selected for the CSIRT. These are

1. alerts and warnings,

2. incident response support and coordination,
3. announcements,

4. security-related information dissemination,
5. awareness building, and

6. education and training.

Additional services can be added later in line with constituency requirements
and resource availability.

Internal partners were identified from CSIR shared services and other
competency areas performing information security research in the CSIR. Re-
gistering with TT was recommended as a first step towards networking with
other CSIRTs. In addition, security experts from the universities and IT
departments of the constituents could be valuable external partners. The
national CSIRT (Cybersecurity Hub of South Africa) was recognised as a
potential coordination centre. Other external partners, whom the CSIRT
should establish relationships with, include law enforcement, the media and
service providers. These services and partners were mapped to the SA NREN
CSIRT policies and processes, and tools and technologies, in the subsequent

phases of development.
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The next phase determined the required policies and processes (see sec-
tion 11.3). Following the recommendation to make use of a policy template,
the policies required for the SA NREN CSIRT were identified. These are
shown in table 11.6. The SA NREN CSIRT processes include the generic
incident handling process as well as the process for information distribu-
tion. Additional processes were suggested as shown in table 11.7. Besides
the mapping showing the relevant policies and processes for each service
(section 11.3.4), the policies and processes affecting and involving partners
(section 11.3.5) were revealed as further development in those two areas.

The final phase advised on the required tools and technologies for the
SA NREN CSIRT, providing suggestions for implementation where applic-
able (section 11.4). These recommendations include the use of electronic
communications coupled with cryptographic mechanisms for securing com-
munications. Open source solutions should be sought where practicable, on
the advice of partners, in order to contain costs. GnuPG was recognised as a
good solution for PGP implementation; with RTIR (based on RT used by the
SANReN CA) or OTRS (currently used by TENET) for a ticketing system.

In this final phase of development, it was observed that services are sup-
ported by these tools and technologies (section 11.4.3). Lastly, partners
can recommend or provide tools and technologies; they can also act as in-
troducers to the rest of the security community via the PGP web of trust
(section 11.4.4).

This concludes the model for the SA NREN CSIRT demonstrating the
effective utility of the generic model for establishing a CSIRT.

11.6 Conclusion

This chapter applied the generic model for establishing a CSIRT to design a
specific model for the SA NREN CSIRT. Each of the phases was explored to
determine the business requirements and subsequently people, policies and
processes, and tools and technologies in turn. Services and partners were
developed in parallel, following the generic model.

The model was successfully applied to the SA NREN environment as
all phases could be addressed completely and in order. Actual implementa-
tion of this model, i.e. establishing the CSIRT, is beyond the scope of this
dissertation, but is the logical next step for this research.

The next chapter concludes this dissertation by summarising the object-
ives of this research and the work done in achieving those objectives. The

results will be discussed and areas for future research proposed.
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Chapter 12
Conclusion

The previous chapter completed the demonstration part of this dissertation
by applying the model for establishing a CSIRT in the SA NREN environ-
ment. Each phase of the model framework was addressed in turn, answering
the questions and making the decisions along the way for the design of the
SA NREN CSIRT. This ranged from the business requirements through to
the required tools and technologies, while services and partners were de-
veloped as progression was made through the other Ps. The specific model
was successfully completed, demonstrating the utility of the generic CSIRT
model.

This chapter concludes the research by arguing that successful design
science artefacts have been developed and demonstrated to solve the prob-
lems initially presented in chapter 1. First off, the problem statement and
research objectives are revisited before highlighting the key findings of this
study. The methodology used is discussed next, followed by a summary of
the conclusions presented for each chapter of the dissertation. After this,
the research contributions, based on the DSR framework are described. The
final section discusses the limitations and areas for future research applicable

to this study before the chapter is concluded with some “final words”.
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12.1 Reviewing the problem and objectives

This research was initiated by the idea of establishing an incident response
capability for the South African NREN. When embarking on the journey to
find out where to start, it was soon discovered that there does not appear
to be a clear, consistent method or model for doing this. The problems

addressed by this research are therefore:
1. The lack of a definitive method for establishing a CSIRT (in general).

2. The lack of an incident response capability in the SA NREN environ-

ment.

To address these problems, a number of research objectives were defined
(section 1.5, page 10). These objectives are mapped to the chapters where

they are achieved in this dissertation in table 12.1.

Table 12.1: Research objectives matched to dissertation chapters

Objective Chapter(s)
Define CSIRTs and describe their services 3
Determine the requirements for establishing a CSIRT 4-7
(state-of-the-art exploration)

Develop a generic model for establishing a CSIRT 8-9
Implement the model in the SA NREN environment 10-11

Briefly, CSIRTs and their services were defined and described in chapter 3.
The CSIRT state-of-the-art was explored by identifying the requirements for
establishing a CSIRT through the lens of ITIL’s four Ps — People, Processes,
Product and Partners — in chapters 4 to 7. A generic model for establishing
a CSIRT was subsequently developed in chapters 8 and 9. Finally, the model
was applied in the SA NREN environment as a demonstration of its utility
(chapters 10 and 11).
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12.2 Reflections on the research

This section considers the key findings of this study, the effectiveness of the
methodology used as well as the resulting conclusions from each chapter. In
addition, a brief assessment of how the model addresses the challenges when
establishing a CSIRT is presented.

12.2.1 Key findings

The primary findings of this research are centred around the original object-
ives. CSIRTs were found be to the primary mechanism used to deal with
IT security incidents today. The requirements for establishing a CSIRT were
explored and successfully grouped according to the business requirements,
services and four Ps proposed by ITIL. Based on these requirements, the re-
lationships between the Ps were uncovered and eventually combined to form
a generic model for establishing a CSIRT. This model addressed the busi-
ness requirements, team model and staffing, policies and processes, tools and
technologies, services, and partner aspects related to CSIRT establishment;
thereby facilitating an holistic approach.

The model commenced with business requirements, followed with a nat-
ural progression through the people, policies and processes, and product
requirements. Services and partners were developed incrementally in parallel
with these last three categories. Finally, two views of the complete model
were presented: a) a strategic view focusing on the business requirements,
and b) a tactical view focusing on the four Ps plus services.

To demonstrate the utility of the model, it was instantiated in the SA
NREN environment. This was preceded by a survey used to show the need
for a CSIRT capability in this environment. The outcome of the survey was
that CSIRT services would be more than useful to the community, but, in-
terestingly enough, the most useful services were revealed to be the proactive
rather than the reactive ones. Necessary information on the SA NREN envir-
onment, needed to make the decisions required for implementing the model,
was solicited by relevant questions. The model was successfully “executed”
to produce a specific model for a SA NREN CSIRT. Implementing this design
should result in an incident response capability for the SA NREN satisfying

the expectations of the community.
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12.2.2 Methodology

Design Science Research (DSR) was selected as the primary methodology for
this research. A survey accompanied this to enable the successful demon-
stration of the developed artefact.

Meeting the guidelines for DSR

Guidelines for performing DSR were presented in section 2.3.3 (page 27).

This research meets these guidelines as shown in table 12.2.

Table 12.2: Satisfying the guidelines for DSR (by author)

Guideline Satisfied by

Producing a model for establishing a CSIRT

1 Design as an
artefact

2 Problem relevance Showing the need for a CSIRT within the SA

NREN environment

Design evaluation

Research
contributions

Research rigour

Design as a search
process

Communication of
research

Demonstrating utility in the environment

Exercising the model in the SA NREN

environment

Effective application of the knowledge base
(constructs & framework)

Using a concept matrix and in depth study of
the literature

This dissertation and related reports published
on the SANReN website

The first artefact produced by this research is a generic model for establishing
a CSIRT (guideline one). According to Hevner et al. (2004, p. 79), relevance
is assured by addressing a business need through research activities; in this
case the need for a CSIRT for the SA NREN (guideline two). This need is
confirmed by the survey results presented in chapter 10. A demonstration
of the utility of the model is used as the evaluation method in chapter 11,
showing that the model works (guideline three). Regarding guideline four,
research contributions, it is argued that significant value to the research com-
munity is produced by exercising the artefact in the intended environment

(Hevner et al., 2004, p. 87). This is achieved primarily in chapter 11.
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Rigour (guideline five) can be shown through the extensive literature ana-
lysis that was performed illustrating “effective use of the knowledge base”
(Hevner et al., 2004, p. 88). Rigour is further demonstrated through exer-
cising the model in the SA NREN environment (Hevner et al., 2004, p. 88).
In addition, it is argued that “rigor is achieved by appropriately applying
existing foundations and methodologies” (Hevner et al., 2004, p. 80). Thus,
the use of existing constructs from authoritative literature to define a frame-
work for this research (chapter 2). The search process (guideline six), de-
termining the requirements for CSIRTSs from literature, is detailed in sec-
tion 2.2 (page 17). Finally, this research, and the resulting artefacts, are
communicated via this dissertation (and hopefully in subsequent publica-
tions) (guideline seven). Furthermore, preliminary findings have been com-
municated to both management and technical audiences through published
reports on the SANReN website as shown in table 12.3.

DSR proved to be an effective methodology for executing this study. The
process allowed for logical progression with a familiar “engineering” feel and
the clear framework helped to scope the research. DSR further encouraged

full circle research from building an artefact through to evaluating it.

Evaluating the model

Hevner et al. (2004, p. 86) summarise common design evaluation methods
of artefacts. The methods most suited to the scope of this study are the
descriptive methods, i.e. informed argument and scenarios. Existing infor-
mation from related research forms the foundation of the model (chapters 3
to 7), thereby presenting a strong argument for the artefact’s utility. Ad-
ditionally, a detailed scenario centred around the SA NREN environment is

used to demonstrate the model’s utility (chapter 11).!

1As a SANReN engineer, I have detailed insight into the nature of the SA NREN
environment. This knowledge was beneficial when it came to implementing the model.
Throughout this dissertation, and especially in chapter 11, I have attempted to reveal and
rationalise this knowledge as far as can be reasonably expected, providing reference to
documents and reports where possible. The rest of the information should be regarded
as obtained via personal communications with the respective personnel of the SANReN
competency area and TENET staff.
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Instantiating the model

The specific instantiation approach consisted of the following steps:
1. Identify a suitable environment — the SA NREN as per chapter 1.

2. Survey the environment (gather information required to implement the

model) — presented in chapter 10.
3. Demonstrate the use of the model in the SA NREN — see chapter 11.

Executing these steps fulfils the demonstrate and evaluate activities of the

design science research process from the previous section.

12.2.3 Addressing the challenges when establishing a
CSIRT

As part of the initial literature survey, several challenges were identified that
may be encountered when establishing a CSIRT (see section 3.1.1, page 32).
Although the objective of this research was not to necessarily address these
challenges, it is well worth the time to reflect on the extent by which these
challenges are addressed by the model. Therefore, these challenges are re-
peated in this section with the aim of informally assessing how the model
addresses them. The challenges and the corresponding means by which they
are addressed, using the generic model for establishing a CSIRT, are shown
in table 12.4.

The model addresses most of these challenges directly by stipulating the
requirement for explicit information (e.g. mission, roles and responsibili-
ties, funding, etc.). Some of the more obscure challenges and how they are
addressed are discussed in the following paragraphs.

The challenge of a lack of management support needs to be addressed prior
to commencing the design of the CSIRT; as such, it is outside of the domain
of the model. The model therefore assumes that management support is
in place for the CSIRT to be successfully implemented. Bad publicity is
addressed through clear descriptions of the relationships between the media
and the areas for establishment. Policies and processes for interacting with
the press are advised and these will stipulate the circumstances and nature of
media interactions. For example, working through a media point-of-contact,
who is properly briefed and trained in media interactions, will mitigate the
risk of bad publicity. Clear and timely communications with the constituency

and partners is also crucial.
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The challenge of restrictive host organisation policies is addressed by having
a good relationship with internal partners (especially the IT department), as
well as CSIRT policies that are based on and compliant with those of the host
organisation (following the recommendations by Grobler and Bryk (2010)).
Finally, the risk of untested procedures which may fail, is alleviated by using
CSIRT processes based on best practice methods from literature, reflecting

processes that work in real life.

12.2.4 Summary of conclusions

From this work as a whole, it can be deduced that it is possible to develop
a generic model for establishing a CSIRT. Furthermore, this model was suc-
cessfully instantiated in the context of the SA NREN showing its effectiveness
in at least one environment. These artefacts link back to and address the
problems of a deficiency in both a standard model for CSIRT establishment
as well as the need for incident response within the SA NREN.

In the first chapter, I'T security incidents and CSIRTS, as a mechanism for
dealing with these incidents, were introduced. In addition, background was
provided on the SA NREN environment, setting the scene for the problem
area, problem statement and research objectives. The chapter was concluded
with the layout for the dissertation.

Chapter 2 described the methodology used for conducting this research.
The literature survey, approach used for developing the model, and the im-
plementation thereof, were each described in turn. Design science research,
as the primary method, appears to have suited the research well.

The next part of the dissertation presented the results of the literature
survey through a framework based on the four Ps from the IT Infrastructure
Library (ITIL). Chapter 3, CSIRTs today, acted as a background to CSIRT's
by introducing typical CSIRT services before moving on to the basic business
requirements for establishing a CSIRT. These were identified in five groups:
the environment, constituency, funding, legal considerations and authority.
Specific decisions (or questions that need to be answered) for each group
of business requirements were expressed. The approach used to discuss the
subsequent requirements according to ITIL’s four Ps was then introduced

before concluding the chapter.
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Chapters 4 to 7 described the requirements for CSIRTs under each of
these categories: People, Processes, Products and Partners, respectively. The
first of these chapters found that the team model needs to be determined
prior to other staffing considerations. Thereafter, the following needed to be
considered: staff numbers, work schedules, roles, responsibilities and required
skills. Chapter 5 covered CSIRT policies and processes, discussing the core
ones in detail and summarising the others that may be needed depending
on the circumstances. The next chapter focused on the services provided by
CSIRTs as well as the tools and technologies required for operations. Each
possible CSIRT service was described, followed by tools and technologies
used to support these services. Rounding off this part is chapter 7, briefly
uncovering the various internal and external partners involved in CSIRT
activities.

Part III contains two chapters wherein the generic model for establishing a
CSIRT is developed. The first, chapter 8, explores the relationships between
the Ps from the previous chapters as revealed by the literature study. These
relationships are summarised in figure 8.16 (page 122). Chapter 9 brings
the previous chapters together to build the generic model for establishing a
CSIRT. This is achieved through the use of a framework based on ITIL’s
business-driven technology management areas supplemented with partners
and services on each side (see figure 9.2, page 127). Each area is explored
consecutively, highlighting the relevant questions that need to be answered
prior to moving on to the next area. The links to other areas and resultant
effects are subsequently discussed. These are all combined to form a complete
model for establishing a CSIRT from both a strategic and tactical perspective
(as shown in figures 9.19 and 9.20, pages 144 and 145).

The next part aims to demonstrate the use of this model in the SA NREN
environment. To do that, the current state of affairs regarding incident re-
sponse mechanisms needed to be determined. This was achieved via the use
of a survey (chapter 10). Analysis of the results showed that there was in-
deed a need for a CSIRT. Additionally, focus should be given to proactive
and security quality management services targeted at reducing the likelihood
of incidents on the SANReN network, as the “most useful services”. Another
interesting outcome was the variance in the most useful services for sci-
ence/research institutions and universities respectively. Whereas the univer-
sities preferred training and security consulting services, the science/research

institutions preferred security audits and information dissemination.
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The argument for coordination was further strengthened by the presence
of existing security teams in the constituency. This information was useful
for making the decisions required to instantiate the generic model in the SA
NREN environment.

Chapter 11 executed this model to design the specific model for a CSIRT
in the SA NREN. Each question from chapter 9 was addressed and answered
as far as possible for the SA NREN environment. The carry-on effect to the
other areas was explained as the execution progressed through each phase
until the model was successfully completed. This showed that the model
could work and resulted in an holistic design for the SA NREN CSIRT.

12.3 Research contributions

Ultimately, this research satisfies its aim by providing a model for the SA
NREN CSIRT. To do this, a generic model for establishing a CSIRT first
needed to be developed. These two artefacts are the primary deliverables and
research contributions of this study; shown in context of the DSR framework
in figure 12.1 (complementing figure 2.2 page 24). The primary contributions

and possible uses thereof are described in this section.

Design Science

Environment Knowledge Base

Research
Part IV: Model | BUSI"®SS | part ji1: Model | APPlicable
) . needs ’ knowledge| Part II: Related
demonstration — —— —» development |[€&— ——— work
(evaluate) (build)
Apply in context Add to knowledge base
Contribution 2: Contribution 1:
Model for the SA Model for
NREN CSIRT establishing a CSIRT

Figure 12.1: DSR framework showing research contributions (by author)

Firstly, prior to this research, no consistent model for establishing a CSIRT
was apparent. There are existing methods such as those proposed by ENISA
(2006) and Killcrece (2004) but these seemed lacking in either completeness
or detail. Furthermore, no clear alignment with other CSIRT literature makes
it difficult to evaluate and compare these methods. If there are two or more

different methods for achieving the same thing, where does one start?
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This research attempts to resolve this confusing situation by providing
a clear and complete model for new teams to establish a CSIRT, based on
primary CSIRT literature. It may also be useful for comparing existing
incident response capabilities in terms of the relationships between the Ps
and identifying possible areas for improvement. In addition, by bringing
together the prior literature to assess the state-of-the-art and CSIRT best
practices, this research is valuable as a literature survey, providing a good
list of resources for CSIRT establishment teams to consult. Furthermore, the
similarities and differences between each resource are highlighted throughout
the dissertation, showing both requirements agreed on by multiple authors
as well as those mentioned by just one or two authors. Combining these
resources and identifying the commonalities meant that consistency of the

model could be achieved.

12.4 Limitations and future research

This section presents the limitations of this research and subsequent ideas
for enhancing the model. It focuses on generalisability of the model, further
evaluation through case studies, expert interviews and comparison with pro-
posed methods for establishing a CSIRT. These four limitations are described

in the remainder of this section.

12.4.1 Generalisability

The model was successfully demonstrated in the SA NREN environment,
hinting that it could work in other NREN or even dissimilar environments.
Limitations of the instantiation approach however, as a single demonstration,
include generalisability of the model.

One of the challenges of DSR is that “artifact performance is related to
the environment in which it operates” (March & Smith, 1995, p. 254). This
can result in an unsuitable artefact or one with unwanted side-effects. Further
research, i.e. implementing the CSIRT model in different environments, can
show the suitability of this model for those environments. These studies can
possibly be performed through the use of the case study method (Hevner et
al., 2004, p. 86).
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12.4.2 Evaluation

This model can be expanded into a method for establishing a CSIRT as “a set
of steps used to perform a task” (March & Smith, 1995, p. 257). Either this
model or subsequent methods can be compared to the processes recommen-
ded by CSIRT literature such as ENISA (2006) and Killcrece (2004). (Note
though that the recommendations from the step-by-step guide (ENISA, 2006)
were already integrated into this research as one of the primary sources for
the model.) This can be seen as comparing the solution “with those construc-
ted by expert human designers for the same problem situation” (Hevner et

al., 2004, p. 90) with the purpose of measuring the effectiveness of the model.

12.4.3 Comparability

In addition, to strengthen the evaluation, the previous comparison can be
used to position the model with respect to existing models/methods (March
& Smith, 1995, p. 261). Although, in the absence of known metrics for
comparing these models, this could be challenging. For example, how can
“significant improvement” (March & Smith, 1995, p. 260) be evaluated? In
other words, suitable metrics would likely need to be developed prior to

conducting such research.

12.4.4 Completeness

Further research possibilities emerge from these limitations. As explained,
these include case studies of implementing the model with appropriate met-
rics to evaluate its effectiveness. Feedback from these case studies, to suggest
improvements, can be applied to the model by cycling through the DSR build
and evaluate processes until the model is suitably refined.

This can be complemented by interviews or focus groups with CSIRT
experts asked to examine and evaluate the model. This has the advantage of
providing quicker feedback than case studies with opportunity to refine the

model (re-iterate it from the feedback received) prior to implementation.
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12.4.5 Other ideas

Other areas of future research could include more detailed exploration of
requirements pertaining to the individual Ps; for example, specific policies
and procedures, and how they interact with other Ps.

Finally, a complementary model for establishing a CSIRT could be de-
veloped based on the COBIT? 5 Enablers (ISACA, 2012, p. 27). This could be
used to highlight gaps in the generic model by providing an alternative model
centred around principles, policies and frameworks (the first enabler). The
addition of information as well as culture, ethics and behaviour, as aspects
not considered in this dissertation, could prove insightful. These enablers are
highlighted in figure 12.2.

3. Organisational 4. Culture, ethics &
2. Processes .
structures behaviour
A A A

1. Principles, policies & frameworks

\ 4 \ 4 \ 4
6. Services
. . ! 7. People, skills &
5. Information infrastructure & P .
. competencies
applications

Figure 12.2: COBIT 5 Enablers (adapted from ISACA (2012, p. 27))

Finally, limitations of the survey instrument are discussed in section 10.4
(page 158). As an alternative or complement to the survey, interviews with a
selected sample of the population could reveal the reason for certain survey

outcomes (e.g. the importance/usefulness of specific services).

2The Control Objectives for Information and Related Technologies (COBIT®) is a
globally accepted “framework for the governance and management of enterprise IT” (see
http://www.isaca.org/COBIT/Pages/COBIT-5-Framework-product-page.aspx).
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12.5 Final words

Hevner et al. (2004, p. 85) argue that “a design artifact is complete and
effective when it satisfies the requirements and constraints of the problem
it was meant to solve”. The problem addressed by this dissertation is the
lack of an incident response capability for the SA NREN; the solution, two

artefacts:
1. a generic model for establishing a CSIRT, and
2. a specific model for the SA NREN CSIRT.

The generic model was found to be both useful and satisfactory. Imple-
menting the specific design will result in the establishment of the SA NREN
CSIRT based on the knowledge that all of the areas revealed through this
research have been addressed. This provides reassurance that nothing has
been left out.

As the saying goes, “the proof is in the pudding”. The real test for this
research will be the implementation of the design and subsequent assessment
of the new state-of-affairs to establish whether anything is missing from the
design. Another iteration of the build-evaluate process may follow or other-

wise the design can be stamped “complete”. Time will tell. ..
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Appendix A

Terms and definitions

IT security incident
“a single or a series of unwanted or unexpected information security
events that have a significant probability of compromising business op-

erations and threatening information security” (SANS, 2009, p. 3).
Computer Security Incident Response Team (CSIRT)

“an organization or team that provides services and support to a defined
constituency for preventing, handling, and responding to computer se-
curity incidents” (Alberts et al., 2004, p. 1).

Constituency
“the group of users, sites, networks or organisations served by the team”
(Brownlee & Guttman, 1998, p. 17). le. “the customer base of a
CSIRT” (ENISA, 2006, p. 7).

National Research and Education Network (NREN)
“a specialised Internet service provider to the research and educational
communities within a country” (TERENA, 2010, para. 8).

Policies
“the governing principles under which the team operates” (West-Brown
et al., 2003, p. 21).

Process
“a structured set of activities designed to accomplish a specific objective”
(Hunnebeck, 2011, p. 412).
Technology
“The application of scientific knowledge for practical purposes” (http:
//www.oxforddictionaries.com/definition/english/technology).
Tool
“A device or implement. . . used to carry out a particular function” (http:

//www.oxforddictionaries.com/definition/english/tool).
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Table B.2: Literature concept matrix (part 2: People)
Team Model Staffing Roles Skills

Alberts et al. (2004) v/
Brownlee and Guttman (1998)

Cichonski et al. (2012) v v v v
ENISA (2006) v v v v
Killerece et al. (2003a) v v
Killcrece et al. (2003b) v v v/
ENISA (2010) 4 v v v
Northcutt (2003) v v
Penedo (2006)

Smith (1994) v S
West-Brown et al. (2003) v v

Table B.3: Literature concept matrix (part 3: Policies & processes)

Policy Processes Incident Handling
Alberts et al. (2004) 4

Brownlee and Guttman (1998) v

Cichonski et al. (2012) v 4

ENISA (2006) v v v/ (+alerts)
Killerece et al. (2003a) v v

Killcrece et al. (2003b) v 4 v

ENISA (2010) v v v/
Northcutt (2003) v v

Penedo (2006)

Smith (1994) VA

West-Brown et al. (2003) 4 4
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Table B.4: Literature concept matrix (part 4: Other)

Services Tools and Partners

Technologies

Alberts et al. (2004) v v v
Brownlee and Guttman (1998) v v v
Cichonski et al. (2012) v v v
ENISA (2006) v v
Killcrece et al. (2003a) 4 v v
Killcrece et al. (2003b) v 4 v
ENISA (2010) v v/ v
Northcutt (2003) v v
Penedo (2006) 44

Smith (1994) v v v
West-Brown et al. (2003) 4 v v
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Traffic light protocol for

information sharing

The traffic light protocol (TLP) is used by CSIRTSs to indicate how sensitive
or not information is and accordingly, how it should be handled and shared®.
The four categories of the TLP as well as a proposed mapping to the scheme
proposed by (Smith, 1994) are shown in table C.1. Note that “classified”
data is usually handled outside of the TLP!.

http://www.us-cert.gov/tlp
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Table C.1: Traffic light protocol (adapted from“’b’cvd)

Colour

When information. . .

Can be shared. ..

Maps to

White

Green

Amber

Red

can be freely circulated,
released publicly and is
subject to zero or min-
imal risk of misuse.

is not intended for broad
Internet (public) circu-
lation, (is not particu-
larly sensitive) and is
useful for constituency
and partner awareness.

should be limited in
disclosure to a specific
group and could carry
risks to privacy, repu-
tation or operations if
shared externally.

is personal or confiden-
tial (for privacy or secur-
ity reasons), intended for
the direct recipients only
and should not be dis-
closed to anyone else.

without restriction sub-
ject to original copy-
right.

freely with the entire
community  (constitu-
ency and partners) but
not published on the
web.

with members of the
same community, organ-
isation or exchange as
applicable and appropri-
ate. Restrictions can be
specified by originator.

never. It is restricted to
the initial participants
of the exchange, meet-
ing or conversation and
should not be dissemin-
ated outside this group.

Public

Sensitive

Private

Highly
sensitive

“http://www.us-cert.gov/tlp
http://www.surf.nl/en/services-and-products/surfcert/information-
sharing-traffic-light-protocol/index.html
“http://www.terena.org/activities/tf-csirt/publications/ISTLP-v1.1.pdf
dhttps://www.cert.be/traffic-light-protocol-tlp
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SA NREN CSIRT Investigation Survey

Thank you for participating in this survey. We respect your privacy - the results of the survey may be
used to publish statistical reports but personal information will not be publicised.

* Required

Basic Information

Please enter your name, surname and designation: *

Please enter your institution name: *

How many users at your institution? *

Security Survey

1. Do you have a security officer and/or team responsible for handling information security
incidents/threats at your institution? *

Yes
No

Continue »

Powered by This content is neither created nor endorsed by Google.

Report Abuse - Terms of Service - Additional Terms

Figure D.1: Survey page 1: Basic information + Security survey
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SA NREN CSIRT Investigation Survey

Security team details

How many people in the team?

How would you classify your team?
Formal CSIRT / CERT
Informal / Ad-hoc CSIRT / CERT
Security officer
Other:

Have any of your staff done IT security training or formal courses?

Yes
No

If yes, which courses / qualifications?

Please provide contact details (name, telephone, email address) for the person / team:
this may be used to gather more technical information, to collaborate between security teams, etc.

Comments (security team section):

« Back Continue »

Powered by This content is neither created nor endorsed by Google.

Report Abuse - Terms of Service - Additional Terms

Figure D.2: Survey page 2 (option 1): Security team details
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SA NREN CSIRT Investigation Survey

Dealing with security incidents

How does your institution currently deal with IT security incidents?
We don't - i.e. are not aware of or affected by security incidents
IT department has/chooses a responsible person at the time of the incident
Outsourced
Other:

Have any of your staff done IT security training or formal courses?

Yes
No

If yes, which courses / qualifications?

Comments (dealing with incidents section):

« Back Continue »

Powered by This content is neither created nor endorsed by Google.

Report Abuse - Terms of Service - Additional Terms

Figure D.3: Survey page 2 (option 2): Dealing with security incidents
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SA NREN CSIRT Investigation Survey

* Required

Network monitoring & malicious activity

Do you currently monitor your network and/or computer for malicious activity? *
Yes
No

Have you been affected by any of the following in the past 12 months? (Jan-Dec 2012) *

Yes No Unknown / Maybe

Denial of service
attacks

Malware (virus/worm
/trojan) infections
Compromised user
passwords
Unauthorised access
to sensitive data
Website attack
(defaced, forms
altered, redirection,
etc.)

Botnet / zombie PC
infections

Critical / major
information
infrastructure attack
(data centres,
computing clusters)
Server port /
application
compromised

Router / firewall / WAP
/ other network device
compromised
Violation of
information security
policy

Theft or loss of
equipment containing
sensitive data

Is email spam a
problem for you?
("No" if successfully
filtered)

Figure D.4: Survey page 3a: Network monitoring & malicious activity
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Does your institution have an Information Security Policy? *
Yes
No
Other:

If yes and publicly accessible, please provide a link to the policy:

Comments (network monitoring section):

« Back Continue »

Powered by This content is neither created nor endorsed by Google.

Report Abuse - Terms of Service - Additional Terms

Figure D.5: Survey page 3b: Network monitoring & malicious activity (con-
tinued)
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SA NREN CSIRT Investigation Survey

* Required

SANReN/TENET CSIRT

In your opinion, can your institution benefit from the services of a SANReN / TENET CSIRT if
such a team were to be established? *

please "Introduction to CSIRTs" information (attached to original email) for understanding what a
CSIRT is

Yes
No
Other:

What services would be most useful to your institution? (tick all that apply) *
Alerts and warnings
Incident handling - analysis, response, support, coordination
Incident response on site
Vulnerability reporting and handling
Security audits / assessments
Intrusion detection services
Security-related information dissemination
Security consulting / recommendations
Security education
Training
Other:

On a scale of 1 to 10, how useful would an NREN CSIRT service be to your institution? *

1 2 3 4 5 6 7 8 9 10

Not useful Very useful

Comments (SANReN/TENET CSIRT section):

« Back Continue »

Powered by This content is neither created nor endorsed by Google.

Report Abuse - Terms of Service - Additional Terms

Figure D.6: Survey page 4: SANReN/TENET CSIRT
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SA NREN CSIRT Investigation Survey

* Required

In Closing

5. Is your institution willing to nominate / volunteer a staff member to contribute to the CSIRT
activities? *

Yes
No
Other:

Would your institution be willing to participate in a "pilot" phase? *
Yes
No
Other:

Would you like to be placed on a mailing list containing updates wrt this project? *
Yes
No

If yes, please enter the email address to be subscribed:

Do you/your institution have any other expectations/questions/comments at this stage?

Thank you for your cooperation!

Please contact Roderick Mooi (rmooi@csir.co.za) should you have any queries.

«Back  Submit |
Never submit passwords through Google Forms.

Powered by This content is neither created nor endorsed by Google.

Report Abuse - Terms of Service - Additional Terms

Figure D.7: Survey page 5: In closing
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