AN INVESTIGATION OF AN UNDERGRADUATE COURSE
MODULE ON THE ETHICAL ASPECTS OF INFORMATION
SYSTEMS

Matthew Charlesworth

A thesis submitted in fulfillment of

the requirements for the degree of

MASTER OF COMMERCE

Rhodes University

MMV



RHODES UNIVERSITY

ABSTRACT

AN INVESTIGATION OF AN
UNDERGRADUATE COURSE
MODULE ON THE ETHICAL
ASPECTS OF INFORMATION
SYSTEMS

by Matthew Charlesworth

An increased emphasis is being placed on ethiésfanmation Systems.
An investigation of: the relevant literature whitighlighted the growth of,
and importance in understanding the moral philogsplwhich underlie
Computer Ethics; and the official curricula reconmai&tions that have
increasingly and consistently recommended inclusfarourses describing
the Social, Professional and Ethical responsigditf Information Systems
Professionals; and informed by the observationsnfriovo empirical
Studies that showed the extent of unethical bebaviand how this
behaviour is diminished in those who have recefeethal tertiary level
education resulted in a proposed new course moduleEthics in
Information Systems. The module follows a sandvapproach whereby
two stand-alone modules are conducted on eithe sid integrated

Computer Ethics content within the rest of the icutum.
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NOTES

Computer Ethics and Ethics in Information Systems are used interchangeably
throughout the thesis.
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Part |

Preliminaries

Part | of this research introduces the researchibem.
This is accomplished by describing the researcla,aaed
showing how the research area relates to the retear
problem on a general level. This section also presa
summary of the results of the research, and expltie
organisation of the thesis.
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Chapter Introduction to the Research

Chapter 1 Introduction to the Research

This Chapter introduces the research within thetexinof
Ethics and Information Systems.

1.1 Introduction

This research investigates the problems withinf@mation Systems industry due to a
lack of ethical awareness among its members arid lmwards a means of increasing,
or in some cases creating, this awareness. Ittaisave this problem by the addition of
a course module on ethics into the Information @yst curriculum. The intention is to

affect a change in the industry by ensuring thatreugraduates and professionals within
the Industry are suitably educated and aware oétieal dimensions that are involved

in their work.

1.2 Research Context

Professor Martin Prozesky, the Director of the Ewelr Centre for Comparative and

Applied Ethics at the University of Natal, Pieteritiburg is quoted as saying that

"nothing less than an ethical renaissance, a nengesof moral power, is now
needed and that unless it happens there will bgameral renaissance, least of all
here in Africa. The reason is this: ethics, asaheof using power, freedom,
information and above all conscience to live wiseig well, is to human life - and
perhaps to all life on this planet - what the Ngd¢o Egypt: its very lifeblood. For
just as the Nile gives life, beauty and value toliarren desert lands along its
banks, so morality gives life and value to culttioethe worlds we make and
remake."(Prozesky 1999)

The author notes that Professor Prozesky spetyfialentions that the use of
"information™ forms part of the art of ethics. THeads us to consider the ethics and
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values that the people who purport to be the psadaals in the Information discipline

hold and aspire towards.

An ethical issue is said to arise whenever oneyparpursuit of its goals, engages in

behaviour that materially affects the ability ob#rer party to pursue its goals. When the
effect is helpful - good, right or just - we saw thehaviour is praiseworthy or exemplary.
When, however, the effect is harmful - bad, wrongigust - the behaviour is unethical

(Mason 1995:55).

IS Professionals are involved in the effective gsial design, construction, delivery,
management and use of information and informatemhriology in organisations and
society. Consequently IS Professionals play an rtapb role with regards to the

information that is used to take decisions, ang thawve a moral responsibility to ensure
that the information for which they are responsiisleccurate and is available to the
appropriate people. IS Professionals may also hadthly responsible positions as
developers of mission critical systems that propabVolve human life and cost a

fortune.

From an ethical perspective, developers have agsmnal duty to be honest in their
representations about the capabilities of new métion systems. Managing user
expectation is a delicate balancing act, sinceetlage dangers to both overselling and
underselling technology. Overselling has negatical implications, but underselling

can lead to immediate user rejection. The bestoagpris to strive for total honesty.

Information technology professionals should havest@ng sense of professional

responsibility and integrity. Management can enagarand support those instincts by
adopting a professional code of ethics. (Johns®97 160). Such a code can address
issues of academic honesty, adherence to confiigntagreements, data privacy,

handling of human subjects, impartiality in datalgsis and professional consulting,

professional accountability, resolution of con8idf interest and software piracy (Kock,

Davison, Clarke, and Loch 2000:720). The negligergramming and design that

resulted in the Y2K ‘bug’ has focused a spotlight oformation technology

professionals and their responsibility for techggl@roducts and services. Even more
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worrying is the lack of accountability that is famg part of the culture of the industry.
Program errors are called “Computer Bugs”, esdgntizing to shift the blame from

the computer programmer to the computer itself.

In a global economy, corporate computer systemsnaiiterconnect across borders,
introducing added complexity for local governmeautsl legislatures. The explosion of
the Internet into the workplace has created a ¢iab@al morality unfettered by time
and space. Globalisation forces companies to iomexect their computer systems to
employees, suppliers, distributors and customeestiog an ethical chain that can reach
around the world. As businesses become more depieodehis electronic lifeline, they
encounter ethical moments of truth that will haveipple effect - either positive or
negative - throughout the chain. Advances in teldgies such as the Internet create
new spins on old issues such as privacy, intedégroperty and standards of conduct.
The geographically dispersed firms have the aduitichallenge of aligning corporate
policies with accepted cultural practices in diéer parts of the world. These issues
make it essential for today's businesses to vi@iv thformation ethics policies from a
global perspective. Business practices vary frommtry to country, which can create
ethical conflicts for employees who possess diffgattitudes towards privacy, property

rights and general standards of conduct withinrieis technology-enabled world.

Technology affords numerous opportunities for actinethically and, because of a lack
of constraining parameters, unwittingly so. It mportant therefore to make IS
Professionals aware of the need to act ethicadluds of piracy, systems failure, etc.
indicate a prevalence of unethical behaviour withmindustry. The author believes that
one way to change the situation would be to fing/svia which a course module in

ethics in Information Systems can be included endirricula for Information Systems.

It is imperative then, that students of Informati®pstems be exposed to the ethical
issues within their discipline and be made awaréhefvarious resources (such as the

Code of Ethics of their Professional Bodies) avdddo them.
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1.3 Research Methodology

Academic Survey -
V

Literature Surve

Curriculum

Industry Survey

/4

The research is based on a literature survey, @ngited by two separate but related
empirical studies. The literature survey is aimiestly at exploring Moral Philosophy
and noting where the discipline of Ethics is plaespecially with regards to Computer
Ethics. The literature review addresses the vamass in which a section on ethics can
be included in a curriculum, drawing on official rdgoula and best practice, and
determines which methods of teaching such a comedule have proven to be

successful.

The empirical studies take the form of a descrgsurvey, during which information is
gathered by means of structured interviews andtignesires. Questionnaires were sent
to, and returned by, the sample population. Plesfee to Appendix C and Appendix D
for a sample questionnaire outline. Heads of Depanmts of Information Systems and/or
Computer Science, are asked what is currently beéamg by their department in terms
of ethics and how it is included in the curriculatmpresent. The sample population for
the questionnaire to Industry consists of membérth® Computer Society of South
Africa, and readers of ITWeb — a South African woalilT magazine. The survey
addresses whether their company has a policy acsethd information technology and
what kind of problems they have experienced in #nsa. It also specifically asks
whether employers encounter problems with their eemployees, specifically entry-
level graduates in terms of their ethical behavidine results of the survey are used to

inform the construction of a course module.
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1.4 Summary of Results

Norman concludes his analysis of Moral Philosophyirgy that “the main ethical
traditions of previous centuries are still, in anearnation or another, alive and well”
(1995591).

Computer Ethics has prompted a deeper philosoptietzte and Information Ethics, as
described by Floridi, offers the conceptual basiddrther rigorous academic study, not
only in Computer Ethics, but in Moral Philosophy wsll. The future of Computer

Ethics will be conjoined with Information Ethicsnd Professionalism is no longer
sufficient to justify or determine the solutiond@Computer-Ethics problem. Therefore,
grounding in Information Ethics will be essential this will form the backbone of the

future development of the discipline.

All of the official curricula recommendations areagreement that between 16 and 35
hours of lecture time should be devoted to a ‘Scmm Professional issues course’,
which encompasses the ethical aspects associdtedomputers. Current work in South
Africa was examined and issues of who should télaelcourse, and how the course is
structured are examined. The de Ridekeal Algorithm was shown to be a useful tool in

maximising coverage of Ethics in the curriculum ksthininimising overlap.

The survey to Industry concludes that if an indinaibreceived a high exposure to ethics,
as it relates to IT, during their education, andksavithin an environment that promotes
ethical behaviour and actively discourages unethiednaviour through the use of

organisational policies or counselling, this conaltion will most likely result in limited

future unethical behaviour from that individual.

The majority of institutions currently integrate i@puter Ethics across the curriculum
and across all years (but in varying degrees)f 8tah their own computer science or
information systems departments teach the coursk din not require successful
completion of the integrated or stand-alone codmseadegree purposes. It is felt that
Computer Ethics should receive less attention thther topics in the curriculum. In

terms of the 8 factors identified to be part of@rputer Ethics course, half of them are

addressed by the majority of institutions at thestfyear level and one of them is
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addressed by the majority of institutions at thedtlgear level. At other levels all 8 are
addressed by the minority of institutions excepttieo factors which are not addressed
at all by any of the institutions at the secondrye®el. Just less than half the institutions
are not doing any work in the area of Whistle-Blogyiwhilst two-fifths are not looking
at any of the issues related to Over/Under sellin internal/external clients. One third
of institutions are not addressing the issue ofepiesentation of one’s competence to
one’s employer, and one fifth are not looking & ibsues of piracy, the necessity to
declare conflicts of interest and the importancep@fducing the best possible work.
Slightly less than 90% of the institutions are addimg Privacy. In terms of teaching
methods, Readings and lectures appear to be pppularcase-studies favoured in the
senior years. Surprisingly, Role-Playing and sigadup Tutorials did not feature very
much in the senior years. Lecturers reported tiet tlid notice a change in at least one,
two or more individuals during or after the courBlee survey found that to give students
an appreciation of the ethical issues, and to thedpn make decisions taking ethics into

account were the major aims of the courses witkerctrriculum.

The need for a course module on the ethical issiesving Information Technology is

clear and a solution which entails offering an gné¢éed and a stand-alone option is
proposed. The module follows a sandwich-approacéreldy two stand-alone modules
are conducted on either side of integrated Comgttttecs content within the rest of the

curriculum.

1.5 Organisation of Thesis

Part I, Chapter 1 of this research introduces élsearch problem. This is accomplished
by describing the research area, and showing h@wrdsearch area relates to the
research problem on a general level. This sectemm@mesents a summary of the results

of the research, and explains the organisatioheofttesis.

After having examined the research problem, atiants turned in Part Il to the
literature. The aim of this section is to introdumeral philosophy and the development
of ethical theories before focusing on teachingcsthwithin the information systems
profession. Chapter 2 examines the history of igdd bf Moral Philosophy within the
broader discipline of Philosophy and highlights pgusition of Ethics within the field
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over the centuries. In Chapter 3 what ethical flesdhat are available are explained and
the development of Computer Ethics is presentemhlllyi Chapter 4 shows how the
Official curricula recommendations regard the is@n of computer ethics into the

curriculum as necessatry.

Part Il tells of two complementary empirical steslithat were conducted. The first
involved Industry and was conducted online in paghip with ITWeb and surveyed
approximately 200 individuals asking questions &beihnics. The second involved
surveying academic departments of Universities &achnikons within South Africa
asking about teaching ethics in IS. The design @salts of the two surveys are
discussed and presented. Detailed results carubd fo Appendices E and F. Chapter 5
described the design of the Empirical Survey taustg. It reported on how the survey
was structured and delivered. A list of the hypsésetested by the survey was also
supplied. The summarised results of this Surveyeperted in the Chapter 6. A detailed

set of results can be found in Appendix E.

Chapter 6 presents the results of the Empiricalyta Industry. Results are in the form
of frequency histograms and Chi-Squared analysetailed results can be found in
Appendix E.

Chapter 7 presents the design of the EmpiricalySimd\cademic Institutions. The study
was a structured questionnaire piloted to membdrghe Information Systems

Department at Rhodes University and completed maileresponse by Heads and/or
Lecturers from different Computer Science and Imfmion Systems Departments from
around South Africa. The purpose of the study wasutvey the current state of affairs
within Computer Science and Information Systemeims of whether they teach, and if

so, how they teach, computer ethics.

Chapter 8 presents the results of the Empiricadlyta Academic Institutions. Results

are in the form of frequency histograms. Detaikslits can be found in Appendix F

After having considered the context of Ethics inwihin South African curricula and

assessing the need demonstrated by the empirgesdneh, Part IV presents a model of
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how to teach Ethics in IS. Chapter 9 presents tbpgsed new undergraduate course

module on the ethical aspects of Information System

Part V and Chapter 10 presents the contributiortiefesearch and identifies areas for

further research.

1.6 Conclusion

This chapter concluded that a formal research greyas needed to understand whether

an undergraduate course module would be necessary.
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Review of the Literature

After having examined the research problem, owarditbn
is turned to the literature. The aim of this seatis to
introduce moral philosophy and the developmenttutal
theories before focusing on teaching ethics witthie
information systems profession.
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Chapter 2 The development of ethics within Moral

Philosophy

This chapter examines the history of the field ofaV
Philosophy within the broader discipline of Philpby
and highlights the position of Ethics within theldi over
the centuries.

“Some people believe that there cannot be progre&shics, since everything has
already been said... | believe the opposite... Compaitbcthe other sciences, Non-
Religious Ethics is the youngest and least advancded (Derek Parfit, Reasons and
Persons:1984)

2.1 Introduction

Moral dilemmas are encountered when decisions ted® made. The quality of the
answer depends on the amount of information aJailaBystems therefore need to
provide the relevant information to the relevarmge. A brief sketch of ethical theories
is provided so as to sensitise the reader to thedzand complex nature of ethical theory

in general.

2.2 A History of Moral Philosophy

Dr Alan Lacey (1995:927) of King's College Londodjvides the discipline of
Philosophy into five groups:

Group I. Contains the areas of study that examine “the ¢iondiunder which we
can know something, the justifications that we cer for claims to
know it, and the methods that may help us to cankmow it” (Lacey
1995:928).

a. Epistemology

b. Philosophy of Science
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Group Il. Contains the areas of study that examine the existand nature of
“what there is, either completely generally or @ntain obviously
important spheres such as that of beings as desstlEpourselves or that
of the ultimate power, if any, behind the univerfiedcey 199529).

a. Metaphysics
b. Philosophy of mind
c. Philosophy of religion

Group lll. Contains the areas of study that examine valuering of “what sorts of
value there are, what things are valuable in tkaseus ways, and what
connection there is between value and a duty dyo®it, as well as the
guestion what alternatives, if any, to value caffered as a foundation
for our duties” (Lacey 1999829).

a. Aesthetics
b. Moral philosophy
c. Political philosophy

Group IV. Contains the areas of study that examine abstractgres, particularly
the structure of coherent thinking and the toolwoguage that is
essential for such thinking (Lacey 19929).

a. Logic

b. Philosophical logic

c. Philosophy of language

d. Philosophy of mathematics

Group V. Contains the areas of philosophical study direatespecific areas (Lacey
1995929).

a. Philosophy of education
b. Philosophy of history

c. Philosophy of law

d. Social philosophy
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Moral Philosophy
(Ethics)
1
1 1
Theoretical Applied
Metaethics Business Ethics
Nature of Philosophy of
Morality Economics
1
1 1
Objectivity of Nature of Legal Ethics
Morality responsibility & its —
connection to free will
Moral Psychology Philosophy of
Law
1
Moral Motivation Decision Theory Descriptive Ethics Medical Ethics
1
L 1 i i
Logic Game Theory Bioethics
Moral Environmental Ethic|
Epistemology e
1
1 1
Nature of Moral Nature of Moral Philosophy of
Knowledge Arguments Science
Justification of Deontic Logic Computer Ethics
Moral Views —
Logic Information
Ethics
Normative Ethics
1
! L
Deontology: Axiology: questions
questions about about value
duty
Aesthetics
Figure 1: The components of Moral
Philosophy
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Macroethical Th

eorig¢s

|
1 | | 1
Relativism Non-Cognitivism Absolutism
I_I_I 1
1
Prescriptivism (Hare; Emotivism Deontological Views| Virtue Theories Teleological views
(Ayer, Stevenson)
1 1
Divine-command views Rationalism Intuitionism Consequentialism Theories of Justice Perfectionism
(Rawls)
1 1 1 1
I
Kantianism Contract views (Plato, Rawls) Of principles (R.Price, Of particular facts Egoism Universalism Altruism Distributive Justice oréctive Justice
Cudworth)
1
I e M
Utilitarianism (Benthe Jistribution of satisfac Distribution of Distribution of
Mill, Sidgwick) good things opportunity
1
Positive Negative Preference
1 1 —L—
) 1 I 1
Act Rule Act Rule Act Rule
Ideal Hedonistic Ideal Hedonistic Ideal Hedonsitic Ideal Hedonistic
(Moore) (Sidgwick)

Figure 2: Macroethical Theories
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Ethics and the study of Ethics forms part of aisacof Philosophy called Moral
Philosophy. Prof Richard Norman, of the UniversifyKent, outlines the History of
Moral Philosophy (1995:586) and describes six ar@asek Ethics; Christian Ethics;
Ethical Naturalism; Utilitarianism; Kant and Pos#fitian Ethics and Twentieth-
Century Ethics (including Contractarianism, Rigbé&sed Theories and Virtue
Ethics).

Proceeding from Group IIl above, Figure 1 describesvast and varied components
of Moral Philosophy which are divided into Theocati and Applied sections.
Computer Ethics forms part of Applied Moral Philphy, and as shall be explained
later, is underpinned by the Philosophy of Infororat Before, however, we can
examine the Applied Moral Philosophy, and CompuEgnics in particular, it is

necessary to familiari$@neself with Theoretical Moral Philosophy.

Mankind has constantly sought to fashion codes ofaimbehaviour around which
society functions since the beginning. Figure 2 miamses the ethical theories that
have been proposed over time by mankind and wHat®is a brief synopsis of the

history of Moral Philosophy as it developed frora 8th century BC until today.

2.2.1 Greek Ethics

The Sophists were professional teachers who wereikifior their teaching of
rhetoric and persuasion. Their first and their nfiastous, Protagorasoncluded that

moral codes are a set of customs and conventioith wiake social life possible.

! This discussion has been annotated with biograptiscriptions introducing the main figures tostaavho may
be unfamiliar in case this work is used in presgné course on ethics in the future.

2 Protagoras (c.490-420 BC): “The most celebratati@Bophists of the fifth century BC, he came frsindlera on
the north coast of the Aegean” (Taylor 1995:725).
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Others, such as Callicles and Thrasymachus (fretoBldialogues) concluded that
since traditional moral standards were merely cotiors, they could have no
binding force and that the rational way to live \eblbie to pursue one’s own interests
and power. From these challenges the fundamenrgatiqn “Why be moral?” arose,
and was answered systematically in what is todayvknas the moral philosophies of
Platd and Aristotle (Norman 1995:587).

Plato’s dialogues, reflecting the activity of Sdes examine the searching for
definitions of the traditional virtues — temperanoeurage, justice and piety. Norman
comments “that if these are good qualities, thistrbe because they make for a good
life for those who possess them, and underlyinthalVirtues, must be the ability to
know what constitutes the human good.” Plato’s fdation in theRepublicis as
follows: “...the good life consists in the harmonytioé soul, with each part of the
soul — reason, spirit, and appetite — performiagibper function. The traditional
virtues can then all be defined as aspects otitiderlying condition of psychic
harmony. Since such a condition is one in whichpiirson is happy and flourishing,
the morally good life lived in accordance with theues is thereby shown to be the
best life for human beings.” (19%87)

3 Plato (c.428-347 BC): “The best known and moselyidtudied of all the ancient Greek philosopheiswas an
Athenian, born into a noble family, and might hlaeen expected to play a part in the politics of ¢itg. But in
fact he came under the influence of Socrates, wéo fim with an enthusiasm for philosophy. Wherates
was condemned to death and executed in 399, Riaoup all thought of a political career, and Agfiens in
disgust. After travelling extensively (includingfas a field as Egypt, Italy and Sicily) he retuwirte Athens and
founded his Academy just outside the city. This fbayegarded as the first university” (Bostock 1888).
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According to Norman (199587), Aristotlé, in hisNicomachean Ethicssserts that

“the ultimate end of all human action is happirie8sstotle suggests “that we must

identify the distinctive function of human beings ta be activity in accordance with

reason”. With regards to Plato’s virtues, Aristaidgys that “they are dispositions in
which our feelings and emotions are guided by reasahat our behaviour is
appropriate to the situation.” Norman concludeselemination of Aristotle
commenting that “in particular the guidance of ceaequires the avoidance of
excess or deficiency, and therefore each virtue i&ristotle’s famous phrase, a

‘mean’ between these extremes” (Norman 198%).

It was also during this period that the concepteafonism, as promoted by the
Epicureans (founded by Epicurisand natural law, as introduced by the Sfoics

originated.

* Aristotle (384-322 BC): “Avristotle was born at §irm in Chalcidice in northern Greece. His fathaswa doctor
whose patients included Amyntas, King of MacedoAtahe age of 17, Aristotle went to Athens to studider
Plato, and remained at the Academy for nearly tyvgears until Plato’s death in 347. When Speusippus
succeeded Plato as its head, Aristotle left Athidres) for a while in Assos and Mytilene, and thvess invited
to return to Macedonia by Philip to tutor Alexand&ristotle returned to Athens in 335 at the agd®fand
founded his own philosophical school. He workedédtier twelve years until Alexander’s death in 4&%en
the Athenians in strongly anti-Macedonian mood gt formal charge of impiety against him. Arikot

escaped with his life to Chalcis, but died therthafollowing year at the age of 62. He marriettéyand had a

son, Nicomachus, by his second wife.”(Charles 158)5:

5 Epicurenaism consisted of a way of life directediarldly happiness and an atomistic account oktausively
material nature of reality. Atomism, it was argueds true. Hence the way pointed out by Epicuri&(c270
BC) could be presented as not merely psychologisalisfying, but in accord with the true naturehifgs.
Epicurus established his school of philosophy & BC just outside the walls of Athens where he lpased a
house for accommodation and a garden in which tegébok place. He himself was the leader of the
community ‘the Garden’ until his death in about 2uten he was succeeded first by Hermarchus andithen

about 250, by Polystratus. The Garden was stilkigtence 450 years later. But references to Egaaisrat Tyre,

Sidon, Alexandria, Gadara (in Syria), and elsewlretke Hellenistic world before 30 BC indicateiaet
dissemination of Epicureanism. ” (Gaskin 1995:240).

8 Stoicism: “A Philosophical tradition founded byrgeof Citium (334-262 BC), developed by Cleanthes a
Chrysippus, and named from tB&oa poiki¢ or ‘Painted Porch’ in Athens where they taughte Tast major
figure in antiquity to have Stoicism as his primaliggiance was the emperor Marcus Aurelius irstieond
century AD, but the influence of the school’s idéasd on, and ‘stoical’ has become a common eximeso
indicate acceptance of misfortune without complgi@harples 1995:852).
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2.2.2 Christian Ethics

In the world today there is a perception that wiwea speaks of ethics or morality —
one is also talking about religion. It is interagtio note that whilst Plato and
Aristotle were both theists, and spoke of a ‘godhim their ethical theories — their
understanding of ‘god’ was merely the “exemplathef ideal life” (Norman

1995587). Medieval Christendom’s moral philosophy isstfamously described by
Thomas Aquindswho attempted to synthesise Christian Moralithv@reek
philosophy. He did this by describing the “distimetfunction” in human beings,
which Aristotle spoke of, as the purpose from Gt human beings possess. In the
Thomistic sense, a correct understanding of huratureleads to the identification of
the natural purposes proper to human beings, afulfitahese purposes is to follow
‘natural law’. Norman paraphrases Aquinas sayi@ag ‘tsince this natural law reflects
our participation in the eternal law by which theverse is governed, it is exhibited
also in the divine law laid down for us by the dicreator, and the moral precepts of
natural law will therefore coincide with the morales revealed by the Christian
religion” (1995587).

Aquinas’ theory has been criticised by many phiteys before and since. The
substance of this criticism has been elegantlyuragtin Plato’€uthyphrodilemma:
Is the good good because God commands it, or dogés@nmand it because it is
good? If the former is true, Norman explains, thaorality is the product of arbitrary
will, and obedience to morality is mere obediermcauthority” (1995%88). If this is
not the case, then, Norman continues, “moralitpdependent of God’s will, and

" Aquinas, St Thomas (1224/5-74): “The greateshefredieval philosopher-theologians. After censuie
neglect by thinkers outside the Catholic Church wnitings are increasingly studied by membersiefwider
philosophical community and his insights put to kvior present-day philosophical debates in the sield
philosophical logic, metaphysics, epistemologylgsaiphy of the mind, moral philosophy, and theggobhy
of religion. He was born in Roccasecca in the Kargaf Naples and sent at the age of 5 to the Abb&jonte
Cassino, from where in his mid-teens he progresstiee University of Naples. In 1242 or the follogiyear he
entered the Order of Preachers (the Dominican Qraled spent the rest of his life exemplifying @ler's
commitment to study and preaching” (Broadie 1995:43
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knowledge of the divine will is at best redundait995588). Therefore, moral
philosophy has either a very definite role to plathe development of morals, and
religious belief has no distinctive role; or it hasrole to play and ‘religion’, accepted

on faith and trust, is the means by which moradsdafined.

2.2.3 Ethical Naturalism

As the Sophists in the Greek Era were the catalgs®lato and Aristotle, so were the
Hobbesian egoistic view of human nature and myrtig catalyst for the further
development of Moral Philosophy. HobBéglieved that morality can have no
authority over our behaviour unless supported byntessary political authority
(1995588). It was Hobbes’ view that man desires goodhimself. He believes that
this pitted man against man in the fulfilment adittdesires, in an almost war-like
fashion. Hobbes believed that every man would eralgao escape this condition of
war and prescribed a fundamental law of nature“thadry man ought to endeavour
peace”. Norman explains that “this law dictates$ then should contract with one
another to restrict their liberty for the sake efipe, provided others do likewise.
Hobbes’s egoistic theory entails, however, that state of nature there can be no
moral obligation to abide by such a contract. Merefore”, he continues “have to
establish a sovereign who will enforce the conjfact'covenants without the sword

8 Hobbes (1588-1679 AD): “English philosopher whgéserally regarded as the founder of English el
political philosophy. His most famous work is Letian, but he published widely on other works oric®puch
as logic, language, optics, human nature, lavwgicglj moral and political theory, aesthetics, fréand
determinism. He even entered into some unfortumathematical controversies by claiming that hedwpdred
the circle. He was a secretary to Francis Bacaited Galileo, and engaged in disputes with DessaHobbes
seems to have been proud of being fearful, proahgithat he was the first of all who fled the Ciwfar; and he
did leave England for France in 1640 and remaind®hris for eleven years. He explains his fearfsrmy
claiming that he was born prematurely becausesafiiaither’s fright over the coming of the Spanismada.
However, his writings are very bold. He publishéslws that he knew would be strongly disliked byhoarties
to the English Civil War. He supported the king oRarliament, which earned him the enmity of mayalists,
though not of the king. He also put forward viewaaerning God and religion that he knew would nizike
extremely unpopular. The Roman Catholic Churcthmibooks on the Index and Oxford University disead
faculty for being Hobbists. Some people recommettdeding not only his books but himself. He dieddon
December 1679 at the age of 91, and though hediaddygreat fame on the Continent as well as ildadg he
remained a controversial person throughout hiseeptbfessional life” (Gert 1995:367).
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are but words’. Thus the constraints of moralitypugh they are in everyone’s
interests, are binding only in so far as they aekbd by political authority.”
(1995588).

Critics of Hobbes offered a ‘rationalist’ approaohalternatively questioned Hobbes’
view of human'’s nature, passions and affections.ornfdn examines the ‘rationalist
approach’ noting that Samuel Clathmstulated the ‘rule of righteousness’, thatts “i
is a requirement of reason that we should ‘dedl @itery man as in like
circumstances we could reasonably expect he shlealdwith us’, and that we should
‘endeavour, by a universal benevolence, to proti&evelfare and happiness of all
men’. (1995588) " Norman continues, saying that Clarke wentmassert that “our
certainty of its truth is comparable to our ceftyaif the truths of mathematics.” and
later to note that Ralph CudwotthJohn Balguy and Richard Pri¢evere also to
make “similar claims about the capacity of reasoagprehend moral truths”
(1995588). This capacity was distinguished further bgfgfsbury® who coined the

9 Clarke, Samuel (1675-1729 AD): “English rationigtibilosopher and theologian; champion of Newtaimiaed
by Voltaire, sacked as chaplain for unorthodoxybd\iiie 1995:136).

10 cudworth, Ralph (1617-1680 AD): “Belonged to thentridge Platonists, a school which drew on Plato t
assert the primacy of mind as ‘senior to the watd] the architect thereof'.” (Downie 1995:172)

11 Price, Richard (1723-1791 AD): “Welsh dissentinigister noted for his defence of a non-naturalistah
philosophy. His argument for the non-definabilifygoodness anticipates G.E. Moore. Price’s defefce
individual freedom and national independence figumeminently in his criticism of the British derdd¢ion of
war against the American colonies, and his advi¢heé Americans after the war helped to shape tiesir
Constitution” (Jones 1995:717).

12 Shaftesbury, third Earl of (1671-1713): “Named Wotty Ashley Cooper, like his descendant, the némete
century philanthropist, he is normally known simpl/Shaftesbury. Partly educated under the pdilticdical
Locke (though he later criticised Locke on bothastland epistemology), he was an early, if hot géwa
consistent, representative, in Gikaracteristics of Men, Manners, Opinions, Tipg#dhe ‘moral sense’ doctrine
in ethics, inventing that phrase. For much of time though not all of it, he emphasized feelingeathan
reason as the source of morality: we approve dgla pleasure in the contemplation of, virtue. &rid is
because we are by nature altruistic and not jifistseMorality with him becomes human-orientatether than
God-orientated, though religion can motivate uthterrtowards it. He also foreshadowed to some exten
Utilitarianism, which came to prominence latertie eighteenth century” (Lacey 1995:825).
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phrase “a sense of right and wrong” liking it to eanse of the “sublime and the

beautiful” (1995588), which Hutchesdfieventually called a ‘moral sense’.

The alternative anti-Hobesian criticism concerns&n passions and affections.
Philosophers such as Shaftesbury introduced theepbthat human beings have a
natural affection towards the public good, andowdy the private, and that these are
not in opposition with each other because the @imherent in the social affection, is
advantageous to everybody (Norman 1988). The philosophers disagree, at this
point, on the source of the moral virtues, with spsuch as the T&entury Scots-
Irish philosopher Francis Hutcheson, claiming thay are a function of our

benevolence towards our fellow man.

Hume" introduced the concept of ‘sympathy’, which hdemaihumanity’ or ‘fellow-
feeling’ and believed that we could share othepfes feelings of happiness and

misery.
2.2.4 Utilitarianism

In the previous section, the philosophy of theigtiMoralists, as told by Norman

(1995588) was examined. Their tradition revolved arotwal central questions:

13 Hutcheson, Francis (1694-1747): “An academic gbiier of Irish origin who taught (and was crigciy)
Adam Smith at Glasgow University and strongly ieficed Hume, he was the main representative ofrtbeal
sense’ doctrine in ethics, which he inherited fishaftesbury. The main thrust of his philosophy teas
emphasize feeling rather than reason or intuititha source of what we think of as moral knowledgsugh is
it unclear whether this feeling detects specialahqualities in actions or situations, as we feelwarmth of
fire, or whether we simply have feelings of apptaradisapproval towards their non-moral propertigss
latter interpretation would place Hutcheson asrarestor of the twentieth century emotive theorgtofcs, and
similar theories, but the eighteenth century was $ensitive than the twentieth to precise semanétyses of
the meanings of words and phrases” (Lacey 1995:384)

4 Hume, David (1711-1776): “Scottish philosophesagsst, and historian. Perhaps the greatest ofasigth-
century philosophers, Hume aimed to place ‘Logioras, Criticism, and Politics’ on a new foundatitire
‘science of man’ and the theory of human naturendtes for his scepticism in metaphysics, he alsetaws on
the reality of moral distinctions, though our judgmts are ultimately founded only in human sentimerall
areas, Hume’s concern is to expose the limitatidmeason, and to explain how we make the judgesneatdo,
in the absence of the illusory support of reas@mbéckes 1995:377).
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whether morality is “ultimately grounded in ‘setide’ or ‘benevolence’?” and
whether “moral judgements are the product of ‘raaso‘sentiment’?” Norman
introduced us into the argument of Hobbes, andgaded to explain the counter-
arguments, ending with Hume who argued that tHel®e’ hypothesis was false
and that whilst reason has a part to play, sentimenld be “decisive in the forming

of moral conclusions”.

Hume highlighted the utility (usefulness) of theawés, joining Cicerl in his belief
that they were a fundamental part of ethics (Hanris995:892). Norman recalls
Hutcheson suggesting, in a statement that lecetdélielopment of a theory of
philosophy that was to succeed the British Moralistd their Ethical Naturalism,
namely Utilitarianism, saying that: “since benevale is the foundation of all moral
virtue, ‘that action is best which procures theatgst happiness for the greatest
numbers’ (Norman 199589).

Jeremy Benthaf built upon that statement, and is credited withdkassic
formulation of modern Utilitarianism that “the geakhappiness is thus envisaged as
a sum of pleasures, minus the pains, and thessuypésaand pains differ from one

another only in quantitative respects such as themtion and intensity” (Norman

15 Cicero, Marcus Tullius (106-43 BC): “Roman statasporator, and prolific writer, over-annotateddgssical
scholars and underestimated by recent philosopBdrxated at Athens, his Latin expositions of Hidigc
philosophy, mostly written between February 45 lHogember 44 BC,, are the source for otherwiseStst,
Epicurean, and Academic arguments. Often in diadgtm, always clearly and fairly presented, his
philosophical writings cover topics such as ethios,philosophy of religion, and sceptical epistigg.
Cicero’s influence on European thought from natlaa theorists down to and beyond Hume is incaldyla
great” (Gaskin 1995:135).

16 Bentham, Jeremy (1748-1832 AD): “English philosempivho dreamed at a young age of founding a sect of
philosophers called utilitarians and who livedee &is dream fulfilled. Bentham was the son anddgan of
lawyers working in the City of London and was irted by his father to follow and surpass them ametiping
lawyer. However, while following his legal studi@entham became disgusted with the current stemglish
law and so, rather than making money by the pecti¢he law as it is, he turned instead to a stfdyhat the
law might be. This study formed the centre of biggl life, during which he wrote an enormous amatint
manuscript material on law, economics, politicgl e philosophy which naturally arises from thesejects.
Bentham’s grand project was for legislation: thplesation and theoretical foundations of a perfgstem of
law and government. For this he needed a measperfeiction, or of value; and this for Bentham wees
principle of utility, otherwise known as the gresttkappiness principle.” (Harrison 1995:85).
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1995589). This theory, elegantly simple, is criticisedbeing overly simple, and
“how limited a view of the good life this appeatedce” (Norman 199589). John
Stuart Mill'’ adapted Bentham’s version of the theory, alloviarglifferences not
only in quantitative respects, but also in quaktg. believed that a good life was

predominated by the ‘higher pleasures’ of the iatg| feelings and imagination.

The theory of Utilitarianism, as refined by Mill@wothers, is still a dominant moral

philosophy of the nineteenth and twentieth censurie

2.2.5 Kant and Post-Kantian Ethics

The Philosophy of Kant stands in contrast agaiost bltilitarianism and Ethical
Naturalism. Karif believed that the ‘good will’ (good, because sfdharacter as

will), is the motivation to perform one’s duty sitggdor its own sake. Norman

explains that duty is understood against the cenlti@ween our natural inclinations

(a desire for our own happiness and our benevuielmations towards others)

(1995589). Hence, a deeper understanding of our nahaiadations is not sufficient

to provide a deeper understanding of morality. Kaatieves that reason, “without any

reference to the inclinations, can determine tinea fof our moral duty” (Norman

17 Mill, John Stuart (1806-1873 AD): “Son of JamedI N4 Scottish thinker who after being educateBdinburgh

University, came to London and worked for a consitie time as assistant and publicist for Benthdost
famous for the strenuously intellectual educatmwibhich he subjected his more famous son). He eas t
greatest British philosopher of the nineteenthugnbringing Britain’s traditions of empiricism dfiberalism
to their Victorian apogee. The leading element it¥$thought is his lifelong effort to weave topet the
insights of enlightenment and romanticism. He srtibad unwaveringly to what he called the ‘school of

experience and association’. He denied that tlsekeawledge independent of experience and heldattiatdes
and beliefs are the products of psychological lefasssociation. His view of human beings is naistialand his

ethics is utilitarian” (Skorupski 1995:566).

18 Kant, Immanuel (1724-1804 AD): “Perhaps the mogidrtant European philosopher of modern times, Meast
born, spent his entire life, and died in Kénigshargast Prussia. After studying at the Universitikénigsberg

from 1740 to 1746, he worked for a time as a pevator. In 1755 he returned to the Universityeieed his
master’'s degree, and began lecturing. In 1770 Iseappointed professor and he continued to lectugewide
variety of subjects, including mathematics, physacghropology, pedagogy, and physical geographwedl as
the central fields in philosophy, until his retirent in 1796. Although he never married or travetiatside of
East Prussia and led a highly regimented existdrce/as no recluse. On the contrary, he was knaven a
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1995589). Duty requires one to act in accordance vigh'itnoral law’, which leads
Kant to articulate his categorical imperative: “Onast therefore act in such a way

that one can will the maxim of one’s action to henaversal law”.

Using this maxim, Kant believes we can arrive ‘@arete judgements about the
morality of particular actions” (Norman 19889). Norman illustrates the categorical
imperative in two ways, the first using the clagsienulation of the imperative: “It
would be wrong”, according to Kant, “to make a égtsomise, one which one does
not intend to keep, for if it were a universal ltnat people made false promises,
promises would themselves become impossible, andsttherefore not something
which | can consistently will” (Norman 19%89). The second illustration uses an
alternative formulation of Kant’'s categorical imatve, namely that there is a
universality of reason which is shared by all maggnts. Morality requires that one
should respect this capacity for rational agenoy,therefore one should treat alll
persons never merely as a means to an end butsabisyas ends in themselves
(Norman 199%89). Norman explains that “this idea of ‘respectdersons’ may
again conflict with Utilitarian morality” (199589) and elaborates that “utilitarianism
can set no absolute limit to the evils which | njgih certain circumstances, be
justified in inflicting on others, provided thattloverall sum of human happiness is
maximised by my so doing” (19%89). In explaining the major influence of Kant, he
says: “In contrast, ‘respect for persons’ impliegtd may not use others simply as
instruments for however worthy an aim. It thuseets the common idea that morality
imposes certain constraints on the permissiblénre@t of others, that all human
beings have certain basic moral rights which maybemverridden” (Norman
1995590).

brilliant lecturer and conversationalist, had aengitcle of friends, and was keenly interestedhéintellectual
and political issues of the day” (Allison 1995:435)
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In the 19" century, Schopenhad&rHegef® and Nietzsche oppose Kantian ethics

and offer alternative theories.

Schopenhauer rejects the separation of morality tiee natural human feeling of
compassion, emphasising the natural benevoleressett by the British Moralists,
but for a different reason. His thesis is summedhwgsserting that the ‘principle of
individuation’ (the determining of what constituts individual) is an illusion.
Norman explains that “the essential being of alkpes is literally one and the same,
and that our moral concern for the suffering okothis a recognition of this”
(Norman 199%90).

19 Schopenhauer, Arthur (1788-1860 AD): “German mifsher of inherited independent means, who gained
distinction only towards the end of his life agaut, partly, of the notice taken of him in thétiBh utilitarian
journal theWestminster Reviechopenhauer arrived at his general philosoppisition very early and all his
works are developments of the same basic initeds$dHis chief inspirations were Plato, Kant, dsd t
Upanishads. He is, in fact, the first (and remaim®ng the few) Western philosophers to have relsited
thought to Hindu and Buddhist ideas.” (Sprigge 1808).

20 Hegel, Georg Wilhelm Friedrich (1770-1831 AD): &fthe major Western philosophers, Hegel has gaine
reputation of being the most impenetrable. He wiasraidable critic of his predecessor Immanuel Kam a
formative influence on Karl Marx. Through his irélace on Marx, Hegel's thought has changed the eairs
nineteenth- and twentieth-century history. Hegaddiand work in what we now know as Germany, afyhdo
his time the many independent states of the rduaoinot been united into one nation. He came ofatie
time of the French Revolution, sharing what herlesdled ‘the jubilation epoch’. His career inclddeeriods as
a private tutor, and nine years as the headmastesaecondary school, before his growing reputagained him
a university chair. He ended his days as Profefdhilosophy at the University of Berlin, whichder the
reformed Prussian monarchy was becoming the intaliécentre of the German states” (Singer 1995:339

2L Nietzche, Friedrich Wilhelm (1844-1900): “Germarilpsopher and critipar excellenceA classical philologist

by training and academic profession, Nietzschellwgbphical efforts — deriving chiefly form the tatozen
years of his short productive life — were littleebled until long after his physical and mental qa&in 1889 (at
the age of only 44). He subsequently emerged asfahe most controversial,, unconventional, angdrtant
figures in the history of modern philosophy. Hiflirnce upon European philosophy in the twentietitury
has been profound; and he has belatedly comeéwvesconsiderable attention in the English-speakiodd as
well, as the shadow cast by the travesty of hisajation by the Nazis and Fascists has recedienly avith the
sway of philosophical fashions inhospitable tokiigl of thinking and writing. Nietzsche’s philosopal
enterprise grew out of his background as a philst@ghooled in the study of classical languagedigeratures,
his deep concern with issues relating to the guafitife in the culture and society of his timés bonviction
that the interpretative and evaluative underpinnioigWWestern civilisation are fundamentally flawadd his

determination to come to grips with the profounidisthe believed to be impending as this comegto b

recognised. He sought both to comprehend thistiituand to help provide humanity with a new leaisdife,

beyond what he called ‘the death of God’ and ‘ttheeat of nihilism’ following in its wake. He deemed
traditional forms of religious and philosophicabtiyht to be inadequate to the task and indeed pat®f the
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Hegel believes that ethics is essentially a s@tiahomenon since any maxim can be

willed to be a universal law. Should there be alteg contradiction, he believes that
it is due to a contradicting “moral content whishaiready presupposed by the
institutions and practices of society” (Norman 18998). Hegel counters Kant’s
classic example of his imperative (that is whatvenés us from willing the making of
false promises as a universal law) by saying thatsocial institution of promising is
already presupposed by the moral dilemma’. Hege siees “different historical

societies as stages in the evolving self-consceassof reason.” (Norman 19990).

Nietzsche also opposed Kantian Ethics, becausertiedithe existence of morality.
For him, there were only different moralities. Misrk is well-known for his analysis
of two such types of morality, “Master Moralityin(which ideas of nobility, courage,
and honesty have a central place), and ‘Slave Mgréihich he tends to identify
with Christian morality and ideas of duty and s&ltrifice).” (Norman 199590).

2.2.6 Twentieth-Century Ethics

The philosophers of the twentieth-century have lpeenccupied with questions of
‘meta-ethics’ which is “the philosophical studytbé nature of moral judgement. So,
instead of being concerned with questions of whaitadly is right or wrong (or good
or bad), it is concerned with the meaning or sigaifce of calling something right or

wrong (or good or bad).” (Harrison 19955)

problem; and so he attempted to develop a radteshative to them that might point the way to luson. ”
(Schacht 1995:619).
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GE Mooré?, in his 1903 boolrincipa Ethica criticised the ‘naturalistic fallacy’.
According to Moore, “no argument can be offeredtiow that something is good as
an end in itself”. The question ‘Is pleasure goad2lways an open question.
Norman notes that, “Moore’s rejection of naturaliasfallacious seems to rule out
any attempt to base ethics on an understandingro&h nature or human
psychology” (Norman 199590). Moore believes that “once the question ipery
understood, people can recognise that the mostriengdhings which are good in
themselves are the pleasures of human intercondstha enjoyment of beautiful
objects. No argument, however, can be providedppart of these truths. They are

simply self-evident” (Norman 199590).

Many philosophers took issue with Moore’s “selfdant” theory, suggesting that “if
such supposed truths cannot be supported by aoynarg, then they cannot be called
‘truths’ at all, they are merely expressions ofspaal feeling” (Norman 199590).
Bertrand Russell maintains instead that if “twopgdealisagree over whether, say the
enjoyment of beautiful objects is good in itsetfdaf neither can offer any argument,
then they are not disagreeing about facts whichheamnue or false, but simply

expressing their differing feelings and desiresdiidan 199590).

22 Moore, George Edward (1873-1958): “Moore was #ophpher of immense, even revolutionary, influege
reason — most unusually — of the extreme simplanity directness, even seeming naivety, of his agprto
philosophy. He was moved in his early days, agberded in 1942, not by any perplexities aboutviioeld or
the sciences’, but by the baffling things said alloet world and the sciences by other philosoptherthie
tradition prevailing at that time he found it udyaaken for granted that ordinary language wagainty
defective, that commonly held beliefs were probdialye or at any rate inadequate, and that theofask
philosophy was to work its way towards deeper, ggstodd-looking truths set out in purer, probalayeh and
unfamiliar terms. Moore’s working life was spentinigin Cambridge, though he taught for some y@&ars
America during the Second World War. He was a usitselecturer from 1911 and Professor of Philogophd
Fellow of Trinity College from 1925 to 1938. He wexditor of the periodicaVlind from 1921 to 1947, and was
appointed to the Order of Merit in 1951.” (Warnd®95:585).
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A.J. Ayer® and Charles Stevensdniwo proponents of Logical Positivism, clarified
the argument for the absence of moral facts. Aiged in his emotive theory of
ethics that “the only meaningful statements afgeeiempirically verifiable
propositions or analytic truths, value-judgememtsdt fall into either category and
are therefore not meaningful statements at alj; #ne merely expressions of feelings
and emotions.” In Stevenson’s formulation of em@®&thical theory moral utterances
are not meaningless, rather, he proposes “theyaiatinctive kind of meaning, an
‘emotive meaning’, to be distinguished from a ‘dgstve meaning’.” For Stevenson,
Norman (1995%90) notes that “the emotive meaning of ethicahteconsists in their
lending themselves to us, not only to expresspalser’'s own feelings, but also to
arouse or affect the feelings and attitudes ofretiidoral discourse is thus seen by

Stevenson as a kind of behaviour modification”.

Norman notes quickly however that “critics of Stesen retorted how this approach
would make moral discourse indistinguishable franogonally manipulative
practices such as advertising and propaganda.’hiiiorl 995%91). What future

Moral Philosopher’s found useful with Stevensohadry, however, was the
distinction between ‘prescriptive’ and ‘descriptimeeaning, especially that the
“distinctive feature of moral terms is their pregtive meaning, their use to guide
actions and tell people what to do” (Norman 1993%). Moral philosophers,
especially those writing in the 1950’s and 1966t centrated their writing on the
meta-ethical questions examining the distinctionvben values and facts. This ‘fact-

= Ayer, Alfred Jules (1910-1989): “British philosah published his first bodkanguage, Truth and Logiin
1936. It remains the classic statement in Englidtogical Positivism” (Sprigge 1995:72).

24 stevenson, Charles L. (1908-1979): “Stevensdmeibest known, and arguably the most compellingoeant
of what is known as the emotive theory of ethindwo papers written in the 1930’s Stevenson pteséhis
theory, that moral judgements do not describe ptigseof people or actions but express approvelsapproval
and seek also to influence the feelings of appramdldisapproval of others. The emotive theontlats is
sometimes taken to encourage, or to imply, immigraind because of this (wholly unwarranted) icesv@son
was discharged from a university post in 1945. Harehe subsequently worked at the University afiigjan
until his retirement in 1977. He is certainly oriehe most influential ethical theorists of thisagry, for all that
the emotive theory continues to be widely critidisédent 1995:851).
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value distinction’ spurred debate on the relatigmsbetween ‘is’ and ‘ought’
statements, and whether ‘is’ statements (factspeanlogically entail an ‘ought’

conclusion (values).

This analysis of meta-ethics led some to re-exasustantive moral theory. R.M.
Hare® extended the prescriptive nature of moral terfasming that they were also
‘universalizable’, and that “when properly undecgtdhe universalizability of moral
language commits us to some form of utilitarianigidrman 199%91). Norman
notes that the revival of utilitarian thinking Haesen particularly apparent in work on

applied ethics (199591), of which Computer Ethics forms part.

However, with the revival of a substantive moraldty, must also come the revival of
the criticisms of that theory and in the 1970’s 4880’s a principal criticism that was
levelled against the revived Utilitarianism is theg Norman explains, it is “an
‘aggregative theory’, allowing the interests of ®to be outweighed by the interests
of others, and can therefore justify the inflictioirterrible atrocities on some persons
for the sake of the greater good” (1€9851). Norman succinctly explains the criticism
when he says “by aggregating interests into aaiiggineral good'... [Utilitarianism]

... fails to recognise the separateness of indiv&la995591). Consequently, two
further theories have emerged in recent yearstek to incorporate the recognition

of individuals. The first is contractarian theoriaad the second rights-based theories.

% Hare, Richard M. (1919- ): “Probably the mostuefitial moral philosopher of his generation, Haigéss very
largely shaped Anglo-American moral theory for upigeof twenty years, from the mid-1950's. He exgdor
fundamental questions regarding the meaning ofvahd moral words such as ‘good’ and ‘ought’, and
regarding the foundations of moral reasoning.” ({C95:333).
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Contractarianism was first popularised by John Raviheory of justic®, the idea
being that if one could base principles of justioea hypothetical contract founded on
mutually agreeable principles, then no one’s basarests will be sacrificed to
anyone else’s. Contractarianism, Norman noterfgits to develop a general moral
theory including those of Russell Gritand David Gauthiéf, whose theory is very
much in the spirit of Hobbes as an attempt to show morality can be generated by
agreement between self-interested individuals” $1%®1). Thus Contractarianism
recognises that individuals interests cannot beeagdged as Utilitarianism, classic or

revived, would advocate.

Similar to Contractarianism, rights-based theasies developed from political
philosophy, where Robert Nozitkand Ronald Dworkif! have, in contrasting ways,

2 Rawls, John (1921- ): “Major social and politiphilosopher. Educated at Princeton, he taught atelland
Harvard, and in 1971 publishédTheory of Justicavhose leading idea is that of justice as fairrette hope
for social institutions that do not confer moradiypitrary lifelong advantages on some personseagxpense of
others. This condemns as unjust not only racialjaleand religious discrimination, but also maosnis of
social and economic inequality; the view is a sjtgregalitarian form of liberalism. It is based @mew form of
social contract theory — not an actual social @mtput a hypothetical one. Rawls opposes utgitdsin, holding
that the maximum total good may not be pursued &gnms which impose unfair disadvantages on mingyitie
including the unskilled. More generally, he claithat the right is prior to and independent of thedy and
cannot be defined as that which will promote or imése the good. Certain conditions on the sociatimns
between people and the way they may be treatectakedence over the production of desirable estittis is
opposed to the idea that rights are just humanestdions justified instrumentally buy their usefidaén
promoting the general welfare.” (Nagel 1995:745).

27 Grice, H. Paul (1913-1988): “English philosophestknown for his work on meaning, especially #lation
between speaker meaning and linguistic meaninge@niho was at Oxford until 1967 and at Berkeley
thereafter, introduced several notions commonlylepag by philosophers today” (Bach 1995:327).

28 Gauthier, David (1932- ): “Canadian moral phildsepwho has specialised in the study of the relatiip
between reason and morality. He is a leading cqubeany proponent of the view, descending from Hebb@at
morality is based on the long-term self-interestath individual, rather than on any inherent conoe respect
for the interests or moral standing of others.”rfigka 1995:305).

29 Nozick, Robert (1938- ): “A philosopher of remabkavaried interests, whose most influential worksents an
articulate defence of a barebones libertarianisozidk argues that the state cannot have a verg taig in the
economy and society if the libertarian rights afiuiduals are to prevail. In general, he arguesnasgand-state
theories, such as utilitarianism or John Rawlssti of justice, and in favour of process theaitfies focus on
the rightness of piecemeal actions independentllyedf contribution to a final state of affairs. Nick has a gift
for finding memorable cases to represent his prabland an energetic style that pulls readers iatdeble has
done further work on decision theory, epistemoldbgory of value, and the good life.” (Hardin 19529).
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emphasized the importance of rights as a countdilig@rian social theory, thus
showing that if one bases morality on rights, thigctsm’s requirement that no one’s
basic interests should be sacrificed is met (Norfr@35591). Norman notes that
Alan Gewirti* and John Macki® are credited with having proposed a

comprehensive moral theory based on the concefglaé (1995591).

Norman notes that “by focusing exclusively on outes it [Utilitarianism] gives
insufficient importance to the significance of magency” (199%91). Norman
concludes his analysis of the criticisms to Utilaaism by citing Bernard Williant&
suggestion that “a person’s moral identity is ciugtd by his or her ‘ground projects’

30 Dworkin, Ronald (1931 - ): “American Professorlafisprudence at Oxford since 1969, his expliditigral
theory of law radically extends Hart's ‘internaéwipoint’ by treating philosophy of law as a prirhariormative
contribution to political, particular judicial, deération. Moral, political, and legal theory shabble not goal- or
duty-based but rights-based, upholding principligh{s) over policies (collective goals), so asdspect
everyone’s right to equality of concern and respéEtnnis 1995:209).

31 Gewirth, Alan (1912 - ): “Gewirth has done impaoitavork on Descarte’s theory of knowledge and medie
political philosophy, especially Marsilius of Padbat he is best known for his attempt to develspriagently
rational foundation for morality iReason and MoralityThe central argument of this book begins witltaarc
that every rational agent must accept, which istieaor she must have freedom and well-being. Gewiaims
that when the implications of this claim are fukgrked out, it follows that every rational agentsnalso accept
the claim that all prospective purposive agentsleaworal right to freedom and well-being. Professor Gewirth
has spent most of his career at the Universitytoé&gjo and is past President of the American Riploisal
Association.”(Sterba 1995:312).

32 Mackie, John L. (1917-1981): “Born in Australized and taught in Australia and New Zealand befiooging
to England, teaching finally at Oxford Universitje was the author of six books and numerous papeaswide
range of topics especially in metaphysics, etlub#psophy of religion, and the history of philobgpMackie
was influential for his ‘error theory’ of moral wads — the view that there are no objective moraleg yet
ordinary moral judgements include an implicit claorobjectivity, and hence are all false. The dibjég-claim
is at least partly prescriptive in pointing to r@as for performing certain actions regardless ef ®wants”
(Latham 1995:516).

33 Williams, Bernard A. O. (1929- ): “Williams is hegnown for his work in the metaphysics of mindpesially in
connection with issues of personal identity, anchfe work in moral philosophy, where his more reécgudy
has tended to concentrate. In moral philosophyljaffi has argued against both Kantian and utgitari
approaches. In both cases, he objects that thess wequire agents to view themselves unrealiltiaalsimply
one person among others, which neglects to ackdgelthe special significance that a person’s owjepts
must have for them. In particular, he gives emphiasihe role of emotions in moral responsivendgliiams is
also sceptical that many of the claims morality esafor itself (that it is universal, absolutely diimgy, and so on)
can cogently be justified. Williams chaired the gmment Committee on Obscenity and Film Censoistipe
late 1970's. He has taught in London, Cambridgesfte/the was Provost of King’s College, 1979-19879, a
Berkeley, California, and is at present White’sf€seor of Moral Philosophy in Oxford” (Dent 1995191
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and ‘commitments’ and that utilitarianism, in so &a it would require one to
abandon these whenever the actions of others so thiel consequences as to make it
necessary, can give no adequate account of corsuggtsas ‘moral integrity’,”
(1995591); furthermore he cites from Philippa Fdstwork on virtue ethics saying
that “whereas utilitarianism assesses actions iy pinoduction of good
consequences, virtue ethics aims rather to idethtdfge ways of acting which go to

make up a good human life” (19991).

2.3 Conclusion

This chapter examined Moral Philosophy from thdiestrof times until today.
Norman concludes his analysis of Moral Philosopwrg) that “contemporary virtue
ethics traces its ancestry back to Aristotle, aglats-based theories look to Kant.
Considering also the continuing vitality of utilii@nism, and of contractarian ethics in
the Hobbesian mode, we may fairly conclude thahtae ethical traditions of

previous centuries are still, in one incarnatioamother, alive and well” (19901).

%4 Foot, Phillipa R. (1920- ): “Best known for her skdn moral philosophy, Professor Foot wrote twgHhy
influential articles in the 1950’s arguing agaipsgscriptivism, the analysis of ethical belief adigement
propounded by R. M. Hare. In these papers she sithaemoral beliefs must concern traits and behmhat
are demonstrably beneficial or harmful to humand,that what shall be regarded as beneficial orfudiimnot
a matter for human decision. Moral beliefs cantiarefore, be depdnet on human decision. For ttierlpart
of a decade, the controversy between her brandtofalistic ethics and Hare's views was at theffore of
Anglo-Saxon moral philosophy. More recently her kvioas been concentrated on virtue theory and olintits
of utilitarianism. For many years a Fellow of Sowiléx College, Oxford, she has also held many piosts
America” (Dent 1995:283).
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Chapter 3 Theoretical and Applied Ethical Theories

This chapter examines the ethical theories that are
available and explains where Computer Ethics is
positioned.

3.1 Introduction

The previous chapter provided a detailed histoogalview of Moral Philosophy
covering the development of ethical theories bydRlaristotle, Aquinas, Hobbes,
Hume, Bentham, Mill, Kant, Schopenhauer, Hegeli2dighe, Moore, Russell, Ayer,
Stevenson, Hare, Rawls, Nozick, Dworkin, and Wiiga In this chapter a succinct

summary of the major ethical theories that are ts@aly is presented.

3.2 Ethical Theories in brief

“Often we have to make decisions when all the featsot be known with certainty.
In such cases we have no choice but to rely obekeinformation we have, and
when we are not experts ourselves, this meansidgaidhich experts to trust.”

(The elements of Moral Philosophy pg 9)

Lawrence Hinman, Director of the Values Institutel #rofessor of Philosophy at the
University of San Diego provides nine bases upoihivimoral or ethical decisions
are made (Hinman 2009)

% The case of deciding to pirate or not pirate caepsoftware as a Computer Ethics issue is illtetréor each
theory.
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1. Divine Command Theories
Divine Command Theory is an ethical theory thatestéhat to be good one
must do what God commands you to do. Teachings tinenBible or the
Qur’an and other sacred texts are considered wehaéis right. With regards
to the issue of piracy, one might say that in teofrthe Judaeo-Christian

commandment that ‘thou shalt not steal’ piracyraspribed.

2. The Ethics of Conscience
In this theory, what is good is defined by onefmér voice’. Whilst this can
often have a religious source, it may be foundebdwman nature, however, in
both cases the conscience must be properly fortnistbften negative in
character, telling us what is not right and makesviduals feel guilty,
facilitating atonement. With regards to piracy, oanscience would compel
us to feel guilty for doing something that is ikegprovided we recognised

that piracy is illegal.

3. Ethical Egoism
In this theory, each person ought to do whatevibest promote his or her
own interests. Ethical egoism is often argued tedifedefeating in that, a
society of egoists do worse for themselves thayceety of altruists. Another
fundamental objection is that it is inconsisterttvthe nature of trust and
friendship that each party should be motivatedigdig self-interest. With
regards to piracy, an ethical egoist might piraférgare because it would be
in their own interests to acquire the softwarenm nost expedient and
efficient way to themselves (that is without payfagit). However, it could
be argued that in the long-term, should one beldatitge consequences of

pirating software are not in an individual's owreirests.

4. The Ethics of Duty
The ethics of duty begin with the conviction theties is about doing what is
right, about doing one’s duty. Duty can be defibgdReason (for example

Kant - our duty is to follow rules that we couldhststently will be to
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universal laws — that is, rules that we would biing to have followed by all
people in all circumstances), Professional Rolgligsician’s duty to care for
the sick), or Social Role (A parent’s duty to cemetheir child). In this
example, the software is seen as an item whiclhéas created, and in terms
of one’s duty to the producer, and the greater @oynit would behove the
consumer to purchase it. In terms of Kant's categbimperative, if all
computer users were to pirate software, there weldo incentive to create
software. This argument, the author holds, wouldoeddifferent if one were
to consider Open Source software (since it is *fréecause in that case the
copyright (for example GPL) is still upheld. At thed of the day, one
copyright has a price attached that is greater zkam and the other a price
that is zero. It is one’s duty as a consumer tahothe conditions attached to

the use of the product, which includes purchagdiegiecessary licenses.

5. The Ethics of Respect
This theory grounds itself in the doing of whataspectful, for example the
golden rule “do unto others what you would haverthe unto you.” The
difficulty lies in knowing what is respectful — esltural factors can affect the
judgement. In terms of this theory, if an indivilBdahad produced a good that
another individual B wished to use, and A expegi@gment, it would be in
B’s interests to pay A so that when B had a produeanted, B would be
paid.

6. The Ethics of Rights
This theory is one of the most influential and @ierg ethical theories in our
time. It has established a minimal condition of lamndecency and is often
legislated for example “...all Men are created... vagintain inalienable
Rights”. Piracy is proscribed by legislation ane afi the rights in force in the
world today is that individuals (or corporationg\k the right to not be the

victim of theft.
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7. Utilitarianism
This theory seeks to reduce suffering and incrpbesesure or happiness. What
is done should promote the greatest happineskdayreatest number. It
demands a high degree of self-sacrifice, in conteasthical Egoism, and
demands that every consequence for each indivisicahsidered.
Utilitarians claim the purpose of morality is to keahe world a better place.
In light of monopolies making abnormal super-psoéih software that have
become necessities for individuals to transadténmhodern world, it could be
argued that it is in the interests of the ‘gregtsod’ for software to be priced
differently, if at all. Conversely it could alse largued that the marginal loss
of utility felt by the company or software authoorh the individual pirating is
so negligible to be discounted in favour of the gin@al gain in utility for the
individual. This argument is subject to the samigcsm that Utilitarianism is
subject to, namely if one were to universalize b@baviour (that is software
piracy) the situation (in this case the commemidiware industry) would
collapse due to a lack of incentive for softwareadepers to create software
and an inflated cost to the consumer to coverdbgels made within the

industry.

8. The Ethics of Justice
What is fair for one should be fair for all — thieory begins early in the
family with fairness to all family members. Fairaes the sense of software
piracy is best explained that if one producervgargled for one’s work, and
another not, then that is not fair. Thus, if itag that an appreciation towards
the creator of goods is based on market valuexiEmele computer hardware
creators, the creators of computer software cammtiteated any differently.
Since it is plainly obvious that theft of computardware is theft, it must also
be the same for the theft of computer softwareis distinction goes to the
heart of Computer Ethics — namely the incorporatdire of computer
software and the ability to perfectly duplicate emet without any

degradation to the original. This will be discubtser.
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9. Virtue Ethics
This theory seeks to develop individual charaater @ssumes that good
persons will make good decisions. A virtue is ‘thean by reference to two
vices: the one of excess and the other of defigiedtus “Courage” is the
mean between the extremes of cowardice and footiemsl Some virtues can
conflict — for example when dealing with friendsstice can conflict with
Loyalty (this conflict is recognised by the lawy fxample in some countries
a wife cannot be compelled to testify in court agaher husband, and vice
versa). Interms of virtue ethics, a good persiimwake a good decision.
The essence of this question goes to what doesieaa when one talks of
‘good’. In terms of the slippery slope, wherenfiadividual hurts animals as
a child, it is probable that the individual willminue to be violent later on in
life; similarly if one pirates software and bredks law (even in such a
‘small’ way) it does not go towards creating a gobdracter since the

individual may be inclined to break other laws flaig.

After examining the above it becomes apparentthain making decisions about
computers one cannot rely entirely on any of thwraltategories as each theory
addresses only part of the issues involved in Coenfitthics. Discussion around
whether or not Computer Ethics can adequatelyaelgreviously conceived Ethical

Theories, or whether it points to a need for its/\@vn theory will now be discussed.

3.3 Applied Ethics

Before one examines Computer Ethics though, a boiefment must be made about
Applied Ethics. Singer notes that Applied Ethies been a subject of discussion
since the earliest of times, with the Greeks anch&ts discussing in quite concrete
terms how one is to live and die; how Medieval @#ts were concerned with such
practical issues as abortion, war and whether it roalways wrong to kill; even
Hume wrote an essay defending suicide and Kauwlt toi@ursue a means to perpetual
peace; and the Utilitarians in the™@entury were very much focused on applied

ethics. In fact, as Singer points out, the fiedf bf the 28' century is unique in their
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avoidance of addressing such applied ethics — thbagelieves this is due to the
legacy of Logical Positivism that sought to menedyform meta-ethical study into the
meanings of moral terms. Singer explains thatadpoach evoked little support
during the 1960’s when Philosophy students demaodeses that were “more
relevant to the day” (that is to say courses whielped students deal with the Civil
Rights Movement, Vietnam and other such ‘hot-td@ash as racial/sexual equality,
the justifiability of war and environmental ethicg)ntil recently, Bioethics has been
one of the most prominent forms of Applied Ethiegh investigations into a more
holistic approach that takes the entire environniientuding man and the supporting
ecological sytems) into account. Another featwesh of specialisation has been
Business Ethics. In all cases the study of Apditcs has led to lively debate and
to questions which challenge the traditional bouwfd=thical discourse (1995:42).
One new such challenge is Computer Ethics whiahgesargue, has led to a new
underlying macroethic, the Philosophy of Informatar ‘Information Ethics’,
however before we can examine Information Ethiespwst see how it developed

from Computer Ethics.

3.4 Computer Ethics

Bynum explains that Computer Ethics had its nasaoegins in the USA through the
work of the MIT Professor Norbert Wiener who, ie tt940s, developed
cybernetic¥ which was to become the science of informatiotesys (2003).
Bynum cites Wiener noting how, upon consideringetbgr both the concepts of

cybernetics and the digital computers of the daygdmmented that:

% “The term itself originated in 1947 when Norbertevér used it to name a discipline apart from,tbuthing
upon, such established disciplines as electricainerring, mathematics, biology, neurophysiology,
anthropology, and psychology. Wiener, Arturo Réesth and Julian Bigelow needed a new word ta tefe
their new concept, and they adapted a Greek woahimg "steersman” to invoke the rich interactiorgodls,
predictions, actions, feedback and response iemsysof all kinds. Early applications in the conwblphysical
systems (aiming artillery, designing electricatuaits and maneuvering simple robots) clarified fthelamental
roles of these concepts in engineering; but thevaglce to social systems and the softer sciencesia@ clear
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Wiener continued to think about these social paéties of integrating technology
into society and a few years later in 1950 he geinvay laid the foundation for
computer ethics that is still applicable today. wiete a book, which many today
consider to be monumental for its time, entifléee Human Use of Human Beings,
which he provided an account of the purpose of mulife, explained four “great
principles of justice” and conceived of a powerfidthod for doing applied ethics.

His book also included discussions of the fundaaieptestions of computer ethics

“It has long been clear to me that the modern ulmpid computing
machine was in principle an ideal central nervoystem to an
apparatus for automatic control; and that its in@urtd output need not
be in the form of numbers or diagrams. It mightyvevell be,
respectively, the readings of artificial sense arga such as
photoelectric cells or thermometers, and the penfamce of motors or
solenoids ... we are already in a position to cardt artificial
machines of almost any degree of elaboratenesertfrmance. Long
before Nagasaki and the public awareness of theiatbomb, it had
occurred to me that we were here in the presencanother social
potentiality of unheard-of importance for good &od evil.” (Wiener
1948:27)

and some examples of key computer ethics topicer{gvil954:57). Bynum

summarises Wiener’'s methodology as follows:

1.

Identify an ethical question or case regardingritegration of ICT into
society.

. Clarify any ambiguous concepts or rules that mahyaio the case in

guestion.

If possible, apply existing policies (principleaws, rules, practices) that
govern human behaviour in the given society. Usequent and traditional
interpretation in such a way as to assimilate #e case or policy into the

existing set of social policies and practices.

from the start. Many researchers from the 194@gitih 1960 worked solidly within the tradition gfernetics

without necessarily using the term” (Pangaro 1991).
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4. If precedent and existing traditions are insuffitito settle the question or
deal with the case, revise the old policies ortereaw ones, using “the great
principles of justic” and the purpose of a human fftéo guide the effort.

5. Answer the question or deal with the case usingdhised or enriched
policies.

(Bynum 2003)

Bynum believes Wiener’s position (which was ahefatsdime) would “require a
multi-faceted process taking decades of effort€ ndted that this integration would
involve the work place undergoing severe and radltange; government would
need to adopt new laws and regulations whilst ittgd business would find it
necessary to draft new policies and practices.e€odflconduct would have to be
(re-)developed within professional organisationd smciologists and psychologists
would have to examine and interpret the new arisogjal and psychological
phenomena. Philosophers would also be requiregthank and redefine old social
and ethical concepts. Bynum believes that “theaef goal of computer ethics,
then, is to advance and facilitate the good coresszps of ICT while preventing or

minimizing the harmful ones” (Bynum 2003).

Wiener’s important and complex work on applied ethwas not developed further
until the 1960’'s when Donn Parker of SRI Internagiidin Menlo Park, California

37 “The Principle of Freedom — Justice requires ltherty of each human being to develop in his fardhe full
measure of the human possibilities embodied in’hithe Principle of Equality — Justice requirese'taquality
by which what is just for A and B remains just witka positions of A and B are interchanged.’; Thiediple
of Benevolence — Justice requires ‘a good will leetwvman and man that knows no limits short of thafse
humanity itself.” The Principle of Minimum Infringeent of Freedom — ‘What compulsion the very existeof
the community and the state may demand must becisgdrin such a way as to produce no unnecessary
infringement of freedom™ (Wiener 195406).

38 «A good human life, according to Wiener, is onanihich ‘great human values’ are realized — one liictv the
creative and flexible information-processing patdmf ‘the human sensorium’ enables humans tohrébeir
full promise in variety and possibility of actiorDifferent people, of course, have various levélsatent and
possibility, so one person’s achievements willatiffom another’s. It is possible to lead a goodhan life in an
indefinitely large number of ways: as a public s@tor statesman, a teacher or scholar, a scientstgineer, a
musician, an artist, a tradesman, an artisan, @od’s(Bynum 2003).
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took stock of, as Wiener had foretold, the impdr&atial and ethical consequences
that computer technology had wrought. Promptedrbincreasing number of
computer-aided bank robberies and other crimesPatblished his concerns about
computer crime and proposed to the Associatiol€tonputing Machinery (see
Parker 1968:198) that they adopt a code of etbictheir members. The ACM
appointed Parker to head a committee to createasuolde, which was subsequently
adopted in 1973 and later revised first in theyeB@B80s and most recently in the early
1990s. (Bynum 2001).

Concern over computer-crime soon changed to cormennprivacy as individuals in
the mid 1960s began to discuss and propose neacgriggislation to legislatures in
America as a result of privacy invasions by ‘bigther’ government agencies. By
the mid 1970s, Bynum notes that “new privacy lang eomputer crime laws had
been enacted in America and in Europe, and orga@migaof computer professionals

were adopting codes of conduct for their membgB/num 2001).

Bynum notes further that during this period, “Ml@neputer scientist Joseph
Weizenbaum created a computer program called ELizt&nded to crudely simulate
‘a Rogerian psychotherapist engaged in an init@rview with a patient.’
Weizenbaum was appalled by the reaction that pé@udo his simple computer
program. Some psychiatrists, for example, viewsdadsults as evidence that
computers will soon provide automated psychotherapg certain students and staff
at MIT even became emotionally involved with thenputer and shared their
intimate thoughts with it! Concerned by the ethio®lications of such a response,
Weizenbaum wrote the bo@omputer Power and Human Reagt876), which is

now considered a classic in computer ethics” (By20®(1).

It was Walter Maner (then of Old Dominion Univeysi Virginia; now at Bowling
Green State University in Ohio) who, whilst teache&nmedical ethics course noticed
that whenever computers were involved new ethigalfyortant considerations arose,
and in the mid 1970s began to use the phrase ‘camethics’ to refer to “field of

inquiry dealing with ethical problems aggravatednsformed or created by computer
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technology.” He attempted to, in a manner simtdamedical ethics, focus attention
upon the ‘traditional’ utilitarian ethics of Bentinaand Mill, or the rationalist ethics of
Kant (Bynum 2001).

Bynum explains that in 1978 Maner “self-published disseminated hiStarter Kit
in Computer Ethigswhich contained curriculum materials and pedaggigidvice for
university teachers to develop computer ethicssamur TheStarter Kitincluded

suggested course descriptions for university cgsala rationale for offering such a

course in the university curriculum, a list of ceeiobjectives, some teaching tips and

discussions of topics like privacy and confideitifatomputer crime, computer
decisions, technological dependence and profedsiodas of ethics. Maner's
trailblazing course, plus histarter Kitand the many conference workshops he
conducted,” which Bynum notes “had a significanpaot upon the teaching of

computer ethics across America.” (Bynum 2001).

Parker, Weizenbaum, Maner and others (though salligot Wiener) had
established the foundations of computer ethicstamds during the 1980s that these
were extended and the discipline allowed to develdpe 1980s saw an increase in
attention being paid to issues such as computdiexharime, disasters caused by
computer failures, invasions of privacy via compuakgtabases, and major law suits
regarding software ownership. In 1985 Deborah Sohmvrote the first textbook on
Computer Ethics and James Moor of Dartmouth Col({gga special edition of
MetaphilosophyentittedComputers and Ethiadited by Bynum) published his
influential article (Moor 1985:266) and defined Qauiter Ethics in terms of policy

vacuums (recall the discussion about Wiener’s paitd precedents):
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A typical problem in computer ethics arises becadtsee is a policy

vacuum about how computer technology should be. uSsanputers

provide us with new capabilities and these in tgire us new choices
for action. Often, either no policies for conductthese situations
exist or existing policies seem inadequate. A eemfisk of computer
ethics is to determine what we should do in sudegathat is, to
formulate policies to guide our actions. Of couyrseme ethical

situations confront us as individuals and some asa@aety. Computer
ethics includes consideration of both personal aadial policies for

the ethical use of computer technology.

Terrell Bynum notes that during the 1990s univesiaround the world mounted new
courses; specialised research centres were ebthlsnd an increasing number of
conferences, journals, articles and textbooks dégticto the subject appeared. In

explaining the rising popularity he says that:

“a wide diversity of additional scholars and topibecame involved.
For example, figures such as Donald GotterbarntiKéiller, Simon

Rogerson, and Dianne Martin — as well as organaai like

Computer Professionals for Social Responsibilitye tElectronic
Frontier Foundation, ACM-SIGCAS - spearheaded ptsjeelevant
to computing and professional responsibility. Depments in Europe
and Australia were especially noteworthy, includingw research
centres in England, Poland, Holland, and Italy; 5EHICOMP series
of conferences led by Simon Rogerson and the graatror [Terrell

Bynum]; the CEPE conferences founded by JeroendesnHoven;
and the Australian Institute of Computer Ethics deth by Chris
Simpson and John Wecker(Bynum 2001)

Early in the new millennium, a critical analysistié debate on the foundations of
Computer Ethics took place. Researchers at theelsity of Oxford contended that
the focus of Computer Ethics has “moved from pnobémalysis — primarily aimed at
sensitising public opinion, professionals and miihs — to tactical solutions
resulting, for example, in the evolution of professl codes of conduct, technical
standards, usage regulations, and new legislatféiafidi and Sanders 2003:4). The
same researchers noted that the “constant riskbaiputer Ethics’ development thus
far has been the “spreading of ad hoc or casw@ppcoaches to ethical problems” and
that this “bottom-up procedure” should be balanzgd “foundationalist debate”

which in contrast is a “top-down development...chemased by a metatheoretical
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reflection on the nature and justification of corngoiethics and the discussion of
computer ethics’ relations with the broader contéxhetaethical theories” (Floridit
al 20034).

Floridi et alasks the questions: “Can Computer Ethics amouattherent and
cohesive discipline, rather than a more or lessrbgéneous and random collection of
ICT-related ethical problems, applied analysesmadtical solutions? If so, what is
its conceptual rationale? And how does it compatie other ethical theories?”
(Floridi et al20034) They have identified five approaches (Flogatial20035) to the
foundation of Computer Ethics which have differanswers to that question, and
conclude with an affirmative position on the sw@it€omputer Ethics as a coherent
and cohesive discipline, grounded firmly with iesxy own conceptual rationale,

Information Ethics.

3.4.1 The “no resolution” Approach: Computer-ethics is nd a real discipline

Floridi describes this approach as the “ideal ldawesind for the foundationalist
debate, comparable to the role played by relativisimetaethics.” He draws from
Parker (1977), when he defines the approach tdvev@omputer Ethics problems
representing unsolvable dilemmas and considers G@mpthics a pointless exercise
because there is no conceptual foundation. Flodtks that Gotterbarn (1991:26;
1992:1) criticises the work of Parker (1981; 19B290). Floridi comments that
“empirically, the evolution of Computer Ethics hasved the no resolution approach
to be unnecessarily pessimistic” since “problenassaiccessfully solved, computer-

ethics related legislation is approved and enaced
codes have been promoted” (Florgdial20035).

professional standards and

Floridi continues the discussion of this approagihdzalling a phenomenon common
amongst early proponents of Computer Ethics knawpap ethics’ (Bynum 1992)
which involved the discussion of a variety of catalies that highlight problems and
has been characterised by “usually unsystematit©atstogeneous collections of

dramatic stories” (Floridet al20036) collected together to “raise questions of
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unethicality rather than ethicality” (Parker 198&lpridi notes (2003) the usefulness
of pop ethics in the early years as it was ablsdasitise people to the fact that
computer technology had social and ethical consemgs2 (Bynum 1992). A

criticism of pop ethics is that it is merely a ealion of examples and leads one to
believe that there is no solution, though as FHa@idlsay “there is little point in
providing a solution to someone unaware of the lprabparticularly when the

solution is not simple” (Floridet al20036). An advantage of pop ethics though is its
ability to explain the variety of concerns (for exale the professional, legal, moral,

social and political concerns) through the useastcstudies (see Epstein 1997).

3.4.2 The Professional Approach: Computer-Ethics is a Peahogical
Methodology

Gotterbarn’s view on Computer Ethics differed widwrker who held that there is no
resolution (see above). For Gotterbarn the ankwyen developing a ‘professional-
ethics’ approach. He says that faculty should6ittice the students to the
responsibilities of their profession, articulate #tandards and methods used to
resolve non-technical ethics questions about firefiession, develop some proactive
skills to reduce the likelihood of future ethicabplems,... indoctrinate the students
to particular set of values... and teach the lanatedlto a particular profession to

avoid malpractice suits.” (Gotterbarn 1992:1).

Gotterbarn argues the ‘professional-ethics apptdemin a position where there is
“no deep theoretical difference between computacetind other professional ethics
like business ethics, medical ethics or engineesthigs” (Gotterbarn 1991:26;
19921). For Gotterbarn, the goal of Computer Ethiasrses would be to create
“ethically minded professionals not ethicists”, dhdrefore, Floridi notes, it “may
actually be better not to have philosophers teactiiem” (Floridiet al20037) since
as Gotterbarn says “in applied professional etticgses, our aim is not the
acquaintance with complex ethical theories, rathsmrecognising the role

responsibility and awareness of the nature of théepsion” (19921).
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Floridi notes that the advantages of the ‘professi@thics approach’ have been the
emphasis on computer-ethics education, lookingeahhical standards and
requirements, professional guidelines, specificslation or regulations, [and] levels
of excellence”. He concludes that the ‘profesdi@tiaics approach’ “exposes the
risky and untenable nature of the ‘no-resolutioprapch™ whilst at the same time
defending the “value and importance of a constvacpop-ethics’, by developing a
‘proactive’ professional ethics (standards, obima, responsibilities, expectations
etc.)” (Floridi et al20038). This approach has been largely responsiblééor
“elaboration and adoption of usage regulationsamts of conduct in ICT contexts
(libraries, universities, offices etc.), within imgtry and in professional associations
and organisations, as well as the promotion offation of computer professionals”
(Floridi et al20038). Floridi notes that this approach focuses ngaonl “ICT
practitioners, especially those in software develept, where technical standards and
specific legislation provide a reliable, if minimédame of reference” (Floridst al
20038). This is in keeping with the goals of the ag@tg which are stated by

Gotterbarn to be pedagogical and not metaethical:

“The only way to make sense of “Computer Ethicstdsnarrow its
focus to those actions that are within the horizdncontrol of the
individual moral computer professional.’(Gotterbarn 1991:26;
1992:1; and 2001 presents a less radical view)

Floridi disagrees with this strong view of professil-ethics noting that it falls short

in three areas:

1. Firstly, the problems associated with computercstffior example privacy,
accuracy, security, reliability, intellectual profyeand access) permeate
contemporary life unlike other purely professioisalies (Floridet al
20039).

2. Secondly, Floridi notes that to interpret profesaicethics as offering a
foundation for computer ethics is to “commit a raks of levels, similar to

attempting to define arithmetic on the basis oriwloat is taught in an
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introductory course.” Floridi believes that withhi@uitheoretical approach, the
professional-ethics approach is but only a “mideiel” between pop-
Computer Ethics and theoretical Computer Ethi€soridi et al20039).

3. Thirdly, Floridi et albelieve that to accept that computer ethics arelgne
professional ethics, without any further need famaeptual foundation runs
the risk of “being at best critical but naive, atdvorst dogmatic and
conservative”. Floridet alcontinue, saying that to focus on “case-based
analyses and analogical reasoningritical professional-ethics approach will
painfully and slowly attempt to re-discover induety ethical distinctions,
clarifications, theories and so forth already al@d# and discussed in
specialised literature; ... whilst amcritical professional-ethics approach will
tend to treat ethical problems and solutions ageatngly simple, non-
conflicting, self-evident and uncontroversial, atteaof mere indoctrination,
as exemplified in ‘The 10 Commandments of Comphthics® approach.”
(though he admits that a methodologically cohesgstem of ethics can be
expressed in a list of negative prescriptions (itebalt not...”), he does not
believe computer ethics has matured enough tolbd@do so and sees the
‘professional-ethics approach’ as the pragmatistdrical first step towards a
more mature Computer Ethics” (Florieli al200310).

One of the literature’s further criticism’s withetfprofessional-ethics approach’
(following on from the ‘no-resolution approach’ aipap-ethics’) has been its failure

to answer the following questions (Flor&tial200310):

3941, Thou shalt not use a computer to harm othepjee 2. Thou shalt not interfere with other pespt®mputer
work; 3. Thou shalt not snoop around in other peelomputer files; 4. Thou shalt not use a compatsteal;
5. Thou shalt not use a computer to bear falseegstn6. Thou shalt not copy or use proprietarysoé for
which you have not paid; 7. Thou shalt not usergtleeple’'s computer resources without authorizatiqeroper
compensation; 8. Thou shalt not appropriate otle@ple's intellectual output; 9. Thou shalt thinloatbthe
social consequences of the program you are widtirtge system you are designing; 10. Thou shakysdwise a
computer in ways that insure consideration andeetdpr your fellow humans” (Computer Ethics Ingtt (CEI)
1992).
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1. Why does ICT raise moral issues?

2. Are Computer Ethics issues unigue (in the senseqiiring their own
theoretical investigations, not entirely deriveahfrstandard ethics)?

3. Or are they simply moral issues that happen tolveviCT? What kind of
ethics is Computer Ethics?

4. What justifies a certain methodology in Computdriés (for example,
analogy and case-based analysis?)

5. What is Computer Ethics’ rationale?
6. What is the contribution of Computer Ethics to ¢tieical discourse?

It is at this point in the literature that a ‘Thetical Computer-Ethics’ emerged —

albeit along two lines, arguing for the ‘uniquenegssComputer-Ethics.

3.4.3 The Radical Approach: Computer Ethics as a Unique Bcipline

The Radical Approach says that “the presence ofieypand conceptual vacuum
(Moor 1985266) indicates that Computer Ethics deals with ibsly unique ideas,

in need of a completely new approach. Maner arthas

“[computer ethics] must exist as a field worthy sttidy in its own
right and not because it can provide a useful meartertain socially
noble ends. To exist and to endure as a sepagitk there must be a
unigue domain for computer ethics distinct from dioenain for moral
education, distinct even from the domains of otlk@nds of
professional and applied ethics. Like James Mobelieve computers
are special technology and raise special ethicaués, hence that
computer ethics deserves special staiidaner 1999)

Floridi believes, that the Radical Approach offeeseral advantages over the
previously considered approaches. It does notruggtenate the “gravity and
novelty” of Computer Ethics and it stresses thehmglogical necessity of providing
the field with a robust and autonomous theoretatbnale” (Floridiet al200311).

Yet Floridi et alfind four problems with the Radical Approach:
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3.4.4

Given Maner’s argument above, the Radical Appraeatild need, according
to Floridi, the “explicit and uncontroversial idditation of some unique area
of study” (200311), and Floridi declares that none of the casetiored by
Maner are uncontroversially unique. Yet this doatssarprise Floridi since he
notes that neither in business ethics, medicat&ti environmental ethics
(for example) are there any significant moral issihat do not interact with

the rest of the ethical context.

Floridi et alargue that to hold onto the Radical Approach bezanaybe,
sometime in the future computer ethics problemsifttbe made, or become,
or discovered to be increasingly specific, ung@thustify the position
defended by the Radical Approach ... keeps the burtlproof on the
Radical Approach side” (Floridit al200312), a situation they dismiss as
“safe but uninteresting” (Floriddt al200312). Rather, they believe that if it
is possible in principle to have a domain of unigtigcal issues (and they
believe in practice it is not) — they state thhe“tiniqueness of a certain topic
is not simply inherited as a property by the dikegthat studies it” (Floridet
al 200312).

Ethical issues are inter-related and cannot bycedito the equation “unique

topic = unique discipline” (Floridet al200312).

Finally, Floridi notes that to focus too much oe tiniqueness of computer
ethics “runs the risk of isolating [computer ethitem the more general
context of metaethical theories.” Floridi concladaying that “this would
mean missing the opportunity to enrich the ethiisdourse” (Floridiet al
200312).

The Conservative Approach: Computer-ethics as Appéd Ethics

The Conservative Approach holds that the classtroeghical theories — for example

Consequentialism, Deontologism, Virtue Ethics, @atitractualism — are capable of
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handling Moor’s policy vacuum. Floridit alnote that these theories “might need to
be adapted, enriched and extended, but they hiathee @lonceptual resources required
to deal with computer ethics questions successéulty satisfactorily(200313). The
Conservative Approach also holds that “certaincallissues are transformed by the
use of ICT, but they represent only new specidggaditional moral issues, to which
already available metaethical theories need tocandsuccessfully, be applied. They
are not and cannot be a source of a new, macraktheory” (Floridiet al200313).
One of the major proponents of this approach isobabJohnson who introduced the
genus-species argumé&hand believes that “the ethical issues surroundamgputer
technology are first and foremost ethical” (John20660:1). Floridiet albelieve that
because this approach positions itself as “anfaterbetween ICT-related moral
problems and standard macroethics” it enjoys thamtdges “associated with a
strong theoretical position” (200131). Aside from rejecting the No Resolution
Approach, it extends the Professional Approachdyyng that Computer-Ethics is

“an ethics for the citizen of the information sdgjenot just for the ICT professional”
(Floridi et al200314) and because of its grounding in standard m#udose allows a
constructive attitude (similar to that of the Pesienal Approach) and at the same
time refraining from a “naive or uncritical reliaon some contingent normal ethics”
(200314). Finally Floridiet albelieve that thevolutionarydevelopment of this
approach enables the Conservative Approach to @veitinique topic = unique
discipline’ pitfalls of the revolutionary Radicalpfsroach and to “integrate them well

40 “Extending the idea that computer technology e®atew possibilities, in a seminal article, Moodg&266)
suggested that we think of the ethical questiomsosnding computer and information technology alcpo
vacuums. Computer and information technology ceeateumerable opportunities. This means that vee ar
confronted with choices about whether and how tsymithese opportunities, and we find a vacuunolitips
on how to make these choices. [...] | propose Wethink of the ethical issues surrounding compatet
information technology as new species of tradiionaral issues. On this account, the idea is tbatputer-
ethical issues can be classified into traditiotiailcal categories. They always involve familiarralddeas such
as personal privacy, harm, taking responsibilitytf@ consequences of one’s action, putting peatptisk, and
so on. On the other hand, the presence of comprgknology often means that the issues arise avitew
twist, a new feature, a new possibility. The neatfire makes it difficult to draw on traditional raloconcepts
and norms. [...] The genus-species account empsatie idea that the ethical issues surroundingpatamn
technology are first and foremost ethical. Thishis best way to understand computer-ethical isbaeause
ethical issues are always about human beings” §édoh2000:1).
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within the broader context of the ethical discoti(200314).

Floridi et alfinds four problems with the Conservative Appraatimely:

1. Firstly, that the position that classic macroetlnas all the conceptual
resources required to deal successfully and setisfly with computer-ethics
is questionable given the perception that compettecs problems are

radically new and unpredictable.

2. Secondly, whilst the evolutionary approach findaeceptable position
between the extremist radical and traditional apgnes, it does not
adequately describe the degree of evolution thalticmccur in the genus-
species argument (that is at some point it could taalical or a minor change)
and the Conservative Approach errs, by definitmnthe conservative side
(that is, that the change is minor) without beibbpdo suggest which standard
macroethic to apply. Floridit alnote this forms the “logical regress” inherent
to the Conservative Approach. If one accepts thres€rvative Approach to
computer-ethics saying that computer-ethics isiarmathics’ one still “needs
a metatheoretical analysis to evaluate which méaieseis most suitable to
deal with computer-ethics problems” (2008). In Floridiet al'sview, users
of this approach are left trying to apply some mat' ethics acceptable to
society or to fall back upon an arbitrary choicenafcro-ethics which would
invite philosophy into an area of professionalismecessarily (as Floridit
al say, “Software Engineers should not be requiregad theNicomachean
Ethics' (200315)

3. Thirdly, and as a consequence of point 1 aboveidrlet alnote that this
approach is “methodologically poor” because is $agKclear macroethical
commitment” resulting in a reliance upon “commonsse case-based
analysis and analogical reasoning, ... insufficieaans to understand what
the Conservative Approach itself acknowledges todve and complex issues
in Computer-Ethics” (20036).
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4. Floridi et alconcede that this approach answers the questibat‘@an ethics
do for computer-ethics”, but laments the avoidasfoghat they consider “the
more philosophically interesting question”, naméythere anything that
computer-ethics can do for ethics?” (2008 Floridiet alintroduces
Krystyna Gérniak-Kocikowska, a colleague of TeBghum, who believes
that “computer ethics is the most important thecaétlevelopment in ethics
since the Enlightenment” (200%), clearly supporting his view that
“computer-ethics problems might enrich the ethitstourse by promoting a

new macroethical perspective” (2008).

3.4.5 The Innovative Approach: Information Ethics as theFoundation of
Computer-Ethics

Thus far, two theoretical approaches (the Consgesand Radical) have been
examined. Bynum argues that an innovative apprtsachmputer-ethics is required
(2001). Floridiet alexplain that the innovative approach including‘tBemputer-
Ethics problems, the corresponding policy and cptuzd vacuum, the uniqueness
debate and the difficulties encountered by theceddind conservative approaches in
developing a cohesive metaethical approach strangjgest that the monopoly
exercised by standard macroethics in theoreticadfiLer-Ethics is unjustified”
(200316). They contend that ICT “by transforming inrafpund way the context in
which moral issues arise, not only adds interestgwg dimensions to old problems,
but leads us to rethink, methodologically, the \gngunds on which our ethical
positions are based. Although the novelty of Caiepkthics is not so dramatic as to
require the development of an utterly new, sepasate unrelated discipline, it
certainly shows the limits of traditional approaghe the ethical discourse, and

encourages a fruitful modification in the metatledioal perspective.” (20087).

The product of this “fruitful modification’ is Infanation Ethics, defined by Floridi
1998; 1999:37; and Floridi and Sanders 1999; 2@ttihe “the theoretical
foundation of applied computer-ethics is a non-gda, environmental macroethics,

patient-oriented and ontocentric, based on theeqr®f data-
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entity/infosphere/entropy rather than life/ecosygain.” This definition requires

some explanation.

Floridi et alexplain that macroethical positions can focushenmoral nature and
development of the agent (for example Virtue Ejhicghe agent’s actions (for
example, Consequentialism, Contractualism and @émgism). The former
macroethic is ‘agent-oriented, subjective and oifteiividualistic’, whilst the latter is
a macroethic that is ‘action-oriented, relationad antrinsically social in nature’.

Both are known as standard or classic macroethit$eand to be anthropocentric.
Non-standard ethics on the other hand (such asdslegihics, Bioethics and
Environmental Ethics) attempts to develop a patiiginted ethics in which the
‘patient’ may be not only a human being, but alsp f@rm of life (see Rowlands
2000 cited in Floridet al200318). Floridiet alexplain “that it [Non-standard ethics]
places the ‘receiver’ of the action at the cenfrihe ethical discourse” and that the
previously described problems with computer-etliitin the various approaches
can be explained because in Floridi's view compeitieics “is primarily an ethics of
beingrather thartonductor becoming” (emphasis mine) (2008). The difference
between Information Ethics and other Non-standameh$ of ethics (such as Medical
Ethics, Bioethics and Environmental Ethics) is tiafiormation as such, rather than
just life in general, is raised to the role of threversal patient of any action”
(200319). Floridiet alnote that their position, unlike biocentric ethtieat “ground
their analyses of the moral standing of bio-ergtiiad ecological systems on the
intrinsic worthiness of life and the intrinsicaltggative value of suffering”, is unique
in that it suggests “that there is something evererelemental than life, namely
being, understood as information; and somethingerhordamental than pain, namely
entropy” (200319). According to the theory, one should “evalubh&eduty of any
rational being in terms of contribution to the gtbwf the infosphere, and any
process, action or event that negatively affeasithole infosphere — not just an
information entity — as an increase in its leve¢ofropy and hence an instance of
evil” (200319).
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Floridi et alidentify the crucial contribution of Informatiorttiics, that is the move of
information from “being a necessary prerequisiteafay morally responsible action to
being its primary object” (20089) enabling an expansion within theoretical etbics
what can be considered to be the centre of minmnaahl concern. In the past only
living entities were capable of being the centrearhe form of moral concern, and
now, with Information Ethics, the limitation of tho-centric theories to be biased
towards ‘living’ entities is overcome and an eriitytate of being (its information
state) is now capable of becoming the centre ohhwancern and thus Information
Ethics can rightly be described as non-standarda@ent-oriented or action-oriented
but) patient-oriented ontocentric (concerned with inetaphysical study of being)
macro-ethic (20020). Floridiet alconclude by saying that the “foundationalist
debate in computer ethics has lead to the shapiagiew ethical view”, Information
Ethics (20030). Floridiet aladmit that Information Ethics places Computer Ethic
“at a level of abstraction too philosophical” tokmat useful, yet they respond saying
that “this is the inevitable price to be paid fayattempt to provide computer ethics
with an autonomous rationale. One must polariseryhend practice to strengthen
both” so that whilst “information ethics is not inedtiately useful to solve specific
computer ethics problems” they note that “it preadhe conceptual grounds that can

guide problem-solving procedures in computer eth{230320).

To return to our analysis of Piracy then, in teohiformation Ethics, piracy could
be seen to be a threat that would impede the dawelot of future computer software

and therefore, in the long-term, contribute negdyito the growth of the infosphere.

3.5 Conclusion

This chapter examined the development of Computecg&and has shown Floridi's
Innovative Approach is more complete than the meviapproaches and that it
proposes that existence is more fundamental thag béve (that is things exist
without necessarily being alive) and that the garlyof we have of an object’s
existence is that we have information about thals been shown that Computer Ethics
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has prompted a deeper philosophical debate anthtbatation Ethics, as described

by Floridi, offers the conceptual basis for furthigorous academic study.
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Chapter 4 A focus on the Curricula

This chapter shows how the Official curricula
recommendations regard the inclusion of computer
ethics into the curriculum as necessary. Acadenmcs
South Africa have risen to this challenge and theful
algorithm proposed by de Ridder et al (2001:105) is
explained.

4.1 Introduction

The previous chapter discussed the history anda@went of ethics, applied ethics,
and finally Computer Ethics. Reference to CompHtéics is almost always
accompanied by reference to the teaching of Compittécs. Computer Ethics
gained popularity with Walter Maner producing irv8his ‘Starter Kit’ and Deborah
Johnson in 1985 the first textbook and Donald Gloden, Keith Miller, Simon
Rogerson, and Dianne Martin researching the priofesisissues associated with
Computer Ethics. This prompted Computer Profesdsosind their associated
professional organisations to begin to demandGbatputer Ethics be included first
within Codes of Conduct for their members, andrlptescribing it in their official
curricula. This chapter describes the developmetiiteoofficial curricula and
examines the introduction of Computer Ethics irdmputer courses, specifically in
South Africa.

4.2 The Official Curricula

The placement of Ethics within the curriculum hasiibthe subject of much debate
and discussion over the years. One of the Trackiept the National Conference on
Computing and Values focused on this issue (MiE91). The delegates felt that the

ideal would be to integrate ethics across the auum; however they noted that
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“practical considerations may force a separatessour some institutions”. There was
a strong feeling to “convince students that valresuniversal’. The case study
method among peers was felt to be the most suctessf exposure to ethical
dilemmas would increase one’s sensitivity to thgeset (Miller 1991). For a
discussion on Case Studies please see Appendmsiwbrk arose from the
numerous Official Curricula recommendations overythars that have, increasingly

in recent times, included sections on Ethics amfieBsional Responsibility.

4.2.1 Historical Development of Official Curricula

Table 1 outlines the various Curricula recommeioaatmade within the Computer

Science and Information Systems domains that iecl@recommendation on ethics

Name

AIS
AITP /
DPMA
CS-IEEE

NIACM
BCS
IFIP
IEEE

1965| ACM 1965:543

\| |OTHER

1967 | COSINE Committee 1967

1968 | ACM Curriculum Committee on
Computer Science 1968:151

\

AN

1975 | Mulder 1975:28

1977 | Education Committee of the IEEE v
Computer Society 1977

1978 | ACM Curriculum Committee on
Computer Science 1979:147

1981 | DPMA 1981 v

1983 | Educational Activities Board 1983 v

1986 | Computing Sciences Accreditation v
Board 1986

1986 | Educational Activities Board 1986 v

1986 | Gibbs and Tucker 1986:202 v

1986 | DPMA 1986 v

1989 | British Computer Society and The
Institution of Electrical Engineers v
1989b

1989 | British Computer Society and The
Institution of Electrical Engineers v
1989a
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Name

AIS
AITP /
DPMA
OTHER

1991 | Tucker, Barnes, Aiken, Barker, Bruce,
Cain, Conry, Epstein, Lidtke, Mulder,
Rogers, Spafford, and Turner 1991

< JACM
BCS
IFIP
IEEE

N |CS-IEEE

(\

1991 | Longenecker, Jr. and Feinstein 199

1994 | Smith 1994:175 v

1995 | Couger, Davis, Dologite, Feinstein,
Gorgone, Jenkins, Kasper, Little, v
Longenecker, Jr., and Valacich
1995:341

1995 | Longenecker, Jr., Feinstein, Couger, , | , v
Davis, and Gorgone 1995:174

(\

1996 | Walker and Schneider 1996:85

1997 | Davis, Gorgone, Couger, Feinstein, v v
and Longenecker, Jr. 1997:1--94

1998 | Mulder and van Weert 1998 v

1999 | ACM Two-Year College Education
Committee 1999

1999 | Kelemen, Astrachan, Baldwin, Bruce,
Henderson, Skrien, Tucker, and Loan v
1999

2000 | Computing Sciences Accreditation v
Board 2000

2000 | Gorgone, Gray, Feinstein, Kasper,
Luftman, Stohr, Valacich, and Wigand v
2000

2001 | Software Engineering Coordinating v
Committee 2001

2001 | Roberts and Engel 2001:1 v v

2002 | Gorgone, Davis, Valacich, Topi, v v v
Feinstein, and Longenecker, Jr. 2002

Table 1: Historical Timeline of Curricula Recommetioias

It is interesting to note the increased collaborabetween official bodies,

representing a broad consensus between the differefessional Bodies.
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4.2.2 Official Curricula

The latest set of official curricula recommendatgios from the Joint IEEE Computer
Society/ACM Task Force on the "Model Curricula @omputing" (CC) which was
formed to review the 1991 curricula and developwased and enhanced version that
would address developments in computing technadagi¢he past decade and would

sustain them through the next decade.

The effort involved the creation of several volumefiecting the diversity of the

computing field:

* Overview Volume
o0 General principles and commonalities among alhef t
specific discipline volumes
» Specific discipline volumes
o Computer Science Volume
o Computer Engineering Volume
o0 Software Engineering Volume
o Information Systems Volume

4.2.2.1 Computer Science

Please see sectidmnexure A: Computer ScienceAppendix Aor an outline of the
Social and Professional Issues course recommendid Computing Curricula 2001,
Computer Science Volume (Robeetsal2001141).

The authors of CC2001 identified “natural boundsirier the selection of curricula
implementation strategies by classifying coursesn&®ductory, intermediate, or
advanced. They defined six instantiations of thiteoductory curriculum and four

thematic approaches to the intermediate coursashwabe listed in Table 2.

Introductory | Imperative| Objects| Functional| Breadth| Algorithms | Hardware

Courses First First First First First First
Intermediate Topic-based Compressed | Systems-based Web-based

Courses approach approach approach approach

Advanced Additional courses used to complete the undergtaduagram
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Courses

Table 2: Course levels and implementation strategies
(Robertset al200118)

The Computer Science Body of Knowledge is dividgd:i

» DS. Discrete Structures (43 core hours)

* PF. Programming Fundamentals (38 core hours)

e AL. Algorithms and Complexity (31 core hours)

e AR. Architecture and Organization (36 core hours)
e OS. Operating Systems (18 core hours)

* NC. Net-Centric Computing (15 core hours)

* PL. Programming Languages (21 core hours)

e HC. Human-Computer Interaction (8 core hours)

* GV. Graphics and Visual Computing (3 core hours)
* IS. Intelligent Systems (10 core hours)

* IM. Information Management (10 core hours)

* SP. Social and Professional Issues (16 core hours)
» SE. Software Engineering (31 core hours)

e CN. Computational Science (no core hours)

There are 280 hours of ‘core content’ of which 8oeial and Professional issues take

up 16 hours or 6% of the core curriculum.

The Social and Professional Issues course (G$480an intermediate course that

follows a Topic-based approach covering the follmytiopics:

SP. Social and Professional Issu€¢%6 core hours with core topics underlined)
SP1. History of computing (Aour)

SP2. Social context of computing i{8urs)

SP3. Methods and tools of analysish(urs)

SP4. Professional and ethical responsibilitied@rs)

SP5. Risks and liabilities of computer-based systéthours)
SP6. Intellectual property (3ours)

SP7. Privacy and civil liberties (®urs)

SP8. Computer crime (3 hours)

SP9. Economic issues in computing (2 hours)

SP10. Philosophical frameworks (2 hours)

The Social and Professional Issues course is ohtded in the other recommended

approaches (that is the Compressed, Systems-basdelmebased approaches) as a
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stand-alone course, but rather it is integrateduich a way that all core topics are

covered:

“[T]he issues of ethics and professionalism havebeen relegated to a
single course independent of and unrelated to éis¢ of the curriculum.

This important material has instead been incorpedainto many

intermediate courses. For example, CS2B&ats the ownership of
intellectual property, while CS28ZSoftware Development and Professional
Practice) includes modules on the social contexioofiputing, ethical and
professional responsibilities, and risks and lighak in software
development.[Robertset al200152).

4.2.2.2 Computer Engineering

Sectionl.A Computer Engineering Appendix Acontains an outline of the Social
and Professional Issues course recommended inoiimp@ing Curricula 2001,
Computer Science Volume (Robeetsal 2001141).

The Computer Engineering Body of Knowledge consists

* CE-ALG Algorithms and Complexity [30 core hours]

* CE-CAO Computer Architecture and Organization [6Bechours]
* CE-CSE Computer Systems Engineering [18 core hours]
* CE-CSG Circuits and Signals [43 core hours]

» CE-DBS Database Systems [5 core hours]

» CE-DIG Digital Logic [57 core hours]

» CE-DSP Digital Signal Processing [17 core hours]

* CE-ELE Electronics [40 core hours]

* CE-ESY Embedded Systems [20 core hours]

e CE-HCI Human-Computer Interaction [8 core hours]
CE-NWK Computer Networks [21 core hours]

e CE-OPS Operating Systems [20 core hours]

* CE-PRF Programming Fundamentals [39 core hours]

* CE-SPR Social and Professional Issues [16 coreshour

* CE-SWE Software Engineering [13 core hours]

e CE-VLS VLSI Design and Fabrication [10 core hours]

There are 420 hours of ‘core content’ of which$oeial and Professional issues take
up 16 hours or 3.8% of the core curriculum. The @Goter Engineering Volume of
the Computer Curriculum Project is yet to be congaleand is still in very early draft
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stages. Despite this, the inclusion of ethics anfepsional issues is strongly stated in
these early drafts. The report describes the nafu@®@mputer Engineering as

follows:

“An important initial aspect of the engineering ethelates to acquiring
the background necessary to understand and to realsout engineering
concepts and artefacts. This background stems finademental ideas in
areas such as computing, electronics, mathematidpaysics and
students need to acquire familiarity and facilityhithese concepts. An
important role of the body of knowledge for compategineering is to
expose and develop these fundamental notions. iy mays the core of
the body of knowledge reflects a careful set oisttats about selection of
material that fulfils this role.

This basic material then provides underpinningddditional material
whose ultimate expression is the building of bettewell as novel
computing systems. A blend of theory and practitl, theory guiding
practice, is viewed as the best approach to theiglise. This needs to be
accompanied by attention to a set of professidegdl and ethical
concerns that guide the activities and attitudegbefivell-educated
computer enginegemphasis addedhs well as familiarity with a
considerable range of diverse applicationéSoldan 2004:25).

The report goes on to describe the elements ofapGter Engineer’s Ethos and
concludes by advocating that one should recoghesetportance of understanding
the relevant professional, ethical and legal issunelsthe framework within which

engineers needs to operate

The report is not complete and therefore what @rgsommendations it does
provide are not articulated fully — however, itisseclear that there will be a course

on ethical and professional issues in the future.

4.2.2.3 Software Engineering

Sectionl.B Software Engineering Appendix Acontains an outline of the Social and
Professional Issues course recommended in Sofevagmeering 2004: Curriculum
Guidelines for Undergraduate Degree Programs itw@oé Engineering, a volume of

the Computing Curricula Series (LeBlanc and Sobéu21).
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The Software Engineering Education Knowledge A&RHEK) is divided into:

= CMP Computing Essentials (172 core hours)

= Mathematical & Engineering Fundamentals (89 corg$jo
= Professional Practice (35 core hours)

= Software Modelling & Analysis (53 core hours)

= Software Design (45 core hours)

= Software V &V (42 core hours)

= Software Evolution (10 core hours)

= Software Process (13 core hours)

= Software Quality (16 core hours)

= Software Management (19 core hours)

There are 494 hours of ‘core content’ of whichinefessional Practice issues take up
35 hours or 7% of the core curriculum. The Protesai Practice course apportions 5
hours to group dynamics / psychology, 10 hoursotaraunication skills (specific to
Software Engineering) and 20 hours to Professismalivhere the subject of ethics

and professional conduct is considered.

The Curriculum Guidelines state that:

“Software Engineering as a profession has obligagido society. The
products produced by software engineers affect likes and
livelihoods of the clients and users of those pot&luHence, software
engineers need to act in an ethical and professionanner. The
preamble to the Software Engineering Code of EtncsProfessional
Practice [ACM 1998] states “Because of their roles developing
software systems, software engineers have signifmaportunities to
do good or cause harm, to enable others to do goadwuse harm, or
to influence others to do good or cause harm. Tguen as much as
possible, that their efforts will be used for gosdftware engineers
must commit themselves to making software engigeeribeneficial
and respected profession. In accordance with thammitment,
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software engineers shall adhere to the followingl€of Ethics and
Professional Practice.”

“To help insure ethical and professional behaviouspftware

engineering educators have an obligation to notyomiake their
students familiar with the Code, but to also finays/ for students to
engage in discussion and activities that illustrated illuminate the
Code’s eight principles, including common dilemmaéacing

professional engineers in typical employment situat” (LeBlanc et
al 2004:10).

The Computing Curriculum — Software Engineering 8L volume has as a

principle:

“CCSE must include exposure to aspects of profeakipractice as
an integral component of the undergraduate curdoul The

professional practice of software engineering erngasses a wide
range of issues and activities, including probletviag, management,
ethical and legal concerns, written and oral comioation, working

as part of a team, and remaining current in a rapid¢dhanging

discipline.” (LeBlanc et al 20041).

Thus within the Professional Practice section efdarriculum, CCSE advises that it

is essential that students must be able to compdghfessional codes of conduct.

One of the student outcomes is to “design apprgpsi@lutions in one or more
application domains using software engineering @ggres that integrate ethical,

social, legal, and economic concerns” (LeBlahal2004:1).

LeBlanc reports that in 2003, employers were astagdte the importance of
candidate qualities and skills on a five-point scalith five being “extremely
important” and one being “not important.” Commurioa skills (4.7 average),
honesty/integrity (4.7), teamwork skills (4.6),erpersonal skills (4.5),
motivation/initiative (4.5), and strong work etl{&5) were the most desired
characteristics” (LeBlanet al2004:17).

CCSE makes a valid point when it notes that “[aliculum can have an important
direct effect on some professional practice factfmsexample teamwork,
communication, and analytic skills), while otheia @xample strong work ethic,
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self-confidence) are subject to the more subtleamice of a college education on

individual's character, personality and maturiti/eBlancet al2004:18).

One of the outcomes for their course in Ethics Rrafessional Practice is for the
student to be able to “make ethical decisions wheead with ethical dilemmas,
with reference to general principles of ethics afl as codes of ethics for
engineering, computing, and software engineerihgB{ancet al2004:100),
furthermore “it suggests that this course be taugpart using presentations by
guest speakers. For example, there could be tglks lexpert on ethics, a
representative of a professional society, an itélial property expert, etc.” and

“students should be asked to debate various etisEabs”.

4.2.2.4 Information Systems

Sectionl.B.i Information Systems Appendix Acontains an outline of the Social and
Professional Issues course recommended in the Gogurricula 2001, IS 2002
(Gorgoneet al2002).

In the executive summary of IS 2002 (Gorgehal 2002), the latest official
curriculum guideline from the various internatiopabfessional associations of
Information Systems, it is recommended that “ISfégsionals must have
interpersonal, communication and team skills laaek strong ethical principlés

(emphasis added).

The report continues to list the following analgtiand critical thinking skills under

the heading of ethics and professionalism:

* Codes of conduct

*  Ethical theory

» Leadership

* Legal and regulatory standards

»  Professionalism - self directed, leadership, tinemagement
*  Professionalism - commitment to and completion oflkw
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Depth of Knowledge Year 1 Year 2 Year 3 Year 4
Level =
Courses offered ~x £ S @
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A g N MmO g mv_gr\_coqg oS D
820 © ©0WO8g|losidze D¢ © 296 8
® £ 0 S 90902 000 POS | 0P20F
nwao nerne | VLELaLE | 0oL
4 Application Knowledge
3 Use / Comprehensive 0119 Ethics
Knowledge and Legal
Issues
2 Literacy / Differential 0031 1S,
Knowledge Society &
Ethics
0085 IS
Professional
Code of Ethics

1 Awareness
/ Recognition

Knowledge

0012 Ethics and the IS
Professional

Table 3: Example of where Ethics is included in 52002
curriculum

These topics are reviewedl® 2002.1 — Fundamentals of Information Systeyns

presenting and discussing the professional andadtresponsibilities of the IS

practitioner and examined in greater detalSr2002.2 — Electronic Business

Strategy, Architecture and Desigmwough presenting and explaining ethical,

contractual, and regulatory issues involving domestd trans-border interactions

involving interorganizational business relationshiphe “societal and ethical issues

related to information systems design and useaks@recommended to be integrated

into IS 2002.3 — Information Systems Theory and Prathicaigh:

» introducing the societal implications of IS andatet ethical issues
* introducing and exploring ethical concepts andasselating to personal

and professional behaviour
* introducing, comparing, and contrasting ethical gleé&nd approaches
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In IS 2002.7 — Analysis and Logical Desitpe use of a professional code of ethics to

evaluate specific IS actions is explained.

1IS2002 does not specifically list the recommendedr$ that should be attributed to
the core sections of the curriculum, or to theieastthat relate to Ethics. However, a
specialised project, known as ImpactCS, was coeduafter CC1991 in order to
further define the emerging area of Computer Ethizise of the outcomes of the
ImpactCS Project were these five baseline knowladgts (contained in Table 4),
expressed in terms of learning outcomes, that cbaldncorporated into existing
courses or used to define a stand-alone courseseThearning outcomes are

accompanied by a recommended number of hours.

>
o =)
Ethical and Social Impact of Computing 5 @ g 2
3|93
S2|82
ES1:Responsibility of the Computer Professional 3 6

1.a) history, development, and impact of compwehnology,
1.b) why be ethical,

1.c) major ethical models,

1.d) definition of computing as a profession, and

1l.e) codes of ethics and professional respongibildr computer
professionals

ES2 -Basic elements of ethical analysis 3 4
2.a) ethical claims can and should be discusseuhédiy,
2.b) ethical choices cannot be avoided, and

2.c) easy ethical approaches and solutions ardiop&sle, that is it is
hard.

ES3 -Basic skills of ethical analysis 3 6
3.a) arguing from example, analogy, and countergia,

3.b) identification of stakeholders in concreteaiions,

3.c) identification of ethical issues in concrdtaations,

3.d) application of ethical codes to concrete sitng, and
3.e) identification and evaluation of possible sasrof action.

ES4 -Basic elements of social analysis 3 4
4.a) social context influences the developmentusmedof technology,
4.b) power relations are central in all socialatgions,

4.c) technology embodies the values of the devedope

4.d) populations are diverse, and

4.e) empirical data are crucial to the design anelbpment processes,
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>
o =)
Ethical and Social Impact of Computing = g g g
(&) Q
S2|82
ES5 -Basic skills of social analysis 3 5
5.a) identification and interpretation of the sbciantexts of a particular
implementation,
5.b) identification of assumptions and values erdbddin a particulay
system, and
5.c) evaluation by means of empirical data of ai@#ar implementatior]
of a technology.”
In-depth topics 10 5-10
(optional)
Total Hours 25 25-35

Table 4: Ethical and Social Impact of Computing (tfer
1997:115)

4.2.2.5 Summary

Table 5 summarises the Official Curricula’s recomdaion on the number of hours
that should be spent on ethics. It was not posstblecalculate what the
recommendation for Information Systems was agaestotal number of core hours,
but it can be seen that the amount of time is amianging from 16 hours (in the
case of Computer Science and Computer Engineetin@p hours (in the case of

Software Engineering), with Information Systems wumaéng 25 hours (of lecture

time).

Curriculum Recommended Hours

Computer Science 16 hours (6% of core)

Computer Engineering 16 hours (3.8% of core)

Software Engineering 35 hours (7% of core)

Information Systems 25 hours (plus 25-35 laborahanyrs)

Table 5: Summary of the recommended hours thatldhou
be spent

4.3 Codes of Ethics

Much mention has been made of the need for Comp@teence / Information

Systems graduates to be ‘professional’ and awarhedf ‘ethical responsibilities’.
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The various Professional Organisations have pratiedes of Ethics or Good
Conduct which would be referred to, where relevamtthe various Ethics and
Professional Practice courses. Appendix B contaisglection of current Codes of
Ethics/Conduct.

= Association of Compter Machinery (ACM): Code of iethand Professional
Conduct (contained in section C in Appendix B)

= Association of Information Technology Profession@$l'P): Code of Ethics

(contained in section D in Appendix B)

= Australian Computer Society (ACS) Code of Ethiaenfained in section E in
Appendix B)

= British Computer Society (BCS): Code of Conductnfemed in section F in
Appendix B)

= Canadian Information Processing Society (CIPS):eCoidEthics (contained

in section G in Appendix B)

= Computer Society of South Africa (CSSA): Code ofn@act (contained in
section H in Appendix B)

After looking at the above Codes it, is evident tih&re is some agreement between
the various Professional Societies as to what totest ‘Good conduct’, or ‘Ethical
Behaviour’. Whilst this list is not exhaustive, nsrit completely in common with all
the codes that were considered, it does represemjaity view of the various areas
that can be examined to decide upon whether ofeghigal’ in terms of IT or not.
During the course of this work, advice was soughinf senior IT Professionals and

has been incorporated into the final outcome.

Recurring Theme
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g
Ce

A | Piracy

B | Misrepresentation of competence

C | Work-ethic

D | Abuse of information and/or privacy

E | Conflicts of interest

F | Over selling a product’s capability and mislegdstakeholders; or under selli
a product in terms of price in order to obtain atcact and later require a pri
increase.

G | Awareness and adherence to a Profession’s Code

H | Whistle-blowing

Table 6: Recurring themes from various Professional
Society’s Codes of Ethics or Codes of Conduct.

4.4 Experiences of teaching Computer Ethics

The inclusion of ethics within the official currieu recommendations spurred

educationalists around the world to revise theiricula and to experiment in ways

best to include it within their curricula. Southrigh was not unaffected by this. In a
recent paper presented at the INnSITE conferenetorirs and Barnard (2004:140)
report that:

“In the period 1992 to September 11 2001, the @wdgl publication
regarding the teaching of computer ethics in S&itican University
CSI/IS departments that we are aware of, is (ClatR82). Since 2001,
the different CS/IS departments have included ctenpthics topics

in their curricula. Various computer ethics topltave also been
addressed by local researchers, for example (Batekhorst &
Bothma, 2002; Charlesworth & Sewry, 2002; Lipinglachanen &
Britz, 2002; Pretorius, Barnard & de Ridder, 20@arnard, de
Ridder, Pretorius & Cohen, 2003; Cloete, Pretor&u8arnard,

2003)”

The earlier works cited above (1992-2002) focused specific aspects of the

Computer Ethics debate (for example privacy, psbdemlism, social responsibility)
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and the more recent works (2002-2004) addressedssiie of teaching computer
ethics. This is in line with the broader debate Was outlined in the previous chapter,
where in the literature the debate on the issumofputer ethics was first proposed,
justified and acknowledged. The debate then tutoacrd examining the issue of

teaching computer ethics.

De Ridder, Pretorius and Barnard (2001:103) beltkae “ideally students should be
equipped with theories of philosophy and ethics’'wadl as “the skills to analyse,
evaluate, and react appropriately to ethical dil@aswhich may arise during their
careers as IT professionals”. They also believettie course should be taught by a
member of the department’'s staff, and that it sthaubt be outsourced to, for
example, a philosopher. The literature is dividdaem it comes to this issue, with
Johnson (2004:6) maintaining that it should be swraeschooled primarily in
Philosophy, and Gotterbarn (in Johnson 2004:12)oeahtng that it should be
someone schooled primarily in Computer Sciencedinftion Systems. Johnson
argues that since the teaching of computer etliggew, those teaching it (that is
Computer Science/Information Systems staff) hawemnbeen trained in this area —
and that it requires someone with this traininge 8bncludes that since philosophers
have received training in ethical theory, and ajgpion, they would be best suited to
the task. Gotterbarn counters Johnson’s argumentluding that “computer ethics
should be taught primarily by the computer sci¢mtiso has at least as much training
in ethics as the philosopher has in computer seiémte proposes that such training
can be achieved through books and other supplehrestaurces but that the presence
of a computer scientist would lend an importanca thight be absent should an
external lecturer be responsible for the coursehAtpoint it is worth noting that in
order to integrate ethics into the curriculum, dul be preferable to have a member
of staff who is familiar with the rest of the ciwlum, and this view, in part, explains
why Gotterbarn’s proposal is more widely accept@dnlop (in Johnson 200X0)

suggests that a ‘team approach’ to teaching Compiitécs should be considered.
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Having resolved who is going to teach the coutsedebate now focuses on whether
it should be taught in an integrated or stand-aleag. The literature is again divided
on this point, but it seems that the most recéetaiure advocated an approach that
integrates as far as possible, but includes a toaps course, which would be a
‘stand-alone’ course (though it would be desigreedupplement the topics that are

already integrated into the curriculum).

De Ridder, Pretorius and Barnard (2001:103) haveldped an algorithm which they
have successfully used to construct a course mamul€omputer Ethics at their

institution.

4.4.1 The De Ridderet al Algorithm

De Ridder, Pretorius and Barnard (2001:105) prapp@sgeneric algorithm that maps
topics from Table 4 “to undergraduate modules @o-@rdinated way”, and “aims at
achieving maximum coverage with minimum overlaphey say that it “can be
applied at any institution regardless of the mednfminstruction”. Their algorithm

consists of the following steps:

=

Identify suitable core modules from the existingriculum

N

Identify the Computer Ethics and ImpactCS topict ttan be addressed by
the existing study material or textbook information

3. Minimise Overlap

4. Compile the remaining topics into a stand-alonpstame module

This can be expressed, algorithmically as follows:

Step 1:Identify suitable first and second level core medulLetm denote the number

of such modules.

Step 2:Let T represent the contents of TableMatch applicable topics from to

existing module outcomes. Let these topics bedhA.s
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Step 3:Identify the topics not represented thus faNasT - A.

Step 4:For each core moduigl <i < m,identify those topics froN which may be

covered, and can be integrated into the core mo@aléthis seC..

Step 5:The pair-wise set-theoretic intersection of ths €ewill determine overlap of
topics identified in step 4:
Fori=1Kk ,m
Fork=1+1K ,m
Determinec, n c,
Dountilc nc, =0
For eachxoc nc, determine the pair-wise
best match and modifg, and c accordingly.
that is if best match dictatesoc , then let
c, =C,-{x where p,qU{i,k} andp#q.

End do,
End for k,
End for i.

Step 6:Indicate the union of these modified setbyc .

Step 7: The remaining topicst -(ADC), should constitute the basis of the stand-

alone module.

This algorithm was used in reporting how Computiids can be taught by a team at
UNISA (de Ridder, Pretorius, and Barnard 2001:18@J how it would be integrated

into the existing courses and what would form pathe stand-alone module.

45 Conclusion

All of the official curricula recommendations areagreement that between 16 and 35
hours of lecture time should be devoted to a ‘Sama Professional issues course’,

which encompasses the ethical aspects associdtedamputers.

Current work in South Africa was examined and #$®ué of who should teach the

course was discussed. There are arguments on idet) but it was shown that the
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favoured view at present is for a member of the @uer Science / Information

Systems department to teach the course.

In terms of whether to integrate ethics into thericula or to offer a stand-alone

course, the official curricula recommended that potar ethics should be integrated
across the curriculum. For practical reasons tlag not always be possible and so a
capstone course (containing all that could notribegrated) was proposed as a way

forward. The de Riddest al Algorithm was shown to be a useful tool to do.this
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Part IIl The Empirical

Studies

Two complementary empirical studies were conducted.
The first involved Industry and was conducted @niim
partnership with ITWeb and surveyed approximately
200 individuals asking questions about ethics. The
second involved surveying academic departments of
Universities and Technikons within South Africaigk
about teaching ethics in IS. The design and resaflts
the two surveys are discussed and presented. Betail
results can be found in Appendix E and Appendix F.
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Chapter 5 Design of Empirical Study to Industry

This chapter described the design of the Empirical
Survey to Industry. It reported on how the survexg w
structured and delivered. A list of the hypothdsssed

by the survey was also supplied. The summarised
results of this Survey are reported in the follagvin
chapter. For a detailed set of results please see
Appendix E.

5.1 Introduction

Empirical work, professionally conducted and meghitly analysed requires a
thorough conception and design of the questionn@ims chapter describes the
method and structure of the questionnaire andiftEnthe hypotheses that analysis,

that will be described later, will report on.

After reviewing the literature and curriculum reqoendations it appears that
Industry favours a focus on professional codesprescribe Behaviour or Conduct
(what is the right thing to do) as opposed to piesr Virtues (what makes one a
good person). Therefore any of the post-renaissamgeaches (Ethical Egoism,
Utilitarianism, Kant’'s Theory and Social Contra¢tebry) could be a theoretical basis
for such codes. The paradox is though that the efeployee is still described in
terms of virtues. Also, all employees are expettezhare the ethical view of the
company, which in turn contributes towards thahefSociety... therefore there
might not be any specific problems within the irtdpghat are unique to the industry

— however, some (such as respect for property)bmayore common.

An analysis of these Codes shows that piracy, priesentation of competence, work
ethic, abuse of confidentiality and privacy, ‘unfessional’ behaviour and conflicts of
interest are the major issues addressed. The ahtrefore examined these seven

issues in the survey through the use of multi-iseales.
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5.2 Details of Survey

The full survey can be found Appendix Blt consists of nine questions about the
respondent’s demographics (Gender, Home Provimtélame Language, Age,

Highest level of Education, Number of people whmoréto you and Job Title, and
the Nature and Size of Business) and fifteen siradtquestions about Ethics with

one free-form question at the end.

5.3 Structure of Questionnaire

The questionnaire was divided into four sections.

1. The first section includes questions 2.1 to 2.9 cWhinvestigate the
respondents’ attitudes towards Ethics as it relaield and what degree of
education they have received. These questionsnamesaed using a five-point

Likert scale of Never, Hardly Ever, Sometimes, @@ften, and Always.

2. The second section, question 2.10, investigatefrélgeency of the problems
respondents experience with Ethics as it relatdé$ within their organisation
on a five-point Likert scale (Never, Hardly Evegngetimes, Quite Often, and

Always) with a ‘Do not know’ option.

3. The third section, question 2.11, asks what belavibe respondent has
personally exhibited on a five-point Likert scalever, Hardly Ever,

Sometimes, Quite Often, and Always.

4. The fourth section concludes the questionnaire,ingskvhat level of
confidence respondents’ have with their entry-legehduate employees’
awareness of their ethical and professional resipbtiss and how much
emphasis they would like to be seen accorded twattissues within a
graduates’ Information System’s education. Finally,polls respondents
asking how their organisation deals with ethicablbems within their

organisations.
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5.4 Delivery Mode

The questionnaire was distributed via the Intewittt the help of online industry
newspapelTWeband promoted through email adverts from the Coergbociety of
South Africa (CSSA) and articles postedi®Web The survey was completed during
January and February of 2003.

5.5 Hypotheses

Five broad hypotheses were investigated:

1. Education in ethics (amongst other factors) leadshical behaviour.

2. The size of an organisation affects the way theatbehaviour of that
organisation is perceived.

3. The perception of an organisation’s behaviour hsa&tleads to ethical
behaviour in individuals.

4. The level of responsibility an individual has, attehis or her ethical
behaviour.

a. The more people who report to an individual, adus or her ethical
behaviour.

b. The higher the level of education an individual texeived, the more
ethical his or her behaviour.

c. The more responsible a Job Title an individual pssss. The more
ethical his or her behaviour.

5. The choice of approach to educate and manage ldbeicaviour within an
organisation leads to ethical behaviour within trganisation.

a. The use of policies within an organisation leadsttocal behaviour.

b. The use of contractual agreements within an orgtiaisleads to
ethical behaviour.

c. The use of penalties within an organisation leadshical behaviour.

d. The use of appropriate counselling within an orgation leads to
ethical behaviour.

e. The use of disciplinary procedures within an orgatmn leads to
ethical behaviour.
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The questionnaire used the following two sets e¥eh factors (adapted from Table

6), which examined the state of Ethical Behavidundividuals and of organizations,

to correlate against the hypotheses:

Individual Organization

1 I have pirated software for work purposes Pitacemployees at/for work

2 | have pirated software for personal purposes acRiby employees at/for home

3 | have claimed expertise in an area that | am notMisrepresentation of competence to
competent / qualified in when dealing with internal/external clients
internal / external clients

4 | have claimed expertise in an area that | am notMisrepresentation of competence to
competent / qualified in, in order to gain employer
employment

5 1do "half-a-job", producing work that is not my Producing "half-jobs" or work that is not
best the best possible

6 | have abused confidential information entrusted Abuse of confidential information
to me

7 lhave, in the past, failed to disclose a confifc ~ Failure to disclose conflicts of interest
interest

8 | have intentionally over/under sold IT to Intentionally over/under selling IT to
internal/external clients internal/external clients in order to obtaif

contracts

9 | have violated employees privacy Abuse of empdsyprivacy

10 | have violated customers privacy Abuse of qusts privacy

11 1 am unaware of the ethical issues involving IT Employees are unaware of ethical issuds

involving IT

Table 7: Industry Survey Factors

This analysis was based upon the question as ttharthere was a correlation

between Pand G, where Prepresents the respondent’s personal behaviotedeti

and Q the respondent’s perception of behaviour in hisesrorganisation regarding

facetj. 121 hypotheses were analysed for their correlatith Ethical Behaviour.

Detailed lists of the hypotheses tested are lisedolw:

5.5.1 Set 1: Education in ethics (amongst other factordpads to ethical
behaviour.
22? Hypothesis | Hypothesis Text

There is no correlation between the extent thatdpie Ethics and Information Technology was
Ho contained in an individual's curriculum and whetherindividual pirates software for work
purposes.

There is a significant correlation between the eixtieat the topic Ethics and Information
H; Technology was contained in an individual's curlico and whether an individual pirates softwar
for work purposes.

D
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Sub-
Set

Hypothesis

Hypothesis Text

Ha

There is no correlation between the extent thatdpie Ethics and Information Technology was
contained in an individual's curriculum and whetherindividual pirates software for personal
purposes.

Hs

There is a significant correlation between the mixtieat the topic Ethics and Information
Technology was contained in an individual's curiico and whether an individual pirates softwar
for personal purposes.

3%

Ha

There is no correlation between the extent thatapie Ethics and Information Technology was
contained in an individual's curriculum and whetherindividual claims expertise in an area the
are not competent / qualified in when dealing viitiernal / external clients.

Hs

There is a significant correlation between the eixtieat the topic Ethics and Information
Technology was contained in an individual's curiico and whether an individual claims expertid
in an area they are not competent / qualified iemtiealing with internal / external clients

He

There is no correlation between the extent thatdapie Ethics and Information Technology was
contained in an individual's curriculum and whetherindividual claims expertise in an area they
are not competent / qualified in order to gain eyipient.

H7

There is a significant correlation between the mixtieat the topic Ethics and Information
Technology was contained in an individual's curlico and whether an individual claims experti
in an area they are not competent / qualified deoto gain employment.

Hs

There is no correlation between the extent thatdpie Ethics and Information Technology was
contained in an individual’s curriculum and whetherindividual does ‘half-a-job’, producing worl
that is not their best.

Ho

There is a significant correlation between the mixtieat the topic Ethics and Information
Technology was contained in an individual’s curiico and whether an individual does ‘half-a-jo!
producing work that is not their best.

There is no correlation between the extent thatdpie Ethics and Information Technology was
contained in an individual's curriculum and whetherindividual abuses confidential information
entrusted to him / her.

There is a significant correlation between the mixtieat the topic Ethics and Information
Technology was contained in an individual's curlico and whether an individual abuses
confidential information entrusted to him/ her.

There is no correlation between the extent thatdapie Ethics and Information Technology was
contained in an individual's curriculum and whetherindividual fails to disclose a conflict of
interest.

There is a significant correlation between the eixtieat the topic Ethics and Information
Technology was contained in an individual's curiico and whether an individual fails to disclosq
conflict of interest.

There is no correlation between the extent thatapie Ethics and Information Technology was
contained in an individual's curriculum and whetherindividual has intentionally over/under sol
IT to internal / external clients.

There is a significant correlation between the eixtieat the topic Ethics and Information
Technology was contained in an individual’s curiico and whether an individual has intentional
over/under sold IT to internal / external clients.

There is no correlation between the extent thatdapie Ethics and Information Technology was
contained in an individual's curriculum and whetherindividual has violated another employeeqd
privacy.

There is a significant correlation between the eixtieat the topic Ethics and Information
Technology was contained in an individual's curtico and whether an individual has violated
another employees’ privacy.

10

There is no correlation between the extent thatdapie Ethics and Information Technology was
contained in an individual's curriculum and whetherindividual has violated a customers’ privag

<
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he

[=]

§Ub' Hypothesis | Hypothesis Text
et
There is a significant correlation between the eixtieat the topic Ethics and Information
Hio Technology was contained in an individual’s curiico and whether an individual has violated a
customers’ privacy.
There is no correlation between the extent thatdpie Ethics and Information Technology was
Hzo contained in an individual’s curriculum and whetherindividual is unaware of the ethics issues
involving IT.
11
There is a significant correlation between the eixtieat the topic Ethics and Information
Haz1 Technology was contained in an individual’s curiico and whether an individual is unaware of {]
ethics issues involving IT.
Table 8: Hypothesis Set 1 - Education in ethicsdfagst
other factors) leads to ethical behaviour.
5.5.2 Set 2: The size of an organization affects the walye ethical behaviour of
that organisation is perceived.
gg? Hypothesis | Hypothesis Text
H There is no correlation between the size of anrasgdion and the frequency of piracy by
1 2 employees at/for work.
H There is a significant correlation between the sizan organisation and the frequency of piracy
= employees at/for work.
H There is no correlation between the size of anrosgdion and the frequency of piracy by
13 2 employees at/for home.
H There is a significant correlation between the sizan organisation and the frequency of piracy
% employees at/for home.
H There is no correlation between the size of anrasgdion and the frequency of misrepresentatio
" % of competence to internal/external clients.
H There is a significant correlation between the sizan organisation and the frequency of
z misrepresentation of competence to internal/extelients.
H There is no correlation between the size of anrasgdion and the frequency of misrepresentatio
15 B of competence to employer.
H There is a significant correlation between the sizean organisation and the frequency of
2 misrepresentation of competence to employer.
There is no correlation between the size of anrosgdion and the frequency of producing “half-
Hazo S - -
16 jobs” or work that is not the best possible.
H There is a significant correlation between the sizan organisation and the frequency of produc
st “half-jobs” or work that is not the best possible.
H There is no correlation between the size of anrasgdion and the frequency of the abuse of
17 2 confidential information.
H There is a significant correlation between the sizan organisation and the frequency of the aby
s of confidential information.
H There is no correlation between the size of anrasgdion and the frequency of failing to disclosg
18 34 conflicts of interest.
H There is a significant correlation between the sizan organisation and the frequency of failing {
* disclose conflicts of interest.
H There is no correlation between the size of anrosgdion and the frequency of intentionally
19 % over/under selling IT to internal/external clieimsorder to obtain contracts.
H There is a significant correlation between the sizan organisation and the frequency of
37

intentionally over/under selling IT to internal/ertal clients in order to obtain contracts.
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gztb Hypothesis | Hypothesis Text
H There is no correlation between the size of anrosgdion and the frequency of the abuse of an
00 % employee’s privacy.
H There is a significant correlation between the sizan organisation and the frequency of the abyse
% of an employee’s privacy.
H There is no correlation between the size of anrasgdion and the frequency of the abuse of a
01 40 customer’s privacy.
H There is a significant correlation between the sizan organisation and the frequency of the abyse
4 of a customer’s privacy.
H There is no correlation between the size of anrosgdion and the frequency of employees being
- 42 unaware of ethical issues involving IT.
H There is a significant correlation between the sizan organisation and the frequency of
43 employees being unaware of ethical issues involiiing
Table 9: Hypothesis Set 2 - The size of an orgéisa
affects the way the ethical behaviour of that oiggtion is
perceived.
5.5.3 Set 3: The perception of an organisation’s behaviaglas ethical leads to
ethical behaviour in individuals.
gg? Hypothesis | Hypothesis Text
There is no correlation between an individual'scpetion of their fellow employees within an
Haa organisation, and their own actual personal behayighen it comes to pirating software for work
purposes.
23
There is a significant correlation between an iithial's perception of their fellow employees
Has within an organisation, and their own actual peaddehaviour, when it comes to pirating softwarf
for work purposes.
There is no correlation between an individual’scpetion of their fellow employees within an
Hae organisation, and their own actual personal behayishen it comes to pirating software for
personal purposes.
24
There is a significant correlation between an iial's perception of their fellow employees
Hsz within an organisation, and their own actual peasdehaviour, when it comes to pirating softwarf
for personal purposes.
There is no correlation between an individual’sceetion of their fellow employees within an
Hasg organisation, and their own actual personal behayishen it comes to claiming expertise in an afea
where one is not competent/qualified in whilst @eginternal/external clients.
25
There is a significant correlation between an iial's perception of their fellow employees
Hag within an organisation, and their own actual peas@ehaviour, when it comes to claiming expertfse
in an area where one is not competent/qualifiedtiitst dealing internal/external clients.
There is no correlation between an individual’sceetion of their fellow employees within an
Hso organisation, and their own actual personal behayighen it comes to claiming expertise in an afea
where one is not competent/qualified in order tim ganployment.
26
There is a significant correlation between an iithial's perception of their fellow employees
Hsy within an organisation, and their own actual peasdehaviour, when it comes to claiming expertfse
in an area where one is not competent/qualifieatdter to gain employment.
There is no correlation between an individual’sceetion of their fellow employees within an
27 Hs, organisation, and their own actual personal behayighen it comes to doing “half-a-job”,

producing work that is not one’s best.
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Sub-
Set

Hypothesis

Hypothesis Text

Hss

There is a significant correlation between an iitial's perception of their fellow employees
within an organisation, and their own actual peaddehaviour, when it comes to doing “half-a-
job”, producing work that is not one’s best.

28

There is no correlation between an individual'scpetion of their fellow employees within an
organisation, and their own actual personal behayighen it comes to abusing confidential
information entrusted to one.

There is a significant correlation between an iithial's perception of their fellow employees
within an organisation, and their own actual pead&ehaviour, when it comes to abusing
confidential information entrusted to one.

29

There is no correlation between an individual’scpetion of their fellow employees within an
organisation, and their own actual personal behayishen it comes to failing to disclose a confli
of interest.

—

There is a significant correlation between an irtlial's perception of their fellow employees
within an organisation, and their own actual peasdehaviour, when it comes to failing to disclog
a conflict of interest.

[]

30

There is no correlation between an individual’sceetion of their fellow employees within an
organisation, and their own actual personal behayishen it comes to intentionally over/under
selling IT to internal/external clients in orderget a contract.

There is a significant correlation between an iithial's perception of their fellow employees
within an organisation, and their own actual peaddehaviour, when it comes to intentionally
over/under selling IT to internal/external clieirtorder to get a contract.

31

There is no correlation between an individual’sceetion of their fellow employees within an
organisation, and their own actual personal behayishen it comes violating employees privacy

There is a significant correlation between an itial's perception of their fellow employees
within an organisation, and their own actual peasdehaviour, when it comes violating employeg
privacy.

n

32

There is no correlation between an individual’sceetion of their fellow employees within an
organisation, and their own actual personal behayishen it comes violating customers privacy.

There is a significant correlation between an iitial's perception of their fellow employees
within an organisation, and their own actual peaddehaviour, when it comes violating custome
privacy.

2

33

There is no correlation between an individual'scpetion of their fellow employees within an
organisation, and their own actual personal behayishen it comes to being aware of the ethics
issues involving IT.

There is a significant correlation between an iithial's perception of their fellow employees
within an organisation, and their own actual peadd&ehaviour, when it comes to being aware of
ethics issues involving IT.

5.54

Table 10: Hypothesis Set 3 - The perception of an
organisation’s behaviour as ethical leads to ethica
behaviour in individuals.

Set 4: The level of responsibility an individual ha, affects his or her

ethical behaviour.

Sub-
Set

Hypothesis

Hypothesis Text

Matthew Charlesworth

Page 83



Chapter Besignof Empirical Study to Industry

Sub-
Set

Hypothesis

Hypothesis Text

34

Heo

There is no correlation between the level of respimlity (as gauged by the number of people wh
report to an individual) and whether an individpahtes software for work purposes.

There is a significant correlation between the llefeesponsibility (as gauged by the number of
people who report to an individual) and whetheimatividual pirates software for work purposes.

35

There is no correlation between the level of resgiulity (as gauged by the number of people wh
report to an individual) and whether an individpaates software for personal purposes.

There is a significant correlation between the llefeesponsibility (as gauged by the number of
people who report to an individual) and whethematividual pirates software for personal
purposes.

36

There is no correlation between the level of respmlity (as gauged by the number of people wh
report to an individual) and whether an individolims expertise in an area they are not compe
/ qualified in when dealing with internal / exterehents.

ent

There is a significant correlation between the llefeesponsibility (as gauged by the number of
people who report to an individual) and whethematividual claims expertise in an area they are
not competent / qualified in when dealing with it / external clients.

37

There is no correlation between the level of respility (as gauged by the number of people wh
report to an individual) and whether an individaklims expertise in an area they are not compe
/ qualified in order to gain employment.

ent

There is a significant correlation between the llefeesponsibility (as gauged by the number of
people who report to an individual) and whethematividual claims expertise in an area they are
not competent / qualified in order to gain employme

38

There is no correlation between the level of respiulity (as gauged by the number of people wh
report to an individual) and whether an individdaks ‘half-a-job’, producing work that is not thei
best.

There is a significant correlation between the llefeesponsibility (as gauged by the number of
people who report to an individual) and whetheimatividual does ‘half-a-job’, producing work thg
is not their best.

—

39

There is no correlation between the level of respimlity (as gauged by the number of people wh
report to an individual) and whether an individabluses confidential information entrusted to hin
her.

-~

There is a significant correlation between the llefeesponsibility (as gauged by the number of
people who report to an individual) and whethematividual abuses confidential information
entrusted to him / her.

40

There is no correlation between the level of respmlity (as gauged by the number of people wh
report to an individual) and whether an individtails to disclose a conflict of interest.

There is a significant correlation between the llefeesponsibility (as gauged by the number of
people who report to an individual) and whethematividual fails to disclose a conflict of interest

41

There is no correlation between the level of respmlity (as gauged by the number of people wh
report to an individual) and whether an individhak intentionally over/under sold IT to internal /
external clients.

There is a significant correlation between the llefeesponsibility (as gauged by the number of
people who report to an individual) and whetheimatividual has intentionally over/under sold IT
internal / external clients.

o

42

There is no correlation between the level of resgiulity (as gauged by the number of people wh
report to an individual) and whether an individhak violated another employees’ privacy.
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Sub-

Set Hypothesis | Hypothesis Text
There is a significant correlation between the llefeesponsibility (as gauged by the number of
Hags people who report to an individual) and whetheimatividual has violated another employees’
privacy.
H There is no correlation between the level of respimlity (as gauged by the number of people wh
84 report to an individual) and whether an individhak violated a customers’ privacy.
43
H There is a significant correlation between the llefeesponsibility (as gauged by the number of
8 people who report to an individual) and whethematividual has violated a customers’ privacy.
H There is no correlation between the level of respility (as gauged by the number of people wh
8 report to an individual) and whether an individisalinaware of the ethics issues involving IT.
44
There is a significant correlation between the llefeesponsibility (as gauged by the number of
Hg7 people who report to an individual) and whethematividual is unaware of the ethics issues
involving IT.
Table 11: Hypothesis Set 4 - The level of respalitgilan
individual has, affects his or her ethical behawiou
5.5.5 Set 5: Level of Education received as a factor oftkical Behaviour
§Ub' Hypothesis | Hypothesis Text
et
H There is no correlation between the highest lef’ebacation received and whether an individual
45 8 pirates software for work purposes.
H There is a significant correlation between the dgjtevel of education received and whether an
8 individual pirates software for work purposes.
H There is no correlation between the highest lef’ebacation received and whether an individual
46 o0 pirates software for personal purposes.
H There is a significant correlation between the bgjtievel of education received and whether an
o1 individual pirates software for personal purposes.
There is no correlation between the highest lef’ebacation received and whether an individual
Ho claims expertise in an area they are not compétpmlified in when dealing with internal / extern
clients.
47
There is a significant correlation between the eglievel of education received and whether an
Hos individual claims expertise in an area they areaoobpetent / qualified in when dealing with
internal / external clients.
There is no correlation between the highest lef’ebacation received and whether an individual
H94 . . . e . .
claims expertise in an area they are not compétpmlified in order to gain employment.
48
There is a significant correlation between the bgjtievel of education received and whether an
Hos individual claims expertise in an area they areaosbpetent / qualified in order to gain
employment.
H There is no correlation between the highest lef’ebacation received and whether an individual
49 % does ‘half-a-job’, producing work that is not thbast.
H There is a significant correlation between the bgjhevel of education received and whether an
o7 individual does ‘half-a-job’, producing work thatmot their best.
H There is no correlation between the highest lef’febacation received and whether an individual
50 % abuses confidential information entrusted to hhmer.
H There is a significant correlation between the bgjtievel of education received and whether an
99

individual abuses confidential information entruakte him / her.
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Sub-

[oN

[=}N

Q.

Set Hypothesis | Hypothesis Text
H There is no correlation between the highest lef’ebacation received and whether an individual
51 100 fails to disclose a conflict of interest.
There is a significant correlation between the bgjhievel of education received and whether an
Hio1 S ; ; : -
individual fails to disclose a conflict of interest
H There is no correlation between the highest lef’ebacation received and whether an individual
- 102 has intentionally over/under sold IT to internakternal clients.
H There is a significant correlation between the dgjhevel of education received and whether an
103 individual has intentionally over/under sold ITitdernal / external clients.
H There is no correlation between the highest lef’ebacation received and whether an individual
53 104 has violated another employees’ privacy.
H There is a significant correlation between the eglievel of education received and whether an
105 individual has violated another employees’ privacy.
H There is no correlation between the highest lef’ebacation received and whether an individual
54 106 has violated a customers’ privacy.
H There is a significant correlation between the bgjhievel of education received and whether an
107 individual has violated a customers’ privacy.
H There is no correlation between the highest lef’febacation received and whether an individual
- 108 unaware of the ethics issues involving IT.
H There is a significant correlation between the bgjtievel of education received and whether an
109 individual is unaware of the ethics issues invaivii.
Table 12: Hypothesis Set 5 - Level of Educatioreiesd
as a factor of Ethical Behaviour
5.5.6 Set 6: Job Title as a factor of Ethical Behaviour
gg? Hypothesis | Hypothesis Text
H There is no correlation between the level of respimlity (as gauged by the Job Title of an
56 110 individual) and whether an individual pirates safte for work purposes.
H There is a significant correlation between the llefeesponsibility (as gauged by the Job Titleanf
L individual) and whether an individual pirates saftesfor work purposes.
H There is no correlation between the level of respmlity (as gauged by the Job Title of an
57 n2 individual) and whether an individual pirates safte for personal purposes.
H There is a significant correlation between the ll@feesponsibility (as gauged by the Job Titleanf
13 individual) and whether an individual pirates safte/ for personal purposes.
There is no correlation between the level of respmlity (as gauged by the Job Title of an
Hig individual) and whether an individual claims expatin an area they are not competent / qualifig
in when dealing with internal / external clients.
58
There is a significant correlation between the ll@feesponsibility (as gauged by the Job Titleanf
Hiis individual) and whether an individual claims expstin an area they are not competent / qualifig
in when dealing with internal / external clients.
There is no correlation between the level of respimlity (as gauged by the Job Title of an
Hiie individual) and whether an individual claims exgatin an area they are not competent / qualifig
in order to gain employment.
59
There is a significant correlation between the llefeesponsibility (as gauged by the Job Titleanf
Hii7 individual) and whether an individual claims exps&tin an area they are not competent / qualifig
in order to gain employment.
60 H There is no correlation between the level of respility (as gauged by the Job Title of an
118

individual) and whether an individual does ‘halfedy’, producing work that is not their best.
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Sub-

Set Hypothesis | Hypothesis Text
H There is a significant correlation between the llefeesponsibility (as gauged by the Job Titleanf
19 individual) and whether an individual does ‘halfeds’, producing work that is not their best.
H There is no correlation between the level of resfimlity (as gauged by the Job Title of an
120 individual) and whether an individual abuses coerfiial information entrusted to him / her.
61
H There is a significant correlation between the llefeesponsibility (as gauged by the Job Titleanf
121 individual) and whether an individual abuses caarfiial information entrusted to him / her.
H There is no correlation between the level of respmlity (as gauged by the Job Title of an
62 122 individual) and whether an individual fails to dizge a conflict of interest.
H There is a significant correlation between the ll@feesponsibility (as gauged by the Job Titleanf
123 individual) and whether an individual fails to disse a conflict of interest.
There is no correlation between the level of respmlity (as gauged by the Job Title of an
Hiz4 individual) and whether an individual has intentiiy over/under sold IT to internal / external
clients.
63
There is a significant correlation between the ll@feesponsibility (as gauged by the Job Titleanf
Hizs individual) and whether an individual has intentiiy over/under sold IT to internal / external
clients.
H There is no correlation between the level of respmlity (as gauged by the Job Title of an
64 126 individual) and whether an individual has violatetbther employees’ privacy.
H There is a significant correlation between the ll@feesponsibility (as gauged by the Job Titleanf
127 individual) and whether an individual has violagetbther employees’ privacy.
H There is no correlation between the level of respmlity (as gauged by the Job Title of an
- 128 individual) and whether an individual has violatedustomers’ privacy.
H There is a significant correlation between the ll@feesponsibility (as gauged by the Job Titleanf
129 individual) and whether an individual has violatedustomers’ privacy.
H There is no correlation between the level of respimlity (as gauged by the Job Title of an
66 180 individual) and whether an individual is unawaretfof ethics issues involving IT.
H There is a significant correlation between the llefeesponsibility (as gauged by the Job Titleanf
131 individual) and whether an individual is unawarelw ethics issues involving IT.
Table 13: Hypothesis Set 6 - Job Title as a factdtthical
Behaviour
5.5.7 Set 7: The effect of Policies on Ethical Behaviour
EUb' Hypothesis | Hypothesis Text
et
H There is no correlation between the presence elexant Policy within an Organisation and the
&7 182 incidence of piracy by employees at/for work.
There is a significant correlation between the gmese of a relevant Policy within an Organisation
Hias S .
and the incidence of piracy by employees at/forkwor
H There is no correlation between the presence eleaant Policy within an Organisation and the
63 134 incidence of piracy by employees at/for home.
There is a significant correlation between the gmee of a relevant Policy within an Organisation
Hiss 2 .
and the incidence of piracy by employees at/for dom
H There is no correlation between the presence elezant Policy within an Organisation and the
136 incidence of misrepresentation of competence triirat/external clients by employees.
69
H There is a significant correlation between the gmee of a relevant Policy within an Organisation
137

and the incidence of misrepresentation of competéminternal/external clients by employees.
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gztb Hypothesis | Hypothesis Text
H There is no correlation between the presence eleaant Policy within an Organisation and the
138 incidence of misrepresentation of competence t@thployer by the employee.
70
H There is a significant correlation between the gmee of a relevant Policy within an Organisation
139 and the incidence of misrepresentation of competém¢he employer by the employee.
H There is no correlation between the presence eleant Policy within an Organisation and the
140 incidence of employees producing "half-jobs" or kvtirat is not their best possible.
71
H There is a significant correlation between the gmes of a relevant Policy within an Organisation
141 and the incidence of employees producing "half*jaissvork that is not their best possible.
H There is no correlation between the presence eleaant Policy within an Organisation and the
2 142 incidence of employees abusing confidential infdioma
H There is a significant correlation between the gmes of a relevant Policy within an Organisation
143 and the incidence of employees abusing confideimiiafmation.
There is no correlation between the presence elezant Policy within an Organisation and the
Hia4 . o - o
73 incidence of employees failing to disclose a canfiif interest.
H There is a significant correlation between the gmee of a relevant Policy within an Organisation
145 and the incidence of employees failing to disclsenflict of interest.
There is no correlation between the presence eleaant Policy within an Organisation and the
His6 incidence of employees intentionally over/undelirsglIT to internal/external clients in order to
obtain contracts.
74
There is a significant correlation between the gmee of a relevant Policy within an Organisation
Hia7 and the incidence of employees intentionally ovedér selling IT to internal/external clients in
order to obtain contracts.
H There is no correlation between the presence elezant Policy within an Organisation and the
75 148 incidence of employees abusing another employe®/agy.
H There is a significant correlation between the gnee of a relevant Policy within an Organisation
149 and the incidence of employees abusing anotheramels privacy.
H There is no correlation between the presence eleant Policy within an Organisation and the
76 150 incidence of employees abusing a customer’s privacy
H There is a significant correlation between the gmee of a relevant Policy within an Organisation
51 and the incidence of employees abusing a custorpevacy.
H There is no correlation between the presence elexant Policy within an Organisation and the
- 152 incidence of employees being unaware of ethicalkissnvolving IT.
H There is a significant correlation between the gmes of a relevant Policy within an Organisation
153 and the incidence of employees being unaware @fatissues involving IT.
Table 14: Hypothesis Set 7 - The effect of Policies
Ethical Behaviour
5.5.8 Set 8: The effect of Contractual Agreements on Ethal Behaviour
gztb Hypothesis | Hypothesis Text
H There is no correlation between the presence ofr&@cmal Agreements within an Organisation afd
78 154 the incidence of piracy by employees at/for work.
H There is a significant correlation between the gmes of Contractual Agreements within an
155 Organisation and the incidence of piracy by empdsyat/for work.
H There is no correlation between the presence ofr&ctmal Agreements within an Organisation afd
79 156 the incidence of piracy by employees at/for home.
H There is a significant correlation between the gnes of Contractual Agreements within an
187 Organisation and the incidence of piracy by empsyat/for home.
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Sub-

Set Hypothesis | Hypothesis Text
H There is no correlation between the presence ofr@cmal Agreements within an Organisation al
158 the incidence of misrepresentation of competendetéonal/external clients by employees.
80
There is a significant correlation between the gmes of Contractual Agreements within an
Hiso Organisation and the incidence of misrepresentati@ompetence to internal/external clients by
employees.
There is no correlation between the presence ofr&cal Agreements within an Organisation al
Hieo L . )
the incidence of misrepresentation of competentkee@mployer by the employee.
81
There is a significant correlation between the gmes of Contractual Agreements within an
Hie1 Organisation and the incidence of misrepresentati@mmmpetence to the employer by the
employee.
H There is no correlation between the presence ofr@cmal Agreements within an Organisation al
162 the incidence of employees producing "half-jobstvork that is not their best possible.
82
There is a significant correlation between the gmes of Contractual Agreements within an
Hies Organisation and the incidence of employees progutialf-jobs" or work that is not their best
possible.
There is no correlation between the presence ofr@cmal Agreements within an Organisation a
Hiea S B - bt
83 the incidence of employees abusing confidentiarimftion.
H There is a significant correlation between the gmes of Contractual Agreements within an
165 Organisation and the incidence of employees abusingidential information.
There is no correlation between the presence ofr&cal Agreements within an Organisation al
Hies A " - . ;
a4 the incidence of employees failing to disclose @flict of interest.
H There is a significant correlation between the gmes of Contractual Agreements within an
167 Organisation and the incidence of employees faiiindisclose a conflict of interest.
There is no correlation between the presence ofr&cal Agreements within an Organisation al
Hies the incidence of employees intentionally over/ursigling IT to internal/external clients in order t
obtain contracts.
85
There is a significant correlation between the gnes of Contractual Agreements within an
Hieo Organisation and the incidence of employees inteatly over/under selling IT to internal/externg
clients in order to obtain contracts.
H There is no correlation between the presence ofr@ctunal Agreements within an Organisation a
86 170 the incidence of employees abusing another empleoyeivacy.
H There is a significant correlation between the gmes of Contractual Agreements within an
e Organisation and the incidence of employees abusiogher employee’s privacy.
H There is no correlation between the presence ofr&@ctmal Agreements within an Organisation al
a7 172 the incidence of employees abusing a customensgyi
H There is a significant correlation between the gnes of Contractual Agreements within an
173 Organisation and the incidence of employees abusitigstomer’s privacy.
H There is no correlation between the presence ofr@cmal Agreements within an Organisation a
83 74 the incidence of employees being unaware of etfiisales involving IT.
There is a significant correlation between the gmes of Contractual Agreements within an
Hizs > S . - . .
Organisation and the incidence of employees beitragvare of ethical issues involving IT.
Table 15: Hypothesis Set 8 - The effect of Contrakt
Agreements on Ethical Behaviour
5.5.9 Set 9: The effect of Penalties on Ethical Behaviour
g:? Hypothesis | Hypothesis Text
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Sub-

u

a1y

a1y

u

w

-

uy

a1y

u

uy

Set Hypothesis | Hypothesis Text
H There is no correlation between the presence dodlBes within an Organisation and the incidenc
89 76 of piracy by employees at/for work.
H There is a significant correlation between the gmes of Penalties within an Organisation and th
w incidence of piracy by employees at/for work.
H There is no correlation between the presence ddlBes within an Organisation and the incidenc
% 8 of piracy by employees at/for home.
H There is a significant correlation between the gmes of Penalties within an Organisation and th
e incidence of piracy by employees at/for home.
H There is no correlation between the presence ddlBes within an Organisation and the incidenc
180 of misrepresentation of competence to internalfexteclients by employees.
91
There is a significant correlation between the gmes of Penalties within an Organisation and th
Hig1 A ; : - .
incidence of misrepresentation of competence &riiat/external clients by employees.
H There is no correlation between the presence ddlBes within an Organisation and the incidenc
92 182 of misrepresentation of competence to the emplbyehe employee.
H There is a significant correlation between the gmes of Penalties within an Organisation and th
183 incidence of misrepresentation of competence t@thployer by the employee.
H There is no correlation between the presence ddlBes within an Organisation and the incidenc
03 184 of employees producing "half-jobs" or work thahist their best possible.
H There is a significant correlation between the gmes of Penalties within an Organisation and th
185 incidence of employees producing "half-jobs" or kvtitat is not their best possible.
H There is no correlation between the presence ddlBes within an Organisation and the incidenc
94 186 of employees abusing confidential information.
H There is a significant correlation between the gmee of Penalties within an Organisation and th
187 incidence of employees abusing confidential infaioma
There is no correlation between the presence ddlBes within an Organisation and the incidenc
Higg o : - )
o5 of employees failing to disclose a conflict of irgst.
H There is a significant correlation between the gmes of Penalties within an Organisation and th
189 incidence of employees failing to disclose a cenfiif interest.
There is no correlation between the presence ddlBes within an Organisation and the incidenc
Higo of employees intentionally over/under selling ITiniternal/external clients in order to obtain
contracts.
96
There is a significant correlation between the gmes of Penalties within an Organisation and th
Hig1 incidence of employees intentionally over/undelisgll T to internal/external clients in order to
obtain contracts.
H There is no correlation between the presence dadlBes within an Organisation and the incidenc
o7 192 of employees abusing another employee’s privacy.
H There is a significant correlation between the gmes of Penalties within an Organisation and th
193 incidence of employees abusing another employe@/agy.
H There is no correlation between the presence ddlBes within an Organisation and the incidenc
o8 104 of employees abusing a customer’s privacy.
H There is a significant correlation between the gnes of Penalties within an Organisation and th
195 incidence of employees abusing a customer’s privacy
H There is no correlation between the presence ddlBes within an Organisation and the incidenc
99 196 of employees being unaware of ethical issues ifnrgh.
H There is a significant correlation between the gmee of Penalties within an Organisation and th
197

incidence of employees being unaware of ethicakissnvolving IT.

u

Table 16: Hypothesis Set 9 - The effect of Permlta
Ethical Behaviour
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5.5.10 Set 10: The effect of appropriate Counselling on Bical Behaviour

Sub-

Set Hypothesis | Hypothesis Text
H There is no correlation between the presence abapiate counselling within an organisation and
100 198 the incidence of piracy by employees at/for work.
H There is a significant correlation between the gmee of appropriate counselling within an
199 organisation and the incidence of piracy by empésyat/for work.
H There is no correlation between the presence abapiate counselling within an organisation and
101 200 the incidence of piracy by employees at/for home.
H There is a significant correlation between the gmee of appropriate counselling within an
201 organisation and the incidence of piracy by empdsyat/for home.
H There is no correlation between the presence abapiate counselling within an organisation and
202 the incidence of misrepresentation of competendéetéonal/external clients by employees.
102
There is a significant correlation between the gmee of appropriate counselling within an
Hzo3 organisation and the incidence of misrepresentatiaompetence to internal/external clients by
employees.
There is no correlation between the presence abapiate counselling within an organisation and
Hao4 L - )
the incidence of misrepresentation of competentkee@mployer by the employee.
103
H There is a significant correlation between the gmes of appropriate counselling within an
205 organisation and the incidence of misrepresentati@mmpetence to the employer by the employ
H There is no correlation between the presence abapiate counselling within an organisation and
206 the incidence of employees producing “half-jobstvork that is not their best possible.
104
There is a significant correlation between the gmes of appropriate counselling within an
Hao7 organisation and the incidence of employees produtialf-jobs" or work that is not their best
possible.
There is no correlation between the presence abapiate counselling within an organisation and
Haos L ; - S
105 the incidence of employees abusing confidentiarimftion.
H There is a significant correlation between the gmee of appropriate counselling within an
209 organisation and the incidence of employees abusin§jdential information.
There is no correlation between the presence abapiate counselling within an organisation and
Hz10 L " : . :
106 the incidence of employees failing to disclose @fliet of interest.
H There is a significant correlation between the gmes of appropriate counselling within an
21 organisation and the incidence of employees failindisclose a conflict of interest.
There is no correlation between the presence abapiate counselling within an organisation and
Hz12 the incidence of employees intentionally over/ursiling IT to internal/external clients in order t
obtain contracts.
107
There is a significant correlation between the gmes of appropriate counselling within an
Hz1s organisation and the incidence of employees irdeatly over/under selling IT to internal/external
clients in order to obtain contracts.
H There is no correlation between the presence abapiate counselling within an organisation and
108 214 the incidence of employees abusing another empleysivacy.
H There is a significant correlation between the gmes of appropriate counselling within an
215 organisation and the incidence of employees abusiother employee’s privacy.
H There is no correlation between the presence abapiate counselling within an organisation and
109 216 the incidence of employees abusing a customenswpyi
H There is a significant correlation between the gmee of appropriate counselling within an
27 organisation and the incidence of employees abusingstomer’s privacy.
110 H There is no correlation between the presence abapiate counselling within an organisation and
218

the incidence of employees being unaware of etlssales involving IT.
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Sub-
Set

Hypothesis

Hypothesis Text

H219

There is a significant correlation between the gmee of appropriate counselling within an
organisation and the incidence of employees befragvare of ethical issues involving IT.

Table 17: Hypothesis Set 10 - The effect of appaber
Counselling on Ethical Behaviour

5.5.11 Set 11: The effect of Disciplinary Procedures on ical Behaviour

Sub-

Set Hypothesis | Hypothesis Text
H There is no correlation between the presence ofptiisary procedures within an organisation and
1 220 the incidence of piracy by employees at/for work.
H There is a significant correlation between the gmee of disciplinary procedures within an
221 organisation and the incidence of piracy by empdsyat/for work.
H There is no correlation between the presence oiptiisary procedures within an organisation and
112 222 the incidence of piracy by employees at/for home.
H There is a significant correlation between the gmee of disciplinary procedures within an
223 organisation and the incidence of piracy by empésyat/for home.
H There is no correlation between the presence ofptiisary procedures within an organisation and
224 the incidence of misrepresentation of competendéetéonal/external clients by employees.
113
There is a significant correlation between the gmee of disciplinary procedures within an
Hazs organisation and the incidence of misrepresentati@mmpetence to internal/external clients by
employees.
There is no correlation between the presence ofgiisary procedures within an organisation and
sze PR . .
the incidence of misrepresentation of competentkeeg@mployer by the employee.
114
H There is a significant correlation between the gmee of disciplinary procedures within an
227 organisation and the incidence of misrepresentatf@mompetence to the employer by the employ
H There is no correlation between the presence oiptiisary procedures within an organisation and
228 the incidence of employees producing "half-jobstvork that is not their best possible.
115
There is a significant correlation between the gmes of disciplinary procedures within an
Haz0 organisation and the incidence of employees progpitialf-jobs" or work that is not their best
possible.
There is no correlation between the presence oiptiisary procedures within an organisation and
Haso L ; - PO
116 the incidence of employees abusing confidentiarimfation.
There is a significant correlation between the gmes of disciplinary procedures within an
H231 . . P ‘g I .
organisation and the incidence of employees abuzgin§jdential information.
There is no correlation between the presence ofgiisary procedures within an organisation and
H232 PR . . . H
117 the incidence of employees failing to disclose @aflct of interest.
H There is a significant correlation between the gmee of disciplinary procedures within an
233 organisation and the incidence of employees failindisclose a conflict of interest.
There is no correlation between the presence ofptiisary procedures within an organisation and
Haza the incidence of employees intentionally over/urgidling IT to internal/external clients in order t
obtain contracts.
118
There is a significant correlation between the gmee of disciplinary procedures within an
Hass organisation and the incidence of employees irteatly over/under selling IT to internal/external
clients in order to obtain contracts.
119 H There is no correlation between the presence ofgdiisary procedures within an organisation and
236

the incidence of employees abusing another employeiracy.
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Sub-

Set Hypothesis | Hypothesis Text
H There is a significant correlation between the gmee of disciplinary procedures within an
237 organisation and the incidence of employees abusiogher employee’s privacy.
H There is no correlation between the presence ofptiisary procedures within an organisation and
120 238 the incidence of employees abusing a customensgyi
H There is a significant correlation between the gmee of disciplinary procedures within an
289 organisation and the incidence of employees abusitigstomer’s privacy.
H There is no correlation between the presence oiptiisary procedures within an organisation and
) 240 the incidence of employees being unaware of etlissales involving IT.
121
H There is a significant correlation between the gmee of disciplinary procedures within an
241

organisation and the incidence of employees beiragvare of ethical issues involving IT.

Table 18: Hypothesis Set 11 - The effect of Disngaly
Procedures on Ethical Behaviour

5.6 Questions used within the Survey

A sample of the questionnaire can be foundppendix B

5.7 Process of Analysis

The data was received and entered into the comprggramStatistica version 7
(Statsoft, Inc) andR (R Development Core Team ). Statistical analyselsided

calculating Frequencies for the different variapéswell as performing Chi-Squared

tests and Fisher's Exact Test for Count Data ierdaldetermine the p-values.

5.8 Summary

This chapter described the design of the Empiscaley to Industry. It reported on
how the survey was structured and delivered. Adisthe hypotheses tested by the

survey was also supplied. The summarised resultsi®fSurvey are reported in the

following chapter. For a detailed set of resuleagke see Appendix E.
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Chapter 6 Results of Empirical Study to Industry

This chapter presents the results of the Empi&taty
to Industry. Results are in the form of frequency
histograms and Chi-Squared analyses. Detailed tesul
are available inAppendix E

6.1 Introduction

This section confines itself to the presentatiothefresults from the general
frequency histogram analysis as well as the crassldtions of the hypotheses.

Further analysis is available Appendix E

6.2 Response Rate

233 usable responses were received over the phabdhe survey was available for

completion.

6.3 Results

The demographic profile; the frequencies from aaslponse to every question in the

survey; and the hypothesis cross-tabulations @septed.

6.3.1 Demographic Profile

Table 19 contains the demographic profile of thdiviluals who responded to the

survey.
Count % Count %
Gender Education
Male 188 80.69 High School 3 1.29
Female 44  18.88 Matric 16 6.87
Missing 1 0.43 Professional 25 10.73
FET 22| 9.44
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Count % Count %
Province HEI 161| 69.10
Eastern Cape 10 4.29 Missing 6| 258
Free State 9 3.86
Gauteng 123 52.79 Number of people who report to you
Kwazulu-Natal 29 1245 0 82| 35.19
Limpopo 3 1.29 1-10 97| 41.63
Mpumalanga 1 0.43 11-20 20| 8.58
North-West Province 1 0.43 > 20 25| 10.73
Northern Cape 4 1.72 Missing 9/ 3.86
Western Cape 41 17.60
Outside South Africa 10  4.29 Job
Missing 2 0.86 Top Management 45 19.31
Management 48 20.60
Home Language Lower Management 16 6.87
English 159| 68.24 IT Personnel 105 45.06
Afrikaans 53] 22.75 Academic 11 4.72
Setswana 1 0.43 Missing 8| 343
Sepedi 1 0.43
Sesotho il 0.43 Nature of Business
isiXhosa 2 0.86 Banking / accounting / finance 30 12.88
Xitsonga 1 0.43 Construction / mining / agric./ eng. 16 6.87
siSwati 1 0.43 Consulting 28 12.02
isiZulu 1 0.43 Education 21 9.01
English and Afrikaans 5 215 Entertainment / mrkting / advertising 5 2.15
Setswana and IsiZulu 1 043 Government 4 172
German 1 0.43 Healthcare / pharmaceutical 4 1.72
English and Greek L 043 Information technology 85 36.48
English and isiXhosa L 043 Manufacturing (non-computer) 15 6.44
Polish 1 0.43 Non-profit 1 0.43
English and Gujarati 1 043 Parastatal utilities 8 343
Missing 2 0.86 Retail / wholesale 4 172
Telecommunications b 2.58
Age Transportation 3 1.29
20-24 22 9.44 Missing 3| 1.29
25-29 35| 15.02
30 -39 64 27.47 Organisation Size
40 - 49 54 23.18 0 - 50 employees 66 28.33
50 -59 40, 17.17 51 - 100 employees 17 7.30
60 — 64 13 5.58 101 - 500 employees 30 12.88
> 65 3 1.29 > 500 employees 107 45.92
Missing 2 0.86 Missing 13| 5.58

Table 19: Demographic Profile

The individuals were mostly males (90.69%) from t8ag (52.79%) who spoke
English (68.24%) or Afrikaans (22.75%) and wererently employed in small
business or corporate Information Technology, Baglkinance or Consulting fields.
They had received formal tertiary education andegaty work for somebody else or

have up to 10 people reporting to them.
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When the author compared the above findings witlkerotesearch (Moleke, Paterson
and Roodt 2003), differences were found. Theseerdifices and the ramifications

thereof, shall be discussed in section 6.6 atnideoéthis chapter.

6.3.2 Frequencies
6.3.2.1 Ethics in industry, profit making and education

Table 20 contains the frequency of responses mgladi how ethics is viewed by and
in the IT industry, and whether behaving ethichis an effect on an organisation’s
profit-making ability.

Never Hardly Ever Sometimes Quite often Always Misag

= < < < = IS

3 % a % a % 3 % 3 % 3 %

(@) @) @) O (@) O
1 1 0.43| 43 18.45| 124| 53.22| 63| 27.04 0 0 2| 0.86
2 1 0.43 0 0 3 129 31 13.3| 197| 84.55 1] 043
3 5 215 42 18.03| 135| 57.94| 49| 21.03 0 0.00 2| 0.86
4 0 0.00 1 0.43 5 215| 30| 12.88] 195| 83.69 2| 0.86
5 1 043| 36 15.45| 120| 5150 71| 30.47 2 0.86 3| 1.29
6 0 0.00 0 0.00 7 3.00] 31| 13.30| 194| 83.26 1] 043
7| 33| 14.16| 47 20.17| 74| 31.76|] 56| 24.03] 20 8.58 3| 1.29
8| 66| 28.33] 84| 36.05| 47| 20.17| 27| 11.59 7 3.00 2| 0.86
1 | | believe that the IT industry worldwide behairean ethical manner.
2 | | believe that the IT industry worldwide shoukehlave in an ethical manner.
3 | | believe that the IT Industry in South Africahlaes in an ethical manner?
4 | | believe that the IT Industry in South Africaosiid behave in an ethical manner?
5 | | believe that internal / external clients foramithe IT Industry work behave in an ethical maner
6 | | believe that internal / external clients foramt the IT Industry work should behave in an ethjcal

manner?
7 | | believe that by being ethical, it becomes nuifficult to earn a profit, in the short term?
8 | | believe that by being ethical, it becomes nuifficult to earn a profit, in the long term?

Table 20: Ethics in industry, profit making and ealion

Table 20 shows that for the most part the indusstrgthical, but that there is broad
agreement for the industry, both locally and irdionally always to behave in an
ethical manner. There is stronger agreement thathe short-term rather than the

long-term, profits may be affected if one behavbgally.
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Table 21 shows that the majority (82.84%) of thepomdents reported to having had
no (54.51%) or only low (28.33%) exposure to EtlicEl during their Education.

None Low Moderate High Missing
Count % | Count % | Count % | Count % | Count %
9 127| 54.51 66 | 28.33 28| 12.02 12| 5.15 0| 0.00
9 | Extent of Ethics in IT in Education

Table 21: Extent of Ethics in IT in Education

6.3.2.2 Perception of an organisation’s ethical behaviour

Table 22 contains responses relating to an indalisluperception of their

organisation’s ethical behaviour.

Perception of an organisation’s ethical behaviour

Do not Never Hardly Sometimes|  Quite often Always Missing

Know ever

S| % [3| % |3 % |3| % |3 % 5 % S| %
@) O O (@) @) O O

10.1 4| 1.72| 38| 16.31| 55| 23.61| 58| 24.89| 64 27.47| 14 6.01] 0]0.00
10.2 18| 7.73| 18| 7.73| 23| 9.87| 56| 24.03] 90 38.63| 28 12.02| 0] 0.00
10.3 9| 3.86| 38|16.31| 51|21.89| 64| 27.47| 56 24.03| 15 6.44| 0]0.00
104 9| 3.86| 40| 17.17| 56| 24.03| 61| 26.18| 59 25.32| 8 3.43| 0]0.00
10.5 4| 1.72| 28| 12.02| 35| 15.02| 81| 34.76| 73 31.33] 12 5.15| 0]0.00
10.6 7| 3.00] 65|27.90| 76| 32.62| 58| 24.89| 24 10.30] 3 1.29| 0]0.00
10.7 9| 3.86| 55|23.61| 53| 22.75| 51| 21.89| 54 23.18| 11 4721 0]0.00
10.8 12| 5.15| 51|21.89| 40| 17.17| 58| 24.89| 57 24.46| 15 6.44| 0]0.00
10.9 8| 3.43| 83|35.62| 52| 22.32| 46| 19.74| 28 12.02| 16 6.87| 0]0.00
10.10| 14| 6.01| 95| 40.77| 57| 24.46| 38| 16.31| 22 9.44| 7 3.00] 0] 0.00
10.11| 13| 5.58| 37| 15.88| 36| 15.45| 47| 20.17| 77 33.05| 23 9.87| 0]0.00
10.1 Piracy by employees at/for work
10.2 Piracy by employees at/for home
10.3 Misrepresentation of competence to interntdfeal clients
104 Misrepresentation of competence to employer
10.5 Producing "half-jobs" or work that is not thest possible
10.6 Abuse of confidential information
10.7 Failure to disclose conflicts of interest
10.8 Intentionally over/under selling IT to intekleaternal clients in order to obtain contracts
10.9 Abuse of employees privacy
10.10 Abuse of customers privacy
10.11 Employees are unaware of ethical issuesvmepl T
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Table 22: Perception of an organisation’s ethiedldviour

The majority of respondents responded that they Wweometimes’ or ‘Quite often’

aware of unethical behaviour within their orgarnat

6.3.2.3 The ethical behaviour of individuals in practice

Table 23 contains results relating to individuaigiical behaviour.

The ethical behaviour of individuals in practice

n

Never Hardly ever | Sometimes| Quite often Always Misisg
S| % | S| % |S| % |S| % |5 | % |S| %
o O o o @}
3} S 3} 3} S 3
11.1 127| 5451 62| 26.61| 29| 12.45| 13 5.58 2| 0.86]| 0| 0.00
11.2 62| 26.61| 74| 31.76|] 60| 25.75| 29| 12.45 8| 343| 0] 0.00
11.3 178| 76.39| 36| 15.45| 14 6.01] 5 2.15 0| 0.00] 0| 0.00
11.4 201| 86.27| 20 858| 7 3.00] 5 2.15 0| 0.00] 0| 0.00
115 121] 51.93] 83| 35.62| 28| 12.02] 1 0.43 0| 0.00] 0| 0.00
11.6 197| 8455| 28| 12.02| 7 3.00 1 0.43 0| 0.00] 0| 0.00
11.7 195/ 83.69| 25| 10.73] 9 3.86| 4 1.72 0| 0.00] 0| 0.00
11.8 161| 69.10| 49| 21.03| 16 687 4 1.72 0| 0.00] 3| 1.29
11.9 196| 84.12| 26| 11.16| 8 343 2 0.86 0| 0.00] 1| 043
11.10 209| 89.70| 17 730 5 2.15 1 0.43 0| 0.00] 1| 043
11.11 166| 71.24| 29| 12.45| 19 8.15| 7 3.00 9| 386|] 3| 1.29
11.1 | have pirated software for work purposes
11.2 | have pirated software for personal purposes
11.3 | have claimed expertise in an area that hahtompetent / qualified in when dealing w
internal / external clients
114 I have claimed expertise in an area that Inatncompetent / qualified in, in order to gai
employment
115 | do "half-a-job", producing work that is my best
11.6 | have abused confidential information engdgb me
11.7 | have, in the past, failed to disclose aladindf interest
11.8 | have intentionally over/under sold IT tceimtal/external clients
11.9 | have violated employees privacy
11.10 | I have violated customers privacy
11.11 | 1 am unaware of the ethical issues involVing

Table 23: The ethical behaviour of individuals ragice

It can be seen that respondents generally answvileethey ‘Never’ or ‘Hardly Ever’

engage in unethical conduct.
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6.3.2.4 The level of confidence in entry-level graduate eyges

Table 24 contains the frequency of responses mglat the level of confidence
employer’s have in their entry-level graduate erygés being sufficiently aware of

their ethical and professional responsibilitieshey undertake their work.

Count Percent
Not certain: 73 31.33
Slightly confident 89 38.20
Confident 33 14.16
Highly confident 15 6.44
Certain 6 2.58
N/A: 17 7.30

Table 24: Level of confidence in entry-level gratua
employees being sufficiently aware of their ethiead
professional responsibilities as they undertake therk.

The majority of the respondents reported that theye not certain or slightly

confident.

6.3.2.5 The desired emphasis that should be given to etlssaés in a graduates'

education

Table 25 contains the frequency of responses mglaid the desired degree of
emphasis respondents would like being given taakissues within an Information

Systems Professional’s curriculum.

None Introductory Intermediate Advanced Expert Missing

E | % | E % | E % | E % | E % | E | %

o o o o o O

O @) (@) O @) O
1 16| 6.87 7 3.00 27 11.59 44 18.88 138 5923 1 043
2 10| 4.29 5 2.15 1( 42p 32 133 174 74(68 2 (.86
3 15| 6.44 8 3.43 2( 858 50 2146 138 5923 2 (.86
4 | 15| 6.44 2 0.86 21 9001 49 21.03 146 62,66 0 0.00
5 15| 6.44 2 0.84 y. 08 25 10.713 1B9 81}12 0 0.00
6 7| 3.00 2 0.86 5 215 37 1588 181 77/68 1 043
7 11| 4.72 3 1.29 11 472 50 2146 1p8 6781 0 0.00
1 | Piracy
2 | Privacy
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Over / under selling IT to internal / externaéots

Conflicts of interest

Abuse of confidential information

Importance of producing the best possible work

~N[ojo|bhjw

Misrepresentation of competence

Table 25: The degree of emphasis that respondessdw
like being given to ethical issues within the Imf@tion
Systems Profession in a graduate’s education.

The majority of respondents desire advanced or rexpsatment of these topics.
Approximately 6% of respondents consistently beli¢vat no emphasis should be

placed on ethical issues within IT.

6.3.2.6 Level of confidence in an organisation’s Code of diat/ethics being able
to address concerns

Table 26 contains the frequency of responses itwgcaespondent’s confidence in
their organisation’s Code of Conduct/Ethics beibtgdo address the ethical issues
within IT.

Count Percent
Not certain: 29 12.45
Slightly confident 48 20.60
Confident 61 26.18
Highly confident 44 18.88
Certain 41 17.60
Don’t have a code 10 4.29

Table 26: The degree of emphasis that respondesisdw
like

The majority of respondents were confident, higbbnfident or certain that their

organisation’s Code of Conduct/Ethics addressedittieal issues within IT.

6.3.2.7 Ways in which the organisation deals with the peoblof Ethics within

organisation

Table 27 shows the number and percentage of resptsnalho make use of policies,
contractual agreements, employment penalties, etlungsor disciplinary procedures

in dealing with Ethics.
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Yes No

S| % | 3| %

O o
Policies 177| 75.97] 58 24.08
Contractual agreements| 139 | 59.66] 94 40.34
Penalties 55| 23.61] 178 76.39
Counselling 62| 26.61| 171 73.39
Discipline 140| 60.09] 93 39.91

Table 27: Ways in which the organisation deals wiité
problems of Ethics within the organisation.

The majority of organisations make use of Policiegciplinary procedures and
Contractual Agreements. Employment Penalties anth§aling are not used by the

majority of respondents.

6.3.3 Cross-Tabulations

Cross-tabulations for each hypothesis mentionezkation 5.5 were compiled using
the software product Statistica 7 (Statsoft, Inand are contained iAppendix E
Statistical tests were then conducted on theses-tabilations to calculate the

corresponding p-value.

In order for the tests to be valid, the expectediencies have to be greater than 5.
When this is not the case the expected frequeraiede combined or modifications
need to be applied to the tests. Where the Lilealesresponses were below 5 they
were combined in logical groupings (for example &eand Hardly Ever or Quite

Often and Always).

The Pearson's Chi-squared test with Yates' cotyiragarrection and the Fisher's
Exact Test for Count Data were conducted using dbitware package R (R
Development Core Team 2004). It was necessaryribic@ some of the Likert-scale
responses in order to eliminate values and theswioed tables can be found in

Appendix E
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Tests were performed on all the Hypotheses mertdion&ection 5.5. Working from
a 95% confidence level, where $0.05, the analysis showed that the following

hypothesis sets were significant:

= Set 1, Sub-Set 6;

= Set 2, Sub-Sets 16 and 22;

= Set 3, Sub-Sets 23, 24, 28, 29, 30, 31, 32 and 33;
» Set5, Sub-Set 49;

= Set 6, Sub-Set 62;

» Set 7, Sub-Set 67;

= Set 10, Sub-Set 100.

The following hypothesis sets were not found tsigaificant:

= Set1, Sub-Sets 1-5 and 7-11;

= Set 2, Sub-Sets 12-15 and 17-21;
= Set 3, Sub-Sets 23 and 25-27;

» Set 4, Sub-Sets 34-44;

= Set 5, Sub-Sets 45-48 and 50-55;
= Set 6, Sub-Sets 56-61 and 63-66;
= Set 7, Sub-Sets 68-77,;

» Set 8, Sub-Sets 78-88;

= Set9, Sub-Sets 89-99;

= Set 10, Sub-Sets 101-110;

= Set1l, Sub-Sets 111-121.

Table 28 shows the Cross-Tabulation, and Tabldh@ombined Frequency Count
for Hypothesis Sub-Set 6:

Extent of Ethics in | have abused confidential information entrusteshéo

IT in Education Never Hardly ever | Some times| Quite often | Always | Totals
None 108 16 2 1 0 127
Low 58 7 1 0 0 66
Moderate 22 2 4 0 0 28
High 9 3 0 0 0 12
All Groups 197 28 7 1 0 233
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Table 28: Cross-Tabulation for Hypothesis Sub-Set 6

Extent of Ethics in IT in | have abused confidential information entrustechéo
Education N Some times /
Quite often / Totals
Hardly ever
Always

2| & 2 g 2 e

3| 8 2 8 3 S

o I3 o 8 O g
None / Low 189 84% 4 50% 193 839
Moderate / High 36| 16% 4 50% 40 17%
All Groups 225| 96.57%| 8 3.43% 233 10006

Table 29: Combined Frequency Count of the Cross-
Tabulation for Hypothesis Sub-Set 6

Fisher's Exact Test for Count Data yielded a peaiti0.0313, which is borderline

statistically significant. We can thus rejegbHand accept:

= Hj; - There is a borderline statistically significant redation (p=0.0313)
between the extent that the topic Ethics and Inébion Technology
was contained in an individual’s curriculum and tiee an individual

abuses confidential information entrusted to himer/

Table 30 shows the Cross-Tabulation, and Tablh81Combined Frequency Count
for Hypothesis Sub-Set 16:

Size of Organisation| Producing "half-jobs" or work that is not the bpsssible
Do not Never Hardly Some Quite | Always | Totals
Know ever times often
0 - 50 employees 3 12 14 19 15 3 66
51 - 100 employees| O 1 3 5 7 1 17
101 - 500 employees O 4 5 13 7 1 30
> 500 employees 1 8 11 40 40 7 107|
Totals 4 25 33 77 69 12 220

Table 30: Cross Tabulation for Hypothesis Sub-Set 16

Size of Organisation) Producing "half-jobs" or work that is not the bpsssible
Some times /
Do not Know NEVED & ARl Quite often / Totals
ever
Always
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£ |5 2 g 2 £ e | 5

S| £ |31 § 2] § |2 s

O 2 O 2 O 2 O 8
0 - 100 employees 3 75% 30 51.72% 50 31.659 88 38%
> 100 employees 1 25% 28 48.28% 10 68.359 187 64%
Totals 4 1.82% 58 26.36% 158 71.82% 220

Table 31: Combined Frequency Count of Cross Tabulation
for Hypothesis Sub-Set 16

Fisher's Exact Test for Count Data yielded a pea&li0.00574, which is statistically

significant. We can thus rejectdland accept:

* Ha=

size of an organisation and the frequency of priomguthalf-jobs” or

work that is not the best possible.

There is a statistically significant correlatigpx0.00574) between the

Table 32 shows the Cross-Tabulation, and Tabldh83ombined Frequency Count
for Hypothesis Sub-Set 22:

Employees are unaware of ethical issues involving |

Size of Organisatiol Do not | Never Hardly Some Quite | Always | Totals
Know ever times often
0 - 50 employees 4 15 17 14 12 4 66
51 - 100 employees| O 3 2 3 7 2 17
101 - 500 employees 1 4 4 5 12 4 30
> 500 employees 7 13 10 24 42 11 107
Totals 12 35 33 46 73 21 220
Table 32: Cross Tabulation for Hypothesis Sub-Set 22
Employees are unaware of ethical issues involving |
Size off Do not Never / Hardly | Some times / Quite often
Totals
Know ever [ Always
Organisation - - - =
= o = g = S = ©
sl ¢ | 3] s g S 2| S
O 2 O 2 O 2 ol &
0 - 100 employees 4 33.33 37 54.41% 42 30% 83 | 37.7%
> 100 employees 8 66.67% 31 45.59% 98 70% 137 | 62.3%
Totals 12| 5.45% | 68 30.91% 140 63.64% 220 10

D%
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Table 33: Combined Frequency Count of the Cross
Tabulation for Hypothesis Sub-Set 22

Fisher's Exact Test for Count Data yielded a peabf 0.002506, which is
statistically significant. We can thus rejeckHand accept:

= Hy3- There is a statistically significant correlatior=(p002506) between the
size of an organisation and the frequency of engaeybeing unaware

of ethical issues involving IT.
Table 34 shows the Cross-Tabulation, and Tabldh83ombined Frequency Count

for Hypothesis Sub-Set 23:

Piracy by| | have pirated software for work purposes

employees aj Never | Hardly Some Quite Always | Totals
work ever times often

Do not Know| 3 1 0 0 0 4
Never 34 4 0 0 0 38
Hardly ever | 34 19 2 0 0 55
Sometimes 29 19 9 1 0 58
Quite often 23 17 15 9 0 64
Always 4 2 3 3 2 14
Total 127 62 29 13 2 233

Table 34: Cross-Tabulation for Hypothesis Sub-Set 23

| have pirated software for work purposes
Piracy by employees at work
Never / Hardly Some times / Quite Totals
ever often / Always

Count | Percent | Count Percent Count | Percent
Do not Know 4 212 0 0 4 1.7p
Never / Hardly ever 91 48.15 2 4.%5 93 39|91
Sometimes / Quite often / Always 94 49.74 42 95.456 58.37
Total 189 81.12 44 18.88 233 100

Table 35: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 23

Fisher's Exact Test for Count Data yielded a peabii 0.0000001157, which is
highly significant. We can thus reject41and accept:

= Hys-= There is a highly significant correlation (p=0.000Q2157) between an
individual's perception of their fellow employeeghin an organisation,
and their own actual personal behaviour, when me® to pirating
software for work purposes.
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Table 36 shows the Cross-Tabulation, and Tableh8Combined Frequency Count
for Hypothesis Sub-Set 24:

Piracy by| | have pirated software for personal purposes

employees al Never | Hardly Some Quite Always | Total
home ever times often

Do not Know| 9 5 3 0 1 18
Never 11 7 0 0 0 18
Hardly ever 10 9 4 0 0 23
Sometimes 16 21 14 5 0 56
Quite often 15 30 30 13 2 90
Always 1 2 9 11 5 28
Total 62 74 60 29 8 233

Table 36: Cross-Tabulation for Hypothesis Sub-Set 24

Piracy by employees at home | have pirated software for home purposes
Never / Hardly Some times / Quite Totals
ever often / Always

Count | Percent | Count Percent Count | Percent
Do not Know 14 10.29% 4 412% 18 7.73%
Never / Hardly ever 37 27.21% 4 412% 41 17.6%
Sometimes / Quite often / Always 85 62.5% 89 91.75%74 74.68%
Total 136 58.37% 97 41.63% 233 1po

Table 37: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 24

Pearson's Chi-squared test yielded a p-value 6002603 (X-squared = 26.4208, df
= 4), which is highly significant. We can thus ajeles, and accept:

= Hy;- There is a highly significant correlation (p=0.0@603) between an
individual's perception of their fellow employeeg&hin an organisation,
and their own actual personal behaviour, when me® to pirating
software for personal purposes.

Table 38 shows the Cross-Tabulation, and Tabldh8ombined Frequency Count
for Hypothesis Sub-Set 28:

Abuse of confidential | have abused confidential information entrustechéo

information Never | Hardly Sometimes| Quite Always | Total
ever often

Do not Know 7 0 0 0 0 7

Never 63 2 0 0 0 65
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Hardly ever 69 6 1 0 0 76
Sometimes 42 12 4 0 0 58
Quite often 13 8 2 1 0 24
Always 3 0 0 0 0 3
Total 197 28 7 1 0 233

Table 38: Cross-Tabulation for Hypothesis Sub-Set 28

2%

Abuse of confidential information | have abused confidential information entrusteshéo

Never / Hardly ever | Some times / Quite Totals

often / Always

Count | Percent Count | Percent Count | Percent
Do not Know 7 3.11% 0% 7 39
Never / Hardly ever 140 62.22% 1 12.5% 141 60.9
Sometimes / Quite often / Always 78 34.61% 7 87,586 36.48%
Total 225 96.57% 3.43% 233 100

%

Table 39: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 28

Fisher's Exact Test for Count Data yielded a peafi0.01106, which is borderline
statistically significant. We can thus rejeci,Hand accept:

Hss- There is a borderline statistically significant redation (p=0.01106)
between an individual's perception of their fell@mployees within an
organisation, and their own actual personal belayishen it comes to
abusing confidential information entrusted to one.

Table 40 shows the Cross-Tabulation, and TablhdXCombined Frequency Count
for Hypothesis Sub-Set 29:

Failure to disclose conflicts aqfl have, in the past, failed to disclose a conéifcinterest

interest Never | Hardly Sometimes| Quite Always | Total
ever often

Do not Know 8 1 0 0 0 9

Never 54 1 0 0 0 55

Hardly ever 48 4 1 0 0 53

Sometimes 44 5 2 0 0 51

Quite often 36 12 5 1 0 54

Always 5 2 1 3 0 11

Total 195 25 9 4 0 233

Table 40: Cross-Tabulation for Hypothesis Sub-Set 29

| have, in the past, failed to disclose a conéifcnterest
Failure to disclose conflicts ¢
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interest Never / Hardly Some times / Totals
ever Quite often /
Always
Count | Percent | Count | Percent | Count | Percent
Do not Know 9 4.09% O 0% 9 3.86%
Never / Hardly ever 107 48.64% 1 7.69% 108 46.35%
Sometimes / Quite often / Alwayg 104 47.27% 12 9%3 116 49.79%
Total 220 94.42% 13 5.58% 233 100%

Table 41: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 29

Fisher's Exact Test for Count Data yielded a peabf 0.005523, which is

statistically significant. We can thus rejegkHnd accept:

» Hsy- There is a statistically significant correlatior=(p005523) between an
individual's perception of their fellow employeegthin an organisation,
and their own actual personal behaviour, when e to failing to
disclose a conflict of interest.

Table 42 shows the Cross-Tabulation, and Tabldhd3obmbined Frequency Count
for Hypothesis Sub-Set 30:

Intentionally I have intentionally over/under sold IT to intereaternal clients
over/under Never Hardly ever | Sometimes | Quite Always | Total
Selllng IT to often

internal/external

clients in order to
obtain contracts

Do not Know 7 3 0 0 0 10
Never 48 3 0 0 0 51
Hardly ever 35 4 1 0 0 40
Sometimes 32 18 6 1 0 57
Quite often 31 18 7 1 0 57
Always 8 3 2 2 0 15
Total 161 49 16 4 0 230

Table 42: Cross-Tabulation for Hypothesis Sub-Set 30

Intentionally over/under selling IT| | have intentionally over/under sold IT to intereaternal clients|
to internal/external clients in order
to obtain contracts

Never / Hardly Some times / Totals
ever Quite often /
Always
Count | Percent | Count | Percent Count | Percent
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Do not Know 10 476% O 0% 10 4.35p6
Never / Hardly ever 90 42.86% 1 5p0 91 39.5/%
Sometimes / Quite often / Alwayg 110 52.38% 19 95%29 56.09%
Total 210 91.39% 20 8.7% 230 100po

Table 43: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 30

Fisher's Exact Test for Count Data yielded a peaifi0.0005897, which is highly
significant. We can thus rejectland accept:

= Hso= There is a highly significant correlation (p=0.0803) between an
individual's perception of their fellow employeeg&hin an organisation,
and their own actual personal behaviour, whennteoto intentionally
over/under selling IT to internal/external clients order to get a
contract.

Table 44 shows the Cross-Tabulation, and Tablehd3obmbined Frequency Count
for Hypothesis Sub-Set 31.:

Abuse of employees privacy| | have violated employees privacy

Never | Hardly ever | Sometimes| Quite often | Always | Total
Do not Know 8 0 0 0 0 8
Never 78 4 0 0 82
Hardly ever 46 5 1 0 0 52
Sometimes 34 9 3 0 0 46
Quite often 18 6 3 1 0 28
Always 12 2 1 1 0 16
Total 196 26 8 2 0 232

Table 44: Cross-Tabulation for Hypothesis Sub-Set 31
| have violated employees privacy
Abuse of employees privacy
Never / Hardly Some times / Totals
ever Quite often /
Always
Count | Percent | Count | Percent | Count | Percent

Do not Know 8 3.6% O 0% 8 3.45%
Never / Hardly ever 133 59.91% 1 10% 134 57.76%
Sometimes / Quite often / Alwayg 81 36.49% 9 90% 90| 38.79%
Total 222 95.69% 10 4.31% 232 100%
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Table 45: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 31

Fisher's Exact Test for Count Data yielded a peabf 0.005627, which is

statistically significant. We can thus rejeghHand accept:

» Hg1- There is a statistically significant correlatior=(p005627) between an
individual's perception of their fellow employeegthin an organisation,
and their own actual personal behaviour, when ine® violating
employees privacy.

Table 46 shows the Cross-Tabulation, and Tablehd CTombined Frequency Count
for Hypothesis Sub-Set 32:

Abuse of customers privagyl have violated customers privacy

Never | Hardly ever | Sometimes| Quite often | Always | Total
Do not Know 13 1 0 0 0 14
Never 92 3 0 0 0 95
Hardly ever 52 3 1 0 0 56
Sometimes 31 5 2 0 0 38
Quite often 17 4 1 0 0 22
Always 4 1 1 1 0 7
Total 209 17 5 1 0 232

Table 46: Cross-Tabulation for Hypothesis Sub-Set 32
| have violated customers privacy
Abuse of customers privacy
Never / Hardly Some times / Totals
ever Quite often /
Always
Count | Percent | Count | Percent | Count | Percent

Do not Know 14 6.19% O 0% 14 6.03po
Never / Hardly ever 150 66.37% 1 16.691% 151 65.09%
Sometimes / Quite often |/62 27.43%| 5 83.33% 67 28.886
Always
Total 226 97.41% 6 2.59% 232 10096

Table 47: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 32

Fisher's Exact Test for Count Data yielded a peafi0.01511, which is borderline

statistically significant. We can thus rejegbHand accept:
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Hes= There is a borderline statistically significant redation (p=0.01511)

between an individual's perception of their fell@employees within an
organisation, and their own actual personal belayviwhen it comes
violating customers privacy.

Table 48 shows the Cross-Tabulation, and Tablehd®ombined Frequency Count

for Hypothesis Sub-Set 33:

Employees ar¢ | am unaware of the ethical issues involving IT
unaware Ol Never Hardly ever | Sometimes | Quite Always | Total
ethical issues often
involving IT
Do not Know 9 0 0 1 1 11
Never 36 0 1 0 0 37
Hardly ever 25 6 1 1 2 35
Sometimes 30 7 8 1 1 a7
Quite often 53 13 5 3 3 77
Always 13 3 4 1 2 23
Total 166 29 19 7 9 230
Table 48: Cross-Tabulation for Hypothesis Sub-Set 33
Employees are unaware plam unaware of the ethical issues involving IT
ethical issues involving IT
Never / Hardly Some times / Totals
ever Quite often /
Always

Count | Percent | Count | Percent | Count | Percent
Do not Know 9 4.62% 2 571% 11 4.78%
Never / Hardly ever 67 34.36% 5 14.29% 72 31.3%
Sometimes / Quite often |/119 61.03%| 28 80% 147 63.91%
Always
Total 195 84.78% 35 15.22% 230 100%

Table 49: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 33

Fisher's Exact Test for Count Data yielded a peafi0.04896, which is borderline

statistically significant. We can thus rejeci,Hand accept:

» Hgs= There is a borderline statistically significant redation (p=0.04896)
between an individual's perception of their fell@employees within an
organisation, and their own actual personal behayishen it comes to
being aware of the ethical issues involving IT.
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Table 50 shows the Cross-Tabulation, and Tablh&1Combined Frequency Count
for Hypothesis Sub-Set 49:

Highest level of| | do "half-a-job", producing work that is not mydbe

education Never Hardly ever | Sometimes | Quite often | Always | Total
High School 1 1 1 0 0 3
Matric 6 7 3 0 0 16
Professional 11 9 5 0 0 25
FET 9 12 1 0 0 22
HEI 90 52 18 1 0 161
Totals 117 81 28 1 0 227

Table 50: Cross-Tabulation for Hypothesis Sub-Set 49

| do "half-a-job", producing work that is not mydbe
Highest level of education

Never Hardly Ever / Totals

Some times / Quite
often / Always
Count | Percent| Count | Percent Count | Percent

High School / Matric / Professional / FET 27 23.08%9 35.45%| 66 29.07%
HEI 90 76.92%| 71 64.55% 161 70.93%
Total 117 51.54%| 110 48.46% 227 100%

Table 51: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 49

Fisher's Exact Test for Count Data yielded a peafi0.04223, which is borderline
statistically significant. We can thus rejeckHand accept:

= Hg;= There is a borderline statistically significant redation (p=0.04223)
between the highest level of education received waidther an
individual does *half-a-job’, producing work thatmot their best.

Table 52 shows the Cross-Tabulation, and Tabldh&3bmbined Frequency Count

for Hypothesis Sub-Set 62:

| have, in the past, failed to disclose a conéifcnterest
Job Title Never Hardly ever | Sometimes | Quite Always | Total
often

Top Management 40 4 1 0 0 45
Management 44 4 0 0 0 48
Lower Management | 14 2 0 0 0 16
IT Personnel 81 13 7 4 0 105
Academic 8 2 1 0 0 11
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Totals | 187 | 25 | 9 4 0 225

Table 52: Cross-Tabulation for Hypothesis Sub-Set 62

| have, in the past, failed to disclose a confiidnterest

Job Title
Never Hardly Ever / Some Totals
times / Quite often /
Always

Count | Percent| Count Percent Count | Percent
Top Management / 98 52.41%| 11 28.95% 109 48.44%
Management / Lower
Management
IT Personnel / Academic 89 47.59% 27 71.06% 116 4.5
Total 187 83.11% 38 16.89% 225 100%

Table 53: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 62

Fisher's Exact Test for Count Data yielded a pealti0.012, which is borderline
statistically significant. We can thus rejegbiand accept:

» Hix3-There is a borderline statistically significant redation (p=0.012)
between the level of responsibility (as gauged H®y dob Title of an
individual) and whether an individual fails to disge a conflict of
interest.

Table 54 shows the Cross-Tabulation, and Tabldh&3bmbined Frequency Count
for Hypothesis Sub-Set 67:

The effect of policies on ethical behaviour
Piracy by employees at/for work Yes No Totals
Do not Know 4 0 4
Never 27 11 38
Hardly ever 44 11 55
Sometimes 49 9 58
Quite often 44 20 64
Always 9 5 14
Total 177 56 233
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Table 54: Cross-Tabulation for Hypothesis Sub-Set 67

The effect of policies on ethical behaviour
Piracy by employees
atffor work Yes No Totals

Count | Percent Count | Percent Count | Percent
Do not Know 4 2.26% O 0% 4 1.72
Never / Hardly ever 71 40.11% 22 39.29% 93 39.91
Sometimes 49 27.68% 9 16.07% 58 24189
Quite often / Always 53 29.94% 25 44.64% 78 33,48
Total 177 75.97% 56 24.03% 233 1po

Table 55: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 67

Fisher's Exact Test for Count Data yielded a peailfi0.0009536, which is highly
significant. We can thus reject4d and accept:

= Hizz-There is a highly significant correlation (p=0.0888) between the
presence of a relevant Policy within an Organisatiad the incidence
of piracy by employees at/for work.
Table 56 shows the Cross-Tabulation, and Tabldh& Tombined Frequency Count

for Hypothesis Sub-Set 100:

The effect of counselling on ethical behaviour

Piracy by employees at/for work Yes No Totals

Do not Know 1 3 4

Never 11 27 38
Hardly ever 23 32 55
Sometimes 11 47 58

Quite often 13 51 64
Always 3 11 14

Total 62 171 233

Table 56: Cross-Tabulation for Hypothesis Sub-Sét 10

The effect of counselling on ethical behaviour
Piracy by employees at/for wor

Yes No Totals

Count | Percent | Count | Percent | Count | Percent

Do not Know 1 1.6 3 1.7 4 1.12
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Never / Hardly ever 34 54.84 59 345 93 3991
Sometimes 11 17.74 47 27.49 58 24|89
Quite often / Always 16 25.81L 62 36.26 78 33(48
Total 62 26.61 171 73.39 233 100

Table 57: Combined Frequency Count of Cross-Tabulation
for Hypothesis Sub-Set 100

Fisher's Exact Test for Count Data yielded a peafi0.04155, which is borderline

statistically significant. We can thus rejegbland accept:

= Higgo-There is a borderline statistically significant retation (p=0.04155)
between the presence of appropriate counsellingim@n organisation
and the incidence of piracy by employees at/forkwor

6.4 Analysis
6.4.1 The IT Industry

The majority (72.1%) of the respondents believe tira IT Industry worldwide never

(0.43%), hardly ever (18.45%) or only sometimes.48%) behaves in an ethical
manner, whilst a larger majority (97.88%) of thependents feel that the IT Industry
worldwide should quite often (13.3%) or should al&é84.55%) behave in an ethical

manner.

The majority (78.12%) of the respondents beliew the IT Industry in South Africa
never (2.15%), hardly ever (18.03%) or only some$ini57.94%) behaves in an
ethical manner, whilst a larger majority (96.57%}he respondents feel that the IT
Industry in South Africa should quite often (12.88% should always (83.69%)

behave in an ethical manner.

The majority (66.95%) of the respondents beliewa the internal / external clients
for whom the IT industry works for hardly ever (45%) or only sometimes (51.50%)
behaves in an ethical manner. The respondents devdye however, that the
behaviour of the internal / external clients shogldte often (13.30%) or always

(83.26%) be conducted in an ethical manner.
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6.4.2 The effect on profits

The minority (34.33%) of respondents believe thabeing ethical it never (14.16%)
or hardly ever (20.17%) becomes more difficult&onea profit in the short-term. This
is in contrast to the majority (64.38%) of respamdewho believe that by being
ethical it never (28.33%) or hardly ever (36.05%tdmes more difficult to earn a

profit in the long-term.

6.4.3 Degree of exposure of Ethics in IT during the respalent’s Education

The majority (82.84%) of the respondents reporelalatving had no (54.51%) or only
low (28.33%) exposure to Ethics in IT during thEotucation. This is in contrast to
the minority (17.17%) of the respondents who repbdt they had a moderate
(12.02%) or high (5.15%) level.

6.4.4 Behaviour of fellow employees vs. respondents
6.4.4.1 Piracy at work

The majority (58.37%) of the respondents report tingy sometimes (24.89%), quite
often (27.47%) or always (6.01%) experience problenth piracy at/for work within

their organisation. This is in contrast to the mitya(39.92%) of the respondents who
report that they never (16.31%) or hardly ever 2%) do, and the 1.72% who

answered that they did not know.

The majority (81.12%) of the respondents report thay never (54.51%) or hardly
ever (26.61%) pirate software for work purposedsT$in contrast to the minority
(18.89%) of the respondents who report that theyetsiones (12.45%), quite often
(5.58%) or always (0.86%) do so.

6.4.4.2 Piracy at home

The majority (74.68%) of the respondents report tingy sometimes (24.03%), quite
often (38.63%) or always (12.02%) experience proBlevith piracy at/for home
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within their organisation. This is in contrast thet minority (17.6%) of the
respondents who report that they never (7.73%)aodI$ ever (9.87%) do, and the
7.73% who answered that they did not know.

The majority (58.37%) of the respondents report thay never (26.61%) or hardly
ever (31.76%) pirate software for personal purpoBess is in contrast to the minority
(41.63%) of the respondents who report that theyetiones (25.75%), quite often
(12.45%) or always (3.43%) do so.

6.4.4.3 Misrepresenting competence to internal/externards

The majority (57.94%) of the respondents report tigy sometimes (27.47%), quite
often (24.03%) or always (6.44%) experience problewith employees
misrepresenting their competence to their inteemgdfnal clients. This is in contrast
to the minority (38.2%) of the respondents who refiwat they never (16.31%) or
hardly ever (21.89%) do, and the 3.86% who answiiadhey did not know.

The majority (91.84%) of the respondents report thay never (76.39%) or hardly
ever (15.45%) claim expertise in an area that Hreynot competent or qualified in
when dealing with their internal / external clientéis is in contrast to the minority
(8.16%) of the respondents who report that theyetiones (6.01%) or quite often
(2.15%) do so.

6.4.4.4 Misrepresenting competence to employer

The majority (54.93%) of the respondents report tingy sometimes (26.18%), quite
often (25.32%) or always (3.43%) experience problewith employees

misrepresenting their competence to their empleyttin their organisation. This is
in contrast to the minority (41.2%) of the resparidewho report that they never
(17.17%) or hardly ever (24.03%) do, and the 3.88% answered that they did not

know.
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The majority (94.85%) of the respondents report thay never (86.27%) or hardly
ever (8.58%) claim expertise in an area that tlieynat competent or qualified in, in
order to gain employment. This is in contrast te tminority (5.15%) of the

respondents who report that they sometimes (3%ite often (2.15%) do so.

6.4.4.5 Producing "half-jobs" or work that is not the best

The majority (71.24%) of the respondents report tingy sometimes (34.76%), quite
often (31.33%) or always (5.15%) experience problemth employees producing
"half-jobs" or work that is not their best withimeir organisation. This is in contrast to
the minority (27.04%) of the respondents who reploat they never (12.02%) or
hardly ever (15.02%) do, and the 1.72% who answiiadthey did not know.

The majority (87.55%) of the respondents report thay never (51.93%) or hardly
ever (35.62%) do "half-a-job" or produce work tignot their best whilst at work.

This is in contrast to the minority (12.45%) of ttespondents who report that they
sometimes (12.02%) or quite often (0.43%) do so.

6.4.4.6 Abuse of confidential information

The majority (60.52%) of the respondents report thay never (27.9%) or hardly
ever (32.62%) experience problems with the abusmiafidential information within
their organisation. This is in contrast to the mitya(36.48%) of the respondents who
report that they sometimes (24.89%), quite ofteh3%) or always (1.29%) do, and
the 3% who answered that they did not know.

The majority (96.57%) of the respondents report thay have never (84.55%) or
hardly ever (12.02%) abused confidential informatemntrusted to them. This is in
contrast to the minority (3.43%) of the respondevit® report that they sometimes
(3%) or quite often (0.43%) do so.
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6.4.4.7 Failure to disclose conflicts of interest

The majority (49.79%) of the respondents report tingy sometimes (21.89%), quite
often (23.18%) or always (4.72%) experience problemith employees failing to

disclose conflicts of interest to their organisatidhis is in contrast to the minority
(46.36%) of the respondents who report that theyené23.61%) or hardly ever

(22.75%) do, and the 3.86% who answered that tltegat know.

The majority (94.42%) of the respondents report thay have never (83.69%) or
hardly ever (10.73%) failed to disclose a confiitinterest. This is in contrast to the
minority (5.58%) of the respondents who report thayy sometimes (3.86%) or quite
often (1.72%) do so.

6.4.4.8 Intentionally over/under selling IT to internal/extel clients in order to

obtain contracts

The majority (55.79%) of the respondents report tingy sometimes (24.89%), quite
often (24.46%) or always (6.44%) experience problevith employees intentionally
over/under selling IT to internal/external cliemsorder to obtain contracts. This is in
contrast to the minority (39.06%) of the respongemho report that they never
(21.89%) or hardly ever (17.17%) do, and the 5.1#% answered that they did not

know.

The majority (90.13%) of the respondents report thay have never (69.1%) or
hardly ever (21.03%) intentionally over/under sdldo internal/external clients. This
is in contrast to the minority (8.59%) of the resgents who report that they
sometimes (6.87%) or quite often (1.72%) do s09%.df the respondents did not

answer this question.

6.4.4.9 Abuse of employees’ privacy

The majority (57.94%) of the respondents report thay never (35.62%) or hardly

ever (22.32%) experience problems with the abusengfloyees’ privacy in their

Matthew Charlesworth Page 119



Chapter (Resultsof Empirical Study to Industry

organisation. This is in contrast to the minori88.63%) of the respondents who
report that they sometimes (19.74%), quite oftehQd%) or always (6.87%) do, and
the 3.43% who answered that they did not know.

The majority (95.28%) of the respondents report thay have never (84.12%) or
hardly ever (11.16%) violated an employee’s priva€his is in contrast to the
minority (4.29%) of the respondents who report thayy sometimes (3.43%) or quite

often (0.86%) do so. 0.43% of the respondents dichnswer this question.

6.4.4.10Abuse of a customer’s privacy

The majority (65.23%) of the respondents report thay never (40.77%) or hardly
ever (24.46%) experience problems with the abuse afistomer’s privacy in their
organisation. This is in contrast to the minoriB8./5%) of the respondents who
report that they sometimes (16.31%), quite oftedd®) or always (3%) do, and the
6.01% who answered that they did not know.

The majority (97%) of the respondents report thaythave never (89.7%) or hardly
ever (7.3%) violated a customer’s privacy. Thigisontrast to the minority (2.58%)
of the respondents who report that they someti@2d£%o) or quite often (0.43%) do
s0. 0.43% of the respondents did not answer thestopn.

6.4.4.11Awareness of the ethical issues involving IT

The majority (63.09%) of the respondents report tingy sometimes (20.17%), quite
often (33.05%) or always (9.87%) experience problemith employees in their
organisation being unaware of the ethical issueslving IT. This is in contrast to the
minority (31.33%) of the respondents who report thay never (15.88%) or hardly
ever (15.45%) do, and the 5.58% who answeredhbgtdid not know.

The majority (83.69%) of the respondents report thay have never (71.24%) or
hardly ever (12.45%) unaware of the ethical issweslving IT. This is in contrast to

the minority (15.01%) of the respondents who reploat they sometimes (8.15%),
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quite often (3%), or always (3.86%) do so. 1.29%hefrespondents did not answer

this question.

6.4.5 Employer’s confidence in graduate’s awareness ofl@ts in IT

This question was applicable for 92.7% of the ragpats. The majority (69.53%) of
the respondents reported being not certain (31.38Popnly slightly confident
(38.2%) in their entry-level graduate employeesesufficiently aware of their
ethical and professional responsibilities as thegeutake their work. This is as
opposed to the minority (23.18%) who are confidéi®.16%), highly confident

(6.44%) or certain (2.58%) in their awareness.

6.4.6 The desired emphasis that should be given to ethidasues in a graduates’

education

The majority (78.11%) of respondents desire advarit8.88%) or expert (59.23%)

treatment of piracy in an IT Professional’s curticn. This is in contrast to the

minority (14.59%) who believe that this should beluded at an intermediate
(11.59%) or introductory (3%) level. 6.87% of tlespondents believe that it should
not be included at all. 0.43% did not respond.

The majority (88.41%) of respondents desire advéiit8.73%) or expert (74.68%)
treatment of privacy in an IT Professional’'s curhicn. This is in contrast to the
minority (6.44%) who believe that this should belunled at an intermediate (4.29%)
or introductory (2.15%) level. 4.29% of the respemts believe that it should not be
included at all. 0.86% did not respond.

The majority (80.69%) of respondents desire advéaii2é.46%) or expert (59.23%)
treatment of over/under selling IT to internal/ertd clients in an IT Professional’s
curriculum. This is in contrast to the minority (@2%) who believe that this should
be included at an intermediate (8.58%) or introoiyc(3.43%) level. 6.44% of the
respondents believe that it should not be incliatedl. 0.86% did not respond.
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The majority (83.69%) of respondents desire adwéii2é.03%) or expert (62.66%)
treatment of conflicts of interest in an IT Professl’s curriculum. This is in contrast
to the minority (9.87%) who believe that this slibbk included at an intermediate
(9.01%) or introductory (0.86%) level. 6.44% of tespondents believe that it should

not be included at all.

The majority (91.85%) of respondents desire advarit6.73%) or expert (81.12%)
treatment of abuse of confidential information m I& Professional’s curriculum.
This is in contrast to the minority (1.72) who kg that this should be included at an
intermediate (0.86%) or introductory (0.86%) lev&2#4% of the respondents believe
that it should not be included at all.

The majority (93.56%) of respondents desire advéiitb.88%) or expert (77.68%)
treatment of importance of producing the best jpbssvork in an IT Professional’s
curriculum. This is in contrast to the minority@3%) who believe that this should be
included at an intermediate (2.15%) or introduct@®86%) level. 3% of the
respondents believe that it should not be incluateadl. 0.43% did not respond.

The majority (89.27%) of respondents desire advéii2é.46%) or expert (67.81%)
treatment of misrepresentation of competence i &rofessional’s curriculum. This
is in contrast to the minority (6.01%) who belighat this should be included at an
intermediate (4.72%) or introductory (1.29%) levell2% of the respondents believe
that it should not be included at all.

6.4.7 Level of confidence in an organisation’s Code of Guluct/ethics being
able to address concerns

The majority (62.66%) of respondents were confid@.18%), highly confident
(18.88%) or certain (17.6%) that their organisasoCode of Conduct/Ethics
addressed the ethical issues within IT. The mind¢A8.05%) were slightly confident
(20.6%) or not certain (12.45%). 4.29% do not hen@ode.
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6.4.8 Ways in which the organisation deals with the prol@m of Ethics within

organisation

The majority of organisations make use of Poli¢#s97%), Disciplinary procedures
(60.09%) and Contractual Agreements (59.66%). Redgrds reported that they did
not use Employment Penalties (76.39%) and Coungd]li3.39%).

6.4.9 Cross-Tabulations

Table 28 shows that of the majority (96.57%) of thgpondents who responded that
they never/hardly ever abuse confidential infororagntrusted to them, it was found
that the majority (84.6%) received none/low expesaf ethics in IT during their
education, as opposed to the minority (16%) wheived a moderate/high exposure.
For the minority (3.43%) who sometimes/quite oftanalways abuse confidential
information there was an equal distribution of #osho received none to low

exposure and moderate to high exposure to ethrasgdileir IT education.

Table 30 shows that of the majority (71.82%) of teepondents who sometimes,
quite often or always produce work that is notrtbhesst, it was found that the majority
(68.35%) worked for organisations with more thaf g#thployees, as opposed to the
minority (31.65%) who worked for organisations e$s. For the minority (26.36%)
who never or hardly ever produce work that is heirtbest, the majority (51.72%)
work in organisations with up to 100 employees, rthieority (48.28%) worked for

organisations with more than 100 employees.

Table 32 shows that of the majority (63.64%) of thgpondents who are sometimes,
quite often or always unaware of the ethical issmeslving IT, it was found that the
majority (70%) worked for organisations with mohan 100 employees, as opposed
to the minority (30%) who worked for organisationisfewer employees. For the
minority (30.91%) who are unaware of the ethicalies involving IT, the majority
(54.41%) work in organisations with up to 100 emgpks, the minority (45.59%)

worked for organisations with more than 100 empdsye
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Table 34 shows that for the majority (81.12%) @ tespondents who never or hardly
ever pirate at work or for business purposes, #& feand that the majority (49.74%)
work in organisations who have employees that somest quite often or always
pirate for work purposes, as opposed to the ming4i8.15%) who do not. For the
minority (18.88%) of the respondents who sometimege often or always pirate at
work or for business purposes, the majority (95.46%them work in organisations
that have employees who sometimes, quite oftetwaya pirate for work purposes,

as opposed to the minority (4.55%) who do not.

Table 36 shows that for the majority (58.37%) @& tespondents who never or hardly
ever pirate at home or for personal purposes, & foand that the majority (62.5%)
work in organisations who have employees that somest quite often or always
pirate for personal purposes, as opposed to therityir27.21%) who do not. 10.29%
did not know. For the minority (41.63%) of the resgents who sometimes, quite
often or always pirate at home or for personal pseg, the majority (91.75%) of
them work in organisations that have employees wbimetimes, quite often or
always pirate for personal purposes, as opposéuetminority (4.12%) who do not
and the 4.12% who did not know.

Table 38 shows that for the majority (96.57%) & tespondents who never or hardly
ever abuse confidential information entrusted tnthit was found that the majority
(62.22%) work in organisations who have employbes mever or hardly ever abuse
confidential information entrusted to them, as gubto the minority (34.67%) who
sometimes, quite often or always do so. 3.11% dit kmow. For the minority
(3.43%) of the respondents who sometimes, quienalt always abuse confidential
information entrusted to them, the majority (87.58b)them work in organisations
that have employees who sometimes, quite oftenwaya abuse confidential
information entrusted to them, as opposed to theonty (12.5%) who never or

hardly ever do so.

Table 40 shows that for the majority (94.42%) & tespondents who never or hardly
ever fail to disclose a conflict of interest, itsMaund that the majority (48.64%) work
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in organisations who have employees that never avdlyh ever fail to disclose

conflicts of interest, as opposed to the minorty.27%) who sometimes, quite often
or always do so. 4.09% did not know. For the migo§b.58%) of the respondents
who sometimes, quite often or always fail to diselgonflicts of interest, the majority
(92.31%) of them work in organisations that havepleyees who sometimes, quite
often or always fail to disclose conflicts of irdst, as opposed to the minority

(7.69%) who never or hardly ever do so.

Table 42 shows that for the majority (91.3%) of tespondents who never or hardly
ever intentionally over/under sell IT to internaternal clients in order to get a
contract, it was found that the majority (52.38%Q)rkvin organisations who have
employees that sometimes, quite often or alwayentinally over/under sell IT to
internal/external clients in order to get a cortiras opposed to the minority (42.86%)
who never or hardly ever do so. 4.76% did not kniéar. the minority (8.7%) of the
respondents who sometimes, quite often or alwagstionally over/under sell IT to
internal/external clients in order to get a cortirdee majority (95%) of them work in
organisations that have employees who sometimés, @ften or always intentionally
over/under sell IT to internal/external clientsoirder to get a contract, as opposed to

the minority (5%) who never or hardly ever do so.

Table 44 shows that for the majority (95.69%) @& tespondents who never or hardly
ever violate an employee’s privacy, it was founak ttne majority (59.91%) work in
organisations who have employees that never onyhaker violate an employee’s
privacy, as opposed to the minority (36.49%) whmatimes, quite often or always
do so. 3.6% did not know. For the minority (4.31%f) the respondents who
sometimes, quite often or always violate an emm@syprivacy, the majority (90%) of
them work in organisations that have employees whimetimes, quite often or
always violate an employee’s privacy, as opposeabeaninority (10%) who never or

hardly ever do so.

Table 46 shows that for the majority (97.41%) & tespondents who never or hardly
ever violate a customer’s privacy, it was foundt e majority (66.37%) work in
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organisations who have employees that never orlyhancer violate a customer’s
privacy, as opposed to the minority (27.43%) whmetimes, quite often or always
do so. 6.19% did not know. For the minority (2.59%6) the respondents who
sometimes, quite often or always violate a custamivacy, the majority (83.33%)
of them work in organisations that have employebs wometimes, quite often or
always violate a customer’s privacy, as opposeitieéaninority (16.67%) who never

or hardly ever do so.

Table 48 shows that for the majority (84.78%) & tespondents who never or hardly
ever violate a customer’s privacy, it was foundt tiee majority (61.03%) work in
organisations who have employees that never otyhaver are aware of the ethical
issues involving IT, as opposed to the minority.88%0) who sometimes, quite often
or always are aware. 4.62% did not know. For thaonty (15.22%) of the
respondents who are sometimes, quite often or alvaayare of the ethical issues
involving IT, the majority (80%) of them work in gainisations that have employees
who sometimes, quite often or are always awaréegthical issues involving IT, as
opposed to the minority (14.29%) who never or haeller do so. 5.71% did not

know.

Table 50 shows that for the majority (51.54%) & tespondents who never produced
work that is not their best, it was found that thajority (76.92%) had received some
form of tertiary education from a Higher Educatilmstitution, as opposed to the
minority (23.08%) who had not received educatioor. the minority (48.46%) of the
respondents who hardly ever, sometimes, quite oitedways producing work that is
not their best, the majority (64.55%) of them reedisome form of tertiary education
from a Higher Education Institution, as opposedh® minority (35.45%) who did

not.

Table 52 shows that for the majority (83.11%) af tespondents who never fail to
disclose a conflict of interest, it was found ttia majority (52.41%) work in some
form of management position; as opposed to the nityn@7.59%) who work in non-

management positions. For the minority (16.89%)h&f respondents who fail to
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disclose a conflict of interest (whether they harelver, sometimes, quite often or
always do so), the majority (71.05%) of them warkhon-management positions, as

opposed to the minority (28.95%) who work in mamaget positions.

Table 54 shows that for the majority (75.97%) @& tespondent’s organisations who
use a policy, it was found that the majority (404)Inever or hardly ever engage in
piracy at work, as opposed to the minority who simmes (27.68%), or quite often or
always (29.94%) do so. 2.26% did not know. For thi@ority (24.03%) of the
respondent’s organisations who do not use a pdheymajority (44.64%) quite often
or always engages in software piracy, as oppos#tetminority who never or hardly

ever (39.29%) or only sometimes (16.07%) do so.

Table 56 shows that for the majority (73.39%) @& tespondent’s organisations who
do not use counselling, it was found that the nitgj¢B6.26%) of employees quite
often or always engage in piracy at work, as opgphésehe minority who sometimes
(27.49%), or hardly ever or never (34.5%) do sa. the minority (26.61%) of the
respondent’s organisations who do use counsettegmajority (54.84%) hardly ever
or never engage in software piracy at work, as sppoto the minority who

sometimes (17.74%) or quite often or always (25.8déso0.

6.5 Discussion
6.5.1 The IT Industry

There is general agreement that whilst the IT itgtusorldwide does not always act
in an ethical manner, there is greater agreemantttshould. This is true for the IT
industry in South Africa, as well as for the cleiiboth internal/external) for whom
they work.

Matthew Charlesworth Page 127



Chapter (Resultsof Empirical Study to Industry

6.5.2 The effect on profits

In terms of how the profit-motive might impact tthecision to be ethical, the majority
believe that it would be more difficult to earn @fit in the short-term, though only

the minority believe that it would be more diffictd earn a profit in the long-term.

6.5.3 Degree of exposure of Ethics in IT during the respalent’s Education

The majority of respondents had not received ampdib exposure to ethics during

their education.

6.5.4 Behaviour of fellow employees vs. respondents

A constant trend emerging from the data is thapaedents report that whilst
unethical behaviour is prevalent within their ongations, and amongst their fellow
employees — they themselves, personally, do naagengn such behaviour. This is

true for the following behaviour types:

= Piracy at work

= Piracy at home

» Misrepresenting competence to internal/externahts

= Misrepresenting competence to employer

* Producing "half-jobs" or work that is not the best

» Failure to disclose conflicts of interest

= Intentionally over/under selling IT to internal/extal clients in order to
obtain contracts

= Awareness of the ethical issues involving IT

Whilst the individuals still report that they nevar hardly ever behave unethically,
the following behaviour was reported to also nemehardly ever occur within the
respondent’s organisations:

= Abuse of confidential information
= Abuse of employees’ privacy
= Abuse of a customer’s privacy
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6.5.5 Employer’s confidence in graduate’s awareness ofl@ts in IT

The majority of the respondents reported beingcedtain or only slightly confident
in their entry-level graduate employees being eidfitty aware of their ethical and

professional responsibilities as they undertake terk.

6.5.6 The level of confidence in entry-level graduate entpyees

The majority of the respondents reported that they some degree of certainty in
their entry-level graduate employees being suffityeaware of their ethical and

professional responsibilities as they undertake therk.

6.5.7 The desired emphasis that should be given to ethidgasues in a graduates'

education

The majority of respondents desire advanced orrexatment of the ethical issues

within IT in an IT Professional’s curriculum.

6.5.8 Level of confidence in an organisation’s Code of Gumluct/ethics being

able to address concerns

The majority of respondents were to some degreeedfinty confident that their

organisation’s Code of Conduct/Ethics addresseditiieal issues within IT.

6.5.9 Ways in which the organisation deals with the prol@m of Ethics within

organisation

The majority of organisations make use of Policiegciplinary procedures and
Contractual Agreements. Respondents reported fiegt did not use Employment

Penalties and Counselling.

6.5.10 Cross-Tabulations

Whilst the majority of individuals report to havewer or only hardly ever abusing

confidential information, the majority of respontisrin that category received no to

Matthew Charlesworth Page 129



Chapter (Resultsof Empirical Study to Industry

low exposure of ethics in IT during their educati@ne would expect incidence of
abuse in those who had been more appropriatelyatstliin ethics to be lower — and
indeed as a percentage of those who had receigbdeslucation, more of them were
prone to sometimes abuse. In looking at the TaBldat Zan be seen that the 4
individuals had received moderate education, aatl fbne of the individuals who
had reported receiving high exposure to ethicsndutheir Education sometimes,
quite often or always abused. It can then be predutinat given a high degree of
exposure to Ethics involving IT during one’s edumat one will be less likely to

sometimes, quite often or always abuse confideinti@afmation.

The majority of respondents who never or hardlyr gweduce work that is not their
best, work for organisations with less than 100 leyges. The majority of the

respondents who work for larger companies repdhatithey sometimes, quite often
or always produce work that is not their best. Cawe presume that in working for a
larger organisation it becomes easier to ‘hide agrtbe crowd’ and thus work more

inefficiently.

The majority of respondents who are sometimeseapiten or always unaware of the
ethical issues involving IT, work for companiestthave more than 100 employees.
The majority of respondents who never or are haedlgr unaware of the ethical

issues involving IT work for companies that hawedethan 100 employees. One can

presume that in smaller organisations it is moificdlt to ‘hide’ unethical behaviour.

The majority of individuals who reported that thegver or hardly ever pirate for
work purposes, work for organisations who they redmave employees that
sometimes, quite often or always pirate for workrppges. The majority of

individuals who sometimes, quite often or alwaystgi for personal purposes, work
for organisations who they report have employees sometimes, quite often or
always pirate for work purposes. One could prestimee that the environment within

which one works is a contributing factor to an uidiial’s behaviour.
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The majority of individuals who reported that thegver or hardly ever pirate for
personal purposes, work for organisations who thpprt have employees that never
or hardly ever pirate for personal purposes. Thgonta of individuals who
sometimes, quite often or always pirate for perspogposes, work for organisations
who they report have employees that sometimese aqften or always pirate for
personal purposes. One could presume then thanieonment within which one

works is a contributing factor to an individual'sHaviour.

The majority of individuals who have abused coniig#@ information work for
organisations who have employees who are repodesbinetimes, quite often or
always abuse confidential information entrustethtam. Conversely those who never
abuse confidential information, which is the majgrivork for organisations who are
reported to have employees who never do the samecQuld presume then that the
environment within which one works is a contribgtifactor to an individual’s

behaviour.

The majority of individuals who have failed to dase a conflict of interest work for
organisations who have employees who are repodesbinetimes, quite often or
always fail to disclose conflicts of interest. Cersely those who never fail to
disclose conflicts of interest, which are the mgjomork for organisations who are
reported to have employees who never fail to dssclmonflicts of interest. One could
presume then that the environment within which woeks is a contributing factor to

an individual’s behaviour.

The majority of respondents who never or hardlyr @vientionally over/under sell IT

to internal/external clients work in organisatidhgy report sometimes, quite often or
always do. Those respondents that reported thatsthetimes, quite often or always
do so, also reported that their organisations dastime. We can see that this appears
to be a common practice within organisations, thorggpondents maintain that they

do not.
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The majority of individuals who have violated an payee’s privacy, work for
organisations who have employees who are repodesbinetimes, quite often or
always abuse an employee’s privacy. Converselyetids never abuse employee’s
privacy, which is the majority, work for organisats who are reported to have
employees who never abuse employee’s privacy. ©n&l gresume then that the
environment within which one works is a contribgtifactor to an individual’s

behaviour.

The majority of individuals who have violated a toumser’'s privacy, work for
organisations who have employees who are repodesbinetimes, quite often or
always abuse a customer’s privacy. Conversely tise never abuse a customer’s
privacy, which is the majority, work for organisats who are reported to have
employees who never abuse a customer’s privacy.cOukel presume then that the
environment within which one works is a contribgtifactor to an individual’s

behaviour.

The majority of respondents reported that they wexeer unaware of the ethical
issues involving IT, whereas the majority of orgations for whom they work were

reported to be sometimes, quite often or alwaysvarnaof these issues.

The majority of respondents to the survey had veckisome form of higher
education. Whilst the majority in both cases haatdfore received higher education
whether they produced “half-jobs” or not, there \mageater proportion who reported

that they never produce half-jobs that were uniyeeslucated.

Employees who are in management positions are liketg to disclose conflicts of

interest than those who are not in managementquasit

Where counselling was present, the majority of eadpnts hardly ever or never
pirated; whereas in organisations where there veasaunselling, the majority of

respondents quite often or always pirated. We harefore see that the presence of
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counselling within an organisation has a diminigh@ifect on the level of software

piracy for work or business purposes.

6.6 Sample Bias

Research by the HSRC (Moleke, Paterson and Rod@#:@42) using data from the
September Labour Force Survey of 2001 by Stats(§2e Table 58), prompts the
author to consider any bias of the demographicthefsample surveyed and the

subsequent conclusions drawn.

Industry
— n O | Total | Percentage
= 8 5 |5 S
| 32|82 2|82
L ® 39 o | v é
Highest 5 I S| 2 |BE
Qualification a 2182 (35| 820y
> :'@ c < 9
Q g |S® 2 |2
3 Q (‘:)D w L
= > n >
Q o Q
Diploma/Certificate
(with < Grade 12) -11,367| 678 - 641 -| 2,686 5.1
Diploma/Certificate
(with Grade 12) 264 | 2,844| 1,685| 3,867| 12,070| 487\ 21,217 40.0
Degree -12,480| 1,572| 426| 8,866| 3,389| 16,733 315
Postgraduate | -] 779|2572| 5,690| 1,948 10,989 20.7
degree/diploma
Other -| 812 - - 605 -1 1,417 2.7
Total 264 | 7,503| 4,714| 6,865| 27,872| 5,824 | 53,042 100
Percentage 05| 141] 89| 129| 525 110 100

Table 58: Qualification by industry demand for highel
ICT jobs in 2001Source: Stats SA(2001)

The above table, using slightly different wordirgthe ones used in this study, also
examined the education profile of ICT workers bglustry sector. A cursory glance
shows that there are discrepancies between theysundertaken by the author, and
the reality of the situation as reported by Stafs F$able 59 below shows the

contrasting percentages:
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Stats SA(2001) This study

Total Percentage | Total | Percentage
Diploma/Certificate (with < Grade 12) 2,686 5.10 3 1.29
Diploma/Certificate (with Grade 12) 21,217 40.00 16 6.87
Degree + Postgraduate degree/diploma 27,722 52.20 161 69.10
Other 1,417 2.70
FET 22 9.44
Professional 25 10.73
Missing 6 2.58
Total 53,042 100 233 100

Table 59: Table comparing totals from Table 58 #rube
from the author’s study.

Whilst it must be borne in mind that the Stats Si\vey was conducted in 2001, and
this survey was conducted in 2002, the differenbesveen the two are non-
negligible, such as 52.2% possessing a degreestigpaduate diploma in the Stats
SA survey as opposed to 69.1% in this study; or 4@%sessing a diploma or
certificate, having passed Grade 12, in the St#tss&vey, whilst only 6.87%

reporting the same qualification in this study.

A further look at their work (Moleke, Paterson aRwbodt 2003:644) on ICT

employment (see Table 60) shows additional discr@pa between the two studies,
with 24.53% being reported to be employed in theafte and Insurance industry,
and only 12.88% reporting to work in that sectorthis study; or 3.08% from the

SAITIS(2000) study employed in Educational Serviagainst 9.01% who reported to
work for the same in the author’s study; or 28.5866king in CS/IS specific sectors
from the SAITIS(2000) report, contrasted agains#t8% who reported they are from
that industry sector.

Sector SAITIS(2000) | This study
# % # %

Accommodation and food services 25 0.26

Arts, entertainment and recreation 278 291 5 2.15

Agriculture, forestry, fishing and hunting 151 1.58

Construction 27 0.28| 16 6.87

Mining 100 1.05

Computer systems design and related services| 2,377 24.92 85| 36.48

Information and data-processing services 346 3.63 '
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Educational services 294 3.08| 21 9.01
Finance and insurance 2,340 24.53| 30| 12.88
Healthcare and social assistance 15 0.16| 4 1.72
Management of companies and enterprises 168 1.76
Manufacturing 1458| 15.29| 15 6.44
Other 110 1.15| 58 24.9
Professional, scientific and technical services 735 7.71

Public administration 420 4.4 4 1.72
Real estate, rental and leasing 18 0.19

Retail trade 113 1.18 4 1.72
Wholesale trade 53 0.56 '
Transport and storage 466 489 3 1.29
Utilities 44 0.46

Total 9,538 100

Table 60: Table comparing employment informatioonfr
the SAITIS(2000) study with that from the authastady

This finding compels the author to ask why thersuish a bias. There are two reasons
for this bias. The first reason must surely beteeldo the sample and the manner in
which the sample was surveyed. In the Stats SA eanfie September Labour Force
Survey of 2001 and the SAITIS (2000) study weradussurveys more far-reaching
than the one undertaken by the author. The secamdiyat the author's survey made
use of an “opt-in” system, where respondents wesergially self-selected. There
was no verification of a respondent’s identity fzes surveys were filled in on-line, and
the randomness of the sample cannot be guarar@@esh these factors, the author
believes that whilst the survey does produce viakights into the industry and the
problem under discussion, the identified bias pides$ these insights from becoming

facts.

6.7 Conclusion

The results of the survey to Industry were preskatel after analysis and discussion,

it has been seen that:

= Given a high degree of exposure to Ethics involviig during one’s
education, one will be less likely to sometimesieajoften or always engage

in unethical behaviour, such as abusing confideintiarmation.
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In working for a larger organisation it becomesierago ‘hide among the

crowd’ and thus work more inefficiently and exhibitethical behaviour.

= The environment within which one works is a conttibbg factor to an

individual’s behaviour — both for ethical and unedhbehaviour.

= Employees who are in management positions are iiaely to disclose
conflicts of interest than those who are not in aggament positions.

= The presence of counselling or policies prohibitimgthical behaviour within
an organisation has a diminishing effect on thell@f unethical behaviour

(for example software piracy for work or businesgypses).

Therefore, it can be concluded, bearing in mindsth&us of the validity of the
conclusions and the presence of a bias withinaghgke, that if an individual received
a high exposure to ethics, as it relates to ITinduheir education, and works within
an environment that promotes ethical behaviouraatigtely discourages unethical
behaviour through the use of organisational pdiciecounselling, this combination

will most likely result in limited future unethichkehaviour from that individual.
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Chapter 7 Design of Empirical Study to Academic

Institutions

The Empirical Study to Academic Institutions was
designed as a structured questionnaire piloted to
members of the Information Systems Department at
Rhodes University and completed via email respbgse
Heads and/or Lecturers from different Computer
Science and Information Systems Departments from
around South Africa. The purpose of the study was t
survey the current state of affairs within Computer
Science and Information Systems in terms of whether
they teach, and if so, how they teach, computérseth

7.1 Introduction

Lee notes that “the image in which surveys are ahteired to random samples and
produce statistics is not inaccurate at all, bigt jiist one possible type of survey.
Webster's New Universal Unabridged Dictionary dedira survey as ‘a general study
or inspection’ and illustrates its usage in théofeing quotation from John Locke:

‘“To take a survey of our own understandings.” @09

It was in that spirit that the author undertooktiovey the current state of affairs
within Computer Science and Information Systemaas teaching ethics in the

Computing Curriculum goes.

7.2 Details of Survey

The full survey can be found Appendix DIt consists of four questions about the
respondent’s demographics (name of institutionackvindividual works and the

individuals designation within the institution) aeléven structured questions about
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the extent ethics is covered in their curriculumejuding such questions, among
others, as where ethics is placed within the auiuio, the degree of emphasis it

receives and how it is taught.

7.3 Number of Respondents

The number of institutions of higher learning hasin flux in recent years. In
considering departments of Computer Science, Irdtion Systems or Informatics
etc. from various universities and technikons assiinbe respondents, the author was
able to contact 35 of the 43 identified departmedifghese 35 questionnaires, 15
responses were received and all from ‘survivingtitations as listed below, (this

represents 15 out of the 30 currently recognisstituions of higher learning):

No. Institition Dept. Type

1 Rand Afrikaans University CS/IT/I University
2 Rhodes University CSs University
3 Rhodes University IS University
4 Stellenbosch University CS University
5 University of Cape Town (UCT) IS University
6 University of Natal (Durban) (UN) CS University
7 University of Port Elizabeth CS/Is University
8 University of Pretoria (Tuks) CS University
9 University of Pretoria (Tuks) I University
10  University of the Witwatersrand, JohannesburggV. CS University
11  University of Zululand Cs University
12  University of Western Cape IS University
13  Border Technikon IT Technikon
14  Mangosuthu Technikon CS Technikon
15  Technikon Free State IT Technikon
16  Technikon SA / UNISA IT Technikon

Table 61: Table of Respondents to Academic Survey

CS = Computer Science, IT=Information Technolo@zlhformation Systems, I=Informatics
7.4 Structure of Questionnaire

The questions about the Curriculua can be broaslselen to answer the following
guestions: “What is taught?”, “Who teaches it?"pWis it taught?”, “When is it
taught?”, and “For how long is it taught?”

Matthew Charlesworth Page 138



Chapter Designof Empirical Study to Academic Institutions

In response to the literature around this topie,ahthor sought to elicit whether a
course on ethics existed and if it did, was itgné¢ed across other curricula areas or
presented as a stand-alone course. The teachihgadoigies were examined
together with the proportion of the curriculum amdphasis such a course would

receive.

7.5 Delivery Mode

The questionnaire was distributed via e-mail toHleads of Department of the
various Computer Science and Information Systenal@mic Departments within
South Africa.

7.6 Hypotheses

Given the small size of the population it was rmggible, nor desired, to draw
statistical inferences from this survey but ratibesbtain ‘a rough feel’ of the current
state of affairs. Thus, there were no formal hyps#is associated with the research
apart from desiring a general confirmation of teaeeyal perception that ethics is not
taught, and if it is taught it is given very litdenphasis and is taught by a person who

is not trained in the relevant theory and practice.

7.7 Questions used within the Survey

A sample of the questionnaire can be foundppendix D The questionnaire was
divided into two sections. The first section ask@dsome very elementary
demographics (Name, Address, Institution, and Dwsign within Institution). The
second section enquired into how ethics is coverdak curriculum; who teaches it
and what their qualification is; what is includede course and where in the course
it is situated; whether it is a requirement to lu® ¢ourse; and what proportion of the
curriculum should it occupy. Respondents were asé®d what teaching
methodology was used and whether the lecturer gsgta change in the students as

a result of the course.
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7.8 Process of Analysis

The data was received and entered into the comprggramStatistica version 7
(StatSoft Inc). A simple statistical analysis catiag of calculating frequencies for

the different variables was performed.

7.9 Summary

This chapter described the design of the Empicaley to Industry. It reported on
the number of respondents to the survey as wélbasthe survey was structured and
delivered. The summarised results of this Surveyeported in the following

chapter. For a detailed set of results pleaséppendix F
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Chapter 8 Results of Empirical Study to Academic

Institutions

This chapter presents the results of the Empi&taty
to Academic Institutions. Results are in the fofm o
frequency histograms. Detailed results are avadahl
Appendix F.

8.1 Introduction

This section confines itself to the presentationtre results from the Empirical

Survey to Academic Institutions.

8.2 Response Rate

There are 28 institutions of higher learning antlé®1 shows that 15 (54%) of them
responded to the survey. Surveys were sent vidddeaDepartments of Computer

Science and/or Information Systems within Southcaf(as appropriate).

8.3 Results
8.3.1 Demographics

The author surveyed fifteen educational institigiaas shown in Table 62 (four
Technikons and eleven University departments afrmétion Systems and Computer

Science) within South Africa.

Universities Technikons

Sample 11 (73%) 4 (27%)

Table 62: Academic Survey respondent's demographics
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8.3.2 Frequencies
8.3.2.1 Stand-Alone vs. Integrated courses

Table 63 contains the frequency of institutiond that for an Integrated or Stand-

alone approach to Ethics, or indeed, if they adgpint approach.

Integrated Stand-alone Both
11 (74%) 2 (13%) 2 (13%)

Table 63: Stand-alone vs. Integrated Courses

The majority preferred an integrated approach.

8.3.2.2 Lecturer's Background

Table 64 shows which academic departments arensigp® for running a course on
Ethics.

Information | Computer | Philosophy | Management| Other No
Systems Science Department | Department | Department | Response
Department | Department

5 (33%) 4 (27%) 2 (13%) 2 (13%) 1 (7%) 1 (7%

Table 64: Lecturer's Background

The majority of institutions teach the course usstaff from within the Information

Systems Department.

8.3.2.3 Content and Level

Respondents were able to select more than one arswletherefore cumulative

percentages may exceed 100%.

Table 65 shows the frequency of institutions thdtrbt indicate any response, for

any category of content, at any level.

No Responss
Piracy 1 (7%)

v
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Misrepresentation of Competence 2 (14%)
Importance of producing the best possible work| 1 (7%)
Abuse of Confidential information 1 (7%)
Conflicts of interest 1 (7%)
Over/under selling IT to internal/external clients | 3 (21%)
Privacy 0 (0%)
Whistle-blowing 2 (14%)

Table 65: Frequency of ‘No Response’ received foademic Survey

Table 66 shows the frequency of institutions tlegiorted that no work is being done

in any of the categories under consideration.

None

Piracy 3 (20%)
Misrepresentation of Competence 5 (33%)
Importance of producing the best possible work| 3 (20%)
Abuse of Confidential information 1 (7%)

Conflicts of interest 3 (20%)
Over/under selling IT to internal/external clients | 6 (40%)
Privacy 2 (13%)
Whistle-blowing 7 (47%)

Table 66: Table of responses showing where no vierk
done

Table 67 shows the frequency of institutions tlegorted that they are doing work at

the F' Year level, in each of the categories under cenatibn, in either an integrated

and/or stand-alone way.

1% Year Integrated Stand- Both None
Alone

Piracy 6 (40%) | 3 (20%) 1(7%)| 5 (33%)

Misrepresentation of Competence 4 (27%) | 3 (20%) 1(7%)| 7 (47%)

Importance of producing the best 7(47%) | 2(13%) 0 (0%)| 6 (40%)

possible work

Abuse of Confidential information 6 (40%) | 1(7%) 1(7%)| 7 (47%)

Conflicts of interest 4(27%) | 1(7%) 1(7%)| 9 (60%)

Over/under selling IT to 1 (7%) 1(7%) 1(7%)| 12 (80%

internal/external clients

Privacy 6 (40%) | 3 (20%) 1(7%)| 5 (33%)

Whistle-blowing 2(13%) | 2(13%) 0(0%)| 11 (73%
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Table 67: Content and Level &f Year

Table 68 shows the frequency of institutions tlegorted that they are doing work at
the 2 Year level, in each of the categories under camatibn, in either an integrated

and/or stand-alone way.

2" Year Integrated Stand- Both None
Alone

Piracy 5(33%) | 0 (0%) 0(0%)| 10 (67%)

Misrepresentation of Competence 2(13%) | 0 (0%) 0(0%)| 13 (87%)

Importance of producing the best 7(47%) | 0(0%) 0 (0%)| 8 (53%)

possible work

Abuse of Confidential information 6 (40%) | 1 (7%) 0 (0%)| 8 (53%)

Conflicts of interest 3 (20%) | 0 (0%) 0 (0%)| 12 (80%)

Over/under selling IT to 0 (0%) 0 (0%) 0 (0%)| 15 (100%

internal/external clients

Privacy 6 (40%) | O (0%) 0(0%)| 9 (60%)

Whistle-blowing 0 (0%) 0 (0%) 0 (0%)| 15 (100%

Table 68: Content and Level dfXear

Table 69 shows the frequency of institutions tlegorted that they are doing work at
the 3% Year level, in each of the categories under cematibn, in either an integrated

and/or stand-alone way.

3% Year Integrated Stand- Both None
Alone

Piracy 6 (40%) | 0 (0%) 0 (0%)| 9 (60%)

Misrepresentation of Competence 4 (27%) | 1 (7%) 0 (0%)| 10 (67%

Importance of producing the best 7(47%) | 1(7%) 0(0%)| 7 (47%)

possible work

Abuse of Confidential information 7 (47%) | 0 (0%) 0 (0%)| 8 (53%)

Conflicts of interest 4 (27%) | 0 (0%) 0(0%)| 11 (73%

Over/under selling IT to 1 (7%) 0 (0%) 0(0%)| 14 (93%

internal/external clients

Privacy 6 (40%) | 0 (0%) 0(0%)| 9 (60%)

Whistle-blowing 1 (7%) 0 (0%) 0(0%)| 14 (93%

Table 69: Content and Level &f Sear
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Table 70 shows the frequency of institutions tlegorted that they are doing work at
the Honours level, in each of the categories urm@rsideration, in either an

integrated and/or stand-alone way.

Honours Integrated Stand- Both None
Alone

Piracy 4 (27%) | 1 (7%) 0(0%)| 10 (67%

Misrepresentation of Competence 4 (27%) | 1(7%) 0(0%)| 10 (67%

Importance of producing the best 4 (27%) | 1 (7%) 0 (0%)| 10(67%

possible work

Abuse of Confidential information 6 (40%) | 1 (7%) 0 (0%)| 8 (53%)

Conflicts of interest 4 (27%) | 1 (7%) 0(0%)| 10 (67%

Over/under selling IT to 4 (27%) | 0 (0%) 0(0%)| 11 (73%

internal/external clients

Privacy 6 (40%) | 1(7%) 0(0%)| 8 (53%)

Whistle-blowing 2 (13%) | 1(7%) 0(0%)| 12 (80%

Table 70: Content and Level at Honours

Table 71 shows the frequency of institutions tlegorted that they are doing work at
the Masters/PhD level, in each of the categoriedeuronsideration, in either an

integrated and/or stand-alone way.

Masters/PhD Integrated Stand- Both None
Alone

Piracy 1 (7%) 0 (0%) 0(0%)| 14 (93%)

Misrepresentation of Competence 1 (7%) 1 (7%) 0(0%)| 1387%)

Importance of producing the best 1 (7%) 0 (0%) 0(0%)| 14 (93%)

possible work

Abuse of Confidential information 1 (7%) 0 (0%) 0(0%)| 14 (93%)

Conflicts of interest 0 (0%) 0 (0%) 0 (0%)| 15 (100%

Over/under selling IT to 0 (0%) 0 (0%) 0 (0%)| 15 (100%

internal/external clients

Privacy 1 (7%) 0 (0%) 0 (0%)| 14 (93%)

Whistle-blowing 0 (0%) 0 (0%) 0 (0%)| 15 (100%

Table 71: Content and Level at Masters/PhD level

8.3.2.4 Course Requirement

Table 72 shows the frequency of institutions tleguire successful completion of the

course for degree purposes
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Yes No

Required for completion | 7 (47%) 8 (53%)

Table 72: Course Requirement

8.3.2.5 Treatment of Topic

Table 73 shows the frequency of institutions thakenuse of Readings, Lectures,

Tutorials/Practicals, Essays, or Tests when tegahia course.

Readings | Lectures | Tutorials/Pracs | Essays | Tests Other
Yes 10 (67%)| 14 (93%) 4 (27%) 5(33%) 10 (67%) %X7
No 5(33%) | 1(7%) 11 (73%) 10 (67%)p (33%) 14 (93%)

Table 73: Treatment of Topic

8.3.2.6 Proportion of total curriculum

Table 74 shows the proportion each institution etxdcthics within the curriculum

for each year.

No 0% 5% 10% 15% |20% | 25%
Response

1% 5 (33%) 0(0%) | 7(49%) 1(6%)]| 1(6%) O (0% (6%)

2" 5 (33%) 1(7%) | 6(40%) 3(20%)] 0 (0%) O (0%) (0%)

3 4 (26%) 1(7%) | 6(40%) 4 (27%)] 0 (0%) O (0% (0%)

Honours 6 (40%) 1(7%) | 6(40%) 2(13%4) 0 (0k) 0)d% (0%)

Masters/PhD| 11(73%) | 2(13%) 0(0%) 1(7%) 0 (d%)7%) | 0 (0%)

Table 74: Proportion of total curriculum

8.3.2.7 Degree of emphasis desired in curriculum

Table 75 shows the degree of emphasis, at eachthagainstitutions believe should

be placed on Ethics within the curriculum.

No None Less than other | Similar to other
Response topics topics
1% 1 (6%) 1 (7%) 9 (60%) 4 (27%)
2" 2 (13%) | 0(0%) 10 (67%) 3 (20%)
3 2 (13%) | 0 (0%) 8 (54%) 5 (33%)
Honours 4 (27%) 1 (7%) 8 (53%) 2 (13%)
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| Masters/PhD | 8 (54%) |

2 (13%) |

3 (20%)

2 (13%) |

Table 75: Degree of emphasis desired in curriculum

The majority view was that it should be less th#reptopics, but that it should still

be included.

8.3.2.8 Most successful teaching methodologies

Table 76 shows the frequency of institutions theieve the teaching methods under

consideration (Readings, Case-Studies, Tutoriastiéals, Essays, Role-Playing or

Lectures) to be the most successful in teachingseth Information Systems.

Readings| Case- Tutorials/Pracs | Essays | Role- Lectures
Studies playing
1> 4(27%) | 2 (13%) | 3 (20%) 0(0%)| 2(13% 7 (47%)
2" 2 (13%) | 2 (13%)| 2 (20%) 0(0%)| 1 (7%) 4 (27%)
3¢ 1 (7%) 6 (40%) | 1(7%) 1(7%)| 2(13%) 4(27%)
Honours 2(13%) | 4(27%) 0 (0%) 2 (139 2(13%) 343
Masters/PhD| 2 (13%)| 1 (7%) 0 (0%) 1 (7% 0 (0%) 12%)

8.3.2.9 Degree of noticeable change in individuals

Table 76: Most successful teaching methodologies

Table 77 shows the frequency of institutions whiespondents were able to discern a

noticeable change in the individuals taught as salreof the course on ethics in

Information Systems.

No No Change Change inone | Changeina | Change in a lot

Response or two couple of of people
individuals people

5 (33%) 1 (7%) 2 (13%) 6 (40%) 1 (7%)

Table 77: Degree of noticeable change

8.3.2.100bjective of Course

Table 78 shows the frequency of institutions thiaare the general objectives

identified in the survey.
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To achieve a To enable To teach To develop an
general students to students a understanding of
awareness of | justify their process of a wide spectrum
ethics decisions as | making of behaviour that
surrounding IT | ‘right’ in terms | decisions that | is, and is not,
of ethics will take ethics| ethical
Into account
Yes 10 (67%) 6 (39%) 10 (67%) 8 (53%)
No 5 (33%) 9 (61%) 5 (33%) 7 (47%)

Table 78: Objective of Course

Only two institutions (13%) did not identify withng of the objectives above.
8.4 Analysis

When asked how institutions covered ethics withire tinformation Systems
Curriculum, the majority (74%) preferred an integch approach whilst a similar

minority (13%) preferred a stand-alone or joint raggh.

The majority of institutions teach the course ustajf from the Information Systems
Department (33%), the Computer Science Departnigrfio) or the Management
(13%) or Philosophy (13%) departments, with theaieater (7%) using staff from
other departments.

The content of the course, and the level at whichtaught was investigated:

= No response was received in the areas of piracy), (Msrepresentation of
Competence (14%), Importance of producing the pessible work (7%),
Abuse of Confidential information (7%), Conflictsf anterest (7%),
Over/under selling IT to internal/external clie®4%), and Whistle-blowing

(14%).

= No work is being done by institutions in Piracy 20 Misrepresentation of
Competence (33%), Importance of producing the pessible work (20%),

Abuse of Confidential information (7%), Conflictsf anterest (20%),
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Over/under selling IT to internal/external clierif®%), Privacy (13%), or
Whistle-blowing (47%).

= At first year level:

o

The issue of piracy is taught in an integrated (}0%tand-alone
(20%), or integrated and stand-alone (7%) way. 6&port that it is

not covered at all.

The issue of not misrepresenting one’s competesndaught in an
integrated (27%), stand-alone (20%), or integraaad stand-alone
(7%) way. 47% report that it is not covered at all.

The issue of the importance of producing the beskiple work is
taught in an integrated (47%) or stand-alone (1@fy. 40% report
that it is not covered at all.

The issue of the abuse of confidential informatisntaught in an
integrated (40%), stand-alone (7%), or integratetistand-alone (7%)

way. 47% report that it is not covered at all.

The issue of declaring conflicts of interest isgfatuin an integrated
(27%), stand-alone (7%), or integrated and staodea{7%) way. 60%
report that it is not covered at all.

The problems of the over/under selling IT to ingfexternal clients is
taught in an integrated (7%), stand-alone (7%integrated and stand-
alone (7%) way. 80% report that it is not coveredlla

The importance of Privacy is taught in an integtat¢0%), stand-
alone (20%), or integrated and stand-alone (7%). ®8@%6 report that

it is not covered at all.

The issue of whistle-blowing is taught in an ineggd (13%), stand-
alone (13%), or integrated and stand-alone (0%). Wa%o report that

it is not covered at all.

= At second year level:
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o

The issue of piracy is taught in an integrated (B8%y. 67% report

that it is not covered at all.

The issue of not misrepresenting one’s competesndaught in an
integrated (13%) way. 87% report that it is notered at all.

The issue of the importance of producing the bessiple work is
taught in an integrated (47%) way. 53% report ihigtnot covered at

all.

The issue of the abuse of confidential informatisntaught in an
integrated (40%), or stand-alone (7%) way. 53% ntefh@t it is not

covered at all.

The issue of declaring conflicts of interest isgatuin an integrated

(20%) way. 80% report that it is not covered at all

The problem of the over/under selling IT to intéfeeernal clients is

not taught at all.

The importance of Privacy is taught in an integitg#0%) way. 60%
report that it is not covered at all.

The issue of whistle-blowing is not covered at all.

= At third year level:

o

o

The issue of piracy is taught in an integrated (#@fy. 60% report

that it is not covered at all.

The issue of not misrepresenting one’s competendaught in an
integrated (27%), or stand-alone (7%) way. 67% ntefh@t it is not

covered at all.

The issue of the importance of producing the beskiple work is
taught in an integrated (47%) or stand-alone (7%y.w7% report
that it is not covered at all.
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The issue of the abuse of confidential informatisntaught in an
integrated (47%) way. 53% report that it is notered at all.

The issue of declaring conflicts of interest isgatuin an integrated

(27%) way. 73% report that it is not covered at all

The problems of the over/under selling IT to ing#external clients is
taught in an integrated (7%) way. 93% report th& not covered at

all.

The importance of Privacy is taught in an integig#0%) way. 60%
report that it is not covered at all.

The issue of whistle-blowing is taught in an intgd (7%) way. 93%

report that it is not covered at all.

= At Honours level:

o

The issue of piracy is taught in an integrated (R0¥ostand-alone

(7%) way. 67% report that it is not covered at all.

The issue of not misrepresenting one’s competesndaught in an
integrated (27%) or stand-alone (7%) way. 67% fefiat it is not
covered at all.

The issue of the importance of producing the bessiple work is
taught in an integrated (27%) or stand-alone (7%y.v67% report

that it is not covered at all.

The issue of the abuse of confidential informatisntaught in an
integrated (40%) or stand-alone (7%) way. 53% fefia@t it is not

covered at all.

The issue of declaring conflicts of interest isgatuin an integrated

(27%) or stand-alone (7%) way. 67% report that rat covered at all.

The problems of the over/under selling IT to ing#external clients is
taught in an integrated (27%) way. 73% report ihigtnot covered at

all.
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The importance of Privacy is taught in an integia#0%) or stand-

alone (7%) way. 53% report that it is not coveredlla

The issue of whistle-blowing is taught in an intdgd (13%) or stand-

alone (7%) way. 80% report that it is not coveredlla

= At Masters/PhD level:

o

The majority (53%) of institutions do not requingcsessful completion of an ethics

The issue of piracy is taught in an integrated (¥ay. 93% report

that it is not covered at all.

The issue of not misrepresenting one’s competendaught in an
integrated (7%) or stand-alone (7%) way. 87% refiwat it is not

covered at all.

The issue of the importance of producing the beskiple work is
taught in an integrated (7%) way. 93% report th&t not covered at
all.

The issue of the abuse of confidential informatisntaught in an

integrated (7%) way. 93% report that it is not cedeat all.
The issue of declaring conflicts of interest is cotered at all.

The problems of the over/under selling IT to ingdexternal clients
are not covered at all.

The importance of Privacy is taught in an integig{éo) way. 93%

report that it is not covered at all.

The issue of whistle-blowing is not covered at all.

course for degree purposes. The minority (47%) do.

In terms of delivery methods, the majority presdniectures (93%), made use of

readings (67%) and tests (67%). The minority usedrials or practicals (27%),

essays (33%) or some other method (7%) during these of their treatment of

Ethics within the Information Systems curriculum.
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The majority of institutions accorded 5% of thairrrecculum to Ethics in Information

Systems.

= At first year level the majority (49%) accorded Sffothe curriculum, whilst
an equal minority (6%) accorded 10, 15 and 25%hefdurriculum to Ethics

in Information Systems.

= At the second year level, the majority (40%) acedr8% of the curriculum,
with a slight minority of institutions (20%) affardy 10% of the curriculum.
7% of the institutions reported that they did nifdra any curriculum space in
2" year, whilst 33% did not respond.

= At the third year level, the majority (40%) accatde®o of the curriculum,
with a slight minority (27%) affording 10% of theurciculum. 7% of the
institutions reported that they did not afford amyriculum space in"3year,
whilst 26% did not respond.

= At the Honours level, the majority (40%) accordéd &f the curriculum, with
a slight minority (13%) affording 10% of the cuniam. 7% of the
institutions reported that they did not afford acwyrriculum space in the

Honours year, whilst 40% did not respond.

= At the Masters/PhD level, the majority (13%) did accord any curriculum
space, whilst one institution (7%) accorded 10%hef curriculum, another
(7%) provided 20% of the curriculum for Ethics mfdrmation Systems. This
is to be expected as at Masters/PhD level the vi@rigsually individual

research and not course-work.

When asked what the desired emphasis should lpmnm@snts noted that it should be

less than other topics:

= The majority (60%) felt that at first year levelshould be less than other
topics, whilst a minority (27%) felt that it shoud& similar to other topics. 7%
felt that it should not be present at first yedt. @d not respond.
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The majority (67%) felt that at second year levedhould be less than other
topics, whilst a minority (20%) felt that it shoulsk similar to other topics.
13% did not respond.

= The majority (54%) felt that at third year levelsiiould be less than other
topics, whilst a minority (33%) felt that it shoulse similar to other topics.
13% did not respond.

= The majority (53%) felt that at Honours level itoslid be less than other
topics, whilst a minority (13%) felt that it shoud& similar to other topics. 7%
felt that it should not be present at the Honoewvell 27% did not respond.

= The majority (20%) felt that at Masters/PhD lewedhould be less than other
topics, whilst a minority (13%) felt that it shoulsk similar to other topics.
13% felt that it should not be present at the Mag®D level. 54% did not
respond.

When asked what the most successful teaching mathgids would be for teaching

Ethics in Information Systems:

= At first year level the preference of respondentss vior lectures (47%),
readings (27%), tutorials or practicals (20%), estselies (13%) and role-
playing (13%).

= At second year level, the preference of respondeats for lectures (27%),
tutorials or practicals (20%), readings and cagdiass (both at 13%), and
role-playing (7%).

= At third year level, the preference of respondevis for case-studies (40%),
lectures (27%), role-playing (13%) and readingsags and tutorials and
practicals (all at 7%).

= At Honours level, the preference of respondentsfaakectures (33%), case-

studies (27%), and readings, essays and role-pldéglhat 13%).
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= At Masters/PhD level, the preference of respondevds for lectures and
readings (both at 13%) and case-studies and edsatisat 7%).

At the conclusion of teaching the course, 13% athers were able to discern a
change in one or two individuals, and 7% in a Ibpeople. The majority (40%)
noticed a change in a couple of people. 7% notm@dhange, and 33% did not

respond.
In terms of the objectives of the course, four fieobjectives were suggested:

»= To achieve a general awareness of ethics surrogiti@li(67%).
» To enable students to justify their decisions @hti in terms of ethics (39%).

= To teach students a process of making decisiorisviltlatake ethics into
account (67%).

= To develop an understanding of a wide spectrumebftiour that is, and is
not, ethical (53%).

8.5 Discussion

The majority of institutions preferred an integchtgproach to teaching ethics, whilst
the remainder were split in following either anemated/stand-alone course or a
stand-alone course by itself.

Departments are mounting these courses using nstaffyfrom their own disciplines.
This is probably due to the majority of institutsoadopting an integrated approach to
teaching ethics, but it has the disadvantage tbatesof the more philosophical

concepts may be treated in a less rigorous fashion.

The content of the course, and the level at whicls itaught was investigated.

Findings include:

= that at the first-year level, the majority of imgtions focus on

misrepresentation of competence, importance ofymiad the best possible
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work, abuse of confidential information, and priyadssues of piracy,
conflicts of interest, over/under selling IT to emal/external clients and
whistle-blowing are not examined by the majorityimdtitutions at the first-

year level.

= that at the second-year level, the minority of iingbns focus on piracy,
misrepresentation of competence, importance ofymiad the best possible
work, abuse of confidential information, confliotd interest and privacy.
Issues around the over/under selling of IT to ma@external clients and
Whistle-blowing are not covered at all by any & thstitutions at the second-

year level.

= that at the third-year level, the majority of itigions focus on the importance
of producing the best possible work, whilst the onity focus on piracy,
misrepresentation of competence, abuse of confadlenformation, conflicts
of interest, over/under selling IT to internal/ext clients and whistle-

blowing.

= that at the Honours-level, the minority of insiibuis focus on piracy,
misrepresentation of competence, importance ofymiad the best possible
work, abuse of confidential information, conflictd interest, over/under
selling IT to internal/external clients, privacy darwhistle-blowing. The

majority of institutions do not include any of thbove.

= those at the Masters/PhD level, the majority ofitunsons do not include any
of the factors mentioned above. This is due tontiteire of the Masters/PhD,
especially the research Masters/PhD — which ushabya very specific focus,
to the exclusion of all else. The survey did ndatidguish between taught

higher degrees, and research higher degrees.

Just less than half the institutions are not dang work in the area of Whistle-
Blowing, whilst two-fifths are not looking at any the issues related to Over/Under
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selling IT to internal/external clients. One thoflinstitutions are not addressing the
issue of misrepresentation of one’s competencenésamployer, and one fifth are
not looking at the issues of piracy, the necegsityeclare conflicts of interest and the
importance of producing the best possible workglly less than 90% of the

institutions are addressing Privacy.

Three respondents did not answer any of the questiegarding the over/under
selling of IT to internal/external clients; whilstvo failed to answer questions
surrounding the misrepresentation of competence walnidtle-blowing. Issues of

piracy, the importance of producing the best pdssimrk, the abuse of confidential
information and the importance of declaring cotsliof interest were not answered by

one of the institutions surveys.

The majority of institutions do not require sucéelssompletion of an ethics course

for degree purposes.

The majority of institutions accorded 5% of thairrcculum to Ethics in Information
Systems. When asked what the desired emphasisdsbeutespondents noted that it
should be less than other topics:

In terms of teaching methods, Readings and lecappsar to be popular, with case-
studies favoured in the senior years. Surprisinglgle-Playing and small-group

Tutorials did not feature very much in the senieang.

Teachers who taught an ethics course mostly nosicetw degree of change with only

one response stating that the course had had eui.eff

The survey found that to give students an appieniaif the ethical issues, and to
help them make decisions taking ethics into accouste the major aims of the

courses within the curriculum.
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8.6 Conclusion

The majority of institutions currently integrate iGputer Ethics across 5% of the
curriculum, across all years (but in varying degye&taff from their own computer
science or information systems departments teaehctiurse and do not require
successful completion of the integrated or standealcourse for degree purposes.
Respondents felt that Computer Ethics should redeiss attention than other topics
but that attention should be given. In terms of8Hactors identified to be part of a
Computer Ethics course, half of them are addrekgeatie majority of institutions at
the first-year level and one of them is addressethé majority of institutions at the
third-year level. At other levels all 8 are addessdy the minority of institutions
except for two factors which are not addressedl &tyaany of the institutions at the
second-year level. Just less than half the ingfitatare not doing any work in the
area of Whistle-Blowing, whilst two-fifths are nlobking at any of the issues related
to Over/Under selling IT to internal/external cli®nOne third of institutions are not
addressing the issue of misrepresentation of awetpetence to one’s employer, and
one fifth are not looking at the issues of piratyg necessity to declare conflicts of
interest and the importance of producing the bessiple work. Slightly less than
90% of the institutions are addressing Privacy.térms of teaching methods,
Readings and lectures appear to be popular, wib-sdies favoured in the senior
years. Surprisingly, Role-Playing and small-grotytorials did not feature very
much in the senior years. Lecturers reported thet tlid notice a change in at least
one, two or more individuals during or after theis®. The survey found that to give
students an appreciation of the ethical issuest@hélp them make decisions taking

ethics into account were the major aims of the ssgiwithin the curriculum.

We can thus conclude that whilst Ethics is notik@eg as much attention as perhaps
the official curricula recommend; most instituticare trying to sensitise their students

to the issues involved in Computer Ethics.
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Part IV Proposed Model

After having considered the context of Ethics in IS
within South African curricula and assessing thede
demonstrated by the empirical research, a modebof
to teach Ethics in IS is presented.
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Chapter 9 New Course Module

This chapter presents the proposed new undergraduat
course module on the ethical aspects of Information
Systems.

9.1 Introduction

The analysis of the survey data in the precediagtehs point to two facts. Firstly,
that there is a lack of awareness of the ethisakis involving Information
Technology amongst the respondents; and secoratlyhire is general agreement
that this topic should be included in the degrae@aula of individuals entering the
profession. This has been borne out not only btineey, but also by the consistent
and increasing focus of curricula recommendatiénsing from these facts the
author would like to propose a new course modulgguse algorithm developed by

Pretoriuset al

9.2 Development of a model

Figure 3 shows the influence that the proposed madew course module in Ethics,

draws upon.

9.2.1 Contributions from the Literature

In Chapter 2 the development of ethics within Mdthllosophy was considered and,
in Chapter 3, the resultant theoretical and appdittical theories. What has been
found is that the essential truths articulated lagg in Moral Philosophy continue to
echo and reverberate down the centuries, contintanige relevant to us today. In
examining the theoretical and applied ethical tlesathe development in this area has
been recorded — particularly as it relates to CderpHthics, as an applied ethical
theory, and to Information Ethics, as the undegdyioundational theoretical macro-

ethic. Information Ethics is seen to be an advéocMoral Philosophy because it
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allows moral concern to be applied to more tham flugse ‘living’ entities, but to
entities for which we have ‘information’. The digline is no doubt an emerging one
and will continue to impact our understanding ohaoter Ethics. It is appropriate

therefore that this be explained whilst teachinggoter ethics.

The examination of curricula and various professia@odes in Chapter 4 show that
all official curricula recommendations demand tleime treatment be given,
preferably in an integrated way, to the issuesooiad and professional responsibility,
as well as to the ethical implications of people/srk, decisions, and conduct as
members of a profession. It was further put forwtat the best person to teach the
course would be someone from within the disciplioke Computer Science /
Information Systems — but who would be acquainté&t e philosophical theory.

This is affirmed by the literature referred to earlespecially in light of the evolution
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of the applied Computer Ethics into the underlyiihgoretical Information Ethics. A
method of determining integration and the creatiba stand-alone module was also

examined.

9.2.2 Insight from the Empirical studies

The Empirical Studies showed that if an individieadeived a high exposure to ethics,
as it relates to computers, during their educationg were to later work within an
environment that promotes ethical behaviour andvelgt discourages unethical
behaviour through the use of organisational pdice counselling, this combination

will most likely result in limited future unethicakehaviour from that individual.

In examining thestatus quoof how institutions currently teach Computer Eshit
was found that the majority of institutions curignttegrate Computer Ethics across
5% of the curriculum, across all years (but in wagydegrees). Staff from the CS / IS

departments, teach the course (confirming the shBens of the literature).

Respondents of the Empirical Study to Academicitliigins felt that Computer
Ethics should receive less attention than otheicsoput the coverage of the factors
listed in Table 6 is limited, leading one to comduthat whilst only a little attention
should be given, it is currently not enough. Appmee¢ely half the institutions are not
doing any work in the area of Whistle-Blowing, vghitwo-fifths are not looking at
any of the issues related to Over/Under sellingdTinternal/external clients. One
third of institutions are not addressing the issfemisrepresentation of one’s
competence to one’s employer, and one fifth areloaking at the issues of piracy,
the necessity to declare conflicts of interest gnadimportance of producing the best
possible work. On a positive note though, just ur@@% of the institutions are
addressing Privacy. In terms of teaching methodsdiRgs and lectures appear to be
popular, with case-studies favoured in the seneary. Surprisingly, Role-Playing

and small-group Tutorials did not feature very muncthe senior years.

Matthew Charlesworth Page 162



Chapter New Course Module

9.3 A New Course Module on Ethics in Information Systers

This section describes the proposed new course Imadu Ethics in Information
Systems. It draws on all of the discussion and wwwdsented previously, as well as

incorporating the ideas of the author.

This section first examines what should be taughttaen looks at how and where it
should be taught within the Information Systems ricutum. It concludes with

making recommendations on who should teach it.

9.3.1 What should be taught?

Table 79 below is based upon the recommendatiotiseoOfficial Curricula and is
meant to supplement the broad recurring themedifigéeinearlier and contained in
Table 6, as well as the recommendations from theattCS project, contained in
Table 4. As such, Table 79 has been cross-refat@ndabe elements of Tables 4 and
6.

Lecture T|th Table | Table | Academic
Number Topic(s) 6 4 Year

* _Learning Objectives / Goals
1 History of Computing la 1

Prehistory—the world before 1946
History of computer hardware, software, networking
Pioneers of computing
= List the contributions of several pioneers in the
computing field.
= Compare daily life before and after the advent of
personal computers and the Internet.
= Identify significant continuing trends in the histaf
the computing field.
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Lecture T|t|¢ Table | Table | Academic

Number VEIEE) . S 6 4 Year

= Learning Objectives / Goals

2 Social Content of Computing 3d 1
Introduction to the social implications of compgtin
Social implications of networked communication
Growth of, control of, and access to the Internet
Gender-related issues
International issues

= Interpret the social context of a particular
implementation.

= Identify assumptions and values embedded in a
particular design.

= Evaluate a particular implementation through thee ug
of empirical data.

= Describe positive and negative ways in which
computing alters the modes of interaction between
people.

= Explain why computing/network access is restrigteq
some countries.

3 Methods and tools of analysis 3a 1
Making and evaluating ethical arguments 3b
Identifying and evaluating ethical choices 3c
Understanding the social context of design
Identifying assumptions and values

= Analyze an argument to identify premises and
conclusion.

= |llustrate the use of example, analogy, and counter
analogy in ethical argument.

= Detect use of basic logical fallacies in an argumen

= |dentify stakeholders in an issue and our obligetitm
them.

= Articulate the ethical tradeoffs in a technicalidie.
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Lecture T|t|¢ Table | Table | Academic
Number VEIEE) . S 6 4 Year
= Learning Objectives / Goals
4 Professional and Ethical Responsibilities E 1d 1
Community values and the laws by which we live G le
The nature of professionalism
Various forms of professional credentialing and dldwantages
and disadvantages
The role of the professional in public policy
Maintaining awareness of consequences
Ethical dissent and whistle-blowing
Codes of ethics, conduct, and practice (IEEE, AGH, AITP,
and so forth)
Dealing with harassment and discrimination “Acceg&ause”
policies for computing in the workplace
= Identify progressive stages in a whistle-blowing
incident.
= Specify the strengths and weaknesses of relevant
professional codes as expressions of professiomalig
and guides to decision-making.
= |dentify ethical issues that arise in software
development and determine how to address them
technically and ethically.
= Develop a computer use policy with enforcement
measures.
= Analyze a global computing issue, observing the ro
of professionals and government officials in mangg
the problem.
= Evaluate the professional codes of ethics from the
ACM, the IEEE Computer Society, and other
organizations.
5 Risks and liabilities of computer-based systems 4da 2
Historical examples of software risks (such as Therac-25
case)
Implications of software complexity
Risk assessment and management
= Explain the limitations of testing as a means suea
correctness.
= Describe the differences between correctness,
reliability, and safety.
= Discuss the potential for hidden problems in reafse
existing components.
= Describe current approaches to managing risk, and
characterize the strengths and shortcomings of eagh
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Lecture T|t|¢ Table | Table | Academic
Number VEIEE) . S 6 4 Year

= Learning Objectives / Goals
6 Intellectual property A 2

Foundations of intellectual property
Copyrights, patents, and trade secrets
Software piracy
Software patents
Transnational issues concerning intellectual praper
= Distinguish among patent, copyright, and tradeetecf
protection.
= Discuss the legal background of copyright in nation
and international law.
= Explain how patent and copyright laws may vary
internationally.
= Qutline the historical development of software ptte
= Discuss the consequences of software piracy on
software developers and the role of relevant
enforcement organizations.

7 Privacy and civil liberties D 2
Ethical and legal basis for privacy protection
Privacy implications of massive database systems
Technological strategies for privacy protection
Freedom of expression in cyberspace
International and intercultural implications
= Summarize the legal bases for the right to privaaay
freedom of expression in one’s own nation and how
those concepts vary from country to country.
= Describe current computer-based threats to privacy.
= Explain how the Internet may change the historical
balance in protecting freedom of expression.
= Explain both the disadvantages and advantagesefff
expression in cyberspace.
= Describe trends in privacy protection as exemlifie

=

technology.
8 Computer crime 4c 2
History and examples of computer crime 4d
“Cracking” (“hacking”) and its effects de

Viruses, worms, and Trojan horses
Crime prevention strategies
= OQutline the technical basis of viruses and derfial-o
service attacks.
= Enumerate techniques to combat “cracker” attacks,
= Discuss several different “cracker” approaches and
motivations.
= |dentify the professional’s role in security and th
tradeoffs involved.
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Lecture T|t|¢ Table | Table | Academic

Number VEIEE) . S 6 4 Year

= Learning Objectives / Goals

9 Economic issues in computing F 2
Monopolies and their economic implications
Effect of skilled labour supply and demand on thality of
computing products
Pricing strategies in the computing domain
Differences in access to computing resources aaddssible
effects thereof

=  Summarize the rationale for antimonopoly efforts.

= Describe several ways in which the information
technology industry is affected by shortages in the
labour supply.

= Suggest and defend ways to address limitations on
access to computing.

= QOutline the evolution of pricing strategies for
computing goods and services.

10 Ethics and the IS Professional 1d 2
to present and discuss the professional and ethical
responsibilities of the IS practitioner

= use professional code of ethics to evaluate spd&ifi
actions

= describe ethical and legal issues

= discuss and explain ethical considerations of sofw
usage, sales, distribution, operation and maintanan

11 Ethically responsible decision-making 2a 2
to explain Kallman & Grillo’s (1993:20) Guide to Hital 2b
Decision Making (See Appendix XXX) 2c

= Examine the legal issues.

= Consult guidelines.

= Discover applicable ethical principles.

= Make a defensible ethical choice based on your
conclusions from the preceding steps.

12 IS Professional Code of Ethics E 1d 3
to explain the use of a professional code of etticevaluate] G le
specific IS actions 3b

= identify and describe professional organizations 3c
= explain setting an ethical standard 3d
= explain and examine ethical issues and argumedts|an 3e
failed approaches as a function of power and socia
context
= dentification of stakeholders in a given IS
development context, and the effect of developroent
these individuals
= describe use of the codes of ethics and ensure that
project actions are consistent with these presonpt
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Lecture T|t|¢ Table | Table | Academic
Number VEIEE) . S 6 4 Year
= Learning Objectives / Goals
12 IS Society and Ethics B 1b 3
to introduce the societal implications of IS anthted ethical| C 1c

issues; to introduce and explore ethical conceptb iasues
relating to personal and professional behaviourintmduce,
compare and contrast ethical models and approéches
= discuss and explain ethics and principled behaviou
and the concept of ethical practice in IS
= discuss major ethical models and discuss the reasqn
for being ethical
= explain the use of professional codes of ethigstaix
the burden of professionalism resulting from trust
associated with computing knowledge and skills
= discuss and explain the basis and nature of
questionable ethical approaches
= discuss and explain the ethical and social anabfsis
IS development
= discuss and explain the issues of power and iialsog
impact in the development life cycle

13 Ethics and Legal Issues 1b 3
to discuss and explain ethical and legal principles issues; tq
discuss and explain ethical considerations of médion
systems development, planning, implementation, ejssagles,
distribution, operation and maintenance
= [ist and explain ethical and legal issues in
development, ownership, sales, acquisition, use and
maintenance of computer systems and software
= explain the utilization of ethical models, for exam
principle centred leadership to IS life cycle siage
= give examples of the effects of social context on
technology development

14 Interorganizational Ethical Issues 5b 3
to present and explain ethical, contractual, agdlegory issueg
involving domestic and trans-border interactionsolaing
interorganizational business relationships

15 Philosophical frameworks 1c 3
Philosophical frameworks, particularly utilitariasin and
deontological theories
Problems of ethical relativism
Scientific ethics in historical perspective
Differences in scientific and philosophical apprbas
Explanation of Floridi's Innovative Approach to Cpuaier
Ethics and the importance of Information Ethics
=  Summarize the basic concepts of relativism,
utilitarianism, and deontological theories.
= Recognize the distinction between ethical theody arj
professional ethics, in the context of Information
Ethics.
= Identify the weaknesses of the various approachesit
Computer Ethics as espoused by Floridi

Table 79: New Course Leaning Objects, cross-refegnc
to Tables 4 and 6, by Academic Year
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9.3.2 How / where should it be taught?

The inclusion of a more in-depth study of the polohy, especially in light of the
emerging ‘Information Ethics’, as well as a focususing case-studies is suggested as
an improvement that should be considered by edigcawaching a course in

Computer Ethics.

It is evident from Table 80 that this course reggiia mixed approach of having a
stand-alone course in thé' and ¥ years, and integrating Computer Ethics into

various topics throughout the curriculum.

9.3.3 Who should teach this course?

The integrated portions of this course should bght by the staff teaching those
topics into which it is being integrated. The statahe portion should ideally be
taught be someone who is enthusiastic about thgeauland who can lend the

necessary support and affirmation of the coursefsortance.

9.4 Applying the model to Rhodes University

This section attempts to apply this model to Rhddieisersity using the modified De

Ridder algorithm, to take into account Table 79.

9.4.1 The status quo — Information Systems at Rhodes University

The current undergraduate Information Systemsauun is listed below:

= First Year

Information Systems does not currently have arrimdition Systems 1 course,
but requires students to have completed Computen&e 1. There is a
particular moduleProblem Solving Aspecifically for Information Systems
students, but there are also other useful coufsgsekample thénformation
Technology in Societgourse)

o CSCl101
= Computer Concepts (3 Lectures)
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=  Windows, the Desktop Environment & File Managem@nt
Lectures)
Word Processing (3 Lectures)
Presentations (3 Lectures)
Spreadsheets (3 Lectures)
Databases (3 Lectures)
Office Tools Integration (3 Lectures)
Networks & Internet Computing (9 Lectures)
Problem Solving A (Info Sys) (11 Lectures)
Problem Solving B (VBA) (15 Lectures)

= Information Technology in Society (5 Lectures)
o CSC102

= Programming A

= Programming B

= Programming C

= Second Year
o INF201
= Information Systems Theory (8 Lectures, 1 Pragtical
= Information Technology in the Organisation (8 Leesy 2
Practicals)
= End-User Development Tools (12 Lectures, 4 Prds)ica
= Decision Modelling (12 Lectures, 4 Practicals)
= Information Systems Management (12 Lectures)

Students in the IS Professional stream contindRE202. Students in the
Accounting stream continue to INF203.

o INF202
= Analysis (25 Lectures, 6 Practicals)
= Application Development Tools (23 Lectures, 3 Rcats)
= Information Security (8 Lectures)

o0 INF203
= Accounting Information Systems (25 Lectures, 5 frals)
= Accounting Support Tools (12 Lectures, 3 Practjcals
= Information Systems Security & Control (12 Lectyr2s

Practicals)
= Third Year

Students who completed INF202 may proceed to INF301

o INF301
= Project Management (19 Lectures, 4 Practicals)
= Corporate Communications (11 Lectures, 2 Pracjicals
= Analysis (15 Lectures, 3 Practicals)
= Design (14 Lectures, 3 Practicals)

Matthew Charlesworth

Page 170



Chapter New Course Module

= Information Systems Theory (10 Lectures)
o INF302
= Data Manipulation (15 Lectures, 3 Practicals)
= Advanced Programming Development Concepts and T24ls
Lectures, 5 Practicals)
= Data Communications (10 Lectures, 1 Practical)
= E-Business (10 Lectures, 1 Practical)

Two approaches are offered for consideration. irkei$ an integrative approach that
tries to integrate as much of the recommended sog@sc possible into the existing
curriculum. De Riddeet als algorithm is used. The second is a stand-alppeoach

that would use an initial course, followed by soimmtegration, and concluded by

another stand-alone course at the end of the degree

9.4.2 An integrative approach - applying the De Ridderet al algorithm to
Rhodes University

Step 1 of the algorithm, the core modules:
The following core modules are identified:

CSC101: Information Technology in Society
CSC101: Problem Solving A

INF201: Decision Modelling

INF201: IS Management

INF202: Application Development Tools
INF203: IS Security & Control

INF302: Data Manipulation

INF301: IS Theory

Step 2 of the algorithm, set A and T:

LetA={} , the empty seind T={Table 4 + Table 6}

Step 3 of the algorithm, the set N:

SetN=T

SetN thus consists of all the topics.
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Step 4 of the algorithm, the segs

The topics which would be incorporated in these mhexlare indicated in brackets.

CSC101: Information Technology in Society (1a,1d)
CSC101: Problem Solving A (3a,3b,3c)

INF201: Decision Modelling (2a,2b,2c)

INF201: IS Management (F,1b,5b)

INF202: Application Development Tools (4c,4d,4e)
INF203: IS Security & Control (4a)

INF302: Data Manipulation (D)

INF301: IS Theory (B,C,E,G,1b,1c,1d,1e,3b,3c,3d,3€e)

Thereforem=8

Step 5 The pair-wise disjoint intersection of tas <.

(This step eliminates the overlap)

= (CSC101: Information Technology in Society [Set{la,1d}]
= (CSC101: Problem Solving A [Set€}3a,3b,3c}]

= INF201: Decision Modelling [Set£{2a,2b,2c}]

= INF 201: IS Management [Set€F,1b,5b}]

= INF202: Application Development Tools [Sej=f4c,4d,4¢e}]
= [INF203: IS Security & Control [Set&{4a}]

= INF302: Data Manipulation [Set;E{D}]

= INF301: IS Theory [Set &{B,C,E,G,1c,1e,3d,3e}]

Step 6 Indicate the union of these modified seity C
= (C={la,1b,1c,1d,1e,2a,2b,2c,3a,3b,3c,3d,3e,4a,4e4h,B,C,D,E,F,G}

Step 7 The remaining topics- (AT C), should constitute the basis of the stand-alone

module.

The remaining topics will constitute the basishef stand-alone module. They are:
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{A,H,4b,5a,5c}

Eliminating the overlap in this way may not be daslie as some topics bear repeating

and would require some repetition in order to irdégmore smoothly, thus it would

be best to not to be too strict with this but tly @ the ‘common sense’ of the person

presenting the course. Therefore, the resultingattum might look like:

0
£ | Title o o A
g | Towts Swgesedrocaionn | 2| 3| §
—#l = Learning Objectives / Goals [
1 History of Computing Information Technology in la | 1
3 Social Content of Computing Society 3d | 1
3 Ethics and the IS Professional d | 1
2 Methods and tools of analysis Problem Solving A 3al 1
3b
3c
3 Professional and Ethical Responsibilities | Stand Alone E d |1
G le
5a
5c
3 Intellectual property A |4b | 2
H
2 Risks and liabilities of computer-based| IS Security & Control dal 2
systems
2 Privacy and civil liberties Data Manipulation D 2
3 Computer crime Application Development 4c | 2
Tools 4d
4e
2 Economic issues in computing IS Management F 2
2 Ethically responsible decision-making Decision Modelling 2al 2
2b
2C
2 IS Professional Code of Ethics IS Theory E 1d | 3
G le
3b
3c
3d
3e
2 IS Society and Ethics B 1b | 3
C 1c
2 Ethics and Legal Issues IS Management 1b | 3
2 Interorganizational Ethical Issues 5b | 3
3 Philosophical frameworks Stand Alone lc| 3

Table 80: Suggested Location in Curriculum
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9.4.3 A stand-alone approach

The first module should be offered in the introdugtstages of the course, preferably

at first year level and should consist of outcothes would allow the student to:

1) distinguish between the basic cultural, socialalegnd ethical issues

inherent in the discipline of computing.

2) understand where the discipline has been, wheig &nd where it is

heading.

3) identify their individual roles in this process, a&ll as appreciate the
philosophical questions, technical problems, arsthatic values that play

an important part in the development of the digogl

4) be aware of the basic legal rights of software batlware vendors and
users, and they also need to appreciate the etlatads that are the basis

for those rights.

In this course the students would be introducethéovarious codes of ethics of the
professional organisations and informed of the lleghligations and social

expectations on Information Systems Professioralhorough explanation of how
these codes are grounded in sound moral theoryeanmhasis on their importance
within society should be expressed and active camg with them encouraged.
Students should be offered concrete examples ofthese codes apply in their own

lives (for example music/software piracy).

The second course module, which would be very skbauld be presented at the end
of the degree programme and serve as a summatibe cburse, contextualising the
individual and their responsibility within socief§s an Information Professional. The
application of the ethical issues should also hgloe®d. This will be a in a deeper
sense than what has gone before, and will inclsslées such as over/under-selling in

order to obtain a contract; quality assurance ndecessity in terms of the broader
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reputational risk of the profession within socieayd should consist of outcomes that

would allow the student to:

1) anticipate the impact of introducing a given prddugto a given

environment
2) ascertain whether that product enhances or degtiaglegiality of life
3) appreciate the product’s impact upon individuateugs, and institutions

4) understand the responsibility that they will beand the possible

consequences of failure
5) understand their own limitations as well as thetations of their tools

6) make a long-term commitment ot remaining currentthieir chosen

specialties and in the discipline of computing agale

7) be able to identify the ethical issues surroundlagy decisions

In the intervening years between these two modidesirers should be encouraged
to highlight any ethical issues associated withrtbeurse (for example the privacy

issues associated with security and control ordataconcepts).

9.5 Conclusion

The need for a course module on the ethical igswes/ing Information Technology

was determined and a solution was provided whithiled offering an integrated and
a stand-alone option. The integrated option attengptises 2 course in first year, 5 in
second and 3 in the third to integrate the Compkthics components into the
curriculum. The stand-alone option consists of teorse modules; the first in the
beginning of the degree programme which would cdweiad ethical theory and

introduce the concept of codes of conduct and psafeal responsibility; the second
would be a “pulling-the-threads-together” type etture and would provide an
overview of the IS Professional’s role within sagieln the intervening years the

ethical issues associated with each specific cdarsght would be highlighted.
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Part V Concluding Remarks

The conclusions of the research are presented and
discussed as well as ideas for further research.
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Chapter 10 Conclusions

This chapter presents the conclusions of the resear
and identifies area of further research.

10.1 Introduction

An increased emphasis is being placed on ethicergiyn and in Information
Systems and IS Curricula in particular. There ar@osgs ethical, if not legal, problems
present in the IT industry today. Levels of piraglguse of information and customers
and employees’ privacy, misrepresentation of slal&l of work and conflicts of
interest abound. The situation requires one tosinyate this problem more broadly,

with the intention to introduce a course moduldéetimcs in Information Systems.

10.2 Contributions of the thesis

Norman concludes his analysis of Moral Philosopdyirgy that “contemporary virtue
ethics traces its ancestry back to Aristotle, agtits-based theories look to Kant.
Considering also the continuing vitality of utilii@nism, and of contractarian ethics in
the Hobbesian mode, we may fairly conclude that rti@n ethical traditions of

previous centuries are still, in one incarnatioamother, alive and well” (19901).

Floridi’'s Innovative Approach is more complete thdne previous approaches to
Computer Ethics and proposes that existence is foaamental than being alive
(that is things exist without necessarily beingejliand that the only proof we have of
an object’s existence is that we have informatiboua it. It has been shown that
Computer Ethics has prompted a deeper philosopdladte and that Information
Ethics, as described by Floridi, offers the congaptbasis for further rigorous
academic study, not only in Computer Ethics, bu¥oral Philosophy as well. What
is important for members of Computer Science arfidrimation Systems though, is
that the future of Computer Ethics will be conjaneith Information Ethics, and that

Professionalism is no longer a sufficient to jystifr determine the solution to a
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Computer-Ethics problem. Therefore, grounding irforimation Ethics will be

essential as this will form the backbone of thereidevelopment of the discipline.

All of the official curricula recommendations areagreement that between 16 and 35
hours of lecture time should be devoted to a ‘Sauid Professional issues course’,
which encompasses the ethical aspects associatedcevnputers. Current work in
South Africa was examined and the issue of who lshteach the course was
discussed. Despite arguments on both sides, tlmurad view at present is for a
member of the Computer Science / Information Systel@partment to teach the
course. In terms of whether to integrate ethics the curricula or to offer a stand-
alone course, the official curricula recommendealt tbomputer ethics should be
integrated across the curriculum. For practicat@aa this may not always be possible
and so a capstone course (containing all that amtidhe integrated) was proposed as
a way forward. The de Riddet al Algorithm was shown to be a useful tool to do
this.

The results of the survey to Industry, after analgad discussion, demonstrate that:

= Given a high degree of exposure to Ethics involvidg during one’s
education, one will be less likely to sometimesieajoften or always engage

in unethical behaviour, such as abusing confideintiarmation.

= In working for a larger organisation it becomesie&as ‘hide among the

crowd’ and thus work more inefficiently and exhibitethical behaviour.

= The environment within which one works is a conttibbg factor to an

individual’s behaviour — both for ethical and unedhbehaviour.

= Employees who are in management positions are iy to disclose

conflicts of interest than those who are not in aggment positions.
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= The presence of counselling or policies prohibitumgthical behaviour within
an organisation has a diminishing effect on thell@f unethical behaviour

(for example software piracy for work or businesgypses).

It can be concluded that if an individual receiveedigh exposure to ethics, as it
relates to IT, during their education, and workghimi an environment that promotes
ethical behaviour and actively discourages unettbehaviour through the use of
organisational policies or counselling, this conaltion will most likely result in

limited future unethical behaviour from that indival.

The majority of institutions currently integrate i@puter Ethics across 5% of the
curriculum, across all years (but in varying degye&taff from their own computer
science or information systems departments teaehctiurse and do not require
successful completion of the integrated or standelcourse for degree purposes.
Respondents felt that Computer Ethics should redeiss attention than other topics
but that attention should be given. In terms of8Hactors identified to be part of a
Computer Ethics course, half of them are addrekgeatie majority of institutions at
the first-year level and one of them is addressethé majority of institutions at the
third-year level. At other levels all 8 are addessdy the minority of institutions
except for two factors which are not addressedl &lyaany of the institutions at the
second-year level. Just less than half the instiistare not doing any work in the
area of Whistle-Blowing, whilst two-fifths are nlobking at any of the issues related
to Over/Under selling IT to internal/external clienOne third of institutions are not
addressing the issue of misrepresentation of auigetence to one’s employer, and
one fifth are not looking at the issues of piraty necessity to declare conflicts of
interest and the importance of producing the bessiple work. Slightly less than
90% of the institutions are addressing Privacy.térms of teaching methods,
Readings and lectures appear to be popular, web-studies favoured in the senior
years. Surprisingly, Role-Playing and small-grotygorials did not feature very
much in the senior years. Lecturers reported tey tid notice a change in at least

one, two or more individuals during or after theis®. The survey found that to give
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students an appreciation of the ethical issuest@hélp them make decisions taking

ethics into account were the major aims of the sgiwithin the curriculum.

Whilst Ethics is not receiving as much attentionpashaps the official curricula
recommend, most institutions are trying to seresitiseir students to the issues

involved in Computer Ethics.

The need for a course module on the ethical igswed/ing Information Technology

is clear and a solution which entails offering aregrated and a stand-alone option is
proposed. The integrated option attempts to usrigses in first year, 5 in second and
3 in the third to integrate the Computer Ethics ponents into the curriculum. The
stand-alone option consists of two course modulesfirst in the beginning of the
degree programme which would cover broad ethi@drihand introduce the concept
of codes of conduct and professional responsibilitg second would be a “pulling-
the-threads-together” type of lecture and wouldvig® an overview of the IS
Professional’s role within society. In the interwen years, the ethical issues

associated with each specific course taught woelldidghlighted.

10.3 Limitations of the research

The following limitations should be noted:

= Whilst an attempt to practically apply the proposeddel to Rhodes
University’s Department of Information Systems th#te place — it must be
remembered that this research did not actually @mpht it, and so no

comment can be made as to its effectiveness. (@aesPNork below).

= The sample size for the surveys should be qualifiatl

0 Whilst 233 responses for the Industry Survey wdBcgnt to draw
statistical inferences, due to the nature of tipgctander consideration

and the often bi-polar responses led to some resgdmaving less than
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5 observations — which ruled out some statistiesist that otherwise

would have been conducted.

0 Whilst the response for the Survey to Academidtlrgins is 15, and
some might think that this is too small, it mustreenembered that
there are very few Tertiary Education InstitutiamsSouth Africa, and
as a result of the mergers, some Departments vessyly otherwise

preoccupied and thus unable to answer the survey.

= Some questions within the survey employed the useéooable-negatives

which upon reflection may have lead to incorrespomses.

= There was a bias in the sample which had its arigirthe Sampling Strategy
used, which could be described as follows: Firgilassume that the readers
of ITWeb form a valid (random) sample of people kuog in IT industry;
Secondly, that they were surveyed by means of atign@aire on ITWeb'’s
website; Thirdly, 233 responses were received (frdm presumably
thousands of readers of ITWeb). The limitation his tstrategy was that the
respondents responding to the survey were selfisele- and therefore not
representative of the IT industry as a whole, fwedefore, biased.

10.4 Further Research

Further research is needed in this area. Partigutathe areas of:

= Validating the success of the proposed model hyailgtimplementing it.

= Examining the effect of generational perspectieesthics.

= Making Information Ethics more accessible so the&n be taught more
clearly and easily by members of staff who will have a thorough
grounding in philosophy.
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= Further work in assessing the ethical awarenegedil industry in South

Africa.

= Follow-up work to determine the extent to which Aemic Institutions have
implemented the recommendations from the offiaiaficula, and the reasons

underlying their actions.

Matthew Charlesworth Page 182



Appendices

Appendix A Official
Curricula Bodies of

Knowledge

The full text of the Official Curricula Bodies of
Knowledge on the Social, Professional and Ethical
Issues within  Computer  Science, Computer

Engineering, Software Engineering and Information
Systems is provided.




Appendix AOfficial Curricula Bodief Knowledge

A. Official Curricula Bodies of Knowledge

Annexure A: Computer Science

The following is taken from the Computing Curric@@01, Computer Science
Volume (Robertet al2001141)

Social and Professional Issues

Although technical issues are obviously centranyg computing curriculum, they
do not by themselves constitute a complete eduatfmrogram in the field.
Students must also develop an understanding afabtial and professional context
in which computing is done.

This need to incorporate the study of social issni@sthe curriculum was
recognized in the following excerpt from Computi@grricula 1991 (Tuckeet al
1991):

Undergraduates also need to understand the bdgicatusocial,
legal, and ethical issues inherent in the disogpbhcomputing. They
should understand where the discipline has beeerenhis, and
where it is heading. They should also understaan thdividual roles
in this process, as well as appreciate the philuisapquestions,
technical problems, and aesthetic values thatgteiynportant part in
the development of the discipline.

Students also need to develop the ability to agkise questions
about the social impact of computing and to evalypabposed
answers to those questions. Future practitionest briable to
anticipate the impact of introducing a given prdadato a given
environment. Will that product enhance or degrégequality of life?
What will the impact be upon individuals, groupsdanstitutions?

Finally, students need to be aware of the basil leghts of software
and hardware vendors and users, and they alsoioeggbreciate the
ethical values that are the basis for those righiture practitioners
must understand the responsibility that they welhh and the
possible consequences of failure. They must uralegheir own
limitations as well as the limitations of their t®oAll practitioners
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must make a long-term commitment to remaining cunretheir
chosen specialties and in the discipline of conmguéis a whole.

The material in this knowledge area is best covérealigh a combination of one
required course along with short modules in otloerrses. On the one hand, some
units listed as core -- in particular, SP2, SP3},%Rd SP6 -- do not readily lend
themselves to being covered in other traditionarses. Without a standalone
course, it is difficult to cover these topics agprately. On the other hand, if ethical
considerations are covered only in the standalonese and not "in context,” it will
reinforce the false notion that technical processesvoid of ethical issues. Thus it
is important that several traditional courses idelmodules that analyze ethical
considerations in the context of the technical sctatter of the course. Courses in
areas such as software engineering, databasesutampetworks, and introduction
to computing provide obvious context for analydigthical issues. However, an
ethics-related module could be developed for alrangtcourse in the curriculum. It
would be explicitly against the spirit of the reaoendations to have only a
standalone course. Running through all of the s#u¢his area is the need to speak
to the computer practitioner's responsibility togmtively address these issues by
both moral and technical actions.

The ethical issues discussed in any class shouttireetly related to and arise
naturally from the subject matter of that classafgles include a discussion in the
database course of data aggregation or data mimiregdiscussion in the software
engineering course of the potential conflicts bemvebligations to the customer
and obligations to the user and others affectethély work. Programming
assignments built around applications such as cllingy the movement of a laser
during eye surgery can help to address the praofeskiethical and social impacts of
computing.

There is an unresolved pedagogical conflict betweasing the core course at the
lower (freshman-sophomore) level versus the ugperqgf-senior) level. Having the
course at the lower level

1. Allows for coverage of methods and tools of analySiP3) prior to analyzing
ethical issues in the context of different techintzaas

2. Assures that students who drop out early to eheewbrkforce will still be
introduced to some professional and ethical issues.

On the other hand, placing the course too early leeg to the following problems:
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1. Lower-level students may not have the technicaltedge and intellectual
maturity to support in-depth ethical analysis. Withbasic understanding of
technical alternatives, it is difficult to consid@eir ethical implications.

2. Students need a certain level of maturity and stightion to appreciate the
background and issues involved. For that reasodests should have
completed at least the discrete mathematics camdé¢éhe second computer
science course. Also, if students take a techmigéhg course, it should be a
prerequisite or co requisite for the required ceumshe SP area.

3. Some programs may wish to use the course as adoapexperience for
seniors.

Although items SP2 and SP3 are listed with a nuroblpurs associated, they are
fundamental to all the other topics. Thus, wherecmg the other areas, instructors
should continually be aware of the social contegties and the ethical analysis
skills. In practice, this means that the topicSB2 and SP3 will be continually
reinforced as the material in the other areasvereal.

SP1. History of computing [core]
Minimum core coverage timé&: hour

Topics:

« Prehistory -- the world before 1946
+ History of computer hardware, software, networking
« Pioneers of computing

Learning objectives:

1. List the contributions of several pioneers in thenputing field.

2. Compare daily life before and after the adventestpnal computers and the
Internet.

3. ldentify significant continuing trends in the histaf the computing field.

SP2. Social context of computing [core]
Minimum core coverage tim&:hours

Topics:

 Introduction to the social implications of compugtin
« Social implications of networked communication
- Growth of, control of, and access to the Internet

« Gender-related issues
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International issues

Learning objectives:

1
2
3.
4. Describe positive and negative ways in which compgudlters the modes of

5.

SP3.

Interpret the social context of a particular impéstation.
Identify assumptions and values embedded in acpéatidesign.
Evaluate a particular implementation through theeafsempirical data.

interaction between people.
Explain why computing/network access is restrigtesbme countries.

Methods and tools of analysis [core]
Minimum core coverage time: hours

Topics:

Making and evaluating ethical arguments
Identifying and evaluating ethical choices
Understanding the social context of design
Identifying assumptions and values

Learning objectives:

1.
2.

3.
4,
5.

SP4.

Analyze an argument to identify premises and canaiu

lllustrate the use of example, analogy, and cotemefogy in ethical
argument.

Detect use of basic logical fallacies in an argumen

Identify stakeholders in an issue and our obligetitm them.
Articulate the ethical tradeoffs in a technical idemn.

Professional and ethical responsibilities [cet
Minimum core coverage tim@&:hours

Topics:

Community values and the laws by which we live

The nature of professionalism

Various forms of professional credentialing anddteantages and
disadvantages

The role of the professional in public policy

Maintaining awareness of consequences

Ethical dissent and whistle-blowing
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« Codes of ethics, conduct, and practice (IEEE, AGH, AITP, and so forth)
« Dealing with harassment and discrimination
"Acceptable use" policies for computing in the wadce

Learning objectives:

=

Identify progressive stages in a whistle-blowingdent.

2. Specify the strengths and weaknesses of relevafggsional codes as
expressions of professionalism and guides to deeisiaking.

3. ldentify ethical issues that arise in software dgveent and determine how
to address them technically and ethically.

4. Develop a computer use policy with enforcement nnesss

5. Analyze a global computing issue, observing the ablprofessionals and
government officials in managing the problem.

6. Evaluate the professional codes of ethics fromAG#, the IEEE Computer

Society, and other organizations.

SP5. Risks and liabilities of computer-based systegijcore]
Minimum core coverage time: hours

Topics:

. Historical examples of software risks (such asTtherac-25 cadd
- Implications of software complexity
+ Risk assessment and management

Learning objectives:

Explain the limitations of testing as a means tsued correctness.

Describe the differences between correctnessbildifaand safety.

Discuss the potential for hidden problems in reafsxisting components.
Describe current approaches to managing risk, badhcterize the strengths
and shortcomings of each.

PwpdPE

SP6. Intellectual property [core]
Minimum core coverage tim@&:hours

41 Available at http://sunnyday.mit.edu/papers/thgaic
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Topics:

Foundations of intellectual property

Copyrights, patents, and trade secrets

Software piracy

Software patents

Translational issues concerning intellectual priyper

Learning objectives:

arwnpE

SP7.

Distinguish among patent, copyright, and tradeetgaotection.

Discuss the legal background of copyright in natl@nd international law.
Explain how patent and copyright laws may varyrimaionally.

Outline the historical development of software ptge

Discuss the consequences of software piracy owadtdevelopers and the
role of relevant enforcement organizations.

Privacy and civil liberties [core]

Minimum core coverage tim@:hours

Topics:

Ethical and legal basis for privacy protection
Privacy implications of massive database systems
Technological strategies for privacy protection
Freedom of expression in cyberspace
International and intercultural implications

Learning objectives:

1.

4.

5.

SP8.

Summarize the legal bases for the right to priveaay freedom of expression
in one's own nation and how those concepts vang frountry to country.

2. Describe current computer-based threats to privacy.
3.

Explain how the Internet may change the histoeddnce in protecting
freedom of expression.

Explain both the disadvantages and advantages@gtfpression in
cyberspace.

Describe trends in privacy protection as exemplifretechnology.

Computer crime [elective]

recommended coverage tinghours
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Topics:

History and examples of computer crime
"Cracking" ("hacking") and its effects
Viruses, worms, and Trojan horses
Crime prevention strategies

Learning objectives:

PwpbpPE

Outline the technical basis of viruses and deriaeovice attacks.
Enumerate techniques to combat "cracker" attacks.

Discuss several different "cracker" approachesmoiivations.
Identify the professional’s role in security and ttadeoffs involved.

SP9. Economic issues in computing [elective]

Recommended coverage tin2enours

Topics:

Monopolies and their economic implications

Effect of skilled labour supply and demand on theliy of computing
products

Pricing strategies in the computing domain

Differences in access to computing resources angdhsible effects thereof

Learning objectives:

=

Summarize the rationale for antimonopoly efforts.

Describe several ways in which the information tetbgy industry is
affected by shortages in the labour supply.

Suggest and defend ways to address limitation€oesa to computing.
Outline the evolution of pricing strategies for qauting goods and services.

SP10. Philosophical frameworks [elective]

Recommended coverage tin2ehours

Topics:

Philosophical frameworks, particularly utilitarism and deontological
theories

Problems of ethical relativism

Scientific ethics in historical perspective
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- Differences in scientific and philosophical appives
Learning objectives:

1. Summarize the basic concepts of relativism, utiéitasm, and deontological
theories.

2. Recognize the distinction between ethical theod/@oefessional ethics.

3. ldentify the weaknesses of the "hired agent” apgrostrict legalism, naive
egoism, and naive relativism as ethical frameworks.

Advanced Courses Social and Professional Issues §SP
CS380. Professional Practice

CS381. Social Context of Computing

CS382. Computers and Ethics

CS383. Computing Economics

CS384. Computer Law

CS385. Intellectual Property

CS386. Privacy and Civil Liberties

A.Computer Engineering
Social and Professional Issues (CE-SPR)

Although technical issues are obviously centrarty curriculum in computer
engineering, they do not in themselves constitenaplete educational program in
the field. Students must also develop an understgrad the social and professional
context in which they apply their computer enginggeducation.

The material in this knowledge area is best covémerigh a combination of one
required course along with short modules in otlerges. On the one hand, some
units listed as core—in particular, CE-SPR1, CE-SRFE-SPR3, and CE-SPR5—do
not readily conform to topics covered in other tecal courses. Without a standalone
course, it is difficult to cover these topics apprately. On the other hand, if ethical
considerations are covered only in the standalonese and not “in context” of
technical topics, it will reinforce the false natithat technological processes are void
of ethical issues. Thus it is important that seMieaalitional courses include modules
that analyze ethical considerations in the corgéutte technical subject matter.

Ethics-related modules could be developed for ammg course in the curriculum.
Courses in areas such as software engineeringpadas, computer networks, data
mining, and human computer interfaces provide als/mntext for analysis of
ethical issues and should arise naturally fromelsejects. For example, a
programming assignment built around applicatiorth @s controlling the movement
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of a laser during eye surgery can help to addhespribfessional, ethical, and social
impacts of computing.

Running through all of the issues in this areésrteed to speak to the computer
engineer’s responsibility to proactively addressetal issues by both moral and
technical actions. Computer engineers must be zaghof their responsibility to the
public. They must also be aware of the potentiaflmts between the obligations to
their employer and the obligations to the customsey, and others affected by their
work. Chapter 2 of this report provides a moreeapiti discussion of professionalism,
professional practices, and the societal respaitisibiof computer engineers.

CE-SPRO. History and overview of social and profegmal issues [core]
Suggested time: 1 hour

Topics:

* Indicate some reasons for studying social and gsadaal issues.

* Highlight some people that influenced or contrilouie the area of social and
professional issues.

« Indicate some important topic areas such socigkgbof computing,
professional and ethical responsibilities, riskd ttade-offs, intellectual
property, privacy, and codes of ethics and profesdiconduct.

» Contrast between what is legal to what is ethical.

» Explain the importance of ethical integrity in §hiactice of computer
engineering.

* Mention some ways a computer engineer may haveke ronflicting ethical
choices in practicing the engineering profession.

» Explain the meaning of whistle blowing and the miifea it sometimes places
on computer engineers.

» Explain professionalism relative to a practicingieeer.

» Show that credentialing preserves the integritst pfofessional.

» Describe risk and its contrast with safety.

* Explain the difference between a patent and a ogityr

» Describe how privacy issues affect the practiceoofiputer engineering.

» Explore some additional resources associated wdialsand professional
issues.

» Explain the purpose and role of social and profesgdiissues in computer
engineering.

Learning objectives:
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Identify some contributors to social and profesalassues and relate their
achievements to the knowledge area.

Contrast between ethical and legal issues.

Contrast between a patent and a copyright.

Identify some ways of credentialing a person tafica computer
engineering.

Describe issues that contrast risk issues withysafgsues.

Identify some issues in computer engineering tdtess privacy.
Describe whistle blowing and the conflicts betwe#cs and practice that
may result from doing so.

Describe how computer engineering uses or berfgdits social and
professional issues.

CE-SPRL1. Social context of computing [core]

Suggested time: 3 hours

Topics:

Introduction to the social implications of compugtin
Social implications of networked communication
Growth of, control of, and access to the Internet
Gender-related issues

International issues

Learning objectives:

PwpNPE

5.

Interpret the social context of a particular impéstation.

Identify assumptions and values embedded in acpéatidesign.

Evaluate a particular implementation through theeafsempirical data.
Describe positive and negative ways in which compgultars the modes of
interaction between people.

Explain why computing/network access is restrigtesbme countries.

CE-SPR2. Methods and tools of analysis [core]

Suggested time: 2 hours

Topics:

Making and evaluating ethical arguments
Identifying and evaluating ethical choices
Understanding the social context of design
Identifying assumptions and values
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Learning objectives:

1. Analyze an argument to identify premises and canaifu

2. lllustrate the use of example, analogy, and cotent@togy in ethical
argument.

3. Detect use of basic logical fallacies in an argumen

4. Identify stakeholders in an issue and our obligegtitm them.

5. Articulate the ethical tradeoffs in a technicalidem.

CE-SPRa3. Professional and ethical responsibilitigsore]
Suggested time: 3 hours

Topics:

e Community values and the laws by which we live

e The nature of professionalism

e Various forms of professional credentialing andateantages and
disadvantages

» The role of the professional in public policy

* The role of licensure and practice in engineering

» Contrasts of licensure in engineering but not otheriplines

* Maintaining awareness of consequences

» Ethical dissent and whistle blowing

* Codes of ethics, conduct, and practice (NSPE, IE€B\, SE, AITP, and so
forth)

» Dealing with harassment and discrimination

» “Acceptable use” policies for computing in the woldce

Learning objectives:

1. Identify progressive stages in a whistle-blowingdent.

2. Specify the strengths and weaknesses of relevafggsional codes as
expressions of professionalism and guides to decisiaking.

3. Provide arguments for and against licensure inaragineering professions.

4. Identify ethical issues that arise in software dgwment and determine how
to address them technically and ethically.

5. Develop a computer use policy with enforcement nesess

CE-SPRA4. Risks and liabilities of computer-based syems [core]
Suggested time: 2 hours

Topics:
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« Historical examples of software risks (such asltherac-25 case)
e Product safety and public consumption

* Implications of software complexity

* Risk assessment and management

Learning objectives:

Explain the limitations of testing as a means tsues correctness.
Recognize the importance of product safety whergdeg) computer
systems.

3. Describe the differences between correctnessbilélfaand safety.

4. Recognize unwarranted assumptions of statistic&@gandence of errors.
5. Discuss the potential for hidden problems in reafsxisting components.

=

CE-SPRS. Intellectual property [core]
Suggested time: 3 hours

Topics:

» Foundations of intellectual property

» Copyrights, patents, and trade secrets

» Software piracy

» Software patents

» Transnational issues concerning intellectual priyper

Learning objectives:

Distinguish among patent, copyright, and tradeetgaotection.

Discuss the legal background of copyright in natl@nd international law.
Explain how patent and copyright laws may varyrimaionally.

Outline the historical development of software ptge

rwnE

CE-SPR6. Privacy and civil liberties [core]
Suggested time: 2 hours

Topics:

» Ethical and legal basis for privacy protection

» Privacy implications of massive database systems
» Technological strategies for privacy protection

« Freedom of expression in cyberspace

e International and intercultural implications
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Learning objectives:

1. Summarize the legal bases for the right to priveaay freedom of expression
in one’s own nation and how those concepts vam ftountry to country.
Describe current computer-based threats to privacy.

Explain how the Internet may change the histotieddnce in protecting
freedom of expression.

2.
3.

CE-SPR7. Computer crime [elective]
Suggested time: 3 hours

Topics:

History and examples of computer crime
“Cracking” (“hacking”) and its effects
Viruses, worms, and Trojan horses
Crime prevention strategies

Learning objectives:

Outline the technical basis of viruses and derfiaeovice attacks.
Enumerate techniques to combat “cracker” attacks.

Discuss several different “cracker” approachesrantivations.
Identify the professional’s role in security and thadeoffs involved.

PwpnE

CE-SPR8. Economic issues in computing [elective]
Suggested time: 6 hours

Topics:

» Costing out jobs with considerations on manufantyrhardware, software,
and engineering implications.

» Cost estimates versus actual costs in relatiootéb ¢osts

» Use of engineering economics in dealing with firemnc

» Entrepreneurship: prospects and pitfalls

* Monopolies and their economic implications

» Effect of skilled labour supply and demand on theliy of computing
products

* Pricing strategies in the computing domain

» Differences in access to computing resources angdhsible effects thereof

Learning objectives:
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Describe the assessment of total job costs.

Evaluate the risks of entering one’s own business.

Apply engineering economic principles when considgfiscal arrangements.
Summarize the rationale for antimonopoly efforts.

Describe several ways in which the information tegbgy industry is
affected by shortages in the labour supply.

6. Suggest and defend ways to address limitationgogsa to computing.

agrwnE

CE-SPR9. Philosophical frameworks [elective]
Suggested time: 2 hours

Topics:

» Philosophical frameworks, particularly utilitariam and deontological
theories

* Problems of ethical relativism
» Scientific ethics in historical perspective
» Differences in scientific and philosophical appiues

Learning objectives:

1. Summarize the basic concepts of relativism, utiéitism, and deontological
theories.

2. Recognize the distinction between ethical theory@ofessional ethics.

3. ldentify the weaknesses of the “hired agent” apghoatrict legalism, naive
egoism, and naive relativism as ethical frameworks.

B.Software Engineering
The following is taken from the Computing Curric@@01, Software Engineering
Volume (LeBlancet al20041).

Professional Practice Course Description

Professional Practice is concerned with the knogéedkills, and attitudes that
software engineers must possess to practice sefevaineering in a professional,
responsible, and ethical manner. The study of psid@al practices includes the areas
of technical communication, group dynamics and psiogy, and social and

professional responsibilities.
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Units and Topics

For each topic, a Bloom taxonomy level (indicatimgat capability a graduate should
possess) and the topic’s relevance (indicating érdhe topics is essential, desirable,

or optional to the core) are designated.
Bloom's attributes are specified using one of ¢tkets k, ¢, or a, which represent:

= Knowledge (k) - Remembering previously learned miteTest observation
and recall of information; that is, "bring to mitite appropriate information”
(for example dates, events, places, knowledge gbrnideas, mastery of

subject matter).

= Comprehension (c) - Understanding information dredrheaning of material
presented. For example, be able to translate kolgp®lédo a new context,
interpret facts, compare, contrast, order, groupferi causes, predict

consequences, etc.

= Application (a) - Ability to use learned materiah inew and concrete
situations. For example, using information, methedscepts, and theories to

solve problems requiring the skills or knowledgesented.
A topic's relevance to the core is represented|bsis:
= Essential (E) - The topic is part of the core.

= Desirable (D) - The topic is not part of the cdrat it should be included in
the core of a particular program if possible; otise, it should be considered

as part of elective materials.

= Optional (O) - The topic should be considered astile only.
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Reference
PRF

PRF.psy
PRF.psy.1

PRF.psy.2
PRF.psy.3
PRF.psy.4
PRF.psy.5

PRF.psy.6

PRF.com

PRF.com.1

PRF.com.2

PRF.com.3

PRF.com.4

PRF.pr
PRF.pr.1

PRF.pr.2

PRF.pr.3

PRF.pr.4

PRF.pr.5

PRF.pr.6

PRF.pr.7

Professional Practice

Group dynamics / psychology

Dynamics of working in
teams/groups

Individual cognition (for
example limits)

Cognitive problem
complexity

Interacting with stakeholders

Dealing with uncertainty and
ambiguity

Dealing with multicultural
environments

Communication skills
(specific to SE)

Reading, understanding and
summarising readings (for
example source code,
documentation)

Writing (assignments, reports,
evaluations, justifications,
etc.)

Team and group
communication (both oral and
written, email, etc.)

Presentation skills

Professionalism
Accreditation, certification
and licensing

Codes of ethics and
professional conduct

Social, legal, historical, and
professional issues and
concerns

The nature and role of
professional societies

The nature and role of
software engineering
standards

The economic impact of
software
Employment contracts

k,c,a

88}

Hours Related Topics

35

Psychology of HCI

Relationship of requirements to

systems engineering, human-

centered design etc.
Gdimgraystem objectives

10

Requirements documentation
basics

Project personnel and
organization

20

Requirements for software life
cycle process

Life cycle process models and
standards

Requirements documentation
basics, Performance analysis and
tuning, Life cycle process models
and standards, Requirements for
software life cycle process,
Software quality standards
Engineering economics for
software
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NT291 Professional Software Engineering Practice

Course description:

History of computing and software engineering. €iples of professional software
engineering practice and ethics. Societal and enmental obligations of the
software engineer. Role of professional organirstiontellectual property and
other laws relevant to software engineering practic

Learning objectives:
Upon completion of this course, students will hthe ability to:

Make ethical decisions when faced with ethicalrditeas, with reference to
general principles of ethics as well as codeslutstfor engineering,
computing, and software engineering.

Apply concern for safety, security, and human sgbtengineering and
management decision-making.

Understand basics of the history of engineeringymating, and software
engineering.

Describe and apply the laws that affect softwaigrezers, including laws
regarding copyright, patents, and other intelldgiuaperty.

Describe the effect of software engineering dension society, the
economy, the environment, their customers, themmagament, their peers,
and themselves.

Describe the importance of the various differeaffggsional societies
relevant to software engineering in the state, ip@/or country, as well as
internationally.

Understand the role of standards and standardsagnékidies in engineering
and software engineering.

Understand the need for continual professional ldgweent as an engineer
and a software engineer.

Additional teaching considerations:

It is suggested that this course be taught inymng presentations by guest
speakers. For example, there could be talks bxpareon ethics, a
representative of a professional society, an ixtélial property expert, etc.
Students should be asked to read and discussartalevant to the course
from the popular, trade, and academic press.

Students should be asked to debate various ethstas.

Care should be taken to present both sides oficestues. In particular, we
feel that the case both for and against the licgnsf software engineers
should be presented, since respected leaders pfdfession still have
diametrically opposite views on this. Another issueere it is important to
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present both sides include patenting of software.B&lieve it is entirely
acceptable for the instructor to present theiritmall’ opinions on these
issues as long as students are able to learn hetwttier side’ thinks and are
not penalized for opposing the instructor’s views.

Total hours of SEEK coverage: 14

PRF.pr (13 core hours of 20) - Professionalism

PRF.pr.1 - Accreditation, certification, and licens

PRF.pr.2 - Codes of ethics and professional conduct

PRF.pr.3 - Social, legal, historical, and profesalassues and concerns
PRF.pr.4 - The nature and role of professionaletiss

PRF.pr.5 - The nature and role of software engingestandards

PRF.pr.6 - The economic impact of software

QUA.cc (1 core hour of 2) - Software quality contsepnd culture

QUA.cc.2 - Society's concern for quality

QUA.cc.3 - The costs and impacts of bad quality

Information Systems

The 1S2002 Curriculum (Gorgoret al2002) contains the following learning units which

are integrated into the curriculum:

Learning Unit 12: Fundamentals of CIS - IS Literacy- Ethics and the IS Professional (Level 1)

Presentation Goals

Learning Unit Objectives

Body oKnowledge

to present and discusg use professional code of ethics
evaluate specific IS actions (LO

the professional and
ethical responsibilities| 0117)
of the IS practitioner

0157)

describe ethical and legal issue
discuss and explain ethical
considerations of software
usage, sales, distribution,
operation and maintenance (LQ

02 2.8.1 Software sales, licensing and age
2 2.8.2 Contract fundamentals
3 2.8.5 Protection of intellectual property
srights
3 2.8.6 Ethics: plagiarism, honesty, code
of ethics
3 2.8.7 Risks, losses and liability in
-computing applications
1 2.8.8 Warranties
3 2.9.3 Professional organizations: for
example, DPMA, ACM, TIMS, ASM,
DsSl, ACE, IEEE...
2 2.10.4 Consulting Skills
3 2.10.7 Personal goal setting, decision
making, and time management
2 2.10.10 Fostering creativity and
opportunity finding
2 3.7.5 Project control: planning, cost
estimation, resource allocation, software

ncy

tech...

time management

3 3.7.7 Management concerns; stress arl\d

Learning Unit 31: IS Theory - IT and Organizational Systems - IS Society and Ethics (Level 2)

Presentation Goals

| Learning Unit Objectives

| Body oKnowledge
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to introduce the
societal implications o
IS and related ethical
issues

to introduce and
explore ethical
concepts and issues
relating to personal
and professional
behaviour

to introduce, compare
and contrast ethical
models and
approaches

to explore ethical and
social analysis skills
to consider the nature
and existence of
power

discuss and explain ethics and
principled behaviour and the
concept of ethical practice in IS
(LO-0045)

discuss ethical major ethical

models and discuss the reason

for being ethical

explain the use of professional
codes of ethics; explain the
burden of professionalism
resulting from trust associated
with computing knowledge and
skills

discuss and explain the basis a

nature of questionable ethical
approaches

discuss and explain the ethical
and social analysis of IS
development

discuss and explain the issues
power and its social impact in
the development life cycle

D

2 2.8.6 Ethics: Personal and professional
responsibility

2 2.8.7 Risks, losses and liability in
computing applications

2 2.10.6 Proactive attitude and approach

Learning Unit 85: IS Theory - IT and Organizational Systems - IS Professional Code of Ethics

(Level 2)

Presentation Goals

Learning Unit Objectives

Body oKnowledge

to explain the use of a
professional code of
ethics to evaluate
specific IS actions

identify and describe
professional organizations (LO-
0043)

explain setting an ethical
standard (LO-0044)

explain and examine ethical
issues and arguments and failg
approaches as a function of
power and social context
identification of stakeholders in
a given IS development contex
and the effect of development
on these individuals

describe use of the codes of
ethics and ensure that project
actions are consistent with thes

professional, academic journals

t,DSI, ACE, IEEE...

5E

prescriptions (LO-0127)

2 2.8.3 Privacy law

3 2.8.5 Protection of intellectual
property rights

2 2.8.6 Ethics: Personal and professignal
responsibilities; ethical models,

2 2.9.1 Current literature periodicals,

2 2.9.2 Certification issues
3 2.9.3 Professional organizations: for|
example, DPMA, ACM, TIMS, ASM,

2 2.9.4 Professional conferences
2 2.10.6 Proactive attitude and
approach

Learning Unit 119: IS Theory - IT and Organizationd Systems - Ethics and Legal Issues (Level 3)

Presentation Goals

Learning Unit Objectives

Body oKnowledge

to discuss and explain
ethical and legal

principles and issues;
to discuss and explair

ethical considerations

list and explain ethical and legal

issues in development,

ownership, sales, acquisition, us

and maintenance of computer

systems and software (LO-0215

e 2.8.3 Privacy law

2 2.8.1 Software sales, licensing and
agency

2 2.8.5 Protection of intellectual
property rights

Appendix Page xx



Appendix AOfficial Curricula Bodief Knowledge

of information explain the utilization of ethical | 2 2.8.6 Ethics: Personal and
systems development, models, for example principle | professional responsibility; ethical
planning, centred leadership to IS life models

implementation, cycle stages 2 2.8.7 Risks, losses and liability in
usage, sales, give examples of the effects of | computing applications
distribution, operation| social context on technology | 2 2.8.8 Warranties

and maintenance development
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B. Codes of Ethics

C.ACM

Bylaw 15. ACM Code of Ethics and Professional Conadxt

(Available [On-line]: http://www.acm.org/constitoti/bylawl5.html)

Preamble. Commitment to ethical professional conduct is expe of every
member of the Association for Computing MachinekZ ).

This Code, consisting of 24 imperatives formuladedstatements of responsibility,
identifies the elements of such a commitment. titams many, but not all, issues
professionals are likely to face. Section 1 oulihendamental ethical
considerations, while Section 2 addresses addlfior@e specific considerations of
professional conduct. Statements in Section 3 ipemare specifically to

individuals who have a leadership role, whetheéhe&workplace or in a volunteer
capacity such as with organizations like ACM. Piples involving compliance with
this Code are given in Section 4.

The Code shall be supplemented by a set of guikelivhich provide explanation to
assist members in dealing with the various issoesamed in the Code. It is
expected that the Guidelines will be changed m@guently than the Code.

The Code and its supplementary Guidelines aredeeno serve as a basis for
ethical decision making in the conduct of profesalavork. Secondarily, they may
serve as a basis for judging the merit of a foroeahplaint pertaining to the
violation of professional ethical standards.

It should be noted that although computing is nehtioned in the imperatives of
Section 1.0, the Code is concerned with how thesddmental imperatives apply to
one's conduct as a computing professional. Thegeratives are expressed in a
general form to emphasize that ethical principlegtvapply to computer ethics are
derived from more general ethical principles.

It is understood that some words and phrases aala of ethics are subject to
varying interpretations, and that any ethical gplecmay conflict with other ethical
principles in specific situations. Questions radati® ethical conflicts can best be
answered by thoughtful consideration of fundameptaiciples, rather than reliance
on detailed regulations.

1. General Moral Imperatives: As an ACM member | will...
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= 1.1 Contribute to society and human well-being.

= 1.2 Avoid harm to others.

= 1.3 Be honest and trustworthy.

= 1.4 Be fair and take action not to discriminate.

= 1.5 Honour property rights including copyrights gadents.
= 1.6 Give proper credit for intellectual property

= 1.7 Respect the privacy of others.

= 1.8 Honour confidentiality.

2. More specific Professional ResponsibilitiesAs an ACM
computing professional | will...

= 2.1 Strive to achieve the highest quality in bt process
and products of professional work.

= 2.2 Acquire and maintain professional competence.

= 2.3 Know and respect existing laws pertaining tfgssional
work.

= 2.4 Accept and provide appropriate professionakeseyv

= 2.5 Give comprehensive and thorough evaluations of
computer systems and their impacts, including aslyf
possible risks.

= 2.6 Honour contracts, agreements, and assigned
responsibilities.

= 2.7 Improve public understanding of computing asd i
consequences.

= 2.8 Access computing and communication resourcls on
when authorized to do so.

3. Organizational Leadership Imperatives: As an ACM member and
an organizational leader, | will...

= 3.1 Articulate social responsibilities of membefsuo
organizational unit and encourage full acceptarickase
responsibilities.

= 3.2 Manage personnel and resources to design alad bu
information systems that enhance the quality, &ffeness
and dignity of working life.
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= 3.3 Acknowledge and support proper and authorized of
an organization's computing and communication nessu

= 3.4 Ensure that users and those who will be affieloyea
computing system have their needs clearly artiedlaluring
the assessment and design of requirements; l&eydiem
must be validated to meet requirements.

= 3.5 Articulate and support policies that proteet dignity of
users and others affected by a computing system.

= 3.6 Create opportunities for members of the orgsiun to
learn the principles and limitations of computesteyns.

4. Compliance with the Code:As an ACM member, | will...
= 4.1 Uphold and promote the principles of this Code.

= 4.2 Treat violations of this Code as inconsisteiti w
membership in the ACM.

D.AITP

Code of Ethics

(Available [On-line]: http://www.aitp.org/organizein/about/ethics/ethics.jsp)

| acknowledge:

That | have an obligation to management, theretaball promote the
understanding of information processing methodsmndedures to management
using every resource at my command.

That | have an obligation to my fellow membersyéere, | shall uphold the high
ideals of AITP as outlined in the Association Bytawurther, | shall cooperate with
my fellow members and shall treat them with honesty respect at all times.

That | have an obligation to society and will padate to the best of my ability in
the dissemination of knowledge pertaining to theegal development and
understanding of information processing. Furthehdll not use knowledge of a
confidential nature to further my personal interast shall | violate the privacy and
confidentiality of information entrusted to me orwhich | may gain access.

That | have an obligation to my College or Univrsiherefore, | shall uphold its
ethical and moral principles.
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That | have an obligation to my employer whosetthimld, therefore, | shall
endeavour to discharge this obligation to the besty ability, to guard my
employer's interests, and to advise him or herlwised honestly.

That | have an obligation to my country, therefaneny personal, business, and
social contacts, | shall uphold my nation and shafiour the chosen way of life of
my fellow citizens.

| accept these obligations as a personal resptitysdmd as a member of this
Association. | shall actively discharge these dilmns and | dedicate myself to that
end.

Standard of Conduct

(Available [On-line]: http://www.aitp.org/organizein/about/conduct/conduct.jsp)

These standards expand on the Code of Ethics hwdprg specific statements of
behaviour in support of each element of the CodeyTare not objectives to be
strived for, they are rules that no true profesalionill violate. It is first of all
expected that an information processing profeskiaflaabide by the appropriate
laws of their country and community. The followistandards address tenets that

apply to the profession.

In recognition of my obligation to management llsha

« Keep my personal knowledge up-to-date and inswatepioper expertise is
available when needed.

- Share my knowledge with others and present faeto@dlobjective
information to management to the best of my ability

« Accept full responsibility for work that | perform.

« Not misuse the authority entrusted to me.

« Not misrepresent or withhold information concernihg capabilities of
equipment, software or systems.

« Not take advantage of the lack of knowledge or p@gience on the part of
others.

In recognition of my obligation to my fellow memiseand the profession | shall:
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« Be honest in all my professional relationships.

- Take appropriate action in regard to any illegalieethical practices that
come to my attention. However, | will bring chargegminst any person only
when | have reasonable basis for believing in it tof the allegations and
without any regard to personal interest.

- Endeavour to share my special knowledge.

« Cooperate with others in achieving understandirgyiandentifying
problems.

« Not use or take credit for the work of others withspecific
acknowledgement and authorization.

« Not take advantage of the lack of knowledge or peeience on the part of
others for personal gain.

In recognition of my obligation to society | shall:

« Protect the privacy and confidentiality of all imfieation entrusted to me.

« Use my skill and knowledge to inform the publicihareas of my expertise.

« To the best of my ability, insure that the prodwaftsny work are used in a
socially responsible way.

« Support, respect, and abide by the appropriaté, Istzde, provincial, and
federal laws.

« Never misrepresent or withhold information thagémane to a problem or
situation of public concern nor will | allow anyduknown information to
remain unchallenged.

« Not use knowledge of a confidential or personalireain any unauthorized
manner or to achieve personal gain.

In recognition of my obligation to my employer ladh

« Make every effort to ensure that | have the mostetu knowledge and that
the proper expertise is available when needed.

« Avoid conflict of interest and insure that my emydois aware of any
potential conflicts.

« Present a fair, honest, and objective viewpoint.

- Protect the proper interests of my employer diiraks.

« Protect the privacy and confidentiality of all imfieation entrusted to me.

« Not misrepresent or withhold information that isrgane to the situation.

« Not attempt to use the resources of my employepéosonal gain or for any
purpose without proper approval.

+ Not exploit the weakness of a computer system éosgnal gain or personal
satisfaction.
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E.Australian Computer Society (ACS)

Code of Ethics

(Available [On-line]: https://www.acs.org.au/abouaics/acs131.htm)

A Requirement

An essential characteristic of a profession isned for its members to abide by a
Code of Ethics. The Society requires its membesubscribe to a set of values and
ideals which uphold and advance the honour, digaity effectiveness of the
profession of information technology.

Code of Ethics

1.

2.

3.

To uphold and advance the honour, dignity and effecess of the
profession of information technology and in keepvith high
standards of competence and ethical conduct, a eremist:
1. (a) be honest, forthright and impartial, and
2. (b) loyally serve the community, and
3. (c) strive to increase the competence and presfites
profession, and
4. (d) use special knowledge and skill for the advarea of
human welfare.
The personal commitments set out in 3 and 4 biet esember with
regard to that member's professional conduct.
Values and Ideals
| must act with professional responsibility ancegnity in my
dealings with the community and clients, employermsployees and
students. | acknowledge:
1. Priorities: | must place the interests of the comityuabove
those of personal or sectional interests.
2. Competence: | must work competently and diligefalymy
clients and employers.
3. Honesty: | must be honest in my representatiorskidi,
knowledge, services and products.
4. Social Implications: | must strive to enhance thaliy of
life of those affected by my work.
5. Professional Development: | must enhance my own
professional development, and that of my colleagues
employees and students.
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6. Information Technology Profession: | must enhaiee t
integrity of the information technology professiamd the
respect of its members for each other.

4. Standards of Conduct
The standards of conduct set out in these NatiRegllations
explain how the Code of Ethics applies to a memlmofessional
work. The list of standards is not necessarily eshige and should
not be read as definitively demarking the acceptéioim the
unacceptable in professional conduct in all pratstuations faced
by a member. The intention of the standards of gonid to
illustrate, and to explain in more detail, the megrof the Code of
Ethics in terms of specific behaviour. The fact thanember engages
in, or does not engage in, these standards does nseélf guarantee
that a member is acting ethically, or unethicadly applicable. A
member is expected to take into account the sgithe Code of
Ethics in order to resolve ambiguous or contentiesses
concerning ethical conduct.

5. Priorities
In accordance with 3.1:

1. | must endeavour to preserve continuity of inforiorat
technology services and information flow in my care

2. | must endeavour to preserve the integrity andrigaof the
information of others.

3. | must respect the proprietary nature of the infation of
others.

4. | must endeavour to preserve the confidentialitthef
information of others.

5. | must advise my client or employer of any potdra@nflicts
of interest between my assignment and legal or @beepted
community requirements.

6. | must advise my clients and employers as soomssilgle of
any conflicts of interest or conscientious objeasiovhich
face me in connection with my work.

6. Competence
In accordance with 3.2:

1. | must endeavour to provide products and servidestw
match the operational and financial needs of ngntd and
employers.

2. | must give value for money in the services andipobs |
supply.

3. | must make myself aware of relevant standards aand
accordingly.
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4. | must respect and protect my clients' and emp&yer
proprietary interests.

5. | must accept responsibility for my work.

6. | must advise my clients and employers when | beli
proposed project is not in their best interest.

7. | must go beyond my brief, if necessary, in oradeadt
professionally.

7. Honesty
In accordance with 3.3:

1. | must not knowingly mislead a client or potentibént as to
the suitability of a product or service.

2. | must not misrepresent my skills or knowledge.

3. | must give opinions which are as far as possibl@ased and
objective.

4. | must give realistic estimates for projects unagrcontrol.

5. | must qualify professional opinions which | knove dased
on limited knowledge or experience.

6. | must give credit for work done by others wheredif is
due.

8. Social Implications
In accordance with 3.4:

1. | must protect and promote the health and safetlaxfe
affected by my work.

2. | must consider and respect people's privacy wimigiht be
affected by my work.

3. I must respect my employees and refrain from tngatthem
unfairly.

4. | must endeavour to understand, and give due ragatde
perceptions of those affected by my work.

5. | must attempt to increase the feelings of personal
satisfaction, competence, and control of thosectdteby my
work.

6. | must not require, or attempt to influence, angspa to take
any action which would involve a breach of the Cotle
Ethics.

9. Professional Development
In accordance with 3.5:

1. | must continue to upgrade my knowledge and skills.

2. I must increase my awareness of issues affectmg th
information technology profession and its relatldpswith
the community.
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3. | must encourage my colleagues, employees andrggitie

continue their own professional development.
10. Information Technology Profession
In accordance with 3.6:

1. | must respect, and seek when necessary, the piafes
opinions of colleagues in their areas of competence

2. | must not knowingly engage in, or be associatdtl,wi
dishonest or fraudulent practices.

3. | must not attempt to enhance my own reputatidhet
expense of another's reputation.

4. | must co-operate in advancing information proagg$iy
communication with other professionals, studentstae
public, and by contributing to the efforts of pregeonal and
scientific societies and schools.

5. | must distance myself professionally from someahese
membership of the Society has been terminated beazfu
unethical behaviour or unsatisfactory conduct.

6. | must take appropriate action if | discover a membr a
person who could potentially be a member, of theie€dp
engaging in unethical behaviour.

7. I must seek advice from the Society when faced aith
ethical dilemma | am unable to resolve by myself.

8. | must do what | can to ensure that the corporetierss of
the Society are in accordance with this Code oidsth

9. | acknowledge my debt to the computing professiahia
return must protect and promote professionalism in
information technology

F.BCS

Code of Conduct

(Available [On-line]: http://www.bcs.org/BCS/JoinAjdoin/Conduct.htm)

This Code sets out the professional standardsrextjby the Society as a condition
of membership. It applies to members of all gradeduding students, and
affiliates, and also non-members who offer thepegkise as part of the Society's
Professional Advice Register.

Within this document, the term ‘relevant authoigyised to identify the person or
organisation which has authority over your actiag/an individual. If you are a

Appendix Page xxxi



Appendix BCodes of Ethics

practising professional, this is normally an emplogr client. If you are a student,
this is normally an academic institution.

The Code governs your personal conduct as an cheavimember of the BCS and
not the nature of business or ethics of the releaathority. It will, therefore, be a
matter of your exercising your personal judgememheeting the Code's
requirements.

Any breach of the Code of Conduct brought to thengion of the Society will be
considered under the Society's disciplinary prooesiuyou should also ensure that
you notify the Society of any significant violatiof this Code by another BCS
member.

The Public Interest

1. You shall carry out work or study with due care atiligence in
accordance with the relevant authority's requirdsjeand the interests
of system users. If your professional judgementviesruled, you shall
indicate the likely risks and consequences.

= The crux of the issue here, familiar to all profesals in
whatever field, is the potential conflict betweeunll fand
committed compliance with the relevant authorityishes, and
the independent and considered exercise of yogejuent.

= If your judgement is overruled, you are encouragedeek
advice and guidance from a peer or colleague on lest to
respond.

2. In your professional role you shall have regardtha public health,
safety and environment.

= This is a general responsibility, which may be goed by
legislation, convention or protocol.

= If in doubt over the appropriate course of actiontdke in
particular circumstances you should seek the cowisepeer
or colleague.

3. You shall have regard to the legitimate rightshirick parties.

= The term 'third Party' includes professional caless, or
possibly competitors, or members of ‘the publicowight be
affected by an IS project without their being dile@aware of
its existence.

4. You shall ensure that within your professional disl you have
knowledge and understanding of relevant legislatregulations and
standards, and that you comply with such requirésnen
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= As examples, relevant legislation could, in the Wi€Jude The
UK Public Disclosure Act, Data Protection or Priyac
legislation, Computer Misuse law, legislation caneel with
the export or import of technology, possibly fortioaal
security reasons, or law relating to intellectuadperty. This
list is not exhaustive, and you should ensureytbatare aware
of any legislation relevant to your professionap@nsibilities.
- In the international context, you should be awafeand
understand, the requirements of law specific tojunsdiction
within which you are working, and, where relevai,
supranational legislation such as EU law and rdigmaYou
should seek specialist advice when necessary.

5. You shall conduct your professional activities with discrimination
against clients or colleagues

= Grounds of discrimination include race, colour,ngthorigin,
sexual orientation

= All colleagues have a right to be treated with digrand
respect.

= You should adhere to relevant law within the juadsdn
where you are working and, if appropriate, the Raem
Convention on Human Rights.

= You are encouraged to promote equal access toethefits of
IS by all groups in society, and to avoid and redigocial
exclusion' from IS wherever opportunities arise.

6. You shall reject any offer of bribery or inducement
Duty to Relevant Authority

7. You shall avoid any situation that may give risatoonflict of interest
between you and your relevant authority. You shadlke full and
immediate disclosure to them if any conflict iselfk to occur or be
seen by a third party as likely to occur.

8. You shall not disclose or authorise to be disclpsedise for personal
gain or to benefit a third party, confidential infaation except with
the permission of your relevant authority, or & tlrection of a court
of law.

9. You shall not misrepresent or withhold informatioon the
performance of products, systems or services keradvantage of the
lack of relevant knowledge or inexperience of agher

Duty to the Profession
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10.You shall uphold the reputation and good standihdghe BCS in
particular, and the profession in general, andl ek to improve
professional standards through participation inrtdevelopment, use
and enforcement.

= As a Member of the BCS you also have a wider resipoity
to promote public understanding of IS - its besedind pitfalls

= and, whenever practical, to counter misinformatiat brings
or could bring the profession into disrepute.

= You should encourage and support fellow membertheir
professional development and, where possible, geovi
opportunities for the professional development agwn
members, particularly student members. Enlightemedual
assistance between IS professionals furthers fheaton of
the profession, and assists individual members.

11.You shall act with integrity in your relationshipsth all members of
the BCS and with members of other professions witbm you work
in a professional capacity.

12.You shall have due regard for the possible congempse of your
statements on others. You shall not make any pstdiement in your
professional capacity unless you are properly fiedliand, where
appropriate, authorised to do so. You shall noppurto represent the
BCS unless authorised to do so.

= The offering of an opinion in public, holding onksmut to be
an expert in the subject in question, is a majorsqeal
responsibility and should not be undertaken lightly
- To give an opinion that subsequently provesoillfded is a
disservice to the profession, and to the BCS.

13.You shall notify the Society if convicted of a crimal offence or upon
becoming bankrupt or disqualified as Company Dinect

Professional Competence and Integrity

14.You shall seek to upgrade your professional knogdeaind skill, and
shall maintain awareness of technological developspgrocedures
and standards which are relevant to your field, andourage your
subordinates to do likewise.

15.You shall not claim any level of competence that @o not possess.
You shall only offer to do work or provide a servithat is within your
professional competence.
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= You can self-assess your professional competenge fo
undertaking a particular job or role by asking,dgample,

= i..am | familiar with the technology involved, oave |
worked with similar technology before?

= ii. have | successfully completed similar assigntaen
roles in the past?

= ii. can | demonstrate adequate knowledge of the
specific business application and requirements
successfully to undertake the work?

16.You shall observe the relevant BCS Codes of Peaitd all other
standards which, in your judgement, are relevan sou shall
encourage your colleagues to do likewise.

17.You shall accept professional responsibility fouyaork and for the
work of colleagues who are defined in a given cxntes working
under your supervision.

G. CIPS

Code of Ethics

(Available [On-line]: http://www.cips.ca/about/ets/english/ethics.pdf)

The following statements are agreed to by all memioé CIPS as a condition of

membership.

| acknowledge that my position as an informatiostems professional carries with it

certain obligations, and | will take diligent pemsbresponsibility for their discharge.

= P) To the public: | will endeavour at all timespmotect the public interest. |
will strive to promote understanding of informati®ystems and their
application. | will not represent myself as an autly on topics in which |

lack competence.
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M) To myself and my profession: | will guard my cpetence and
effectiveness as a valuable possession. | will worknaintain them despite
changing circumstances and requirements. | will alestrate the highest
personal standards of moral responsibilities, ataraand integrity when

acting in my professional capacity.

= (C) To my colleagues: | will treat my colleagueshwiiitegrity and respect their
right to success. | will contribute to the informoat systems profession to the
best of my ability.

= E) To my employer and/or clients: | will give corsttious service to further
my employer's and/or client's legitimate best edés through management's

direction.

= R) To my employees and contracted staff: | will @tve their obligation to
uphold the Code of Ethics of the professional smsdo which they belong.

= S) To my students: | will provide a scholarly ediarato my students in a

supportive and helpful manner.

H. Computer Society of South Africa (CSSA)

Code of Conduct

(Available [On-line]: http://www.cssa.org.za/homgp@pid=854)
A Member of the Computer Society of South Africa:

- Will behave at all times with integrity. A membeill not knowingly lay
claim to a level of competence not possessed adhdtwaill times exercise
competence at least to the level claimed.

«  Will act with complete loyalty towards a client whentrusted with
confidential information.
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«  Will act with impartiality when purporting to giviadependent advice and
must disclose any relevant interests.

«  Will accept full responsibility for any work undeken and will construct and
deliver that which has been agreed to.

« Wil not seek personal advantage to the detrimétiteoSociety and will
actively seek to enhance the image of the Society.

«  Will not engage in discriminatory practices in @sdional activities on any
basis whatsoever.

Notes for Guidance

The six principles set out above make up the Coergsibciety of South Africa
(CSSA) Code of Conduct, and each member of theeBo@s a condition of
membership, undertakes to adhere to these priscidlbe principles are clear, but
have an inevitable appearance of generality. @érfalowing pages each principle is
supported by a number of notes for guidance whidhedp in specific
interpretation. Members of the Society will regdippreciate that continued
evidence of the determination to abide by the Gmitleensure the public trust and
confidence in computer professionals which is stesgary to the continuing
effective use of computers.

Terminology
The following convention applies to the readinglo$ Code:

“Member” includes all categories of corporate mermshg defined in the Society’s
Articles of Association.

“Client” is any person or organisation for whom thember works, or undertakes to
provide computer-based aid, in any way.

“User” is any person, department or organisationes by computer-based
systems.

“System” means all applications involving the use@mputer and information
technology. The term does not imply any particatade of processing, for
example Local batch or remote real time, etc. t&y$ may be interpreted as
encompassing non-computer procedures and discplioeexample Clerical,
Manual, etc.

Integrity

“A member will behave at all times with integrith member will not knowingly
lay claim to a level of competence not possessatiyall at all times exercise
competence at least to the level claimed.”
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Integrity implies wholeness, soundness, completenanything the member does
should be done competently. Where necessary j@aliguidance or expertise
should be obtained from qualified advisers.

While claims to competence should not be madellightmember will not shelter
behind this principle to avoid being helpful andaqerative; any guidance or
advice that can be provided from experience shbelceadily given.

A Member should act in a manner based on trusgand faith towards clients or
employers and towards others with whom he or shessciated.

A Member should express an opinion on a subjegt whien it is founded on
adequate knowledge and honest conviction, andowalberly qualify any opinion
expressed outside the level of professional compgetattained.

A Member should not deliberately make false or geagted statements as to the
state of affairs existing or expected regarding aspect of the construction or use
of computers.

A Member should comply with the CSSA Code of Condua any other codes that
are applicable and ensure that clients are awateedignificance of his or her
work.

A Member has an obligation to be aware of reledavelopments in information
technology.

A Member should not engage in any illegal actigitimcluding copyright or patent
violations.

Confidentiality
“A member will act with complete loyalty towardskent when entrusted with
confidential information.”

A member shall take adequate measures to ensucertifidentiality of a client’s
information. A member should not disclose, or petmbe disclosed, or use to
personal advantage, any confidential informatidatirgg to the affairs of present or
previous employers or customers without their ppemmission. The principle
covers the need to protect confidential data.

Various kinds of information can be considered lojient or employer to be
confidential. Even the fact that a project exmtsy be sensitive. Business plans,
trade secrets, personal information are all exasnpieonfidential data.
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Training is required for all staff on measuresriswe confidentiality, to guard
against the possibility of a third party intentibpar inadvertently misusing data
and to be vigilant for leaks of confidentiality irig from careless use of data or
indiscretions.

Impartiality
“A Member will act with impartiality when purportgnto give independent advice
and will disclose any relevant interests.”

The principle is primarily directed to the case véha Member or Members
relatives or friends may make a private profitig client or employer follows
advice given. Any such interest should be discloseadvance.

A second interpretation is where there is no imm@edpersonal profit but the future
business or scope of influence of the departmegmerlds on a certain solution being
accepted. Whereas salespersons are assumed ta bagetowards their own
company, an internal consultant should always damghe welfare of the
organisation as a whole and not just the increapgtication of computers.

Responsibility
“A Member will accept full responsibility for anyavk undertaken and will
construct and deliver that which has been agreéd to

Trust and responsibility are at the heart of praifasalism. A Member should seek
out responsibility and discharge it with integrite. member should complete the
work accepted within the agreed time and buddethalk which has been promised
cannot be achieved then the client or employer ieistierted at the earliest
possible time so that corrective action can bertake

Members should have regard to the effect of commfngeed systems insofar as they
are known to them. On the basic human rightsdividuals, whether within the
organisation, its customers or suppliers, or antbegyeneral public.

Subject to the confidential relationship betweesntkelves and their customers,
members are expected to transmit the benefit ofmmdition acquired during the
practice of the profession, as a result of techicawledge, to alleviate any
situation that may harm or seriously affect a timiaaity.

A Member should combat ignorance about technologgrewver it is found, and in
particular in those areas where application ofrietdgy appears to have dubious
social merit.
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Relationship to the Society
“A Member will not seek personal advantage to tawichent of the Society and
will actively seek to enhance the image of the &yci

It is necessary to write this principle into thedémf Conduct to prevent misuse of
the considerable influence that a professionaktpcan have. Nevertheless, its
impact is largely internal and the points that hegen made should be read in that
light.

A Member should not bring the Society into disrepoy personal behaviour or acts
when acknowledged or known to be a representafitleedSociety.

A Member should not misrepresent the views of thei@y nor represent that the
views of a segment or group of the Society cortstthe view of the Society as a
whole. When acting or speaking on behalf of thei@g, Members should, if faced
with conflict of interest, declare their positioMembers should not serve their own
pecuniary interests or those of the company wharimally employs them when
purporting to act in an independent manner as septatives of the Society, save as
permitted by the Society following a full disclosusf all the facts.

Members are expected to apply the same high stamddrehaviour in their social
life as is demanded of them in their professioréidies insofar as these interact.
Confidence is at the root of the validity of theatifications of the Society and
conduct which in any way undermines that confidgifimeexample. a gross breach
of a confidential relationship) is of deep concerthe Society.

Members should conduct themselves with courtesycandideration towards
everyone they come into contact with in the cowfsheir professional work.

Non-discrimination
“A member will not engage in discriminatory praetcin professional activities, on
any basis whatsoever.”

Professional people should ensure that their dgsbkvith others are free from unfair
discriminatory behaviour.

Wherever they have the opportunity to control dlugnce the hiring and
management of employees, their decisions shoulzthbed solely on the skills,
experience and performance of the employee. Tipies hiring and remunerating
on an equal opportunity basis.
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Wherever possible, members should support andt@tenprogrammes that
encourage the development and training of profaeassoand managers on an equal
opportunity basis.
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Appendix C Survey to

Industry

The quick brown fox jumps over the lazy dog.
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C. Survey to Industry

Preamble

An ethical person is one whimes the right thingven when it is difficult to do so.
One noted researcher defines an ethical issuésaggdiwhenever one party in
pursuit of its goals, engages in behaviour thaenelly affects the ability of another
party to pursue its goals. When the effect is hihpfjood, right or just - we say the
behaviour is praiseworthy or exemplary. When, havethe effect is harmful - bad,
wrong or unjust - the behaviour is unethical.” (a4 99555). From an ethical
perspective, IT developers have a professional tutg honest in their
representations about the capabilities of new imétion systems. We all know that
managing user expectations is a delicate balamdtgince there are dangers to both
overselling and underselling technology. Oversglhas negative ethical
implications, but underselling can lead to immesliader rejection. Some might say
that the best approach is to strive for total htynéssues of piracy, systems failure,
etc. indicate a prevalence of unethical behaviathimvthe industry. Technology
affords numerous opportunities for acting unettycahd, because of a lack of

constraining parameters, unwittingly so.

Please note that your responses to this surveyevilein completely confidential and

will be used solely for the purposes of the authogsearch.
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A.1 Section 1: General Demographics

1.1 Gender:
O Male O Female
1 2

1.2  Province:

[0 Eastern Cape [ Free State O Gauteng [0 Kwa-Zulu Natald Limpopo
5

1 2 3 4

O Mpumalanga [ Northern Cape [0 North-West [ Western Cape [ Outside South Africa
6 7 8 9 10

1.3 Home Language:

[0 Afrikaans [0 English [0 isiNdebele [ isiXhosa O isiZulu [0 Sepedi
1 2 3 4 5 6

[0 Sesotho [0 Setswana [ siSwati O Tshivenda O Xitsonga

7 8 9 10 11

[0 Other (Please specify):

12

1.4 Age:

O<20 [ 20-24 O 25-29 [0 30-39 O 40-49 O 50-59
1 2 3 4 5 6

[0 60-64 O>65

7 8

1.5 Highest level of Education:

1 O Primary School

2 [0 High School

3 O Matric or equivalent

4 O Further Education & Training (for example TechhiCallege)

5 O Professional Certification (for example Micros@SCO, Novell, Oracle, SUN, etc...)
6 O Tertiary Education (for example University or Taiton)

1.6 Number of people who report to you:

oo 01-10 00 11-20 0 >20
1 2 3 4

1.7 Your Job Title:

1.8 Nature of business (please select one):
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1.9

Banking/accounting/finance

Construction / mining / agriculture / engineering
Consulting

Education
Entertainment/marketing/advertising
Government

Healthcare/pharmaceutical

Information technology

Legal/real estate

Manufacturing (non-computer)

11 O Non-profit

12 0O Retail/wholesale

13 O Telecommunications

14 0O Transportation

15 [ Parastatal utilities, incl. electricity, water spaffice, etc.

©ONOU N WN R
OO0oOO0oOooOoOooaono

Size of organisation:

[0 0-50 employees [051-100 employees [ 101-500 employees [ >500 employees
1 2 3 4

|. Section 2: Ethics

21

2.2

2.3

2.4

Do you believe that the IT Industry worldwidebehaves in an ethical manner?

[0 Never [ Hardly Ever [ Sometimes [ Quite Often [J Always
1 2 3 4 5

Do you believe that the IT Industry worldwide &ould behave in an ethical

manner?

O Never [ Hardly Ever [ Sometimes [ Quite Often O Always
1 2 3 4 5

Do you believe that the IT Industry in South Afica behaves in an ethical manner?

O Never [ Hardly Ever [ Sometimes [ Quite Often O Always
1 2 3 4 5

Do you believe that the IT Industry in South Afica should behave in an ethical

manner?
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[0 Never [ Hardly Ever [ Sometimes [ Quite Often [J Always
1 2 3 4 5

2.5 Do you believe that internal / external clientéor whom the IT Industry work behavein

an ethical manner?

OO Never [ Hardly Ever [ Sometimes [ Quite Often O Always
1 2 3 4 5

2.6 Do you believe that internal / external clients fovhom the IT Industry work should

behave in an ethical manner?

[0 Never [0 Hardly Ever [ Sometimes [ Quite Often [J Always
1 2 3 4 5

2.7 Do you believe that by being ethical, it becomes madifficult to earn a profit, in the

short term?

O Never [ Hardly Ever [ Sometimes [ Quite Often O Always
1 2 3 4 5

2.8 Do you believe that by being ethical, it becomes madifficult to earn a profit, in the

long term?

[0 Never [0 Hardly Ever [ Sometimes [ Quite Often [J Always
1 2 3 4 5

2.9 During your education, to what extent was the topiof Ethics and Information

Technology examined?

O None [ Low 0 Moderate 0 High O Always
1 2 3 4 5
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2.10 Please indicate, in the table below, the frequen®f the problems you experience
with Ethics in your organisation, specifically as it relates to Information

Technology.Please check all that apply.

@ 0 < 2
i - S
= > = o 9 =
) 5 Q ) x o
> ° I = g c
() [} o = = o
Z - I« Nm O« <0 Qo
2.10.1 PIRACY BY EMPLOYEES AT/FOR O O O O O O
WORK
2.10.2 PIRACY BY EMPLOYEES AT/FOR O O O O O O
HOME
2.10.3 MISREPRESENTATION OF O O O O O O

COMPETENCE TO INTERNAL /
EXTERNAL CLIENTS

2.10.4 MISREPRESENTATION OF
COMPETENCE TO EMPLOYER

2.10.5 PRODUCING “HALF-JOBS” OR a a O O O O
WORK THAT IS NOT THE BEST
POSSIBLE

2.10.6 ABUSE OF CONFIDENTIAL O O O O O a
INFORMATION

2.10.7 FAILURE TO DISCLOSE CONFLICTS O O O O O O
OF INTEREST

2.10.8 INTENTIONALLY OVER / UNDER O
SELLING IT TO INTERNAL /
EXTERNAL CLIENTS IN ORDER TO
OBTAIN CONTRACTS

2.10.9 ABUSE OF EMPLOYEES PRIVACY a

2.10.10 ABUSE OF CUSTOMERS PRIVACY 0O

2.10.11 EMPLOYEES ARE UNAWARE OF d

O

|
|
O
O
O
|

|
|
|
|
|

ETHICAL ISSUES INVOLVING IT
2.10.12 OTHER (PLEASE SPECIFY):

O Oood
O OO0
O Ooo
O OO0
O OO0

2.11 Please indicate, in the table below, the behavioyou have exhibited, specifically as

it relates to Information Technology.Please tick all that apply.

5 8 g
( S &
= - = O n
3 S 2 o g
> = e = s
] @ o) 5 =
Z4 I 0Om O <o
2.11.1 | have pirated software for work purposes O O O O O
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2
3

2.11.2 | have pirated software for personal purpose

O O Never
1
O 0O Hardly Ever
O O Sometimes
O 0O Quite Often
4
O O Always
5

2.11.3 | have claimed expertise in an area that hat
competent / qualified in when dealing with
internal / external clients

2.11.4 | have claimed expertise in an area that hat
competent / qualified in, in order to gain
employment

2.11.5 1do “half-a-job”, producing work that istrmay
best

2.11.6 | have abused confidential information esttrd
to me

2.11.7 | have, in the past, failed to disclose ralm of
interest

2.11.8 | have intentionally over/under sold ITrternal
/ external clients

2.11.9 | have violated employees privacy

2.11.10 1 have violated customers privacy

2.11.11 | am unaware of the ethical issues invgiVin

2.11.12 Other (please specify):

O
O
O
O
O

oooo o o o o
oooo o o o o
oooo o o o 0O
oooo o o o 0O
oooo o o o 0O

2.12 Please indicate the level of confidence you haveattyour entry-level graduate employees

are sufficiently aware of their ethical and profesmnal responsibilities as they undertake

their work?

[0 Not certain [ Slightly confident [ Confident [ Highly confident [J Certain [0 N/A
1 2 3 4 5
6

2.13 Please indicate how much emphasis you would like s@e being given to ethical issues

within the Information Systems Profession in a gradates' education?

5

—

OO0 Introductory
2

OO0 Intermediate
3

OO0 Advanced
4

OO0 Expert

()
c
(@)
pd
2.13.1 Piracy O
2.13.2 Misrepresentation of competence O
2.13.3 Importance of producing the best possiblkwo [
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5

2.13.4 Abuse of confidential information

2.13.5 Conflicts of interest

2.13.6 Over/under selling IT to internal / extdrn
clients

2.13.7 Privacy

2.13.8 Other (please specify):

OO OO0 None
1

Od OO0 Introductory
2

OO OO0 |ntermediate
3

OO OO0 Advanced

OO0 OO0 Expert

2.14 Please indicate the level of confidence you haveattyour organisation’s Code of Conduct /
Ethics policy addresses your concerns with regards Ethics and I nformation Technology.

O Not certain O Slightly confident [ Confident O Highly confident [I Certain
1 2 3 4 5

O Do not have a policy

6

2.15 How does your organisation deal with the problem oEthics in the organisation?(Please

tick all that apply)

O Policies O Contractual agreements O Penalties [ Counselling O Discipline
1 2 3 4 5

[ Other (please specify):
6

2.16 Please indicate ways in which you have overcome &l problems in the organisation?

Please also indicate the level of success of thiBon and any possible future

corrective/remedial actions taken.
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Thank you for completing this survey. If you wollilee to volunteer to be part of
further surveys by the Department of Informatioist8gns at Rhodes University
please email Matthew Charleswortih¢harlesworth@ru.ac.3aPlease do not hesitate to
email Matthew Charleswortiv(Charlesworth@ru.ac.340 request to be kept informed
of the results, should you desire. Additionallypuslad you wish to share any Ethics
policies or anecdotes of actual experience witl gudicies with the authors of the

study, your help would be most gratefully appresdat
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Appendix D Survey to

Academic Institutions

This section contains the survey used for Academic
Institutions.
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D. Survey to Academic Institutions

J. Preamble

Please complete and return via:
1. email toM.Charlesworth@ru.ac.za
2. Fax: (046) 636-1915, Attention: Matthew Charlestv.

K. Section 1. General Demographics
1.1 Your name

1.2 Your address

1.3 Name of institution at which you work

1.4 Designation within institution

L. Section 2: To what extent is Ethics covered in youwurriculum?
2.1 How do you cover ethics within your Information Sysems curriculum?

[0 Stand-alone course modulé] Integrated into or across other modules
1 2

O Itis not included. Why not?
3

2.2 Who teaches the course?

[0 Information Systems Department [J Philosophy Department [0 Management Department
1 2

[0 Another Department: Please specify:
4

2.3 Does the person presenting the course have an appr@te qualification in Ethics
and Information Systems?

[0 Yes: Please specify: 0 No
1 2
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2.4 Please indicate what is included in the course arat what level.

Piracy

Misrepresentation of competencs
Importance of producing the best
possible work

Abuse of confidential information
Conflicts of interest

Over / under selling IT to internal
external clients

Privacy

Whistle-Blowing

Other (please specify):

None

O OO 0O 00 0 o0

1years | 29years

2 2
9 o 9 o
() - () -
§3|E 3
g 5|8 §
S h|lE b
o o] 0O O
o o] 0O O
o 0O Od Od
o 0O Od Od
o 0O O O
o 0O O O
o 0O | |
o 0O | |
o 0O | |

3 years
2
S o
q) P
£ 3
g §
cE 0
| O
| O
O O
O O
O O
O O
O O
O O
O O

Honours

2
S o
() R
R
g g
S &
| O
| O
O O
O O
O O
O O
O O
O O
O O

Masters/PhD

O OO O OO O Od0dlIintegrated
O OO O OO O 0O0OStand-alone

2.5 Is successful completion of the ethics course reqed for degree purposes?

[ Yes O No
1 2

2.6 Please indicate what your treatment of the topic wmolves (please tick all that

apply)
[0 Readings O Lectures
1 2
[0 Essays [ Tests
4 5

O Tutorial/Pracs

3

O Other (please specify)
6

2.7 What proportion of the curriculum refers to Ethics? Please tick:

Year / % 0 5 10 15 20 25 30 Other
1 O |o |o |o |o |o o |0
2nd O |o |o |o |o |o o |0
3¢ O |o |o |o |o |o | |0
4th / Honours | O O O O O O | O
Masters/PhD O |O |O |[O |0 |0 |O |O
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2.8 Please indicate how much emphasis Ethics should eee within your curriculum?

o
£
= 2 & 8
— I 28 & o
S < 9 528
o L8 23 o35
S $a EL o<E
prd 42 »MWo =0°
1% Year O O O O
2" Year O O O O
39 Year O O O O
4" Year /Honours O O O O
Masters / PhD O O O O

2.9 Please indicate what teaching methodologies usedtéach ethics in Information
Systems are most successful?

Readings Case-Studies  Tutorials/Pracs  Essays Ralaying Lectures
1% Year O O O O O O
2" Year O O O O ! O
3“ Year O O O O O O
4" Year /Honours O O O O O O
Masters / PhD O O O O O O

2.10 Do you witness a change in students’ behaviour bagse of completing this course?

[0 No change [in one or two individuals [ in a couple of people [ in a lot of people
1 2 3 4

2.11 Please indicate what it is that you wish to achiewrough the course.
1 [ A general awareness of the ethics surrounding IT

2 [ Enable students to justify their decision as tighterms of ethics

3 [ Teach students a process of making decisionsvitidake ethics into account

4 [0 An understanding of a wide spectrum of behavibat is, and is not, ethical

Thank you for your time.

Appendix Page liv




Appendix EDetailed Results of Survey industry

Appendix E Detailed
Results of Survey of

Industry

This section reports the raw data from the sureey t
industry.
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E. Detailed Results of Survey to Industry

Demographics

Gender
Count Percent
Male 188 80.69
Female 44 18.88
> % Missing | 1 0.43

9%

40
20

Male
Female

Figure 4: Respondents to the Industry Survey by &end

Province

Count Percent

* P Eastern Cape: 10 4.29

® Free State: 9 3.86
Gauteng 123 52.79
$” Kwazulu-Natal: 29 12.45

. - Limpopo 3 1.29

| Mpumalanga: 1 0.43

2: /m/ﬁ& Tl% S KD North-West Province: 1 0.43

R EEEE Northern Cape: 4 1.72

sl g5 F ks Western Cape: 41 17.60

l : Tz 23 s Outside South Africa: 10 4.29

: S Missing 2 0.86

Figure 5: Respondents to the Industry Survey byiRcev
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Home Language

69%

M

2%

English

English and

Afrikaans
English and Othe

Home Language

Other

Other and Othef 8

Count | Percent
English 159 68.24
Afrikaans: 53 22.75
Setswana: 1 0.43
Sepedi 1 0.43
Sesotho 1 0.43
isiXhosa: 2 0.86
Xitsonga: 1 0.43
siSwati 1 0.43
isiZulu 1 0.43
English and Afrikaans: | 5 2.15
Setswana and IsiZulu: 1 0.43
German 1 0.43
English and Greek: 1 0.43
English and isiXhosa: 1 0.43
Polish 1 0.43
English and Gujarati: 1 0.43
Missing 2 0.86

Figure 6: Respondents to the Industry Survey by Home
Language

15%

10%

28%

7%

%

Count | Percent
20-24:. | 22 9.44
25-29: | 35 15.02
30-39: | 64 27.47
40-49: | 54 23.18
50-59: | 40 17.17
60-64. | 13 5.58
> 65: 3 1.29
Missing | 2 0.86

20-24
25-29

30-39

40 - 49
50 - 59

60 - 64

> 65

Figure 7: Respondents to the Industry Survey by Age
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Highest Level of Education received

Count Percent
71% High School | 3 1.29
Matric 16 6.87
Professional | 25 10.73
FET 22 9.44
HEI 161 69.10
\ Missing 6 2.58
70 % 10%

High Schoolt &

Matric
Professional
FET
HEI

Figure 8: Respondents to the Industry Survey by éBgh
Level of Education received

Number of people that report to one

Count | Percent

100

40

37%

0 82 35.19
5% 1-10: 97 41.63
/\ 11-20: 20 8.58
> 20: 25 10.73
Missing | 9 3.86

11%

1-10
11-20!
2

Figure 9: Respondents to the Industry Survey by the
number of people who report to one
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Job Category
Count Percent
o Top Management: 45 19.31
Management: 48 20.60
80 Lower Management: | 16 6.87
" /\ IT Personnel: 105 45.06
. 0% 20 Academic: 11 4.72
Missing 8 3.43
20 7% 5
¢§1 = % =
§
Figure 10: Respondents to the Industry Survey by fud
Title Category
Nature of Business
Count | Percent
% 37% Banking / accounting / | 30 12.88
ot finance:
o Construction / mining / | 16 6.87
I I TR agripultur_e/
© e 206 295 29 s 3% engineering.
9 1% A
=t EEEEEER Consulting: 28 12.02
SRERERE. Education: 21 9.01
| i i ErEgC Entertainment / 5 2.15
£ g 23 : marketing /
: : advertising:
: Government: 4 1.72
= Healthcare / 4 1.72
pharmaceutical:
Information 85 36.48
technology:
Manufacturing (non- 15 6.44
computer):
Non-profit: 1 0.43
Parastatal utilities: 8 3.43
Retail / wholesale: 4 1.72
Telecommunications: | 6 2.58
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Transportation:

3 1.29

Missing

3 1.29

Figure 11: Respondents to the Industry Survey by the

organisational sector

Size of Organisation

30%

®
g

/\

49%

14%

0 - 50 employee;

51 - 100 employeep

101 - 500 employees

> 500 employee}

Count Percent
0 - 50 employees: 66 28.33
51 - 100 employees: | 17 7.30
101 - 500 employees; 30 12.88
> 500 employees: 107 45.92
Missing 13 5.58

Figure 12: Respondents to the Industry Survey byr the

organisational size

Frequency Histograms

Perceptions about Ethics in the IT Industry

140

120

100

o
N3

19%

4%

7%

Never

Hardly ever|

Sometimeg

Quite often|

Count Percent
Never 1 0.43
Hardly ever. | 43 18.45
Sometimes: 124 53.22
Quite often: 63 27.04
Missing 2 0.86

Figure 13: | believe that the IT Industry worldwidehaves

in an ethical manner?
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-
9

85%

o
Neverf

Hardly ever §

Sometimeg
Quite often|

Always

Figure 14: | believe that the IT Industry worldwidbould
behave in an ethical manner?

140

120

100

2%

58%

%

Count Percent
Never 1 0.43
Sometimes: | 3 1.29
Quite often: | 31 13.30
Always 197 84.55
Missing 1 0.43

Count Percent
Never 5 2.15
Hardly ever: | 42 18.03
Sometimes: 135 57.94
Quite often: 49 21.03
Missing 2 0.86

Never

Hardly ever

Sometimes

Quite often|

Figure 15: | believe that the IT Industry in Sowfrica

behaves in an ethical manner?
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0%

2%

84%

=

Hardly ever

Sometimeg

Quite often|

Always

Figure 16: | believe that the IT Industry in Sowtfrica
should behave in an ethical manner?

140

120

100

0%

1604

1%

Count Percent
Hardly ever: |1 0.43
Sometimes: 5 2.15
Quite often: 30 12.88
Always 195 83.69
Missing 2 0.86

Count Percent
Never 1 0.43
Hardly ever. | 36 15.45
Sometimes: 120 51.50
Quite often: 71 30.47
Always 2 0.86
Missing 3 1.29

Never

Hardly ever|

Sometime:
Quite often|

Always g/

Figure 17: | believe that internal / external ctgrfor
whom the IT Industry work behave in an ethical mefin
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9%

Count Percent
Sometimes: | 7 3.00
200 _84% -
160 Quite often: | 31 13.30
160 Always 194 83.26
e Missing 1 0.43
40 %
20 30
0 o
Figure 18: | believe that internal / external ctgrfor
whom the IT Industry work should behave in an ethic
manner?
Count | Percent
* Never 33 14.16
v /IR Hardly ever. | 47 20.17
. \? Sometimes: | 74 31.76
. . - Quite often: | 56 24.03
" Always 20 8.58
© e Missing 3 1.29

Never

Hardly ever|

Sometimes

Quite often|

Always

Figure 19: | believe that by being ethical, it bees more

difficult to earn a profit, in the short term?
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Count Percent
? 3% Never 66 28.33
” Hardly ever. | 84 36.05
:: = Sometimes: | 47 20.17
50 . Quite often: 27 11.59
“ Always 7 3.00
© \2% Missing 2 0.86
10 3%
=z & s 3z
g 3 &
Figure 20: | believe that by being ethical, it bees more
difficult to earn a profit, in the long term?
Count Percent
e o None 127 54.51
12 Low 66 28.33
100 Moderate: | 28 12.02
w High 12 5.15
28% Missing 0 0.00

é/

None|

High ﬁ§

Low

Moderate}

Figure 21: Extent of Ethics in IT in Education
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Perceptions of an Organisation’s Ethical Behaviour

743

32 33

22

3

1
0
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 1(0%

Composite Histogram for the perception of an oggtion's Ethical Behaviour.

(0% = Completely Unethical - 100% Completely Etbica

(Score calculated by the cumulative scores of itial factors: Never=1, Hardly Ever=2, Sometimeseaite Often=4, Always=5)

Figure 22: Composite Histogram for the perceptioraof
organisation’s Ethical Behaviour

Never
Hardly evel
Sometimeg
Quite often|
Always

Don't Know| &}&

Figure 23: Piracy by employees at/for work

Count Percent

% Do not Know | 4 1.72

” 7% Never 38 16.31

o0 o 2o Hardly ever | 55 23.61
o Sometimes | 58 24.89
o 1%/ Quite often | 64 27.47

w0 Always 14 6.01

o x% Missing 0 0.00
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39%

24%

2
B3

Never
Always

Don't Know \

Hardly ever
Sometimes
Quite often|

Figure 24: Piracy by employees at/for home

24%

22%

16%,

N
S

Never
Always

Don't Know %

Hardly ever
Sometimes
Quite often|

Count Percent
Do not Know | 18 7.73
Never 18 7.73
Hardly ever 23 9.87
Sometimes 56 24.03
Quite often 90 38.63
Always 28 12.02
Missing 0 0.00

Count Percent
Do not Know | 9 3.86
Never 38 16.31
Hardly ever | 51 21.89
Sometimes 64 27.47
Quite often 56 24.03
Always 15 6.44
Missing 0 0.00
to

Figure 25: Misrepresentation of competence

internal/external clients

Appendix Page Ixvi




Appendix EDetailed Results aurvey of Industry

Figure 27: Producing

best possible

"half-jobs" or work that istrtbe

Count Percent
* Do not Know | 9 3.86
° i \ Never 40 17.17
26% 25%

* 4% Hardly ever | 56 24.03

* Sometimes | 61 26.18
Lo Quite often | 59 25.32

@ Always 8 3.43

® Missing 0 0.00

10 49

: 0 & I oz z
g g ® 3
Figure 26: Misrepresentation of competence to eygslo
Count Percent

” o Do not Know 4 1.72

v a1 Never 28 12.02

w Hardly ever 35 15.02
e Sometimes 81 34.76

w0 o Quite often 73 31.33

30 12% - Always 12 5.15

2 Missing 0 0.00

5
10 2%
o i .
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Figure 29: Failure to disclose conflicts of intdres

Count Percent
Do not Know 7 3.00
= Never 65 27.90
o AW Hardly ever 76 32.62
Sometimes 58 24.89
Quite often 24 10.30
\ Always 3 1.29
e Missing 0 0.00
g g 3 &
Figure 28: Abuse of confidential information
Count Percent
Do not Know 9 3.86
Never 55 23.61
2oz, o\ 2% Hardly ever 53 22.75
. Sometimes 51 21.89
Quite often 54 23.18
Always 11 4.72
Missing 0 0.00
% %
’ i ¢ ¢ f & 3
8 2 & &
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22%

17%

259\ 24%

Don't Know

Never

Hardly ever|

Sometimeg
Quite often|

Always

Figure 30:

Intentionally over/under
internal/external clients in order to obtain cootsa

36%

22%

20%

4;/

7%

Count Percent
Do not Know 12 5.15
Never 51 21.89
Hardly ever 40 17.17
Sometimes 58 24.89
Quite often 57 24.46
Always 15 6.44
Missing 0 0.00

seling IT to

Count Percent
Do not Know 8 3.43
Never 83 35.62
Hardly ever 52 22.32
Sometimes 46 19.74
Quite often 28 12.02
Always 16 6.87
Missing 0 0.00

¢ w
Don't Know <

Never

Hardly evel

Sometime:
Quite often|

Always

Figure 31: Abuse of employees privacy

Appendix Page Ixix




Appendix EDetailed Results aurvey of Industry

40

9%

3%

Don't Know

Never

Hardly ever
Sometimes
Quite often|

Always

Figure 32: Abuse of customers privacy

6%

16%

15%

33%

20%

\0%

Count Percent
Do not Know 14 6.01
Never 95 40.77
Hardly ever 57 24.46
Sometimes 38 16.31
Quite often 22 9.44
Always 7 3.00
Missing 0 0.00

Count Percent
Do not Know 13 5.58
Never 37 15.88
Hardly ever 36 15.45
Sometimes 47 20.17
Quite often 77 33.05
Always 23 9.87
Missing 0 0.00

Don't Know

Never

Hardly ever|
Sometimeg
Quite often|

Always

Figure 33: Employees are unaware of ethical issues
involving IT
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Actual Ethical Behaviour of individuals

140

120

100

80

132

2 0 2 S 1

0
0%

10% 20% 30% 40% 50% 60% 70% 80% 90% 1009

Composite Histogram for the actual Ethical Behawvifuindividuals.

(0% = Completely Unethical - 100% Completely Ethica

(Score calculated by the cumulative scores of el factors: Never=1, Hardly Ever=2, Sometimes@Bite Often=4, Always=5)

Figure 34: Composite Histogram for the actual Ethica
Behaviour of Individuals

Count Percent
5% Never 127 5451
Hardly ever 62 26.61
Sometimes 29 12.45
Quite often 13 5.58
27% Always 2 0.86
Missing 0 0.00
12%
6%
1%
z z 2 Z
3 & &

Figure 35: | have pirated software for work purpose
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2%

27%

26

§/

Never

Hardly evel

Sometime:
Quite often|

Figure 36: | have pirated software for personappaes

76%

15%

@
B3

:

Count Percent
Never 62 26.61
Hardly ever 74 31.76
Sometimes 60 25.75
Quite often 29 12.45
Always 8 3.43
Missing 0 0.00

Count Percent
Never 178 76.39
Hardly ever 36 15.45
Sometimes 14 6.01
Quite often 5 2.15
Missing 0 0.00

Never

Hardly ever|

Sometime:
Quite often|

Figure 37: | have claimed expertise in an arealthat not

competent / qualified in when dealing with internal

external clients
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86%

©
8

@
B3

N
X

Never

Hardly ever

Sometimeg

Quite often|

Figure 38: | have claimed expertise in an arealthat not
competent / qualified in, in order to gain employimne

140

120

100

52%

36%

3
ES

Count Percent
Never 201 86.27
Hardly ever 20 8.58
Sometimes 7 3.00
Quite often 5 2.15
Missing 0 0.00

Count Percent
Never 121 51.93
Hardly ever 83 35.62
Sometimes 28 12.02
Quite often 1 0.43
Missing 0 0.00

Never

Hardly ever|

Sometimeq

Quite often| §

Figure 39: | do "half-a-job", producing work thatnot my

best
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85%

8
X

Never

Hardly evel

Sometimeg

Quite often| §

Figure 40: | have abused confidential informatiotrested

to me

2
200 84%
180
160
140
120
100

80

60
40

11%
0

Count Percent
Never 197 84.55
Hardly ever 28 12.02
Sometimes 7 3.00
Quite often 1 0.43
Missing 0 0.00

Count Percent
Never 195 83.69
Hardly ever 25 10.73
Sometimes 9 3.86
Quite often 4 1.72
Missing 0 0.00

Never

Hardly ever

Sometimes

Quite often|

Figure 41: | have, in the past, failed to disclassonflict of
interest
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N
S

Count Percent
e Never 161 69.10
160 Hardly ever 49 21.03
o Sometimes 16 6.87
- Quite often 4 1.72
% Missing 3 1.29
% 21%
20 7%
.
£ 2 &
Figure 42: | have intentionally over/under sold @
internal/external clients
Count Percent
a5 Never 196 84.12
Hardly ever 26 11.16
Sometimes 8 3.43
Quite often 2 0.86
Missing 1 0.43

W
B

Never

Hardly ever

Sometimeg
§ =
Quite oftenfi &

Figure 43: | have violated employees privacy
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909k

<
B
B3

Never

Hardly ever
Sometimeg

Quite often| EOQ

Figure 44: | have violated customers privacy

160
140
120

2 100

2%

Count Percent
Never 209 89.70
Hardly ever 17 7.30
Sometimes 5 2.15
Quite often 1 0.43
Missing 1 0.43

Count Percent
Never 166 71.24
Hardly ever 29 12.45
Sometimes 19 8.15
Quite often 7 3.00
Always 9 3.86
Missing 3 1.29

Never

Hardly ever
Sometimes
Quite often|

Always

Figure 45: 1 am unaware of the ethical issues wingl IT
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Figure 46: Level of confidence you have that yonirye
level graduate employees are sufficiently awarethefir
ethical and professional responsibilities as theglentake

their work.

Desired depth in a course module on Ethical Behawio within IT

163

43

9

9
0%3\ 1

0% 14% 29% 43% 57% 71% 86%

Composite Histogram for the desired depth in asmunodule on IT Ethical
Behaviour.

(0% = No Course - 100% Expert Course)

10

%

Figure 47: Composite Histogram for the desired dapth

course module on IT Ethical Behaviour

Count Percent
5% Not certain 73 31.33
. Slightly confident 89 38.20
D Confident 33 14.16
” - Highly confident 15 6.44
) Certain 6 2.58
N/A 17 7.30
2N e Missing 0 0.00
s 08 & °
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Count Percent

! None 16 6.87
" — Introductory | 7 3.00
0 Intermediate | 27 11.59
w0 Advanced 44 18.88
%0 Expert 138 59.23
%0 - Missing 1 0.43
“ 12%
20 7% ‘@
’ ¢ £ E 3 3

Figure 48: Level at which Piracy should be addmsse

within an Ethics course

Count Percent
B . None 11 4.72
Introductory | 3 1.29

2 Intermediate | 11 4,72
" Advanced 50 21.46
o Expert 158 67.81
6 \ Missing 0 0.00
2 11, 5% 11, 5% \\
’ & & § 3 3

Figure 49: at which issues relating to

misrepresentation

of one’'s competence should be

addressed within an Ethics course
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16%

78%

Introductory} '

Intermediate | &
Advanced

Expert:

Figure 50: Level at which issues relating to th@amance
of producing one’s best possible work should beresikkd
within an Ethics course

11%

81%

Count Percent
None 7 3.00
Introductory | 2 0.86
Intermediate | 5 2.15
Advanced 37 15.88
Expert 181 77.68
Missing 1 0.43

Count Percent
None 15 6.44
Introductory | 2 0.86
Intermediate | 2 0.86
Advanced 25 10.73
Expert 189 81.12
Missing 0 0.00

)
None]ég

Introductory e

Intermediate '
Advanced

Expert:

Figure 51: Level at which issues relating to thessbof
confidential information should be addressed witkim

Ethics course
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6%

21%

63%

©
8

None

Introductoryfi <

Intermediate
Advanced

Expert:

Figure 52: Level at which issues relating to cadli of

interest should be addressed within an Ethics eours

22%

60%

©
8

Count Percent
None 15 6.44
Introductory | 2 0.86
Intermediate | 21 9.01
Advanced 49 21.03
Expert 146 62.66
Missing 0 0.00

Count Percent
None 15 6.44
Introductory | 8 3.43
Intermediate | 20 8.58
Advanced 50 21.46
Expert 138 59.23
Missing 2 0.86

None|

Introductoryp | ¥

Intermediatg
Advanced

Expert|

Figure 53: Level at which issues relating to oveder
selling IT to internal/external clients should bédeessed
within an Ethics course
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=3

75%

Count Percent
None 10 4.29
Introductory | 5 2.15
Intermediate | 10 4,29
Advanced 32 13.73
Expert 174 74.68
Missing 2 0.86

None

IntroductoryH\ ©

Intermediate
Advanced
Expert:

Figure 54: Level at which issues relating to privabould

be addressed within an Ethics course

Level of Confidence in an organisation’s Code of Galuct / Ethics Policy

12%

219

6%
19%

18%

7S
X

Not certain|

Slightly confident}

Confident|

Certain

Highly confidentf
Don’t have a polic:

Figure 55: Level
organisation’s Code of Conduct / Ethics policy being
capable of addressing ones concerns with regarBshios

and Information Technology

Count Percent
Not certain 29 12.45
Slightly confident 48 20.60
Confident 61 26.18
Highly confident 44 18.88
Certain 41 17.60
Don’t have a policy | 10 4.29
Missing 0 0.00
of confidence one has in one's

Appendix Page Ixxxi




Appendix EDetailed Results aurvey of Industry

Number of measures present within organisations tdeal with Ethical Problems

involving IT

50
< 40 17
2 15%

20 7% 7%

o - o~ ) < 0

Composite Histogram for the number of measureseptesithin organisations to deal
with Ethical Problems involving IT.

(Score calculted by counting whether an orgarsaias Polices, Confractual Agreements, PenalBeinseling and Discipline procedures
in place)

Figure 56: Composite Histogram for the number of
measures present within organisations to deal Bfktical
Problems involving IT

Count Percent
Policies = 2:::03:2;;‘(/:?3;403 0.42: Yes 177 75 97
- No 56 24.03

200 /\ Missing | O 0.00

60 56
40
20
0
)
z

Policies

Yes

Figure 57: Number of respondents’ organisations wse
policies to govern the ethical behaviour of thenpdoyees
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Histogram ( 1v233¢
Contractual Agreements = 233*1*normal(x, 1.4034916

)
z

Yes

Contractual Agreements

Count Percent
Yes 139 59.66
No 94 40.34

Figure 58: Number of respondents’ organisations wse
contractual agreements to govern the ethical bebaof

their employees

Histogram ( 1v*233¢
Penalties = 233*1*normal(x, 1.7639, 0.42

Y

5!
@
o

>

No

Penalties

Count Percent
Yes 55 23.61
No 178 76.39
Missing | O 0.00

Figure 59: Number of respondent's organisations ug®

penalties to govern
employees

the ethical

behaviour

of their
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Count Percent
Comseling - 255 tmoma, 17338, 044 Yes 62 26.61
No 171 73.39
M1 Missing | O 0.00
6.

Counselling

Figure 60: Number of respondents’ organisations wse
counselling to govern the ethical behaviour of rthei
employees

Histogram ( 1v233¢

Discipline = 233*1*normal(x, 1.3991, 0.49(

Count Percent
Yes 140 60.09
No 93 39.91
Missing 0 0.00

Yes

Discipline

No

Figure 61: Number of respondents’ organisations wee
discipline to govern the ethical
employees

behaviour of their
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Significant Cross-tabulations
Hypothesis Sub-Set 23

Piracy by employees at work vs. | have piratedng# for work purposes

40 T
35t 1+ 34 . ol
30+ I
25}
20_ 19
15
10
5 3 4
c1l.0900 —0 0 0 2 9 0
ST B o 5T 55 o 53T 83 o
g 6 EE g g 6 EE & $ o EZ®
() = o & ] = © 3 ) = o §
Z >0 4 = Z >0 4 = Z >0 g =
T E =2 < T g =2 < T g = <
c O 3 T O 3 @ O >
I n O I n O I n O
Piracy by employees at/for work: Don't Kn Piracy by employees at/for work: Ne' Piracy by employees at/for work: Hardly e
40
35}
30l 29
25} 23
20
15
10
| 4
. 19 0 A
==t T R A 3 s 5L o
= 3 E &£ & 2 3 E £ 7 2 2 EE 7
(5] = O = () = O = (0] = O =
Z >0 4 = Z >0 o = Z >0 4 =
T £ = < T € = < T g =2 <
g © 3 g O 8 © =
I n O T n O I n O
No of obs
Piracy by employees at/for work: Sometil Piracy by employees at/for work: Quite of Piracy by employees at/for work: Alwa

I have pirated sotware for work purposes

Combined Frequency Count)} Do not | Never /| Some times / Quite often | Totals
Know Hardly ever | Always

Do not Know 0 4 0 4

Never / Hardly ever 0 91 2 93

Sometimes / Quite often / Always | 0 94 42 136

Total 0 189 44 233

Fisher's Exact Test for Count Data: p= 0.000000Xtsghly Significant)
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Hypothesis Sub-Set 24:

Piracy by employees at home vs. | have piratedvaodt for personal purposes

35
30
25}
20k
15 i L
11
ol 9 | I . 10 9
5 3 ] 4
— 0 1 0 0 0 0 0
St 5. 53 T ¢ R
>3 E & 3 >3 E £ 2 > 2 E &£ 3
v v = 5 v v =5 8 v © £ § &
Zzﬁmé ZZ*EQ;E ZZ”BQ)E
T E =2 < T g =2 < T g = <
o = o 3 o >
£a 0o £a 0o £a 0
Piracy by employees at/for home: Don't Kr Piracy by employees at/for home: Ne Piracy by employees at/for home: Hardly ¢
35 T T
sk 30 30
25F 21
20
15} 15 13 3 11
10} ] L 9
| | 5
. Bl LLE e 1L,
ren h— e T
S3ES 3 S3ELZ 23 EL 2
v v £ 3§ 8 v » = F 8 v © £ § ©
2 >8 o = 2 >8 ¢ = 2 >8 ¢ 2
T £ = < T € = < T £ =2 <
g © 3 g O 8 © =
T un O T n O I un O
No of obs
Piracy by employees at/for home: Someti Piracy by employees at/for home: Quite o Piracy by employees at/for home: Alw:
I have pirated sotware for personal purposes
Combined Frequency Coun{ Do Never /| Some times / Quite| Total
not Hardly ever often / Always
Know
Do not Know 0 14 4 18
Never / Hardly ever 0 37 4 41
Sometimes / Quite often / Alwaysg 0 85 89 174
Total 0 136 97 233

Pearson's Chi-squared test: X-squared = 26.42684di= 0.00002603 (Highly
Significant)
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Hypothesis Sub-Set 30

Intentionally over/under selling IT to internal/ertal clients in order to obtain

contracts vs. | have intentionally over/under gdltb internal/external clients

50 T T T T T T T - T
401 1 T 1 T 35
30F
20
10 7
4
L0 o 2000 Emlo0
5 © 3 5 % © 9 5 T 0 8 &%
S 3 E & S 3 E £ Sz E &
(] (B} = o (0] [©] = o) [0 (B} = o
Z > o o Z > o Z > 0 ©
T £ = T E = T E =
g O g O 8 © =
I un O T un O I u O
Intentionally over/under selling IT to inten Intentionally over/under selling IT to inten Intentionally over/under selling IT to inten
/extemal clients in order to obtain contracts: @ /external clients in order to obtain contracts: /external clients in order to obtain contracts:
Know Never Hardly ever
50
40 F E F
32 31
30F . I
20F
10} 6 7 8
0 N . ez i N
D 0 @O 5 5 O O 5 s © O 5
S 3 E 2 S 3 E & S 3 E 2
Z > T 4 Z > 0© 4 Z > 0 o
T E = T E = T E =
S = S > T O >
I un O r un O I un O
No of obs Intentionally over/under selling IT to inten Intentionally over/under selling IT to inten Intentionally over/under selling IT to inten
/extemal clients in order to obtain contracts /external clients in order to obtain contracts: /external clients in order to obtain contracts:
Sometimes Quite often Always
I have intentionally over/under sold IT to interfeatternal clients
Combined Frequency Count: Never /| Sometimes / Quite| Total
Hardly ever often / Always
Do not Know 10 0 10
Never / Hardly ever 90 1 91
Sometimes / Quite often / Always 110 19 129
Total 210 20 230

Fisher's Exact Test for Count Data: p= 0.0005849@HMy Significant)
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Hypothesis Sub-Set 67

Piracy by employees at/for work vs. The effect aiges on ethical behaviour

60

50¢

40}

30¢

20

10}

No of obs

49
44 44
27
20
11 11
9 9
4 5
2 5 0 0 § o 2 5 o 0o £ O
c 2z E2 3% s :zE2 3
¥ Zz > o9 o 2 ¥ Zz > o0 o 2
= 5 £ & < + 5 £ 8 <
< S o 5 c > o 5
o CUU) @] CUU)
a) T o a T o

S2Q15a: Policies: Yes

S2Q15a: Policies:

Piracy by employees at/for work

Combined Frequency Count Yes | No | Totals
Do not Know 4 0 4
Never / Hardly ever 71 22 |93
Sometimes 49 9 58
Quite often / Always 53 25 | 78
Total 177 | 56 233

Fisher's Exact Test for Count Data: p= 0.000953gHMy Significant)

No
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Hypothesis Sub-Set 22

Sizes of Organisation vs. Employees are unawagéhafal issues involving IT

45

40 L

35¢

30

251 i5

20t

15 } 15 14 12 4

10

oL : : 0 M

0 R S TR

Q ()
s 22 E 2 3 s 2 3 E L 3
S 2 9 = © =2 c 2 9 = ©o =3
X =z > Q ® = ¥ zZ > 3} o =
= 5z € =2 < = Tz £ =2 <
5 g 3 2 5 g 3 3
(] I o a T (@4
Size of Organisation: 0 - 50 employees Size of Organisation: 51 - 100 employees

45

40 |

| It 2

15[ 12 13 19 11

0 ., 4 4 5 4 ,_7 7

O- i i 1 i i i i i i 1 i i

—_ e vJ c 7 — — vJ c )

s ¢ ¢ 2 s ¢ 2 E 2 %
c [0 () = 1S) = c <) [0 = o) ;
X Z > O = X Z > O =
= s € & < = 5 £ & <
g T 2 3 S 5 2 3
a r ¥ ©O 3 F o o

No of obs
Size of Organisation: 101 - 500 employee Size of Organisation: > 500 employees

Employees are unaware ofethical issues involvihg |

Combined Frequency Count: Do Never /| Some times / Quite often | Totals
not Hardly ever | Always
Know
0 - 50 employees / 51 - 100 employees4 37 42 83
101 - 500 employees / > 500 employee8 31 98 137
Totals 12 68 140 220

Fisher's Exact Test for Count Data: p= 0.002506atiSically Significant)
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Hypothesis Sub-Set 29

Failure to disclose conflicts of interest vs. | Bain the past, failed to disclose a

conflict of interest

60
50 F
40
30F
20
10

o
~ [ee]
-

48

Never
Hardly ever
Sometimego
Quite oftenfo

Failure to disclose conflicts of interest: Dc

Nevert
Hardly evert
Sometimego
Quite oftento

Nevert

Hardly evert |~
Sometimeg
Quite oftenfo

Failure to disclose conflicts of interest: Har

Failure to disclose conflicts of interest: Ne

ever

Know
60
50 f 44 4
40t
30f
20
12
10} 4 :
0 20 | B a2 i |
— = Y — pen = uT [ — c
- 23 E S : s E <
(O] — ) (0] — o (0] — )
Z > BT o Z > B 4 Z > 8 o
T £ = T E = T E =
S 3 S S S
£ a0 £ o 0O £ a0
No of obs ) _ o
Failure to disclose conflicts of interest: Qu
Failure to disclose conflicts of interest: Somes often Failure to disclose conflicts of interest: Alwz
I have, in the past, failed to disclose a conftifinterest
Combined Frequency Coun{ Never /| Sometimes / Quite often Total
Hardly ever | / Always
Do not Know 9 0 9
Never / Hardly ever 107 1 108
Sometimes / Quite often / Alwayg 104 12 116
Total 220 13 233

Fisher's Exact Test for Count Data: p= 0.005528t(Sically Significant)
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Hypothesis Sub-Set 31

Abuse of employees privacy vs. | have violated eyges privacy

90 T
0} 78
70F
60 |
S0 46
40
30F
20k
10} 8 5
19 9 0 2.0 0 10
0 v © 8 % 5 © % & 5 © 9 5
> 2 E & > 3 E & > 3 E &
Q = o Q o = o Q o = o
Z > o o Z > o Z > ©
T £ = BT E = T E =
© o > S o > [ o >
r un O r un O I u O
Abuse of employees privacy: Don't Kn Abuse of employees privacy: Ne' Abuse of employees privacy: Hardly e
90
80
70 F
60 |
50
40
30F
20t 0 18 12
10 3 6 3
0 I—l—»—.i 12 11
5t 53 ST 5t 3T
=2 5 £ = =2 3 £ = s 3 £ =
Q = o Q o = o Q @ = o
Z > T g Z > © g4 Z > 0 o
T £ = BT E = T E =
g O© 3 T O > @ O© S
No of obs T »n 0 T n O £ 0 O

Abuse of employees privacy: Sometit

Abuse of employees privacy: Quite of

I have violated employees privacy

Combined Frequency Coun{ Never /| Sometimes / Quite often / Total
Hardly ever | Always

Do not Know 8 0 8

Never / Hardly ever 133 1 134

Sometimes / Quite often / Always 81 9 90

Total 222 10 232

Fisher's Exact Test for Count Data: p= 0.00562&t(Sically Significant)

Abuse of employees privacy: Alwa
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Hypothesis Sub-Set 16

Size of Organisation vs. Producing "half-jobs" arkvthat is not the best possible

45
40
35
30
25t
19
20t
15] 12 14 15 .
10
JE. 2 0 1.3
0 s+~ 5 U & o e
g ¢ ¢ E g = g ¢ ¢ GE) g 2
c o © = B c o © 5 3
X Z > O = X Zz > O 2
= s £ & < = s £ & <
S 5 Q 3 S S 2 35
(@] T o o a T 2o
Size of Organisation: 0 - 50 employees Size of Organisation: 51 - 100 employees
45 — —
20 ] [ ZPU_ ZPU
35¢
30t
1ol = g 11 7
r 5
o1 0 gy L L .
— — 44 c — — U7 I
g 8¢ ¢ s & s ¢ ¢ 2 s &
S 2 O S5 B c o 9 5 39
X Z > O 2 X Z > O =
= s € & < = 5 £ & <
g T 2 3 S 5 2 3
a r ¥ ©O 3 F o o
No of obs
Size of Organisation: 101 - 500 employee Size of Organisation: > 500 employees
Producing "halfjobs" or work that is not the bpsissible
Combined Frequency Count: Do Never /| Some times / Quite| Totals
not Hardly ever | often / Always
Know
0 - 50 employees / 51 - 100 employees3 30 50 83
101 - 500 employees / > 500 employees 28 108 137
Totals 4 58 158 220

Fisher's Exact Test for Count Data: p= 0.00574tiSially Significant)
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Hypothesis Sub-Set 28

Abuse of confidential information vs. | have abuseodnfidential information

entrusted to me

80 T T
70 63 ﬂ
60 |
50 F
40
30
20
10} 7 6 ]
oL 19 0 0 2.9 0 Il 0
T O O 5 T O 0 5 T O O $
S 3 E 2 S 3 E & S 3 E 2
Q - o Q @ - o Q o - o
Z > o o Z > o Z > °
T E = T E = T £ =
8 6 3 8 6 3 g © 3
T un O T n O T un O
Abuse of confidential information: Don't Knc Abuse of confidential information: Nev Abuse of confidential information: Hardly e
80
70F
60 |
S0F 42
40
30F
20+ 12 13 5 1
10 4
; Ly TEmz 1 2.0 009
T © o § T © © & T © O §
2 & E £ Z2 5 £ & 5 & E =
] = B v ¢ = 5 v @ = 3
Z > o © Z > o Z > o
T £ = T £ = T £ =
g O g O = g O© =
r un O r un O r un O
No of obs

Abuse of confidential information: Sometin
| have abused confidential information entrustedo

Abuse of confidential information: Quite oft

Abuse of confidential information: Alwa

Combined Frequency Coun{ Never /| Sometimes / Quite| Total
Hardly ever often / Always

Do not Know 7 0 7

Never / Hardly ever 140 1 141

Sometimes / Quite often / Alwayg 78 7 85

Total 225 8 233

Fisher's Exact Test for Count Data: p= 0.01106 dBdine Statistically Significant)
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Hypothesis Sub-Set 62

Job Title vs. | have, in the past, failed to disel@ conflict of interest

90

80
70
60 f
50 44
40t
30t
20t 14
1or 41 ¢ 4 0 0 2 9 0
° 5 55 5t %% “+ 5 ¥ 3
s E £ 3 © E £ 3 © E £
> T g Z > 8 4 Z > 8 4
T £ = T £ = T E =
g © 3> g © 3> S © 3>
T un O T un O I »n O
Job Title: Top Management Job Title: Management Job Title: Lower Management
90 —a—
80 7
70
60 |
50
40t
30t
20F 13 8
ol e e )
— U7 [ — U7 [
S £ & ST EE
=1 o =1 o
- =2 Lfg
T 3 & £ 3 &
No of obs +
Job Title: IT Personnel Job Title: Academic
I have, in the past, failed to disclose a confifinterest
Combined Frequency Count: Never | Hardly ever/ | Total
Sometimes /
Quite often /
Always
Top Management / Management / Lower Management 98 11 109
IT Personnel / Academic 89 27 116
Totals 187 38 225

Fisher's Exact Test for Count Data: p= 0.012 (Budirte Statistically Significant)
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Hypothesis Sub-Set 32

Abuse of customers privacy vs. | have violatedaustrs privacy

188 T T T T T T La—
80 |
70 1 - 1 -
! 1 R
40
30 F
20 F 13
10
oL [ 11 9000 L300 L3100
5 0 0 § 5 0 0 § 5 0 0 §
> g E £ > 2z E & > 3 E &
Q = o Q o = o Q o = o
Z > o o Z > o o Z > 0 ©
T E = BT E = T E =
[ o > [ o > [ o >
I un O I un O I un O
Abuse of customers privacy: Don't Kn Abuse of customers privacy: Ne' Abuse of customers privacy: Hardly e
100 T T T T T T T
90 f 1 F
80 | . -
70 1 -
60 . -
50 g -
40r 31 1
30F 1 F
20} {1 17
10 5 2 1 F 4 4
0 ‘;I 1 0 e 111
0 T O 0 5 T O 0 5 T 0 0 5
g = 3 e = o e 3 o)
5 o £ £ 3 E £ 3 E £
Q = o Q o = o Q @ = o
Z > T g Z > 0T g Z > 0T g4
5§ 5 5 5 % ¥ 53
No of obs r n ©O T n O £ 0 O
Abuse of customers privacy: Sometit Abuse of customers privacy: Quite of Abuse of customers privacy: Alwa

I have violated customers privacy

Combined Frequency Coun{ Never / Hardly | Sometimes / Quite| Total
ever often / Always

Do not Know 14 0 14

Never / Hardly ever 150 1 151

Sometimes / Quite often / Always 62 5 67

Total 226 6 232

Fisher's Exact Test for Count Data: p= 0.01511 ¢Bdine Statistically Significant)
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Hypothesis Sub-Set 6

Extent of Ethics in IT in Education vs. | have addisconfidential information

entrusted to me

120 T TUCT
100t
80 |
60 | 58
40 16
20 t+ 7
0 _ 2 1 ! 1 0
g ¢ % & s & 8 &
> 3 IS = > > £ =
() = o () (] = o
zZ > o 4 zZ > o g
S g = S g =
= = = >
f @ 0 r 2 0

Extent of Ethics in IT in Education: None Extent of Ethicsin IT in Education: Low

120
100
80
60
20| 22 9
I 2 4 0 3 0 o0
% % 8 = 5 © 2 &
) [} 3] Q
5 & £ < s © £ 3
z > ] zZ > Q
g Lot g 2 e
£ 9 0O £ 92 0O
No of obs

Extent of Ethics in IT in Education: Modera Extent of Ethics in IT in Education: High

I have abused confidential information entrustedeo

Combined Frequency Count; Never /| Some times / Quite| Totals
Hardly ever often / Always

None / Low 189 4 193

Moderate / High 36 4 40

Total 225 8 233

Fisher's Exact Test for Count Data: p= 0.0313 (Bdite Statistically Significant)
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Hypothesis Sub-Set 100

Piracy by employees at/for work vs. The effectairtselling on ethical behaviour

60

50¢

40}

30¢
23

20
13

11 11

10}

27

32

47

51

Always J w

Don't KHOW:|H
Nevert
Hardly ever
Sometimeg
Quite oftent

No of obs
S2Q15d: Counselling: Yes

Nevert

Don't Know-\|oo

Hardly event

Sometimes

Quite oftent

Always t

S2Q15d: Counselling: No

Piracy by employees at/for work

Combined Frequency Cour Yes | No | Totals
Do not Know 1 3 4
Never / Hardly ever 34 |59 |93
Sometimes 11 | 47 | 58
Quite often / Always 16 | 62 | 78
Total 62 | 171| 233

Fisher's Exact Test for Count Data: p= 0.04155¢Bdine Statistically Significant)
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Hypothesis Sub-Set 49

Highest level of education vs. | do "half-a-jobfpgucing work that is not my best

100
90
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70
60 |
50
40
30

20t 6 7 11 9 ¢
1 1110 = s WA e 9
T ¢ 8 % T ¢ 8 % 3 ¢ 8 5
Z2 ¥ E = Z2 ¥ E = Z2 3 E =
v © = 5 v © = 5 v © = 35
Z > T g Z > T g Z > T g
5§ 3 § 5 3 2 5 3
T n O T n O T n O
Highest level of Education: High Highest level of Education:
School Highest level of Education: Matri Professional
100 ————— .
ool 1 [ YU
80t ]
70t ]
60 |
50 b ]
40t 4
30t ]
ig: 9 12
o 1 0 1
0 T 0 O § T 0 O §
s o E = s o E =
(7} = B (7} = B
Z > T 4 Z > T 4
5 & 3 5§ 3
r un O r un O
No of obs
Highest level of Education: FET Highest level of Education: HEI
1 do "halta-job", producing work that is not mydie
Combined Frequency Count: Never | Hardly ever / Sometimes /| Total
Quite often / Always
High School / Matric / Professional / FET | 27 39 66
HEI 90 71 161
Totals 117 110 227

Fisher's Exact Test for Count Data: p= 0.04223 ¢Bdne Statistically Significant)
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Hypothesis Sub-Set 33

Employees are unaware of ethical issues involvings. | am unaware of the ethical

issues involving IT
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IT: Sometimes involving IT: Quite often involving IT: Always

I amunaware ofthe ethical issues involving IT

Combined Frequency Coun Never /| Sometimes / Quite often /| Total
Hardly ever | Always

Do not Know 9 2 11

Never / Hardly ever 67 5 72

Sometimes / Quite often / Alwayg 119 28 147

Total 195 35 230

Fisher's Exact Test for Count Data: p= 0.04896 ¢Bdine Statistically Significant)
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Detailed results for all hypotheses

This section contains the raw cross-tabulated d@ataeach hypothesis and the

combined values on which the test was performed.type of test and the resultant

p-value is listed below each table.

Hypothesis Sub-Set 1: Extent of Ethics in IT in Edaation vs. | have pirated software for work

purposes
Never | Hardly ever| Some timeg Quite often| Always | Totals

None 68 37 13 8 1 127

Low 36 16 11 3 0 66

Moderate | 19 3 3 2 1 28

High 4 6 2 0 0 12

Always 0 0 0 0 0 0

All Groups | 127 62 29 13 2 233

Combined Frequency Cournl Never / Hardly evel Some times / Quite often / Alway Totals

None / Low 157 36 193

Moderate / High / Always | 32 8 40

All Groups 189 44 233

Pearson's Chi-squared test with Yates' continwityection: X-squared = 6e-04, df = 1, p-value =8Q.9

Hypothesis Sub-Set 2: Extent of Ethics in IT in Edoation vs. | have pirated software for personal

purposes
Never Hardly ever| Some timeg Quite often| Always | Totals

None 39 35 32 15 6 127

Low 12 22 22 10 0 66

Moderate | 8 11 4 3 2 28

High 3 6 2 1 0 12

Always 0 0 0 0 0 0

All Groups | 62 74 60 29 8 233

Combined Frequency Courl Never / Hardly evel Some times / Quite often / Alway Totals

None / Low 108 85 193

Moderate / High / Always 28 12 40

All Groups 136 97 233

Pearson's Chi-squared test with Yates' continaitsection: X-squared = 2.1416, df = 1, p-value =

0.1434
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Hypothesis Sub-Set 3: Extent of Ethics in IT in Eduoation vs. | have claimed expertise in an area
that | am not competent / qualified in when dealingwith internal / external clients

Never Hardly ever | Some times| Quite often | Always Totals
None 98 19 7 3 0 127
Low 50 11 3 2 0 66
Moderate 19 6 3 0 0 28
High 11 0 1 0 0 12
Always 0 0 0 0 0 0
All Groups 178 36 14 5 0 233
Combined Frequency Count: | Never / Hardly ever | Some times / Quite often / Alwayy Totals
None / Low 178 15 193
Moderate / High / Always 36 4 40
All Groups 214 19 233

Fisher's Exact Test for Count Data: p-value = (6754

Hypothesis Sub-Set 4: Extent of Ethics in IT in Eduoation vs. | have claimed expertise in an area
that I am not competent / qualified in, in order togain employment

Never Hardly ever | Some times| Quite often | Always Totals
None 108 11 4 4 0 127
Low 58 5 2 1 0 66
Moderate 24 3 1 0 0 28
High 11 1 0 0 0 12
Always 0 0 0 0 0 0
All Groups 201 20 7 5 0 233
Combined Frequency Count: | Never / Hardly ever | Some times / Quite often / Always| Totals
None / Low 182 11 193
Moderate / High / Always 39 1 40
All Groups 221 12 233

Fisher's Exact Test for Count Data: p-value = (6696

Hypothesis Sub-Set 5: Extent of Ethics in IT in Edaation vs. | do "half-a-job", producing work

that is not my best

Never Hardly ever | Some times | Quite often | Always Totals
None 66 45 15 1 0 127
Low 30 29 7 0 0 66
Moderate 18 5 5 0 0 28
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Never Hardly ever | Some times | Quite often | Always Totals
High 7 4 1 0 0 12
Always 0 0 0 0 0 0
All Groups 121 83 28 1 0 233
Combined Frequency Courl Never / Hardly evell Some times / Quite often / Alway Totals
None / Low 170 23 193
Moderate / High / Always 34 6 40
All Groups 204 29 233

Fisher's Exact Test for Count Data: p-value = 06600

Hypothesis Sub-Set 6: Extent of Ethics in IT in Eduoation vs. | have abused confidential

information entrusted to me

Never Hardly ever | Some times | Quite often | Always Totals
None 108 16 2 1 0 127
Low 58 7 1 0 0 66
Moderate 22 2 4 0 0 28
High 9 3 0 0 0 12
Always 0 0 0 0 0 0
All Groups 197 28 7 1 0 233
Combined Frequency Courl Never / Hardly evell Some times / Quite often / Alway Totals
None / Low 189 4 193
Moderate / High / Always 36 4 40
All Groups 225 8 233

Fisher's Exact Test for Count Data: p-value = (3031

Hypothesis Sub-Set 7: Extent of Ethics in IT in Edaation vs. | have, in the past, failed to disclose

a conflict of interest

Never Hardly ever | Some times| Quite often | Always | Totals
None 110 11 2 4 0 127
Low 52 9 5 0 0 66
Moderate 24 4 0 0 0 28
High 9 1 2 0 0 12
Always 0 0 0 0 0 0
All Groups 195 25 9 4 0 233
Combined Frequency Cournl Never / Hardly evel Some times / Quite often / Alway Totals
None / Low 182 11 193
Moderate / High / Always 38 2 40
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| All Groups | 220 | 13 | 233 ]

Fisher's Exact Test for Count Data: p-value = 1

Hypothesis Sub-Set 8: Extent of Ethics in IT in Edoation vs. | have intentionally over/under sold

IT to internal/external clients

Never | Hardly ever| Some timeq Quite often| Always | Totals
None 87 28 9 3 0 127
Low 44 14 5 1 0 64
Moderate | 22 5 1 0 0 28
High 8 2 1 0 0 11
Always 0 0 0 0 0 0
All Groups | 161 49 16 4 0 230
Combined Frequency Courn Never / Hardly evel Some times / Quite often / Alway Totals
None / Low 173 18 191
Moderate / High / Always 37 2 39
All Groups 210 20 230

Fisher's Exact Test for Count Data: p-value = @540

Hypothesis Sub-Set 9: Extent of Ethics in IT in Edaation vs. | have violated customers privacy

Never Hardly ever | Some times | Quite often | Always Totals
None 111 10 4 1 0 126
Low 60 5 1 0 0 66
Moderate 27 1 0 0 0 28
High 11 1 0 0 0 12
Always 0 0 0 0 0 0
All Groups 209 17 5 1 0 232
Combined Frequency Courl Never / Hardly evel Some times / Quite often / Alway Totals
None / Low 186 6 192
Moderate / High / Always 40 0 40
All Groups 226 6 232

Fisher's Exact Test for Count Data: p-value = (8593

Hypothesis Sub-Set 10: Extent of Ethics in IT in Edcation vs. | have violated customers privacy

Never

Hardly ever

Some times

Quite often

Always

Totals

None

111

10

4

1

0

126
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Low 60 5 1 0 0 66
Moderate 27 1 0 0 0 28
High 11 1 0 0 0 12
Always 0 0 0 0 0 0
All Groups 209 17 5 1 0 232
Combined Frequency Courl Never / Hardly evell Some times / Quite often / Alway Totals
None / Low 186 6 192
Moderate / High / Always 40 0 40

All Groups 226 6 232

Fisher's Exact Test for Count Data: p-value = (8593

Hypothesis Sub-Set 11: Extent of Ethics in IT in Edcation vs. | am unaware of the ethical issues

involving IT

Never Hardly ever [ Some times| Quite often | Always Totals
None 87 13 13 4 7 124
Low 46 11 5 3 1 66
Moderate 23 4 0 0 1 28
High 10 1 1 0 0 12
Always 0 0 0 0 0 0
All Groups 166 29 19 7 9 230
Combined Frequency Cournl Never / Hardly evel Some times / Quite often / Alway Totals
None / Low 157 33 190
Moderate / High / Always 38 2 40
All Groups 195 35 230
Fisher's Exact Test for Count Data: p-value = (8252
Hypothesis Sub-Set 12: Size of Organisation vs. Bty by employees at/for work

Do not| Never Hardly Some Quite Always | Totals

Know ever times often
0 - 50 employees 1 16 14 13 20 2 66
51 - 100 employees| 0 1 3 3 8 2 17
101 - 500 employees O 4 6 6 12 2 30
> 500 employees 2 14 29 34 21 7 107
Totals 3 35 52 56 61 13 220
Combined Frequency Count: Do not| Never /| Some times / Quitd Totals

Know Hardly ever | often / Always

0 - 50 employees / 51 - 100 employegs 1 34 48 8
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101 - 500 employees / > 500 employ¢es 2 53 82 187
Totals 3 87 130 220
Fisher's Exact Test for Count Data: p-value = 2901
Hypothesis Sub-Set 13: Size of Organisation vs. By by employees at/for home
Do not| Never Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 5 8 5 18 24 6 66
51 - 100 employees| O 0 3 3 9 2 17
101 - 500 employees 3 0 4 8 10 5 30
> 500 employees 8 9 11 24 41 14 107
Totals 16 17 23 53 84 27 220
Combined Frequency Count: Do not| Never /| Some times / Quitd Totals
Know Hardly ever | often/ Always
0 - 50 employees / 51 - 100 employeg¢s 5 16 62 83
101 - 500 employees / > 500 employees 11 24 102 187
Totals 16 40 164 220

Fisher's Exact Test for Count Data: p-value = 0.86

Hypothesis Sub-Set 14: Size of Organisation vs.

internal/external clients

Mepresentation of competence to

Do not [ Never | Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 2 15 18 15 11 5 66
51 - 100 employees| O 1 2 6 6 2 17
101 - 500 employees 0 5 6 7 10 2 30
> 500 employees 5 15 23 31 27 6 107
Totals 7 36 49 59 54 15 220
Combined Frequency Count: Do not| Never /| Some times / Quitq Totals
Know Hardly ever | often/ Always
0 - 50 employees / 51 - 100 employeg¢s 2 36 45 838
101 - 500 employees / > 500 employees 5 49 83 187
Totals 7 85 128 220

Fisher's Exact Test for Count Data: p-value = 07569

Hypothesis Sub-Set 15: Size of Organisation vs.

internal/external clients

Mepresentation of competence to
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Do not | Never | Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 2 15 18 15 11 5 66
51 - 100 employees| O 1 2 6 6 2 17
101 - 500 employees 0O 5 6 7 10 2 30
> 500 employees 5 15 23 31 27 6 107
Totals 7 36 49 59 54 15 220
Do not | Never /| Some times / Quitq Totals
Know Hardly ever | often/ Always
0 - 50 employees / 51 - 100 employees 2 36 45 83
101 - 500 employees / > 500 employegs 5 49 83 137
Totals 7 85 128 220

Fisher's Exact Test for Count Data: p-value = 07569

Hypothesis Sub-Set 16: Size of Organisation vs. Rhocing "half-jobs" or work that is not the
best possible

Do not| Never Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 3 12 14 19 15 3 66
51 - 100 employees| O 1 3 5 7 1 17
101 - 500 employees 0 4 5 13 7 1 30
> 500 employees 1 8 11 40 40 7 107
Totals 4 25 33 77 69 12 220
Do not | Never /| Some times / Quitq Totals
Know Hardly ever | often/ Always
0 - 50 employees / 51 - 100 employeeg 3 30 50 83
101 - 500 employees / > 500 employegs 1 28 108 137
Totals 4 58 158 220
Fisher's Exact Test for Count Data: p-value = 07/d05
Hypothesis Sub-Set 17: Size of Organisation vs. Abe of confidential information
Do not| Never Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 3 23 20 13 7 0 66
51 - 100 employees| O 5 3 6 2 1 17
101 - 500 employees 0O 8 9 9 4 0 30
> 500 employees 4 25 39 27 10 2 107
Totals 7 61 71 55 23 3 220
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Do not| Never / Hardly| Some times / Quitq Totals
Know ever often / Always
0 - 50 employees / 51 - 100 employeeg 3 51 29 83
101 - 500 employees / > 500 employegs 4 81 52 137
Totals 7 132 81 220
Fisher's Exact Test for Count Data: p-value = 0.839
Hypothesis Sub-Set 18: Size of Organisation vs. Raie to disclose conflicts of interest
Do not| Never Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 4 23 14 8 14 3 66
51 - 100 employees| O 1 5 2 5 4 17
101 - 500 employees 3 6 6 6 9 0 30
> 500 employees 2 20 26 33 22 4 107
Totals 9 50 51 49 50 11 220
Do not | Never / Hardly| Some times / Quitq Totals
Know ever often / Always
0 - 50 employees / 51 - 100 employees 4 43 36 83
101 - 500 employees / > 500 employees 5 58 74 137
Totals 9 101 110 220
Fisher's Exact Test for Count Data: p-value = 06302
Hypothesis Sub-Set 19: Size of Organisation vs. kutionally over/under selling IT to
internal/external clients in order to obtain contracts
Do not| Never Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 3 24 8 13 13 5 66
51 - 100 employees| 1 0 2 8 4 2 17
101 - 500 employees 0 8 7 6 8 1 30
> 500 employees 5 16 21 29 30 6 107
Totals 9 48 38 56 55 14 220
Do not| Never / Hardly| Some times / Quitq Totals
Know ever often / Always
0 - 50 employees / 51 - 100 employees 4 34 45 83
101 - 500 employees / > 500 employees 5 52 80 137
Totals 9 86 125 220
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Fisher's Exact Test for Count Data: p-value = (6801

Hypothesis Sub-Set 20: Size of Organisation vs. Abel of an employee’s privacy

Do not| Never Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 2 31 15 8 7 3 66
51 - 100 employees| O 5 3 5 3 1 17
101 - 500 employees 0 10 4 9 5 2 30
> 500 employees 3 32 29 21 13 9 107
Totals 5 78 51 43 28 15 220
Do not | Never /| Some times / Quitq Totals
Know Hardly ever | often / Always
0 - 50 employees / 51 - 100 employees 2 54 27 83
101 - 500 employees / > 500 employees 3 75 59 137
Totals 5 129 86 220
Fisher's Exact Test for Count Data: p-value = 01296
Hypothesis Sub-Set 21: Size of Organisation vs. Abe of a customer’s privacy
Do not| Never Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 3 33 16 8 5 1 66
51 -100 employees| 1 6 3 2 4 1 17
101 - 500 employees 0 12 7 7 4 0 30
> 500 employees 7 38 29 20 9 4 107
Totals 11 89 55 37 22 6 220
Do not| Never / Hardly| Some times / Quit§ Totals
Know ever often / Always
0 - 50 employees / 51 - 100 employees 4 58 21 83
101 - 500 employees / > 500 employees 7 86 44 137
Totals 11 144 65 220

Fisher's Exact Test for Count Data: p-value = 0.574
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Hypothesis Sub-Set 22: Size of Organisation vs. Efoyees are unaware of ethical issues

involving IT
Do not| Never Hardly Some Quite Always | Totals
Know ever times often
0 - 50 employees 4 15 17 14 12 4 66
51 - 100 employees| O 3 2 3 7 2 17
101 - 500 employees 1 4 4 5 12 4 30
> 500 employees 7 13 10 24 42 11 107
Totals 12 35 33 46 73 21 220
Do not | Never /| Some times / Quitq Totals
Know Hardly ever | often / Always
0 - 50 employees / 51 - 100 employees 4 37 42 83
101 - 500 employees / > 500 employees 8 31 98 137
Totals 12 68 140 220

Fisher's Exact Test for Count Data: p-value = (6062

Hypothesis Sub-Set 23: Piracy by employees at works. | have pirated software for work

purposes
Never | Hardly ever | Some times| Quite often | Always | Totals
Do not Know| 3 1 0 0 0 4
Never 34 4 0 0 0 38
Hardly ever | 34 19 2 0 0 55
Sometimes 29 19 9 1 0 58
Quite often 23 17 15 9 0 64
Always 4 2 3 3 2 14
Total 127 62 29 13 2 233
Never /| Some times / Quitq Totals
Hardly ever often / Always
Do not Know 4 0 4
Never / Hardly ever 91 2 93
Sometimes / Quite often / Alwayy 94 42 136
Total 189 44 233

Fisher's Exact Test for Count Data: p=0.0000001157
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Hypothesis Sub-Set 24: Piracy by employees at homs. | have pirated software for personal

purposes
Never | Hardly ever | Some times| Quite often | Always | Total
Do not Know| 9 5 3 0 1 18
Never 11 7 0 0 0 18
Hardly ever 10 9 4 0 0 23
Sometimes 16 21 14 5 0 56
Quite often 15 30 30 13 2 90
Always 1 2 9 11 5 28
Total 62 74 60 29 8 233
Never /] Some times / Quitd Total
Hardly ever often / Always
Do not Know 14 4 18
Never / Hardly ever 37 4 41
Sometimes / Quite often / Alwayy 85 89 174
Total 136 97 233

Pearson's Chi-squared test: X-squared = 26.420384dp-value = 0.00002603

Hypothesis Sub-Set 25: Misrepresentation of competee to internal/external clients vs. | have
claimed expertise in an area that | am not competeri qualified in when dealing with internal /
external clients

Never Hardly ever | Sometimes| Quite often | Always | Total
Do not Know| 9 0 0 0 0 9
Never 37 0 1 0 0 38
Hardly ever | 44 6 1 0 0 51
Sometimes 46 15 3 0 0 64
Quite often 36 11 5 4 0 56
Always 6 4 4 1 0 15
Total 178 36 14 5 0 233
Never /| Sometimes / Quitq Total
Hardly ever | often / Always
Do not Know 9 0 9
Never / Hardly ever 87 2 89
Sometimes / Quite often / Always 118 17 135
Total 214 19 233
Fisher's Exact Test for Count Data: p-value = (2373

Hypothesis Sub-Set 26: Misrepresentation of competee to employer vs. | have claimed expertise
in an area that | am not competent / qualified injn order to gain employment
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Never | Hardly ever| Sometimeg Quite often| Always | Total
Do not Know| 8 1 0 0 0 9
Never 40 0 0 0 0 40
Hardly ever | 52 2 2 0 0 56
Sometimes 51 9 1 0 0 61
Quite often 46 6 4 3 0 59
Always 4 2 0 2 0 8
Total 201 20 7 5 0 233
Never /| Sometimes / Quitq Total
Hardly ever | often / Always
Do not Know 9 0 9
Never / Hardly ever 94 2 96
Sometimes / Quite often / Always 118 10 12§
Total 221 12 233
Fisher's Exact Test for Count Data: p-value = (6434

Hypothesis Sub-Set 27: Producing "half-jobs" or wok that is not the best possible vs. | do "half-

a-job", producing work that is not my best

Never Hardly ever Sometimes Quite often | Always | Total
Do not Know 2 1 1 0 0 4
Never 25 3 0 0 0 28
Hardly ever 26 6 3 0 0 35
Sometimes 37 36 8 0 0 81
Quite often 28 32 13 0 0 73
Always 3 5 3 1 0 12
Total 121 83 28 1 0 233

Never / Hardly evel Sometimes / Quite often / Alway Total

Do not Know 3 1 4
Never / Hardly ever 60 3 63
Sometimes / Quite often / Always 141 25 166
Total 204 29 233

Fisher's Exact Test for Count Dat

a: p-value = 07178
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Hypothesis Sub-Set 28: Abuse of confidential inforation vs. | have abused confidential
information entrusted to me

Never | Hardly ever| Sometimes Quite often| Always | Total
Do not Know| 7 0 0 0 0 7
Never 63 2 0 0 0 65
Hardly ever | 69 6 1 0 0 76
Sometimes 42 12 4 0 0 58
Quite often 13 8 2 1 0 24
Always 3 0 0 0 0 3
Total 197 28 7 1 0 233

Never / Hardly evel Sometimes / Quite often / Alway Total

Do not Know 7 0 7
Never / Hardly ever 140 1 141
Sometimes / Quite often / Always 78 7 85
Total 225 8 233

Fisher's Exact Test for Count Data: p-value = 00811

Hypothesis Sub-Set 29: Failure to disclose confletof interest vs. | have, in the past, failed to
disclose a conflict of interest

Never | Hardly ever| Sometimes Quite often| Always | Total
Do not Know| 8 1 0 0 0 9
Never 54 1 0 0 0 55
Hardly ever | 48 4 1 0 0 53
Sometimes 44 5 2 0 0 51
Quite often 36 12 5 1 0 54
Always 5 2 1 3 0 11
Total 195 25 9 4 0 233

Never / Hardly evel Sometimes / Quite often / Alway Total

Do not Know 9 0 9
Never / Hardly ever 107 1 108
Sometimes / Quite often / Always 104 12 116
Total 220 13 233

Fisher's Exact Test for Count Data: p-value = (6235
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Hypothesis Sub-Set 30: Intentionally over/under skhg IT to internal/external clients in order to
obtain contracts vs. | have intentionally over/undesold IT to internal/external clients

Never Hardly ever Sometimes Quite often | Always | Total
Do not Know 7 3 0 0 0 10
Never 48 3 0 0 0 51
Hardly ever 35 4 1 0 0 40
Sometimes 32 18 6 1 0 57
Quite often 31 18 7 1 0 57
Always 8 3 2 2 0 15
Total 161 49 16 4 0 230
Never / Hardly evel Sometimes / Quite often / Alway| Total
Do not Know 10 0 10
Never / Hardly ever 90 1 91
Sometimes / Quite often / Alwaysg 110 19 129
Total 210 20 230
Fisher's Exact Test for Count Data: p-value = (6897
Hypothesis Sub-Set 31: Abuse of employees privacy. ¥ have violated employees privacy
Never | Hardly ever| Sometimes Quite often| Always | Total
Do not Know| 8 0 0 0 0 8
Never 78 4 0 0 82
Hardly ever | 46 5 1 0 0 52
Sometimes 34 9 3 0 0 46
Quite often 18 6 3 1 0 28
Always 12 2 1 1 0 16
Total 196 26 8 2 0 232
Never / Hardly evel Sometimes / Quite often / Alway Total
Do not Know 8 0 8
Never / Hardly ever 133 1 134
Sometimes / Quite often / Always 81 9 90
Total 222 10 232

Fisher's Exact Test for Count Data: p-value = 06235
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Hypothesis Sub-Set 32: Abuse of customers privacg M have violated customers privacy

Never | Hardly ever| Sometimes Quite often| Always | Total
Do not Know| 13 1 0 0 0 14
Never 92 3 0 0 95
Hardly ever | 52 3 1 0 0 56
Sometimes 31 5 2 0 0 38
Quite often 17 4 1 0 0 22
Always 4 1 1 1 0 7
Total 209 17 5 1 0 232

Never / Hardly evel Sometimes / Quite often / Alway Total

Do not Know 14 0 14
Never / Hardly ever 150 1 151
Sometimes / Quite often / Always 62 5 67
Total 226 6 232

Fisher's Exact Test for Count Data: p-value = 01015

Hypothesis Sub-Set 33: Employees are unaware of @thl issues involving IT vs. | am unaware of

the ethical issues involving IT

Never Hardly ever Sometimes Quite often | Always | Total
Do not Know 9 0 0 1 1 11
Never 36 0 1 0 0 37
Hardly ever 25 6 1 1 2 35
Sometimes 30 7 8 1 1 47
Quite often 53 13 5 3 3 77
Always 13 3 4 1 2 23
Total 166 29 19 7 9 230

Never / Hardly ever | Sometimes / Quite often | Total
Always

Do not Know 9 2 11
Never / Hardly ever 67 5 72
Sometimes / Quite often / Always 119 28 147
Total 195 35 230

Fisher's Exact Test for Count Data: p-value = (0848
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Hypothesis Sub-Set 34: Number of people who repotd you vs. | have pirated software for work

purposes

Never Hardly ever Sometimes Quite often | Always | Total
0 46 19 11 4 2 82
1-10 46 32 14 5 0 97
11-20 11 5 1 3 0 20
>20 17 6 2 0 0 25
Totals 120 62 28 12 2 224

Never | Hardly ever / Sometimes / Quite often / Alwg Total

0 46 36 82
1-10 46 51 97
11-20/>20| 28 17 45
Totals 120 104 224

Fisher's Exact Test for Count Data: p-value = (3217

Hypothesis Sub-Set 35: Number of people who repotb you vs. | have pirated software for
personal purposes

Never | Hardly ever| Sometimeg Quite often| Always | Total
0 17 30 19 11 5 82
1-10 | 24 30 30 12 1 97
11-20 | 7 5 4 3 1 20
>20 | 10 9 3 2 1 25
Totals| 58 74 56 28 8 224

Never | Hardly ever / Sometimes / Quite often / Alwg Total

0 17 65 82
1-10 24 73 97
11-20/>20| 17 28 45
Totals 58 166 224

Fisher's Exact Test for Count Data: p-value = 2116

Hypothesis Sub-Set 36: Number of people who repotb you vs. | have claimed expertise in an
area that | am not competent / qualified in when daling with internal / external clients

Never | Hardly ever| Sometimeg Quite often| Always | Total
0 64 12 6 0 0 82
1-10 | 70 18 7 2 0 97
11-20 | 16 2 1 1 0 20
>20 | 22 2 0 1 0 25
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Never | Hardly ever| Sometimeg Quite often| Always | Total

Totals| 172 34 14 4 0 224
Never | Hardly ever / Sometimes / Quite often / Alwg Total

0 64 18 82

1-10 70 27 97

11-20/>20| 38 7 45
Totals 172 52 224

Fisher's Exact Test for Count Data: p-value = (2275

Hypothesis Sub-Set 37: Number of people who repotb you vs. | have claimed expertise in an
area that | am not competent / qualified in, in orar to gain employment

Never | Hardly ever| Sometimeg Quite often| Always | Total
0 74 6 1 1 0 82
1-10 | 81 9 5 2 0 97
11-20 | 17 2 0 1 0 20
>20 | 21 3 1 0 0 25
Totals| 193 20 7 4 0 224

Never | Hardly ever / Sometimes / Quite often / Alwg Total

0 74 8 82
1-10 81 16 97
11-20/>20| 38 7 45
Totals 193 31 224

Fisher's Exact Test for Count Data: p-value = 0.424

Hypothesis Sub-Set 38: Number of people who repotb you vs. | do "half-a-job", producing
work that is not my best

Never Hardly ever Sometimes Quite often | Always | Total
0 42 29 10 1 0 82
1-10 45 38 14 0 0 97
11-20 11 7 2 0 0 20
>20 17 6 2 0 0 25
Totals 115 80 28 1 0 224

Never | Hardly ever / Sometimes / Quite often / Alwg Total

0 42 40 82
1-10 45 52 97
11-20/>20| 28 17 45
Totals 115 109 224

Appendix Page cxvi




Appendix EDetailed Results aurvey of Industry

Fisher's Exact Test for Count Data: p-value = 04208

Hypothesis Sub-Set 39: Number of people who repotb you vs. | have abused confidential
information entrusted to me

Never | Hardly ever| Sometimeg Quite often| Always | Total
0 72 8 2 0 0 82
1-10 | 81 12 4 0 0 97
11-20 | 15 4 0 1 0 20
>20 | 21 4 0 0 0 25
Totals| 189 28 6 1 0 224

Never | Hardly ever / Sometimes / Quite often / Alwgq Total

0 72 10 82
1-10 81 16 97
11-20/>20| 36 9 45
Totals 189 35 224

Fisher's Exact Test for Count Data: p-value = 0473

Hypothesis Sub-Set 40: Number of people who repotb you vs. | have, in the past, failed to
disclose a conflict of interest

Never | Hardly ever| Sometimes Quite often| Always | Total
0 70 8 3 1 0 82
1-10 | 79 12 5 1 0 97
11-20 | 18 1 0 1 0 20
>20 | 21 3 1 0 0 25
Totals| 188 24 9 3 0 224

Never | Hardly ever / Sometimes / Quite often / Alwg Total

0 70 12 82
1-10 79 18 97
11-20/>20| 39 6 45
Totals 188 36 224

Fisher's Exact Test for Count Data: p-value = (3706

Hypothesis Sub-Set 41: Number of people who repotb you vs. | have intentionally over/under
sold IT to internal/external clients

Never | Hardly ever| Sometimeg Quite often| Always | Total
0 60 15 4 2 0 81
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1-10 | 62 23 10 1 0 96
11-20 | 14 5 0 1 0 20
>20 | 16 6 2 0 0 24
Totals| 152 49 16 4 0 221
Never | Hardly ever / Sometimes / Quite often / Alwg Total

0 60 21 81
1-10 62 34 96
11-20/>20| 30 14 44
Totals 152 69 221

Fisher's Exact Test for Count Data: p-value = 04400

Hypothesis Sub-Set 42: Number of people who repotd you vs. | have violated an employee’s

privacy
Never Hardly ever Sometimes Quite often | Always | Total
0 68 11 1 1 0 81
1-10 78 12 7 0 0 97
11-20 19 0 0 1 0 20
>20 22 3 0 0 0 25
Totals 187 26 8 2 0 223
Never Hardly ever / Sometimes / Qui{ Total
often / Always
0 68 13 81
1-10 78 19 97
11-20/> 20 41 4 45
Totals 187 36 223

Fisher's Exact Test for Count Data: p-value = 01268

Hypothesis Sub-Set 43: Number of people who repotb you vs. | have violated a customer’s

privacy

Never Hardly ever Sometimes Quite often | Always | Total
0 72 7 1 1 0 81
1-10 87 6 4 0 0 97
11-20 17 3 0 0 0 20
>20 24 1 0 0 0 25
Totals 200 17 5 1 0 223

Never | Hardly ever / Sometimes / Quite often / Alwg Total

0 72 9 81
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Never | Hardly ever / Sometimes / Quite often / Alwg Total
1-10 87 10 97
11-20/>20| 41 4 45
Totals 200 23 223

Fisher's Exact Test for Count Data: p-value = 07959

Hypothesis Sub-Set 44: Number of people who repotb you vs. | am unaware of the ethical
issues involving IT

Never Hardly ever Sometimes Quite often | Always | Total
0 61 9 8 3 1 82
1-10 62 19 6 3 5 95
11-20 16 0 1 1 1 19
> 20 20 1 3 0 1 25
Totals 159 29 18 7 8 221

Never | Hardly ever / Sometimes / Quite often / Alwgq Total

0 61 21 82
1-10 62 33 95
11-20/>20| 36 8 44
Totals 159 62 221

Fisher's Exact Test for Count Data: p-value = 06111

Hypothesis Sub-Set 45: Highest level of educatiosM have pirated software for work purposes

Never Hardly ever | Sometimes | Quite Always | Total
often
High School 2 1 0 0 0 3
Matric 9 4 3 0 0 16
Professional 13 7 2 3 0 25
FET 13 5 3 1 0 22
HEI 87 42 21 9 2 161
Totals 124 59 29 13 2 227
Never Hardly ever / Sometimes | Total
Quite often / Always
High School / Matric / Professional / FET 37 29 66
HEI 87 74 161
Totals 124 103 227

Fisher's Exact Test for Count Data: p-value = (4883

Appendix Page cxix




Appendix EDetailed Results aurvey of Industry

Hypothesis Sub-Set 46: Highest level of educationsv| have pirated software for personal

purposes
Never Hardly ever Sometimes Quite often | Always | Total

High School 2 1 0 0 0 3
Matric 6 3 5 2 0 16
Professional 6 9 4 5 1 25
FET 4 7 7 4 0 22
HEI 41 53 42 18 7 161
Totals 59 73 58 29 8 227

Never Hardly ever / Sometimes | Total

Quite often / Always

High School / Matric / Professional / FHT 18 48 66
HEI 41 120 161
Totals 59 168 227

Fisher's Exact Test for Count Data: p-value = (8367

Hypothesis Sub-Set 47: Highest level of educatiors.vl have claimed expertise in an area that |
am not competent / qualified in when dealing withnternal / external clients

Never Hardly ever Sometimes Quite often | Always | Total
High School 2 1 0 0 0 3
Matric 12 3 1 0 0 16
Professional 16 5 3 1 0 25
FET 18 4 0 0 0 22
HEI 124 23 10 4 0 161
Totals 172 36 14 5 0 227

Never Hardly ever / Sometimes | Total
Quite often / Always

High School / Matric / Professional / FET 48 18 64
HEI 124 37 161
Totals 172 55 227

Fisher's Exact Test for Count Data: p-value = 01499

Hypothesis Sub-Set 48: Highest level of educatiors.vl have claimed expertise in an area that |
am not competent / qualified in, in order to gain mployment

Never Hardly ever | Sometimes | Quite Always | Total
often
High School 3 0 0 0 0 3
Matric 15 1 0 0 0 16
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Professional 20 3 1 1 0 25

FET 22 0 0 0 0 22

HEI 135 16 6 4 0 161

Totals 195 20 7 5 0 227
Never Hardly ever / Sometimes | Total

Quite often / Always

High School / Matric / Professional / FET 60 6 66

HEI 135 26 161

Totals 195 32 227

Fisher's Exact Test for Count Data: p-value = (3209

Hypothesis Sub-Set 49: Highest level of educatiorsvl do "half-a-job", producing work that is

not my best

Never Hardly ever Sometimes Quite often | Always | Total
High School 1 1 1 0 0 3
Matric 6 7 3 0 0 16
Professional 11 9 5 0 0 25
FET 9 12 1 0 0 22
HEI 90 52 18 1 0 161
Totals 117 81 28 1 0 227

Never Hardly ever / Sometimes | Total
Quite often / Always

High School / Matric / Professional / FET 27 39 64
HEI 90 71 161
Totals 117 110 227

Fisher's Exact Test for Count Data: p-value = (2342

Hypothesis Sub-Set 50: Highest level of educatiorsvl have abused confidential information

entrusted to me

Never Hardly ever Sometimes Quite often | Always | Total
High School 3 0 0 0 0 3
Matric 13 3 0 0 0 16
Professional 21 3 0 1 0 25
FET 20 2 0 0 0 22
HEI 134 20 7 0 0 161
Totals 191 28 7 1 0 227
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Never Hardly ever / Sometimes | Total

Quite often / Always
High School / Matric / Professional / FET 57 9 66
HEI 134 27 161
Totals 191 36 227

Fisher's Exact Test for Count Data: p-value = 0.69

Hypothesis Sub-Set 51: Highest level of educatiorsv| have, in the past, failed to disclose a

conflict of interest

Never Hardly ever | Sometimes | Quite Always | Total
often
High School 3 0 0 0 0 3
Matric 10 3 3 0 0 16
Professional 22 1 1 1 0 25
FET 21 1 0 0 0 22
HEI 133 20 5 3 0 161
Totals 189 25 9 4 0 227
Never | Hardly ever / Sometimes / Quil Total
often / Always
High School / Matric / Professional / FET 56 10 66
HEI 133 28 161
Totals 189 38 227

Fisher's Exact Test for Count Data: p-value = 0.845

Hypothesis Sub-Set 52: Highest level of educatiors.vl have intentionally over/under sold IT to
internal/external clients

Never Hardly ever Sometimes Quite often | Always | Total
High School 2 0 1 0 0 3
Matric 9 6 1 0 0 16
Professional 14 4 5 2 0 25
FET 17 4 0 0 0 21
HEI 115 33 9 2 0 159
Totals 157 47 16 4 0 224

Never | Hardly ever / Sometimes / Quite ofter] Total
Always

High School / Matric / Professional / FET 42 23 65
HEI 115 44 159
Totals 157 67 224
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Fisher's Exact Test for Count Data: p-value = 00264

Hypothesis Sub-Set 53: Highest level of educatiosM have violated employees privacy

Never | Hardly ever| Sometimeg Quite often| Always | Total
High School| 2 0 0 0 0 2
Matric 13 2 1 0 0 16
Professionall 20 4 0 1 0 25
FET 22 0 0 0 0 22
HEI 135 20 5 1 0 161
Totals 192 26 6 2 0 226

Never | Hardly ever / Sometimes / Qui{ Total
often / Always

High School / Matric / Professional / FET 57 8 65
HEI 135 26 161
Totals 192 34 226

Fisher's Exact Test for Count Data: p-value = (8541

Hypothesis Sub-Set 54: Highest level of educatioisM have violated customers privacy

Never Hardly ever | Sometimes | Quite Always | Total
often

High School 2 0 0 0 0 2

Matric 14 1 1 0 0 16
Professional 23 2 0 0 0 25

FET 22 0 0 0 0 22
HEI 142 14 4 1 0 161
Totals 203 17 5 1 0 226
Never | Hardly ever / Sometimes / Qui{ Total

often / Always

High School / Matric / Professional / FET 61 4 65
HEI 142 19 161
Totals 203 23 226

Fisher's Exact Test for Count Data: p-value = (8234
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Hypothesis Sub-Set 55: Highest level of educatiorsM am unaware of the ethical issues involving

IT
Never Hardly ever Sometimes Quite often | Always | Total
High School 3 0 0 0 0 3
Matric 11 3 0 0 0 14
Professional 18 3 2 1 0 24
FET 18 4 0 0 0 22
HEI 112 18 16 6 9 161
Totals 162 28 18 7 9 224
Never Hardly ever / Sometimes / Qui{ Total
often / Always

High School / Matric / Professional / FET 50 13 63
HEI 112 49 161
Totals 162 62 224
Fisher's Exact Test for Count Data: p-value = 07183
Hypothesis Sub-Set 56: Job Title vs. | have piratesoftware for work purposes

Never Hardly ever Sometimes Quite often | Always | Total
Top Management 24 15 3 3 0 45
Management 31 13 3 1 0 48
Lower Management 7 3 6 0 0 16
IT Personnel 51 28 15 9 2 105
Academic 8 2 1 0 0 11
Totals 121 61 28 13 2 225

Never | Hardly ever / Sometimes | Total
Quite often / Always

Top Management / Management / Lower Management 62 7 4 109
IT Personnel / Academic 59 57 116
Totals 121 104 225

Fisher's Exact Test for Count Data: p-value = (6422

Hypothesis Sub-Set 57: Job Title vs. | have piratesoftware for personal purposes

Never | Hardly ever| Sometimes Quite often| Always | Total
Top Management 15 15 9 4 2 45
Management 14 19 9 5 1 48
Lower Management 3 4 6 2 1 16
IT Personnel 22 32 29 18 4 104
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Never | Hardly ever| Sometimeg Quite often| Always | Total
Academic 5 3 3 0 0 11
Totals 59 73 56 29 8 225
Never Hardly ever / Sometimes | Total
Quite often / Always
Top Management / Management / Lowes2 77 109
Management
IT Personnel / Academic 27 89 116
Totals 59 166 225

Fisher's Exact Test for Count Data: p-value = 01363

Hypothesis Sub-Set 58: Job Title vs. | have claimeskpertise in an area that | am not competent /
qualified in when dealing with internal / externalclients

Never Hardly ever | Sometimes | Quite Always | Total
often
Top Management 38 5 2 0 0 45
Management 38 6 2 2 0 48
Lower Management 10 5 1 0 0 16
IT Personnel 76 18 8 3 0 105
Academic 9 1 1 0 0 11
Totals 171 35 14 5 0 225
Never Hardly ever / Sometimes| Total
Quite often / Always

Top Management / Management / Lower Management 86| 3 2 109
IT Personnel / Academic 85 31 116
Totals 171 54 225

Fisher's Exact Test for Count Data: p-value = 06351

Hypothesis Sub-Set 59: Job Title vs. | have claimegkpertise in an area that | am not competent /
qualified in, in order to gain employment

Never Hardly ever | Sometimes | Quite Always | Total
often

Top Management 39 6 0 0 0 45
Management 40 3 5 0 0 48
Lower Management| 14 1 1 0 0 16
IT Personnel 90 9 1 5 0 105
Academic 10 1 0 0 0 11
Totals 193 20 7 5 0 225
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Never | Hardly ever / Sometimes| Total
Quite often / Always
Top Management / Management / Lower Management 98 6 1 109
IT Personnel / Academic 100 16 116
Totals 193 32 225
Fisher's Exact Test for Count Data: p-value = 04851
Hypothesis Sub-Set 60: Job Title vs. | do "half-agb", producing work that is not my best
Never Hardly ever | Sometimes | Quite Always | Total
often
Top Management 30 12 3 0 0 45
Management 22 21 5 0 0 48
Lower Management | 8 5 3 0 0 16
IT Personnel 48 43 13 1 0 105
Academic 8 1 2 0 0 11
Totals 116 82 26 1 0 225
Never [ Hardly ever / Sometimes| Total
Quite often / Always
Top Management / Management / Lower Management 60| 9 4 109
IT Personnel / Academic 56 60 116
Totals 116 109 225
Fisher's Exact Test for Count Data: p-value = (8350
Hypothesis Sub-Set 61: Job Title vs. | have abusednfidential information entrusted to me
Never Hardly ever | Sometimes | Quite Always | Total
often
Top Management 41 4 0 0 0 45
Management 38 9 1 0 0 48
Lower Management 14 2 0 0 0 16
IT Personnel 87 12 5 1 0 105
Academic 10 1 0 0 0 11
Totals 190 28 6 1 0 225
Never | Hardly ever / Sometimes| Total
Quite often / Always
Top Management / Management / Lower Management 98 6 1 109
IT Personnel / Academic 97 19 116
Totals 190 35 225

Fisher's Exact Test for Count Data: p-value = (8354
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Hypothesis Sub-Set 62: Job Title vs. | have, in thgast, failed to disclose a conflict of interest

Never Hardly ever | Sometimes | Quite Always | Total
often
Top Management 40 4 1 0 0 45
Management 44 4 0 0 0 48
Lower Management 14 2 0 0 0 16
IT Personnel 81 13 7 4 0 105
Academic 8 2 1 0 0 11
Totals 187 25 9 4 0 225
Never [ Hardly ever / Sometimes | Total
Quite often / Always
Top Management / Management / Lower Management 98| 1 1 109
IT Personnel / Academic 89 27 116
Totals 187 38 225
Fisher's Exact Test for Count Data: p-value = 0.012
Hypothesis Sub-Set 63: Job Title vs. | have intemdnally over/under sold IT to internal/external
clients
Never Hardly ever | Sometimes | Quite Always | Total
often
Top Management 29 12 3 1 0 45
Management 36 7 5 0 0 48
Lower Management 10 5 1 0 0 16
IT Personnel 71 21 7 3 0 102
Academic 8 3 0 0 0 11
Totals 154 48 16 4 0 222
Never | Hardly ever / Sometimes | Total
Quite often / Always
Top Management / Management / Lower Management 7% 4 3 109
IT Personnel / Academic 79 34 113
Totals 154 68 222

Fisher's Exact Test for Count Data: p-value = 0.885

Hypothesis Sub-Set 64: Job Title vs. | have violateemployees privacy

Never Hardly ever | Sometimes | Quite Always | Total

often
Top Management 39 4 2 0 0 45
Management 43 4 1 0 0 48
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Never Hardly ever | Sometimes | Quite Always | Total
often
Lower Management 10 3 3 0 0 16
IT Personnel 87 13 2 2 0 104
Academic 10 1 0 0 0 11
Totals 189 25 8 2 0 224
Never | Hardly ever / Sometimes | Total
Quite often / Always
Top Management / Management / Lower Management 9% 7 1 109
IT Personnel / Academic 97 18 115
Totals 189 35 224

Fisher's Exact Test for Count Data: p-value =1

Hypothesis Sub-Set 65: Job Title vs. | have violatiecustomers privacy

Never Hardly ever | Sometimes | Quite Always | Total
often
Top Management 39 5 1 0 0 45
Management 45 2 1 0 0 48
Lower Management | 12 1 3 0 0 16
IT Personnel 95 8 0 1 0 104
Academic 10 1 0 0 0 11
Totals 201 17 5 1 0 224
Never | Hardly ever / Sometimes| Total
Quite often / Always

Top Management / Management / Lower Management 96| 3 1 109
IT Personnel / Academic 105 10 115
Totals 201 23 224

Fisher's Exact Test for Count Data: p-value = 0.511

Hypothesis Sub-Set 66: Job Title vs. | am unawared the ethical issues involving IT

Never Hardly ever | Sometimes | Quite Always | Total
often

Top Management 36 3 4 1 1 45
Management 35 6 3 1 2 47
Lower Management | 9 4 1 0 1 15
IT Personnel 73 15 7 4 5 104
Academic 6 1 3 1 0 11
Totals 159 29 18 7 9 222
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Never | Hardly ever / Sometimes | Total
Quite often / Always

Top Management / Management / Lower Management 8D 7 2 107
IT Personnel / Academic 79 36 11%
Totals 159 63 222

Fisher's Exact Test for Count Data: p-value = (8371

Hypothesis Sub-Set 67: Piracy by employees at/forork vs. The effect of policies on ethical
behaviour

Yes No Totals

Do not Know 4 0 4
Never 27 11 38
Hardly ever 44 11 55
Sometimes 49 9 58
Quite often 44 20 64
Always 9 5 14
Total 177 56 233

Yes No Totals
Do not Know 4 0 4
Never / Hardly ever| 71 22 93
Sometimes 49 9 58
Quite often / Always| 53 25 78
Total 177 56 233

Fisher's Exact Test for Count Data: p-value =

Hypothesis Sub-Set 68: Piracy by employees at/forome vs. The effect of policies on ethical
behaviour

Yes No Totals

Do not Know 14 4 18
Never 12 6 18
Hardly ever 18 5 23
Sometimes 45 11 56
Quite often 72 18 90
Always 16 12 28
Total 177 56 233

Yes No Totals
Do not Know 14 4 18
Never / Hardly ever| 30 11 41
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Yes No Totals
Sometimes 45 11 56
Quite often / Always| 88 30 118
Total 177 56 233

Fisher's Exact Test for Count Data: p-value = (2823

Hypothesis Sub-Set 69: Misrepresentation of compatee to internal/external clients vs. The effect
of policies on ethical behaviour

Yes No Totals
Do not Know 7 2 9
Never / Hardly ever| 70 19 89
Sometimes 50 14 64
Quite often / Always| 50 21 71
Total 177 56 233

Yes No Totals
Do not Know 7 2 9
Never / Hardly ever| 70 19 89
Sometimes 50 14 64
Quite often / Always| 50 21 71
Total 177 56 233

Pearson's Chi-squared test: X-squared = 1.72626dp-value = 0.943

Hypothesis Sub-Set 70: Misrepresentation of compeatee to employer vs. The effect of policies on
ethical behaviour

Yes No Totals
Do not Know 7 2 9
Never / Hardly ever| 74 22 96
Sometimes 49 12 61
Quite often / Always 47 20 67
Total 177 56 233

Yes No Totals
Do not Know 7 2 9
Never / Hardly ever| 74 22 96
Sometimes 49 12 61
Quite often / Always 47 20 67
Total 177 56 233

Fisher's Exact Test for Count Data: p-value = 01583
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Hypothesis Sub-Set 71: Producing "half-jobs" or wok that is not the best possible vs. The effect
of policies on ethical behaviour

Yes No Totals

Do not Know 2 2 4
Never 19 9 28
Hardly ever 31 4 35
Sometimes 67 14 81
Quite often 52 21 73
Always 6 6 12
Total 177 56 233

Yes No Totals
Do not Know 2 2 4
Never / Hardly ever| 50 13 63
Sometimes 67 14 81
Quite often / Always| 58 27 85
Total 177 56 233

Fisher's Exact Test for Count Data: p-value = 04865

Hypothesis Sub-Set 72: Abuse of confidential inforation vs. The effect of policies on ethical
behaviour

Yes No Totals

Do not Know 4 3 7
Never 48 17 65
Hardly ever 64 12 76
Sometimes 40 18 58
Quite often 19 5 24
Always 2 1 3
Total 177 56 233

Yes No Totals
Do not Know 4 3 7
Never / Hardly ever| 112 29 141
Sometimes 40 18 58
Quite often / Always 21 6 27
Total 177 56 233

Fisher's Exact Test for Count Data: p-value = (8242
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Hypothesis Sub-Set 73: Failure to disclose conflebf interest vs. The effect of policies on ethical
behaviour

Yes No Totals

Do not Know 6 3 9
Never 38 17 55
Hardly ever 45 8 53
Sometimes 39 12 51
Quite often 43 11 54
Always 6 5 11
Total 177 56 233

Yes No Totals
Do not Know 6 3 9
Never / Hardly ever| 83 25 108
Sometimes 39 12 51
Quite often / Always| 49 16 65
Total 177 56 233

Fisher's Exact Test for Count Data: p-value = 07904

Hypothesis Sub-Set 74: Intentionally over/under skhg IT to internal/external clients in order to
obtain contracts vs. The effect of policies on ettal behaviour

Yes No Totals

Do not Know 9 3 12
Never 36 15 51
Hardly ever 35 5 40
Sometimes 47 11 58
Quite often 43 14 57
Always 7 8 15
Total 177 56 233

Yes No Totals
Do not Know 9 3 12
Never / Hardly ever| 71 20 91
Sometimes 47 11 58
Quite often / Always| 50 22 72
Total 177 56 233

Fisher's Exact Test for Count Data: p-value = (2431
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Hypothesis Sub-Set 75: Abuse of an

employee’s privia vs. The effect

of policies on ethical

behaviour
Yes No Totals

Do not Know 7 1 8
Never 65 18 83
Hardly ever 42 10 52
Sometimes 34 12 46
Quite often 19 9 28
Always 10 6 16
Total 177 56 233

Yes No Totals
Do not Know 7 1 8
Never / Hardly ever| 107 28 135
Sometimes 34 12 46
Quite often / Always| 29 15 44
Total 177 56 233

Fisher's Exact Test for Count Data: p-value = (6283

Hypothesis Sub-Set 76: Abuse of a customer’'s privacvs. The effect of policies on ethical

behaviour

Yes | No | Totals
Do not Know| 11 3 14
Never 75 | 20| 95

Hardly ever | 43 | 14 57

Sometimes 29| 9 38

Quite often 15| 7 22

Always 4 3 7
Total 177 56| 233

Yes No Totals
Do not Know 11 3 14
Never / Hardly ever| 118 34 152
Sometimes 29 9 38
Quite often / Always| 19 10 29
Total 177 56 233
Fisher's Exact Test for Count Data: p-value = 0.557

Appendix Page cxxxiii



Appendix EDetailed Results aurvey of Industry

Hypothesis Sub-Set 77: Employees are unaware of &l issues involving IT vs. The effect of
policies on ethical behaviour

Yes No Totals

Do not Know 9 4 13
Never 28 9 37
Hardly ever 29 7 36
Sometimes 37 10 47
Quite often 57 20 77
Always 17 6 23
Total 177 56 233

Yes No Totals
Do not Know 9 4 13
Never / Hardly ever| 57 16 73
Sometimes 37 10 47
Quite often / Always| 74 26 100
Total 177 56 233

Fisher's Exact Test for Count Data: p-value = (3722

Hypothesis Sub-Set 78: Piracy by employees at/forork vs. The effect of contractual agreements
regarding ethical behaviour

Yes No Totals

Do not Know 2 2 4
Never 21 17 38
Hardly ever 30 25 55
Sometimes 41 17 58
Quite often 38 26 64
Always 7 7 14
Total 139 94 233

Yes No Totals
Do not Know 2 2 4
Never / Hardly ever| 51 42 93
Sometimes 41 17 58
Quite often / Always| 45 33 78
Total 139 94 233

Fisher's Exact Test for Count Data; p-value = 0.22
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Hypothesis Sub-Set 79: Piracy by employees at/foome vs. The effect of contractual agreements
regarding ethical behaviour

Yes No Totals

Do not Know 12 6 18
Never 9 9 18
Hardly ever 15 8 23
Sometimes 32 24 56
Quite often 55 35 90
Always 16 12 28
Total 139 94 233

Yes No Totals
Do not Know 12 6 18
Never / Hardly ever| 24 17 41
Sometimes 32 24 56
Quite often / Always 71 a7 118
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = 0.913

Hypothesis Sub-Set 80: Misrepresentation of competee to internal/external clients vs. The effect
of contractual agreements regarding ethical behaviar

Yes No Totals

Do not Know 7 2 9
Never 23 15 38
Hardly ever 31 20 51
Sometimes 34 30 64
Quite often 38 18 56
Always 6 9 15
Total 139 94 233

Yes No Totals
Do not Know 7 2 9
Never / Hardly ever| 54 35 89
Sometimes 34 30 64
Quite often / Always| 44 27 71
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = (2496
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Hypothesis Sub-Set 81: Misrepresentation of competee to employer vs. The effect of
contractual agreements regarding ethical behaviour

Yes No Totals

Do not Know 6 3 9
Never 22 18 40
Hardly ever 30 26 56
Sometimes 39 22 61
Quite often 39 20 59
Always 3 5 8
Total 139 94 233

Yes No Totals
Do not Know 6 3 9
Never / Hardly ever| 52 44 96
Sometimes 39 22 61
Quite often / Always 42 25 67
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = (8564

Hypothesis Sub-Set 82: Producing "half-jobs" or wok that is not the best possible vs. The effect
of contractual agreements regarding ethical behaviar

Yes No Totals

Do not Know 3 1 4
Never 15 13 28
Hardly ever 20 15 35
Sometimes 54 27 81
Quite often 41 32 73
Always 6 6 12
Total 139 94 233

Yes No Totals
Do not Know 3 1 4
Never / Hardly ever| 35 28 63
Sometimes 54 27 81
Quite often / Always 47 38 85
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = 4374
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Hypothesis Sub-Set 83: Abuse of confidential inforation vs. The effect of contractual
agreements regarding ethical behaviour

Yes No Totals

Do not Know 4 3 7
Never 34 31 65
Hardly ever 52 24 76
Sometimes 33 25 58
Quite often 14 10 24
Always 2 1 3
Total 139 94 233

Yes No Totals
Do not Know 4 3 7
Never / Hardly ever| 86 55 141
Sometimes 33 25 58
Quite often / Always| 16 11 27
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = (6954

Hypothesis Sub-Set 84: Failure to disclose confletof interest vs. The effect of contractual
agreements regarding ethical behaviour

Yes No Totals

Do not Know 5 4 9
Never 28 27 55
Hardly ever 41 12 53
Sometimes 27 24 51
Quite often 32 22 54
Always 6 5 11
Total 139 94 233

Yes No Totals
Do not Know 5 4 9
Never / Hardly ever| 69 39 108
Sometimes 27 24 51
Quite often / Always| 38 27 65
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = (6584
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Hypothesis Sub-Set 85: Intentionally over/under skhg IT to internal/external clients in order to
obtain contracts vs. The effect of contractual agements regarding ethical behaviour

Yes No Totals

Do not Know 7 5 12
Never 27 24 51
Hardly ever 25 15 40
Sometimes 32 26 58
Quite often 40 17 57
Always 8 7 15
Total 139 94 233

Yes No Totals
Do not Know 7 5 12
Never / Hardly ever 52 39 91
Sometimes 32 26 58
Quite often / Always 48 24 72
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = (8518

Hypothesis Sub-Set 86: Abuse of an employee’s presavs. The effect of contractual agreements
regarding ethical behaviour

Yes | No | Totals

Do not Know| 5 3 8

Never 52 | 31| 83

Hardly ever 30| 22| 52

Sometimes 24| 22 46

Quite often 19| 9 28

Always 9 7 16
Total 139( 94| 233

Yes No Totals
Do not Know 5 3 8
Never / Hardly ever| 82 53 135
Sometimes 24 22 46
Quite often / Always| 28 16 44
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = 04696
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Hypothesis Sub-Set 87: Abuse of a customer’s privaws. The effect of contractual agreements
regarding ethical behaviour

Yes No Totals

Do not Know 7 7 14
Never 56 39 95
Hardly ever 35 22 57
Sometimes 22 16 38
Quite often 16 6 22
Always 3 4 7
Total 139 94 233

Yes No Totals
Do not Know 7 7 14
Never / Hardly ever| 91 61 152
Sometimes 22 16 38
Quite often / Always| 19 10 29
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = 0.796

Hypothesis Sub-Set 88: Employees are unaware of &l issues involving IT vs. The effect of
contractual agreements regarding ethical behaviour

Yes No Totals

Do not Know 10 3 13
Never 18 19 37
Hardly ever 18 18 36
Sometimes 31 16 47
Quite often 49 28 77
Always 13 10 23
Total 139 94 233

Yes No Totals
Do not Know 10 3 13
Never / Hardly ever| 36 37 73
Sometimes 31 16 47
Quite often / Always 62 38 100
Total 139 94 233

Fisher's Exact Test for Count Data: p-value = 04125
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Hypothesis Sub-Set 89: Piracy by employees at/foronk vs. The effect of penalties on ethical
behaviour

Yes No Totals

Do not Know 1 3 4
Never 10 28 38
Hardly ever 11 44 55
Sometimes 17 41 58
Quite often 13 51 64
Always 3 11 14
Total 55 178 233

Yes No Totals
Do not Know 1 3 4
Never / Hardly ever| 21 72 93
Sometimes 17 41 58
Quite often / Always| 16 62 78
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (6649

Hypothesis Sub-Set 90: Piracy by employees at/forome vs. The effect of penalties on ethical
behaviour

Yes No Totals

Do not Know 3 15 18
Never 4 14 18
Hardly ever 9 14 23
Sometimes 11 45 56
Quite often 21 69 90
Always 7 21 28
Total 55 178 233

Yes No Totals
Do not Know 3 15 18
Never / Hardly ever| 13 28 41
Sometimes 11 45 56
Quite often / Always| 28 90 118
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (8520
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Hypothesis Sub-Set 91: Misrepresentation of competee to internal/external clients vs. The effect
of penalties on ethical behaviour

Yes No Totals

Do not Know 3 6 9
Never 7 31 38
Hardly ever 8 43 51
Sometimes 20 44 64
Quite often 14 42 56
Always 3 12 15
Total 55 178 233

Yes No Totals
Do not Know 3 6 9
Never / Hardly ever| 15 74 89
Sometimes 20 44 64
Quite often / Always 17 54 71
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = 04160

Hypothesis Sub-Set 92: Misrepresentation of competee to employer vs. The effect of penalties
on ethical behaviour

Yes No Totals

Do not Know 3 6 9
Never 7 33 40
Hardly ever 11 45 56
Sometimes 14 47 61
Quite often 17 42 59
Always 3 5 8
Total 55 178 233

Yes No Totals
Do not Know 3 6 9
Never / Hardly ever| 18 78 96
Sometimes 14 47 61
Quite often / Always| 20 a7 67
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = 06326
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Hypothesis Sub-Set 93: Producing "half-jobs" or wok that is not the best possible vs. The effect
of penalties on ethical behaviour

Yes No Totals

Do not Know 0 4 4
Never 6 22 28
Hardly ever 10 25 35
Sometimes 19 62 81
Quite often 16 57 73
Always 4 8 12
Total 55 178 233

Yes No Totals
Do not Know 0 4 4
Never / Hardly ever| 16 47 63
Sometimes 19 62 81
Quite often / Always| 20 65 85
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (8363

Hypothesis Sub-Set 94: Abuse of confidential inforation vs. The effect of penalties on ethical
behaviour

Yes No Totals

Do not Know 0 7 7
Never 14 51 65
Hardly ever 24 52 76
Sometimes 10 48 58
Quite often 5 19 24
Always 2 1 3
Total 55 178 233

Yes No Totals
Do not Know 0 7 7
Never / Hardly ever| 38 103 141
Sometimes 10 48 58
Quite often / Always 7 20 27
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (8248
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Hypothesis Sub-Set 95: Failure to disclose conflebf interest vs. The effect of penalties on ethica
behaviour

Yes No Totals

Do not Know 2 7 9
Never 10 45 55
Hardly ever 16 37 53
Sometimes 11 40 51
Quite often 13 41 54
Always 3 8 11
Total 55 178 233

Yes No Totals
Do not Know 2 7 9
Never / Hardly ever| 26 82 108
Sometimes 11 40 51
Quite often / Always| 16 49 65
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (6980

Hypothesis Sub-Set 96: Intentionally over/under skhg IT to internal/external clients in order to
obtain contracts vs. The effect of penalties on attal behaviour

Yes No Totals

Do not Know 1 11 12
Never 9 42 51
Hardly ever 9 31 40
Sometimes 17 41 58
Quite often 14 43 57
Always 5 10 15
Total 55 178 233

Yes No Totals
Do not Know 1 11 12
Never / Hardly ever| 18 73 91
Sometimes 17 41 58
Quite often / Always| 19 53 72
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (6331
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Hypothesis Sub-Set 97: Abuse of an employee’s priavs. The effect of penalties on ethical

behaviour
Yes No Totals

Do not Know 1 7 8
Never 19 64 83
Hardly ever 9 43 52
Sometimes 14 32 46
Quite often 7 21 28
Always 5 11 16
Total 55 178 233

Yes No Totals
Do not Know 1 7 8
Never / Hardly ever| 28 107 135
Sometimes 14 32 46
Quite often / Always 12 32 44
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (8473

Hypothesis Sub-Set 98: Abuse of a customer’s privacvs. The effect of penalties on ethical

behaviour
Yes No Totals

Do not Know 2 12 14
Never 20 75 95
Hardly ever 14 43 57
Sometimes 11 27 38
Quite often 5 17 22
Always 3 4 7
Total 55 178 233

Yes No Totals
Do not Know 2 12 14
Never / Hardly ever| 34 118 152
Sometimes 11 27 38
Quite often / Always 8 21 29
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (8669
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Hypothesis Sub-Set 99: Employees are unaware of &l issues involving IT vs. The effect of
penalties on ethical behaviour

Yes No Totals

Do not Know 4 9 13
Never 5 32 37
Hardly ever 9 27 36
Sometimes 9 38 47
Quite often 19 58 77
Always 9 14 23
Total 55 178 233

Yes No Totals
Do not Know 4 9 13
Never / Hardly ever| 14 59 73
Sometimes 9 38 a7
Quite often / Always| 28 72 100
Total 55 178 233

Fisher's Exact Test for Count Data: p-value = (2417

Hypothesis Sub-Set 100: Piracy by employees at/farork vs. The effect of counselling on ethical
behaviour

Yes No Totals

Do not Know 1 3 4
Never 11 27 38
Hardly ever 23 32 55
Sometimes 11 47 58
Quite often 13 51 64
Always 3 11 14
Total 62 171 233

Yes No Totals
Do not Know 1 3 4
Never / Hardly ever| 34 59 93
Sometimes 11 47 58
Quite often / Always| 16 62 78
Total 62 171 233

Fisher's Exact Test for Count Data: p-value = (6341
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Hypothesis Sub-Set 101: Piracy by employees at/fobpme vs. The effect of counselling on ethical
behaviour

Yes No Totals

Do not Know 8 10 18
Never 2 16 18
Hardly ever 7 16 23
Sometimes 15 41 56
Quite often 24 66 90
Always 6 22 28
Total 62 171 233

Yes No Totals
Do not Know 8 10 18
Never / Hardly ever| 9 32 41
Sometimes 15 41 56
Quite often / Always| 30 88 118
Total 62 171 233

Fisher's Exact Test for Count Data: p-value = 0.339

Hypothesis Sub-Set 102: Misrepresentation of compatce to internal/external clients vs. The
effect of counselling on ethical behaviour

Yes No Totals

Do not Know 1 8 9
Never 12 26 38
Hardly ever 19 32 51
Sometimes 14 50 64
Quite often 14 42 56
Always 2 13 15
Total 62 171 233

Yes No Totals
Do not Know 1 8 9
Never / Hardly ever| 31 58 89
Sometimes 14 50 64
Quite often / Always| 16 55 71
Total 62 171 233

Fisher's Exact Test for Count Data: p-value = (6125
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Hypothesis Sub-Set 103: Misrepresentation of compaice to employer vs. The effect of
counselling on ethical behaviour

Yes No Totals

Do not Know 1 8 9
Never 10 30 40
Hardly ever 17 39 56
Sometimes 20 41 61
Quite often 13 46 59
Always 1 7 8
Total 62 171 233

Yes No Totals
Do not Know 1 8 9
Never / Hardly ever| 27 69 96
Sometimes 20 41 61
Quite often / Always| 14 53 67
Total 62 171 233

Fisher's Exact Test for Count Data: p-value = 07362

Hypothesis Sub-Set 104: Producing "half-jobs" or wak that is not the best possible vs. The effect
of counselling on ethical behaviour

Yes No Totals

Do not Know 1 3 4
Never 6 22 28
Hardly ever 12 23 35
Sometimes 22 59 81
Quite often 20 53 73
Always 1 11 12
Total 62 171 233

Yes No Totals
Do not Know 1 3 4
Never / Hardly ever| 18 45 63
Sometimes 22 59 81
Quite often / Always 21 64 85
Total 62 171 233

Fisher's Exact Test for Count Data: p-value = 0.935
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Hypothesis Sub-Set 105: Abuse of confidential infanation vs. The effect of counselling on ethical
behaviour

Yes | No | Totals

Do not Know| 2 5 7

Never 13 52 65

Hardly ever 26| 50| 76

Sometimes 14| 44| 58

Quite often 5 19| 24

Always 2 1 3
Total 62 | 171 233

Yes | No | Totals
Do not Know 2 5 7
Never / Hardly ever| 39| 10p 141
Sometimes 14| 44| 58
Quite often / Always 7 20| 27
Total 62 | 171 233

Fisher's Exact Test for Count Data: p-value = (3976

Hypothesis Sub-Set 106: Failure to disclose confiicof interest vs. The effect of counselling on
ethical behaviour

Yes | No | Totals

Do not Know| 2 7 9

Never 15 40 | 55

Hardly ever 15| 38| 53

Sometimes 13| 38| 51

Quite often 14 | 40| 54

Always 3 8 11
Total 62 | 171 233

Yes | No | Totals
Do not Know 2 7 9
Never / Hardly ever| 30| 78/ 108
Sometimes 13| 38| 51
Quite often / Always 17| 48| 65
Total 62 | 171 233

Fisher's Exact Test for Count Data: p-value = (4988
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Hypothesis Sub-Set 107: Intentionally over/under $ieng IT to internal/external clients in order to
obtain contracts vs. The effect of counselling ortlgcal behaviour

Yes | No | Totals

Do not Know| 1 11 12

Never 14 37| 51

Hardly ever 12| 28| 40

Sometimes 16| 42| 58

Quite often 16 | 41| 57

Always 3 12 | 15
Total 62 | 171 233

Yes | No | Totals
Do not Know 1 11| 12
Never / Hardly ever| 26| 65 91
Sometimes 16| 42| 58
Quite often / Alwaysl 19| 53| 72
Total 62 | 171 233

Fisher's Exact Test for Count Data: p-value = 2573

Hypothesis Sub-Set 108: Abuse of an employee’s ity vs. The effect of counselling on ethical
behaviour

Yes | No | Totals

Do not Know| O 8 8

Never 24 59| 83

Hardly ever 16 | 36| 52

Sometimes 10 36| 46

Quite often 7 21| 28

Always 5 11 | 16
Total 62 | 171 233

Yes | No | Totals
Do not Know 0 8 8
Never / Hardly ever| 40| 95 135
Sometimes 10| 36| 46
Quite often / Always 12| 32| 44
Total 62 | 171 233

Fisher's Exact Test for Count Data: p-value = 04270
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Hypothesis Sub-Set 109: Abuse of a customer’s prigg vs. The effect of counselling on ethical
behaviour

Yes | No | Totals

Do not Know| 1 13 14

Never 24 | 71| 95

Hardly ever 15| 42| 57

Sometimes 13| 25| 38

Quite often 7 15| 22

Always 2 5 7
Total 62 | 171 233

Yes | No | Totals
Do not Know 1 13| 14
Never / Hardly ever| 39| 118 152
Sometimes 13| 25| 38
Quite often / Always 9 20| 29
Total 62 | 171 233

Fisher's Exact Test for Count Data: p-value = (8233

Hypothesis Sub-Set 110: Employees are unaware ohial issues involving IT vs. The effect of
counselling on ethical behaviour

Yes | No | Totals

Do not Know| 6 7 13

Never 9 28 | 37

Hardly ever 10| 26| 36

Sometimes 12| 35| 47

Quite often 20 | 57| 77

Always 5 18 | 23
Total 62 | 171 233

Yes | No | Totals
Do not Know 6 7 13
Never / Hardly ever| 19| 54| 73
Sometimes 12| 35| 47
Quite often / Always 25| 75| 100
Total 62 | 171 233

Fisher's Exact Test for Count Data: p-value = (2455
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Hypothesis Sub-Set 111: Piracy by employees at/farork vs. The effect of discipline on ethical
behaviour

Yes | No | Totals

Do not Know| 3 1 4

Never 19 | 19| 38

Hardly ever 38| 17| 55

Sometimes 34| 24 58

Quite often 38| 26| 64

Always 8 6 14
Total 140( 93| 233

Yes | No | Totals
Do not Know 3 1 4
Never / Hardly ever| 57| 36 93
Sometimes 34 24 58
Quite often / Always 46| 32 78
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = 07948

Hypothesis Sub-Set 112: Piracy by employees at/fbome vs. The effect of discipline on ethical
behaviour

Yes | No | Totals

Do not Know| 10 8 18

Never 8 10| 18

Hardly ever 15| 8 23

Sometimes 35 21 56

Quite often 54 | 36| 90

Always 18 | 10| 28
Total 140( 93| 233

Yes | No | Totals
Do not Know 10| 8 18
Never /Hardly ever| 23| 18 41
Sometimes 35 21 56
Quite often / Always 72| 44 118
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = 0.888
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Hypothesis Sub-Set 113: Misrepresentation of compatce to internal/external clients vs. The
effect of discipline on ethical behaviour

Yes | No | Totals

Do not Know| 6 3 9

Never 22 | 16| 38

Hardly ever 32| 19| 51

Sometimes 39| 25 64

Quite often 32| 24| 56

Always 9 6 15
Total 140( 93| 233

Yes | No | Totals
Do not Know 6 3 9
Never /Hardly ever| 54| 3% 89
Sometimes 39 25 64
Quite often/ Always 41| 30 71
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = (4958

Hypothesis Sub-Set 114: Misrepresentation of compeice to employer vs. The effect of discipline
on ethical behaviour

Yes | No | Totals

Do not Know| 6 3 9

Never 21 | 19| 40

Hardly ever 32| 24| 56

Sometimes 38| 23 61

Quite often 37| 22| 59

Always 6 2 8
Total 140( 93| 233

Yes | No | Totals
Do not Know 6 3 9
Never /Hardly ever| 53| 43 96
Sometimes 38 23 61
Quite often / Always 43| 24 67
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = 0.635
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Hypothesis Sub-Set 115: Producing "half-jobs" or wak that is not the best possible vs. The effect
of discipline on ethical behaviour

Yes | No | Totals

Do not Know| 1 3 4

Never 13 | 15| 28

Hardly ever 23| 12| 35

Sometimes 48 33 81

Quite often 50 | 23] 73

Always 5 7 12
Total 140( 93| 233

Yes | No | Totals
Do not Know 1 3 4
Never / Hardly ever| 36| 24 63
Sometimes 48| 33 81
Quite often / Always) 55| 30 85
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = 07401

Hypothesis Sub-Set 116: Abuse of confidential infanation vs. The effect of discipline on ethical
behaviour

Yes | No | Totals

Do not Know| 4 3 7

Never 28 | 37| 65

Hardly ever 57| 19| 76

Sometimes 33| 25 58

Quite often 15| 9 24

Always 3 0 3
Total 140( 93| 233

Yes | No | Totals
Do not Know 4 3 7
Never /Hardly ever| 85| 56 141
Sometimes 33| 25 58
Quite often / Always 18| 9 27
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = 04861
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Hypothesis Sub-Set 117: Failure to disclose contifcof interest vs. The effect of discipline on
ethical behaviour

Yes | No | Totals

Do not Know| 3 6 9

Never 27 | 28| 55

Hardly ever 37| 16| 53

Sometimes 34 17 51

Quite often 34| 20| 54

Always 5 6 11
Total 140| 93| 233

Yes | No | Totals
Do not Know 3 6 9
Never / Hardly ever| 64| 44 108
Sometimes 34| 17 651
Quite often/ Always 39| 26 65
Total 140| 93| 233

Fisher's Exact Test for Count Data: p-value = 01320

Hypothesis Sub-Set 118: Intentionally over/under $iéng IT to internal/external clients in order to
obtain contracts vs. The effect of discipline on bical behaviour

Yes | No | Totals

Do not Know| 8 4 12

Never 29 | 22| 51

Hardly ever | 26 | 14| 40

Sometimes 39 19 58

Quite often 29 | 28| 57

Always 9 6 15
Total 140( 93| 233

Yes | No | Totals
Do not Know 8 4 12
Never /Hardly ever| 55| 36 91
Sometimes 39 19 58
Quite often/ Always 38| 34 72
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = (8391
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Hypothesis Sub-Set 119: Abuse of an employee’s paity vs. The effect of discipline on ethical
behaviour

Yes | No | Totals

Do not Know| 4 4 8

Never 44 | 39| 83

Hardly ever 36| 16| 52

Sometimes 34 12 46

Quite often 15| 13| 28

Always 7 9 16
Total 140( 93| 233

Yes | No | Totals
Do not Know 4 4 8
Never / Hardly ever| 80| 53 135
Sometimes 34| 12 46
Quite often / Always 22| 22 44
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = 0.107

Hypothesis Sub-Set 120: Abuse of a customer’s priew vs. The effect of discipline on ethical
behaviour

Yes | No | Totals

Do not Know| 8 6 14

Never 52 | 43| 95

Hardly ever 39| 18| 57

Sometimes 25 13 38

Quite often 12| 10| 22

Always 4 3 7
Total 140( 93| 233

Yes | No | Totals
Do not Know 8 6 14
Never /Hardly ever| 91| 61 152
Sometimes 25 13 38
Quite often/ Always 16| 13 29
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = (8330
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Hypothesis Sub-Set 121: Employees are unaware ohial issues involving IT vs. The effect of
discipline on ethical behaviour

Yes | No | Totals

Do not Know| 9 4 13

Never 21 | 16| 37

Hardly ever 25| 11 36

Sometimes 27| 20 47

Quite often 49 | 28| 77

Always 9 14| 23
Total 140( 93| 233

Yes | No | Totals
Do not Know 9 4 13
Never / Hardly ever| 46| 24 73
Sometimes 27 20 47
Quite often / Always 58| 42 100
Total 140( 93| 233

Fisher's Exact Test for Count Data: p-value = 01812
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Appendix FDetailed Results dfurvey to Academic Institutions

Appendix F Detailed
Results of Survey to

Academic Institutions

This section reports the raw data from the sureey t
academic institutions.
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1 2 3 4 5 6 7 8 9 10 |11 |12 | 13 | 14 | 15
2" year
Readings
(@] (@] o % % o (@] o [e] o o (@] o (@] (@]
zZ|lz|lz|>|>|z|lz|z|lz|lz|z|z|z|z2z|2
Case-Studies
(@] (@] o (@] o (@] o (@] (@) % (@) % (@) (@] (@]
zZ |l zlz|lz|lzlz|lz|lz|Z2|>|z|>|z|2]|2Z2
Tutorial / Practicals
% % (o] o (o] o (o] o (@) (@] (@) (@] (@) O (@]
| >-|lz|lz|z|lz|z|lz|2|z|z|z2z|z2z|2|2
Essays
(@] (@] (@] (@] O (@] (@] (@] O (@] O (@] O (@] (@]
zZ|lzlz|lz|lz|lz|lz|z|z|lz|z|z2z|z2|z2]|2
Role-playing
o % o (@] o (@] o o (@) o (@) o (@) o (@]
Z | >lzlz|lz|z|lz|z|lz|lz|z|z|2|2|2
Lectures
(@] % % o % o (@] (@] (@) (@] (@) (@] (@] % (@]
Z | > >|1z|>|z|lz|lz|z2|z|z|z|z2|>]|2Z2
3" vear
Readings
o (@] o (@] o (@] o o (@) o (@) % (@) (@] (@]
zZ|lzlz|lz|lz|z|lz|z|z2|z2|z2|>|2|2]|2
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1 2 3 4 5 6 7 8 9 10 |11 |12 | 13 | 14 | 15
Case-Studies
(@] % (o] % % o (@] o % % (o] (@] % (o] (@]
Z | > Z2|>|>z|z|z2|>|>|z2|z2|>|z2]|22
Tutorial / Practicals
% o (@] (@] (@] (@] (@] (@] o (@] o (@] o (@] (@]
|l zlz|lz|lz|lz|lz|z|z|lz|z|z2z|2|z2| 2
Essays
(@] (@] o % o (@] o (@] (@) (@] (@) (@] (@) (@] (@]
zZ|lzlz|>|z|lz|/lz|z|z|lz|z|z|2|2]|2
Role-playing
(@] % (@] (@] (@] (@] (@] o % (@] (@) (@] (@) O (@]
Z |/ >lz|lz|lz/lz|lz|lz|>|z|z|z|lz|2]|2
Lectures
(@] % % o % o (@] (@] O (@] O (@] O % (@]
Z|>|>lz|>|z|lz|z|lz|lz|z|z|2|>]|22
Honours
Readings
(@] (@] (@] (@] (@] (@] (@] % (@] (@] (@) % (@] o (@]
Z|lz|lz|lz|z|z2/z2|>|z2z|lz2|z2|>|z2|=2]|z2
Case-Studies
@] (@] o % % o (@] % % @) [e] o o o (@]
Z|lzlz|>|>|lz|lz|>|>|z|lz|z|lz|z]|22
Tutorial / Practicals
o (@] o (@] o (@] o o (@) o (@) o (@) (@] (@]
zZ|lzlzlz|lz|lz|lz|z|lz|lz2z|z|z2z|2|2]|2Z2
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1 2 3 |4 |5 6 7 8 |9 10 (11 |12 |13 |14 | 15
Essays
o o o % o o o % o o o o o o o
z|lz|lz|>|z|lz|z|>|z|z|z|z|z2z|z2 |2
Role-playing
o o o % o o o @) % @) o o o o o
zlzlz|>|z|lz|lz|lz|>|z|z|z|z2z|z2|2z=z2
Lectures
(@] o % o % o (o] % (@] o (@] % (@] % o
z|lz|>|z|>|z|z|>|z|z|z|>|2|>|2Z2
Masters / PhD
Readings
@) o % o o o o o [e] o (@) % (@) o o
zZ|lzl>|lz|lz|lz|lz|lz|lz|z|z2|>|2|2|2
Case-Studies
(@] (@] o (@] o o o (@] (@) (@] (@) % (@) o o
z|lz|lz|lz|lz|lz|lz2|z2|2|2|2|>|2|2|2
Tutorial / Practicals
o o o o o o o o o o o o o o o
z|lzlz|lz|lz|lz|lz2|lz|l2|l2|2|2|2|2|2
Essays
o o o o o o o @) o @) o % o o o
z|lzlz|lz|lz|lz|lz|z|z2|Z2|z2|>|2|2|2
Role-playing
(@] (@] o (@] o o o (@] (@) (@] (@) (@] (@) o o
z|lz|lz|lz|lz|lz|l2|l2|l2|2|2|2|2|2|2
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1 (2 |3 |4 |5 |6 |7 |8 |9 [10 |11 |12 (13 |14 |15
Lectures
o @) o o o o o (@] o o % o g o
zZl 2| z2|z|z2z|lz|z2z|z|z2|2|2|>|2|>|2
Degree of G G
noticeable @ @ @ @ @ S @
change in S Sleo 5 0ol S S |8 S
individuals 3 3|6E 38 SE| 8 3 3126 3
Objective of Course
To achieve a
general
awareness of
ethics | 8| oo 8|8 |88 |8 |c|8|o|8|o|d
surrounding IT | >l Zz|Z|>|>|>|>|>|Z2|>|Z2]|>]|2Z|>
To enable
students to justify
their decisions as
‘right’ in terms of o| 8| ol o| 8| ol 8| 8| 8| oc|lo|lolol]old
bl Z | > zZ2|Z2|>|Z2|>|>|>|z|z2|z2|2|2Z2|>
To teach students
a process of
making decisions
that will take
ethics into S| 8| 8| o8| 8|8 8| 8|o|8|olaolld
account | > >|Z|>|Z|>|>|>|>|2Z2|>|2]|2Z|>
To develop an
understanding of
a wide spectrum
of behaviour that
is, and is not, o| 8| oo 8| 8| 8| 8| oc|lo| 8|8l d
] Z | >l zZz|zZz|>|>|>|>|z|z|>|Z2|>]|2Z|>
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Appendix G Knowledge
Area Document for

Proposed Course in Ethics

The proposed Knowledge Area Document for teaching
an undergraduate course on the ethical aspects of
Information Systems.
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G. Knowledge Area Document for Proposed Course
|n EtthS G Department of

ISY XX (INFYxx)

2005
COURSECURRICULUM

Prepared by Matthew Charlesworth
SRR
v RHODES UNIVERSITY
Ethics in Information Systems
Knowledge  Ethics in Information Systems
Area name
General An understanding of the importance of Ethics witlmformation Systems
Description
Overall »= The student must be able to distinguish betweebdbkg cultural, social,
Objective legal, and ethical issues inherent in the disagpihcomputing.

* They should understand where the discipline has,lveleere it is, and
where it is heading.

= Students should also be able to identify theiniidial roles in this
process, as well as appreciate the philosophiegtouns, technical
problems, and aesthetic values that play an impopi@t in the
development of the discipline.

= Students also need to develop the ability to ask&isequestions about the
social impact of computing and to evaluate prop@senvers to those
questions.

= Future practitioners must be able to anticipatertipact of introducing a
given product into a given environment.

» Students must be able to ascertain whether thdtipt@nhances or
degrades the quality of life?

» Students should appreciate the product’s impaat inmtividuals, groups,
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and institutions?

Students need to be aware of the basic legal rajl#sftware and
hardware vendors and users, and they also neggteciate the ethical
values that are the basis for those rights.

Future practitioners must understand the respdmgithiat they will bear,
and the possible consequences of failure.

They must understand their own limitations as ws@lthe limitations of
their tools.

All practitioners must make a long-term commitmetntemiaining current
in their chosen specialties and in the discipliheconputing as a whole.
Students must be able to identify the ethical issugrounding their
decisions.

Critical
Outcomes

Identify and solve problems

Organise and manage themselves

Collect, analyse and evaluate information

To achieve a general awareness of ethics surrogiidlin

To enable students to justify their decisions @hti in terms of ethics
To teach students a process of making decisionsvithdake ethics into
account

To develop an understanding of a wide spectruneb&biour that is, and is
not, ethical

Learning
Outcomes

To present and discuss the professional and etieispbnsibilities of the IS
practitioner

To explain the use of a professional code of etisievaluate specific IS
actions

To introduce the societal implications of IS anldtexd ethical issues

To introduce and explore ethical concepts and sseelating to personal
and professional behaviour

To introduce compare and contrast ethical modelsagproaches to
explore

To discuss and explain ethical and legal principles issues; to discuss
and explain ethical considerations of informatigstems development,
planning, implementation, usage, sales, distrilbytiperation and
maintenance

To present and explain ethical, contractual, agdlegory issues involving
domestic and trans-border interactions involvirtgrorganizational
business relationships

Overall
Knowledge

The student needs to understand the basic culta@il, legal, and ethical
issues inherent in the discipline of computing.
A knowledge of where the discipline has been, witése and where it is
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heading.

Students should also understand their individuakrim this process, as
well as appreciate the philosophical questionsyriieal problems, and
aesthetic values that play an important part irddweelopment of the
discipline.

Students will have the ability to ask serious goestabout the social
impact of computing and to evaluate proposed arsstoehose questions.
As future practitioners students will be able tti@pate the impact of
introducing a given product into a given environmen

Students will be able to ascertain whether thadgebenhances or
degrades the quality of life?

Students will be able to identify the product’s aBopupon individuals,
groups, and institutions?

Students will have knowledge of the basic legditsgf software and
hardware vendors and users, and will also appeettiatethical values that
are the basis for those rights.

Future practitioners must understand the respaditgithiat they will bear,
and the possible consequences of failure.

Students will be aware of their own limitationsvas| as the limitations of
their tools.

Students will make a long-term commitment ot remiraj current in their
chosen specialties and in the discipline of conmgugis a whole.
Students will be able to identify the ethical isssarrounding their
decisions.

Overall » Students will be able to identify the ethical dirsiems to their actions and
Skills act accordingly.
» Students will be able to justify their behavioueihical terms.
Overall * Information Systems Practitioners whilst craftiygtems and looking after
Attitudes data have a responsibility to Society and the idd&is therein and not just
to their company’s bottom line.
» Ethical issues are always present and cannot legdn
Prior No specific prior/concurrent knowledge is required.
knowledge
Teaching e Lectures.
Methods » Practical classes with 3 scheduled Practical lestur
Number of 34 Number of practicals 4 Type Theory Lectures /
lectures Practical
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Module General Outline

Topic Lecture Topic No of No of

No Lectures Practicals

First Year

1 History of Computing 1

2 Social context of computing 3

3 Methods and tools of analysis 2

4 Professional and ethical responsibilitie$ 3 1
Sub-Total 9 1

Second Year

5 Risks and liabilities of copmuter-basgd 5

systems

6 Intellectual property 3

7 Privacy and civil liberties 2

8 Computer crime 3

9 Economic issues in computing 2

10 Ethically responsible decision-making 3 2
Sub-Total 15 2

Third Year

11 IS Professional Code of Ethics 2 1

12 IS Society and Ethics 2

13 Ethics and Legal Issues 2

14 Interorganizational Ethical Issues 2

15 Philosophical frameworks 2
Sub-Total 10 1

Total Number of Theory Lectures Required 34 4

Total Number of Practical Lectures Required 4

Total Number of Lectures 38

Lecture E;Igc(s) Year

Number » |earning Objectives / Goals

1 History of Computing | 1

Prehistory—the world before 1946

History of computer hardware, software, networking

Pioneers of computing

= List the contributions of several pioneers in tbenputing

field.

= Compare daily life before and after the adventesbpnal
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Title
Lecture Topic(s) Year

Number = Learning Objectives / Goals

computers and the Internet.
= |dentify significant continuing trends in the histof the
computing field.

2 Social Content of Computing 1
Introduction to the social implications of compugtin
Social implications of networked communication
Growth of, control of, and access to the Internet
Gender-related issues
International issues
= Interpret the social context of a particular impéation.
= |dentify assumptions and values embedded in acpéati
design.
= Evaluate a particular implementation through treafs
empirical data.
= Describe positive and negative ways in which coingut
alters the modes of interaction between people.
= Explain why computing/network access is restrigted
some countries.

3 Methods and tools of analysis 1
Making and evaluating ethical arguments
Identifying and evaluating ethical choices
Understanding the social context of design
Identifying assumptions and values
= Analyze an argument to identify premises and caiafu
= [llustrate the use of example, analogy, and cotemefogy
in ethical argument.
= Detect use of basic logical fallacies in an argumen
= |dentify stakeholders in an issue and our obligetitm

them.
= Articulate the ethical tradeoffs in a technicalidim.
4 Professional and Ethical Responsibilities 1

Community values and the laws by which we live
The nature of professionalism

Various forms of professional credentialing and Huavantageq
and disadvantages

The role of the professional in public policy
Maintaining awareness of consequences
Ethical dissent and whistle-blowing

Appendix Page clxxvii



Appendix GKnowledge Area Documefdr Proposed Course in Ethics

~ECIE Elpe}c(s) Year
Number = Learning Objectives / Goals
Codes of ethics, conduct, and practice (IEEE, AGH, AITP,
and so forth)
Dealing with harassment and discrimination “Accdp&a use”
policies for computing in the workplace
= |dentify progressive stages in a whistle-blowingdent.
= Specify the strengths and weaknesses of relevant
professional codes as expressions of professiomalisl
guides to decision-making.
= |dentify ethical issues that arise in software dgwament
and determine how to address them technically and
ethically.
= Develop a computer use policy with enforcement
measures.
= Analyze a global computing issue, observing the obl
professionals and government officials in managineg
problem.
= 6. Evaluate the professional codes of ethics filzeanACM,
the IEEE Computer Society, and other organizations.
5 Risks and liabilities of computer-based systems 2
Historical examples of software risks (such asTtherac-25 case
Implications of software complexity
Risk assessment and management
= Explain the limitations of testing as a means tsuea
correctness.
= Describe the differences between correctnessbiiélya
and safety.
= Discuss the potential for hidden problems in reafse
existing components.
= 4. Describe current approaches to managing rigk, an
characterize the strengths and shortcomings of each
6 Intellectual property 2

Foundations of intellectual property
Copyrights, patents, and trade secrets
Software piracy
Software patents
Transnational issues concerning intellectual praper
= Distinguish among patent, copyright, and tradeegecr
protection.
= Discuss the legal background of copyright in natl@nd
international law.
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Lecture
Number

Title
Topic(s)
= Learning Objectives / Goals

Year

= Explain how patent and copyright laws may vary
internationally.

= Qutline the historical development of software ptte

= Discuss the consequences of software piracy owaiat
developers and the role of relevant enforcement
organizations.

Privacy and civil liberties
Ethical and legal basis for privacy protection
Privacy implications of massive database systems
Technological strategies for privacy protection
Freedom of expression in cyberspace
International and intercultural implications
= Summarize the legal bases for the right to priveoy
freedom of expression in one’s own nation and Hoygé
concepts vary from country to country.
= Describe current computer-based threats to privacy.
= Explain how the Internet may change the histoticddnce
in protecting freedom of expression.
= Explain both the disadvantages and advantagesef fr
expression in cyberspace.
= Describe trends in privacy protection as exemplifie
technology.

Computer crime
History and examples of computer crime
“Cracking” (“hacking”) and its effects
Viruses, worms, and Trojan horses
Crime prevention strategies
= Qutline the technical basis of viruses and derfisenvice
attacks.
= Enumerate techniques to combat “cracker” attacks.
= Discuss several different “cracker” approaches and
motivations.
= Identify the professional’s role in security and tradeoffs
involved.

Economic issues in computing

Monopolies and their economic implications

Effect of skilled labour supply and demand on thelity of
computing products

Pricing strategies in the computing domain
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Titl

~ECIE T;S c(9) Year

Number = Learning Objectives / Goals
Differences in access to computing resources aedptbssible
effects thereof

= Summarize the rationale for antimonopoly efforts.

= Describe several ways in which the information
technology industry is affected by shortages indbheur
supply.

= Suggest and defend ways to address limitationscesa
to computing.

= Qutline the evolution of pricing strategies for qmuting
goods and services.

10 Ethics and the IS Professional 2
to present and discuss the professional and ettaspbnsibilitieg
of the IS practitioner

= use professional code of ethics to evaluate spdéifi
actions

= describe ethical and legal issues

= discuss and explain ethical considerations of softw
usage, sales, distribution, operation and maintanan

11 Ethically responsible decision-making 2
to explain Kallman & Grillo’s Guide to Ethical Deoon Making

= Examine the legal issues.

= Consult guidelines.

= Discover applicable ethical principles.

= Make a defensible ethical choice based on your
conclusions from the preceding steps.

12 IS Professional Code of Ethics 3
to explain the use of a professional code of etticevaluate
specific IS actions

= identify and describe professional organizations

= explain setting an ethical standard

= explain and examine ethical issues and argumedts an
failed approaches as a function of power and sooratext

= identification of stakeholders in a given IS deyehent
context, and the effect of development on theswithaals

= describe use of the codes of ethics and ensurerjatt
actions are consistent with these prescriptions

12 IS Society and Ethics 3

to introduce the societal implications of IS andhted ethical

iIssues; to introduce and explore ethical conceptd Bsues
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Titl
~ECIE T;pe}c(s) Year
Number = Learning Objectives / Goals
relating to personal and professional behaviour;iniwoduce
compare and contrast ethical models and approcleaplore
= discuss and explain ethics and principled behaaaodrthe
concept of ethical practice in IS
= discuss major ethical models and discuss the redeon
being ethical
= explain the use of professional codes of ethicgla@x the
burden of professionalism resulting from trust agsed
with computing knowledge and skills
= discuss and explain the basis and nature of qnestie
ethical approaches
= discuss and explain the ethical and social anabfdis
development
= discuss and explain the issues of power and ifalsoc
impact in the development life cycle
13 Ethics and Legal Issues 3
to discuss and explain ethical and legal princigled issues; tp
discuss and explain ethical considerations of médron systems
development, planning, implementation, usage, sdlsgibution,
operation and maintenance
= list and explain ethical and legal issues in dguelent,
ownership, sales, acquisition, use and maintenaince
computer systems and software
= explain the utilization of ethical models, for exalm
principle centred leadership to IS life cycle stage
= give examples of the effects of social context on
technology development
14 Interorganizational Ethical Issues 3
to present and explain ethical, contractual, amgiletory issues
involving domestic and trans-border interactionsvolaing
interorganizational business relationships
15 Philosophical frameworks 3

Philosophical frameworks, particularly utilitariasm and
deontological theories

Problems of ethical relativism

Scientific ethics in historical perspective

Differences in scientific and philosophical apprbas
Explanation of Floridi's Innovative Approach to Cputer Ethics

and the importance of Information Ethics
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Titl
~ECIE T;S c(9) Year
Number = Learning Objectives / Goals
= Summarize the basic concepts of relativism, utifitasm,
and deontological theories.
= Recognize the distinction between ethical theord an
professional ethics, in the context of Informatitthics.
= |dentify the weaknesses of the various approaches t
Computer Ethics according to Floridi
Assessment
Type Description Time
1 | Test Theory 90 minutes
2 | Practical Practical 90 minutes
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Appendix H Guide to

Ethical Decision-Making

Kallman and Grillo (1993:20) provide a guide toieh
decision-making
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H. A guide to Ethical Decision-Making

(Taken from Kallman and Grillo 1993:20)

To approach an ethical choice logically:

2.

3
4.
5

Examine the legal issues.

Consult guidelines.

Discover applicable ethical principles.

Make a defensible ethical choice based on yourlasionis from the preceding steps.

Examine the legal issues. Actions can be:

A.
B.
C.
D.

Ethical and legal
Ethical but not legal
Not ethical but legal

Not ethical and not legal

Consult guidelines

a.

Formal guidelines
Formal guidelines include corporate policies, canfesthics, and other lists of
decision-making criteria. Such guidelines usuadlly for asking the following
guestions:
i. Isthe act consistent with corporate policy?
i. Does the act violate corporate or professional sefleonduct or ethics?
iii. Does the act violate the Golden Rule?
iv. Does it serve the majority rather than a minority?
Informal guidelines
Tests for rightness or wrongness
i. Mom testWould you tell her?
ii. TV TestWould you tell a nationwide audience?
ii. Smell TestDoes the situation “smell”?
iv. Other Person’s Shoes Te®{hat if the roles were reversed?

v. Market TestCould you advertise the act to gain a marketat@e®

3. Discover the applicable ethical principles

a.

The principle of harm minimization
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i. Choose the action that minimizes actual and patiemirm.
b. Principles involving rights and duties (deontology)
i. Rights include
1. Theright to know
2. The right to privacy
3. The right to property
ii. Duties
1. Personal Duties
a. Trust
b. Integrity
c. Truthfulness
d. Justice
e. Beneficence and nonmaleficence
f.  Gratitude and reparation
g. Self-improvement
2. Professional Responsibilities
a. For all professionals:
i. Maintain appropriate professional relationships.
ii. Maintain professional efficacy.
b. Forinformation professionals in particular:
i. Maintain confidentiality.
ii. Maintain impartiality.
c. Principles involving consequentialism (teleology)
i. Egoism
ii. Utilitarianism
d. Kant's categorical imperative
i. The principle of consistency
ii. The principle of respect
4. Make a defensible ethical choice
Review the conclusions reached in the precedins sted ask:
a. Does the action serve the public interest or, asienot cause unnecessary social
harm?
b. Are any basic human rights violated?

c. Are any commonly accepted duties abridged?
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Appendix | Matrix of Case-

Studies

This section contains an analysis of how certaiseza
Studies can be incorporated into the IS Curricullts
an extract fromCharlesworth and Sewry 2002:163--
171.

Appendix Page clxxxvi



Appendix IMatrix of Case-Studies

|. Matrix of Case-Studies

(This is an extract from: Charlesworth et al 20D23--171)

In 1997, Grangeet al (1997:38) released a report that provided “an rasgdional
approach for classifying exercises, based on thgei®ach one addresses and the
course or courses in which it may fit”. Since thiblgcation of that report there have
been two major curriculum recommendations reledsedhe information systems
discipline. Using the latest recommended coursas #S 2002 (Gorgonet al 2002)

the author has attempted to use the organisatep@ioach from Grangest al to
recommend case studies that may be used in vaciouses to illustrate ethical
dilemmas and allow the students to exercise etdealkion making in the context of

that course.

The author has taken the major ethical issuessasibded in that report and used them

as “super-categories”. Granggraldefine these issues as:

“Individual responsibility includes those responsibilities held in common
with other people, regardless of technical expemisposition, and are often
the result of one’s group membership, including ifgrpolitical entities,
cultures and employment.

Professional responsibilitincludes those responsibilities that professionals
should undertake because of their special knowledgéd skill, their
association with others who share that knowledgksdill, and the trust that
society places in them because of that knowledge shkill. Typically
professional behaviour conforms to the guidelines$ aspirations delineated
by various codes of professional practice set foby professional

associations or employers.
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Access & equityincludes concerns about equal access to technology
whether the use of technology is biased with resspecgender, socio-
economic status, ethnicity or race, and whethearetigequitable access for
all groups, including those with disabilities.

Quality of lifecovers issues that impact human life. Areas oteominclude
impact on environment, effects on social and caltunteractions, changes in
work environment, and comfort levels of individuads®d groups. The
technical professional needs to consider whetherclnological innovation
improves or denigrates the quality of life. A sfiecexample is the ability of
anyone with access to email to communicate instaaiasly with people
anywhere in the world. Another is the ability ofof@ssionals to perform
their normal office functions at home by using thehnology.

System qualityncludes consideration of the reliability, accuyrattmeliness,
and safety of the system itself, as well as ofahgputs from the system and
the way the system contributes to the qualityfef i

Intellectual property includes consideration of the conflicts between
society’s right to know and the individual’s riglot privacy.

Privacy includes consideration of the conflicts betweenietg’s right to
know and the individual’s right to privacy.

Risk and reliabilityincludes consideration of the reliability and vukdality

of the software produced, the risks associated thighuse of a system, and
the integrity of the information contained withimca manipulated by the
system. This also includes any risks “to othersoasmted with the use of a
system.

Use of powerincludes consideration of the manner in which cotep
professionals exercise their knowledge and skaéisigh systems, and interact
with each other and with technically unsophistidabedividuals and with

groups. This also includes how power is used inasibns of conflict of
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interest and in establishing policies and systenas tiphold standards of
equity and fairness.

Integrity includes consideration of the honesty of compptefessionals and
end users. This includes consideration of the aoyuof statements to end
users and clients regarding the capability anditbdeig of software or
hardware as well as those regarding representatiotheir professional
credentials.”(Granger, Little, Adams, Bjorkman, €@dbarn, Juettner,
Martin, and Young 1997:40).

Table 81 illustrates how some ethical issues thetewdentified by Kallman and
Grillo were then assigned to the super-categoedéset] above (some categories may

appear in more than one super-category):

Super-Categories from
Grangeret al

Professional Responsibility
Access and equity

Individual Responsibility
Quality of life

Intellectual property
Privacy

Risks and reliability
Use of power

System quality
Integrity

Categories from Kallman & Grillo
Accountability for actions
Accuracy

Arrogance of IS Professionals X
Artificial intelligence X X
Breaking trust X| X X
Consulting responsibilities X X

Copyrights X
Credit Bureaus X
Data access ) X
Data recombination X

x

hYd
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Super-Categories from
Grangeret al

Access and equity

Quality of life

System quality

Intellectual property

Privacy

Risks and reliability
Use of power
Integrity

Deception

Duty

X I Individual Responsibility

| |Professional Responsibility

X

E-Mail

>

Ethical impact study

Ethics of development

Expert systems

Gray market

Inappropriate use of resources

Info Rich vs. Info Poor

[\

International policy

International trade

NZ

Keeping quiet

NZ
7N

Knowledge engineering

Lack of respect

Misuse of authority and power

Misuse of company resources

Offensive start-up screen

Overdependence on computers

Password theft

Poor school vs. rich engineering f

Power in society

Premature software release

Privacy

Protectionist measures

Respect

N o
N

Sexual harassment

Software piracy

Technical limitations

The "dark side"

N o
N\

Unauthorised access
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2
>|5
25
2 ol g |2
Super-Categories from S & =2 > 2 '-CEG
Grangeret al 3 =22 £ 5 |3le
E c| 2 = 3|® _; =
S '8 Clo| 2|2 £l >
S|o 825 88 ols €
IR IR
T2 38|34 82uvlepll
SO0 Eja|X|D|E
Unprofessional behaviour X
Virtual reality X
\Virus released in retribution X
\Whistle blowing X

Table 81: Mapping of Categories to Super-Categories

Ethical Instruction in IS curricula

Kallman and Grillo state that “most of the unethiaativity that does occur has
resulted because individuals did not realise amwastunethical or did not know how
to make ethical decisions 1993.” Over a decaddtagas reported that “the inclusion
of ethical instruction in IS curricula at acadenmstitutions should be an urgent
objective of the IS profession” (Morris, Jones, &wubinsztein 1993:8). Since then
the relevant Curriculum Bodies (ACM, AIS, AITP (DY and IEEE) have sought
to include this aspect in their various recommendat The two latest

recommendations, 1S’97 and 1S'02, make explicierefce in their identification of

the Body of Knowledge to the legal, ethical andfggsional aspects of information
systems. The recent Ethics Survey (KPMG, 2001:8eaked that only 5% of

individuals responsible for ethics within an orgation had had any training in the
area at a tertiary level. Given all of this, thdoms seem to be an urgent need for such
education — and given the time between the vapoiications, that is 1993-2001, it

does seem as if educators have been a little dfkaweomark.
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The Computing Curricula for 2001 (CC2001) recomnsetidit “this knowledge area
is best covered through a combination of one redquitourse along with short
modules in other courses”. One way of introduchrgytopic of ethics in other courses
is through using case studies. The author hasg uk& categories described above,
and the recently proposed courses from 1S'02, tteectlassify case studies into
appropriate course areas. This allows us to examireze there is an abundance of

ethical emphasis and where there is not.

The author then sought to use the latest curricuksommendation available, that is
IS’02 and considered the recommended courses totheappplicable case studies

onto:

IS'02.PO Personal Productivity with IS Technologihe prerequisite course enables
students to improve their skills as knowledge woskeThe emphasis is on personal
productivity concepts through using functions apdtfires in computer software such as
databases, presentation graphics, and Web authoring

1S'02.1 - Fundamentals of Information Systefkis course provides an introduction to
systems and development concepts, information tdofy, and application software. It
explains how information is used in organisationsl &ow IT enables improvement in
quality, timeliness, and competitive advantage.

1S’02.2 - Electronic Business Strategy, Architectund ®esign This course examines the
linkage of organisation strategy and electronichods$ of delivering products, services and
exchanges in inter-organisational, national, antbal environments.

1S'02.3 - Information Systems Theory and Practifeis course provides an understanding
of organisational systems, planning, and decisimtgss, and how information is used for
decision support in organisations. It covers dquaind decision theory, information theory,
and practice.

1S’02.4 - Information Technology Hardware and SysteéSoftwareThis course provides the
hardware / system software fundamentals for varammputer / network architectures used
in the design, development and implementation afemporary information systems.
1S’02.5 - Programming, Data, File and Object StruesifThis course provides an exposure
to algorithm development, programming, computercepts and the design and application
of data and file structures. It includes the ubdogical and physical structures for both
programs and data.

1S’02.6 - Networks and Telecommunicatidinis course provides an in-depth knowledge of
data communications and networking requirements luditg networking and
telecommunications technologies, hardware, andvaoét Emphasis is placed upon the
analysis and design of networking applicationsrgaaisations.

I1S’02.7 - Analysis and Logical Desigiihis course examines the system development and
modification process. It emphasizes the factoreffiective communication and integration
with users and user systems. It encourages imsapal skill development with clients,
users and team members.
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1S'02.8 - Physical Design and Implementation witBNIS This course covers information
systems design and implementation within a datalbeseagement system environment.
Students will demonstrate their mastery of thegteprocess acquired in earlier courses by
designing and constructing a physical system.

1S’02.9 - Physical Design and Implementation in Egimgy Environments This course
covers physical design and implementation of infaion systems applications.
Implementation in emerging distributed computingviemnments using traditional and
contemporary development environments.

1S’02.10 - Project Management and Practidénis course covers the factors necessary for
successful management of information systems dpr@dat or enhancement projects. Both
technical and behavioural aspects of project manageare applied within the context of
an information systems development.”

(Longenecker, Jr., Davis, Feinstein, Gorgone, aaldaich 2001)

The author has used 32 case studies that were takanthe Internet and from an
excellent collection of case studies by Kallman &G (199320). These case studies
were then matched to categories and super-categamie their applicability to be
included in a specific course was mapped onto tagixcontained in Table 83. The
author has therefore re-positioned the case stthighlight previously identified
ethical issues onto the relevant particular cowseurriculum area in the new

curriculum.

A summary of Table 83 is listed in Table 82 below:

Super- (OFL

Category Category Study
Total Total Total

IS’02.P0O Personal Productivity with IS
Technology

IS’02.1 - Fundamentals of Information Systems
IS’02.2 - Electronic Business Strategy,
Architecture and Design

1S’02.3 - Information Systems Theory and
Practice

I1S’02.4 - Information Technology Hardware and
Systems Software

I1S’02.5 - Programming, Data, File and Object
Structures

0(0%) 0(0%) 0 (0%
1DA) 69 (100%)84 (100%
10 (100%) 68 (99%) 81 (96%

9 (90%) 32 (46%) 30 (36%

7 (70%) 22 (32%) 15 (18%

2(20%) 4(6%) 2 (2%
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I1S’02.6 - Networks and Telecommunication 8 (80%Y (42%) 25 (30%
I1S’02.7 - Analysis and Logical Design 8 (80930 (43%) 22 (26%
IS’02.8 - Physical Design and Implementation

with DBMS 3(30%) 7 (10%) 4 (5%

IS 02.9_ - Phy5|_cal Design and Implementation in 5 (50%) 16 (23%) 11 (13%
Emerging Environments

1S’02.10 - Project Management and Practice 0(0%) 0(0%) 0(0%
Average Score 6.2 27.7 27.4

Table 82: Summary of how Case Studies considereti&an
used within courses of IS'01

(Items in italicised text indicate that the numb&Case
Studies in this area is below average)

Super-Categories ‘ Categories # ‘ Case Title

Individual Responsibility ‘ ‘

Accountability for actions X | X X
| 1 | Levity of Libel X| X X
Breaking trust X | X X
| 13 | Test Data X X
Deception X | X X
30 | Car Sales Case X X X
Duty X [ X X X
6 | AJobon the Side
9 Charades XX
Lack of respect X | X X
| 9 | Charades X
Whistle blowing X | X X
4 Abort, Retry, Ignore X
Professional Responsibility
Arrogance of IS Professionals X | X X
16 | Downtime X[ X X
Breaking trust X | X X
| 13 | Test Data X X
Consulting responsibilities X | X X
| 6 | A Job on the Side
Deception X[ X X
30 | Car Sales Case X |x X
Duty X [ X X X
6 A Job on the Side X
9 Charades X
Inappropriate use of resources X[ X | X X X
5 Messages from All Over X X
7 The New Job X X X
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Super-Categories ‘ Categories # ‘ Case Title

Lack of respect X | X X
| 9 | Charades X
Misuse of company resources X | X X X
1 Levity of Libel? x| X X
19 | Fingering Ethical Problem K K X X
Premature software release X[ X | X X | X
| 11 | Taking Bad with Good X
Unprofessional behaviour X | X | X X | X
11 | Taking Bad with Good K K
Access and equity ‘ ‘ ‘ X X X ‘ X ‘
Data access X | X[ X[ X
4 Abort, Retry, Ignore X X
8 The Buyout X X X
Unauthorised access X | X X
4 Abort, Retry, Ignore X
Quiality of life ‘ ‘ ‘ X X X ‘ X ‘ X
E-Mail X[ X | X X
5 Messages from All Over X X
22 | Email addresses issues X | X
Overdependence on computers X | X X
16 | Downtime x| x X
Virtual reality X | X X
18 | Virtual Success
System quality ‘ ‘ ‘ X X X ‘ X X ‘ X
Artificial intelligence X | X X
| 18 | Virtual Success K
Data access X[ X[ XX
4 Abort, Retry, Ignore X X
8 The Buyout X X X
Ethics of development X | X X
| 13 | Test Data X X
Expert systems X | X X
18| Virtual Success
Knowledge engineering X | X[ X X
14| The Brain Pick X X X
Intellectual property X
Copyrights X | X | X X
15| Trouble in Sardonia
23 | Free Software Case X X |x X
28 | Allowing Access to Information
32 | Risks of academic cheating by compJter X | X
Gray market X[ X | X X
| 10 | Laccaria and Eagle K X KX X
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Super-Categories ‘ Categories # ‘ Case Title

International policy X | X[ X
15 | Trouble in Sardonia
29 The Case of Borrowed Hardware X |[x [x
International trade X | X[ X X
| 10 | Laccaria and Eagle XK X KX X
Protectionist measures X | X | X X
| 10 | Laccaria and Eagle XK X KX X
Software piracy X | X | X X
12 | The Engineer and the Teacher X
23| Free Software Case O X
Privacy ‘ ‘ ‘ X X X‘X X X‘X X X
Duty X | X X X
6 A Job on the Side X
9 Charades A
Offensive start-up screen X | X X
| 7 | The New Job X
Password theft X | X X
| 9 | Charades A
Privacy X | X[ X X| X | X|X
Something for Everyone? X X X X
The Buyout X X X
17 | Code Blue X X X
24 | Culture Clash X X
26 | Injured Administrator Issues X X X X
27 | Deceased student issues X | x | x X
Unauthorised access X
4 Abort, Retry, Ignore X X
Risks and reliability
Artificial intelligence X | X X
18| Virtual Success
Technical limitations X | X | X X
| 17 | Code Blue X X
Virus released in retribution X | X | X X | X
11 | Taking Bad with Good X
Use of power
Breaking trust X | X X
| 13 | Test Data X
Credit Bureaus X | X X
| 2 | Credit Woes X X
Data recombination X | X[ X X | X X
3 Something for Everyone? X KX X X
21| Chain letter X X hi
Inappropriate use of resources X[ X | X X X
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Super-Categories Categories # ‘Case Title

5 Messages from All Over X X
7 The New Job X
Info Rich vs. Info Poor X X
28 | Allowing Access to Information
Misuse of authority and power X | X X
9 | Charades X
Misuse of company resources X | X X X
1 Levity of Libel? X| X X
19 | Fingering Ethical Problem K K X X
Poor school vs. rich engineering firm X | X
12 | The Engineer and the Teacher X | X
Power in society X | X X
| 12 | The Engineer and the Teacher X | x
31 The Computer goes to Court X X
Sexual harassment X | X X
7 The New Job X
Accuracy X[ X | X X X
2 Credit Woes X X
20 | Administrator Ethical Dilemma
Ethical impact study X | X X
16 | Downtime x| x X
Gray market X | X | X X
| 10 | Laccaria and Eagle X X
Inappropriate use of resources X | X | X X X
5 Messages from All Over X
7 The New Job A X X
Keeping quiet X | X X
13| TestData X
Misuse of company resources X | X X X
1 Levity of Libel? X| X X
19 | Fingering Ethical Problem K K X X
Premature software release X | X[ X X | X
| 11 | Taking Bad with Good X
Respect X [ X X
| 6 | A Job on the Side X
The "dark side" X | X X
‘ 18 ‘ Virtual Success X

Table 83: How the Case Studies considered can lok use
within courses of 1S'02
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More resources regarding Case Studies can be #und

http://www.computingcases.orghd Pretorius and Barnard 2004:123
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