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Abstract

This thesis is a contribution to the study of the chaiiehges facing archivists and
records managers working on the long-term management and preservation of digital
records. This thesis discusses the International Development Research Centre (IDRC), a
Canadian government Crown agency, as a case study. In 2004 IDRC’s Research
Informatlon Management Service (RIMS) D1v1smn was given the responmblhty for
developing a digital preservatlon program for the centre’s final reports and related
documentation. To facﬂltate this work, it hired a student intern to research
recommendations for a digital preservation strategy. My research as the centre’s intern
led to the following recommendations for IDR(£ :

o Choose ﬁlc formats that are ubiquitous, non-proprietary (when possiBle), viable,
and lossless;

» Implement a strategy of conversion and migration of file formats and media as
they become obsolete;

o Capture metadata to support the preservation of and access to digital objects; and

e Comply with the Open Archival Information System (OAIS) reference model.

Much academic study by archivists on digital preservation focuses on the
concepts relating to digital records and records management. This thesis offers a

practical institutional example of one effort to develop an actual archival program.
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Introduction

Between June 2004 and January 2005, I worked as a Centre Intern on a digital
archivihg project in the Research Information Management Service (RIMS) Division of
the International Research Development Centre (IDRC), a Canadian Crown corporation.
As a graduate student, I had an understanding of archival theory as well as archival work
experience. My duties included writing a final report that outlines my recommendations
for the long-term management and preservation of digita! objects (or digital records) to
be held indefinitely by IDRC itself, but does not deal with digital material that the centre
will transfer to Library and Archives Canada. I was also fortunate in that the Director of
the RIMS Division, Méljorie Whalen, both encouraged and granted permission for me to
use the final report as the foundation for this Masters of Arts thesis in Archival Studies.
This thesis presents the recommendations with more in-depth analysis than the report.
The thesis is divided into four chapters, with each chapter incorporating parts of the

. report.

The first chapter outlines some of the more common digital preservation
challenges facing archivists, and introduces the Open Archival Information System
(OAIS) reference model. Beginning with an overview of digital preservation, including a
brief literature review of digital preservation projects from the 1980s to the present, the
chapter moves into a deséription of the OAIS reference model. This model has been
gaining acceptance within the archival community as a blueprint or roadmap for
developing a digital archives, which institutions are using as a benchmark for their
preservation functior_ls. The benefits of the QAIS include, but are not limited to, a’

common definition of terms (or ontology) to foster communication between disciplines



(such as information sciences and technology, archives, and information management),
an impartiality towards numerous digital preservation strategies (the model does not
subscribe to one methodology over another), and the recommendations of the model were
(and continue to be) developed in an open forum. Subsequently, OAIS is a recognized
standard as per the International Organization of Standardization (ISO). The chapter
ends with a description of a trusted digital repository that is a primary component of the
.OAIS reference model. -

Chapter two focuses on the history and organizational structure of IDRC, and the
functions of RIMS Division today as the project lead for the centre’s digital preservation
strategy. In addition, the chapter delineates a number of aspects of RIMS Division policy
as they felate to digital preservation.- These include appraisal, costs, disaster and
emergency recovery plan, and the preservation of e-mail and websites. This chapter
provides the organizational background in which RIMS Division sought to address its -
digital preservation issues through my internship.

Chapter two then outlines the IDRC stakeholders involved in digital preservation
when I undertook my internship. The purpose of the internship was twofold. First,
RIMS Division could dedicate resources for a short-term project to develoﬁ a policy and
procedures framework fora digital preservation .;,trategy. Second, the internship was
intended to reflect the centre’s goal of promoting knowledge through research. Asa
result; my internship focused on research into existing digital preservation challenges, .
and provided me with the opportunity to gain a deepef understanding of these issues.
Chapters two and three contain my research findings and recommendations. These

chapters form the bulk of my report to IDRC.



Chapter three moves from the organizational context of the digital preservation
strategy outlined in chapter two to the technical recommendations. This chapter presents
preservation strategies, file formats, technical architecture (or infrastructure), and
metadata schemas in greater detail. The three most common strategies — emulation,
encapsulation, and migration — are compared. Additionally, successful case studies in
which these strategies have been implemented are included in this chapter. The section
on Recommended File Formats is adopted from the National Archives (UK) Digital
Preservation Guidance Note 1: Selecting file forméts for long-term preservation, and
outlines the ten criteria for choosing archival formats for digital preservation. This
section also expands upon the National Archives (UK) Guidance Note by including a
short analysis and summary of the specifications of some of the more common file
formats being used for the long-term management of digital objects. In the Digital
Preservation Management Architecture section, recommendations for proper media and
storage of digital objects are developed with a view to improve current practices in RIMS
Division. The last part of the technical recommendations examines the role of metadata
in the digital preservation strétegy. Metadata schemas, such as Dublin Core Metadata
Initiative, OAIS information attributes, Preservation Metadata: Implementation Strategies
‘(PREMIS), among others, are presented in a manner similar to a literature review or
environmental scan. The chapter concludes with a Final Report Post-Evaluation thai _
reflects upon my knowledge and experience, and how this formed my recommendations
to the RIMS Division.

In the concll;ding chapter, the importance of research and collaboration as it

relates to the development of the recommendations for IDRC’s digital preservation
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strategy is explored. This chapter draws upon Cornell University’s bfgz‘ta! Preservation

| Management Workshop and Canada Institution of Scientific énd Technical Information
Digital Archives Research Framework consultation as RIMS Division moves forward in
implementing a digital preservation strategy. The chapter and thesis concludes witha
brief assessment regarding the collaboration of information management and information
technology professionals who are Working in partnership to address the challenges of the

management and pm&eﬁaﬁen of digital objects.



CHAPTER ONE

Digital Preservation Challenges

This chapter presents some of the more commaon challenges related to digital
preservation, and briefly explains how these challenges cause concerns for archivists who
are responsible for the pres;ewaticn of digital records or objects. This includes a brief
introduction tor key projects and initiatives, coalitions, and research groups, which is
followed by a more in-depth ank at the Open Archival Information System (OAIS)
reference model and the attributes of a trusted digital repository. The OAIS reference
model is the recognized and official standard for archival institutions managing and
preserving digital §bjects, The OAIS environment also provides the framework for the
digital preservation strategy that was presented to the Interpational Development

Research Centre, and adheres to the organizational culture of IDRC, as outlined in

chapter two.

Digital Preservation Overview
Recording media ara always changing. How we maintain that_infdﬁryalion is
evéiving even faster. Cave paintings and cuneiform writing on stone tablets have been
around f#f ih{}nsands of years — and we can still view them. Paper records have been
around for centuries, and can still be read, even though they deteriorate faster than their

stone or clay counterparts. On the other hand, digital records have been in existence for a

few decades, in which the lifespan of digital information may be as long (or as short) as



cighteen months.! Unlike cave drawings, stone tablets, and paper records, digital
nformation strongly relies Gn.ixs technological environment to be accessible. In other
words, we can only access a digital object in its perceptible form when the object is
printed to paper, displayed on a monitor, or played on an MP3 player.” We cannot read
its digital representation or the bits and bytes that make up the digital object.
Consequently, the challenges related to preserving digital information are numerous.
Foremost among them is the challenge of te;hnological obsolesceﬁce. Rapid
technological changes require frequent investments to overcome technological
obsolescence in order to render (or read) tﬁ gital information iﬁtéﬁigibie,s Furthermore,
environmental decay plays a significant role in the loss of digital material. Deterioration
of magnetic and optical media, and exposure to high temperatures and humidity, as well
as contaminants, can cause failures in reading devices and hardware components.® When
: deﬁﬁomﬁon of storage media or hardware failufe occurs, the digital information can be
§ermanent2y lost, even if technological oéselesccnce is not a factor. Other challenges

may include, but are not limited to, the scale or quantity of data being captured for

! Gail Fineberg, “Capturing the Web; Staff Briefed on National Digital Preservation Plan,” Library of
Congress Information Bulletin, vol. 62, no. 4 (April 2003), http:/www,loc.gov/loc/leib/0304/digital. html
{accessed 18 October 2006).
? David M Levy, Scrolling Forward: Making Sense of Documents in the Digital Age (Arcade, New York,
2003). Simply, a digital object is made of two parts: the digital representation or the bits and bytes (e.g.., 2
Word document), and its perceptible forms produced from the digital representation. In regards to digital
preservation, archivists and information professionals’ concemns lie with the digital representation since the
digital representations and their perceptible forms rely on a complex tcchnoicglcai environment of
hardware and software. The nature of the perceptible form means that it iy created on the fly, or just-in-
time, to maintzin a visible and useful presence; consequently, the perceptible form and its digital
representation cannot be separated, which impacts our decisions for the long-term management and
gmservatiea of digital objects. (For more information see pages 152 to 155.)

Maggie Jones and Neil Beagrie, Preservation Management of Digital Materials: A Handbook (British
Library; London, 2001}, p. 24. .
* Margaret Hedstrom and Sheon Montgomery, Digital Preservatzox Xeeds mgf Ref;wremez:fs in RLG
Member Institutions, (Mountain View, CA; 1988), g.oTp/prese: .pdf, p. 1 (accessed
{8 December 2004; updated 02 January 2007); also cﬁed n the ﬁlgltal ?reservatzan Coalition,

FPreservation Issues website, hitp://www dpconline org/praphics/digpres/presissues himi (accessed 08
December 2004),




pfesewaﬁon, authenticity and context of the creation of the record, costs related 1o
preservation management, and legal issues regarding intellectual property rights, access,
and security. These challenges, therefore, can work independently of each othér, orin
tandem with each other. |

Exampies of digital data loss are numerous, and the consequences of this loss can
be, and have been, unfortunate. The American National Aeronautics & Space
Administration (NASA), for instance, lost track of Martian experiments done in 1975.
The original data is stored on technology so old and obsolete that even the programmers
have passed away, Consequently, important data is lost as current computers are unable
to render the information into a readable format. Fortunately, an abridged printed or hard
copy report is available, and some information was recovered.” Another news article,
entitled “The End of History,” examines the larger consequences of data loss. Charles
Arthur writes, “In centuries to come, what will scholars be able to learn of the great
events and discoveries of our time? As paper records are replaced by unstored ¢-mails
and obsolete hardware, we may be entering a new digital dark age.™® Arthur notes
several examples of this digital dark age, and not all are related to the “calamity” caused
by technological obsolescence. The Ivar Aasen Centre of Language and Culture, a
Norwegian literary museum, was unable to access its computerized catalogue system
following the death of the man who administered the system, and was the only person

who knew the access password.” Another classic example is the BBC Doomsday Project,

3 Kevin Krolicki, “NASA Data Point to Mars ‘Bugs,’ Scientist Says,” The Long Now Foundation Press,
(updated 27 July 2001}, hatp:/Awww.l ow.org/] Oklibrary/ icles/ArtNAS AMars. htm {accessed 02
December 2004). _

® Charles Arthur, “The End of History,” The Independent, London, UK, (30 June 2003).

! Cornell University, Digital Preservation Management Workshop,

http://www . library. comell edu/iris/tutorial/dpm/terminology/preservation. html (accessed 08 July 2004).-




a multimedia affair to celebrate the 900™ anniversary of the original Doomsday Book,
and to provide a social snapshot of Britain in the mid-1980s.® Within a few years, the .
software and hardware technology used had become obsolete, and the Doomsday project
was in danger of being lost. Fortunately, digital preservation efforts were able to
“rescue” the project, and render the multimedia program. Terry Cook, in a 1995 article
for MIT’s The Technology Review, identifies these problems and issues much earli;er than
much of the popular press.” Not only are corporations, government insﬁtutions, non-
profit organizations, and private individuals at risk of losing data due to technological
obsolescence, but the risk is further compounded due to the harsh environmental
conditions in which tépes and disks are sometimes stored, as well as inadequate policies
regarding electronic records management. Consequently, data loss is subject not just to
outdated technology, but also to an organization’s attitude towards proper records
management and policies. A technical expert states that there are “the three things in life
that are certain — death, taxes, and that your hard drive will fail,” but best practices in
digital preservation management will at least minimize the calamity of the failing hard
drive!!'? -

. The ability to capture digital material exceeds the abilitsr to manage and preserve
the information over a long period. This creates a twofold eﬂ'eét in that excessive or
duplicated information is continually being saved and that information itself is kept on
media and software that is no longer supported or accessible at the current time. Without

a proper appraisal policy, unneeded information is retained at the expense of preserving

® Creative Archiving at Michigan & Leeds: Emulating the Old on the New (CAMILEON),
http://www.si.umich.eduw/CAMILEON/ (accessed 23 August 2006).

® Terry Cook, “It’s 10 O’Clock: Do You Know Where.Your Data Are?,” The Technology Review (January
1995), '

1® Arthur, “The End of History”.



information of enduring value, while at the same time increasing the human, technical,
and financial resources required to preserve and rendér the information.'! As the costs of
storage decrease, and the amount of space increases from gigabytes, terabytes, and
petabytes to exabytes, many organizations tend to preserve more and more data than is
necessary. The downside of this strategy occurs as the amount of data becomes harder to
manage, organize, describe, and index for successful retrieval and dissemination. RIMS
Division has addressed this challenge by implementing an appropriate appraisal policy to
ensure that information of reséarch value is retained in its library and archives collections
and databases. Hence, the recommended digital preservation érchitecture will be in line
with the development of the technical and managerial challenges in accessioning,
managing, and providing access to digital materials.

RIMS Division is moving towards the long-term management of digital objects in
establishing an appraisal policy and implementing best practices in records mariagement,
but the Division does not yet have a fully implemented digital preservaﬁon strategy. It
lacked the technical understanding of how to manage and preserve digital objects, and
addressed this challenge by hiring an archival intem for eight months. Most of the
internship focused on an environmental scan of research and development in digital‘
preservation. Previous and current work in digital preservation includes research not
only from the field of archives, but also academic institutions, museums, libraries, other
cultural heritage organizations, and science and technology. As a result, digital

preservation coalitions have formed to research and develop appropriate methodologies.

' According to one recent posting on the ERECS list serve, the costs ratio for the storage and the
management of digital objects is as high as 1:7, in-which every dollar spent on storage requires seven
dollars allocated to management and human resources. (Peter Van Garderen to Heather Lyons, “Re: Long-
term preservation of electronic records” posted 17 October 2006).
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Coalitions include the Digital Preservation Coalition (DPC), the Joint Information
Systems Committee (JISC), Creative Archiving at Michigan & Leeds: Emulating the Old
on the New (CAMIiLEON), the International Research on Permanent Authentic Records
in Electronic Systems (InterPARES), and the Consultative Committee for Space Data
Systems (CCSDS), to name a few. In making their research, white papers, and other
findings available on the Internet, these groups and coalitions have increased
collaboration on research into long-term preservation management and have facilitated
local, national, and international projects that document the successes and failures in
preservation and access to digital material.

One of the earliest projects, the University of Pittsburgh’s Functional
Requirements for Evidence in Recordkeeping Project (1993-1996), was tasked with '
developing a Reference Model for Business Acceptable Communications.'> The
Pittsburgh Project, as it was more commonly known, outlined thirteen recordkeeping
functional requirements, emphasized the coﬁcept of metadata for recordkeeping, used
production rules to formally express the functional requirements, and promoted
compliance with laws, regulations, and standards through literary warrants. The
functional requirements ensure that reliable rec(_)rds are captured, maintained and

accessible. They were used to test whether an information system is compliant with or

2 For more information on the University of Pittsburgh’s Functional Requirements for Evidence in
Recordkeeping Project see http://www.archimuse.com/papers/nhore/, See also Rick Barry, “Making a
Difference; Comments on Electronic Records Management R&D Projects at Ohio State University, Indiana
University and City of Philadelphia: SAA Annual Meeting August 29, 1996, Session 6,”
www.mybestdocs.com/barry-r-saa1996-er-rd.htm!; David Bearman, Electronic Evidence: Strategies for
Managing Records in Contemporary Organizations, (Archives & Museum Informatics, Pittsburgh, 1994),
http://www.archimuse.com/publishing/electronic_evidence/ElectronicEvidence Intro.pdffisearch=%22%22
Electronic%20evidence%3 A%20strategies%20for%20managing%20records%20in%s20contemporary%20o
1ganizations%22%22; and Wendy Duff, “Ensuring the Preservation of Reliable Evidence: A Research
Project Funded by the NHPRC”, Archivaria 42 (Fall 1996), pp.28-45 (all websites accessed 11 October
2005.)
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meets these recordkeeping standards. Both the functional requirements and production
rules delineated the type of metadata required to accompany each record. The metadata
also provided detailed information on terms and conditions of use, data structure,
provenance, content, and on the use of the record after its creation. Finally the literary
warrant provided authority to the functional requirements. The Pittsburgh Project was
one of the first approaches that embraced the functional approach to records and
preservation management as developed by David Bearman. At the time, Bearman’s work
and the Project represented advanced archival thinking, and inspired other projects being
undertaken at the University of Indiana," the World Bank, and the City of Philadelphia.

Two initiatives out of the United Kingdom are the DPC and JISC that work to
foster and support research on the challenges of securing and preserving digital
resources.'® Both organizations have produced and disseminated information on current
research and practice in digital preservaition. This information, available on the DPC and
JISC websites, is provided by groups of professionals and experts in the three major areas
of research — migration, emulation, apd encapsulation. The DPC and JISC, however,
emphasize different aspects of digital preservation research — the DPC fosters action and
the JISC supports advanced education through strategic guidance, advice, and
dpportunities.

The CAMILEON project was a joint initiative between the UK and the United

States, with funding from the JISC-and the National Science Federation (US)."> Headed

3 Information on the University of Indiana’s Sound Directions: Digital Preservation and Access for Global
Audio Heritage can be found at http:/www.dlib.indiana.edu/projects/sounddirections/ (accessed 11

October 2006).

" Digital Preservation Coalition (DPC), http://www.dpconline.org/graphics/index.html; Joint Information
Ssystems Committee (JISC), hitp://www jisc.org.uk/ (all websites accessed 21 October 2006).

¥ CAMILEON. :
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by Chris Rusbridge and Margaret Hedstrom, respectively for the UK and US teams, this
‘project analysed and implemented an emulation strategy for recovering the digital
information gathered by the BBC Doomsday project in the 1980s. CAMILEON’s
foremost objective explored options for long-term digital preservation, including the
viability;f emulation as a strategy. As aresult of its study, CAMILEON successfully
demonstrated the effectiveness of emulation to enable future computer (software and
hardware technology) systems to operate and render readable information in obsolete
digital tcchnolagy; as well as re-create that material’s “look and feel™.

At Australia’s Monash University, the Records Continuum Research Group
{RCRG) is developing a continuum model for i::fannaﬁoﬁ management and digital
prese;vation.’s Led by Sue McKemmish, this group focuses on iilm major research
areas - Metadata Control, Continuum Modelling and Research, and Recordkeeping and
Legal Systems. The group studies the specifications and requirements for metadata in
creation, capture, organization, and archiving of records, information continuum
management and core archival functions in conjunction with the Information Enterprise
Group, and the socio-legal mandates and compliance issues relating to the records
management continuum. Part of the RCRG’s research has led to the development of the
Australian Recordkeeping Metadata Schema, a standardized set of structured
recordkeeping metadata elements and a mapping framework, which evolved out the
Strategic Partnerships with Industry - Research & Training (SPIRT) Project with other
organizations such as the National Archives of Australia. As with the Pittsburgh Project,

the Recordkeeping Metadata Project aligns itself to the functional approach in which

' Monash University Records Continuum Research Group (RCRG),
hitp//www.sims. monash.edu.awresearch/rerg/index htinf {(accessed 19 October 2006).
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records are evidence of transactions, yet differs as it takes a continuum perspective in
which the archivist takes an “active” role in managing and preserving, as opposed to the
archivist’s traditional role “as the keeper or guardian of the record”.

Closer to home, the United States’ National Archives and Records Administration
(NARA) has been working on an Electronic Records Archives (ERA) initiative."’
Launched in 1998, ERA encompasses a comprehensive, systematic, and dynamic
approach to the preservation of digital objects, which is based upon the Open Archival
Information Systems (OAIS) reference model and standard. This approach is based upon
NARA’s collection-based persistent digital archives in which NARA will “authentically
preserve and provide access to any kind of electronic record, free from dependence on
any specific hardware or software”.'® Now moving into its second stage, NARA signed a
landmark agreement with the San Diego Supercomputer Center, which provides a state-
of-the-art technical infrastructure for managing and administering digital objects
transferred to NARA.'? This innovative collaboration aligns with NARA’s goals to
develop and maintain the technical capability to capture, manage, preserve, and make
accessible digital objects. NARA and the San Diego Supercomputer Center aim to have
a functional subset of the system operational in 2007.

The University of British Columbia headed a research project entitled The

Preservation of the Integrity of Electronic Records (1994-1997), otherwise known as the

'7 National Archives and Records Administration (NARA), Electronic Records Archives (ERA)
Elsgp J/www.archives.gov/era/ (accessed 20 October 2006).

Ibid. :
" NARA, The National Archives and the San Diego Supercomputer Center Sign Landmark Agreemem fo
Preserve Critical Data Press Release (28 June 2006), http://www.archives.gov/press/press-
releases/2006/nr06-119.html (accessed 21 October 2006).
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UBC Project.”® The findings of the UBC Project led to an international digital
preservation coalition known as the International Research on Permane_ni Auﬂlenﬁc N
Records in Electronic Systems (InterPARES), headed by Luciana Duranti and Terry
Eastwood, in collaboration with other academics, national archival institutions and
private industry representatives from around the world.?’ The overall goal of
InterPARES is to develop a theoretical and methodological strategy for the long-term
preservation of authentic records. As such the project has two phases: InterPARES 1
{1999-2001) focused on thé preservation of the authenticity of records, including an
exploration of the issues related to the long-term digital preservation of andio files;
whereas InterPARES 2 (2002-2006) continued with research into the preservation df
audio material, while delving into the issues of reliability and accuracy from the
perspective of the lifecycle of the record. InterPARES 1 was composed of four domains:
Authenticity Domain, Appraisal Domain, Preservation Domain, and Strategy Doméjn.
The Preservation Domain is of particular interest for this thesis. This domain’s main
findings are that: only the means to reproduce digital objects can be preserved; an
account of the document’s custodial history must include any transformations or changes
that occur to both the physical and perceptible form of the digital object; archival policies

must accompany the technical solution; and the digital preservation solutions themselves

% University of British Columbia, School of Archival, Library and Information Studies (SLAIS),
http://www.interpares.org/UBCProject/index.htm (accessed 21 October 2006). One of the outcomes of this
project was the collaboration with the United States Military in the development of “Design Criteria
Standard for Electronic Records Management Software Applications” recordkeeping standard (DoD
5015.2), Information on this standard can be accessed at
http:/fwww.dtic.mil/whs/directives/corres/pdf/50152std_061902/p50152s.pdf (accessed 21 October 2006).
! International Research on Permanent Authentic Records in Electronic Systems (InterPARES),

http://www. interpares.org/ (accessed 21 October 2006).
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are inherently dynamic.? InterPARES 2 focused on the concepts, prihciples and criteria,
and methods in the creation and maintenance of authentic digital objects, including the
preservation of the object in the context of artistic, scientific, and government activities.”
The guiding methodological principles were unfque to InterPARES 2, in that InterPARES
2 adopted an open inquiry approach in which each working group identified its own
perspectives, research design, and methodology .each believed was most appropriate for
its task. This allowed for greater diversity within the overall objectives of the project. In
developing standards, methods, and specifications for the authenticity of digital objects,
InterPARES also adopted one of the newly recognized international standafds, the OAIS
reference model, as part of the project’s approach to the long-term management and
preservation of digital objects.

Collaborative research between NASA, the Research Libraries Group (RLG); and
the Online Computer Library Center (OCLC) led to the development of the ISO long-
term digital preservation standard known as the Open Archival Information System
(OAIS) reference model (ISO 14721).2* This model is described as both a blueprint and
an architecture for managing digital material. Furthermore, OAIS has developed a well-
defined set of terms and definitions for increased communication and collaboration
among researchers. This model, therefore, allows for greater standardization in the use
ofterms and concepts (such as “archive,” “long term,” “designated community™) among

information managers and information management vendors, and promotes an awareness

2 InterPARES 1, Preservation Domain, htp://www.interpares.org/ipl/ipt_ptf.cfm (accessed 21 October
2006).

2 InterPARES 2, Project Summary, http://www.interpares.org/ip2/ip2_index.cfm (accessed 21 October
2006).

# Consultative Committee for Space Data Systems, Reference Model for an Open Archival Information
System (OAIS) (January 2002), hitp://public ccsds.org/publications/archive/650x0b].pdf (accessed 08 July
2004). :
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of the requirements needed for digital preservation. The model also articulates the need
for digital preservation to begin with the object’s or document’s active phése of its
lifecycle when there is concern about the impact of changing technologies on the
accessibility and management of the object. For these reasons, the model has been
widely accepted in North Amewrica, superseding almost any other approach to digital
preservation. Consequently, OAIS has had a major impact on archival methodology in
North America and Europe. Most Strategies being developed today strive to be OAIS
compliant.
_Open Archival Information System (OAIS) Reference Model®

The OAIS model allows for the ingestion, or submission, of a submission
infdrmation package (SIP), the storage of the archival information package (AIP), and the
dissemin.ation‘of the dissemination information package (DIP). Once the submission
information package has been accepted, it is then transferred to the archival storage
repository. Once placed in the archival storage repository, the submission information
package becomes the archival information package. When a request is made for an
archival information package, the archival information package is retrieved, and

disseminated as the dissemination information package.

 Consultative Committee for Space Data Systems, Reference Model for an Open Archival Information
System (OAIS).
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Figure 1: Open Archival Information System (OAIS) reference model™
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- Each stage (from ingest to storage to disserxiinatian) of the information package is
guided by the requirements for long-term preservation and access. In order fo accept the
submission information package, the pmé%zcer must meet the §>rt3;§er metadata, format, |
and documentation standards. Preservation metadata®’ (which includes descriptive,
technical, structural, and rights metadata) is part of the trusted digital repository to ensure
authenticity and reliability of the content information contained within the archival .
information package. Access to the archival information package depends upon the
existence, description, location, and availability of information stored in the QAIS

archive, as well as on allowing users to request and receive information products. When

* Cornell University, Digital Preservation Management Workshop, .
rorww i cornell.edw/iris/tutorial/dpm/Aterminology/oais himl (accessed 08 July 2004),
7 The OAIS mode! provides only a general framework regarding preservation metadata. Other pilat
stadies kave expanded upon the OAIS model to identify the specific metadata for digital preservation,
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a user requests a particular archival information paékage, and the package is located
according to its unique identifier, the OAIS archive sends the requested dissemination
information package to the user. If the dissemination information gﬁaekages cannot be
opened or read by the user, then access to the archival information package has failed.
Long-term preservation and access are achieved when the archival information package
has remained accessible to tfle designated user community over a long period of time
during which time the hardware and/or software used to read the archival information
package may have become obsolete.

The OAIS “is an archive, consisting of an organization of people and systems,
that has accepted the responsibility to preserve information and make it available fora
Designated Community.” An OAIS model is distinguished from other information
repositories in that an OAIS is committed to long-term preservation of information
ﬁucugh open communication relating to the development of recommendations and
standards for accomplishing its primary commitment. Long-term preservation focuses on
the organization’s ability to maiﬁ’ga{n accessibility to information irrespective of
technological or designated community users changes. Thus, the term “Open” in OAIS is
used to imply that all recommendations are developed in open forums, and it does not
imply that access to the archive is unrestricted.® However, the OAIS model is concerned
with the preservation of materials that are both digital and physical. This reference

model:

* Consultative Committee for Space Data Systems, Reference Model for an Open Archival Information
System (OATS), p.2-1. .
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» Provides a framework for the understanding and increased awareness of
archival concepts needed for Long Term digital information prescl;vation and
access; |

e Provides the concepts needed by nqn-archival organizations to be effective
participants in the preservation process;

» Provides a framework, including terminology and concepts, for describing and
comparing architectures and operations of existing and future archives;

e Provides a framework for describing and comparing t_iifferent. long term
preservation strategies and techniques;

' Provides a basis for comparing the data models of digital information
preserved by archives and for discussing how data models and the underlying
information may change over timé;

» Provides a foundation that may be expanded by other efforts to cover long-
term preservation of information that is NOT in digital form (e.g. physical
media and physical samples);

e Expands consensus on there!ements and processes for long-term digital
information preservation and access, and promotes a larger market which
vendors can support; |

¢ Guides the identification and production of OAIS-related sta.md:ards.29

The OAIS model not only helps to preserve records over the long term, but also to

make them available to a designated user community. As such, the strategy focuses on

® Ibid., p.1-1.
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the information deemed for long-term preservation,.even if the OAIS repository is not
permanent. This model may also be applied to organizatiéns that are responsible for
processing and distributing information in response to programme-ztic needs, as is the case
with RIMS Division. Once captured and retained as part of the RIMS Divisioﬁ’s Library
Archives collection, the digital objects.and material are distributed via the Internet, the
Intranet (ECHOnet), and the Library research databases (BIBLIO and IMAGES). RIMS
‘Division’s goal is to create an open archival repository that is accessible to a designated
community of staff, project recipients, and researchers working on program initiatives.
Combined with a trusted digital repository, the designated user community will then have
access to authentic and reliable research material.

A simple OAIS environment consists of a producer, a consumer, management,
and the OAIS archive (which also includes the récord). The §roducer, consumer, and
management reside outside the OAIS archive, and are described, respectively, as the
person or .client system that provides the information to be preserved,Athe person or client
system that requests desired information (such as the designated community), and those
who set the overall OAIS policy, including any additional responsibilities associated with
the operation of the OAIS archive. The management is not responsible for the daily

operation of the QOAIS, as that falls within the administration function of the model.
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Figure 2: The OAIS Archive®
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The producer is essentially the creator of the digital object that is contained in the
OAIS archive. When the producer submits a digital object for long-term preservation,
other information will accompany the content information of the digital object. This
other information consists of the preservation description information, packaging
information, and descriptive information. Each of these components includes various
metadata relating to the content information provenance, reference (unique identifiers),
and fixity to protect the archival information package (or object) from unauthorized
alterations. Aside from the metadata, volume/file structure and name/directory
information are also part of the packaging information. The content information, along
with the preservation description information, forms the Archival Information Package.

The Consumer is a member of the Designated Community who may request
archival information packages located in the OAIS archive. The consumer submits a
query to the OAIS archive that returns a result set that matches the criteria of the query.

The consumer chooses the desired record from the result set, and the requested archival

¥ Ibid., p.2-2.
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information package is processed as the dissemination information package sent to the
consumer. The requests may be ad hoc or event-based. The ad hoc request for
dissemination information packages involves a broad general search that is refined
through subsequent searches until the desired dissemination information package is
found. Under these circumstances, the consumer generally does not have prior
knowledge of the OAIS afchives holdings. Event-based requests differ as the consumer
automatically receives disseminatian information packages based upon a triggering event.
This may be a periodic event, such as the submission of a monthly report, or a unique
event, such as the ingestion of a specific archival information package. When the
consumer receives the dissemination information package, only the content information
is presented in-most cases. The other packaging information may or may not be available
to the Acansumer. |

Management oversees the policy and procedures, and the technological and
resources frameworks that carry out the responsibilities of the éA}S archive. The
minimum responsibilities include acceptance of the ap;xropriaﬁe submission information
packages (referred to as the negotiation of submission information packages), obtain
control of the information for fong-term preservation, identify the designated community
and consumers, ensure that the content information will be understandable for the
designated community, prepare and follow the policies and procedures to guard against
all reasonable contingencies, and ensure long-term accessibility to the content
infomaﬁeﬁ. An QAIS archive progresses through five stages (Acknowledge, Act,

Consolidate, instituﬁonalize, and Externalize) as the management achieves these
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framework responsibilities.”! As illustrated in Figure 1, the management role “encases”

or supports the OAIS reference model since the management provides the foundation for

the trusted digital repository, and the QAIS framework responsiﬁi!itics. In the reference

model, the role of management is outlined as follows:

Management provides the OAIS with its charter and scope. The charter may
be developed by the archive, but it is important that Management formally
endorse archive activities. The scope determines the breadth of both the
Producer and Consumer groups served by the archive.>2

Some examples of typical interaction between the OAIS and Management

include:;

L4

such:

Management is ofien the primary source of funding for an OAIS and may provide
guidelines for resource utilization (personnel, equipment, facilities).
Management will generally cs;xduct some regular review process to evaluate .
OAIS performance and progress toward long-term goals.

Management determines, or at least endorses, pricing policies, as applicable, for
OAIS services.

Management participates in conflict resolution involving Producers, Consumers

and OAIS internal administration.

Applying the OAIS archives to IDRC, the following roles may be described as

*! The five stages were part of an exercise taught at the Cornell University Digital Preservation
Management Workshop that 1 attended in July 2004. These stages were also part of a presentation, entitled
The Three-Legged Stool: Institutional Response to Digital Preservation (March 2005), given by Anne R,
Kenney and Nancy Y. McGovern. This presentation can be accessed at

http:/iwww Jibrary.cornell. edv/iris/dpo/docs/Cuba-arknym_final. ppt (accessed 14 March 2006).

* Consultative Committee for Space Data Systems, p.2-8.
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s The producer would include the author(s) of the research documentation and
material subx;}it{ed for long-term digital preservation.

¢ The consumer and designated community are those requesting rescarch
documentation and material from the Library Archives. This may be limiied
to IDRC employees, or open io the general public.

e RIMS Division would be responsible for the role of management.

- Trusted Digital Repository
The trusted digital repository “structuraliﬁ maps the organizational context for a
digital archive handling the size, range, and type of digital materials that cultural
repositories are or will be responsible for in the future.” To be considered trustworthy,
a digital repository must be able to maintain the integrity of its research docamentatién
and material for both the potential stakeholders (for example, its depositors, and funding
agencies/persons) and its designated user community. As such, a trusted digital
repository must be sustainable, and -
s Identify essential organizational, curatorial, and operational responsibilities.
s Address high-iével agenda recommendations such as certification, requisite
tools, cooperative models, comprehensive archival system design and
development, intellectual property rights, preservation strategies, and
metadata,
e Map the corporate trusted digital repository to the OAIS model to ensu#e

OAIS compliance.

* Comell University, Digital Preservation Management Workshop,
http://www library.comell.edn/iris/tutorial/dpm/foundation/index html {accessed 08 July 2004},
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Seven key attributes have been identified that are required for a trusted digital

repository. These are: 3

Figure 3: Trusted Digital Repository Model™
0. OAIS compliance | |
1. Administrative responsibility
2. Organizational viability

3. Financial sustainability

4, Technological and procedural
suitability -

- 8, System security

6. Procedurat Accountability (Cartification)

. 6. Procedural accountability

The trusted digital repository model illustrates how these seven attributes are
related to each other (see chapter three). Some are nesﬁsd within a "Digital Archives
Border" while others will be external to the digital archive itself, or even the parent
institution. In conjunction with the OAIS model, the management makes explicit its
commitment to the development of a trusted digital repository that complies with
prevailing standards, policies, and practices. In so doing, the mission statement, legal
status, and operations are demonstrated to sufficiently support such a repository. In other

words, the management provides comprehensive documentation of all relevant policics,

H Ibid.
* Thid.
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procedures, and practices. As part of this commitment, a sound financial base is also
established to sustain the management’s long-term preservation plan and mandate.
Overall, these attributes work together to retain the trusted digital repogitory’s status as
being OAIS compliant.

Long-term digital preservation management requires organizational infrastructure,
technological infrastructure, and a resources framework in order to build a trusted digital
. repository. The organizational infrastructure is expressed in a comprehensive policy
framework. The technological infrastructure entails a flexible preservation plan that can
incorporate changing technological platforms over time. A resources framework focuses
on the staffing, ;;echnologica}, operational, and eth& costs associated with maintaining
the organizational and technological infrastructure of a trusted digital repository. These
are the core requirements necessary for the long-term preservation management of digital
information.

These are just a few of the current projects that focus on long-term digital
preservation management and access to digital materials. Most projects, although
applicable to a broader scope of digital archi-val methodologies, are generally more
focused on an individual objective such as the CAMILEON BBC Doomsday project. In
addition, these projects have a substantial budget and a team of archival, library, and
information technology experts to develop and test a digital preservation strategy. Much
of this research is highly theoretical, and not implemented at a more practical level,
particularly with a small to midmsiie institution such as the International Development
Research Centre (IDRC) in mind. In using IDRC as a case study, this thesis will add to

the current field of research by demonstrating that a mid-size institution can successfully
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develop and implement a digital preservation management strategy that incorporates both
archival theory and practice. The next two chapters present fny recommendations to
IDRC for a digital preservation strategy, and the last éhapter concludes with a brief
summary about the themes of tesearcil and collaboration of information management and
information technology professionals who are working together in learning about digital

preservation strategies.
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CHAPTER TWO
Long-term Management and Preservation of Digital Information: |

The International Development Research Centre as a Case Study

The first part of this chapter focuses on the organizational structure of IDRC, and
the role RIMS Division plays as the leader for the centre’s digital preservation strategy.
The eﬁapicr also contains a summary of my eight-month internship that supported RIMS
Division’s mandate to manage and preserve the corporate memory of the centre and its
digital objects. The seeoéad half of the éhapter discusses RIMS Division policies as they
relate to digital preservation issues. These include appraisal, costs, disaster and
emergency recovery plan, and the preservation of e-mail and websi%;es. Taken together,

chapters two and three form the bulk of my final internship report.

The Creation of the International Development Research Centre

In 1967, at a banquet address given to the Canadian Political Science Association
at Carletoﬂ University, Prime Minister Lester B. Pearson spoke of Canada’s role in
international efforts to address the challenges facing developing communities and
countries ihmugh scientific aﬁd-technologicai &;évanoes.‘ In this address, the cé_néept of
an international development research centre was first proposed. Pearson saw this centre

as a place “for a more scientific, a more rational and a more systematic approach to the

! International Development Research Centre, RIMS Division Library Archives, “Notes For The Prime
Minister's Remarks To The Canadian Political Science Association Banquet Carleton University, Ottawa,
June 8,-1967,” http://idrinfo.idrc.ca/archive/corpdocs/010474/PearsoS . pdf (sccessed 28 Febroary 2005).
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practice of politics and to the work of government.” In his vision, he urged social and
political scientists to work together to make greater practical use of their academic
knowledge and training. In Pearson’s words, the challenge *“for international
development is fo find new instruments for concentrating more attention and resources on
applying the latest technology to the solution of man’s economic and social problems on
a global basis. One idea for a new Canadian initiative in meeting this chalienge that l
should be considered is for the establishment of a centre of International Development
{...Jtoactasan intematidnaily recognized focal point for concentrating attention and
interest on thxs vital challenge to all of humanity,”

Taking on this vital challenge of international development, according to Pearson,
meant an approach that was based as muﬁh on academic knowledge as it was on practical
experience. Maurice Strong, responsible for the Canadian government program for
external aid, developed and fostered this idea of a politically independent organization,’
and hired A.F.W. Plumptre to conduct a feasibility study for the éstablislunent of an
international development research centre.* Several institutions and individuals in
Canada and around the world indicated that such a centre was needed and that Canada
possessed the means to promote and sustain the type of researﬁh that was to be the core of
the International Development Research Centre (IDRC) of Canada. As part of the
creation of IDRC, Plumptre outlined séverai.abjectives in his study - appraisal of past

and present development activities, provision of a comprehensive databank on research

- *Ibid., p4.

? Ibid., p.6.

* International Development Research Centre, RIMS Division Library Archives, “A.F.W. Plumptre,
Feasibility Study on the establishment of 1IDRC, December 22, 1967,
http://idrinfo.idre.ca/archive/corpdocs/1 17258/0] e.pdf, and “Memorandum Regandmg the Proprosed
International Development Research Centre, January 24, 1968,”
hitp:/idrinfo idre ca/archive/carpdocs/1 1 7258/ Tetters 1 .pdf {all websites accessed 15 {)cwher 2005).
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development, harnessing-modem information media and communication for improving
the quality of life in developing communities and countries, and support and
encouragement of Canadian research in the fields of humanities and social sciences in
developing countries. Plumptre also indicated in his study that first class leadership, not
just in management, but also in the areas of research, education, and communications
were essential. |

In the September 1968 Speech from the Throne, the Governor General briefly
mentioned Canada’s 6pportunity to provide foreign aid to developing countries. He said
that the natural wealth Canada was “blessed” with “must serve to remind us that we have
a substantial responsibility and a great opportunity in matters of foreign aid. My
Government intends to press forward its plans and programs for international cooperation
and development which include the establis}unént in Canada of an International

»> This statement was followed by a Memorandum to the

Development Research Centre.
Cabinet on the IDRC dated 9 October 1968. The memorandum outlined the proposed
mission of IDRC. On an administrative level, IDRC would be a Crown corporation,
which would report to Parliament through the Minister of Foreign Affairs; yet the centre
would operate autonomously from the Canadian government. Hence, the centre “would
be established as an independent Canadian entity” for initiating, conducting, and
supporting studies, projects, and programmes addressing the neéds of developing

communities, assisting in the development of scientific and technological capabilities of

developing countries, and providing facilities to the Canadian government for effectively

’ International Development Research Centre, RIMS Division Library Archives, “House of Commons
Debates (First Session — Twenty Eighth Parliament 17 Elizabeth II, Volume 1, 1968) Ottawa 1969,
hitp://idrinfo.idrc.ca/archive/corpdocs/069849/03aE.pdf (accessed 15 October 2005).
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dealing with the socioeconomic problems of developing countries. Cabinet approved the
IDRC initiative on 15 April 1969.

Over the next few months, a proposed strategy for the establishment of the IDRC
and a draft of An Act to establish the Intcmatioﬁdl Development Research Centre of
Canada were presented to Prime Minister Trudeau.® This strategy explored the possible
scope of IDRC’s research. The report supported the establishment of the centre as a
“think-tank” or an institute of advanced study and the formation of a research council to
support development research in Canadian universities. Specialized research institutions
in developing countries would be identified and receive support from IDRC. Once the
centre’s core staff had been established and projects identified, advisory groups and a

“home-base” for Canadian scientists working abroad were to be created. The advisory
groups would work in consultation with senior management to identify the priority areas
of research and establish an informal network of communications with other centres and
institutions in both the developing countries and internationally. The proposed act
followed the recommendations found in the strategy to asﬁblish the centre. The draft
legislation also reflected a recommendation that stressed the importance of information
management. The proposal for the centre stated that a “special role [was] envisaged for

. the Centre in the field of assimilation, storage and retrieval of information and data in

® International Development Rescarch Centre, RIMS Division Library Archives, “Working Paper on a
Strategy for the Establishment of the International Development Research Centre of Canada, 26 May
1959, http:/fidrinfo i archive/ ocs/1172581 .pdf, and International Development Research
Centre, RIMS Division Library Archives, “Archiv No. 341.1 IDRC 1581, International Development
Research Centre of Canada: Memorandum to Cabinet Supporting Proposed Internationa! Development
Research Centre and Draft of an Act to Establish the IDRC of Canada, 30 June 1969,”

http://idrinfo idre.ca/archive/ 3/069849/02e.pdf {all websites accessed 15 October 2005).
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various areas of the development field.”” This special role was expressed in Section 4(2)
of the proposed act as the power to,
(a) establish, maintain and operate information and data centres and
facilitate research and other activities related to its purpose;
(e) publish or otherwise disseminate scientific, technical or other
information®
Since 13:May 1970, when the IDRC act received Royal Assent, the centre has
been widely recognized as a leading institution in development research. From the
beginning IDRC has emphasized the need for “social innovation” to guide its
programming. To do so, IDRC created four pfogram areas - agriculture, food and
nutrition sciences; information sciences; population and health sciences; and social
sciences and human resources. These program areas, which managed the research
activities of the centre, focused on profitable farm and fishing productivity; a cooperative
system of information sharing and exchange; health concerns arising from rapid
population growth; and identification of major research issues in urban-rural relations,
-human resources development, science .policy, and edueatien,' respectively. The centre’s
program areas remained fairly stable until the 1980s when IDRC obtained a new
diplomatic role in international aid.
IDRC’s diplomatic role was formalized into a new research area in the 1990s,
when democracy and development was added as a new program area.” Environment also

became another important area of research as IDRC expanded its mandate to include

? International Development Research Centre, RIMS Division Library Archives, “Archiv No. 341.1 IDRC
1581, International Development Research Centre of Canada: Memorandum to Cabinet Supporting
Proposed International Development Research Centre and Draft of an Act to Establish the IDRC of
Canada, 30 June 1969, pp.2 and §.

® Ibid., p.9.

® International Development Research Centre, The International Development Research Centre: A Brief
History, hitp://www.idre ca‘uploads/user-§/1 139425546 L History_rev_e.pdf (accessed 16 January 2007),
p.10. -
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research associated with the politics of oil and nuclear power in developing countries.'
These changes led to a new three-year program framework (1993-1996), in which
program areas were required to encompass some aspect of sustainable and equitable
development. These changes from the centre’s initial objectives meant that IDRC had
become a more integral expression of Canadian foreign policy. The 1990s was also
marked by a decline in funding from the Canadian govemmcﬁ:, as it attacked massive
budget deficits. To make up the loss of revenue, IDRC formed partnerships with
international secretariats to share costs on research projects that IDRC could not support
onits own.!! In this manner, IDRC continued to fund its program areas, and maintain its
reputation as & leading institution in research for developing countries,

As IDRC entered the new millennium, the centre developed a new five-year
strategic plan (2000-20035), which promoted the theme of “Empowerment through
Knowledge.”'? The plan continued to uphold the key principles that guide IDRC’s work;
however, a new emphasis was placed on understanding the relationship between research,
knowledge, and gender issues as they relate to development. In terms of projects, IDRC
began to fund research on social and economic equity, en*&;iromnent and natural resource
management, and information and communication technologies for development. These

‘research areas carried on into IDRC’s current five-year strategic plan (2005-2010).” As

well, increased public awareness of international research and financial support from the

1% At the 1992 United Nations Conference on Envirenment and Development, then Prime Minister Brian

Mulroney designated IDRC as the Canada’s lead organization in a global multi-government environmental

action plan,

" interational secretariats were conglomerates of various agencies and institutions that shared a similar

interest in funding an TDRC research project. ’

* International Development Research Centre, Corporate Strategy and Framework Program 2000-2005,

http://idrinfo.idre.ca/archive/corpdocs/1 16539/CSPF_2000-2005.him (accessed 19 January 2007).

" International Development Research Centre, Corporate Strategy and Framework Program 2005-2010,
Jiwww idre.ca/uploads/user-8/1 1250758901 CSPF 200, f (accessed 24 April 2006).
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federal government gave IDRC the ability to increase and secure funding for its existing
program areas while funding new projects such as gender equity, as meﬁtioned above.
Today, IDRC funds more than 460 active research projects around the world. In
funding applied research, researchers from and working in developing countries are able
to take the lead in producing and applying knowledge to improve the health, prosperity,
and social equality of their communities. Consequently, IDRC ts one of the world’s
leading institutions in the generation and application of new and applied knowledge, and
has a strong international reputation for providing much needed support and resc;urces in
the application of research knowledge and the creation of innovation that benefits the

developing communities.

International Development Research Centre: Functional Strocture
The IDRC act outlines the objectives, powers, and mandate of the centre. The act

grants IDRC the authority to initiate research projects, assist other organizations,
individuals or governments (including non-Canadian governments) in international
development research, and disseminate information and data through regional centres, to
name a few. The act is also noteworthy (and unusual at the time of its writing) because it
provided for international merﬁbershi;; on the Board of Governors, Thus, “the
perspective and experience of developing countries {was] represented.”** Furthermore,
IDRC’s governance ensured that IDRC could not become an instrument of the Canadian

government and its foreign policy. In fact, “the Acf was explicit in making sure IDRC

" International Development Research Centre, The International Development Research Centre: A Brief
History, p 4.
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was not an ‘agent of Her Majesty.’”"* ‘Another unique feature is the provision for the
creation of a librnary and research cen;:re. The library and research centre is aiso identified
as one of the centre’s core functions, which provides technical and information support to
four hundred employees, research recipients, and external researchers located in the
centre’s Ottawa headquarters and the six regional offices (Singapore, Dakar, Cairo,
Montevideo, New Delhi, and Nairobi). Under the RIMS Division, the centre’s library
and archives are responsible for the corporate information and project research outputs,
and for providing research material and support to staff, project recipients, and
researchers.

IDRC’s organizational structure is unlike larger foreign aid organizations such as
the Canadian International Development Agency (CIDA).'® Unlike CIDA, which
operates entirely within the federal government, IDRC is an independent Crown
corporation that works at arm’s length from the Ministry of Foreign Affairs.
Consequently, IDRC’s primary function is to provide technical support through research
and development, and funding to applied research in developing countries.

IDRC governance is distinct from European and other North American
inﬁematidnal research centres in that its Board of Governors consists of twenty-one
Canadian and non-Canadian members.'’ The eleven Canadian members include the
| President, Chair and Vice-Chair. Additionally, the IDRC act also allows for the

appointment of two members from the Senate or the House of Commons. The other ten

" 1bid., p.9. - ‘ ‘
' More information about CIDA is available on the website at hitp://www.acdi-cida gc.ca/index-e htm.
" Internationa! Development Research Centre, Annsal Report 2004-03,

Jiwww.idre, er-8/1130769885 1 Annual rt_2004-05_e2.pdf (accessed (2 March 2006),
and the general website provides additional information on the Board of Governors, and their
responsibilities. .
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members have been selected from developing and donor countries. There are eight non-
Canadian board members from developing éountzies, and two from donor countries. This
international composition makes IDRC’s Board of Governors distinct among Canadian
puﬁlic corporations, yet ensures that IDRC programs meet both the needs of the
developing world, and functions of the centre.
The primary function is outlined in IDRC’s Corporate Strategy and Program
Framework (CS+PF). This strategic program includes the directions for several divisions
such as the program areas, finance and adminiﬁixaﬁen, human resources, and most
recently communications.’® 1t is in the program areas that the primary functions of IDRC
are fulfilled, which include environment and natural resource management; information
and communication technologies for development; innovation, policy and science; and
~ social and economic policy. Within each of four areas are several Iﬁroject initiatives that
support IDRC research and development. As such, IDRC pursues three objectives as
outlined in its strategic plan:
s To strengthen and help mobilize the local research capacity of developing
countries, especially in the program areas of Environment and Natural
Resource Management, §nn0vati'on, Policy Janc.l IScience, Information and
Communication Techﬁaiegias for Develc;pmem, and Social and Economic
Policy;

s To foster and support the production, dissemination and application of
research results that lead to changed practices, technologies, policies, and laws
that promote sustainable and equitable development, human rights, and

poverty reduction;

** International Development Research Centre, Corporate Strategy and Framework Program 2005-2010.
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s To leverage additional Canadian resources for research and development by
creating, reinforcing, funding, and participating in partnerships between

Canadian institutions in the developing world."”

As part of its mandate, IDRC also fosters the sharing of knowledge through
commumication with scientific, academic, and other communities in Canada and in
developing cmmtﬁés. This mission of “Empowerment through Knowledge” has
emerged since IDRC was established.” Part of the approach, and later a sub-function of
IDRC, comes from the Information System Group that is responsible for maintaining,
‘managing, and disseminating research information to other international research
institutions, IDRC staff, and senior management, including the Board of Governors, and
for ensuring effective management of research and development initiatives or programs.?!
For the first time, the 2005-2010 Corporate Strategy and Program Framework officially
formalized this sub-function as part of the Communications strategy. Thus, the ovet‘éil
policy centres on the legislation, in which the objectives of IDRC are

. to initiate, encourage, support and conduct research into the problems of
the developing regions of the world and into the means for applying and
adapting scientific, technical and other knowledge to the economic and
social advantage of those regions and in carryving out these objectives:

a) to enlist the talents of natural and social scientists and
technologies of Canada and other countries;

'* International Development Research Centre, Briefing Document {(February 2006),
bttp//www.idre.ca/uploads/user-S/1 140815563 1 Briefing_book Jan2006 e.pdf p. 3-1 (accessed 24 April
2006). :

% International Development Research Centre, Abour IDRC — Briefing Book website
hitp://www.idre.ca/en/ev-66231-201.1.DC _TOPIC htmi (accessed 24 April 2006).

2 Intemational Development Research Centre, RIMS Division Library Archives, “Memorandum
Regarding the Objectives, Style and Structure: a Possible Approach for the International Development
Research Centre of Canada,” hitp://idrinfo.idre.ca/archiv s/117258/1 pdf (accessed 15
October 2005)
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b) to assist the developing regions fo build up the research
capabilities, the innovative skills and the institutions required to
solve their problem;

c) to encourage generally the coordination of international research;

and,

d) to foster cooperation in research on development problems
between developed and developing regions for their mutual
benefit. 2

Research Information Management Service (RIMS) Division:
Mandate and Functions
The Research Information Management Service (RIMS) Division manages IDRC
information resources and services through the Division’s Library Archives and the
Records Management Unit (RMU). The Libra.fy Archives contains IDRC project
documents, as wellras related resources such as images, and IDRC supported or produced
publications, while the Records Management Unit focuses on the operational and
administrative records generated and received by IDRC, in addition to managing records
of historical value. Information qf research value to IDRC projects is retairied in the
Library Afchives, and is searchable through the RIMS Division online databases
(BIBLIO and IMAGESj. Records of historical value are the résponsibility of the RMU.
- The Library Archives and Records Management Unit work cooperatively to acquire,
maintafn, ahd pmseﬁ;e the cbrporate memory and records of IDREI. |
RIMS Division has the iead resﬁonsibility for information managément within the
centre headquarters and Regional'Oﬁices. ftIMS Division manages the corporate records

of IDRC according to government regulations and legislation. As such, RIMS Division’s

2 International Development Research Centre, RIMS Division Library Archives, Archiv Archer no.
105571, “Archives and records management: an IDRC 25 year retrospective of support” by Ronald Archer,
originally published in Janus (1996 — Special — Tunis 1995), p. 110.
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key roles are to develop and implement policies that ensure IDRC meets its

- accountability requirements as a research organization and as a Crown corporation, to
provide support material for program iniﬁatives, and to preserve the centre’s corporate
memoi'y or assets.

The main functions of the Library Archives are to acquire and build a
comprehensive permanent collection of materials r;elating to IDRC activities, and to make
IDRC research and corporate information widely available to the public. The Library
Aréhives collections include items produced by IDRC, reports and documents emanating
from IDRC research projects and activities, and materials for and about IDRC. The
Library Archives accompiishes its main functions through the:

— Identification, catalogue, — Processing, archiving, and storing of
classification, and index of archival print materials in the Archives Room

materials in diverse formats in the
bibliographic database BIBLIO, and

the image database IMAGES

— Creation of microfiche copies of print — Capture and archiving of electronic
materials, and preservation of both texts on a secure server (RIMS
print material and microfiche Division Library server)

-~ Dissemination of archival materials
through BIBLIO and IMAGES, and
special collections accessible via the

Internet and/or IDRC intranet

Asa separaté yet complementary service, the main functions of the Records
Management Unit are to manage the operational, administrative, and historical records of
IDRC throughout the record lifecycle, énd comply with The Librar:y and Archives of
Canada Act (2004) (previously The National Archives of Canada Act (1987)), The
Privacy Act (19835), The Access to Information Act (1985), The Emergency Preparedness

Act/Emergencies Act (1988), The Securily Policy (The Treasury Board of Canada)



40

(2002), The Communications Policy of the Government of Canada (The Treasury Board
_of Canada) (2002), and The Policy on the Management of Government Information (The
Treasury Board of Canada) (2003} in order to meet IDRC institutional, legal, and

accountability requirements. The RMU accomplishes its main functions through the:

- Coordination, organization, schedule, - Identification, classification,
and disposition of all IDRC official conservation, and IDRC staff retrieval
records and files of all records and files according 1o the
' corporate-wide Records Classification
: Framework
~  Management of paper files and - Transfer of historical IDRC records to
- electronic records using the records the Library and Archives Canada
management system iRIMS (LAC) for permanent archiving
(integrated Recorded Information
Management System) adopted by
RIMS Division

The mandate of the RIMS Division to acquire, manage, and make accessible the
centre’s corporate memory content (project research results and corporate business
records, such as IDRC produced publications, outputs from IDRC ﬁm&ed activities, and
other documents about or emanating from IDRC and its staff) includes all media types,
such as paper, analog, audio/video, images, and digital. In order to meet this mandate,
IDRC has identified the need to support electronic publishing, communication, and a
strong knowledge base of print, digital, and other materials that reflect the priorities of
IDRC and its partners, enhance significant research in all areas of program development,
and strengthen the Library Archives current collection. These records have been
identified as requiring preservation planning. RIMS Division has proposed that the

planning incorporate a digital preservation management strategy that encompasses the
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physical and virtual preservation of the corporate memory content and access o it, and

provides assistance, as outlined in the RIMS Division mandate,

Internship and Methodology

The International Development Research Centre identified the need for the
development and implementation of a digital preservation strategy. The RIMS Division
is responsible for ensuring that information of enduring value continues to be accessible
to IDRC staff, project recipients, and researchers. Digital corporate memory content is
managed through electronic information management software that staff, and recipients
may access, Researchers and the public may also access unclassified information via the
Library Archives online databases. When digital content is inaccessible through these
means, physical hard copies may be provided. As part of this respongibility, RIMS
Division also makes available expert assistance to staff and researchers utilizing the
Library Archives’ collection.

Marjorie Whalen, Director of the RIMS Division, proposed a digital archiving
project to establish policies and procedures as well as implement a long-term digital
preservation management strategy.” In her proposal, Whalen outlined the rationale for
an internship within the RIMS Division. As RIMS Division has the responsibility for
| maintaining and providing continuous access to “the accumulated knowleége assets of
the Centre,” an internship was expected to provide the opportunity for “dedicated
thinking to the issues of long-term preservation of digital;contentf‘% It was thought that

a graduate student whose focus is on digital records and preservation would be able to

? International Development Research Centre, “Marjorie Whalm to Denys Vermette, Memorandum for
gitem Proposal, 10 September 2003.”
Toid.
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study emerging trends, strategies, and research, and make appropriate recommendations
. on policy and sustainable procedures for IDRC. Furthermore, the internship would
provide the student with practical experience ;,;1 digital preservation while simultaneously
enriching her professional credentials. The objective of my internship (June 2004 to
January 2005), therefore, was to recommend a policy and related procedures that would
result in a long-term preservation management strategy for IDRC digital objects, but
which is not necessarily part of the archival record to be transferred to Library and
Archives Canada (LAC).

As the successful candidate for the digital archiving internship, my academic
learning in archival studies and experience working in both an archival and records
~ management environment provided me with a strong foundation in issues related to long- |
term digital preservation management. Most of my internship focused on &sﬁarch into
these issues. As part of my research, I had the opportunity to attend an international
workshop on preservation management, as well as a facilitated discussion hosted by
National Research Council Canada ln_stitute for Scientific and Technical Information
(NRC-CISTI) to establish a preservation strategy. The remainder of my internship was
dedicated to the development of a report in which I outlined my recommendations for a
preservation strategy. This report was given to Marjorie Whalen at the end of my
internship. In addition to the ;eport,' I gave a presentation that outlined the results of my
internship and the recommendations in my report. The presentation was attéended by
several IDRC staff, including Vice-President of Resources, staff of RIMS Division, the
Director and the Manager of Infrastructure Support Information Technology

Management Division (ITMD), a member of Bellanet, and other IDRC employees.
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As the Centre Intern, | liaised with staff to establish sound archival practices that
addressed the policy issues in the digital environment affecting the long-term
preservation and management of the centre’s corporate and knowlecige assets for current
and future researchers. During the internship, I advised the centre on practical issues
related to preserving the centre’s research projects, publications, and other substantive
items relating to IDRC activities, while getting practical experience with digital
preservation and archival methodology and practices.

Although the focus of my internship was digital preservation, RIMS Division also
stressed the importance of making digital resources available to its staff and project
recipients situated in the Ottawa headquaftefs, the Regional Offices, and other locations.
Hence, the preservation recommendations I proposed also contain policy-related issues
on matters related to access to the Library Archives’ digital holdings. Digital a'rchivﬁl
materials are available through the centre’s Internet website (www.idrc.ca) and its
intranet or interna! website, ECHOnet. The processes for disseminating information
through the Internet or ECHOnet will make up a key component of the digital archiving
and preservation management strategy, as identified in the original RIMS proposal for
this project.

Since this thesis is a case study based upon my internship at IDRC, some personal
communication with IDRC staff and others during the internship will be used. I have the
approval of IDRC to use this information. As the accompanying bibliography indicates,
the research for the preservation strategy is drawn méinly from websites and list serves.

This information is easily accessible through the web.



“The recommendations to IDRC for a best practices policy for long-term digital
preservation management are informed mainly by digital preservation strategies such as
xﬁigration, emulation, and encapsulation. This information is in publications, research
papers, and reports made available by organizations such as th# Digital Preservation
Coalition, Electronic Resource Preservation and Access Network (ERPANET), and Joint
Information Systems Committee (JISC). The literature review in chapter one provides
more detailed analysis of their research, findings, and conclusions, In addition, the
Comell University Workshop on Digital Preservation Management and the Canada
Institute for Scientific and Technical Information (CISTI) Digital Archiving Research
Framework supplemented the theoretical information from consortiums and organizations
that focused on high-level strategies and solutions. Consulting with colleagues within
IDRC and the larger archival and library fields also provided research information related
to the preservation of digital material. Finally, my academic course work and knowledge
of electronic records management and archival practice for digital preservation also

contributed to achieving the internship goals.

Challenges and Issues

Traditional archival methodology benefits from the fairly straightforward media
oz; technology with which the record was created. The human eye does not require any
type of machine in order to read traditional paper records. On the other hand, analogue
records, s&éh as audio- at;d videocasseites (i.e.,, VHS recordings, reel-to-reel tapes) and
film (i.e., 8mm, 16mm, and 35mm film), are dependent or; technology to render them

readable. Fortunately, this technology has remained relatively stable over time. If the
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technology is obsolete, it may be rebuilt with minimal difficulty. Conversely, access to
digital material®® is dependent on the software and hardware technology with which it
was created, and can only be rendered intelligible by that technology. In other words, for
a user to access and understand digital material, the user is wholly dependent upon the
technology to render the information in a comprehensible format. Archival methodology
and practices, in order to preserve and maintain access to information, are now beginning
to create and implement standards that take into account the role of technology.

“ These issues are made more significant and complex by rapid changes in
technology, the proprietary nature® of software and hardware, and market-driven forces.
Changes in both the software {operating systems, programs, and applications) and
hardware (servers, hard drives, disk drives, and related system components) have led to
the inaccessibility of digital material as technology becomes obsolete, and quickly
replaced by newer, better systems. The systems are markfz{-dﬁven in order to provide
enhanced features, such as increased functionality, higher speed, more memory, and so
on. These enhanced featﬁfes, demanded by the user, mean that the older technology is-
often abandoned by its manufacturer, and eventually no longer receives technical support,
as is the case with Microsoft for Windows 95. Closely tied to the market is the

. proprietary nature of the technology. In order to compete in the market, each

manufacturer must develop additional features to entice the user. Over time, these

% Digital material refers to any information that has either been digitally born, that is, the information was
created, xtm‘ed, and maintained in a digital format, or been created in another format, and digitized. The
dlgmzed version may or may not replace the original.

* Most commercial software and hardware is proprietary, in that the developers of software programs, such
as Microsoft, own the rights ard patents to the program applications. For long-term digital preservation
management, open access to the encoding for program applications is necessary. An exampla of an open
source application for an office suite (j.e., text document} is Open Office,

o fwww openoffice org/findex.htmi (amessed 02 Janusry 2007).
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features may no longer be supported or compatibie with other systems. Therefore, the
digital information may become permanently iost.

These technology problems have made ieng—teim preservation and access to
digital material very difficult. In order to address these problems, collaboration in the
field of information sciences (by, for example, archives, libraries, and other cultural
heritage institutions) has led to the development of several preservation strategies,
However, each of these strategies has advantages and disadvantages, and a viable strategy
must be based upon the characteristics and needs of a particular institution. A
| preservation strategy has been developed for IDRC bésed on its organizational culture,
needs, and resources. This rest of this chapter presents the development of the IDRC
digital preservation management strategy. -

The basis éf the proposed approach to digital preservation at IDRC is the‘()pen
Archival Information Systems (OAIS) reference model (ISO standard 14721). Many
digital preservation strategies and systems adhere to this model, which in tumn allows for
shared terminology and processes. Adopting the model’s definitions for “long-term™ and
“long-term preservation” became the foundation for a comprehensive approach to digital
preservation that addressed the needs of IDRC. According to the OAIS model, long-term

- preservation is “the act of mamtammg information, in a correct and Independently
Understandable form, over the Long Term.” “Independently Understandable” refers to
“information that has sufficient documentation to allow the information to be understood
and used by the user without having to resort to speciél resources not widely available,

including named individuals.””’ Long term is the “period of time long enough for there

# Consultative Committee for Space Data Systems, Reference Model for an Open Archival Information
System (OALS), .1-10.
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fo be concemn about the impacts of changing technologies, including support for new
media and data formats, and of a changing user community, on the information being
held in a repository. This period extends into the indefinite future.””® Achieving these
aims implies that “metadata” (or descriptions of records which permit future retrieval and
understanding of them) wiil be created and preserved, and the ability to render digital
information comprehensibly across technological changes will be realized. These
implications have been the focus of digital preservation strategies and systems.

While the above dealt specifically with rapid changes in technology and its
consequent obsolescence, other challenges relating to digital preservation management
can affect an institution’s ability to preserve digital objects.?® Costs, disaster planning,
and resource commitment are important factors when planning a preservation strategy.
Lack of financial, human, and technological commitment will render any digital
preservation management policy and strategy ineffective. Digital pmscﬁaﬁon experts
Anne Kenney and Nancy McGovern strongly urge that the key stakeholders who
determine the availability of these resources be identified and that the resources be in

_place prior to the implementation of a digital preservation management policy and
strategy.’® Disaster planning is a component of any archival preservation policy, be it

- digital or otherwise, and should ensure that if a disaster occurs, a plan is in place to

rescue and save archival records. The centre faces these challenges as well as some that

are distinct, such as the preservation, access, and accurate rendering of semantip symbols;

the complexity and functionality of the centre’s digital records; and the relationship

8 4
Ibid., p.1-11.

% Preservation Metadata: Implementation Strategies (PREMIS) defines an object as a discrete unit of

information in digital form in the Data Dictionary for Preservation Metadata: Final Report of the PREMIS

Working Group, http://www.oclc.org/research/projects/pmwg/premis-final. pdf (accessed 25 May 2005).
% Comell University, Digital Preservation Management Workshap, 19-23 July 2004,
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between various divisions in regard to web archiving. The following sections discuss

these challenges and other issues in greater detail.

Key Stakeholders
RIMS Division is the foremost IRDC stakeholder in long-term digital

preservation management as it is responsible for management of digital information. The
Division’s key role includes providing information reso{m:es and services for all staff,
delivering tools for the exchange of ideas and information, and ensuring continuous
aCcess to the accumulated knowledge assets of the cenﬁe. Aside from RIMS Division,
otht;r key stakeholders are:

e Authors, Creators, Originators®'

. Informatioﬁ and Technology Management Division (ITMD)

¢ Senior Management

¢ Human and Financial Resources

o Designated User Commum'tj

Since preservation management must begin with the creation of the record, the
“authors, creators, and originators should be made aware of their important role in long-
term preservation management of the records. These stakeholders play an essential role

in the preservation strategy, and are essential in avoiding loss of data. With this group,

3 The author or creator of the document may not be the person who electronically files the record. In that
case, the person filing the record is referred to as the originator, and indicates him or herself as such in the
appropriate metadata field.
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early action in the preservation strategy occurs prior to and during the ingest stage.”* The
authors and creators create the corporate memory or assets identified for long-term
preservation management and, along with the originator, are also res;:cnsible for taking
action by electronically filing the documents with the appropriate metadata. This group,
therefore, has responsibility for meeting the standards and requirements outlined in the
preservation management policy, and must take an active role in maintaining the
procedural accountability of a trusted digital repository.

The Information and Management Technology Division’s (ITMD) role is to
support the use of information technologies that comply with the standards and
requirements of the digital preservation management strategy for IDRC. In tandem with
RIMS Division, ITMD helps to ensure that the appropriate architecture and infrastructure
exists for the ingestion, storage, access, and dissemination of digital material. This
includes collaborating with other stakeholders to ensure that the prevailing technology
management (hardware, software, and other services) meets both preservation and
business processes for the centre, as well as providing adequate expert support for
preservation management. As a stakeholder in the preservation management strategy,
ITMD is responsible for the establishment and development of the technological
architecture and infrastructure necessary to meet the présewatien goals of RIMS Division
policies. .

Sentor management is another key stakeholder in the digital preservation
management strategy. Its role falls under the managerial and administrative functions of

the OAIS model in which senior management is responsible for vetting the preservation

* Ingest is the term wsed in the QAIS reference model, and is synonymous with submission or acquisition.
For the authors, creators, and originators, the ingest stage would be the act of electronically filing a record
or saving it in the BIBLIO database or iRIMS,
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strategy, as well as ensuring that the centre has the appropriate legal status, and human,
financial and technical resources to implement a preservation strategy. Senior
management, theref{;re, must demonstrate the commitment necessary for a successful and
viable long-term digital preservation management strategy.

There must be adequate human and financial resources to sustain a viable
preservation strategy. A staff member may be hired to manage the preservation processes
and strategies, or the responsibilities may be divided among existing staff in one or more
divisions or units. Funding is needed for staff and equipment, training, and other
expenses as required. The hiring and funding of staff and equipment may be divided
among various units, departments, or divisions within an institution.

The designated user community, along with RIMS Division, is another important
key stakeholder. The designated user community is maée up of staff, project recipients,
and researchers (who may also be members of the general public). In the Gﬁks model,
the designated community is “an idenﬁﬁed group of potential Consumers who should be
able to understand a particular set of information. The I_}esignate& Community may be
composed of multiple user communities.”™ A Consumer is defined by the “role played
by those persons, or client systéms, who interact with QAIS services to find preserved
information of interest and to access that information in detail. This can include other
OAIS repositories, as well as intemai OAIS persons or systems.”™ In the case of IDRC,
the designated user community expands upon the OAIS definition to include the persons

or systcms responsible for submitting information to the Library Archives and the RMU,

* Consultative Committee for Space Data Systems, Reference Model for an Open Archival Information
,S}»sma {OALS), p.1-10,
* id,, p.1-8.
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as well as requesting and accessing information.’® The designated user community plays
an active role in driving the applicéﬁen of technology for the creation, use, and |
dissemination of information generated and received by IDRC. Hénce, the designated
user community may have a stronger influence over the digital prg:servation strategy than
some of the other stakeholders. Many stakeholders are involved in the long~tﬁi'm digital
preservation management strategy, and over time roles and responsibilities may change to

reflect new priorities and modifications in the preservation management strategy.

Appraisal

The ability to capture digitalzmateriai exceeds the ability to manage and preserve
the information over a long period. This creates a twofold effect in that unneeded and
duplicated information is continually being saved on media via software that is no longer
supported or accessible at the current time. ‘Without a proper appraisal policy,
information is retained neediessly at the expense of preserving information of enduring
value, while at the same time increasing the human, technical, and financial resources to
preserve and render the information. As the costs of storage decrease, and the amount of
space increases in terms of gigabytes, terabytes, and petab:,ftes,36 the tendency for many
organizations is to preserve more and more data than is necessary. The downside of this
strategy occurs as the eﬁnount of data becomes harder to manage, arganiic, describe, and

index for successful retrieval and dissemination. RIMS Division has resolved this

* The OAIS model refers to the persons or client systems that provide information to be preserved as the
Producer (p.1-12). For the simplicity of this report, the Designated Community and Producer have been
merged into the common group of designated user community.,

% A gigabyte is roughly equal to 1,024 megabytes (2°° bytes) or the equivalent of a pickup truck filled with
books. A terabyte is 1,024 gigabytes, or one trillion bytes. An academic research library is approximately
two terabytes. A petabyte is 1,024 terabytes, or one quadrillion bytes. All the American academic research
Iibrarms would equa§ to two petabytes Far more examples, ser

JSitml (accessed 4 May 2006).
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challenge by implementing an appropriate appraisal policy th#t scales the collection
according to the research value of the information. Hence, the digital preservation
architecture will be in line with the development of the technical and managerial
challenges in accessioning, maﬁaging, and providing access to digital materials.

Within the RIMS Division, appraisal determines what materials have research
value and should be incorporated into the centre’s Library Archives collection. Thus,
appraisal assigns the value, significance or importance to records, and identifies records
that require long-term or indefinite preservation.”’ Furthermore, appraisal decisions
should be technology-neutral and not driven by the medium of the record, but apply the
appraisal criteria across all records. This includes paper, digital, audio, visnal, maps, and
drawings, and any combination thereof, RIMS Division plays an important and active
role in shaping the collective memory and legacy of IDRC. Consequently, an outline of
the appraisal criteria RIMS Division uses is essential in understanding IDRC’s functions
and projects as these relate to the cenire’s corporate memory and the interactions between
the centre and the general public, staff, project recipients, and researchers.

In the Guidelines for Library Archives and Records Management Research
Information Management Service Division (RIMSD) (Draft), the Library Archives
acquires and builds the centre’s permanent collection of materials relating to IDRC’s
activities. The records selected for the Library Archives include:

e IDRC produced pnhii:caxions, including books, journals and newsletters, quiished

and unpublished;

*" Terry Cook, “Appraisal Methodology: Macro-Appraisal and Functional Analysis — Part A: Concepts and
Theory”, (Library and Archives Canada, Summer 20003, http://www .collectionscanada ca/information-
1101 ehtml (accessed 24 November 2004}
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»  Documents emanating from IDRC such as consultants’ reports relating to
research, evaluation reports and items describing IDRC activities, projects,
programs and services;

e  liems directly resulting from IDRC funding such as the scientific outputs of final
technical reports, and other outputs such as conference or workshop reports and

- proceedings, theses and dissertations, and research reports by centre interns and
awardees;

e Items authored by IDRC staff and governors, dealing with a subject related to
international development, and written or published during the individual’s tenure
with IDRC, in both IDRC produced and non-IDRC produced publications; these
may be speeches, journal articles or essays/chapters in books;

s  Substantive items describing the work or history of IDRC or related to its

- programs or projects, but not produced by IDRC (these may be journal or

newspaper articies about IDRC or its projects).’®

RIMS Division has also identified records that are outside the scope of the
Library Archives collection criteria. These include interim or progress reports, items
remotely related to IDRC and its activities, items issued before or after an individual’s
tertﬁ at IDRC, and book reviews written by II)KCstaff or governors, unless the book is
about IDRC. Items written by IDRC staff on a le;ve of absence have selective retention,
and are only deposited in the Library Archives if the subject directly relates to IDRC

research interests.

** Intemnational Development Research Centre, RIMS Division, Guidelines for Library Archives and
Records Management Research Information Management Service Division (RIMSD) (Draft, p.3.
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The types of document described above are those that are needed to facilitate the
centre’s research mandate, but as a federal government body IDRC records are subject to
the Library and Archives of Canada Act>® This means that any IDRC documents that are
of long-term interest to the Canadian government and people, are identified under the
Records Retention and Disposal Authority, and thereby transferred to LAC.*® In the
| appraisal report of the Disposition Authority, two groups of records were identified as
_having archival value and were to be transferred to LAC,“-i The first group includes the

registry subject files consisting of studies, research analyses; cortespondence, and
information and supporting documentation relating to projects. The records are arranged
according to the program areas (as described in the organizational structure of IDRC) and
| are used to assess the value and success of similar, prospective projects. These records
have a selective retention in which a sample of the files is to be transferred to LAC for
permanent retention. According to the appraisal report, the regional and divisional
project files, described here, represent a significant percentage of the funding allocated
for the aid prograinmes that are supervised through one of IDRC’s six regional offices.
These files allow comparison of the smaller operational projects (under $100,000.00) and
the major projects (over $100,000.00). The major project files is the second group of
records that is identified for transfer to LAC. This group of records consists of three key
reports for each of the major projects: Project Summary, Project Completion Report and

Final Report. These records document the history of major and divisional projects

*? See hitp:/laws. justice.gc.ca/en/1.-7.7/24940 L. him] for the full act (accessed 02 January 2007).

40 | ibrary and Archives Canada, “Archival Appraisal Report on the Records of the International
Development Research Centre, 15 April 1991,” (ATIP request 29 March 2006).

! [n order to comply with Library and Archives Canada’s Disposition Authority, RIMS Division requires
at least two copies of the documents — one for transfer to Library and Archives Canada, and another for the
centre’s permanent collection,
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funded and supported by IDRC. The three key reports summarize the activities of each
project, and provide information on the success of the project, the grant recipient, the
project’s relevant impact, and the value of the project to future initiatives, The Office of
the Secretary and the General Counsel of IDRC require these files for ongoing reference
in funding and supporting similar projects, and therefore, the files have great value, and
are transferred to LAC for permanent retention. Overall, these two groups of “records
have archival value because they document Canadian initiation of — and participation in —

a unique vehicle for development aid delivery.”®

- Costs

Many organizations have identified the need for a scalable and workable financial
sgiution for digital preservation that outlines the scope of the initial investment and
ongoing costs; however, cost ﬁgqrcs for small and medium sized institutions have yet to
be determined.” Shelby Sanett of Amigos Library Services, Inc. and ERPANET have
provided a cost analysis framework and tools, respectively. According to Sanett, her cost
modeling predicts high overall costs that extend over a long period of time for acquisition
and preservation-related activities, as well as access-related activities,* ERPANET also

places emphasis on the initial investment and ongoing costs of a sustainable preservation

* 1bid.
# Michéle V: Cloonan and Sheiby San;eu, “{Zompanng Preservation Strategies and Practices for Electronic
Records™, hitp: Jlg 5 { an.htmli (accessed 05 October 2004). Cloonan and
Sanett esnmaie that the dlgltal prcservamu costs fm a nazsax;al mstmmon may fange from as low as
$10,000 to $2.6 million US, per year. See also hitp: lg.org age.ph 245 (updated 02
.l‘mua:y 2006).

* Shelby Sanett, “The Cost to Preserve Authentic Electronic Records in Perpetuity: Comparing Costs
across Cost Models and Cost Frameworks”, RLGG DigiNews, vol. 7, no. 4,
hitp://www.rip org/legacy/preservidiginews/diginews7-4. htmi (accessed 09 November 2004),
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strategy. In addition, this group also recognizes that information technology is still in its
infancy, and that this affects preservation policies and investment decisions.*

Activitics and costs related to digital preservation are reflected in the capital costs,
direct operating costs, and indirect operating costs for the inétimtien. When overlapped
with the QAIS modej, the costs can therefore be divided into three activities — ingest {or
‘acquisition/appraisal), storage, and dissemination. Sanett refers to these activities as
costs for preserving electronic records (initial costs, maintenance of the digital
preservation architecture, and acquisition), costs for use (associated with perpetual
storage), and user populations (dissemination). Sanett also cutlines areas or activities in
which costs would be incurred. She lists software development, equipment, hardware for
preservation processing, research and development, facilities, and interface design for
processing elecfrenis records as Capital Costs, Appraisal, intellectual property
issues/rights {or rights management) and payment of royalties, acquisition, processing, -
metadata development, preservation strategy implementation, physical storage space,
maintenance (migration and/or refreshment), monitoring and evaluating, disposition of
records, and staff expertise and time fall under direct operating costs. Overhead or
indirect operating costs relate to expenses incurred through staff supervision, clerical
support, benefits, training and unallocated work time, rent or lease of building space
(oﬁice, onsite and offsite storage), utilities, amortization of capital costs, and general and
administrative costs (human resources, operational expenses, funding development and
grant writing, professional development, partnershipsAwith other institutions, and policy

development). The overhead costs are generally subsumed in the overall operational and

* ERPANET, erpaguidance Cost Orientation Toal,
hitp://www.erpanet.org/guidance/docs/ERPANETCosting Tool.pdf, p.2 (accessed 09 November 2004).
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administrative budget of the institution, but these costs should be calculated, as resources
are still required. Most importantly, resousces should be dedicated and committed to
digital preservation prior to the implementation of the policy to ensure continued
preservation and access.

While the capital costs for preserving digital records are incurred at the beginning,
these costs may be spread out over a period oi‘ time, such as five years, which may also |
represent the replacement period of software and hardware, and should be caleulated into
the present value of the records. Both indirect and direct operating costs should also be
brought to the present value,*® and when combined with the capital costs, this would
reflect the total cost of pregendng the digital records. Other yearly costs are incurred
through the operating costs related to the use of preserved digital records, and these costs,
when combined with the total preservation cost, over the period of amortization.
represents the total present value for prcservaﬁon and use of digital records. Sanett also
analyzes costs using an activity-driven evaluative methodology. The process to
determine the costs for écquisiﬁon, preservation, and access is as follows;

» Calculations for determining capital, indirect, direct, and total costs for

preserving digital records remain the same as described above;

¢ Costs for institutional use/external access of preserved digital records are

| incurred on a yearly basis, and include costs of equipment, software, user
training, facilities, interface design, storage, royalties, communications, access
mechanisms, staff resources (for monitoring, appraisal and authentication

following migration cys;}es, disposal, user query response and services,

% Sanett defines the present value as the current value of a sum of money expected to be received in the
future.
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records management), and indirect staff, amortization, and general and
administrative costs;
s The total cost for acquisition, preservation, and access equals the total cost of

preservation plus the total cost of institutional use/external access."”

The erpaguidance Cost Orientation Tool publication provides tabular information
outlining the factors or issues, cost impact, and considerations for assessing the resources
required for digital preservation.*® The cost orientation too! is divided into seven sections
- ohjjccis; people; standards; practices; systems, methods and technologies; laws and |
policies; and organization. Within the objects, factors include influence on creation, -
existing) objects, complexity, preservation period, and appraisal (and/or value). Costs are
related to the degree of influence of the archivist at tﬁe time of creation, the
implementation of standards, the use of proprietary formats, insufficient contextual
metadata, increased complexity of the record (particularly multimedia and dynamic
records), the length of the retention period, and the application of sound appraisal
practices. Costs related to people or human resources invelve employing persons with
qualified skiils and experience, and training and professional development to update and
maintain the skill sets for the job requirements (staff capacity). Well-trained,
knowledgeable staff may require a higher salary than those unfamiliar with digital
preservation, but over the long-term expert staff will reduce costs of poorly implemented
policies and practices, minimize the risk of loss due to inadvertent error, and remain

current with information technology trends. Implementing standards and best practices,

*7 Sanett, “The Cost to Preserve Authentic Electronic Records in Perpetuity.”
® ERPANET, erpaguidance Cost Orientation Tool, pp.3-6.
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in addition to workflow analysis, regular auditing of operations and processes, helps to
lower costs and facilitate long-term planning and management of digital ohjut:cts. Overall
costs arise from the organizational culture with regard to workflow, operation and
processes. Automation of work will help to decrease costs related to manual labour;
however, consistency in the workflow remains important to maximize planning,
Standards lower the overall effort, and facilitate long-term solutions. Systems, methods
and technologies are the greatest fm related to cost. This section of the table includes
the preservation method, vali(iatian of methods, sustainability, and digital preservation
architecture (such as compcnénts, maintenance, operation, and fgcilities). Multiple
preservation methods may be implemented, and each method has its own cost-related
issues. Validation of the method is also necessary prior to implementation.

After the method (or methods) has been chosen, the sustainability of the method
across several generations of technology is also essential for reducing costs, Encasing the
preservation is the digital preservation architecture. The costs related to the architecture
include maintenance and operation of the technical infrastructure, scalability (or
flexibility), security and disaster.plamﬂng,' and level of functionality. A simple digital
preservation architecture is less costly; however, the ability to preserve complex digital
- records with high functionality may be compromised, or the simpler architecture may
lack the technical infrastructure of a rapidly changing IT environment. The final two
factors, laws and policies, and organization, focus on rights management (intellectual |
rights, copyright, re’tenti;m legislation, and privacy legislation) and the organization’s
commitment of financial, human and technological resources, as well as collaborative

research and development. Proper records management should minimize the
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organization’s expenses of preserving unnecessary records, breaches in privacy and other
legal implications. Capacity and relationship building encourages cooperation and
collaboration amongst colleagues, both external and internal, Hence, costs related to
research and development may be shafed, thereby reducing costs of having to “re-invent
the wheel” multiple times.*

The ERPANET cost orientation tool attempts to provide a better view of costs,
while distinguishing between the resources needed at the macro- and micro-level for each
task in the digital preservation process. In summary, Sanett’s and ERPANET"s
descriptions of costs share some features:

» Costs include all activities from the creation and capture of the digital objects
to their disposal (either destruction, transfer to another institution or long-term
preservation);

" » Preservation is ongoing and active for the whole retention period of the object;

o Preservation is typically a long-term venture that needs to be financially

sustainable.>® -

Disaster and Emergency Recovery Plan
A disaster and emergency recovery plan is necessary to minimize the impact of
natural disasters such as flood, fire, or some other environmental or techm;}egicél
catastrophe. The first step should identify the risks and list the hazards that could
jeopardize the building and collection of both non-digital and digital records. Once the

hazards have been specified, a program or plan should be devised to decrease these risks.

* Chapter four discusses the importance of collaborative research and development within the broader
scope of the digital preservation recommendations presented to IDRC,
% ERPANET, erpaguidance Cost Orientation Tool, p.2.



61

The disaster plan addresses the impact of natural and technological -éisasters; but does not
eliminate their occurrences. Hence, a response plan should be developed so that a
recovery strategy can be initiated. The emergency recovery plan sets the priorities of
staff responsibilities during salvage and rehabilitation operations, staff access to the
building and collection, and designates the priority or order in which the material in the
collection should be rescued. A Weﬂ-develc;:ed disaster and emergency plan, based upon
sound principles, will alleviate the severity of the impact of disasters and incidents.

At this time, RIMS Division, in consultation with other IDRC divisions, is
creating a disaster and emergency recovery policy and plan for implementation in the
near future. As a key aspect of a digital preservation management strategy, preparedness
in the eventuality of a disaster will help to minimize the risk of loss of information and
costs related to recovery or rebuilding data and information. This includes the
identification of vital records, which helps to ensure that those records necessary for the
continuing operation of the institution (e.g., legal papers, reports and minutes of
shareholders or board of govemnors, and in the case of IDRC, research material) are
documented as high priority concerns so that business may resume with minimal loss or
interruption.”'

In addition, IDRC should ensure that the disaster and emergency recovery plan
differs from the general policy of regular back-ups of servers, and the use of i)ﬁ;«»sitc
storage. When backing up information, the tapes are recycled, and following each
recycling period, the previous information is lost, and cannot be recovered. Off-site

storage is used for records with longer retention perieds, and records transferred to the

* Judith Read-Smith, Mary Lea Ginn, and Norman F. Kallaus, Records &fdnagemem 7* Edition (South-
Western Thomson Learming, Inc., Mason OH, 2662), p.5.
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LAC, as well as master microfiche copies of research and historical material retained by
the RIMS Division Library Archives. It should be noted that off-site storage may be a
component of the disaster and emergency recovery plan, but should not be considered a

substitute for proper planning and policy in the event of a catastrophe.

Semantic Symbols

In promoting research in developing countries and communities, IDRC accepts
research outputs in one of three official languages — English, French, and Spanish.”* In
addition, the IDRC Web Content Management System is implementing an Open Archival
Initiative for grey- or pre-print literature, as well as other research information and
material. Fmere, some of this information may be wriften in a language other than
English, French, or Spanish. As such, research literature, outputs, ‘and material will be |
created in a growing number of languages and submitted to RIMS Division for long-term
preservation. In time, the need to maintain and make accessible information in a number
of languages “;ili pose a unique long-term preservation challenge for the RIMS Division,

Chara&ér encoding in software determines how a character is rendered and
displayed. In the early years of computer programming, each manufacturer programmed

“or encoded characters differently, making interoperability between software vendors

difficult. The American Standard Code of Information Interchange (ASCII) (ISO 646) is
the most basic text encoding format and the root of English language textual coding as
well as some non-English languages. The inability of ASCII to properly render

characters or semantic symbols of non-European languages such as Arabic, Chinese or

% The Library Archives also accepts archival materials in other languages such as Chinese, Indonesian, and
Tagalog (Philippines) along with several other languages.
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Korean has led to the development of a new Universal Code Set known as Unicode (ISO
standard 10646). Unicode is a standardized set of characters that can accommodate a
growing number of languages not included in the ASCII format. As Jirgen Bettels and
F. Avery Bishop point out, for digital material, “Unicode represents a strategic direction
in internationalization technology™ for programming software that correctly renders data
in most of the world’s languages.™® With the emphasis on international development and
developing countries and communities, IDRC may benefit from implementing Unicode
as a basic text format for the long-term preservation of research material written in non-

European languéges.

Web Archiving
IDRC’s website contains information of enduring value to IDRC that requires
long-term preservation management. Library and Archives Canada, among many other
cultural memod institutions, has initiated projects on the acquisition and archiving of
websites. One of the most successful efforts has been undertaken by the Internet Archive

(http://www.archive.org), whose mandate is to capture and archive the entire Internet.

The National Library of Australia has also developed a digital archivihg system called

PANDAS, which has been included in a number of key studies. Ot_hcr'leading experts in

web archiving have included United Kingdom initiatives such as the Networked

European Deposit Library (NEDLIB) and programmes in Denmark and Switzerland.
Web archiving activity has challenges similar to other digital preservation

activities. The Library and Archives Canada pilot project for capturing and archiving

% Jorgen Bettels and F. Avery Bishop, Unicode: A Universal Character Code,
http://python. planetmirror.com/ftp/macro/DEC/DTY/DTIB02/DTIB02PF.PDF (accessed 16 March 2005).
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websites mveaied’lthat rights management issues, software tools for capturing websites
and converting proprietary formats into HTML, and technological issues relating to
security and interoperability led to preservation problems in that some websites either
could not be captured and/or adequately archived.>* Unfortunately, due to these and
other issues, LAC was unable to archive and make accessible the websites captured
during its pilot project. Other barriers affecting the success of archiving websites relate
to human and technological resources — the lack of infrastructure and dedicated staff time
for capturing the large representative sample of Canadian websites. |

In learning from LAC’s experience, IDRC’s Information Management and
Technology and RIMS Divisions should ensure that a scalable and flexible infrastructure
is developed and that existing web search crawlers and harvesters are tested to find those
that best suit IDRC needs. Unlike LAC and countries in Europe (such as Denmark and
Switzerland) whose mandate is to capture a substantial portion of the Internet, IDRC is
only concerned with an the centre’s website. Hence, some of the challenges
related 1o the use of proprietary fﬁnﬁats, password protected sites, rights management,
and the “deep web™ may be minimized. With respect to rights management and the deep
web, IDRC policy on web archiving will need to address whether sites external to the
centre shall be harvested, and if so copyright permissions will need to be obtained.

Library and Archives Canada tested SuperBot, Web Whacker, and Grab-a-Site as
potential crawlers; however, it found these crawlers were unable to meet the requirements
of the ambitious scope of their pilot project. The Library of Congress examined web

crawlers that were open source, had docurnented prior use, and had an active community

* Snsan Haigh and Roselyn Lilleniit, “A Strategy for Archiving Wehsités at thé Library and Archives
Canada,” copy of paper presented at the Preservation of Electronic Records Symposium 2003,
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of developers and users.™® Other criteria, although not mentioned by the Library of
Congress, should include a robust and ﬁﬁxible crawler with the ability to do broad or
selective crawls. Jenmifer L. Marill and her colleagues found that the open source - -
NEDLIB Harvester and Heritrix adequately handled the tasks of large-scale harvesting
for long-term preservation.”® The NEDLIB Harvester has been developed and used by a
European consortium of national libraries for long-teérm preservation; however, the
harvester lacks the flexibility needed for complex permission eavimnmentsusné a direct
user interface. Heritrix, developed by the Internet Archive, was released to the public in
January 2004, and shows promise as a crawler. Separate access tools are required for
presentation of sites harvested by both Heritrix and NEDLIB, Fortunately, the NWA tool
set for NEDLIB is also compatible with Heritrix output, If after testing existing web
crawlers, none are found suitable for harvesting IDRC websites, another option is the
development of an in-house crawler. . |
Following tﬁe decision to select a web crawler, the method of harvesting needs to
be determined. Netarchive.dk, a project for the preservation of QeM’s cultural -
heritage on the Internet, recommends using three different methods — automatic
“snapshot,” “selective,” and “event-based” harvesting.”’ Snapshot harvesting refersto a
static image in time, like a photographic snapshot. Selective harvesting captures pre-
determined, or selected, websites; whereas, event-based harvesting focuses on the capture

of special events, such as the inauguration of a new program initiative. In selective

% Jennifer L. Marill, Andrew Boyko, Michae! Ashenfelder and Laura Grahain, Toafs and Technigques for
Hearvesting the World Wide Web, (Library of Congress),

http://csdl computer org/comp/proceedings/icdl/2004/2493/00/24930403 pdf (access%d 23 December
2004).

% More information relating to the NEDLIB Harvester is available at hétp://ww.csc fi/sovellus/edlib/ and
for Heritrix, please see hitp://crawler j
*? Netarchive.dk, About Ne:archwe dk— P&ase, hitp:/Aveww netarchive. dic/ {accessed 16 July 2004).
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" harvesting, particular sites are closely monitored, then captured following a modification
to the site. Lars Clausen analyzed the viability and reliability of etags and last-modified-
date fields as indicators of changed Web content.”® His results demonstrated 99.94%
accuracy in predictiﬁg a change in the Web content when the etag is missing and the last-
modified-date is either missing or has changed. Clausen also demonstrated 63.3%
accuracy of predicting no changes in the content under the same harvesting conditiéns.”
| Simply put, when the etag is missing and the last-modified-date is missing or changed,
there is greater accuracy for the web crawler to predict a change in website, and therefore
capture the website for permanent retention. If the etag and last-modiﬁed-date‘ﬁelds are
used to predict no change in the website, the web crawler is more likely to miss any
changes, and thus not capture a modified website. This approach is best when further
combined with use of the “If-Noné—Match” and “If-Modified-Since” headers as the
number of redundant downloads can be “reduced between one-half and two-thirds
without missing significantly many changes.”®

Metadata support and context are as important as the selection of a crawler and
the method of harvesting. Metadata support has been developed through the Open
Archives Initiative Protocol Metadata Harvesting (OAI-PMH) that can be used for
accurate web content gathering of complex objects.®’ Herbert Van de Somple] and his

colleagues have proposed an expanded view of OAI-PMH that supports not only the

harvesting of metadata but also the resource harvesting of complex objects. Content,

% Lars R. Clausen, Concerning Etags and Datestamps,
http://www.netarchive.dk/website/publications/Etags-2004.pdf (accessed 23 December 2004). The article is
’a’lsl?; s:lvailable on an updated website, http://www.iwaw.net/04/Clausen.pdf (accessed 03 Januvary 2007).

id., p.11. .
® Ibid., p.12. :
¢! Herbert Van de Sompel, Michael L. Nelson, Carl Lagoze, and Simeon Warner, “Resource Harvesting
within the OAI-PMH Framework™, D-Lib Magazine, vol. 10, no. 12 (2004),
http://www.dlib.org/dlib/decemberd4/vandesompel/l 2vandesompel. htm! (accessed 23 December 2004).
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.therefere, is cleanly mapped based upon an OAIS perspective of content transfer.5
Included with the OAI-PMH framework is the capture of existing metadata, but not
always the context of the website. The context of the web resources may be determined
by the site itself, a subset of resources within the website, or a single site or document.”
IDRC should define the boundaries of their web resources for effective and efficient
10ngﬁerm digital preservation management. The centre’s preservation policy addresses
four levels of context:

¢ Asa stand-alone object, ignoring all hyperlinks;

o Within local context, considering the hyp;rlinks into and out of the website;

s As a set of linked web pages;

» Asan entity in the broader technical and organizational context.**

Several sources relating to the archiving and preservation of websites are

available through the Internet. Some websites include Digital Preservation Coalition

(www.dpconline.org/graphics/), D-Lib Magazine (www.dlib.org/), JISC

(www jisc.ac.uk/), and Cornell University (www.library cornell.edu/preservation/).

Other resources may result from research and development, and collaboration with
institutions such as LAC and the Canadian Institute for Scientific and Technical
Information (CISTI). In addition, subscriptions to list serves such as WEB-ARCHIVE or

DIGLIB can provide more practical information regarding web archiving.

63 pe s

hid.
“ Anne R. Kenney, Nancy Y. McGovern, Peter Botticelli, Richard Entlich, Carl Lagoze, and Sandra
Payette, “Preservation Risk Management for Web Resources”, D-Lib Magazine, vol. 8, no. 1 (January
3{192}, http/fwww.dlib.org/dlib/jannarv02/kenney/0 | kenney il {accessed 04 June 2004),

Ibid.
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Towards Developing a Digital Preservation Strategy
This chapter provides an overview of the digital preservation goals and challenges
" facing IDRC. As such, these challenges inform the technological approach taken in
developing a digital preservation strategy for the centre. Chapter three, thl_:refore, '
‘examines the technological component of digital preservation, and provides some

recommendations for preserving digital records.
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CHAPTER THREE

Digital Preservation Management Strategy Recommendations

Chapter three moves from the organizational context of the digital preservation
strategy to the technical recommendations that were presented in the final report to RIMS
Division. In this chapter, ﬁmservation strategies, file formats, technical architecture (or
infrastructure), and metadata schemas are presented in greater detail. This includes
recommendations, such as the proper use of media and storage of digital objects, to aid
and improve current RIMS Division practices. The technical recommendations also
examine the importance of metadata in digital preservation. Lastly, this chapter
concludes with a Final Report Post-Evaluation that reflects upon my knowledge and '

experience, and how this formed my recommendations to the RIMS Division.

Digital Preservation Management Strategy Final Report: Overview:

As part of my internship, I wrote a final report for Marjorie Whalen, the Director
- of RIMS Division and presented the report té IDRC staff, including Denys Vermette
(Vice-President of Resources), Terr3.r Gavin (Director of Infrastructure Support ljnit,
Infdrﬁxatién and Technology Management Division, ITMD), Allen Sinfield (Manager of
Infrastructure Sﬁpport Unit, ITMD), To&d Graham of Bellanet, and several other RIMS
Division and IDRC staff. The recommendations were based upon research that I
;:onducted duriﬁg my internship, as well as the Comnell Univefsity Digital Preservation
workshop that I attended and the Canada Institute for Scienﬁﬁc_ and Technical

Information (CISTI) Digital Archiving Research Framework in which I participated. In
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both the final report and the presentation, ! outlined recommendations for a digital
preservation strategy, which included migration and conversion, a trusted digital
repd&i@cry, a systems architecture, and metédame

The digital preservation strategy should be considered a roadmap for the RIMS
Division in managing and preserving their digital recorgis over the long term. This -
strategy, as outlined in the following sections of this chapter, was chosen for several
reasons. The recommendations complied with current standards identified by other
archival institutions that are developing and ixnpiemcnﬁng a digital preservation strategy.
One such standard is the Open Archival Infennaﬁén System (OAIS) reference model,
which provides a blueprint or high-level model of a digital archives; yet is still
technology neutral in that the model also aﬁplics to a traditional archives (as described in
chapter one). Other standards include the use of open standard file formats for
preservation, implementation of migration ar;d con?ersiﬁﬁ ¢ycles to accommodate
changa% intechnology, and the use of appropriate metadata for the manégement and
preservation of IDRC digital records. Furthermore, the recommendations in the strategy
were chosen because the.y align with the policies and standards ﬁeiag implemented by
Librar? and Archives Canada. As IDI%C is a federal Crown mrpération, itis subject:tﬁ
the Library and Archives of Canada Act, and therefore is réquireé to transfer records of
permanent, historical value to the Archives as per the applicable records schedules.
Additianali.}.f, many of the RIMS Divisf;)n practices coincide with other studies that
explore the activities and status of other archival institutions in Canada. In one such
sm&y, the findings were consistent with the best practices in the Rﬁ\&S Division. These

practices involve a technology-neutral approach to appraisal, acquiring digital objects or
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records in a variety of media, the use of digitization to make traditional or paper-based
records accessible online, and managing the growth of storage space for the objects.!
While the findings of the Provincial Archives of Alberta Digital Preservation Sﬁrvey
were reported nearly fourteen months after the completion of my internship, the survey

summary illustrates how proactive the RIMS Division has been in its management of

digital objects.

Recommendations

To implement any digital preservation strategy, it is important to understand that
long-term digital preservation managelﬁent rgquires a well-balanced organizational
inﬂ‘astructﬁre, t‘echnological infrastructure, and a resources ﬁamework in order to build a
trusted digital repo-sitory.2 Anne R. Kennéy and Nancy Y. McGovern describe the
working relationship of the organizational infrastructure, technical infrastructure, a:nd
policy framework (resources) asa three-legged stool that supports digital ﬁreservation.
The three-legged stool forms the foupdati;)n of the digital reposito_ry that ensures the
authenticity, reliability, and integx‘ity. .c;f the digital objects. When these elements are
prbperly combined, institutions are able to establish trusted repositories that contain both
a management and a preservation component. This allows for accountability through
 records management whil_e simultaneously providing the mechanism"s needed to ensure

that digital objects will be renderable (that is readable) through time.

! Lori Podolsky Nordland, “Provincial Archives of Alberta’s Digital Preservation Survey Summary”,
Archives Society of Alberta Newsletter, vol. 25, no. 2 (Winter 2006), .
http://www.archivesalberta.org/media/images/pdfs/Winter Newslet %202006.pdf (accessed 07 September
2006). ‘

2’ Anne R. Kenney and Nancy Y. McGovem, The Three-Legged Stool: Institutional Response to Digital
Preservation.
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The organizational infrastructure expresses itself through a comprehensive policy
framework; whereas, the technological infrastructure entails a flexible preservatioh plan
that can incorporate changing technological platforms over time. A resources framework
focuses on the staffing, technological, operational, and other costs associated with
maintaining the organizational and technological infrastructure of a trusted digital
repository. These are the core requirements necessary for the successful long-term
preservation management of digital information.

Ih the final report to the RIMS Division, the technical infrastructure is based upon
the de facto standard of converting digital documents into a récommended file format that
is then migrated and réfreshed every two to three years. The native, or original, file
should be stored on an offline server and the current migrated version should be kept
online for easy accessibility. Acceptable file formats for textual documents include PDF
(or PDF/A), ASCII, and X-HTML,; iniag'es should be in TIFF or PNG format;
audio/visual files may be saved in WAV or MPEG. An integrated RAID (Redundant
Array of Inexpensive Disks) server is one possibility for the storage architecture.
However, storage media such as digifal versatile disc, compact disc, floppy disk or
similar media should be avoided as these storage devices are at high risk for
technological obsolescence and deterioration from environmental hazards. Digital
information should be stored and managed in a trusted digital repository that is OAIS
compliant. The trusted digital repository should also contain sufficient metadata for
authentiéity, fixity, provenémce, search, and retrieval of the digital resources. The
metadata should also be available in a textual format such as XML, ASCII or UNICODE,

with XML and ASCII as the preferred choice. Furthermore, the technical infrastructure
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of the digital preservation management strategy should be scalable to allow for future
changes, as well as accommodate new user and system needs as these develop.

RIMS Division has several policies and procedures, or guidelines, and several
other practices in place for managing IDRC corporate records. These policies and
procedures should form the backbone of the organizational infrastructure of the digital
preservation strategy; however, RIMS Division may need to update or develop new
policies for activities such as the submission and acceptance of digital objects, as per the
standards being identified and endorsed within the digital preservation community. In
addition, RIMS Division has an appraisal policy for library materials and for determining
official corporate IDRC records. When applied to the archival environment, these
policies will help to ensure that the digital resources designated as havihg long-term
value are properly captured, stored, and managed in the trusted digital repository.

Finally, to achieve that critical success, the recommendations need to be supported
through senior management, aﬁd have adequate human, financial, and technical resources
committed to long-term preservation management so that once the digital records are

adequately captured they can be preserved and made accessible over the 1ong term,

Digital Preservation Strategies

Digital preservation has been described as the series of managed activities for
ensuring continued access to digital objects.” A digital preservation strategy, in its
broadest sense, refers not only to the series of managed activities, but also the policies,

frameworks, and procedures that mould and give direction to the activities. In the general

3 Jones and Beagrie, Preservation Management of Digital Materials.



74

archival literature, a digital preservation strategy cdtnmonly refers to one of three
approaches to managing digital objects beyond the lifespan of the technology that created
thé object. These three approaches are emulation, encapsulation, and migration. Each
approach has been implemented to varying degrees, and each approach has its pros and
cons, as discussed below.

Emulation has probably had its greatest success in the video game industry, in
emulating games such as Pac Man, Donkey Kong, Frogger, and other similar games from
the eighties and nineties. A quick Google search using key words “video game
emulation” returns ncarly‘ 20 million hits. Included are sites that offer free emulation
software that can be downloaded bﬁto your PC, patches, updates, and new versions of old
games, and of course, the list goes on. The image below is a snapshot of the Google

search described above.*

* The search was done 23 August 2006,



7

Figure 4: Hits Received from a “Video Game Emulation” Key Word Search on Google
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Emulation works by imitating other software programs or applications, as well as
hardware syétems, such as printers. In respect to digitaipresew&ﬁea, emulation is used
to overcome technological obsolescence b};r imitating obsolete hardware and software.
Jeff Rothenberg, a proponent of the emulation approach, argues that emulation is the only

reliable method “to recreate a digital document’s original functionality, look, and feel.™

3 Jeff Rothenberg, Avoiding the Technological Quicksand: Finding a Viable Technical Foundation for
Digital Preservation (Council on Library and Information Resources, Washington DC, Janvary 1999),
http:/fwww.clir.org/PUBS/reports/rothenberg/pub77. pdf#search=%22%22 Avoiding%20the%20Technologi
%6200Quicksand%22%20%22digital%20preservation¥62 29 ulation®%620Jeff%20Rothenl 822,
p.17 (accessed 23 August 2006). Another article that looks at the applicability of emulation as 2 digital
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This allows the originai seﬁware to be run on future, unknown systems, despite the
original software being obsoclete. Rothenberg outlines three pieces of information that
need to be recorded, and four steps to be performed in order for emulation to work as a
preservation strategy.® The three kinds of information are: 1) the digital object itself and
the orzgmal software in which the object was created (including the operating system); 2)
the specifications of the emulator for the object’s original computing platform; and 3) the
explanatory information such as metadata, provenance, and documentation for the
software and (emulated) hardware. To preserve the digital objects, Rothenberg identifies
four sequential steps: annotate, encapsulate, transliterate, and emulate. The first stcp,'
annotate, refers to the creation of any contextual information, or annotations, required to
open and use the encapsulated information described above. In the second step, the three
types of information are encapsulated with the digital object for preservation
management. Step three, which Rothenberg has termed “transliterate,” refers to the
media refreshing cycles when the encapsulated information is copied to the new media.
The last step is testing and using the emulator by running it on future systems. Accaréing
to Rothenberg, these sequences of events should allow obsolete digifta% objects tobe
rendered on any future computer system.”

One of the be#tuknewn and successful examples of digital preservation using the
emulation approach is the CAMILEON (Creative Archiving at Michigan & Leeds:

preservation strategy is Stewart Granger, “Emulatlon asa Dlgltal Preservatm Strategy” in &L:b
Muagazine, vol, 6, no. 10 (October 2000), http:/fwww.d ) prang g A
(accesseé 23 August 2006),

° Rothenberg, Avoiding the Technological Qaic!csand
7 David Bearman critiques Raﬁ!eﬁhmg s approach in Bearman’s article, “Reality and Chimeras in the
Preservation of Electronic Records™ in D-Lib Magazine, vol. 5, no. 4 (April 1999),
http://yww dlib.org/dlib/april99/bearman/04bearman him! {accessed 23 August 2006).
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Emulating the Old on the New) project through the Universities of Leeds and Michigan.?
In this project, Margaret Hedstrom {Uﬁiversity of Michigan Project Director) with Chris
Rusbridge and Paul Wheatley (University of Leeds Project Director and Project Manager,
respectively) worked together to investigate emulation as a means 1o retain the original
functionality @é “look and feel” of digital objects. The BBC Doomsday, a landmark
multimedia resource to celebrate the 900" anniversary of the original Doomsday Book as
well as to capture information about British life in the 1980s, was a key proof of concept
tes£ case for the CAMILEON project. The project enabled Hedstrom, Rusbridge, and
Wheatley to study the complexity of interactive objects and peripheral devices, and the
necessary resources related to emulation. Over a four-year period (October 1999 to
September 2003), the two teams were able to develop sofiware to support the
functionality of the BBC Doomsday and three other similar projects (Ecodisc, Volcanoes,
and Countryside). Hedstrom, Rusbridge, and Wheatley emulated the Doomsday project
using the “DomesEM” demonstrator system, an emulator developed to support the
original program’s compiek multimedia functionality. However, the challenges of
intellectual property riéhts; particularly copyright, were not solved with the emulation
strategy. Access to the emulated version of the project may be subject to copyright, and
. therefore, access to the BBC Doomsday project may be restricted. While the project’s
bits and bytes have been digitally preserved, rights management could impact the manner
in which people are able to access the wonderful information captured and organized by
the BBC Doomsday.

Aside from the copyright or rights management issues, other disadvantages have

been identified in using emulation as a digital preservation strategy. While Hedstrom,

* CAMILEON, hitp://www.si.umich.edw/CAMILEON/index html] (accessed 23 August 2006).
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Rusbridge, and Wheatley were able to emulate ‘the functionality of the Doomsday project,
this may not always be the case. The success of emulation depends upon the complexity
of the digital object, which may mean that only part of its functionality or look and feel
can be recreated. In addition, emulators are subject to technological obsolescence, and
therefore, new emulators need to be built as changes in software and hardware occur.
These changes can have a twofold effect — not only is the technology that document
creators use changing, but also the emulators themselves need to be updated to be usable
on new computers. With each new paradigm shift in technology (e.g., floppy to compact
disks, or WordStar to Microsoft Word), a new emulator must be built to recreate the
digital objects. If the emulator runs on hardware that undergoes a technological change
(e.g., a Commodore 64 to IBM), the emulator itself has become obsolete, and a new one
needs to be built. Finally, there must be rigorous documentation of the hardware and
software requireménts, including any coding modifications developed to assist in the
operations of the sdﬂware and hardware. Consequently, emulation can be a resource |
intensive approach to digital preservation.

Another digital preservation strategy is encapsulation. Encapsulation groups
| together the necessary information required to preserve a record. The information may
include metadata, viewers or readers, and other tyl;es of discrete files. Like emulation,
encapsulation has also been a successful strategy used for digital preservation. In
Australia, the State of Victoria government has implemented the Victorian Electronic
Records Strategy, or VERS, that consists of a framework of standards, guidelines, and

consultaricy and implementation projects “centered around the goal of reliably and
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authentically archiving electronic records.” The foundation of VERS is the VERS
Encapsulated Object (VEO) format for capturing, managing, and preserving digital
objects. The VEO was first piloted between 1999 and 2002, as part of the VERS@DOI
(Department of Infrastructure) Pilot Implementation Project. In this pilot project, an
encapsulated object was formed using XML (eXtensible mark-up language), wﬁich
conformed to the VERS metadata schema. The digital object is converted to one of the
preservation file formats (PDE/A, JPEG, JPEG-2000, MPEG-4) identified in the VERS
Standard (Version 2). Together, the digital object and metadata are wrapped to create the
VEO. The VEO is managed in the Public Record Office Victoria (PROV) Digital
Archives, which became operationﬂ in August 2005.

Encapsulated objects are represented in the OAIS reference model (described in
chapter one). - The information package, defined as content information and associated
preservation descrij:tion information to aid in preservation, is wrépped within the
pﬁckaging information.'° ThlS is a conceptual container of the record, its associated
fepresentation information, the information required to preserve the récord, and the
;nfomaﬁon that “binds” the content information and preservation description information
together (see Fiéuré 5.1 According té) the OAIS reference model, “The Content
Jnfomﬁtion and PDI [Preservation Description Information] are viewed as being
encapsulated and identifiable by the Packaging Information.”"? The descriptive
=information about the package may be linked to the information package, or included

within the encapsulated object. In the QAIS reference niodel, a link between the

® Victorian Electronic Records Strategy (VERS), hitp://www.prov.vic.gov.au/vers/vers/default.htm
(accessed 01 September 2006). '

1 Consultative Committee for Space Data Systems, p. 1-11.

"' 1bid., p.2-5. '

2 Ibid.
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conceptual container (or package), and the descriptive infomﬁen is suggested by the
use of the arrow (see Figure 5). In this case, linking the descriptive information to the
encapsulated object allows for multiple objects to share descriptive information. When
this approach is taken, the descriptive information may be stored in a registry, such as
those nsed for metadata. In addition to. managing the encapsulated object within the
digital archives, the links between the description information and object must also be
maintained to ensure access to the files. The descriptive information may also be
included in the encapsulated object, as mentioned above. This produces larger files since
the descriptive information would require duplication for each related file. Since
encapsulated objects maintain all the required information for the digital object’s long-
term management and preservatibn as one object, resources are more focused on the

elements and information that is essential for access and preservation.

Figure 5: Information Package Concepts and Relationships
Content Preservation
Information Description
Packaging Information
Package 1
Descriptive Information
about Package 1
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As a digital preservation strategy, encapsulation is subject to technological
obsolescence, and therefore requires some form of long-term management similar to
emulation. In addition, metadata may be difficult to update and maintain, particularly if
it is wrapped within the encapsulated object. Any descriptive information, such as the
Rosetta Digital Stone, that is wrapped with the object requires an analogue or human-
readable copy that includes information on how to access the document and the outer
layer of the encapsulated object.'® Even if links to metadata and software are created,
there is no guarantee that these links will effectively and efficiently maintain access to
and prese'rve the object. While the encapsulated approach allows for more flexibility in
managing the digita} object, this approach may be described more as a secondary
preservation strategy that would be iﬁpleménted in conjunction with emulation.*

Oné of the most common rﬁethods of managing and preserving digital objects
includes é combination of migration and conversion. Migration is the de facto standard
for most archival institutions. Acmrdiﬂg to the Provincial Archi\?res of Alberta’s Digital
Preservation Strategy Survey, most of the participating archival and library institutions
are implementing some form of migration and conversion as part of their digital

preservation strategy.”> Procedures for simple migration are well established, and as

" The Rosetta Digital Stone contains descriptive information required to interpret digital content. This
information is kept separate from the object to avoid duplication of information and for more efficient use
of storage space. For more information see Alan R. Heminger and Steven B, Robertson’s article, “Digital
Rosetta Stone: A Conceptual Model for Maintaining Long-term Access to Digital Documents,”
hitp://www.ercim.org/publication/ws-proceedings/DELOS6/rosetta. pdf (accessed 07 September 2006).
" Jones and Beagrie, Preservation Management of Digital Materials, and see also National Library of the
Netherlands® Digital Preservation Officer, Hilde van Wijngaarden’s presentation entitled “Different
Approaches to Digital Preservation,” :

http://rdd.sub.unigoettingen.de/conferences/ipres04/van_wijngaarden/Different%20approaches%620t0%20d

igital%20preservation. pdf#search=%22Encapsulation%20disadvantages%20%:22 digital%620preservation%
22%22 (accessed 07 September 2006).

¥ Lori Podolsky Nordland, “Provincial Archives of Alberta Digital Preservation Survey: Technology — Part
I, Archives Society of Alberta Newsleiter, vol. 25, no. 3 (Spring 2006),
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technology advances and the number of platforms diminishes, migration may increase in
its ability to preserve the functionality of complex or dynamic documents while
simultaneously decreasing the required resources and time. However, this is not to say
that migration is the “silver-bullet” for digital preservation. Written policies, procedures,
and guidelines need to be developed, quality checks need to be performed, migration
procedures require rigorous documentation, and preservation metadata should be
| captured to ensure that digital objects are properly migrated and converted.

Migration, as defined by Maggie Jones and Neil Beagrie in the Preservation
Management of Digital Materials: A Handbook, is:

A means of overcoming technological cbsolescence by transferring digital

resources from one hardware/software generation to the next. The purpose of

- migration is to preserve the intellectual content of digital objects and to retain the

ability for clients to retrieve, display, and otherwise use them in the face of

constantly changing technology. Migration differs from the refreshing of storage

media in that it is not always possible to make an exact digital copy or replicate

original features and appearance and stlll maintain the compatlblllty of the resource

with the new generation of technology

The proposed IDRC digital preservation management strategy is based upon

migration and conversion. To date, this strategy proves to be an effective method of
preserving the digital record while maintaining access to the information as technology
advances from one system or genefation to the next. Migration of simple formats, when
done automatically, is also cost-effective as procedures are well established in this area,

and may reduce the expense of manual labour. When choosing migration as the

preservation strategy, a migration path needs to be available. If not, additional costs may

hap://www.archivesalberta.org/media/images/pdfs/spring_2006_newsletter.pdf (accessed 07 September
2006). :

' Jones and Beagrie, Preservation Management of Digital Materials, p.12. Conversion of file refers to
changing the format of a file. For example, converting a Word document to a PDF, Migration is
“updating” the file version, in which a file is migrated from Word 95 to Word 2000.
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occur in migrating the record. It is, therefore, recommended that the chosen preservation
file format should be interoperable with other file formats when choosing commercially
available software or, if creating an in-house application, that a migration path be
incorporated. Migration should be done every two to three years, or if a major change in
software is occurring, a migration cycle should be run.

The original or native document should be retained, as the possibility of future
technology being able to accurately and reliably rendef the document may exist. In the
interim, an access or research copy should be created and saved in one of the
recommended long-term preservation file formats, such as TIFF, PDF/A, or ASCII, so
that existing and future interpretation tools may continue to render the files. A current
trend for conversion and migration of records is to separate the intellectual content from
the prgsentaﬁon.” This means that for textual doc’uménts, for example, the coﬁtent is
converted to a format such as ASCII or UNICODE to maintain full-text searchability;
whereas, the “look-and-feel” of the document is presented in a TIFF format. The user
sees the presentation or TIFF format on the screen, but searches the content copy. Thus,
three copicé are stored, maintained, and pfeserved in this scenario — the content copy, the
preSentation copy, and the native or oﬁginal document. Consequently, this approach
‘allows for better search results, and minimizes the number or frcqﬁency of erroneous hits.
Since storage is relatively inexpensive, a PDF/A copy fnay also be kept. A PDF file is
full-text searchable if the document is created using a PDF editor or printed using a PDF

driver such as cutePDF®.'® If a document is scanned using imaging software, then saved

"7 Personal Communication, Kyle Brentnell, President of Reuel Inc., an Internet solutions company, and
Intermediate Systems Analyst (IT) with RIMS Division (2604).

'® cutePDF is free software for creating PDF documents from Word and other file formats. The website is
accessible at http://www.cutepdf.com/ (accessed 14 September 2006)
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as a PDF image, the PDF is not scarchable unless OCR (optical character recognition)
software is applied.

Following the migration of files, a checksum'® or a similar computed value should
be completed to verify that the migration has not corrupied any files. This procedure can
also be used to certify that the file has maintained its authenticity, integrity, and
reliability. In addition, the results of the migration should be recorded in the file’s

metadata.

Recamménde& File Formats

Recommended file formats for long-term digital preservation are based upon

- selection criteria developed by international experts from the fields of archival studies
and library sciences. The criterion emphasizes file formats that are open source or
épeciﬁcatien, are a standard (such as ISO), are ubiquitous, have demonsn-ate& stability, .
éw intefégcrable with other software and hardware, and viable. Sustainable file formats
and standards are two aspects of a cémprehensivc long-term digital preservation
managemeni strategy. Since file formats are subject to techne§egica§ and software
obsolescence, the choice of file formats for both creation and preservation has
implications for any long-term preservation strategy, When considering the file format
and standards, this choice is determined by ﬂle.ﬁmctional requirements of the file and its
creating process, For example, textual files, as compared to images or audio/video files,
have diﬁ'érent functions, and therefore, reqmre different formats and s&sndards for

preservation. As well, files can range from basic text to complex, highly interactive web

' A checksum is an algorithmic value used to check transmitted data for errors.
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resources. The basic text file, such as a Word document, can be managed and preserved
for long-tenn accessibility in a straightforward manner. More sophisticated resources
that fully exploit available technolo{gy require additional prcservatioh management
processes than what is needed with the simple text document. In other words, the more
complex the file, the harder the file is to manage for long-term digital preservation.

When proposing choices for submissioﬁ to the trusted digital repository, a
minimal number of file formats will reduce the cost and complexity of long-term digital
preservation management. These criteria should be implemented during data creation;
however, the criteria can be applied if converting files to a preservation file format some
time after the file has been created. File conversion to a managed and sustainable format.
in this way is expensive and complex, and generally less successful than when
implemented at the creation stage. Furthermore, better mnﬁol over the file helps to
ensure its authenticity and reliability within a legal context and from an archival
perspective. -

The following provides a guideline for choosing file format and standards for
long-term digital preservation management. This is general advice and not meant to be -
exhaustive of the various file formats in existence at this time. In my final report to
IDRC, I described a range of criteria to assist RIMS Division to make informed choices
about file format issues. The selection criteria and issues for sustainable file format and
standards are divided into ten sections (see below). The last thrge criteria sh(_)uld be
considered if implementing a migration strafegy for any or all files. Whichever strategy
or combination of strategies is implemented, a minimal number file formats will reduce

the cost and complexity of long-term digital preservation management,
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Open Standards

File formats, in which the technical specification has been made available in
the public domain, are considered to be open. Access to the detailed technical
information about the file format is required for preservation management.
Examples of open formats include JPEG and ASCIL In addition, formats zﬁay
be proprietary or non-proprietary.  Some proprietary formats, such as PDF,
have published the technical specifications for collaboration with other
software developers. Non-proprietary formats, such as ASCII, can result in
some loss in structure, context, and functionality; howcvér, the range and
sophistication of open standard formats is increasing, and their use is strongly
recommended.

Ubiquity

Ubiquity refers to the use of widely available popular formats with broader
and longer-lasting support from software suppliers than software created for a
limited clientele. Popular formats are also more widely supported by a
number of software programs, and therefore are preferred.

Stability

The format specification should not be subject to frequent or significant
changes. New versions should be backwgrds compatible.

Metadata Support

File formats that link to metadata support are preferable. The metadata may

. be generated automatically by the creating application, entered by the user, or

a combination of both, Metadata has value fér the active use of the file, and
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for its long-term digital preservation management. Metadata provides
information on the file’s provenance and technical pfoperties. Its value
depends Both upon the degree of support provided by the soﬁware
environment used to create the file, and the extent to which externally-stored
metadata is used in its place. Metadata also assists in recovering files created
on obsolete systems, which then can be rendered by current computer
systems.

Feature Set

The features and functionality of formats should be selected which support the
required purpose or corporate/business processes. Over-specified formats
should be avoided at these formats are complex, and expensive to manage and
preserve.

Interoperability

Formats that are supported by a wide range of software or are platform-
independent are considered to be interoperable. Furthermore, the ability to
exchange files supports long-term sustainability of the data by facilitating the
migration of the data from one technical environment to another.

Viability

Error detection functions such as Checksum, Cyblic Redundancy Check
(CRC), or other error corre?cting abilities search for file corruption that may

occur during transmission, migration or at some other event. Formats that

- . provide these error checking and comrecting facilities are more viable, and

therefore preferable.
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8. Authenticity
Authenticity must be demonstrated for various legal, administrative, and
historical reasons. When selecting a file format, the format must preserve the
content {data and su'ﬁcture) of the file, and any inherent contextual,
provenance, referencing, anﬁ fixity information.

9. Processability
Certain types of data must retain their processability, or ﬁmctianality, to have
any reuse value. For example, processability would include the retention of
hyperlinks in a document after it has been converted to its long-term
preservation format. Authenticity, however, requires that the file not be
altered through reprocessing. To maintain authenticity, for example when a

~ text document is converted to image-only PDF file, a processable version of

the file should also be maintained.”®

10. Presentation
The formatting of a file may have significant information value. If the
authenticity of a file requires the preservation of its original “lock and feel”
(such as fonts, colours, and layout), then the ability of a file format to support

this through migration will be a crucial consideration.?’

* Processability refers to the ability to retain the dynamic features of a document, such as hyperlinks, or
raw data contained in databases. In some cases, a static document may be disseminated to a user, and in
this case a formatted copy is released (see also page 100 of this chapter, footnote 30). Processability does
not refer to the processes involved when migrating a document, but is one of the criteria to consider if
migration or conversion is being used as a digital preservation strategy.

*! The ten selection criteria were developed by Adrian Brown of the National Archives (UK), and published
{19 June 2003) in the National Archwes ﬁigffaf Pneservatian Guid’axce Note i Selecting f ie formats for
long-term preservation, http:/iwww, A docury selecting_file formais

(accessed 18 November 2004}, ‘Fhm cntcr:a are mpmduced with ;ammssmn by the UK Na:zonal
Archives, -
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The above criteria are important in selecting a file format for preservation. Yet
this is only one aspect of the digital preservation strategy as other requirements may also
| affect the archives’ choices. According to William G. LeFurgy, Digital Initiatives Project
Manager for the Library of Congress Office of Strategic Initiatives, National Digital
Information Infrastructure and Preservation Program's (NDIIPP) Project Management
Office, a digital preservation management strategy must also address these three basic
reqﬁii'ements:
1. "I'he needs of the document producers. Files must be easy to create, compatible
with workflow processes, and flexible enough to include images, sub-documents,

and other components.

2. The needs of document users. Files must be reliable, appropriately functional,
and discoverable from different approaches (e.g., index terms and full text).

3. The needs of archives. Files must be based on non-proprietary and stable :
technology and suitable for recordkeeping guidelines issued to producers (e.g.,
guidance for records creation, maintenance, and disposition). In addition, files
must support metadata for access, provenance, and preservation.”

For textual documents, files should be converted to PDF, X-HTML, or ASCILI.
Each of these preservation formats has its own advantages and disadvantages for
preservation, and therefore, the decision on which format to choose should be based upon
the requirements of the file, and the needs of the users and the archives, However, long-
term digital preservation management of text files may encompass the use of various
formats, and several options exist. The three more common formats — ASCII-based,

PDF, and X-HTML ~ will be analyzed. Nonetheless, other formats may provide better

preservation manégement and accessibility in the future, and these should be regularly

2 william G, LeFurgy, “PDF/A: A new digital preservation format”, Society of American Archivists

Newsletter (May 2003), hitp://www.archivists. org/saagroups/sov/newsletters/May2003 asp (accessed 13
November 2004).



revxeweé andfor conmdered For example, Adobe has created a PDF/A forma{ that has

just recently been approved as an uﬁematlonai standard for all textual documents

requiring long-term preservation (IS0 19005, as explained below).

ASCII

Advantages

- non-proprietary

- open source (access to the technical
specifications)

- not compressed

- not encrypted

Disadvantages
- loses the “look and feel”
- loses any functionality and complexity

- compromises the authenticity of the
record

The American Standard Code for Information Interchange (ASCII) is the most

basic text-encoding format. Developed by the American National Standards Institute,

this format is the root of English language textual coding as well as some non-English

languages. Furthermore, this format is supported by various software applications and

suppliers, which increases ASCII interoperability and ubiquity. ASCII is considered to a

best practice choice when only the intellectual content is required for long-term digital

preservation.

PDF

" Advantages

- open specification

- able to preserve some functionality of a
file or digital object

- normalization, widely deployed, and
integrated into several work environments
- backward compatibility

B:sadvanfages

- proprictary
- includes features such as encryptmn

- complex subset of features and
functionality

- loss of processability or renders the file
different from the original, consequently
compromising the authenticity and



- longevity and trustworthiness of the file
format

PDF/A

Advamtages
-1SO 19005

- self-contained and self-documenting

- mandated metadata is based upon
standards, uses XMP -
- encryption is disallowed

- suitable for long-term preservation of
page-orientated textual (or primarily)
documents
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integrity of the file or digital object
- cannot be used for complex files fully
utilizing available technology

Disadvantages

- some elements may be subject to
copyright or patents

-~ cannot contain audio/visual content in the
file

- loss of functionality still exists

- logical structure of the document must be
incorporated at creation

Although PDF is a yropnetary file format, it has proven stability, longevity, and is

considered “trustworthy.” PDF has had only five major revisions since is initial release,

retained excellent backward compatibility, and has remained an open-source product. In

such cases as this, file formats that are both open-source and proprietary may be a

successful compromise for a digital preservation management strategy. Although PDF

tends to be the default archival format, it does have limitations, PDF/A was developed to

address thm issues. Just recently, PDF/A has become a reccgmzed international

standard (ISO 19005) for both the exchange of digital mfcnnatlon and for the long-term

preservation of digital objects # Tt was developed for archival and records management

purposes with a speciﬁed and limited, stable subset of PDF. Thus, PDF/A excludes any

B International Organization for Standardization, “New ISO standard will ensure long life of PDF
documents”, hitp:/fwew.iso.org/iso/en centre/pressrel hives/200 14, {accessed 07

September 2006).
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features that are considered to be incompatible for archival viability, such as encryptf&n,
PDF/A also includes extensible metadata platform (XMP) as part of its standard. XMP
metadata would be “embedded in each file as plain text, which both lessens the
possibility of loss and simplifies access to the metadata * This format addresses most
of the digital preservation requirements as outlined by William G. LeFurgy (see above),
including the ability to retain simple functions, and some significant properties that are

critical to preserve the authenticity and integrity of the file.

X-HTML

Advantages Disadvantages :

- open source, non-proprietary - some loss in the level of complexity

- history of stability, longevity, and . - SGML is not adaptable for all Internet
ubiquity environments

- example of Standard Generalized Markup - interoperability problems as used for a
Language (SGML) application that is 180 specialized market

Standard 8879 : o
- regarded as a standard pubhshmg - over-specified format that is complex and
language of the Internet (World Wide Web) - costly to manage and preserve

- limited subset that is *user-friendly”

including increased flexibility to the

combinations of new and existing feanzre

sets

- allows for alternate ways of accessing the

Internet

Extensible Hypertext Markup Language (X-HTML} is XML based and designed
to work in conjunction with XML-based user agents. X-HTML documents can be
viewed, edited, and validated using standard XML tools. In addition, X-HTML
documents can utlkze applications, such as scripts and applets, which rely upon either the

* HTML Document Object Model or the XML Document Object Model. Furthermore, this

2 LeFurgy, PDF/A: A new digital preservation format.
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file format is widely used for web-based documents, and content developers can utilize
the XML family, with the benefits of backward and future compatibility for any and all
content. XML retains the power and flexibility of Standard Generalized Markup
Language (SGML) without its complexity. - _

- HTML is an example of a language defined in SGML, and used in electronic
document exchange, document management, and documeﬁt publishing. HTML
addressed the problem of SGML complexity by specifying a small set of structural and
sémm@ic tags suitable for authoﬁng relatively simple documents. In addition to
simplifying the document stmcmrc HTML added support for hypertext, and later
included multimedia capabilities. The rapid invention of new elements for use within
HTML has led to inoperability problems as highly specialized markets have adapted
HTML file formats. |

For image documents, PNG and TIFF are recommended as both suppost lossless
ct;mpression’ File formats that have lossy compression should be avoided, as data can be
fost when converting from the native format into the preservation format. However, ifa
lossy compression format, such as JPEG, is the native format, then the archivist should
maintain the image in this format, and migrate anci refresh as outlined in the preservation
strategy. |

Cornell Uﬁiversity Library has also developed several ﬁdditionaii
recommendations for long-term digital preservation management of image files.”® These

recommendations build upon the selection criteria and issues outlined at the beginning of

# Anne B, Kenney, Oya R. Reiger, et al., Reporf of the Digital Preservation Policy Working Group on
E’smbhskmg a Cemm! Depas:twy for Preserving Digital bmge Collectiom (Came!l University, March
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this section. File formats can vary in terms of resolution, bit-depth, colour capabilities,

support for compression, and metadata. In regard to compression, the preference is for

uncompressed files or files with lossless compression, where no information is discarded .

in the compression technique. Files in which the least significant information is averaged

or discarded are described as being lossy. In addition, other technical considerations

include enhancement or image processing, web support, and quality control. In addition,

long-term viability of images necessitates consistent capture, and that these methods of

ca;itme are well documented.

TIFF

Advarztages

- well established with w:despread use
leading to increased ubiquity

- supported by a wide range of processing
applications

- highly flexible and platform-independent
- ideal use for information exchange
between prepress applications

- de facto standard

~ lossless image

Disadvantages

- no major developments since purchased
by Adobe in 1992 (has remained dormant)
- very difficult to create a fully TIFF
compliant reader, resulting in the
appearance of TIFF sub-standards

- supports compression algorithms that are
used by proprietary, licensed, and patented
software

- compression files may be lossy

- strictly used for bitmap data, does not
contain text or vector data

- not compatible with JPEG files,
especially for prepress use

- cannot contain more than four GB of data

At the time that Cemell University Ltbrary published its rep@rt on preserving

digital image collections, no clear archival format was recommended although preference

has been given to Tagged Image File Format (TIFF) files 5.0 and 6.0.%° Since then, the

recommended imaging requirements are now the required guidelines for depositing

% Ihid.
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digital images in the Cornell University Library’s repository. Furthermore, Library and

Archives Canada has implemented TIFF as the preservation format for its image

collection.

PNG

Advantages _ Disadvantages

- open source : - does not support animation

- efficient, patent-free, lossless - not as flexible as other file formats, such
compression 7 as JPEG 2000

- support for metadata - some applications that write PNG images

are subject to lossy compression
- replacement for GIF format, and potential - not well supported by Adobe Photoshop
TIFF substitute . and Internet Explorer for Windows
- gaining support among the leading
browsers, including W3C and IETF .
- expected to be released as ISO/IEC
International Standard 15948
- allows colour profile information to be
stored within the image, enabling accurate
colour reproductions

The Portable Group Network Graphics (PNG) file format was developed to
replace the Graphics Interchange Format (GIF) and TIFF. PNG has improved ﬁpon many
of the qualities of GIF including its functionality and avoidance of incorporating licensed
compression technology in the file format. In addition, PNG provides better quality
control for accurate colour reproduction, brightness (gamma corre;:ﬁon),.and \

transparency for use in graphic design. The metadata set is simple, yet can be expanded

as necessary if more structured metadata is required in the future.



96

JPEG 2000

Advantages Disadvantages
- open specification - coding is an international standard, and
: ' can be purchased through the ISO and
ITU-T websites
- ISO/IEC Standard 15444, and ITU "~ common JPEG supports lossy
Standard T.800 compression
- most popular image for the Internct - lossless version (JPEG-LS) is rarely used
- efficient, license-free wavelet - several different version with different
_compression feature sets
‘ - JPEG-2000 includes some patented
technology

- simple mctadatﬁ support (however, blocks
of text may be added, and mapping to other
metadata standards, such as Dublin Core, is
being done)

The Joint Photographic Experts Group (JPEG) developed the common JPEG file
format in !thé late 1980s. Later the JPEG-2000 file format was infroduced asa
replacement f"or the JPEG:‘J? IF format cbmznoaiy used on the Internet. The JPEG-2000
contains patented technology énd features; however, a baseline version has been created
using li_cense— or royalty-free technology. This baseline version utilizes lossy
cbmpﬁssion. The lossy compression is more efficient than other common compressions,
but at ti-le expense of the quality of the image resulting in some visible distortion.

Support f;ar the JPEG-2000 file fcﬁnat continaég to be intermiitent, ye;t improvement has
been rz{)zef;. However, plug-ins are stil! required for most applications, such as Adobe’s
Photoshop and JASC’s Paint Shop Pre, and support remains limited with Internet
Explorer and Néiscape Navigator. Nonetheless, following the standardization of JPifiGw

2000, this may change and new versions of software applications may offer built-in

support.
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Audio/visual digital preservation management has consithed of transferring or
copying analog tapes onto a more accessible digital medium. For files that are digitally
born, and for which an analog copy does not exist, these digital files remain highly
susceptible to software and technological obsolescence. In addition, audio/visual files are

| highly complex contributing to their increased difﬁculty for long-term digital
preservation. Currently, WAV and MPEG are Vthe two recommended file formats for
preservation. Only MPEG is an ISO standa.rd, but WAYV is recommended by Electronic
‘Resource Preservation and Access Network (ERPANET). These file formats have been
developed to help minimize the risk of information loss; however, technological
monitoring for audio/visual files should be stressed as audio/video files are relatively new
for file creation at IDRC, and use of these files is increasing,.

Carl Fleischhauer, project coordinator for the Office of Strategic Initiatives of the
Library of Congress, identifies four issues relating to the preservation management of
digital audio/visual files.”’ These are “selecting the target format for reformatting,
determining the quality of the reformatted copy, shaping the information package and the
importance of metadata, and analyzing longevity in a “media-less” environment.”® In
Selecﬁng a target format, disclosure, adoption, transparency, self-documentation,
‘;ﬁdc;lity”, and sound field support are six important factors in choosing the bitstream
structure and file tyﬁe. As noted with text aﬁd image file formats, these six factors focus
on open-standard or open-specification, in_teroperability, and metadata support criteria.

Fidelity examines the file format’s support for high resolution of sound; whereas, sound

Z7 Car| Fleischhauer, “The Library of Congress Digitai Audio Preservation Prototyping Project” presented
at the Sound Savings: Preserving Audio Collections Proceedings from the Symposium,
hsttn://www.arl.orelnreserv/sound savings_proceedings/fleischhauer.html (accessed 24 August 2004).

% Tbid. :
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field support determines whether the format represents stereo or even surround sound. |

The second and third issues focus on reformatting and copying analog files to a digital

format; however, the fourth issue, longevity of file formats, has greater application as a

guideline for long-term digital preservation management strategy through the adoption of

the Open Archival Information System (OAIS) reference model. Currently, the Library

of Congress has adopted Microsoft’s WAV file format for its ability to meet the adoption,

disclosure, and fidelity tests (Macintosh users have adopted Audio Interchange File

Format to equal effect).

WAVE (AIFF for Macintosh users)

Advantages

- standard file format for use on IBM-
compatible PCs for both pro-audio and
multimedia productions

- does not compress files and there is no
loss of information

- recommended by erpaNET

MPEG

Advantages

- ISO/IEC Standard 11172

- MPEG is a popular format for DVD,
establishing widespread use

- supported by other software suppliers

Disadvantages
- AIFF is less frequently used as an

- archival formation because files are very -

large

Disadvantages
- proprietary . :

- allows for data compression

- several versions of the format are
available )

The Motion Pictures Experts Group (MPEG) developed a set of compression

standards for moving images (such as film, video, and animation). As a result, many

versions of full MPEG-1 audiovisual players are available, and are capable of _enéoding



99

and editing audio/visual files. 'inv addition, MPEG will include Scalable Video Coding
that allows for high scalability features and high compression. | At this time, an archival

 quality format does not exist; however, as the format is well established and supported, a
standardized format may be developed.

These file formats are examples that have been recommended for long-term
digital preservation of electronic images. Unlike textual documﬁnts, as discussed above,
images may utilize more comi)lex teéhﬁoiogy, resulting in a greater degree of difficulty in
rendering the various software created for specific uses of images. Audio/visual formats
consist of the both the bits that comprise the image and the header information on how to
read and interpret the file.

The number of file formats that meet both corporate and archival criteria should
be minimized, and data creation should be, whenever possible, restricted to these formats.
When selecting file formats, the selection criteria and issues, mentioned above, help to
identify the necessary standards needed to meet long-term digital preservation
management. In addition, regular monitoring of technology for changes in file formats
should also be part of the preservation strategy. The development of new standards, |
obsojescence of existing formats, and changes in'propxieiﬁrship, for example, will impact
the éhoice of a file format, or require a migration to new file format to ensure long-term
digital preservation.

After choosing the file format(s), continued monitoring should occur to detect any
errors, or loss of information over time. If the viability of the format fails, the
authenticity, reliability, and integrity of the file are questioned, and the preservation

strategy is unsuccessful. Related to viability of the format is accessibility. If the file
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format lacks interoperability with other systems and applications, the file is inaccessible,
and the preservation strategy, once again, fails. In shon, file formats “must meet the
‘requirements for both preservation of authenticity and ease of access.”™” Furthermore,
the National Archives (UK) notes that:

There is also a subtly different conflict between the need for processable

and formatted data formats, From a preservation and re-use perspective,

data must be maintained in a processable form. For the purposes of

access, however, control of the formatting may well be the most important

 criteria, and in some cases it may actually be desirable for the data not be
processable by end users. In some cases it may only be possible to

reconcile these differences by using different formats for preservation and

presentation purposes.*®

Finally, the choice of the file format should meet the needs and requirements of
IDRC.. The functional requirements of the file and the creating processes affect the
choice of a preservation format that is to be used. In addition, RIMS Division should not
overlook the costs of implementation in their decision on file formats for long-term
éag:tal preservation management.

Wlthirs the RIMS Division’s Library Archives, several formats have been
identified for textual, image, and audio/visual files. At the time of my internship, RIMS
Division accepted Adobe Portable Document Format (PDF), Microsoft Word,
PowerPoint (and slideshow), Excel, WordPerfect, text file, and rich text for textual
documents. Reports and other records that are scanned into the Library database,
BIBLIO, are kept in PDF, and those documents that are submitted electronically are

maintained in their original or native format. Graphic and web-based formats, such as

hypertext Cascading Style Sheet and HTML, are also housed in the Library Archives.

» , Brow, Digital Preservation Guidance Note 1.
Ibid
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The IMAGES database cohtains JPG files, but the Library Archives also includes images
in TIFF, PNG, and GIF. In addition to these formats, the Library server contains audio
and video files in Advanced Streaming Format (ASF) and Advanced Stream Redirector
(ASX), QuickTime (MOV), Real Media (RM), Waveform Audio (WAV), and Windows
Media Audio and Video Files (WMV and WMA, respectively).”’ Digital audio and
video files are l_éss common than textual documents and images; however, the number of
a/v files will increase quickly as more information is captured in this type of media. In
October 2004, most of the a/v files were in MP3 format, even though WAYV is considered
more appropriate for preservation and long-term management (see Chart 1). Overall, the
Library Archives holds mostly textual documents and images, with a smaller percentage
in audio and video formats. While many of these formats are proprietary, and all are
subject to technelogical obsolescence, RIMS Division will either need to look towards a
more open source format, or impleméﬁt a migration and conversion strategy, should theS(

wish to continue to access these formats over the long-term.

31 Description of the formats was current to 07 October 2004,
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Chart 1: Distribution of AV Formats

Number of Fligs

ASE  ASX MOV MPEG MP3 RM WAV WMA WMV
Format

Digital Preservation Management Architecture

'Ihé digital pmservétion management architecture is the system and processes for
managing the digital material that is submitted for long-term digital ;ﬁmsetwﬁon. The
mhitecm supports the digital collection from acquisition to storage, and finally to
diséeminétion, which includes integrated access to digital and print resources. In order to
do so, persistent and unique identifiers, a metadata registry, and a hierarchical data
storagé system or model are necessary for filing, organizing, and m’trieving digital
material, These components should be mteropera.ble and based upon standards such as
ISO 15489 {Reeords Management) and the United States Department of Defence
501523 Presently, most digital presz*rvation management architectures continue to

evolve, and new recommendations and systems are being developed.

.” o] 2 b a1ty -4 f alopue
0&ICS3~20 (see aisom.m f/c:g doe ggyﬁ@&@_agemewkzcordsfﬂ)ﬁnﬁi 1§-
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At the core of the digital preservation architecture is an established repository that
is reliéble and has sufficient storage. According to David Vernon and Oya Reiger of
Cornell University, once the storage requirements exceed five terabytes, a hierarchical
storage system should be considered.>* This approach implements a fully redundant

- storage system to manage a wide variety of workloads in a dynamic environment, which'
in addition allows for fast storage and retrieval.>* The National Library of Australia, in
addition to above, selected a hierarchal model for its ability to reflect “the complex nature
of some collection items™ in which several documents form a series or collecﬁ;)n when
combined together, as is the case for IDRC project initiatives.>® However, two
drawbacks exist for using a redundant array of inexpensive disks storage system: the
short life expectancy of three to five years, and that the cost of long-term storage can be
higher than initially expected.*® In regard to sufficient storage, this should be scalable
and flexible to meet the requirements of the preservation management architecture and
strategy. In other words, additional space should be easily added without disrupting the
database management and records already stored in the repository‘.

" Aside from the servers for iRIMS, and the BIBLIO and IMAGES databases, the
lerary A;'chives storé_s its digital information on gold-layered compact discs.”” While

CDs and other types of removable storage (¢.g., digital versatile discs [DVD], floppy

1.pdfi¢search=%22180%2015489%22) (access 19 September 2006); and United States of America
Department of Defence, Records Management Application, http:/jitc. fhu.disa. mil/recmgt__/standards html
(accessed 08 January 2005).
* David. R. Vemon, and Oya Y. Rieger, “Digital Asset Management: An Introduction to Key Issues
(Revised 2/02 - Revision 2),” Office of Information Technologies IT Architecture Initiative,
gttn //www.cit.cornell.edu/oit/Arch-Init/DigAssetMamt.pdf, p.4 (accessed 18 November 2004).

Ibid.
* Dr. Warwick Cathro and Tony Bosten, Development of a Digital Services Architecture at the National
Library of Australia, http://www.nla gov.au/nla/staffpaper/2003/cathro] .htmt (accessed 20 December
2004).
% Vernon and Rieger, “Digital Asset Management.”
37 Gold/gold layer (solid gold reflective layer and phthalocyanine-based dyes) CD-R is the most stable for
storage as the gold layer and phthalocyanine-based dyes have the least amount of chemical reaction.




104

disks, and USB drives) are commonly used, these media are not considered reliable for
archival collections.>® In a recent paper on the risks associated with use of CDs and
DVDs, Kevin Bradley of the National Library of Australia explains that these discs are
subject to failure, and thus, do not have tﬁe reliability to manage digital information over
the lolng-term.39 Failure of the discs can occur at the time of production (quality control),
or while the disc is stored or being used. Poor quality control is a result of the lack of
commercial standards in producing CDs;Vhowever, costly testing for manufacturers’
defects can help to ensure that reliable blank discs are used when information is to be -
recorded. On the other hand, environmental hazards can occur at any tir_ne, and cause
irreparable damage."o Fortunately, these risks can be minimized through proper haﬁdling
and care. Further compounding the environmentﬂ hazards and the lack of quality
contfol, CDs and DVDs, as well as other media, are vulnerable to technological

obsolescence. As Bradley argues, integrated digital mass storage systems are still

3 Other types of storage media include magnetic disks, magnetic tape, and solid-state media. Although
other institutions have or are using this media for the storage of digital information, the Library Archives’
policy is to migrate or copy corporate records onto CD and/or DVD. Consequently, the discussion is
limited to this media. See also the Canadian Conservation Institute, Modern Information Carriers and the
National Archives (UK), Digital Preservation Guidance Note 3: Care, Handling and Storage of Removable
Med;a, ttp://www.nationalarchives.gov.uk/documents/media_care.pdf (accessed 26 September 2006).

% Kevin Bradley, “Risks Associated with the Use of Recordable CDs and DVDs as Reliable Storage Media
in Archival Collections — Strategies and Alternatives”, Memory of the World Programme,
http://portal.unesco.org/ci/fr/files/22734/1157118153 1CD DVD_for UNESCOQ final 2006.pdf/CD%2B
DVD%2Bfor%2BUNESCO%2Bfinal%2B%2B2006.pdf, p.6, (accessed 26 September 2006).

3% Vernon and Reiger, “Digital Asset Management,” p.5

* Cathro and Boston, Development of a Digital Services Architecture at the National Library of Australia.
* Bradley, “Risks Associated with the Use of Recordable CDs and DVDs as Reliable Storage Media in
Archwa] Collections — Strategies and Alternatives”.

“® Similar to paper and other analogue records, CDs and DVDs are subject to decay from envuonmental
hazards such as heat, ultra-violet light, dust, and humidity, to name a few. Additional information is
available from the Canadian Conservation Institute (e.g., Modern Information Carriers) as well as various
internet sites (NIST Special Publications, Care and Handling of CDs and DVDs,
hitp://www.itl.nist. gov/div895/carefordisc/CDandD VD CareandHandlingGuide. pdfi#search=%622CD%20D
VD%20storage%20conditions%20environment%22; National Archives (UK), Digital Preservation
Guidance Note 3: Care, Handling and Storage of Removable Media) (all websites accessed 26 September
2006).
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recormmended, and when compared to expensive testing for quality controf and
obsolescence, these systems remain more affordable than CIDs a;ld other media.”’

Aside from the hardware technology used for the architecture, software for
database management is also important in managing the repository. Similar issues
regarding the choice of file format for long-term digital preservation management may
affect pmpﬁetary software. Control over the storage application “is one of the reasons
the largest data archives in the world use a consortium derived storage application that
assures access to needed software and stores data on media in a means that open source
code tools can axmt.”‘;z Like the file format guidelines, software for database
management should be open standard, and organizations such as the Digital Preservation
Coalition (DPC) are working to develop standards in this area. In the meantime, to avoid
loss of access to the database structure that is used to organize and file digital records, the
database management software should be regularly reviewed, and if necessary, migrated.

The applications used to manage, organize, and file the digital records for RIMS
Division include BIBLIO, IMAGES, and iRIMS. These databases could be considered
the primary entry point for the designated user community in accessing records. The
library catalogue and records management servers link to the delivery systems that could
refer to the document itself or a digital surrogate, via the Library Archives’ j)ersistent
identifier framework. Other entry points would include the Internet, ECHOnet (IDRC -
Intranet), and Web Content Management System (WCMS). In either case, these services
should be interoperable with other external search and retrieval processes or methods.

This means that every record stored in the repository should have its own persistent and

*! Bradley, “Risks Associated with the Use of Recordable CDs and DVDs as Reliable Storage Media in
Archival Collections,” p.6. _
* Vernon and Reiger, “Digital Asset Management,” p.5
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unigue identifier so that the database a};‘}piicaﬁen can locate, tetrieve, and disseminate the
requested record. As for websites in this regard, the persistent web address can be made
up of two components — the name of the resolver, which can be the server, and the
persistent identifier. For example, the National Library of Australia uses the following
form: http://nla.gov.aw/{persistent identifier], in which http:/nla.gov.au/nla. mus-
an7412026-s3 is the persistent web address for page 3 of the 1905 edition of the score of
Waltzing Matilda, published by Turner & Henderson,® The Library Archives also
employs a similar practice with a persistent identifier for the records in BIBLIQ. The
IDRC report on Research for Policy Influence: A History of IDRC Intent has its unique
identifier as htig:ffiéﬁnfo.iérc,cafamhivelcorpdées! 119955/History_of Intent.pdf. In this
example, the resolver is htip://idrinfo.idrc.ca/archive/corpdocs, and the persistent
identifier for the record is 119955/History_of Intent.pdf. Persistent and unique
idenﬁﬁers, therefore, ensure that every record in the collection is citable in a persistent
mannet, and that the identifier will resolve to the location of the record.

The preservation management architecture, as suggested above, must also
incorporate a means of ensuring that the records are searchable. A full-text search is
preferable in order to reduce the number of erroneous hits or retrievals presented to the
- user. Minimally, the metadata should at least be properly indexed for use by public
search engines such as Google. In addition to public search engines, the National Library
of Australia also includes federated discovery services such as Kinetica, PictureAustralia

and the Register of Australian Archives and Manuscripts (RAAM).* By using

# Cathro and Boston, Development of a Digital Services Architecture of the National Library of Australia.
“ Cathro and Boston use the word “federated” “to signify that metadata has been gathered from many
contributors to create a search service supporting stmultaneous discovety of information resources residing
in the collections of all the contributors.”
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components of the National Library of Australia’s architecture called the “Meiadata
Repository and Search System,” the Library is, therefore, able to support a number of
federated and specialized discovery séwices, allowing for increased searchability and
retrieval through several interoperable systems.**

The digital preservation architecture is determined by several factors. These
factors include the diversity of content, format types and media, storage, and cost. IDRC
rescawh outputs have diversified from the traditional paper repoﬁ to digital décuzﬁents
with images and hyperlinks. Multimedia reports have been sui)nxitted to the Library
Archives and the complexity of such records will increase in the future. Content is also
becoming more diversified through language and technological capability. x;)iic funds
projects in several developing countries, and reports are submitted in Englisﬁ, French,

. and Spanish, IDRC also accepts reports in other languages and the encoding for
accurately recognizing the bitstreams will become a preservation challenge since ASCII
is currently unable to render certain semantic symbols. To assist with preservation
management, the number of format types should be kept to a minimum, and the types
chosen for long-term preservation should be, at the very least, ubiquitous, open standard
ot open source, and viable. The fragility of media storage is another challenge, and
selection should be limited to Redundant Array of Inexpensive Disks (RAID) or Storage
Area Network (SAN )% Storage has become relatively inexpensive, and challenges arise
in determining whether information should be preserved offline, nearline, or online. In

addition, the storage capacity of the architecture should be easily increased without

* Cathro and Boston, Development of a Digital Services Architecture at the National Library of Australia.
“S RAID is also known as a redundant array of independent disks. This is a storage technique in which
disks are connected in a series of multiple hard drives to increase the capacity and integrity of data.
Storage area network is a high speed network of storage devices, connecting multiple servers.
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disrupting the current databases. Cost has remained 2 challenge in &i gital preser;ation
management since only pilot projects have been done, and extrapolation of cost is nearly
impossible. These factors, as discussed in chapter two, are challenges that need to be
addressed in the digital preservation management strategy and policy.
In addition to choosing a RAID or SAN storage architecture, the digital
preservation strategy must ensure that the digital objects are housed or stored in a trusted
- digital repository (TDR). The OAIS reference model provides some guidelines for the
proper storage, protection of authenticity, and access to the objects. This may be
accomplished at various Jevels (e.g. administrative, operational, or technical} within the
organization, or may be implemented through the adoption, or adaptation of a strategy or
system such as the Victorian Electronic Records Strategy (VERS). At the Digital
Preservation Management workshop, instructors Anne R. Kenney and Nancy Y.
McGovern stressed seven attributes for a trusted digital repository that include:*’
1. OAIS compliance
¢ The recommended means and methods for implementing the model and
ensuring that the implementation complies with the model
2. Administrative responsibility
¢ To advise on the adoption of appropriate standards, respond to the
demands of evolving standards and requirements, and document decisions

and actions as needed in support of organizational objectives

” lel Univemty, Digital Presmation Management Workshop,

tml (accessed 26 July 2003); and
RLG-OCLC wport on T‘msred i)igimf Re;oosttones At:rzéutes and Responwbdi{ies, available at

: sacy/l posit df (accessed 25 January 2007). The description of the
seveﬁ s;%&’ibutes has also been atmdged from both websites. For a full description of each of the attributes,
please see the sbove links.
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3. Organizational viability
» Defining feasibie tcchnicai requirements (transfer protocols and
specifications) for depositor agreements, and advising on and providing
text to address the technical aspects of policies; procedures, and practices
4. Financial sustainability
s To provide sound recommendations on the technical infrastructure to
support the program, the cycle of replacement for hardware software, the
appropriate technical solutions for preservation strategies, and supporting
technologies for archival storage with associated cost information for
these aspects
5. ‘Technological and procedural suitability
+ To develop plans that will meet eéch requirement for the infrastructure or
the necessary preservation strategies, and to ensure that the plans are
executed successfully and fully with complete documentation and in
compliance with established policies and standards, including the
organization’s responsibility to actively seek and evaluate appropriate
preservation solutions and provide the means to implement them
6. System security
* Requires technical solutions, ongoing upgrades and enhancements, and
means for auditing processes |
7. Procedural accountability
s To respond to ongoing managerial needs, fo anticipate those needs when

possible, and to develop mechanisms for automatically generating and
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capturing the necessary documentation. In some cases, compliance will

require direct technical input and documentation.

Implicit within the seven attributes above are several features that support the

search, retrieval, and management of authentic and reliable digital objects. While some

of these features appear to be redundant within the TDR, as well as within this chapter,

they are important in ensuring the success of the digital preservation strategy. Overall, a

well-designed preservation infrastructure should have:

A persistent and unique identifier for every digital object

Sufficient metadata for search, retrieval and preservation

Formats and quality levels'that facilitate long term preservation

Policies and procedures for compliance with standards and legislation (e.g.,
ISO 15489-1, CGSB “Electronic Records as Evidence”, Library and Archives
Act)

Good technical support

Financial and human resources that are committed to long-term digital
preservation management

Scalable and flexible metadata and storage repositories

Quality control and assurance checks to validate digital objects and to check

for error or corruption in data.

RIMS Division is in the beginning stages of developing its digital preservation

architecture. Marjorie Whalen, in partnership with Terry Gavin, Director of
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Infrastructure Support Unit in the Information and Technology Management Division,
has developed a five-year plan thﬁt outlines the information management and technology
requirements for the centre. In the Operational Plan, they note that the “choices made
with respect to IT, in terms of resources, components, and sustainability, have an impact
on the Corporate Information System [in which...] there are comparatively long-term
implications for the centre’s technology directions and the integration of new or enhanced
technologies.”™® Consequently, RIMS Division and ITMD have identified a number of
factors that need to be considered, including, but not limited to, the diverse requirements
of the head office and regional offices with varying information technology capacities,
fiscal :equasibiiity and risk management to ensure that new technologies and the
information created are adequately managed and accessible, and staff capacity to absorb
the challenges and partake in the training related to changes in technology. The
operational policy is driven by the needs of the users and of the institution ~ two of the
three requirements for a digital preservation architecture, as described by William
LeFurgy, earlier in this chapter. Furthermore, the policy defines the stakeholders and sets
out their levels of responsibility and commitment, in addition to identifying the digital
records, objects or assets that are to be captured and maintained within a trusted digital
repository. In other words, this policy is a foundation document for IDRC to capture and
preserve the records according to organizational, legal, and operational values. These
requirements, albeit simple in nature, provide the backbone fora tmstzd digital repository

and the architecture needed to create a digital preservation strategy.

** International Development Research Centre, Operational Plan—iM & IT, Chapter 10: IT and IM
management Draft 4 (07 September Z004), p. 5.
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Metadata Schemas

Metadata, literally “data about data,” has several meanings for information
management professionals responsible for the creation, description, maﬁagement, and
preservation of digital objects.*® As a result, librarians, records managers, and archivists
understand this term differently, and apply the definition in various ways. In other
words, metadata is defined according to the context in which it is uséd. In coming
together to use metadata in a consistent manner, working groups and consortiums are
developing more concise definitions for the application of metadata. Most éeﬁnitions
include the functionality required to ensure the renderability, understandability, and
viability of information.

Within the archival environment, preservation metadata has become more than
just a catalogue or index to digital objects; it is a statement of the information needed to
support the digital preservation process.’® More specifically, preservation metadata
mékes reference to each digital object and provides the associated administrative,
descriptive, technical, and use information needed to render (or muke readable) the digital
bbjcct; provide the necessary contextual information to understand the content
information, manage the digital object to ensure its authenticity, reliability and integrity,
and to administer any access and use conditions,®! Additionally, digital objects are
technology-dependent and highly mutable (easily altered and subject to environmental
decay), and hence, preservation metadata covers a range of information used for resource

dismven'r, retrieval, and relationship mapping between the object and other collections.

Q Susan S. Lazinger, Digital Preservation and Metadata: Htstmy, Theory, Practice (Libraries Unlimited,
Engelwood CO, 2001). .

3 PREMIS, Data Dictionary for Preservation Metadata, p. ix.

o Lazinger, Digital Preservation and Metadata.
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In regard to use conditions, intellectual property rights management helps to ensure
sufficient rights for digital preservation activities. In other words, metadata helps to
organize, manage, and maintain digital information so that the information may be
retrieved and used. Accordingly, preservation metadata can be expressed as the
recommended set of eleménts that provides the meaning, context, and structure of a
digital iject and its attributes.>

Overall metadata encompasses the technical, contextual, and administrative
attributes of each digital object managed and stored in a trusted digital repository. This
information plays a key role in finding, managing, controlling, and understanding each
object, and from an archival perspective, metadata also provides information on the
document’s provenance, or thé relationship of the document to its creator, crqating
institution, and creating processes, including other contextual documentation. From the
archival perspective, the metadata function is to ensure the authenticity, integrity, and
reliability of the record. And more specifically, preservation metadata has particular
importance as it allows for the “re-creation and interpretation of the structure and content

of digital data over time.”*

This assists in recovering files created on obsolete systems,
which then can be rendered by current computer systems. Hence, metadata is important

for the preservation and access of digital information.

*2 For more definitions on preservation metadata, see also National Library of Australia,
http://www.nla.gov.au/preserve/pmeta.html; Anne Gilliland- Swetland, Setfing the Stage, .
http://www.slis kent.edu/~mzeng/metadata/Gilland pdf: Rebecca Guenther, “PREMIS — Preservation
Metadata Implementation Strategies Update 2: Core Elements for Metadata to Support Digital
Preservation”, RLG DigiNews, vol. §, no. 6 (15 December 2004),

http://www.rlg.org/en/page.php?Page ID=20492& Printable=1& Article ID=1693; and PREMIS (all sites
accessed 24 March 2006, except PREMIS, accessed 25 May 2005).

53 Traugott Koch, “Metadata topics”, DELOS brainstorming (Jaun les Pins 2005-12-05),
http://www.ukoln.ac.uk/ukoln/staff/t. koch/pres/Brainst200512-MDec.htmnl (accessed 26 September 2006).
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With increasing research and development into metadata, standards have now
become essential tools for managing not only digital information, but also the metadata
céemenis themselves. One example is the Metadata Encoding and Transmission SMM
(METS), a standard for encoding descriptive, administrative, and structural metadata
through standardized profiles to provide sufficient detail for creating and processing
- metadata documents. Metadata standards and schemas are improving the interoperability
and collaboration of information between organizations, while providing a consistent
approach to describing information, and supporting the life-cycle management of digital
objects. Consequently, pmsm#ﬁon metadata plays a central or key role in tile digital
preservation strategy.

While scvm*él different metadata standards exist, Michael Day of UKOLN (UK
Office for Library Networking) proposes a metadata regiétxy—based approach to help in
producing metadata standards and increase interoperability between schemas for long-
term digital preservation.®® Day argues that such a registry would functien as an
authoritative source for terms and vocabulary, in which the registry would populate the
metadata required in a trusted digital repository, while also exchanging metadata with
other archival and library repositories when information packages are exported.
Conversely, the existence of multiple metadata for digital objects will require qualitative
decisions to determine the authoritative metadata, ;{'his challenge can be minimized
through the use of uniéne identifiers so that propér metadata can be identified and
combined with other schemas. Another approach suggests storing the metadatain a

database that links the metadata to the digital object. In this case, digital objects are

* Michasl Day, Integrating Metadata Schema Registries with Digital Preservation Systems to Support
Interoperability: a Praposal, hitp//www siderean.com/dc2003/101_paper38.pdf (accessed 20 June 2004).
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linked to the database that contains the same metadata, Therefore, that metédata is
recorded once, reducing the resources required for storing the same metadata in multiple
copies and/or places. Another metadata schema pmpéses that the metadata be embedded
or wrapped with the digital object. The metadata and the digital object are combined, md
constitute a single information package. In some instances, institutions have combined
these initiatives in which some metadata is autematicélly generated and embedded with
the digital object, some metadata is stored in a database With. links to the digital object,
and some metadata is entered into a registry for increased interoperability between
schemas. |

The Dublin Core Metadata Izﬁtiaii?e (DCMI) began in 1995 in order to develop

standards for information reseurcés. Since then the scope of the DCMI has expanded to
“dcveioging metadata étanda.tds for discovery across domains, defining frameworks for
the interoperation of metﬁdai:a sets, and facilitaféng the development of community- or
disciplinary- specific metadata that are consistent lwith [metadata discovery and metadata
frameworks].™® As such the DCMI has been active in the development and maintenance
of standards, tools, services and inﬁ:‘astructufe to support the management of the DCMI
metadata registry, and education outreach for other metadata communities.® The Dublin
Core metadata is not intended to replace other metadata échemas, but instead to be
interoperable with other standards using the éame resource description or semantics.
Hence, the Dublin Core has been described as a “generic standard” that can be easily

adapted to fit more complex metadata schemes.” The following element set promotes
p

2 Dubslin Core Metadata Initiative (DCMT), http://dublincore org/about/ (accessed 07 January 2005},
Thid.

7 Dublin Core Metadata Initiative, Information and documentation ~ The Dublin Core metadata element

set (ISO Draft Paper, 26 February 2003), http://www.niso.org/international/SC4/n515.pdf (accessed 06
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global interoperability through a suggested controlled vocabulary and conventions
intended for syntactic specification of elements for ease of encoding schemes. These

elements have been approved as an ISO Standard 15836.

The Dublin Core element set consists of 15 elements:

Contributor: An entity responsible for Publisher: An entity responsibie for
making contributions to the content of the  making the resource available
resource

Coverage: The extent or scope of the Relation: A reference to a related resource
content of the resource

Creator: An entity primarily responsible Rights: Information about rights held in
for making the content of the resource and over the resource

Date: A date of an event in the lifecycle of  Source: A reference to a resource from
the resource which the present resource is derived
Description: An account nf the content of  Subject: A topic of the content of the

the resource . resource

Format: The physxcal or digital Title: A name given to the resource

manifestation of the resource .
Identifier: An unambiguous reference to Type: The nature or genre of the content of
the resource within a give context the resource
Language: A language of the intellectual
content of the resource

The Open Archival Information System (OAIS) is a functional high-level model
for managing and yielding the archival information package (AIP) into an understandable
form.® The AIP contains content mfonnatlon and its associated preservatlon description
mfonnatsen (PI}X} The latter information is one of four distinct mfmnamn objects

{content mfcrmatzon, preservatioﬁ dascnpﬁ(}n information, packaging information, and

descriptive information), and is responsible for supporting the Iong-ferm reteﬁtion of the

January 2005), and Day, Jutegraring Metadata Schema Registries, p. 3. The Dublin Core Metadata
Initiative views the simplicity of its metadata set as both a strength and weakness. While the metadata set
does not have the capability for supporting semantic and functional richness of more complex schemes, the
metadata set does lower the cost of creating metadata and promotes interoperability.

3 Consultative Committee for Space Data Systems, Reference Model for an Open Archival Information
System (GAIS), {see also chapter 1 for more detail on the OAIS reference model).



117

content information. In addition, the PDI functions to document the OAIS preservation
process. This metadata framework identifies four requisite categories — reference,
context, provenance, and fixity, Within the OAIS reference model, the preservation
metadata schema, as well as the other information ebjwts, emphasizes a conceptual or
theoretical approach, rather than a well-defined element set such as the Dublin Core.
Preservation description information records the “identity, relationships, history
-and integrity of the archived Content Data Object [or the bitstreams].” This metadata
forms the infrastructure that supports the processes associated with digital preservation
management. In the OAIS model, the reference information, éontext information,
provenance information, and fixity information are consistent with a comprehensive and
structured approach to long-term digital preservation. Reference information identifies
“and describes the mechanisms and unique or persistent identifiers for the content -
information, as described in the digital preservation management architecture, The
context information documents the relationship of the content information fo its
environment, including the purpose of the content information, and its relationship to
other content information objects. Provenance infoMion encompasses the history of
the content information, its creator, creating institution, the chain of custody and control,
and any changes that may have occurred during its lifecycle. Fixity information
authenticates the content information by providing the proper mechanisms and keys to

ensure that changes occur in a documented manner, These categories, therefore, maintain

* OCLC/RLG Working Group on Preservation Metadata, Preservation Metadata and the OAIS
Information Mz}del A Mezz:data meework fo Suppart :he Presemaﬂon of Digital Objects (Dublin, Chio,
df, p. 28 (emphasis in original)

(accessed 07 Ianuary 2005) '
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the viability, renderability, and understandability of digital resources for a long period of
time.** |

An example of an QOAIS compliant metadata schema is PREMIS (Preservation
Metadata: Implementation Strategies), which was developed by an expert working group
that convened “to consider the types of information falling within the scope of
preservation metadata... [that included] a cémptehensive metadata framework describing
the information necessary to carry out, document, and evaluate digital preservation
processes.” The implementaﬁfm of this metadata framework is based upon the
“synthesis of four existing preservation metadata schemes, developed by the(CHRL
Exemplars in I)igital Archives project (CEDARS), the National Library of Australia
(NLA), the Networked European Deposit Library (NEDLIB), and the Online Computer
Library Center, Inc. (OCLC),‘ respectively.”® The objectives of this group include the
creation of core preservation metadata elements with broad applicability, a data
dictionary for standardized terms, analysis of alternative metadata strategies and their
interoperability, the development of best practices, and the promotion for the
collaboration of cooperative sharing of information on preservation metadata.®

- The Records Continuum Rcsearch Group (RCRG), located at Monash University

(Australia), is working towards the dev«.?lopmcut of a metadata standard, The SPIRT
{Strategic Partnerships with Industry — Research & Training) Recordkeeping Metadata
project “aims to comprehensively specify and codify recordkeeping metadata in ways

that enable it to be fully understood and deployed both within and beyond the records and

® Ibid., p.1,

¢! PREMIS, http.//www.ocle.org/research/projects/pmwe/ (accessed 08 January 2005).

& OCLC/RLG Working Group on Preservation Metadata, Preservation Metaduta and the OAIS
Information Model, p.3.

5 PREMIS, http://www.ocle.org/research/projects/pmwg/.
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archives profession.”® In other words, metadata should, similar to the OAIS @odel,
provide the intellectual control that enables accessibility to reliable, authentic, and
meaningful records over time. In order to do so, the metadata needs to be identified,
caiegorized, and presented in a formal, standardized manner that supports proper
recordkeeping practices from the point of creation to the end of the record’s lifecycle.
Additionally, the RCRG stressed the development of compatible and interoperable
metadata schemas to effectively manage records in a distributed network and the broader
metadata community.

The Austalian Recordkeeping Metadata Schema (RKMS) is the standardized set
of structured recordkeeping metadata elemm and the framework for developing and
specifying the standard, which also includes the way in which mapping metadata sets
have established interoperability for semi-automated translation between schemas.”® In
conforming to the ISO 9000 specifications, the metadata schema consisted of various
layers, each with their own types of information.*® The handle layer contains the record
identification metadata and the content discovery metadata. These layers function to
identify and make accessible the record. In the identification metadata, the “Transaction-
Domain«ldenﬁﬁer;’ and “Transaction-Instance-Identifier” document the information
relating to the type of product or service that emanated the record, including the creating
organizational unit, and the time and datez of creation, as well as providing a unique

identifier. The terms and conditions layer includes metadata relating to restrictions -

5 Monash University Records Continuum Research Group, Recordkeeping Metadata Project,
hitp:/fwww.sims monash edu. aw/research/terg/research/spirt/about html {accessed 30 November 20043,
% Monash Umvcrsxty Records Contmﬂslm Rese&rch Gmu;s Recor:ikeeping Meiadata Profect,

ry:f vnash.edu. a/reses Are es. htmn] (accessed 30 Novenber

2004)
% Sue McKemmish and Wendy Duff, Metadata and ISO 9000 Compliance,

hiip://www sims monash edu awresearch/rerg/publications/smekduff html (accessed 30 November 2004).
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status, access conditions, user conditions, and disposition (retention) requirements.
Metadata relating to the operational system, software applications, and hardware
dependencies provides the nécessary information to rezzdef or make understandable the
electronic record. This metadata interprets the bitstreams into human-readable symbols.
Additional metadata is required for the structure or form of the record. For an electronic
document, the structure is controlled by software functionality, and may help guard
against loss of information as records are migrated. In other words, this metadata helps
to preserve thé “look-and-feel” of the record. The contextual layer “provides information
about the transaction that created the record including the product or service that the
record documents.”®” This layer of metadata identifies the policies and procedures
. controiling the product/service, and the relationship of the record to the product involved,
thereby allowing for transparent business practices. Content and use history refer to the
content of the record and to an audit trail of information relating to the use of the record.
The use history layer contains document control metadata, similar to the fixity
information of the OAIS model. The RKMS are designed to identify the metadata -
necessary for the preservation and accessibility of reliable, authentic, and meaningful

In October 2000, RIMS Division c(_;mmissioncd XIST Information Services and
Technology, Inc. to develop a metadata user’s guide for RIMS Division.*®® This guide
recommends the adaptation of the fifteen elements outlined in the Dublin Core Metadata
Initiative, as well as adding an additional five elements that are IDRC specific. Each

element is given a name and an identifier, in which the identifier is used to identify the

o
Ihid,

* Tim Wayne, International Development Research Centre Meta Data User’s Guide (XIST Information

Services & Technology, Inc., October 2000),
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specific metadata represented in the content. An example is <META NAME=*DC.Title”

CONTENT="IDRC Homepage™>, in which the metadata element content is “IDRC

Homepage”™ and is identified as a Dublin Core title element. Modifications to the Dublin

Core element set include:

¢  The addition of:

O

Development Activity Title — title of the development activity as
assigned by the agency responsible [Identifier:
CEFDA.ActivityTitle]

Development Activity ID — unique identifier assigned by the
agency responsible for the development activity {Identifier:
CEFDA. ActivityID]

IDRC web publisher — person or erganization responsible for
making the [resource] publicly available [Identifier: idrc.publisher]
Date of first IDRC availability — date the [resource] was first
made publicly accessible by IDRC [Identifier: idrc.datepublished]
Subject: Keyword m(a short list of keyword or keyphrases that
describe the [resource] [Identifier: DC.Subject]
Coverage.Geographic — country and/or region on which the
content of the [resource] is focused [Identifier:

DC.Coverage.Spatial]

e  The division of

o)

Dublin Core element DATE into:
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= Date Available — date content was first made public
[Identifier: DC.Date.Available]

» Date Valid - date content is valid [Identifier:
DC.Date.Valid]

"~ © Dublin Core element RIGHTS into;

® Use contstraints: Intellectual Property Rights -
information about Intellectual Property rights held in and
over the {resource] [Identifier: DC.Rights]

» Use coﬁstmints: (}ther — Information about other (non
intellectual property) constraints on the use of the content

. [Identifier: DC.Rights] | |

s  Dublin Core TYPE is renamed Resource Type [Identifier: DC.Type]

While RIMS Division has implemented a modified Dublin Core metadata set for
the cataloguning, indexing, search, and retrieval, they have yet to implement a preservation
metadata framework. ‘An QAIS compliant strategy is recommended, and includes core
elements that document the context and history (ﬁrovenance), fixity information relating
to security and access, as well as establishing an audit trail of changes such as checksum
data, and reference information that contains information relating to software and |
hardware technology. Metadata regarding the migration of files and the refreshment of
media should include the date and time when the content information was migrated or
reﬁ‘eshéd, and the identification of the system or person responsibie for the migration and

refreshment cycles. Paul Wheatley of the University of Leeds suggests that this type of
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change metadata should be a core element in any schema.® The file format for the
metadata schema sheéld be open source such as UNICODE, ASCII, or XML. Metadata
Encoding and Transmission Standﬁ (METS) is one such example of an XML document
format and metadata schema.’”® In some cases, the metadata may be better retained in a
registry as Michael Day notes, or may be saved in a database with links to the content
information. Finally, most of thr.; metadata is automatically generated; however, some

elements of the core metadata will need to be manually entered.

Final Report Post-Evaluation

When I presented my final report to Denys Vermette (Vice-President of
Resources), Matjorie Whalen and RIMS Division staff, and others from various IDRC
program areas, I struggled with the complexity of the digital preservation challenges
faced by the centre, Since then, my understanding of the broader issues has improved,
and I am better able to apply tcchniéal solutions to the user and organizational needs.
Consequently, I more fully grasp the “bigger picture” in which digital preservation lies,
As I reflect on my presentation and final report, brief indications of a more o |
comprehensive strategy exist in these documents, but it is not until now that [ have
become cognizant of the relatie,ﬁship of the digital preservation strategy to corporate
policy. 7

Both the presentation and final report mention policy development, identification

of key stakeholders, and legal and operational recordkeeping requirements to support a

% pay} Wheatley, Jnstirurional Repositories in the context of Digital Preservation (Digital Preservation

Coalition, March 2004), hip://www. ling, s/DPCTWword. pdf {accessed 09 November
2004),
™ Metadata Encoding and Transmission Standard (METS), hitp:/fwww.loc.gov/standards/mets/ (accessed

08 January 2005).
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digital preservation strategy. These are important; however, the rationale as 1o why
policies, key stakeholders, and recordkeeping requirements were necessary was absent.
Simply put, policies provide the mandate to implement and enforce the digital
preservation strategy. Key stakeholders champion the digital strategy by authorizing the
policies and putting them into effect. And finally, the legal and operational
recordkeeping requirements justify the need for a digital preservation strategy. Even
though these are crucial to the success of the digital preservation strategy, the end-users
can have a stronger influence over the digital preservation strategy than other
stakeholders, or operational requirements — an important point for IDRC as they are
strongly research-based, and have regional offices with varying degrees of technological
complexity.

While the organizational culture of IDRC plays an important role in developing
and implementing a digital preservation strategy, the strategy remains strongly affected
by the technology used to create the digital objects. A sound digital preservation strategy
incorporates the regular practice of reviewing, monitoring, and modifying guidelines and
best practices as new inférmation and technology become available. As mentioned
throughout this thesis, digital information and the software and hardware used to create it
are subject to rapid technological obsolescence. In order to keep digital objects viable,
technology needs to be monitored so that the digital objects can be managed over the
long-term, which is beyond the lifespan of the technology used to create the object, As
one author so perceptively noted, there are: “three things in life that are certain — death,

taxes, and that your hard drive will fail {and become obsolete].””' At the minimum, best

" Arthur, “The End of History”.
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ﬁmticﬁ in digital preservation management will at least minimize the calamity of the
failing hard drive!

IDRC continues to be proactive in its approach to the long-term preservation and
management of its digital records, and this critical success factor, which inctudeg support
from senior management, will increase the likelihood of RIMS Division’s success in
implementing a digital preservation strategy. The centre’s emphasis on the importance of
research and collaboration will also help RIMS Division to address organizational needs
more effectively as it works toward full implementation the digital preservation strategy.
The emphasis on cellaboration has helped me grasp the unique challenges related to

digital preservation, and merits further discussion in the next chapter.
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CONCLUSION

In this short concluding chapter, the importance of research and collaboration is
presented as part of the development of the digital preservation strategy that was
recommended for IDRC. At Comell University’s Digital Preservation Management
Workshop and during the facilitated discussion of NRC-CISTD’s Digital Archiving
Research Framework (DARF), two themes were taught and/or evolved out of these
| events. The first theme is the necessity for wsgamh’ in order to umkderstand the challenges
of digital preservation. The second theme is the value of collaboration within an
institution as well as with external organizations and individuals to address long-term the
management and preservation of digital objects. As RIMS Division implements and
sustains its digital preservation strategy, it will find that research and collaboration will
provi&e the tools to maintain the long-term viability of its digitai corporate memory.

Margaret Hedstrom notes that “there is a dark side to the rapid growth in digital
information. The technologies, strategies, methodologies, and resources needed to
manage digital information in the long term have not kept pace with innovations in the
creation and capture of digital information.™! Teéhneiegicai obsolescence and the
increasing growth of digital collections in libraries and archives are outpacing our ability
to bring the necessary human and financial resources to manage and preserve them. Thus
digital archiving research initiatives, such as those identified in this thesis, are often

collaborative partnerships among archival and library organizations, computer sciences,

' Margaret Hedstrom, It’s About Time: Research Challenges in Digital Archiving and Long-term
Preservation, Final Report, Workshop on Research Challenges in Digital Archiving and lLong-term
Preservation, April 12-13, 2002 (Angust 2003), hitp://wwiw digitalpreservation.goy/about/NSF.pdf
(evcessed 04 January 2007), p.vii.
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and information sciences can be developed.? The QAIS reference model is a good
example of scientific, technical and social organizations coming together to coil_aborate
on digital archiving problems.

Cornell University’s 2004 Digital Preservation Management werkshob also
emphasized the importance of collaboration during the sessiog on the five organizational
stages of digital ;:amséwation.s The two latter stages stressed the need fm; partnerships
within the organization and with external partners. Stage four, Institutionalize, focuses
on incorporating support on an organizatinﬁmwide basis. For example, information
management and information technology divisions may form an inter-institutional
comn:ziiteé on digital preservation management. As the organization moves toward
greater cbllabcratien with other organizaﬁons, institutions, and/or individuals, the
organization then enters into stage five, Extemahze This last stage is characterized by
fcfmal and informal arrangements with otheﬁ outside the institution. The institution may
either be the “leaﬁ” ora “participﬁn‘t” in these partnerships. The research consultation
hosted by NRC-CISTI also stressed the importar;ée of collaborative approaches to digital
archives research.! Although the recommendations fromtihc consultation aligned more
with stage five of the Digital Preservation Management workshop organizational stages,
1th need for research and collaboration in developing a digital preservation strategy was

considered a priority by CISTI’s Advisory Board in meeting the first goal outlined in

2 hid.

# Cornell University, Digital Preservation Management Workshop, 19-23 July 2004,

4 National Research Councit Canada - Canada Institution for Scientific and Technical Information (NRC-
CISTT), “Digital Archives Research: Recommendations of the Digital Archives Research Framework
Consultation of September 27" 2004, Ottawa ON” (final report, 22 June 2005), hitp;/cisti-icist.ore-

enre e co/darf-ran/darf-ran-eng pdf (accessed 035 January 2007).
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their 2005-2010 Strategic Plan.” Following my participation in the research consultation,
I submitted a summary report to RIMS Division, which recognized that:
6. [The] IDRC model for digital preservation should encompass the ability and
flexibility [...] [t]o collaborate and network with other institutions

7. CISTI is in the process of developing a d;g@l archiving research framework,
and future collaboration with this organization will benefit IDRC in its
development of a long-term preservation managerent strategy.®

Within IDRC, RIMS Division works with other divisions to provide access to

IDRC reports and projects for staff, research recipients, and the gene@ public. In
addition, RIMS Division has th_e primary responsibility for the permanent preservatiqn of
non-digital and digital information. This means that RIMS Division should i:entinﬁe 10

| develop supportive partnerships with IDRC information technology (IT) staff. -During
my internship, I had the opportunity to develop several collaborative relationships with
IT staff, and thus gain a better understanding of the technical aspe:cts of digital
information and technology. I also networked with others in the archival, library, and
information management fields. The collaboration enabled me to have a fuller
understanding of long-term digital g}teservatinn management, and to provide informed
recommendations to RIMS Division.

Nestled within research and collabora'tiazz is an understanding of information

technology. Adam Jansen, Digital Archivist at the Washington State Digital Archives,

provides the following advice for archivists: “If you don’t know it, learn it” and “Speak

? Ibid., 2. Introduction, 2.1 Context.
$ International Development Research Centre, RIMS Division, “TRIP REPORT, CISTI Digital Archive
Research Framework Consultation” (28 September 2004},
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geek.”” Part of understanding the digital preservation challenge means understanding the
technology that is used to create records. This includes grasping the terminology, and
being able to apply it within an archival environment. At IDRC, I began to learn about
and gain experience in the information technology environment.

Others in the information management and technology fields are also discovering
the need to communicate better with each other on the challenges facing digital
preservation. A March 2006 thread on the E-RECS list serve illustrates the impact df
information technology on the responsibilities of today’s information management
professional (see posting below). This discussion showed how records managers and
archivists are broadening their knowledge base to communicate more effectively with
their information technology counterparts. Colman Murphy of DocuShare (Xerox)
posted the following message:

Which do YOU feel is happening more in your environment?

A) The IT department is ré-assigning their resources to learn more about Records
Management, so they can do a better of job of supporting RM/ERM initiatives

B) RM professionals are taking the time to learn more about the technologies and
applications that will impact their ability to do their jobs in the months and years
ahead.

This may sound like a philosophical question, but it immediately impacts the
kinds of educational materials we will develop to support our RM software sales.

1 appreciate any and all feedback.

Regards,
Colman Murphy
DocuShare Product Manager®

7 Adam Jansen, “Digital Preservation in the 20® Century” presentation given at the 2005 Government of

Alberta Managing Information Assets in the Public Sector {18 October 2005).

% Colman Murphy, “is IT Leaming about RM, or is RM Learning about IT??” 28 March 2006 posting on

the E-RECS list serve, Available in the E-RECS Archives at hitp;/listserv.albany.edu:8080/cpi-
bin‘wa?A 1~ind06& L ~erecs-1#98 {(accessed 05 November 2006).
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Murphy received nine responses that ans;wez'ed his question directly, and one that |
dealt with the overall strategic direction of electronic rmérds management. Of the nine
responses, one person answered that his IT department is re-assigning :esom to leamn
more about records maﬁage:mem (RM); five people indicated that records managers
ought to learn more abouti‘!‘; and three responded that the resources in their institutions
were equally split between IT and RM. Bemard Chester, Principal of IMERGE
Consulting, Pacific Northwest Office, was one of two respondents who commented: “I'd
say that the predominance is RM learning about IT. I think it is understandable —
everyone has a PC on their desktop and one at home, but how many of us get exposed to
records management in schoo} or in normal course of business?” Larry Medina’s
respanse to Murphy’s questmn sup;mrts thig view: “IT is finding a need to understand
hew RIM [Records and Infomamn Management] works and how busmess uses the
information [....] and RM needs to be aware of the policies and practices being applied to
data storage to ensure proper retention is being achieved” as well as learning about
automated taxonomy and classification,'" While it appears that records managers and
archivists are lear:ning more about information technology, it als§ seems that information
technologists are learning about records management and archives. My internship
experience supports this observation, as both information managers and information

technologists I encountered agreed that “if you don’t know, leam it.”

? Bernard Chester to Colman Murphy, “Re: Is IT leaming about RM, or is RM learning about IT??” posted
March 28 2906 on the E«RECS !mt serve. The archwc of this email is available in the E-RECS Archive at
albs B A2=ind06& 1 =erecs-1&H=1&P=20521 (accessed 05 November

" Larry Medina to Colman Murphy, “Re: Is IT learning about RM, or is RM learning about IT??” posted
March 30, 2006 on the E-RECS list serve. The archive of this email is available in the E-RECS Archive at
http://listserv.albany.edu: 8080 /cpi- miwa‘?ﬁZ‘meG&Lmsrecs»i&H“ 1&P=22389 (accessed 05 November
2006).
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