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Abstract

Bilinear pairings are being used in ingenious ways to solve various protocol problems.
Much research has been done on improving the efficiency of pairing computations. This
thesis gives an introduction to the Tate pairing and some variants including the ate pair-
ing, Vercauteren’s pairing, and the R-ate pairing. We describe the Barreto-Naehrig (BN)
family of pairing-friendly curves, and analyze three different coordinates systems (affine,
projective, and jacobian) for implementing the R-ate pairing. Finally, we examine some
recent work for speeding the pairing computation and provide improved estimates of the
pairing costs on a particular BN curve.
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Chapter 1

Introduction

Since 2000, non-degenerate bilinear pairings have been used in ingenious ways to solve
various protocol problems that do not have efficient solutions using conventional cryp-
tographic techniques. Among these protocols are identity-based encryption, aggregate
signature schemes, and attribute-based encryption.

The desired pairings are derived from the classic Weil and Tate pairings defined on the
rational points on low-embedding degree elliptic curves defined over finite fields. In the
past 10 years, several families of low-embedding degree elliptic curves have been discovered.
Moreover, there have been many proposal for faster pairings, including the ate pairing, the
eta paring, the R-ate pairing, and Vercauteren’s pairing. At present, it appears that the
fastest pairing that meets the 128-bit security level is Vercauteren’s pairing on Barreto-
Naehrig (BN) elliptic curves.

The purpose of this thesis is to give a complete description of the mathematics re-
quired to understand Vercauteren’s pairing, and the numerous optimizations available for
accelerating the pairing on BN curves.

The remainder of this thesis is organized as follows. In Chapter [2 we provide some
elementary background on elliptic curves, define the classic Tate pairing and describe
Miller’s basic algorithm for computing it. Finally, we present two fundamental pairing-
based cryptographic protocols, namely the Boneh-Lynn-Shacham short signature scheme
and the Boneh-Franklin identity-based encryption scheme.

In Chapter [3| we outline Vercauteren’s general construction for optimal pairings, and
then describe the ate pairing, the R-ate pairing, and Vercauteren’s optimal pairing. We
also note that the R-ate pairing is not derivable from Vercauteren’s general framework.

In Chapter 4}, we present the BN family of elliptic curves, define their sextic twists, and
outline a method for efficiently constructing BN curves.



In Chapter 5] we give a detailed algorithm for computing the R-ate pairing on a
specially-chosen BN curve. We describe techniques for efficiently performing field arith-
metic in the extension fields Fj2, Fs and Fji2, and for the Miller loop and final exponen-
tiation. We give a careful estimate of the number of F,, arithmetic operations needed for
the pairing computation.

The purpose of Chapter[6]is to evaluate several recent papers that presented techniques
for purportedly speeding up the pairing computation. In particular, we examine a WAIFI
2010 paper and an AFRICACRYPT 2010 paper by Costello, Boyd, Nieto and Wong on
delaying full field multiplications, a PKC 2010 paper by Costello, Lange and Naehrig that
presented new formulas using ordinary projective coordinates for the doubling operation
in the Miller loop, and a Pairing 2010 paper by Lauter, Montogmery and Naehrig that
uses affine coordinates instead of projective coordinates. All these papers used very crude
methods to estimate the advantages of their new methods. We provide much more careful
estimates of the new methods, and as a result conclude that only the new formulas by
Costello, Lange and Naehrig offer speed ups over the previous methods for single pairing
computation.



Chapter 2

Mathematical Background

2.1 Elliptic Curves

We begin by summarizing some essential properties of elliptic curves that will be needed in
this thesis. A standard reference for this background material is Washington’s book [31].

Definition 2.1.1 An elliptic curve E over a field F is defined by an equation
E:y* + azy + a3y = 2° + aox® + aux + ag (2.1)

where a1, as, a3, ay, a6 € F and A # 0, and where A\ is the discriminant of E and is defined

as follows:
N = —d3dg — 8 — 27dj + 9dad,ds

d2 = CL% -+ 4&2
d4 = 2@4 + aqas
dG = CL% + 4&6
dg = a%aﬁ + daqag — ajasas + agag — ai.

If F" is any extension of F, then the set of F'-rational points on E is
EF) ={(z,y) € F xF : y* + ayzy + azy = 2° + asa® + ayx + a} U {0}

where oo is the point at infinity. In particular, the set of all points on E is E(F), where F

is the algebraic closure of F; we will often denote E(F) by E itself.



The field F can be the rational numbers Q, the real numbers R, the complex numbers
C, etc. In this thesis, we mainly consider F to be a finite field F,» with prime p and k > 1.
Equation (2.1 is called the generalized Weierstrass equation. If the characteristic of the
field is not 2, then we can complete the square on the left hand side and move the extra
terms to the right to get:

2 2 2
amx +a a a1a a
(y‘i‘%) :ZE3+(GQ+ZI>I2+<G4+%)ZE+<Z?)+G6).

Letting y; = y + a12/2 4 az/2, the equation can be written as
y: = 2° + aha® + ajx + ay,

for some constants aj, ajj, ag € F. Further, if the characteristic is also not 3, then letting
1 = x + ah/3, we get
P =23 fax, +b

for some constants a, b € F.

In this thesis, the elliptic curves we are mainly focusing on are the Barreto-Naehrig
(BN) curves, which will be introduced in Chapter . These curves are defined over [F),
where p # 2,3. So for most of this thesis, elliptic curves will be of the form

y* =23 +ax + b,
where a, b are in some finite field F,x. The discriminant is
A = —16(4a® + 27b?),

and A # 0 implies that the polynomial 23 + ax + b has no multiple roots. The group law
for points on the elliptic curve defined by y? = 23 + ax + b will be introduced in Section

211

2.1.1 Group Law

There is a chord-and-tangent rule for adding two points on an elliptic curve. Let P and
() be two points on an elliptic curve E, with P = (x1,y1) and @ = (z2,y2). We use
y> = 2% + ax + b as the curve equation. Let point R = (z3,ys) be the sum of P and Q;
then R is defined as follows. We first give a rough geometric description of this addition
rule. It is understood that all vertical lines intersect the point oo, and that the reflection
of co in the z-axis is oo itself. Now, to add P and ), one draws the line ¢ through P and
Q. The line ¢ intersects F at a third point R’. Then R is the reflection of R’ about the

T-axis.



We now give algebraic formulas for the group law. First assume that P # Q. If 1 = o,
then /¢ is the vertical line through P. Therefore, ¢ intersects E at oo, and P + () = oo. If
x1 # 9, the slope of £ is

Y2 — W1
A= )
T2 — I

The equation of ¢ is then
y= Az —z1) +y1.

Hence, R = (x3, —y3) can be obtained by solving the system of equations

y=Nz—x1)+uy
y? = a3 +ax +0b.

Substitute the line function into the curve function to get
Mz —21) +11)* = 2° + ax + b.
From this, we have a cubic polynomial in = that equals 0:
2 — N22? + (a + 202 — 22y)z + (b — N°23 + 2A\z19, — y7) = 0.

Since we already know that the three roots of the polynomial are x;, x5 and z3, the
polynomial must have the form

(x — 1) (x — 22)(x — 23) = 3 — (x1 4+ 29 + xg)x2 + (123 + Tox3 + T122)T — T1T2X3.

Therefore, we have
I —I— T2 + T3 = )\2
and obtain
{ $3:)\2—l’1—l’2
Yz = —(Mxs — 1) + 31).

In the case that P = @@ = (x1,41), we take the tangent line through P as the line /.
Taking the derivative with respect to x of the curve equation gives
d
Zy—y = 32? +a.
dz
If y; = 0, then ¢ is a vertical line. As before, we obtain P+ P = oco. If y; # 0, the slope A
of ¢ is

)\:@ZSx%—Fa
dx 2y



Similarly to the case P # (), we obtain

{ T3 = )\2 — 21'1
ys = —(Mas — 1) + y1).

Finally, if ) = oo, the line through P and oo is the vertical line which intersects E at
the point P’ = (z1, —y;), where P" denotes the reflection of P in the z-axis. Hence, when
we reflect P’ to get R = P + oo, we are back at P again. Therefore,

P+oo=P
for all points P on E. Moreover, it is easy to see that

P+ P =00
for all points P on FE.

Theorem 2.1.1 The points E(F) on an elliptic curve E form an additive abelian group
under point addition.

Proof: The point addition on E satisfies:

1. Commutativity: Since the line through P and @) is the same as the line through @
and P, we have P+ Q = @ + P for all P, Q on E.

2. Existence of Identity: Since P 4+ oo = P for all P on F, co is the group identity.

3. Existence of Inverses: For any point P = (x,y) on E, there exists a point P’ = (z, —y)
on E such that P+ P’ = oo. This point P’ is also denoted as —P.

4. Associativity: It is not obvious that (P + Q)+ R= P+ (Q + R) for all P, @, R on
E. Since the proof of this property is not needed in the rest of this thesis, the details
are omitted; the interested reader can refer to [31]. O

Now, if E is defined over F and P, Q € E(F), then P+ @ € E(F). This shows that
E(F) is also an abelian group.

Summarizing all the above information, we have the group law as follows.

Let E/F be an elliptic curve defined by equation y* = 2 + ax + b over field F whose
characteristic is neither 2 nor 3.

1. Identity: P+ 0o =00+ P = P for all P € E(F).
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2. Negation: If P = (z,y) € E(F), then there exists —P = (z, —y) such that P+(—P) =
(x+y) + (z,—y) = co. Also, —oco = o0.

3. Point Addition: Let P = (z1,y1) € E(F) and Q = (z2,y2) € E(F) with P # Q.
Then P + @ = (z3,y3) where

2
Y2 — U
T3 = — X1 — X9
Ty — I1

Y2 — 1
Ys=\ ——— (371 —333) — Y.
To2 — T1

4. Point Doubling: Let P = (z1,y1) € E(F) with P # —P. Then 2P = (z3,y3), where

312 2
vy — xl—i-a) o,
gyl
3931+a>
= T, — T3) —
Y3 < 21 (21 3) — Y1

The formulas for point addition and point doubling are given in the group law. In the
remainder of this thesis, for a € N and P € E, we denote by aP the a-fold sum of P with
itself. The efficiency of these formulas will be discussed in Chapter [f] Alternate formulas
for the group law can be derived by writing the points in other coordinate systems. Two
such systems are introduced in Section [2.1.2]

2.1.2 Projective Coordinates and Jacobian Coordinates

The two-dimensional projective space P?(IF) over a field IF consists of the equivalence classes
of non-zero triples in F x F x [F, where triples (z1,41,21) and (z2,ys, 22) are said to be
equivalent if there exists a nonzero element A € I such that

(xhyl, 21) = ()\5527)\927)\22)-

An equivalence class containing (z,y, z), called a projective point, will be denoted as
(x:y:2).

Let P = (x:y: 2) be a point in P*(F). If 2 #£0, then P= (z:y:2) = (z/z:y/z:1).
These points are called the finite points. If z =0, then P = (z : y : 2) is called a point at
infinity. In this way,

(,y) & (z:y:1)
is a bijection between the finite points in the 2-dimensional affine plane and the finite
points in the 2-dimensional projective space.

7



Let projective point (z : y : z) with z # 0 represent the affine point (z/z,y/z). Since
(x:y:z)=(Ax:Ay:Az) for any A € F*, all terms in the curve equation should have the
same degree. Therefore, the projective equation of the elliptic curve is

yiz = 23 + ax? + b2
For this specific curve, z = 0 implies 23 = 0. Hence, the point at infinity corresponds to
the class (0:1:0).
Similarly, in Jacobian coordinates, we use (x : y : z) to represent the affine point

(x/2%,y/2%). The elliptic curve equation becomes

y? = 2® + axzt + b2°.

Naturally, the point addition and point doubling formulas in projective coordinates and
Jacobian coordinates are different from those in affine coordinates. These formulas are not
unique. Different formulas and their efficiency will be discussed in Chapter 5]

2.1.3 Group Order and Torsion Points

Let £ be an elliptic curve defined over F,. We define the order of E over F, to be the
number of points in E(F,), denoted #FE(F,). Examining the curve equation, we see that
there are at most two roots y for each z € F,. Hence, together with the point at infinity,
the group order must be between 1 and 2¢g+ 1. A tighter bound of the group order is given
by Hasse’s Theorem.

Theorem 2.1.2 (Hasse’s Theorem) Let E be an elliptic curve defined over F,. Then
q+1-2/qg<#E[F,) <q+1+2/q.

Let t be the integer such that #E(F,) = ¢ + 1 —¢t. This integer is called the trace
of the Frobenius endomorphism and will be introduced in Section [2.1.4] From Hasse’s
Theorem, we can see that |[t| < 2,/g. Since 2,/q < ¢ for large ¢, we have #E(F,) ~ q.
However, when a curve is used for cryptographic implementations, we are only interested
in the points with specific order, namely, the n-torsion points.

For n € Z define the endomorphism

n]: E— E



to be the multiplication-by-n map. Let P € E be an arbitrary point on the curve. If n = 0,
then [n]P = oco. If n > 0, then [n|P = nP. If n < 0, then [n|P = —[—n|P. For n € Z,
n # 0, define the n-torsion points to be the kernel of the multiplication-by-n map

Eln] =ker([n]) = {P € E | [n]P = co}.

Moreover, E(F,m)[n] is defined to be E(F,m) N En|.

Obviously, E[n] C E(F,). However, the coordinates of all points in E[n] are in fact
contained in some finite extension of F,. Now, assume that gcd(¢,n) = 1 and define the
embedding degree of E with respect to n to be the smallest integer k such that n | (¢* —1).
A theorem by Balasubramanian and Koblitz [2] related to k is given as follows.

Theorem 2.1.3 Let E/F, be an elliptic curve with n | #E(F,), where n is a prime and
nt(qg—1). Then Eln] C E(Fu) if and only if n | (¢* —1).

By Theorem [2.1.3] if n { (¢ — 1), then the embedding degree k is the smallest extension
of F, over which all n-torsion points of £ are defined.

2.1.4 The Frobenius Map

The Frobenius map ¢, for a finite field I, is defined as follows:
Gq - Fq — Fq,
x— .
Now let ' be an elliptic curve defined over F,. The Frobenius map
g E(Fy) — E(F,),

(z,y) = (2% y%), oo o0

is an endomorphism of F, called the Frobenius endomorphism. Since the ¢th power map
is the identity on F,, the set of points fixed by ¢, is the group E(F,). The Frobenius
endomorphism ¢, of E/F, satisfies

¢2_[t]o¢q+[Q]:O'

Hence, the characteristic polynomial of ¢, is X% —tX + q € Z[X].



Theorem 2.1.4 Let E/F, be an elliptic curve with n | #E(F,), where n is a prime and
n{(qg—1). Let k > 1 be the embedding degree of E with respect to n, and let ¢, be
the Frobenius endomorphism. Then ¢, : E[n] — E[n] is a bijective map and has two
eigenvalues A\ = 1 and Ay = q. The decomposition of E[n| into eigenspaces is

Eln] = (ker(¢q — [1]) N Eln]) @ (ker(¢q — [¢]) N En]).
The corresponding eigenspaces are ker(¢,—[1])NE[n] = E(F,)[n] and ker(¢p,—[q]) N E[n] C

Proof: 1t is clear that there are n-torsion points in E(F,) since n | #E(F,). Moreover,
E[n] ¢ E(F,) since k > 1. Points defined over F, are fixed under ¢,. Hence, 1 is an
eigenvalue and the corresponding eigenspace is ker(¢, — [1]) N E[n] = E(F,)[n].

Recall the characteristic polynomial of ¢,. Since n | (¢ + 1 —t), we have t = ¢+ 1
(mod n). Hence, over F,,,

X?—tX+q=X>-(g+1)X +qg=(X-1)(X —q)

gives that the other eigenvalue of ¢, on E[n] is q. Therefore, E[n] is the sum of the two
eigenspaces ker(¢, — [1]) N E[n] = E(F,)[n] and ker(¢q — [q]) N E[n] C E(Fx)[n]. O

2.2 Tate Pairing

This section presents the definition and basic properties of the Tate pairing. Proofs of the
results stated here can be found in Washington’s book [31].

2.2.1 Divisors

Let E be an elliptic curve defined over a field F. Define a symbol (P) for each point P € E.
A divisor D on F is a linear combination of such symbols:

D=> ap(P)

with all ap € 7Z, and where only finitely many ap’s are non-zero. The set of all divisors
on E is denoted Div(E). Define the support of a divisor to be the set of all points P such
that ap # 0. Define the degree of a divisor by

deg (Z ap(P)) = Z ap € 7.

PeE PcFE
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Define the sum of a divisor by

sum (Z ap(P)> = Z apP € E(F).

Here, the sum function simply uses the group law on F to add up the points inside the
symbols.

An important subset of Div(E) is the set of divisors with degree 0, denoted Div®(E).
The sum function B
sum : Div’(E) — E(F)

is surjective because
sum((P) — (o0)) = P

for all P € E(FF).

Let E/F be an elliptic curve defined by equation y* = 2 + az + b. The function field
F(E) of E is the field of fractions of F[z,y]/(y* — 2® — az — b). Note that a function
f(z,y) € F(E) is defined at a finite point P if one can write f = u/v with u,v € F(z,y)
and v(P) # 0; otherwise f is not defined at P and we write f(P) = oo.

Example 2.2.1 Suppose y? = x3 + 3z is the equation of E. The function
x

( ? ) y

v_wy_ wy oy
y y2 a3 +3rx a2+3

which is defined at (0,0) and takes the value 0 at (0,0).

A function can always be transformed in this way so that its value at any point is
neither 0/0 nor co/co. The function takes values in F U {oo}. A function is said to have
a zero at a point P if it equals 0 at P. A function is said to have a pole at P if it takes
the value oo at P. Define a uniformizer at P, denoted up, to be a function such that
up(P) = 0 and such that every function f(z,y) can be written in the form

J = upg,

where r € Z and g(P) # 0,00. It is known that the integer r is independent of the choice
of up. Now, define the order of f at P by

ordp(f) =r.

For P = (x,0) € E, a natural choice of up is up = & — xg when yy # 0 and up = y when
Yo = 0.

11



Example 2.2.2 On y? = 2 +3, x — 1 is a uniformizer at (1,2). Consider f(x,y) = y—2.
We have

P-4 =2%-1,
s0
(y+2)(y-2) = (z - (" +x+1),
and ) .
fe) =y-2=G-1) ()

with % # 0,00 at (1,2). Hence,

Ord(LQ)(y — 2) =1.

For the elliptic curve E given by y* = 23+ ax +b, we take us, = x/y as the uniformizer
at oo. For example, suppose the curve equation is y? = 2® + 3. The curve equation can be

written as
z\° 1 3
5) - (-s)
Since 1 — o # (0,00 at co, we have
-3
x 3
(= 1—
/ (y) ( 7’ + 3) ’
SO
ords(y) = —3.
Similarly,
-3
r [x 3
r=2=-.(=Z 1—
HONGE)
gives
orde(z) = —2.

For a non-zero function f on F, define the divisor of f, denoted (f), to be
(f) = ordp(f)(P) € Div(E).
The divisor of a function is called a principal divisor.

Proposition 2.2.1 Let E be an elliptic curve and let f, g be non-zero functions on E.
We have:

12



~

. f has only finitely many zeros and poles.

- deg((f)) = 0.

. [ has no zeros or poles, i.e., (f) =0, if and only if [ is a constant.
(f-9) =)+ (9).
- (f19)=(f) = (9).

(f) = (g9) =0 if and only if f is a constant multiple of g.

S YRS TS NGO S

The following example illustrates some of these properties. Suppose that P, Q) and R
are three points on F that lie on the line y = ax + b. Hence, the function

flz,y) =y —ax—0b

has zeros at P, (), R and a triple pole at oo, so
(y —az —b) = (P) + (Q) + (R) — 3(c0).

Suppose that R = (xg,yr). Then —R = (xg, —yr) and the vertical line x = zp passes
through R and —R. The divisor of x — g is then

(r —2r) = (R) + (=R) — 2(c0),

SO

(W) =(y—ax—b) = (v —wp) = (P)+(Q) — (~R) = (o).

r — TR

By definition of point addition in Section [2.1.1, P+ () = —R. Let £p¢g denote the function
of the line through P and (). Let vp denote the function of the vertical line through P.
We have the following result:

(P)+(Q) = (P+ Q)+ (00) + ( frg ) . (2.2)

UpP+Q

Theorem 2.2.1 Let E be an elliptic curve defined over a field F. Let D € Div’(E). Then
there is a function f on E with (f) = D if and only if sum(D) = co.

Two divisors D and D’ are said to be equivalent, denoted D ~ D' if D = D’ 4 (f) for
some function f. Hence, by Theorem two equivalent divisors must have the same
degree.

13



Let f be a function. Let D = >, pap(P) be a divisor of degree 0 such that the
support of D is distinct from the support of (f). Define f(D) to be

f(D) =] r(p)e=.

Note that f(D) #0,00. Let f and g be two functions such that g = c¢f for some constant
c € F. Then

9(D) = cf(D)
= [ (e

PeE
= JJen I 1o
PcE PcE

— CZPeEaP . f(D)
= f(D), since deg(D) = 0.

This shows that the value of a function evaluated at a zero divisor does not change if the
function is multiplied by a non-zero field element.

2.2.2 The Tate Pairing

Let E/F, be an elliptic curve with n | #E(F,), where n is a prime, ged(n,q) = 1 and
n{(q¢—1). Let k > 1 be the embedding degree of E with respect to n, so E[n] C E(F).
Recall from Section that the set of all n-torsion points on E, denoted E[n], is

Eln] ={P € E(F;)nP = oco}.

Define

nE([F ) ={nP|P € E(Fx)}.
Then, nE(F ) is a subgroup of E(F) and the quotient group E(F)/nE(F,) is a group
of exponent n. Here, E(F)/nE(F,) can be considered as a set of equivalence classes of
points in F(F ), where P is equivalent to @ if and only if (P — Q) € nE(F ). An element
Q' € E(F;)/nE(F,) is a set of such equivalent points.

Let P € En] and Q' € E(Fy)/nE(Fx). Let Dp, Dg be two divisors with disjoint
supports such that Dp ~ (P) — (00) and Dg ~ (Q) — (00), where () € ()'. Since nP = oo,
by Theorem there exists a function f with divisor (f) = n(P) —n(oco) = nDp. Since
the supports of (f) and D¢ are disjoint, we have f(Dg) # 0,00. We can now define the
Tate pairing. The Tate pairing is a function

(o )n s E(Fge)[n] x E(Fge) /nEFg) — (Fo)/(Fge)",
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with
(P,Q")n = f(Dq).

From now on, we assume that £(F,) does not contain any points of order n?. Then the
set E(F,r)[n] of n-torsion points forms a set of distinct representatives for the equivalence

classes in E(F)/nE(F.). Let P, @ be two points in E[n]. Let Dp, Dg be two divisors
with disjoint supports such that Dp ~ (P) — (00) and Dg ~ (Q) — (00). Let f be a
function with divisor (f) = n(P) — n(oco). We then define the simplified Tate pairing as

(s 0n + BE(Fg)[n] x E(Fq)[n] — (Fp)/(Fe)",
with

(P.Q)n = [(Dq).

A drawback of the simplified Tate pairing is that pairing values are unique up to member-
ship in a coset of F ;k. Let pu, denote the order-n subgroup of F;k. Since sz is a cyclic
group of order ¢* — 1, the (¢® — 1)/n-th power map gives an isomorphism

(Foe )/ (Fge)™ = pi-
This motivates the definition of the reduced Tate pairing as follows:
en : E(Fyp)[n] x E(Fp)n] = pn
with
ea(P,Q) = (P,Q)N V" = f(Do) " V™.
This (¢* — 1)/n-th power map is called the final exponentiation.

Since n | #E(F,), there are n-torsion points in E(FF,)[n]. We restrict the first argument
to be taken from this set. From Section 2.1.4] we can see that ker(¢, — [¢]) N E[n] C
E(F)[n]. For the second pairing argument, one could choose elements in this eigenspace
of the Frobenius, since choosing both points from the other eigenspace results in a trivial
pairing value. Then the reduced Tate pairing can be defined to be:

6n1G1XG2—)G3

with . .
en(P,Q) = (P, Q)1 V" = f(Dg) ~V/™,
where
G = ker(¢, — [1]) N En] = E(F,)[n],
Gy = ker(¢q — [q]) N E[n] C E(F)[n],
and

G3 = fin © ]sz

In the remainder of this thesis, the ‘Tate pairing’ refers to the reduced Tate pairing defined
over two n-torsion points from G x Gs.
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2.2.3 Properties of the Tate Pairing

In this section, the properties of abstract bilinear pairings will be introduced. Let G; and
GG be abelian groups written in additive notation with identity element co. Suppose G,
and G5 have exponent n, and G3 is a cyclic group of order n written in multiplicative
notation with identity element 1. A bilinear pairing is a function

62G1XG2—>G3

with the following properties:

1. Bilinearity: For all P, P, € G and all @)1, Q)2 € G5 we have
o e(P+ P, Q1) = e(Pr,Q1)e(P,, Q1) and
o e(P, Q1+ Q2) = e(P,Q1)e(Pr,Q2).

2. Non-degeneracy:
e For each P € Gy with P # oo, there is some @) € G5 such that e(P, Q) # 1; and
e For each ) € Gy with Q) # oo, there is some P € (G such that e(P, Q) # 1.

3. For all P € Gy and @) € Gj,
 ¢(P,00) =e(Q,00) =1,

(_P7 Q) = e(P’Q)_l = e(P7 _Q)7

o c([J]P,Q) = e(P,Q) = e(P,[5]Q) for all j € Z.

)

Property 3 follows from property 1. Since e(P, Q) = e(P + 00, Q) = e(P,Q)e(o00, Q), we
have e(co,@) = 1. Similarly, e(P,o0) = 1. Furthermore, since 1 = e(00, Q) = e(P —
P Q) =e(P,Q)e(—P,Q), we have e(—P, Q) = e(P,Q)~*. Similarly, e(P, —Q) = e(P, Q).
Therefore, the key properties of bilinear pairings are bilinearity and non-degeneracy.

Theorem 2.2.2 Let E be an elliptic curve over Fy, and let n be a prime with ged(n, q) = 1.
The Tate pairing satisfies:

1. Bilinearity: For all Py, P, € G1 and all Q1,Q2 € Gy we have

o (P + P, Q1) = en(Pr, Q1)en(Po, Q1); and
o e, (P, Q1+ Q2) = en(P1, Qr)en(Pr, Q2).

2. Non-degeneracy:
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e For each P € Gy with P # oo, there is some Q) € Gy such that e, (P, Q) # 1;
and

o For each Q) € Gy with Q) # oo, there is some P € Gy such that e, (P, Q) # 1.

The proof of non-degeneracy is briefly discussed in [16]. We prove bilinearity here. Let
P3 = P, + P, and let g be a function such that (P3) — (00) = (P1) — (00) + (P2) — (00) + (g).
As introduced in Section [2.2.2) two functions fi, fo with (f1) = n(P;) — n(oo) and (f2) =
n(P,) — n(oo) are used in the definitions of e, (P, Q1) and e, (P, Q1). Hence, we have
(f1f29") = n(P1) = n(00) + n(P2) — n(o0) + n(g) = n(Ps) — n(cc).
Let Dg, ~ (Q1) — (00) have support disjoint to the set { Py, P, P3,00}. We have
en(PL+ P2, Q1) = en(P3,Q1)
= (fif2g"(Dg,)) 0"
= filD)" V" o(Dg,) "V g(Dg,)" !
= en(Pl,Ql) : €n(P2, Ql) since g(DQ1) € F;k
Let Q3 = Q1 + Q2 and let Dg, ~ (Q1) — (00), Dg, ~ (Q2) — (c0). We have
(Qs) — (00) = (Q1) — (00) + (Q2) — (00) + (h)
for some function h. Hence, D¢, + Dg, ~ (Q3) — (00). Then
en(P1, Q1+ Q2) = en(P1,Qs)
= fl(DQl + DQQ)(q i/
= 1(DQ1) i fi (DQ2)(qk71)/n
n(Plv Ql) en(Pla QQ)

This proves bilinearity of the Tate pairing.

—

™

2.3 Miller’s Algorithm

2.3.1 Miller’s Function

Miller’s algorithm [21] is the most famous algorithm for computing the Tate pairing. The
main idea is to use the double-and-add method to construct a function f such that (f) =
n(P) —n(oc0). Let P € E(F,) and A € Z. A Miller function fyp is a function such that

(fap) = MP) = (AIP) = (A = 1)(c0).
As we discussed in Section [2.2.1] such a function is uniquely defined up to multiplication
by constants in F . We use a recurrence relation to define the Miller functions as follows:

17



L for=fir=1
2. If P=o0, then f,p = 1.
3. If a, b are positive integers and P # oo, then

l a]P,[b] P
Jato,p = fap - fop- LePBIP,
Ula+b] P

where l[qppp is the equation of the line through [a]P and [b]P, and vje4yp is the
equation of the vertical line through [a + b]P.

4. We provide further details on the lines ljqp5p and vje4yp. Let the equation of E be
y? =23 + Az + B. Let [a]P = (z1,y1), [D|P = (w2,%2) and let [a + b|P = (x3,y3).

Y2 —

Ty — @1

3xi+ A
2y,

o If [a|P = —[b] P, then lgppp = X — 21 and vjgpp = 1.

o If [a]P # %[b] P, then lgppp =Y — 11 — (X — 1) and vjgpp = X —w3.

o If [a|P = [b|P, then lippp =Y — 1 — (X — 1) and vjgypp = X — 3.

In all cases,

(M) — ([aP) + ([BP) = ([a+ | P) — (o)

Ula+b] P
so that

(fa,p o ZW’”) = a(P) — ([a]P) — (a — 1)(c0) + b(P) — ([t]P) — (b — 1)(c0)

Ula+b) P
lfa]p )P
i ( Ula+b)P )
= (a+b)(P)—([a+bP)— (a+b—1)(c0).
(fa+b,P)'

Algorithm 2.3.1 Miller’s Algorithm
Input: P,Q € Eln| and A = (A—1\—2... A\ XAg)2 € N
Output: frp(Q)

1. T+ P, f+<1
2. Fori=101—21to0
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2 Ilrnr(Q)
() f e 2. 22

V2T
(b) T « [2|]T
(c) If \; # 0 then

. Ir,p(Q)
i f & f.vTJrP(Q)

w. T« T+ P
3. Return f

In this algorithm, Step 2 is called the Miller loop. There are log,(A) iterations in the
Miller loop. Steps 2(a) and 2(b) are called the doubling step, while Step 2(c) is called
the addition step. Clearly, the doubling step is processed log,(\) times and the hamming
weight of A determines the number of times that the addition step is processed. In later
chapters of this thesis, ideas for shortening log,(A\) and decreasing the hamming weight of
A are introduced to get faster pairings.

2.3.2 Computing the Tate Pairing

While computing the Tate pairing, we can use the Miller function f, p since (f,p) =
n(P) —n(oo). Let P,Q € E[n], and let R € E(F,) with R ¢ {P,Q,—P,—Q,00}. Let
Dp = (P) — (00) and Dg = (Q + R) — (R) ~ (Q) — (00); note that Dp and D¢ have
disjoint supports. Then

me(Q + R))(qk—l)/”
fn,P(R)
In this way, two Miller functions and an inversion need to be computed. However, if P €

E(F,)[n] then f, p(R) and the inversion can be eliminated using the following ‘denominator
elimination’ idea introduced by Barreto, Lynn and Scott [3].

0 (P@) = (

Lemma 2.3.1 Let E/F, be an elliptic curve with n | #E(F,), where n is a prime and
n{t(q—1). Let k > 1 be the embedding degree of E with respect to n, and d be a proper
Jactor of k. Then any nonzero element in F,a equals 1 after the final exponentiation by
(¢* — 1) /n while computing the pairing.

Proof: The proof begins with the factorization

k/d—1

¢F—1=(@"-1- > ¢“

1=0
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Since k is the smallest integer such that n | ¢* —1, we have n { ¢ — 1. Hence, n | Zk/ d=1 g,

Thus, ¢* — 1 divides (¢" — 1)/n. Let = be a nonzero element in Fa. We have 01 =1,
Therefore, z(@"~1/m = 1, O

Let P € E(F,))[n],Q € E[n], and let R € E(F,) with R ¢ {P,Q,—P,—Q,00}. Let
Dp = (P+R)— (R) ~ (P) — (00) and Dg = (Q) — (00). Since (P + R) — (R) ~
(P) — (00), there exists a function ¢ such that (P + R) — (R) = (P) — (c0) + (g). Hence,
n(P + R) — n(R) = n(P) —n(co) + (¢™). Therefore, setting

f = fn,P : gn’
we have

en(P,Q) = f(Dg)« Vi
(@)(qkl)/n
f(o0)

(Frses)

@ g(Q)7 -
1-g(co)a" 1
= fup(@UOM

Now, the computation of the Tate pairing requires a single Miller function evaluation with
log,(n) iterations of Miller loop and a final exponentiation to the power (¢* — 1)/n.

fnP(Q)

since f,, p(o0) € Fy

2.4 Pairing-Based Cryptography

Pairings are being used to solve protocol problems. Recall the 3 groups G, G5 and Gj
defined in Section 2221 Let
e: G1 X GQ — G3

be a bilinear pairing defined over the three n-torsion groups. Recall the Diffie Hellman
problem (DHP) in an additive group G = (P) to be: Given aP and bP where a, b € 7Z,,
compute abP. The co-DHP is defined to be: Given M,aP € G, and a@) € G,, compute
aM . The bilinear Diffie-Hellman problem (BDHP) is defined to be: Given P € G1, Q € Go,
a@ and bQ where a, b € Z, compute e(P, Q). As is generally assumed in the literature, we
shall assume co-DHP and BDHP to be as hard as DHP in GG;, G5 and GG3. Some protocols
using bilinear pairings are introduced in this section.
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2.4.1 Short Signatures

The BLS signature scheme [7] was proposed by Boneh, Lynn and Shacham.

1. Public Parameters. Let E/F, be an elliptic curve with n | #E(F,), where n is a
prime and n { (¢ — 1). Let k& > 1 be the embedding degree of E with respect to n.
Let e, : G1 x G2 — G5 be a non-degenerate bilinear pairing with Gy = ker(¢, —[1]) N
Eln] = E(F,)[n], G2 = ker(¢q — [q]) N E[n] C E(Fg)[n], and G5 = p, C Fy. Let
P e Giand Q € Gi. Let H: {0,1}* — G; be a hash function.

2. Key generation.

(a) Alice randomly picks = € [1,n — 1] as her private key.

(b) Alice computes W = zP, X = x(Q as her public key.

(c) Alice sends her public (W, X)) to a certification authority.

(d) The certification authority verifies that W € G1, X € Gy, W # 1, X # 1 and
e(W, Q) = e(P, X) and issues a certificate for (W, X).

3. Signature generation. To sign a message m € {0,1}*, Alice does the following:

(a) Compute M = H(m) € Gj.
(b) Compute S = zM.
(c) The signed message is (m,.S).

4. Signature verification. To verify (m,S), Bob does the following:

(a) Obtain Alice’s public key (W, X) from Alice’s certificate.
(b) Compute M = H(m) € Gj.
(c) Accept the signature if and only if e(M, X) = e(S, Q).

If an attacker wants to forge Alice’s signature on a message m’, he needs to compute
S = azM' given P, zP, M’ = H(m') € Gy and xQ) € G5. This is an instance of co-DHP
which is infeasible to solve. The BLS signature scheme is called a short signature scheme
because it is the first scheme whose signatures are comprised of a single group element.
Moveover, signatures can be aggregated [6]. The BGLS signature scheme is an aggregate
signature scheme based on the BLS signature scheme. We describe BGLS next.

1. Public Parameters. Let E/F, be an elliptic curve with n | #E(F,), where n is a
prime and n { (¢ — 1). Let £ > 1 be the embedding degree of E with respect to n.
Let e, : G; X Go — G3 be a non-degenerate bilinear pairing with G; = ker(¢, —[1]) N
Eln] = E(F,)[n], G2 = ker(¢, — [q]) N E[n] € E(Fy)[n], and Gs = p, C F},. Let
P e Gyand Q € Gs. Let H:{0,1}* — G, be a hash function.
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2. Key generation.

(a) Each user A; has private key z; € [1,n — 1].

(b) Each user A; computes W; = x; P, X; = ;@ as the public key, where G; = (P)
and Gy = (Q).

(c) Each user A; sends the public (W, X;) to a certification authority.
(d) The certification authority verifies that W; € G, X; € Go, W; # 1, X; # 1 and
e(W;, Q) = e(P, X;) and issues certificates for all (W;, X;).

3. Signature generation. To sign messages m;’s, each user A; does the following:

(a) Compute M; = H(m;) € G;.
(b) Compute S; = x; M;.
(c) A;’s signature on m; is S;.

4. Signature aggregation. Given (my,S1), (ma, Ss), ..., (my, Si), the aggregated signa-
ture is S = >2'_, S;.

5. Signature verification. To verify the aggregated signature S on (my, mo, ..., m;), Bob
does the following:

(a) Obtain each A;’s public key (W;, X;) from their certificates.
(b) Compute M; = H(m;) € G;.
(c) Accept the signature if and only if [[, e(M;, X;) = (5, Q).

Only one pairing evaluation is needed in the right hand side of step 4(c) to obtain the
assurance that each message m; was signed by A;. It is shown in [6] and [8] that this
scheme is secure if co-DHP in GG, G5 is hard and H is a random function.

2.4.2 Identity-Based Encryption

Generally, in a public-key cryptosystem, Alice first generates her public key and private
key. Bob uses her public key to encrypt the secret message and sends to Alice. Finally,
Alice decrypts the ciphertext using her private key. Identity-based cryptosystems were first
introduced by Shamir in 1984 [28]. Different from traditional public-key cryptosystems,
the private key of Alice is generated by a trusted third party (TTP) using her identity
information ID,4. Bob encrypts for Alice using 1D 4 and the TTP’s public key. In this
case, Bob does not need to worry whether Alice’s public key is authenticated or not, on
indeed whether Alice has actually generated a public key.
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In 2001, the first practical identity-based encryption scheme was proposed by Boneh
and Franklin [5].

1. Public Parameters. Let E/F, be an elliptic curve with n | #E(F,), where n is a
prime and n { (¢ — 1). Let & > 1 be the embedding degree of E with respect to n.
Let e, : G; x Gy — G5 be a non-degenerate bilinear pairing with Gy = ker(¢, —
[1]) N E[n] = E(Fy)[n], G2 = ker(¢q — [g]) N Eln] € E(Fy)[n], and G = p,, € Fry.
Let P € G and Q € G3. Let H : {0,1}* — Gy and H' : G3 — {0,1}! be two hash
functions.

2. Key generation.

(a) TTP randomly picks ¢ € [1,n — 1] to be TTP’s private key.
(b) TTP computes T' = tQ € G5 as TTP’s public key, where G5 = (Q).

(c) TTP generates Alice’s private key d 4 using her identity information I D4: da =
tH(ID,) € Gy.

(d) TTP securely sends d4 to Alice.
3. Encryption.

(a) To encrypt message m € {0, 1}, Bob computes P4y = H(ID,) € G; and obtains
TTP’s public key T

(b) Bob randomly picks r € [1,n — 1].
(c) Bob computes R = rQ € Gb.
(d) Bob encrypts the message using ¢ = m @& H'(e(Pa,T)").
(e) Bob then sends the ciphertext (R, ¢) to Alice.
4. Decryption.

(a) Alice gets d4 from TTP using a secure channel and receives the ciphertext (R, ¢)
from Bob.

(b) Alice decrypts the message using m = ¢ @® H'(e(da, R)).

The decryption is correct because
e(da, R) = e(tPa,rQ) = e(Pa, Q)" = e(Pa,tQ)" = e(Pa,T)".

If an attacker wants to recover m € {0,1} from ¢ € {0,1}!, P4 € Gy and R, T € Gy, he
needs to compute e(Pa,T)", i.e, solve an instance of BDHP. The identity-based encryption
scheme basically solves the key management problem for the certifying authority, but a
secure channel between TTP and receiver is needed.
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Chapter 3
Optimal Pairings

Some results in this thesis are only true if the Miller functions are normalized. We start
this chapter by defining what it means for a function to be normalized.

Let f € R(E) be a function, and suppose that f has a pole of order a at co. Take
u = z/y to be the uniformizer at oo. Define the leading coefficient lco(f) of f to be
(u®f)(c0). Then f is said to be normalized if lcoo(f) = 1. By Lemma [2.3.1] since the
pairing values are in [Fx after the final exponentiation, we can say that f, p is normalized
if lcoo(fa,p) is in a proper subfield of F . Recall that using Miller’s algorithm introduced
in Section [2.3) a Miller function is a product of lines with leading coefficients 1. Hence,
the Miller functions we constructed in this thesis are already normalized. Unless otherwise
stated, we will assume that all Miller functions are normalized.

3.1 Vercauteren’s Construction

To clearly understand this section, the following lemma is a good place to start.

Lemma 3.1.1 For every Q € E(Fy) and integer s, let fso be an F-rational function
with diwvisor

(fs@) = 8(Q) = ([s]Q) = (s = 1)(o0).

Then, for all a,b € Z, we have
fava = Il0 " fojaa- (3.1)
Proof: The divisors of both sides of can be written as follows:
(fan@) = ab(Q) — ([ablQ) — (ab — 1)(c0)
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and

(faq~ fowe) = ba(@) = ([a]Q) — (a —1)(c0)) + (b([a]@) — ([ab]Q) — (b — 1)(c0)
= ab(Q) = b([a]@) — (ab — b)(00) + b([a]Q) — ([ab]@Q) — (b — 1)(c0)
= ab(Q) — ([ab]@) — (ab —1)(c0).
Therefore, holds in general. O
In [30], it is noted that the Tate pairing over Go x Gy
€n - G2 X G1 — Uy
can be defined by
en(Q, P) = fug(P) 0",
provided that f, o is normalized. The central idea for Miller loop reduction is to raise the

Tate pairing e, (Q, P) to some fixed integer power m; here, P € G; and @) € Go. Using
Lemma [3.1.1, we have

m k* n

eM(Q,P) = foo(P)" @Y/
Frno(P)@=1/n
fin ) (P)@* =1/n

Fom.q(P)@=1/n '
= f(qk— 7m since [n]Q = oo

= frna(P)70".

by (3.1)

Hence, .
e (@ P) = frngo(P) 0/, (3.2)

Since the Tate pairing is non-degenerate, fmn,Q(P)(qk_l)/ " also defines a non-degenerate
pairing whenever n f m. The main idea is then to find an m such that f,,, o(P) can be
written as some multiple and/or power of simpler non-degenerate functions fy, o(P). If
the \;’s are small, the pairing can be computed in fewer Miller iterations. The increment
of exponentiation cost can be reduced, since the ¢-th powering of fy, o(P) corresponds
to multiplication by ¢ in (Q). Further, multiplication by ¢ in (Q) can be reduced to
multiplication by any integer a = ¢ (mod n).

Vercauteren first introduced the notion of an optimal pairing in his paper [30]. The
definition is as follows:

Definition 3.1.1 Let e : G; X Gy — G be a non-degenerate bilinear pairing with |G| =
|G| = |G| = n, where the field of definition of Gr is Fy.. Then e(-,-) is called an optimal
pairing if it can be computed in log, n/o(k)+e(k) basic Miller iterations, with e(k) < log, k.
Here, (k) is the Euler totient function.
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By Definition m it is easy to see that, as long as all f), o(P)’s can be computed in
log, n/p(k) + (k) basic Miller iterations, the resulting pairing is optimal. Based on this
idea, some efficient pairings are introduced in the following sections.

3.2 Ate Pairing

The ate pairing [17] is an optimized version of the Tate pairing. The missing “T” means
it is faster. Using results in the previous section, the ate pairing can be derived based on
Vercauteren’s construction. Consider a fixed power of the Tate pairing €*(Q, P).

Let A € Z, A = ¢ (mod n); then we have
¢ —1=)X -1 (modn).

Since n | ¢® — 1, we have n | \¥ — 1. Letting m’ = (A\¥ — 1)/n, we have

’ k__ n
e (@Q,P) = fuwaoP) "V by B2)
= frg(P) I,

For non-degeneracy, we need n { m/; note that n? { ¢ — 1 is not sufficient. Recall the
observation l
al@,[b
farvo = fo - foq - 22HQ (3.3)
Vla+b)Q
where a,b € Z, ljq,p)q is the equation of the line through [a]@ and [b]Q, and v, 44¢ is the
equation of the vertical line through [a + b]Q). Then

m’ k_1)/n
€n (va) = f)\k—l,Q(P)(q b/

(¢*=1)/n
Frig(P)
= ’ by (3.
fro(P) - inee® v E3)
L@ v[)\k]Q(P)
(¢*=1)/n
P

= % since [\¥ — 1]Q = oo

' U[}J@]Q(P)

kE_1)/n
= fuP) TV
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By repeatedly applying (3.1), we obtain
eff/(Q, P) = fu Q(p)(qk,l)/n

)\k2

k—1 — k—3 (
— (RGP RiolP) - Biag(P) - Fipag(P) - fapena(P))

(

_ (¢"-1)/
= < f,t\lj[qu}Q(P)) since A = ¢ (mod n).
i=0

q"-1)/n

T

1 (¢"=1)/n
fAA,Z[Akli]Q(P)>

.

o
= o

Notice that for a € Z,
(fa@(P)" = fary @ (Ta(P)) = fafge(P),
since P € G; whence 7,(P) = P and since () € G5 whence 7,(Q) = [¢|Q. Hence for i > 0,

fa,[qi]Q(P) = g,ZQ(P)- (3.4)
Thus, we have

/

e (@ P) =

= (ra(P)t

Now, f>\7Q(P)(‘1k_1)/” is of prime order n. Also, k and ¢ are relatively prime to n, and so
ntk-q¢“1. Hence, (k-¢*1)~! mod n exists. Letting

m=m'-(k-¢" )" mod n,
the ate pairing a(Q, P) = e*(Q, P) can be defined as follows:
a(@,P) = e (Q,P)
(ep'(Q, P)) )™
= (fro(P) 71)/n>k-q’“‘1-(k-q’“‘l)‘1
(Fra(P)0m.
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A is chosen so that n? f \¥ — 1, and thus we have n { m’ and n { m. Since the Tate
pairing is non-degenerate, the ate pairing is also non-degenerate. For example, A can be
chosen to be t —1 since #E(F,) = q+1—tand n | g+1—t. By Theorem[2.1.2) [t| < 2,/7.
Hence, n = ¢ gives A\ ~ y/n. From this point of view, the Miller length of the ate pairing is
significantly shorter than that of the Tate pairing. However, the cost of the doubling and
addition steps in Miller’s Algorithm becomes larger.

The above process also works for \; = ¢' (mod n). Zhao, Zhang and Huang [32]
introduced variations of the ate pairing using this idea. They define the ate; pairing to be

a4;(Q, P) = fr,(P)@ D/

where \; = ¢ (mod n). By trying different i’s, one can hope to find a A; that is smaller
than the A in the ate pairing. However, according to Definition the ate pairing and
ate; pairings are not optimal pairings.

3.3 R-ate Pairing

The R-ate Pairing [20] was discovered before the publication of Vercauteren’s paper [30].
The “R” here can be regarded as a ratio of two pairings, yet it is still considered a fixed
power e(Q, P) of the Tate pairing.

Let A, B,a,b € Z with A = aB + b. Consider the Miller function f4 o(P). We have

fao(P) = faBybo(P)

laBjape(P)
= funa(P) - foo(P)- TN by (B3)
410(P)

_ fa . . o pe(P)
= [B0(P) - fazo(P) - foo(P) ToalP) by (B.1)).

Define the function R4 (@, P) to be

(¢"=1)/n
Rap(Q,P) = (fa,[B]Q(P)-fb,Q(pyM)

Va1 (P)
fA,Q(P) (¢"=1)/n
fBo(P) '

If faq(P) and fpo(P) are Miller functions for non-degenerate pairings, then the new
pairing R4 (@, P) is also a non-degenerate pairing.
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Let Ly, Lo, My, My € Z such that

6761(@7 p) _ fAQ(p)Ml-(qk*l)/n
and
Q. P) = fpq(P) e,

Let M = lem(M;, M,) and m = MM1 Ly — a% - Ly. For non-degeneracy, n should not
divide the integer power m. We have

M

-L1—a+—
G;n(Q’ P) — eT]L\Jl 1— ]\12 (Q P)
en(Q, PYF1 3T
aLg-%
en(Q, )" M

_ (fA,Q<P>>M'<‘I’“‘”/"
 \fro(P)e '

Now, it is easy to see that " (Q, P) = Rap(Q, P)M. Rap(Q, P) is defined to be the
R-ate pairing. However, arbitrary integers A, B do not give a non-degenerate pairing in
general. Four possible choices for integer pairs (A, B) are given in [20] as follows:

1. (A, B) = (¢%,n),
2. (A,B) =(q,Th),
3. (A,B) = (T;,T;),
4. (A,B) = (n,T),

where T; = ¢' (mod n) for ¢ € Z with 0 < ¢ < k. Consider each case one by one.

First, (A, B) = (¢',n). Since A = aB + b, we have ¢’ = an + b. Hence, b = ¢* (mod n)
and

(¢"=1)/n F—1)/n
fiq(P) _ B laamia(P) ¢
(BER) ot = (ot soge) L)

Since b = ¢' (mod n), ljanj0,pjo(P) is the same as vyig(P). Moreover, f, mo(P) = 1. Thus

Ran(Q,P) = (fro(P) ", (3.5)
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Second, (A, B) = (q,T1) that is ¢ = a1y + b. Then

(qkfl)/n k—l)/n
Jaeo(P) _ _ lurjeme(P)\“

By " Jfarie(P) = fiQ(P), and hence

| larame(P)\ @ /"
RA,B@,P)—(fa,Q<P>-fb,Q<P>'W) | (3.6)

Third, (A, B) = (1;,1}) that is T; = aT; + b. We have

(@ =D/ d*=1)/n
fr0(P) B B luro.pe(P)\'
(f%ij(P)) ~ flasl@.F) = (fa’[T”Qw) el ) ) '

Similarly, by 1' fam10(P) = fng(P), and so

j Lo o (P)Y @D/
R (@, P) — (fz,Q<P> ro(P) %) . (3.7
y

Finally, (A, B) = (n,T;) that is n = aT; + b. Thus

(¢"=1)/n “—1)/n
fn(P) _ _ lurjome(P))'
(f%“Q(P)> = RA,B(Qa P) - (fa:[Ti]Q(P) ' fb,Q(P) ’ U[n}Q<P) ) :

Similarly, by (3.4), fore(P) = [7o(P), and so

; Lt P (¢"-1)/n
Ras(Q.P) = (f;z,Q<P> foo(P) - %) . (3.

The resulting R-ate pairing in the first case (3.5)) is the ate; Pairing introduced in
Section 2.2. While computing the pairings in , and , two Miller loops of
lengths log a and log b need to be evaluated. There is only one integer parameter ¢ we can
change to get efficient pairings in and , while we can change two parameters ¢ and
j in (3.7). Therefore, on most of the pairing-friendly curves, we choose (A, B) = (1;,T;).
For the purpose of shortening the Miller length, by trying different ¢ and j, integers a and
b can be small enough that the loop length in Miller’s algorithm is as small as log(r/¢®)).
Hence, the R-ate pairing is an optimal pairing by definition.
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3.4 Vercauteren’s Pairing

Vercauteren introduced a specific optimal pairing after his general construction [30]. This
pairing is called Optimal ate pairing in [30] and some other papers. In order to be clear,
we call it Vercauteren’s Pairing in this thesis. To begin with, consider a fixed power m € Z
of the Tate pairing e (Q, P). We have

e™M(Q, P) = frung(P)4 0" by B2).

Let a« = mn and write it in base-¢ expansion o = Zi:o c;q'. Using 1’ |D and 1}

we have
k_1)/n
(@, P) = faqP) "V
_ fZﬁzocz'q’}Q(P>(Qk_1)/n
-1 ]

k
l ) ) P) (¢"=1)/n
5 ealadlol
= ([ fova®) - ] )
(i—o

i=0 Ul quj]Q(P)

l — s e P
ci j=it1 ¢ Qleid”
= (H <fqi7Q(P) ) fcia[qi]Q ) H - )

i=0 i=0 Ul ZC;qJ]Q(P)
l (¢"-1)/n -1 ] (P) (¢8=1)/n
ci > i1 c;¢71Q,[ciq]Q
= fzZ (P)> ( cl,Q ] ) .
(115 IR | S

Now define Vercauteren’s Pairing aj ;... to be

-1 ]

(¢"—1)/n
(> J i1 6599)Q)leiq? ]Q(P)
Heoer, e H SaP) 11 (P) :

i UXledQ

We can see that Vercauteren’s Pairing is a ratio of pairings we already know, namely

(@ F)
[Timo £ (P)

Therefore, Vercauteren’s Pairing is bilinear and non-degenerate. For efficiency, we need to
carefully choose the fixed power m so that all the ¢;’s are small. By Definition |3.1.1] as

a[007clv---7cl] =

long as all ¢; < nl%l, Vercauteren’s Pairing is an optimal pairing. Vercauteren [30] gives
an algorithm to derive such m.

31



Consider the following ¢(k)-dimensional lattice

n 0 0 0
—q 1 0 0
L= —¢ 0 1 0
—¢ 0 -~ 0 1

In [30], it is concluded that finding the short vectors in the lattice L is easy, since k is
small.

Let a short vector V be

S

o
o
o

—q 1 0 0

Vo= <,007 U1, U2, -+, Ul)' _q2 0 1 0
—q" 0 - 0 1

( von—vlq—vgcf — —Uqu, V1, V2, -, U )

= (COa C1, C2, -+, ( )7

where all v; € Z. By Minkowski’s theorem, there exists such short vector V' € L with
1V ]loo < n'/¢®) where ||V]|o = max; |c;|. Hence, we can have

von = co + c1q + caq® + - + g

with all ¢; < n'/¢®)_ Therefore, if we choose vy to be our fixed power m, Vercauteren’s
Pairing

s e\ "
j=i+1 GV ]Qciq"
(H w1 7) )

-0 i=0 Vst i@
with mn = °._, c;¢’ is an optimal pairing.

The relationship between Vercauteren’s Pairing and the R-ate pairing is not clear.
Both pairings can be written as a ratio of known pairings and a product of Miller functions
and line functions. For the R-ate pairing, we look at the third case listed in the previous
section, since it is the most used case for many pairing-friendly curves including BN curves.
Vercauteren’s Pairing can be written as

-1 ]

er(@Q, i1 @)Qu[eia!]Q
a[cg,cl,..,,cl} - Hl ( (H CZ,Q H J —

q* Q =0 U[Zl C]q]]Q(P)

)

(P)) (qk—l)/n
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while the R-ate pairing can be written as

(qk—l)/" qkfl)/n
fr.0(P) ( l[aTj1Q,[b1Q(P))(
R p) = [ L") = forri0(P) - foo(P) - 222 2 :
2ol (f%j,Q(P)> JamialP) - Joa(P) vigilo(P)

where T; = ¢' (mod n) for i € Z with 0 < i < k.

On one hand, there could be more than one coefficient among the ¢;’s not equal to 1,
so it is not always possible to get Vercauteren’s Pairing from the R-ate pairing. On the
other hand, if the fixed power m in Vercauteren’s Pairing could be chosen so that

QP (le,Q<P>>(q o

Qlcy,eq,..., ]l — cs - a
ol HE:O qZ,Q(P> ijvQ<P)

then we need mn = a¢’ + b which might not be true in general. We conclude that
Vercauteren’s Pairing and the R-ate pairing are distinct optimal pairings.
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Chapter 4

BN Curves

In this chapter, we study a family of elliptic curves defined over a prime field IF,, such that
the group of [Fj-rational points has prime order n. The curves have embedding degree
k = 12 with respect to n. The curves were discovered in 2005 by Barreto and Nachrig [4].

4.1 Family of Curves

The family of elliptic curves is described in the following theorem [4].

Theorem 4.1.1 Let u € Z be an integer such that

p = p(u) = 36u* + 36u® + 24u” + 6u + 1
and

n = n(u) = 36u* + 36u® + 18u? + 6u + 1

are prime numbers. Then there exists an ordinary elliptic E' defined over I, with #E(F,) =
n. The embedding degree of E with respect to n is k = 12, and the curve can be given by

an equation
E:y?=a%+0, bel,.

The trace of the Frobenius endomorphism over F, is given by t = t(u) = 6u® + 1.
A pair (p,n) of prime numbers as described in Theorem is called a BN prime pair.
Finding a BN prime pair of a certain bit size is not difficult. One just randomly chooses

different numbers for parameter u until both p(u) and n(u) are prime. The values of u can
be chosen so that p(u) and n(u) have a desired bit size.
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For the curve equation y? = 23 + b, the distribution of b is discussed as follows. Let
p € N be a prime. For xy € F), b € F can be chosen such that x5+ b is a square y3 in F,.
Then, P = (x¢, o) is an affine point on the curve F : y* = 23 + b. If we randomly choose
b € Ty, there is a chance of 50% to obtain a square ys = xy + b. Similarly, for yo € F),
b € F, should be chosen so that y2 —bis a cube in F,. If we randomly choose b € [F;, there
is a chance of 1/3 to obtain a cube z3 = y2 — b. A lemma about b is given as follows.

Lemma 4.1.1 Let F : y* = 23+ b be a BN curve defined over F,. Then b is neither a
square nor a cube in F,. In particular, it is not a 6th power. If P = (zo,y0) € E(F,), then

xo # 0 and yo # 0.

Proof: First assume b is a square. Then P = (0,v/b) is in E(F,). Note that by the group
law, [2]P = —P so that P is a point of order 3. Since #E(F,) = n is a prime and 3 { n,
this is a contradiction. Now assume that b is a cube. Then Q = (—+v/b,0) is in E(F,).
Since the order of @ is 2, this contradicts 2 { n. Conversely, if P = (z¢,v9) € E(F,), then
xg # 0 and yy # 0. U

The condition zgyo # 0 is the only restriction for (zg,yo) to be a generator point. Let
(p,n) be a BN prime pair, and let zo € ;. Then, on average we expect 12 random choices
for b € I until the curve E : y? = 23 + b has order n and a generator with z-coordinate
Zo.

With all the information given above, an algorithm for constructing BN curves can be
formulated.

Algorithm 4.1.1 Algorithm to construct BN curves:
Input: The expected bit length { of the curve order n.
Output: Parameters p, n, b, yo such that the curve E : y* = 2® + b has order n over F,,
the point P = (1,y0) is a generator of the curve, and n has bitlength at least (.
1. Let p(u) = 36u* + 36u® + 24u? + 6u + 1 and n(u) = p(u) — 6u?.
2. Compute the smallest integer u such that logy n(—u) > £.
3. Loop until p and n are prime.
(a) Compute t + 6u? + 1.
(b) Compute p < p(—u) andn < p+1—t.
(c) If p and n are prime, then go to Step 4.
(d) Compute p < p(u) andn + p+1—t.
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(e) If p and n are prime, then go to Step 4.
(f) Compute u < u+ 1 and go back to Step 3(a).

4. Loop until the curve E : y* = 2® + b has order n.

(a) Choose b € Ty at random.

(b) If b+ 1 is not a quadratic residue mod p, then go back to Step 4(a).
(c) Compute yo such that y3 =b+1 (mod p) and set P < (1,yp).

(d) If nP # oo, then go back to Step 4(a).

5. Return p, n, b, yo.

This algorithm gives a curve which has a generator with x-coordinate equal to 1.

4.2 Properties of BN Curves

Let E be an elliptic curve defined over F,. An elliptic curve £’ defined over F, is called
a twist of E if there is an isomorphism 1 from E’ to E that is defined over an extension
field F . The minimal extension degree d for which there exists such an isomorphism is
called the degree of the twist E’.

The most important property of BN curves is the existence of a twist of degree 6. The
second pairing argument defined over the field Fj:2 is usually taken from the p-eigenspace
of the Frobenius endomorphism on the n-torsion subgroup.

Lemma 4.2.1 23] Let E/F, be a BN curve. The curve E has a unique twist E'/F,2 of
degree d = 6 with the following properties:

1. The order #E'(F,2) is divisible by n.
2. The twist can be represented by the equation
B y? =1+ b¢,
where § € Fo\((Fp2)? U (Fp2)?).
3. The corresponding isomorphism 1 is given by
Vv E — E,

(2',y') = (32, %),
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4. A point Q' € E'(F,2) of order n is mapped via ¢ into the p-eigenspace of the Frobenius
endomorphism ¢, i.e., ¢,(¥(Q')) = [plY(Q').

In Section [2.1.4] we defined Gy = ker(¢, —[1]) = E(F,) and G, = E[n]Nker(¢, — [p]) C
E(F,2)[n]. Lemma [4.2.1] shows that we can represent the group G by the F-rational
points of order n on the twist E’. We can perform the elliptic curve operations on the
twist instead of doing them in G5. We define G to be the group of [Fj2-rational n-torsion
points on the twist F’,

Gy = E'(F2)[n)].
A twisted pairing on a BN curve is then defined on G; x G}, or G x G, where G, G5 and
G, are all cyclic groups of prime order n and % is a group isomorphism

wGIQ—>G2

Since the twist E’ is defined over F2, we construct the finite field F,:2 as an extension
of F2. As in Lemma [4.2.1] € € F2\((F,2)? U (F,2)?), and so the polynomials z? — & and
2% — ¢ are irreducible over F,2 since otherwise { would be a square or a cube.

Lemma 4.2.2 Let q be a prime power such that ¢ = 1 (mod 6), and & € Fp\((F,2)* U
(Fg2)%). Then 2% — & € Fylz] is irreducible over F,,.

Proof: Since ¢ = 1 (mod 6), all 6-th roots of unity are in F,. Let w be a root of 2° — ¢
and u € F, be a primitive 6-th root of unity. Thus,

Assume 2% — ¢ has a cubic factor over F,. Then, the constant term of the cubic factor
has the form u™7+%w3 where i, j, k are distinct integers between 0 and 5. Thus, we have
w3 € F, so that £ = (w®)? is a square, which is a contradiction. Hence, 25 — ¢ does not
have a cubic factor. Similarly, 2% — ¢ does not have a quadratic factor. Therefore, 25 — ¢
is irreducible over [F),. 0

Let w € F,i2 be a root of the irreducible polynomial 2° — &, ie., w® = ¢ The curve

isomorphism ¢ can be written as
V:E — F,

(.T/, y/) — (w2x/’w3y/>.
This map is needed during the pairing computation. The curve arithmetic in G5 can be
replaced by arithmetic in GY,. For example, we compute the Tate pairing using the function

€n2G1XG/2—>G3,
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en(P,Q") = fup((Q)®* D/,

where P € Gy, Q' € GY}. Tt will be shown in Chapter [ that the map ¢ from G} to G
can be computed at negligible cost. The efficiency of using BN curves will also be further
analyzed in Chapter [5

4.3 More on Curve Construction

The algorithm introduced in Section gives a curve that works in general. However, for
efficient pairing implementation, Pereira et al. defined a subfamily of BN curves [25].

Definition 4.3.1 A BN curve E/F, : y* = 2* + b is called friendly if p =3 (mod 4) and
if there exist ¢, d € F;, such that either b = ct+db orb=c®+ 4d*.

Such friendly BN curves have the following properties:

1. Since p =3 (mod 4), we can represent F,» by F,[i]/(i* + 1).
2. £ =c+d% or € = ¢+ 2d% is provided by c and d to represent Fy s = F2[v]/(v? —&).

3. The sextic twist of correct order is given by E : y?> = 2° 4+ £, where £ is the complex
conjugate of &.

4. (—=d? c?) and (—c?,2d?) are generators of G.

5. (—di,c) and (—c,d(1 — 7)) are generators of GY.

Note that with the help of these two parameters ¢ and d, we can efficiently define the
group generators, sextic twist, and field extensions. Some other suggestions for improving
efficiency are provided in [25].

1. The Hamming weights of either the BN parameter u or the loop order 6u + 2 of the
optimal pairings are minimal for a given bitlength.

2. b is as small as possible.

3. Carefully choose ¢ and d so that b and ¢ has low Hamming weight. Thus, multipli-
cation by b or £ consists only of shifts and additions.

We use a specific BN curve suggested in [25] for implementation in Chapter |5 and
Chapter [6]
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Chapter 5

Implementing the R-ate Pairing
using BN Curves

5.1 R-ate Pairing on a Particular BN Curve

In this section, a particular BN curve is introduced and will be used for the remainder of
this thesis. We have
E:y*=2"+2, (5.1)

and
u=—(2%+2%4+1) <0.

Recall the R-ate pairing introduced in Section . In the third case (see (3.7])), we choose
(A, B) = (TlﬂaTl)- ThUS,

12_1)/n
Ut 1@ (P) ) v/

RA,B(Q? P) = (ftf,Q(P) ) fb’Q(P) . UblO}Q(P)

where a = 6u+ 3, b = 6u+2, T, = p mod n and Tjy = p'® mod n. Since for any point
Q) € G we have [p|Q = ¢,(Q), the line function

U@ e (P) = Lale.me(P) = s, (a).me(P)

can be transformed so that its evaluation is faster. Hence, we can write the R-ate pairing

as
2_1)/n
tmeo(P) >p Fra(P) - %p([a]Q),[b]Q(P))(p /
Vp+1je(F) ’ Vgioje(P)

Ran(@.P) = ((falP)
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We call b = 6u + 2 the R-ate parameter. Note that the R-ate parameter is negative, so we
compute fy, instead of f; o in the Miller Loop. Since

(i) = —(1bl(Q) = ([IbNQ) — (b — 1)(o0))
= b(Q) + ([-b]Q) + (b —1)(0)

and
(fo.) = 0(Q) — ([b]Q) — (b — 1)(c0),
we have

(fone) — (Fre) = ([-0Q) + ([0]Q) — 2(c0),

and thus ( f|;|1Q) is equivalent to (fyq). In order not to affect the pairing value, it is required
to compute a curve point negation in G5 and an inversion in G before we apply the final
exponentiation. The curve parameters are summarized here:

1. Embedding degree k = 12.
2. u=—(2% 42 4+1).

3. p = 36u* 4 36u> + 24u? + 6u + 1 is a 254-bit prime of Hamming weight 43 and p = 1
(mod 6), p =3 (mod 4).

4. n = 36u* + 36u® + 18u? + 6u + 1 is a 254-bit prime of Hamming weight 51.
5. t = 6u? + 1 is a 127-bit integer of Hamming weight 13.

6. b= 6u + 2 is a 65-bit integer of Hamming weight 5.

It will be shown in Section [5.2] that all vertical lines are equal to 1 after the final expo-
nentiation. Hence, we can ignore the evaluation of the vertical lines during the pairing
computation and rewrite the function as

Rap(Q.P) = ((ra(P)  lnaa(P) fra(P) - laniaue(P) " ",

The algorithm to compute this particular pairing is given as follows.

Algorithm 5.1.1 Algorithm to compute the R-ate pairing on BN curves (where
the R-ate parameter is negative):

Input: P € Gy, Q € Gy, b= |6u+ 2| = S8 p, 20
Output: Ry p(Q,P)
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~

T+ Q, f+1

IS

. fori=|logy(b)| —1 to 0

(CL) f<—f2'£T7T(P),T(—2T
(0) ifb; =1, then f < [ lro(P), T« T+ T+Q

T+ =T, f+ f!
o (f o lr(P)P - lrriq)r(P)

. f o f@PD/n

S v AN W

. Return Rap(Q,P) = f.

5.2 Tower Extension

To achieve a high performance, a standard method is to represent [F,12 using tower exten-
sions. It is clear that 2> — (—1) is irreducible in F,. Thus, the extension field F,2 can be
represented as F,[i]/(i* + 1). We use the field extension

Fp2 = Fy[i]/(i* — B), where 8 = —1,

Fpo = F2s]/(s* = §), where § =1+,

p

Fpo = Fp[v]/(v° = §),
o Fpz = Fpfw]/(w’ —¢)

suggested and implemented in [I][25]. We also have Fi2 = Fp[w]/(w® — s) and Fpiz =
Fys{w]/(w? — v). Here is a short proof that ¢ is neither a square nor a cube in F .

Proof: Assume that £ € F 2 is a square. In our chosen curve, we have b = 2 = (1+1)-(1—1).
Then,
€

2. g2 for some s € )2

)2

Hence, b is square which contradicts Lemma [4.1.1. We conclude that & is not a square.
Similarly, ¢ is not a cube. 0

S
|
Iy

Wl

—~ W

S .
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An element o € [F,,12 can be represented in the following ways:

a = ag+ aw where ag, a; € Fpe

(a0 + ap1v + CL[)’QUQ) + (a10+ a1 v+ a172v2)w where a; ; € F 2
(CL070 + (JJ1,18) + (al,O + ao,gs)w + (ao’l + CLLQS)WQ

2 3 4 5
= ap, + ayow + QoW + a W + Qg 2w + ap2W-.

Note that converting from one towering F,> — F,6 — Fj 12 to the other Fp2 — Fo — Fpe
is simply permuting the order of the F,2 coefficients.

Recall the existence of sextic twists introduced in Section The twist can be repre-
sented by the equation E’ : y* = 23 + 2/£. Since (14 14)(1 — i) = 2, we have 1 — i = 2/¢.
The sextic twist can thus be represented by equation E'/F,2 : y* = 2® +1 — i and the
corresponding isomorphism v is given by

Vv:E — E,
I /2 103
(@', y) = (2w, y'w”).

Mapping a point in G, to a point in G, can be considered as changing both the coordinates
of the former into two 6-dimensional vectors,

(x/7 y/> |_> ((07 07 ‘r/7 07 07 O)? (07 07 07 yIJ O? 0)) (5'2)

Therefore, the cost of the map 1 is negligible.

Let P = (x1,y1) € Gy and Q = (23, y2) € G2. Obviously, we have z1,y; € F,. By ,
we see that 22 and y, have the form zy = rhw? € Fyo and ys = yhw? € Fpa where 2y, and
yh € Fp2. For any P = (z1,y1) € Gy and Q = (22,y2) € Ga, recall that v(P) = z1 — 25
is the formula of the vertical line through () evaluated at P. Since z; € F), and xy € [y,
these function values x; — x5 are all in Fys C Fi2. By Lemma , after we apply the
final exponentiation, we can ignore the evaluation of the vertical lines during the pairing
computation. This is called denominator elimination.

Let (M,S,I) denote the cost of multiplication, squaring and inversion in F,. Let
(My, Sy, 14) for d € 2,4,6,12 denote the cost of multiplication, squaring and inversion in
F,i. To roughly determine the efficiency of the whole pairing computation, we convert
all operation counts into M. Since the cost of addition is negligible compared with the
cost of multiplication, we only count the number of multiplications. Experimentally [15],
S~ 0.9M and I =~ 41m. In this thesis, we assume S ~ M.

Lemma 5.2.1 Ifa € F, and b € F,u for d € 2,4,6,12, then the cost of computing a - b is
dM.
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Proof: Suppose F,a = F,lw]. We have

d—1
b= Z b
=0

where b; € IF,,. Thus,

d—1 d—1
a-b=a- Zbiwi = Z(abi)wi;
i=0 i=0
the last expression has d multiplications in F,,. O

This lemma can be extended as follows: if a € F,a and b € Fea for d € {2,4,6,12} and
e € N, then the cost of computing a - b is eM,.

5.2.1 [, Arithmetic

Let a+bi and a'+b'i be two abritrary F,2 elements with a, b, o/, b" € F,,. Using Karatsuba’s
method,

(a+bi)-(a/ + Vi) = ad +0bb'i*+ ab'i + a'bi
= (ad' —bb')+ ((a+b)-(a' +V)—aad — bb')i,
which reduces one multiplication in a quadratic extension to three small field multiplica-

tions (i.e., a-a’, bV and (a +0b) - (a' +b')); thus we have M, ~ 3M. For squaring in F e,
we have
(a+bi)> = a®+ 2abi + b*i?

= (a® —b%) + 2abi

= (a+0b)-(a—">)+ 2abi,
and Sy ~ 2M (i.e., the two F, multiplications are (a + b) - (a — b) and a - b). Since
(a+bi)(a— bi) = (a* + b?), we have
a—bi
piy = 2
(a+b) a® + b2

Hence, to compute an inversion in a quadratic extension, we need to compute two squarings
(i.e., a* and b?), one inversion (i.e., (a* + b?)7'), and two multiplications (i.e., by Lemma
5.2.1 (a*> +b*)7! - (a — bi)) in the small field, so [, ~ 25 + 1 +2M ~ I + 4M.

Lemma 5.2.2 Let a+bi be an arbitrary F 2 element with a, b € F,. Then the cost of p-th
powering is negligible in 2.
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Proof: The binomial theorem gives

(a+bi)P = i(?)-ad-(b@')f’—d

d=0
= a’ + P since all other terms are multiples of p
= a+bi-#!
= a+bi- ()T
= a+bi-(-1) since f is a quadratic non-residue
= a— b

Thus, one can raise an element in F,2 to the p-th power by just changing the sign of the
second component. 0

Lemma can be extended as follows: the cost of p?-th powering is negligible in Fza.

5.2.2 [, Arithmetic

Let a + bv + cv? and @ + Vv + v? be two arbitrary Fye elements with a, b, ¢, ¢/, V' and
¢’ € Fj2. Using Karatsuba’s method,

(a+bv+cv?) - (a +bv+dv?) = ad + (ab +a'b)v + (ad + d'c+ bb)v® + (b + b'c)v?

+ed vt

= (ad' + (b +Vc)&) + (cd€+ (ab + a'b)) v
+ ((ac + d'c) + bb')) v?

= (ad' + ((b+c)(b' +) =0 —cd)E)
+(cd€+ ((a+b)(a +V) —ad —bb))v
+(((a+e)(a + ) —ad —cc) + b)) v?,

which reduces one multiplication in a cubic extension to six small field multiplications
(e, a-a, b-b,c-d, (a+b)-(d+V), (a+c) (¢’ +)and (b+c)- (b +)); we
have Mg ~ 6M, ~ 18M. Note that we did not count an F,. multiplication by § as a
multiplication for the following reason. Let a + bi be an arbitrary [F,. element; then

(a+bi)-& = (a+0bi)(1+1)
= a+ bi+ ai+ bi®
= (a—0b)+ (a+)i,

44



which means the cost of multiplication by ¢ is as cheap as two additions in 2. For squaring
in F,6, we have the following formula from [9]:

(a+bv+cv®)* = a®+b** + o' + 2abv + 2acv® + 2bev®
= (a® + 2bc€) + (2ab + Z&)v + (b + 2ac)v®
= (a® 4 2bc€) + (2ab + v + ((a — b+ ¢)* — a® — & + 2ab + 2bc) v°
Hence, to compute a squaring in F,s we need to compute two multiplications (i.e., a-b and
b-c) and three squarings (i.e., a?, ¢® and (a —b+c)?) in Fj2. Thus, Sg ~ 2M5+3S5 ~ 12M.
Finally, the formula for inversion in cubic extension field is provided in [27] as
1 A + BU + CU2
~ bCE+ aA + cBE’

where A = a® — be§, B = ¢*¢ —ab, and C' = b* — ac. Hence, inversion in F 6 can be reduced
to three squarings (i.e., a®, b* and ¢?), nine multiplications (i.e., six multiplications for b-c,
a-ba-c,b- C’ a A ¢ B and three multiplications for (A+ Bv+ Cv?)- (bC&+aA+cBE)™
by Lemma |5 and one inversion (i.e., (bC€ + aA + ¢BE)™') in F,e. Thus we have
I ~352—|—9M2+]2 ~3TM + 1.

(a+bv + cv?)”

5.2.3 Fp12 Arithmetic

Since 12 is a tower of quadratic, cubic and quadratic extensions. Karatsuba’s method
gives Myy =~ 3Mg ~ 54M. As in the 2 case, we have Sy, = 2Ms ~ 36 M.

Lemma 5.2.3 [29] If « = a + bw € Fyi2 with a, b € Fye satisfies o1 = 1, then o® can
be computed in roughly 24M .

Proof Note that, by Lemma [5.2.2] for any o = a + bw € Fpi2 with a, b € Fys, we have
o’ = a — bw. Thus
1 = o”t!
= (a+bw)- (a—bw)
.
which means a? can be written as a? = b*w? + 1 = b?>v + 1. Then

o = (a+bw)?

= a* + 2abw + b*w?

= (a® 4 b*v) + (2ab)w

(2b%0 + 1) + ((a +b)* — a® — b*)

= (2°v+1)+ ((a+b)?— (Vv +1)—b%).
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Hence, squaring such « can be accomplished with two Fye squarings (i.e., b* and (a + b)?)
for a total cost of 24 M. O

We denote such squaring by Sj,. It is used in the final exponentiation steps during the
pairing computation. Inverting such « is essentially free since we have

_ 6
al=ao” =a—bw.

Finally, inversion in [F 12 can be reduced to two squarings, one inversion and two mul-
tiplications in IF,s. Thus we have I ~ 256 + I + 2Mg ~ 97TM + 1.

5.2.4 Summary

The costs of arithmetic operation in F,,, F,2, Fjs and Fj 2 are summarized in Table

p
Operation Cost
Multiplication in [, M
Squaring in I, S~ M
Inversion in I, I
Multiplication in . 3M
Squaring in I 2M
Inversion in [ [+4M
Multiplication in [F e 18M
Squaring in e 12M
Inversion in e I4+37M
Multiplication in [F 2 54M
Squaring in I 36M
Inversion in [z [+97M

Table 5.1: Cost estimates for arithmetic operations in I, F 2, F,e and Fj2

5.3 Operation Count for R-ate Pairings

In order to carefully count the operations, we restate the algorithm to compute the R-ate
pairing on this specific BN curve.

Algorithm 5.3.1 Algorithm to compute the R-ate pairing on BN curve :
Input:
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o P=(zp,yp) € Gy with zp, yp € F,,
o Q= (zqw?, yow®) € Gy with xq, yg € Fpe,

o b=|6u+2 =3 b2
Output: Rap(Q, P).

1. T+ (xQ7yQ71); f <~ L
2. For i from 63 to 0 do:

(CL) f<_f2'€T,T(P)-

(b) T < 2T.

(c) If b; =1, then f < f - lro(P), T + T+ Q.
3. T+ T, f<+ fL

4. Compute f - (f - lr.q(P))P Ly, r+0)r(P) as follows:
(a) ConvertT to affine coordinates and store as T".
(b) f' = f-lro(P), T+ T+Q.
(c) "= ()
(d) [ Lo,y (P).

(e) [« f-f.
5. Compute f®°~D/" a5 follows (see Section .'
(a) f 70

(b) [ frHL

(c) a < f5u5.

(d) b+« aP.

(e) b+ a-b.

(F) 7o ()2 1 b (f2 ) v S,
6. Return Ry p(Q,P) = f.

In this algorithm, Step 2 is called the Miller loop. Step 3 and Step 4 are the adjustment
steps for this specific pairing. Step 5 is called the final exponentiation. Next we perform
the operation counts for these three parts.
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5.3.1 Operation Count for the Miller Loop

Recall the sextic twist £ of E over Fp,
E[Fp:y® =2 +1—1,
and the corresponding isomorphism ¢/ given by
Vv E — F,
(ZL’,, y/) — (ZE,LUQ, y/w?))‘

Note that 1 as well as its inverse can be computed at negligible cost. At the beginning of
the algorithm, we assign 7" to be in E'/F,2. To avoid inversions, G4 is usually represented
in projective coordinates and jacobian coordinates. We shall use jacobian coordinates. A
point (X, Y, Z) in jacobian coordinates corresponds to the point (z,y) in affine coordinates

with z = X/Z? and y = Y/Z3. Recall the point doubling formula introduced in Section
2.1.1} Let P = (x,y) with P # —P. Then 2P = (x3,y3), where

- (3”32>2 . (5.3)

o
w= () w-m-w (5.4)

In jacobian coordinates we derive the formula for doubling a point 7" = (X,Y, Z) to
2T = (X3,Y3, Z3). Substituting x = X/Z2, y = Y/Z3, 23 = X3/Z3 and y3 = Y3/Z3 into

(5.3) gives
2
Xs  (3(x) o (X
zZ32 2(%) A

4Y272  4Y?272
9X* - 8XY?
4Y272
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Similarly, substituting x = X/Z%, y =Y /Z3, v3 = X3/Z2 and y3 = Y3/Z3 into (5.4) gives
Y. g 3 3

Yy [3(5)° X X Y
z3  \ 2(%) 72 73 73
o (3x? Z X X Y
-zt 2y 72 73 73

33X (4XY2 9X4—8XY2) gy

oY Z \4y2z2 4y272 - /Y373
3X2(4XY?% — (9X* — 8XY?)) — 8y
N ]Yy373 '

Hence we have 2T = (X3, Y3, Z3) where

X3 = 9X* — 8XY?
Y = (3X?)(4XY? — X;) — 8Y*
Zy=2YZ.

Since we are doing the curve arithmetic on E’/IF,2, one point doubling requires four squar-
ings (i.e., X2, Y2 (X?)? and (Y?)?) and three multiplications (i.e., X -Y? (3X?)-(4XY?—
X3) and Y - Z) in F,2. Thus, each point doubling in G costs 45, + 3M, = 17M.

The value of the tangent line through 7" at P is always computed together with the
point doubling. Recall the line function from Section for P = (zp,yp) € Gy,
T = (z1,y1) € Gy, the formula of the tangent line through @) evaluated at P is

32
brr(P) =yp —y1 — 2—1($P — 7).
Y1
Different from the point doubling formula, this line must be evaluated in F,2. Let T =
(r1,71) = (xpw? yrw?), and let (X,Y,Z) be the point we stored in jacobian coordinates
such that x7 = X/Z% and yr = Y/Z3. Then

323
bra(P) = yp—y1 = 5—(vp — 1)
(A
3(zrw?)?
_ 3 2
= Yp —Yrw’ — e (xp — zrw?)
Y o, 3(Zw?)? X
= yp— gt = B ey - 2
Z3 2%(&” Z?
B ypZ3 —Ywd  3X2%wt 73 apZ? — Xuw?
B 73 74 2V w3 72
L 2ypY 7P -2V - 3XPw(xpZ? — Xw?)
B 2Y 73 '
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Since 2Y Z?% € F,2, the final exponentiation will convert it to 1. Thus, we take
lrr(P) = 2ypY Z® —2Y%W® — 3X°w(xpZ? — Xw?)
= 2upY 7% - 3wpX?Z%0w + (3X? - 2Y?)W?
Note that X2, Y2 and Y Z are also computed while doubling 7', so we can share these
results here. Therefore, to compute ¢7.7(P) we need one squaring (i.e., Z?) in F2, three
multiplications (i.e., X - X2 Z?- X? and Z*-Y Z) in F,2 and four multiplications (i.e., two
for yp - Y Z3 and two for zp - X?Z?) in F,, for a total of Sy + 3My + 4M ~ 15M.
Let T = (z1,11) € Gy and Q = (z2,y2) € Gy with T' # £@Q. The point addition formula
in Section is given as T'+ @ = (x3,y3) where

Tr3 = (y2 h ) — T1 — T2 (55)

To — X1
Yo — 41
g —_— - - . 5'6
Ys (m2 — x1> (r1—x3) =0 (5.6)

Let T = (X1,Y1,7Z1) € G) be the point we stored in jacobian coordinates and @ =
(zqw?, yow?®) € Gy in affine coordinates. Substituting x1 = X1/27, y1 = Y1/Z}, 23 =
X3/Z2 and y3 = Y3/Z3 into (5.5) gives

Y1\ 2
X3 Yo — Z_i” Xl
JEE— f— — — — — X
Z3 Rgp:! 7z e
_ (veZi -1 z3 X (0ZE = X0)? g ZRgZi — X))
B A 1077 — X, 72 (22} — X1)? 7312} — X,)?

(yoZi —Y1)* = (Xi + 2 Z7) (22} — X1)*
ZH (2 Zt — X1)*
Similarly, substituting z; = X;/Z%, y1 = Y1/Z3, 23 = X3/Z% and y3 = Y3/Z3 into (5.6)

gives

Y (Yo~ % X1 X3 Y)
7z @ (ﬁ - ﬁ) -z
(yQZf’ i oz ) ' (& _ (WeZi —1)? — (Xu +2Z7) (202} —X1)2>
7w %) \z TraZl - X
Y]
7z

(yoZi — YI{Xi(2qZi — X1)* — [(yo 2} — Y1)* — (X1 + 20 Z7) (2027 — X1)*]}
ZH g2t — X1)?
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Hence we have T'+ Q = (X3, Y3, Z3) with

Xs = (yoZ} —Y1)* — (X1 + 2@ Z7) (w27 — X1)?
Vs = (Y2} — Y1)[Xa(xqZ7 — X1)? — X3] — Vi(2@Z7 — X4)?
Z3 = Zl<IQ212 - Xl)

We rewrite X3 as

X3 = (yoZi —Y1)? — (X1 +aqZ7)(xqZ; — X1)*
(yoZi — V1) — (xoZ7 — X1+ 2X1)(2gZ] — X1)?
= (yoZ} —W1)? = (vqZ7 — X1)* + 2X1(zqZ7 — X1)*.

Since (zgZ7 — X1)* and X;(z9Z7 — X;1)? are needed for computing Y3 and Z3, we can
save one multiplication here. Hence, we need three squarings (i.e Z7, (zoZ% — X1)? and
(yoZ3 — Y1)?) and eight multiplications (i.e zg - Z3, Z% - Z1, yo - Z3, X1 - (xqZ} — X1)?,
(r@Zt — X1) - (22 — X1)%, (yoZi — Y1) - [Xi(2QZF — X1)* — X3, Y3 - (2927 — X1)® and
Z1 - (zqZ% — X1)) in Fpe, that is 3Sy + 8 My = 30M for computing one point addition in
GY,.

Let T' = (z1,11) = (xTWQ,yng) € Gy, Q = (12,92) = (xQWQ;yQWS) € Gy, P = (zp,yp)
and let T+ @Q = (x3,y3). Recall the formula for evaluating the line through 7" and @ at P

in Section 2.3k
Y2 — %1

To — Iq
Let (X,Y,Z) be the point we stored in jacobian coordinates such that xr = X/Z* and
yr = Y/Z3. Then

fT,Q(P) =Yp — U1 — ($P—$1)'

lor(P) = yp —ya— iz : gyﬁll (zp — x2)
3 3
_ gt = JeY YWY 2
= Yrp — YW waz _ SCTCUQ (xP Tw )
3 Y 3
Yow” — 3w
= (yp — yQW3) - 2—§?2 (zp — zQWQ)
ZL’QW — ﬁw
_ sy W2 Y)W z? o
= (r = yew) 7 (io7% = XJur " (0r ~ T
_ p —yew?)Z(2gZ? — X) — (yoZ° — Y)w(zp — 1qw?)
Z(vgZ? — X) ’

Since Z(zqZ?* — X) € F,2, the denominator will equal 1 after the final exponentiation.
Thus, we take

lor(P) = (yp —yqw’)Z(2qZ* — X) — (yo2° — Y)w(xp — 2qw?)
= ypZ(2Z° = X) —wp(yoZ’ = YV)w — (yoZ(2qZ° — X) — wq(yoZ® = Y))u".
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Note that since 72, g 22, Z - (xqZ*— X)), Z- Z* and yq - Z* are also needed for computing
T+(@, we can save one squaring and four multiplications in IF,2. Hence, to evaluate (g r(P)
we need two more multiplications (i.e., yg - Z(2gZ* — X) and z¢ - (yoZ° —Y)) in F,2 and
four more multiplications (i.e., two for yp - Z(zgZ? — X) and two for zp - (yoZ* —Y)) in
F,, that is 2My +4M ~ 10M. If T+ @ is not computed at the same time, then the cost
of evaluating lg r(P) is Sy + 6 My + 4M =~ 24M.

Recall that both ¢7.7(P), Lo (P) € Fp2 have the form a + bw + cw® with a, b, ¢ € Fe.
Let ¢ be an element in Fi2 of the form ¢ = a 4 bw + cw?® with a, b, ¢ € Fj2 and let f be a
general element in Fji2 of the form f = fo + fiw with fo, fi € Fpe. Then £ can be written
as £ = a+ (b+ cv)w so that the product £ - f can be expressed as

C-f = (a+(b+cv)w)- (fo+ fiw)
= (afo+ (b+ cv)fiv) + (afi + (b+ ) fo)w
= (afo+ (b+c)fiv) +[(a+b+cv)(fo+ fi) —afo— (b+ cv) filw.
From Lemma we can see that afy can be computed in three F,2 multiplications. Let
fo = foo+ foav + foav® with foo, fo1, fo2 € Fpe. Then
(b+cv)- fo = (b+cv)- (foo+ forv =+ fo2v?)
= (bfoo+cfo2f) + (cfoo+bfor)v
+[(b + ¢)(foo + for + foz) — bfoo — cfoz — cfoo — bfoa]v?
gives that five multiplications (i.e., b- foo, ¢- fo2, ¢ foo, b+ fo1 and (b+c¢)- (foo+ fo1+ fo2))
in [F,2 are needed for computing (b + cv) - fo. Similarly, another five multiplications in I
are needed for (a4 b+ cv) - (fo + f1). Therefore, the multiplication between line functions

lrp(P), Lor(P) € Fpe and f € Fpi2 requires only 13 multiplications in 2, that is
13M5 ~ 39M.

The cost of Steps 2(a) and 2(b) is Sy2 ~ 36 M for the squaring, 17M for point doubling,
15M for the line evaluation, and 39M for the multiplication between f? and ¢r7P. The
cost of Step 2(c) is 30M for point addition, 10M for point the line evaluation, and 39 M
for the multiplication between f and ¢roP. Recall that, |6u + 2| is a 65-bit integer of
Hamming weight 5. Steps 2(a) and 2(b) are processed 64 times, and b; = 1 is encountered
four times in Step 2(c). Hence, the cost of Miller loop is

64 - (36 M + 17M + 15M + 39M) + 4 - (30M + 10M + 39M) ~ 7164 M.
The operation cost for the Miller loop is summarized in Table [5.2]

5.3.2 Operation Count for Adjustment Steps

As the BN parameter is chosen to be u = —(2% 4 255 + 1), the R-ate parameter 6u + 2 is
negative. In order to obtain the correct pairing value, we add Step 3 right after the Miller
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Operations Cost

Point Doubling in G, (T'+ T) 17M
Evaluating Line {77 (P) while computing (T'+7) 15M
Point Addition in G4 (T + Q) 30M
Evaluating Line {1 o(P) while computing (7'+ @) 10M
Evaluating Line {7 o(P) 24M
Multiplication between f and /¢ 39M

Table 5.2: Cost estimates for the Miller loop

loop. Note that T' € G, is stored in jacobian coordinates. Let T = (XY, Z) with X, Y,
Z € Fp2. We can compute
T =(X,-Y,2)

with a cheap negation in F,2. The inversion for computing f~* € F1 is expensive. How-
ever, in the final exponentiation step, the inversion of f is required. Therefore, we can store
f for later use before we apply the expensive inversion. The cost of Step 3 is 1o ~ 97TM +1.

To convert T in jacobian coordinates to 7" in affine coordinates, we use the map
T—1T,

(X,Y,2) = (XZ72,YZ73).

Thus, one inversion (i.e., Z~1), one squaring (i.e., (Z71)?) and three multiplications (i.e.,
Z74.Z7% X-Z?and Y -Z73) in Fj» are needed. The cost of Step 4(a) is Iy + Sa +3M,y =
15M + I. Similarly to Step 2(c), the cost of Step 4(b) is T9M.

Let A= Z?:o a;w’ be an arbitrary element in F,i2 with a; € Fj2. Then, the Frobenius
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map is given as

5 p
AP = <Z aiwi)
i=0
5
= Zafwip
=0

5
= Z al(w - wP )
=0

p—1

5
= Zaf(w-é‘@‘ )Y sincep=1 (mod 6)
i=0

5

= (@€

=0

Note that if the fi%l € [, are precomputed, then the p-th powering in F,2 can be
computed at a cost of roughly 5 multiplications (i.e., a? - {i%l for i € {1,2,3,4,5}) in Fe,
since a? can be computed at a negligible cost and f’% = 1 when ¢ = 0. Hence, Step 4(c)

can be accomplished at a cost of 5M,; ~ 15M. Similarly, the p°-th powering of A with
e € N can be computed in 15M by using

For T'= (X,Y, Z) with X, Y, Z € F 2, the cost of applying the Frobenius map
¢P(T) = (Xp’yp’ Zp)

is almost free. According to Section [5.3.1], the line evaluation without point addition cost
24M. Thus, together with multiplication, Step 4(d) is computed as a cost of roughly
24M + 39M = 63M. Finally, the multiplication between f and f’ in Step 4(e) costs a
full F,12 multiplication Mis ~ 54M. Therefore, the total cost of the adjustment steps is
323M + 21.

5.3.3 Operation Count for Final Exponentiation

The algorithm we use for the final exponentiation is from [I3]. The main idea of this
algorithm is to use the fact that exponentiations to powers of p are efficiently computed.
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We first factor (p'? — 1)/n into three parts,

12_1 4 2 1
p —(p—1)- (P41 L
n n

Note that the first two exponentiations are easy to compute. In Step 5(a), the cost of
powering f?° is negligible since f € Fi2. Since f~! is pre-stored before the adjustment
steps, the cost of Step 5(a) is 1 multiplication in Fji2, M, ~ 54M. As analyzed in Step
4(c), the powering f?° cost 5M, ~ 15M. We only need one more multiplication in Fpi2 to
compute fP°t1 = f. fP*. Hence, the cost of Step 5(b) is 5My + My &~ 69M.

Now, the only problem left is to raise f € Fi2 to the power (p* — p* + 1)/n, which
is call the “hard exponentiation”. Recall that, for BN curves we have p = 36u* + 36u® +
24u? 4 6u + 1 and n = 36u* 4 36w 4+ 18u? + 6u + 1. If we substitute these two polynomials
into (p* — p? + 1)/n, we will get a high-degree polynomial in terms of u. Then we write
this polynomial in base p as

P+ (6u* + 1)p* + (—=36u® — 18u® — 12u + 1)p + (—36u® — 30u* — 18u — 2).
Then

4_ 2
f% _ fp3 . f(6u2—§—l)p2 . f(—36u3—18u2—12u+1)p . f—36u3—30u2—18u—2

|
-
kS|

. (fp2)6u2+1 . (fp)—36u3—18u2—12u+1 + f—36u3—30u2—18u—2

_ fp3 . (fp2)6u2+1 . (fp)(—36u3—30u2—6u—5)+(12u2+2)+(—6u—5)+9
.f(—36u3—30u2—6u—5)+(—6u—5)+(—6u—5)+9+4

_ fp3 . (fp2)6u2+1 . (fp)(76u75)(6u2+1)+2(6u2+1)+(76u75)+9

.f(—Gu—5)(6u2+1)+(—6u—5)+(—6u—5)+9+4
= P )T (R (7 O ()

Exponentiations to powers of p can be efficiently computed using Frobenius. Other expo-
nentiations in terms of u can be computed using the square and multiply method. In the
curve we chose, —6u — 5 is a 65-bit integer of Hamming weight 5 and 6u? + 1 is a 127-bit
integer of Hamming weight 13. Step 5(c) to Step 5(f) evaluate the “hard exponentiation.”

Note that after we apply Step 5(a), f satisfies the condition that fi”6+1 = 1. Thus, the
cost of squaring such f is S" &~ 24 M. Step 5(c) costs 645" + 4My5 ~ 1752M. The cost of
Step 5(d) is bMy ~ 15M and the cost of Step 5(e) is My ~ 54M.

For Step 5(f), we need 15M; ~ 45M to compute [P, 17" and fP°, 2Mis+ S ~ 132M to
compute b - (fP)?- f7°, 1265 + 12M5 ~ 3672M for the 6u? + 1-th powering, 35" 4+ M, ~
126 M for the 9-th power, and 25’ ~ 48M to compute f%. Finally, 6 M5 ~ 324M extra
cost is needed to multiply the terms together. Therefore, the total cost of the “hard
exponentiation” is 6168 M and the cost of the whole final exponentiation step is 6291M .
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The total cost of computing the R-ate pairing is

T164M + 323M + 21 + 6291M = 13778 M + 21 ~ 13860M.
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Chapter 6

Recent Work

In this chapter, we analyze some recent work [10] [11] [12] [19] [18] on speeding up the
pairing computation. These speed-ups are applied to compute the R-ate pairing on the
BN curve described in Chapter 5], and conclusions are drawn about the effectiveness of the
speed-ups.

6.1 R-ate Pairings with Projective Coordinates

In 2010, Costello, Lange and Naehrig provided some improved formulas for using projective
coordinates instead of jacobian coordinates [12]. A point (X, Y, Z) in projective coordinates
corresponds to the point (z,y) in affine coordinates with = X/Z and y = X/Z. In these
coordinates, the equation of the BN curve is

Y\ /XY’
) = (2 b
(2) - (z) =
X3 =Z(Y* —bZ%).
Recall the point doubling formula introduced in Section[2.1.1} Let P = (z,y) with P # —P.

Then 2P = (x3,ys), where
322\
T3 = (i> — 2 (6.1)

" = (—) CRR 62)

or
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In projective coordinates we derive the formula for doubling a point 7" = (X,Y, Z) to
2T = (X3,Y3, Z3). Substituting = X/Z, y =Y/Z, x3 = X3/Z3 and y3 = Y3/Z3 into (6.1

gives

2
X;  (3(%) ) (X)
Z3 2(%) Z
ZV awy? 7
9X4 8XY?Z
4Y2 72 4Y2 72
9XZ(Y? —bz?) — 8XY?2Z
4Y2 72
X (Y% —9b2?)
INEVA

Similarly, substituting © = X/Z, y =Y /Z, x5 = X3/Z3 and y3 = Y3/Z3 into (6.2)) gives

Y

Z3

(32(%%))2) | (§ ) %) -7

(3X2 Z) _ (X X(v? —9b22)> Y

72 2y 7 4Y27 73
3X2 X(AY2-Y24902%) Y
N 4Y27 -z
3X3(3Y2 4 9bZ2) —8Y* Y
8Y3 72 7
3Z(Y2 —bZ2)(3Y2 4+ 9bZ2) —8Y* Y
8Y372 7
Y4 £ 27hY2Z2 — 9bY2Z2 — 2TH2 72 8Y4
]Y37 C8Y3Z
Y4 4 18bY222 — 27h2 72
8Y37 ‘

Hence we have 2T = (X3, Y3, Z3) where

X3 =4XY (V2 = 9b2?)
Y =Y* 4+ 18bY222% — 27h2 22
7y =8Y37.

Note that since we are doing the curve arithmetic on the twisted curve E'/F,2, one point
doubling requires seven squarings (i.e., X2, Y2 72 2XY = (X +YV)? - X2 -Y?2 2YZ =
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(Y+2)2-Y?2-27% (YZ)? and Y* = (Y?)?) and two multiplications (i.e., 2XY - (Y?—9bZ?)
and (8YZ) - (Y?)) in F,2. Thus, a point doubling in G} costs 7S + 2My = 20M. Recall
the line function from Section [2.3.1} for P = (zp,yp) € G1, T = (z1,y1) € G, the formula
of the tangent line through @) evaluated at P is

3x3

brr(P) =yp —y1 — 2—1($P —71).
%

Let T = (z1,y1) = (zrw?, yrw?), and let (X,Y,Z) be the point stored in projective coor-
dinates such that 7 = X/Z and yr = Y/Z. Then

3z?
lrr(P) = yp—u —2—($P—!E1)
Y1
3(zrw?)?
— _ 3 _ — 2
= Yp — Yrw 27 (zp — z7w?)
Y o, 3(5w?)? X
= yP_EW_W(ZEP_iw)
_ ypZ — Y  3X2%w? Z xpZ — Xw?
N Z Z>  2Yuw? Z
 2ypY Z? - 2Y?ZWP - 3X w(xpZ — Xw?)
B 2Y 72
 Z(2ypY Z - 2Y?W? — 3xpXPw) 4+ 3w Z(Y? — bZ?)
N 2Y 22 ‘

Since 2Y Z € F 2, the final exponentiation will convert it to 1. Thus, we take
lrp(P) =2ypY Z — 3xpX°w + (Y? — b32%)w®.

Note that X2, Y2 Z% and Y Z are already computed when doubling 7. Therefore, to
compute {7 r(P) we need only four multiplications (i.e., two for yp - 2Y'Z and two for
zp-3X?) in F,. The doubling step thus requires 2Ms + 7S5 + 4M =~ 24M using projective
coordinates. Although more additions and subtractions are used in these formulas, they
are more efficient compared to 32M using jacobian coordinates.

Let T'= (x1,y1) € Go and Q = (x9,y2) € Go with T' # £Q. The point addition formula
in Section is given as T'+ @ = (x3,y3) where

2
Ty = <y2 il > — T1 — T2 (63)

To — I
Y2 — 1
= = — — 1. 6.4
Y3 <I2 — x1> (x1 — 23) — 11 (6.4)
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Let T = (X,Y, Z) € G} be the point stored in projective coordinates and Q = (zqw?, yow?) €
G in affine coordinates. Substituting x = X/Z, y = Y/Z, x3 = X3/Z3 and y3 = Y3/Z3

into (6.3)) gives
2
Xs _ (va—z)\ X __
Zs wo-%) z ¢

_ (wZ-Y  Z ' X+tagZ
Z 10Z — X Z

Z(yoZ —Y)* — (X + 2qZ)(xqZ — X)?

Z(xqgZ — X)? '

Similarly, substituting © = X/Z, y =Y /Z, x5 = X3/Z3 and y3 = Y3/Z3 into (6.4) gives

X (g (%),
Zg xQ—% @ Zg @

(yQZ - Y) . <xQZ(xQZ — X —Z(ygZ - YY)+ (X +2¢Z) (22 —X)2)

l’QZ—X Z(.%'QZ—)()2
—YQ
_ WeZ —Y)wqZ(xqZ — X)* — Z(yoZ —Y)* + (X + 2qZ)(xqZ — X)’]

Z(10Z — X)?
yeZ(rgZ - X)?
Z(10Z — X)?
Hence we have T'+ Q = (X3, Y3, Z3) with

Xy = (17 — X)[Z(yoZ — Y — (X + 2 2)(@0Z — X))
Vs = (yoZ — Y)[2qZ(vgZ — X)*> — Z(yoZ = Y ) + (X + 20Z)(2qZ — X)?]

~yoZ(zqZ — X)?
Zy = Z(zoZ — X)°.

Hence, we need ten multiplications (i.e., g Z, yo-Z, (X +xqZ) (202 —X)?, Z-(yoZ—Y),
Xy = (197 — X) - [Z(ygZ — Y — (X + 202)(10Z — X)), (207 — X)® = (207 -
X) - (wgZ — X)?, Zs = Z - (2gZ — X)3, yoZ - (xqZ — X)?, xgZ - (xgZ — X)? and
(YoZ —Y) xgZ(xqZ — X)* - Z(yoZ —Y)* + (X +20Z)(xqZ — X)?]) and two squarings
(ie., (xgZ — X)? and (ygZ — Y)?) in Fe, that is 10My + 255 ~ 34M for computing one
point addition in G%.

Let T = (z1,41) = (27w yrw?) € Gy, Q = (22,42) = (2w?, yow®) € Ga, P = (zp,yp)
and let T+ @Q = (x3,ys3). Recall the formula for evaluating the line through 7" and @ at P
in Section 2.3k
Y2 — U
Ty — X1

lrg(P) =yp —y» — (xp — 12).
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Let (X,Y,Z) be the point stored in projective coordinates such that xr = X/Z and
yr =Y/Z. Then

Y2 — Y1
To — X7

lor(P) = yp—1p— (xp — x9)

3 wa3 - Z/Tw3

o 2
= Yprp — YW — wa2 — rpw? ’ (xP — QW )
3 Y 3

Yow"® — Tw
= (yP—yQW3>— QQ )Z( 3 (zp — TQw”)

wa — 7(,4)
_ _ 3y (yoZ — V)w? Z _
= (yp — you°) 7 (a7 — X)u? (xp — zow?)
_ (p —yew)(20Z — X) — (yoZ — Y)w(zp — 2qw?)

(L’QZ - X

Since (zgZ — X) € F,2, the denominator will equal to 1 after the final exponentiation.
Thus, we take

lor(P) = (yp —yw’)(xoZ — X) — (yoZ — Y)w(xp — 2qw’)
= yr(vQZ — X) —ap(yeZ — V)w — (1qY — yoX)w’.

Note that 2o Z and ygZ are already computed when computing 7'+ (). Hence, we need two
more multiplications (i.e., yg - X and ¢ -Y’) in F,2 and four more multiplications (i.e., two
for yp- (xgZ — X) and two for xp- (yoZ —Y)) in F,, that is 2My +4M ~ 10M. If Q+T is
not computed at the same time, then the cost of evaluating ¢g 1 (P) is 4Ms + 4M ~ 16M.
Both l71(P), lor(P) € Fpi2 have the form a + bw + cw® with a, b, ¢ € F,2. Therefore, as
discussed in Section[5.3.1] the multiplication between line functions (1.7 (P), lor(P) € Fpe
and f € [Fj12 requires only 13 multiplications in F2, that is 13M; ~ 39M.

We compare the multiplication counts in Table[6.1 We can see that the doubling step is
more efficient while the addition step is less efficient using projective coordinates. Based on
the operation count, projective coordinates is more efficient than jacobian coordinates even
when each doubling step is followed by an addition step. However, the loop parameter is
always chosen to have a low Hamming weight so that only a few addition steps are required
in the whole process.

Using the BN curve introduced in Chapter [5], the cost of the Miller loop is
64 - (20M + 4M + 36 M + 39M) + 4 - (34M + 10M + 39M ) ~ 6668 M.

There is one point addition and two line evaluations (one followed by the point addition
and another computed alone) in the adjustment steps. Hence, 4M is saved so that the
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Operation Jacobian Projective

Coordinates Coordinates
Point Doubling in G}, (T'+ T) 17M 20M
Evaluating Line (77 (P)
(while computing (T"+ T)) 15M AM
Point Addition in G4, (T + Q) 30M 34M
Evaluating Line (1o (P)
(while computing (7' + Q)) 10M 10M
Evaluating Line (7. (P) 24M 16M
Multiplication between f and ¢ 39M 39M
Doubling Step in Miller’s Algorithm 32M + 36M + 39M  24M + 36M + 39M
Addition Step in Miller’s Algorithm 40M + 39M 44M + 39M

Table 6.1: Cost comparison: Jacobian coordinates vs. projective coordinates

adjustment steps cost 319M + 2I. The cost of computing one pairing is decreased from
13860M to
6668M + 319M + 21 + 6291M ~ 13360 M.

Therefore, the pairing computation is roughly 3.74% faster using projective coordinates.

Costello et al. compared the optimal ate pairings and the twisted ate pairings defined
in [12]. The results are summarized in Table 4 of that paper. We focus on the row with
k = 12, since BN curves have embedding degree 12. For optimal ate pairings, the first
pairing argument is in G5 and the second pairing argument is in GG;. Conversely, for twisted
ate pairings, the first pairing argument is in G; and the second pairing argument is in G.
We list the operation counts for the twisted ate pairing in Table [6.2]

Operations Twisted ate Pairing
Point Doubling in Gy (T'+ T) 7S + 2M
Evaluating Line {7 (P) while computing (T'+ T') 4M
Point Addition in G5 (T + Q) 10M + 28
Evaluating Line {7 g(P) while computing (T + Q) 2M + 4M
Evaluating Line {7 o(P) 4M + 4M
Multiplication between f and /¢ 39M
Doubling Step in Miller’s Algorithm 13M + 36M + 39M
Addition Step in Miller’s Algorithm 18M + 39M

Table 6.2: Operation counts for the twisted ate pairing

In Costello et al.’s comparison table [12], the column “Tate : ate (s = m)” gives
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the base field multiplication count of one doubling step for both twisted ate pairings and
optimal ate pairings. Costello et al. [12] used the Toom-Cook method for computing the
multiplication f? - ¢ using 45M. Furthermore, he assumed s = m in all extension fields.
Hence, one also needs 45M to compute the squaring f2. Therefore, the cost of computing
one doubling step (point doubling 7'+ T and line £7.7(P) evaluation, full field squaring f?
and full field multiplication f2 - /) in the twisted ate pairing is

13M + 45M + 45M = 103M.
In contrast, the cost of computing one doubling step in the optimal ate pairing is
31M + 45M + 45M = 121 M.

The cost of point doubling and line evaluation is estimated in [12] to be 31M instead of
24M , because the cost of seven squarings in [,z is assumed to be as much as the cost of
seven multiplications in 2. Costello et al.’s cost estimates should be updated as follows:

1. The Toom-Cook method requires fewer multiplications than Karatsuba’s method,
but is slower in practice [I3]. Hence, it is better to use Karatsuba’s method.

2. The multiplications between the pairing value f and the line functions can exploit
the sparseness of the line function values, and thus can be computed more efficiently
than general multiplications in IF..

3. Assuming s = m in all extension fields is not quite accurate. It is better to only
assume that s = m in the base field.

With these improved counts, the estimated cost of one doubling step in the twisted ate
pairing is
13M + 36M + 39M = 88M,

whereas the estimated cost of one doubling step in the optimal ate pairing is
24M + 36M + 39M = 99M.

Therefore, the value in column “Tate : ate (s = m)” should be 88 : 99 instead of 103 : 121.

The column “mgy : Te : 7 in Costello et al.’s comparison table represents the loop
length ratios for optimal ate pairings, twisted ate pairings, and Tate pairing, respectively.
For BN curves, we have

L. mep = logy | 6u —2 |,

2. T, = (t — 1)? = log, | 36u® + 18u? + 6u + 1 |,
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3. r=log, | 36u* + 36u® + 18u? + 6u+ 1 |.

Powers of (¢ — 1) mod r do not give shorter loop length so that the ratio mgy : T, : 7 for
BN curves is approximately 1 : 3 : 4. This is different from the entry “1:2:4” in [12].

Y

The last column “a,,, vs. 77" represents a factor of how many times faster the
computation of the Miller loop is for the optimal ate pairing than for the twisted ate
pairing. For the BN curve (j5.1)), T, is a 192-bit integer of Hamming weight 36. One Miller

loop for twisted ate pairing costs
191 (13M + 36 M + 39M ) + 35 - (18 M + 39M ) = 18803 M.

Hence, the last column should be ay,,,,(2.8), not an,,,(1.7).

6.2 R-ate Pairings with Affine Coordinates

Inversion costs much more than other operations in the same field. Naturally, we choose
projective coordinates or jacobian coordinates to avoid inversions in pairing computations.
In 2010, Lauter, Montgomery and Naehrig analyzed and implemented the optimal ate
pairing using affine coordinates [19]. Recall the point doubling formula introduced in
Section 2.1.1] Let T = (z,y) € G with T —T'. Then 2T = (3, y3), where

B 3x?

=5
$3:)\%—21’
ys = Az — x3) — .

Since in optimal ate pairings we are doing the curve arithmetic on the twisted curve E'/F,z,
we have z,y,z3 and y3 € F,2. We need one inversion (i.e., (2y)™!), two squarings (i.e., 2
and A?) and two multiplications (i.e., 3z% - (2y)~' and X - (z — x3)) in F,2. Thus, point
doubling in G cost 25y + 2Ms + I &~ I + 10M using affine coordinates. Recall from
Section that for P = (zp,yp) € Gy and T = (2w? yw?®) € G, the formula for the

tangent line through 7' evaluated at P is
3(zw?)?
2yw3

yp — yw* — w(zprw?)

lrr(P) = yp—yw’ — (zprw?)

= yp — \rpw + (Ax — y)w?’.

Then, to compute {71 (P) we need two multiplications (i.e., p - A) in F,, and one multipli-
cation (i.e., A\-z) in Fj2. Hence, the doubling step requires 3M;+2Ss+ I, +2M ~ 15M + 1,
using affine coordinates.
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Let T' = (z,y) € Gy and Q = (20, yg) € G5 with T # £@Q. The point addition formula
in Section is given as T'+ @ = (x3,y3) where

N
T —XQ

r3 =\ —x — xQ

ys = Mz — x3) — .
Clearly, we need one inversion (i.e., (z—zg)™"), two multiplications (i.e., (y—yg) (z—zg) ™"
and \-(z—x3)), and one squaring (i.e., A?) in [F,2, for a total cost of 2My+So+ I ~ 8M + 1,
for computing one point addition in Gj. Let T' = (zw?, yw?) € Go, Q = (zgqw?, yow®) € Gb,
P = (zp,yp) € Gy and let T'+ @ = (x3,y3). Recall the formula for evaluating the line
through T' and @Q at P in Section

wa?’ _ yw3 (

2
Tp — Tow
row? — rw? )

lro(P) = yp —you’ -
yp — you’ — Aw(wp — 1qw’)
= yp — Mrpw + (Azg — yo)w’.

Then, we need one multiplication (i.e., A-zg) in 2 and two multiplications (i.e., A-z¢) in
[F,, that is My+2M ~ 5M for compute {7,o(P). If Q+7T is not computed at the same time,
we need to compute A. Then the cost of evaluating € r(P) is 2My + 2M + I, = 8M + I,.
Both 7.7(P) and g 7(P) € F,i2 have the form a+bw+cw® with a, b, ¢ € F2. Therefore, as
discussed in Section , the multiplication between line functions 7,7 (P), lor(P) € Fp
and f € Fi2 requires 39M. We list the operation counts in Table and compare with
those using projective coordinates.

Operation Affine Coordinates Projective Coordinates
Point Doubling in G, (T'+T) 10M + I, 20M
Evaluating Line {71 (P)

(while computing (T + T)) 5M AM

Point Addition in G} (T + Q) 8M + I, 34M
Evaluating Line ¢y g(P)

(while computing (7' + Q)) 5M 10M
Evaluating Line (1 g(P) 8M + I 16M
Multiplication between f and ¢ 39M 39M
Doubling Step in Miller’s Algorithm 36M + 39M + 156M + I,  36M + 39M + 24M
Addition Step in Miller’s Algorithm 3IM + 13M + I, 39M + 44M

Table 6.3: Cost comparison: Affine coordinates vs. projective coordinates

65



Our chosen loop parameter is a 65-bit integer with hamming weight 5. Then we need

64 - (36M + 39M + 15M + I,) + 4 - (39M + 13M + L)
= (5T60M + 64I,) + (208M + 41,)

operations to compute the Miller loop when using affine coordinates.

Note that the efficiency of using affine coordinates depends on how efficient inversions
in F,2 can be computed. We argued in Section that one inversion in Fj. can be
computed using two squarings, two multiplications and one inversion in F,, that is I, ~
25+ 1+2M ~ 4M + 1, to compute an inversion in [F,.. Hence, the cost of computing the
Miller loop is

(5T60M + 6415) + (208M + 41,)
= 5968M + 68(4M + I)
= 6240M + 681.

Montgomery introduced a sharing-inversions trick in 1987 [22]. Using his idea, n in-
versions can be computed at the cost of one inversion and 3(n — 1) multiplications in the
same field. The algorithm is given as follows.

Algorithm 6.2.1 Algorithm to compute n inversions in a field:

Input: n elements, ay, as, ..., ap, in a field.
Output: a;', ay’, ..., a;'.

1. Ay < ay.

2. Fori=2ton do: A; <+ A;_1 - a;.

3. B, + Al

4. Fori=n—1to1 do: B; < Bjy1-ajy1-

5. a;' + Bi.

6. Fori=2 ton do: ai_l ~— B;-a;_1.

7. Return a;’, ay', ..., a;'.
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According to the algorithm, we need one inversion for Step 3, n — 1 multiplications for
Step 2, n—1 multiplications for Step 4, and n— 1 multiplications for Step 6, for a total of one
inversion and 3(n— 1) multiplications to compute n inversions. We can see that if n is large,
then an inversion has effectively the same cost as three multiplications in the same field.
However, the algorithm introduced at the beginning of Section goes through the binary
representation of the loop parameter from left to right. In this order, point doublings and
point additions must be computed one after another. In order to use the inversion-sharing
thick, Schroeppel and Beaver suggested to go through the binary representation from right
to left [26]. Algorithm is the updated right-to-left algorithm.

Algorithm 6.2.2 Right-to-left algorithm to compute the R-ate pairing on the
BN curve (5.1):
Input:
o P=(xzp,yp) € Gy withzp, yp € F,
e ()= (xQ,yQ) S GIQ with TQ, Yg € sz,
o b=|6u+2/ =" b2
Output: Rap(Q, P).

1. T+ Q, f+<1,5+0.
2. Fori=0 to 64 do:

(a) if b; =1, then T'[j]| + T, f'ljl + f, j < j+ 1.
(b) f<_f2'€T,T(P)-
(c) T < 2T.

Co

. T« T'0], f <+ f'[0].
4. For j =1 to 4 do:

(a) [ f-fl] lryoP).
(b) T« T+ T}l

v

T+ =T, f+ fL
S A lrQ(P) - Loy i) (P).

Cf f(p12—1)/n_

[

\}
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8. Return Ry p(Q,P) = f.

This algorithm can only apply the inversion-sharing trick on the point addition steps.
However, if multiple pairings are computed at the same time, we can complete all steps
up to the inversions and then compute the inversions simultaneously. If a large number of
pairings are computed at the same time, we can achieve [ ~ 3M. We count the cost for
the Miller loop (i.e., Steps 1 to 4 in the above algorithm) on our chosen curve using affine
coordinates. We need 36 M +39M +15M + 1 to compute Steps 2(b) and 2(c). Note that one
more multiplication in )2 is required for each addition step. Then, 54 M +39M +13M + 1,
is required to compute Steps 4(a) and 4(b). Hence, we need

64 - (36M + 39M + 15M + I) + 4 - (54M + 39M + 13M + I,)
= (6016M + 641) + (440M + A1)
= (6456M + 641) + I +3(4 — 1)M
— G6465M + 651

to compute the Miller loop. We compare the cost of the Miller loop using affine coordinates
and projective coordinates in Table

Operations Counts for Miller loop 1 I ~41M [ ~3M
Affine Coordinates (left-to-right) ~ 6240M + 681  9028M  6444M
Affine Coordinates (right-to-left) — 6465M + 651  10885M  6660M
Projective Coordinates 6668 M 6668M 6668M

Table 6.4: Cost of the Miller loop: Affine coordinates vs. projective coordinates

The pairing computation is even slower with the inversion-sharing trick, since there

are two 12 multiplications in Step 6 of the right-to-left algorithm for each addition

step. Therefore, we analyze the efficiency of using affine coordinates without applying
the inversion-sharing trick. In Section we assumed that

1. I ~41M,
2. S~ M;
3. The cost of additions and subtractions are negligible;

4. The cost of multiplications by small field elements is negligible.

Using these assumptions, pairings using affine coordinates are much slower than pairings
using projective coordinates. However, Lauter, Montgomery and Naehrig [19] used very
different cost ratios:
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1. I ~13M, thus I =~ 4M + I = 17M,
2. S~ M;

3. The cost of additions and subtractions are not negligible — 3 additions or sub-
tractions in F, cost roughly the same as 1 multiplication in F,. Consequently, 1
multiplication in 2 costs roughly 5 multiplications in F,, and 1 squaring in F,.
costs roughly 3 multiplications in I,.

When we derived the point doubling formula using projective coordinates, two multiplica-
tions are counted as two squarings using the formula zy = $[(z + y)? — 2% — ¢?] as 2? and
y?* are precomputed. However, one squaring, one addition and two subtractions in F 2 cost
roughly as much as one multiplication in F,2. Thus, we consider the two squarings to be
multiplications and count the operations again in Table using the ratios from [19).

Operations Affine Coordinates Projective Coordinates
Point Doubling in G, (T'+T)  2Msy + 2S5y + I, =~ 33M 4My + 58Sy ~ 35M
Evaluating Line ¢17(P)

(while computing (1T'+ 1)) My +2M ~TM 4M

Point Addition in G4, (T + Q) 2My + Sy + I = 30M 10My 4 255 ~ 56 M
Evaluating Line {7.o(P)

(while computing (T + Q)) My +2M ~ TM 2Msy + 4M ~ 14M
Multiplication between f and /¢ 39M 39M
Doubling Step 36M + 39M + 40M 36M + 39M + 39M
Addition Step 39M + 37M 39M + 70M
Whole Miller loop 7664 M T732M

Table 6.5: Cost comparison using nonstandard ratios from [19]

Note that there are more additions and subtractions in formulas using projective coordi-
nates. Together with the multiplication counts in Table[6.5 Lauter et al.’s implementation
achieves a faster pairing computation using affine coordinates even when a single pairing is
computed. However, their multiplication-inversion ratio and multiplication-addition ratio
are not considered to be standard (e.g. see [1], [I3], [15], [27]). Affine coordinates are less
efficient than projective coordinates in general according to the operation counts using
more standard ratios.
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6.3 Delaying Some Multiplications

In 2010, Costello, Boyd, Nieto and Wong introduced the idea of delaying some expensive
multiplications in order to achieve speedups in pairing computations [10]. The idea can be
briefly described as combining n consecutive doubling steps together. By “consecutive”, we
mean that there are no addition steps between the doubling steps. We begin by describing
the method for n = 2.

First, we look at two consecutive doubling steps without applying the delaying-idea.
We list the operations in order as follows.

1. Compute T" = 2T and {7 7.
2. Evaluate l7.7(P).

3. Compute " = f2- by (P).
4. Compute T" = 27" and 7
5. Evaluate {77 1 (P).

6. Compute " = f - by 7/(P).

Thus, two point doublings (i.e., 7" = 2T and T” = 27") and two line evaluations (i.e.,
lrr(P) and lp 1 (P)) are computed in Fp. Two squarings (i.e., f? and f?) and two
multiplications by the line functions (i.e., f? - lrr(P) and f - {1 1+(P)) are computed
in 2. As discussed in Section , the costs estimated by Costello et al. [I0] can be
improved as follows:

1. Tt is better to use Karatsuba’s method for multiplication than the Toom-Cook method.

2. The multiplications between the pairing value f and the line functions can be com-
puted at a cost of 39M.

3. Assuming s = m in all extension fields is not quite accurate. It is better to only
assume that s = m in the base field.

The estimated costs are listed in Table for both the twisted ate pairing and the optimal
ate pairing.

In [I0], two consecutive doubling steps are combined as follows.
1. Compute T" = 2T and {7 7.
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Operation Twisted-ate pairing Optimal-ate pairing

T, = 2T and ET,T 2M + 75 2M2 + 752
Evaluate {71 (P) AM 4M
fr=r lpr(P) St + Mg St + Mg
T” = 2T’ and ET,T 2M + 7S 2M2 + 782
Evaluate {7 7+ (P) AM AM
"= f?* Ly q(P) Sz + My Sio + My
2 doubling steps 206 M 242M

2 doubling steps (improved estimates) 176 M 198 M

Table 6.6: Cost of two doubling steps without the delaying idea

2. Compute 7" = 27" and {7 1.
3. Compute (7,1 - L+ .
4. Evaluate E%Jﬂ . ET’,T’(P)‘

5. Compute f” = f*- (7.1 by (P).

Thus, two point doubling (i.e., 7" = 2T and T" = 21") and one line evaluation (i.c., {71 -
U v (P)) are computed in F,2. Two squarings (i.e., f? and (f?)?) and one multiplication
by the line functions (i.e., f*- €3 p - €y 7/(P)) are computed in Fji2. The hard part is the
computation of the line function 3, - €77/ Recall that ¢77(P) and £ 1(P) have the
form

lrr = ayp + brpw + o

and
KT“T/ = a,yp + b/.ﬁva + Clw37

where a, b, ¢, o/, b/ and ¢ € Fp. Then, we need at most three squarings (i.e., a?, b?
and ¢?) and another three squarings (i.e., 2z -y = (x + y)? — 2% — y? where z € {a,b,c},
y € {a,b,c} and z # y) to compute EQT’T. Thus, at most 18 multiplications (i.e., x -y where
z e {d,V,d} and y € {a* b?, ¢, ab, ac,bc}) are needed to compute (75 - by v, If yp is
converted to z + b, the form of (7, is

g%“,T(P> = (A+ Bxp + Cz3 + Dab) + (E + Fap)yp

where A, B, C, D, E and F' can be represented by IF,2 elements. Similarly, €2T’T -l v has
the form

Crp - by (P) = (A" + B'zp + C'zp + D'ap + E'xb) 4+ (F' + G'azp + Hzb + I'sd)yp
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where A', B', C', D', E', F', G', H" and I’ can be represented by F,2 elements. Thus,
multiplications such as B’ - xp cost more than F,2 multiplications. Suppose that 2%, 2%,
rh, Tpyp, ¥5yp and xHyp are precomputed; we approximate the cost of line evaluation to
be eight multiplications in Fj2. Note that €35+ fv 7+ (P) is no longer of the form a-+bw+cw?®
where a, b and ¢ € Fj2. The multiplication f*- (7, - €z 7/(P) costs 54M. The estimated

costs are listed in Table for both the twisted ate pairing and the optimal ate pairing.

Operations Twisted-ate pairing Optimal-ate pairing
T/ =27 and éT,T 2M + 7S 2M2 + 782

T" = 21" and ET’,T’ 2M + 7S 2M2 + 782
Compute €7, 1 - lqv 1 18M +6S 18 My + 655
Evaluate 7, - £y 1/(P) 8- 2M 8- 2M

f” = f4 . f%«j . gT’,T’(P) 2512 + M12 2512 + M12

2 doubling steps 193M 257TM

2 doubling steps (improved estimates) 184 M 248 M

Table 6.7: Cost of two doubling steps with the delaying idea

Comparing the results in Tables and|[6.7], we can see that although one multiplication
in [F,12 is saved, the computation of the line function is more complicated. Moreover, the
line function is not sparse, thus cannot be computed using the method introduced in Section
[£.3.1 The delaying idea slows down the pairing computation in general. It is argued by
Costello et al. [T0] that combining more consecutive doubling steps together makes it more
difficult to compute the super-line function. For curves with small embedding degree, it
is optimal to combine the doubling steps in pairs. Costello et al. summarize their results
using a table in Section 6 of [I0]. We examine the row with embedding degree k = 12
and the column with s = m. They count the F, multiplications required to compute one
doubling step for the twisted ate pairing. According to the results in Tables and [6.7],
the value in column “N = 0” should be 88 instead of 103. The value in column “Optimal
N” should be 92 rather than 96.5.

Costello, Boyd, Nieto and Wong [I1] also specialized this delaying idea to some special
curves. For BN curves with embedding degree k = 12 and curve equation y? = 3 + b, the
curve arithmetic is explicitly given.

Let T = (X,Y,Z) be a point on the curve stored in projective coordinates. Then
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T' = 2T = (X3,Ys, Z3) and L = (4 1 - {17 +(P) can be computed using the follow formulas.

(X5 =4XY (Y2 - 9b2?)

Y; = Y* 4+ 18bY2 2% — 270?22

Zy=8Y3Z

L:&'(L0+L1'$P+L2'$%+L3'yp+[14'xpyp)
| —ZP[X(X? - 8bZ%) — 4Z (X + bZ%)]?

@ T 6427Y7 - (27X6 — 36X5Y2Z + 8Y422)

Lo =2X (Y5 — 75bY 422 + 270*Y2 24 — 8103 Z°)

Ly = —4Z(5Y5 — 75bZ2Y* 4 135Y 202 Z* — 81b° Z°)

Ly = —6X2Z(5Y* 4 54bY 222 — 270 Z*%)

Ly = 8XY Z(5Y* + 2702 Z%)

L, =8Y Z>(Y* +18bY2 22 — 270> Z%).

\

Note that « is in a proper subfield of F,12, and so will be eliminated after the final expo-
nentiation (Lemma [2.3.1]). Thus, L can be computed as

L=Lo+Li-xp+Ly-ap+ Ly yp+ Ly - xpyp.

The cost of computing 77 = 2T and L = €2T7T A is 11Ms + 1155 (or 11M + 115) for
optimal ate pairings (or twisted ate pairings), and the cost of computing L(P) is 4 - 2M.
(The details are omitted. The interested reader can refer to Section 5.1 and Appendix 2 of
[11].) Note that the point doubling 7" = 27" is computed without the evaluation of {7+ 7.
We do not compute X2 and thus have to compute X3 - Y3 using one multiplication instead
of one squaring. Hence, we need 3M;+ 555 (or 3M +5S5) to compute 7" = 27" for optimal
ate pairings (or twisted ate pairings). The estimated costs are listed in Table for both
the twisted ate pairing and the optimal ate pairing using the faster formulas.

Operation Twisted-ate pairing Optimal-ate pairing
T =2T and L 11M + 118 11Ms5 + 1155

T" = 21" 3M +58 3Ms + 55,
Evaluate L(P) 4.-2M 4.-2M

"= ft L(P) 2512 + Mo 2512 + Mo

2 doubling steps 173M 233M

2 doubling steps (improved estimates) 164M 208 M

Table 6.8: Cost of two doubling steps with the delaying idea using faster formulas

The last two rows of Tables [6.6] and are summarized in Table [6.9] For better
comparison with Table 2 of [I1], we provide the cost of computing six doubling steps in
different scenarios.
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Twisted-ate Optimal-ate

Pairing Pairing
Standard 618M 726 M
Pair-up the doubling steps DT9M TT1M
Pair-up with faster formulas 519M 699 M
Standard (improved estimates) 528 M 594 M
Pair-up the doubling steps (improved estimates) 552M 744 M
Pair-up with faster formulas (improved estimates) 492 M 624 M

Table 6.9: Cost of six doubling steps

We can see that the delaying-idea can improve the twisted ate pairings with the faster
formulas. However, it does not speedup the optimal ate pairings with our more accurate
cost estimation. Costello et al. [I1] also provide formulas for combining three doubling
steps. In that case, we need 498M (or 720M) to compute six doubling steps for twisted
ate pairings (or optimal ate pairings), which is slower. Table 2 of [I1] summarize their
results. We examine the row with embedding degree £ = 12. In their table, n = i
means ¢ doubling steps are combined for simultaneous computation. They count the FF,
multiplications required to compute six doubling steps for both twisted ate pairings and
optimal ate pairings. According to the results in Tables and [6.9] the value in column
“Pairings on G x G5” should be 528 (or 492, 498 respectively) instead of 618 (or 519, 536
respectively) for n = 1 (or n = 2, n = 3 respectively). The value in column “Pairings on
Go x G1” should be 594 (or 624, 720 respectively) instead of 726 (or 699, 824 respectively)
for n =1 (or n = 2, n = 3 respectively). The value in column “Best” on the right hand
side of column “Pairings on Gy x G;” should be (n = 2,7%) instead of (n = 2,18%).
This means that, for twisted ate pairings, the doubling steps can be computed 7% more
efficiently if two consecutive doubling steps are combined. The value in column “Best”
on the right hand side of column “Pairings on Gy X G5” should be (n = 1, —) instead of
(n = 2,5%). This means that, for optimal ate pairings, the delaying idea cannot speed up
the computation of doubling steps.

6.4 Final Exponentiation

Define
@k(‘r) _ x2_2a—13b—1 i an—lg)b—l + 1

with k& = 293" to be the k-th cyclotomic polynomial. Define

G = {0 €Fpe | a™¥) =1}
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to be the cyclotomic subgroup of F .. Recall that we can factor the exponent (p'* —1)/n

into three parts,

12

pt?—1 pt—p*+1

=@ -1 (" +1)
n
Note that p* —p? + 1 = ®15(p) is the 12th cyclotomic polynomial evaluated at p. Thus, we

have " b
p —1:19 —1‘(1)12(]9)
n D15(p) n

As discussed in Section m, the first term a(P"”~1/®12() can be computed efficiently using
the Frobienius map. For any o € F*,,, we have aP?=1/212(p) ¢ G oy (p)-

Theorem 6.4.1 Let g =p' =1 (mod 6) and g € Goyq) C . Let e be an (-bit exponent
with binary representation e = e;_1€4_o...€0e1€q. Let Ho ={i: 1 <i </l —1 and e; = 1},
and let |H.| = N. Then, g° can be computed at a cost dominated by

This theorem is a combination of Corollary 4.1 in [I8] and results of Section 3 in [14]. We
omit the proof here. The interested reader can refer to Sections 3 and 4 of [18] and Sections
2 and 3 of [14]. There are two formulas estimating the cost of the exponentiation. The
first is faster when £ is large while the second is better for small exponents.

Recall the algorithm to compute the final exponentiation in Section [5.3] We do the
following to compute f®°-1/n;

1. f+ fP°1

2. f« frHL

3. a < f70u75,

4. b < aP.

5. b+ a-b.

6. f« fP. [b- (fp)2.fp2]6u2+1 b (fP- ) a- fA

The first two exponentiations, Steps 1 and 2, are computed at a cost of 123M . Exponen-

tiations to powers of p can be efficiently computed using Frobenius. Other exponentiations
in terms of u can be computed using the square and multiply method. In our chosen
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curve, —6u — 5 is a 65-bit integer of Hamming weight 5 and 6u? + 1 is a 127-bit integer of
Hamming weight 13. By Theorem [6.4.1], Step 3 can be computed using

Similarly, we need

for the (6u?+ 1)-th powering in Step 6. Step 4 costs 15M. Step 5 costs 54M. We need 45M
to compute fP, fp2 and fpg. By Theorem 6.4.1, we need 6My ~ 18 M each to compute 12,
(f%)? and (f?)2. Similarly, we need 6 - 3M, + M5 ~ 108 M to compute the 9-th powering.
Finally, 8 M5 ~ 432M to multiply all terms together. Therefore, the total cost of the
whole final exponentiation is 4349M + 21 using the squaring methods suggested in [18§]
and [14]. This estimate is significantly faster than the 6291M estimated in Chapter [

Recall that the only method in this chapter which actually speeds up the Miller loop
computation is to use projective coordinates instead of jacobian coordinates. The cost of
the Miller loop decreases from 7164M to 66680 . Therefore, the best operation count we
can achieve for R-ate pairing computation on our chosen BN curve is

6668M + 323M + 21 + 4349M + 21 = 11340M + 41,

which is 20% faster than the operation count of 13778 M + 21 in Chapter [5]
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Chapter 7

Concluding Remarks

Optimal ate pairings are known to be the fastest pairings for single pairing computation.
The implementation of optimal ate pairings on pairing-friendly BN curves currently holds
the speed record. Vercauteren gave a method to characterize optimal ate pairings by
considering a fixed power of the Tate pairing [30]. According to the discussion at the end
of Section Vercauteren’s method does not characterize all optimal ate pairings.

In this thesis, we evaluated the multiplication costs for computation of a single R-ate
pairing with jacobian coordinates, projective coordinates and affine coordinates. With the
improved formulas provided by Costello, Lange and Naehrig [12], projective coordinates
turn out to be the best for implementing the optimal ate pairings. In contrast, Lauter,
Montgomery and Naehrig [19] claimed that affine coordinates are more efficient on their
platform. We find that their cost ratios A/M (cost ratio between addition and multiplica-
tion) and M/I (cost ratio between multiplication and inversion) are very large compared
with the commonly-accepted ratios. Affine coordinates are more efficient if A/M and M/
are large, while projective coordinates are more efficient if A/M and M/I are small. A
careful operation count (including the cost of additions) can be applied to determine the
break-even point. However, it would appear that projective coordinates are superior on all
existing platforms.

The delaying idea introduced by Costello, Boyd, Nieto and Wong in [10] and [11] is
not suitable to compute a single optimal ate pairing. However, if multiple pairings are
computed in parallel so that the cost of an inversion is as small as the cost of three
multiplications in the same field, the delaying idea may be worth using. The efficiency of
final exponentiation is significantly improved using the faster squaring method introduced

by Granger and Scott [I4] and Karabina [18].

Finally, we used the improved formulas for projective coordinates by Costello, Lange
and Naehrig [12] to compute the Miller loop and use the faster squaring method intro-
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duced in [I§] and [14] to compute the final exponentiation. The overall cost of a pairing
computation is 20% faster than the operation counts derived in Chapter
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