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Abstract

Chaos theory is well known as one of three revolutions in physical sciences in 20th-century,
as one physicist called it: “Relativity eliminated the Newtonian illusion of absolute space
and time; quantum theory eliminated the Newtonian dream of a controllable measurable
process; and chaos eliminates the Laplacian fantasy of deterministic predictability”. Spe-
cially, when chaos synchronization was found in 1991, chaos theory becomes more and
more attractive. Chaos has been widely applied to many scientific disciplines: mathematics,
programming, microbiology, biology, computer science, economics, engineering, finance,
philosophy, physics, politics, population dynamics, psychology, and robotics. One of most
important engineering applications is secure communication because of the properties of
random behaviours and sensitivity to initial conditions of chaos systems. Noise-like dynam-
ical behaviours can be used to mask the original information in symmetric cryptography.
Sensitivity to initial conditions and unpredictability make chaotic systems very suitable to
construct one-way function in public-key cryptography. In chaos-based secure communica-
tion schemes, information signals are masked or modulated (encrypted) by chaotic signals
at the transmitter and the resulting encrypted signals are sent to the corresponding receiver
across a public channel (unsafe channel). Perfect chaos synchronization is usually expected
to recover the original information signals. In other words, the recovery of the information
signals requires the receiver’s own copy of the chaotic signals which are synchronized with
the transmitter ones. Thus, chaos synchronization is the key technique throughout this whole
process.

Due to the difficulties of generating and synchronizing chaotic systems and the limit of

digital computer precision, there exist many challenges in chaos-based secure communica-
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tion. In this thesis, we try to solve chaos generation and chaos synchronization problems.
Starting from designing chaotic and hyperchaotic system by first-order delay differential
equation, we present a family of novel cell attractors with multiple positive Lyapunov ex-
ponents. Compared with previously reported hyperchaos systems with complex mathematic
structure (more than 3 dimensions), our system is relatively simple while its dynamical be-
haviours are very complicated. We present a systemic parameter control method to adjust the
number of positive Lyapunov exponents, which is an index of chaos degree. Furthermore,
we develop a delay feedback controller and apply it to Chen system to generate multi-scroll
attractors. It can be generalized to Chua system, Lorenz system, Jerk equation, etc.

Since chaos synchronization is the critical technique in chaos-based secure communi-
cation, we present corresponding impulsive synchronization criteria to guarantee that the
receiver can generate the same chaotic signals at the receiver when time delay and uncer-
tainty emerge in the transmission process. Aiming at the weakness of general impulsive syn-
chronization scheme, i.e., there always exists an upper boundary to limit impulsive intervals
during the synchronization process, we design a novel synchronization scheme, intermittent
impulsive synchronization scheme (IISS). IISS can not only be flexibly applied to the sce-
nario where the control window is restricted but also improve the security of chaos-based
secure communication via reducing the control window width and decreasing the redun-
dancy of synchronization signals. Finally, we propose chaos-based public-key cryptography
algorithms which can be used to encrypt synchronization signals and guarantee their security

across the public channel.
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Chapter 1

Introduction

1.1 Chaotic System

Henri Poincaré was the first discoverer of chaos. In 1890, while studying the three-body
problem, he found that there existed some orbits which are non-periodic, and yet not forever
increasing nor approaching a fixed point [1]. The main catalyst for the development of chaos
theory is the electronic computer. Computers allow one to solve the nonlinear differential
equations numerically that was impossible before. Computer graphics provides an easy way
to visualize the behaviors of nonlinear systems.

In 1961, Edward Lorenz, the MIT meteorologist, whose interest in chaos came acciden-
tally from his work on weather prediction, used a simple digital computer, a Royal McBee
LGP-30, to run his weather simulation. He wanted to see a sequence of data again and to
save time he started the simulation in the middle of his course. He was able to do this by
entering a printout of the data corresponding to conditions in the middle of his simulation
which he had calculated last time. To his surprise the weather that the machine began to
predict was completely different from the weather calculated before. Lorenz tracked this
down to the computer printout. The computer worked with 6-digit precision, but the printout

rounded variables off to a 3-digit number, so a value like 0.506127 was printed as 0.506.



This difference is tiny and the consensus at the time would have been that it should have had
practically no effect. However, Lorenz had discovered that small changes in initial conditions
produced large changes in the long-term outcome. Lorenz’s discovery, which gave its name
to Lorenz attractors, proved that meteorology could not reasonably predict weather beyond a
weekly period. The Lorenz equation [2], which was derived from the simplified equations of
convection rolls arising in the equations of the atmosphere by Edward Lorenz, is a nonlinear

autonomous deterministic three-dimensional system as follows.

& = a(y—x)
z = xy—>bz

where a is called the Prandtl number and r is called the Rayleigh number. All a,b,7 > 0,
but usually @ = 10, b = 8/3 and r is varied. Fig. 1.1(a)-(b) show the phase portraits x — z
for the same period of time ¢ = 30, respectively starting at (15.00000, 15.00000, 30.00000)
and (15.00001, 15.00000, 30.00000). Fig. 1.1(c)-(d) show the trajectory of state variable z,
starting at two initial points that differ only by 10~° in the x-coordinate. Initially, the two
trajectories seem coincident, as indicated by the small difference between the z coordinate
of the blue and magenta trajectories, but for ¢ > 15 the difference is as large as the value of
the trajectory. This phenomenon is called as butterfly effect. "Predictability: does the flap of
a butterfly’s wings in Brazil set off a tornado in Texas?” was presented by Edward Lorenz in
1972. The butterfly effect is a phrase that encapsulates the more technical notion of sensitive
dependence on initial conditions in chaos theory. Small variations of the initial condition of
a dynamical system may produce large variations in the long term behavior of the system.
So this is sometimes presented as esoteric behavior.

It is a milestone in the development of chaos theory that Lorenz attractor was presented.
Since then, chaos research has become a very hot issue. Numerous chaos analysis methods
were achieved such as Lyapunov exponents, bifurcation analysis, boundedness, equilibrium

points analysis, etc. Specially, to control chaos to stable periodic orbits attracted lots of in-
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terest of researchers and expects. Several techniques have been devised for chaos control,
but most are developments of two basic approaches: the OGY (Ott, Grebogi and Yorke)
method [3] and Pyragas continuous control [4]. Both methods require a previous determina-
tion of the unstable periodic orbits of the chaotic system before the control algorithm can be
designed.

In 1990, Pecora and Carroll reported that two autonomous chaotic systems can be syn-
chronized [5]. It is another milestone in chaos research. Subsequently, many synchronization
methods were presented such as state feedback synchronization [6—12], impulsive synchro-
nization [13-20]. Chaos theory was applied to many engineering areas. Specially, secure
communication based chaos rapidly developed [21-39]. In 1993, Cuomo and Oppenheim
presented the first scheme of a communications device made by two identical Lorenz oscilla-
tors [22]. In 1997, Kolumban, Kennedy and Chua realized digital communications based on
chaos synchronization [24, 25]. After that, symmetric cryptography based on chaos grew up
fast. In 2003, Kocarev and Tasev presented a public-key cryptography based on Chebyshev
chaotic maps [37]. It rapidly became a new direction of chaos communications and attracted
lots of attentions.

Chaos is used to describe the behavior of certain dynamical systems, i.e., systems whose
state variables evolve with time, which may exhibit dynamics that are highly sensitive to
initial conditions. As a result of this sensitivity, which manifests itself as an exponential
growth of perturbations in the initial conditions, the behavior of chaotic systems appears to be
random. This happens even though these systems are deterministic, meaning that their future
dynamics are fully defined by their initial conditions, with no random elements involved.
This behavior is known as deterministic chaos. For a dynamical system to be classified as

chaotic, it must have the following properties:

1. it is sensitive to initial conditions;
2. it is topologically mixing;

3. its periodic orbits are dense.



Chaos has become 20th-century’s third great revolution in physical sciences [40]. Like
the first two revolutions, the relativity theory of Albert Einstein, which introduced the rela-
tivity of space and time, the quantum theory of Max Planck, which introduced the indeter-
minism to the description of nature, chaos cuts away the tenets of Newton’s physics. As one
physicist called it: "Relativity eliminates the Newtonian illusion of absolute space and time;
quantum theory eliminates the Newtonian dream of a controllable measurable process; and

chaos eliminates the Laplacian fantasy of deterministic predictability.”

1.2 Secure Communication

Cryptography is the practice and study of hiding information. The modern field of cryp-
tography can be divided into two areas of study, symmetric cryptography and public-key
cryptography.

Symmetric cryptography refers to encryption methods in which both the sender and re-
ceiver share the same key (or, less commonly, in which their keys are different, but related in
an easily computable way).

The modern study of symmetric ciphers relates mainly to the study of block ciphers and
stream ciphers and to their applications. A block cipher is, in a sense, a modern embodiment
of Alberti’s polyalphabetic cipher: block ciphers take a block of plain-text and a key as input,
and output a block of cipher-text of the same size. Since messages are almost always longer
than a single block, some method of knitting together successive blocks is required. Several
have been developed, some with better security in one aspect or another than others. They
are the mode of operations and must be carefully considered when using a block cipher in a
cryptosystem.

The Data Encryption Standard (DES) and the Advanced Encryption Standard (AES) are
block cipher designs which have been designated cryptography standards by the US govern-
ment (though DES’s designation was finally withdrawn after the AES was adopted). Despite



its deprecation as an official standard, DES (especially its still-approved and much more se-
cure triple-DES variant) remains quite popular; it is used across a wide range of applications,
from ATM encryption to email privacy and secure remote access. Many other block ciphers
have been designed and released, with considerable variation in quality. Many have been
thoroughly broken.

Stream ciphers, in contrast to the "block’ type, create an arbitrarily long stream of key
material, which is combined with the plain-text bit-by-bit or character-by-character, some-
what like the one-time pad. In a stream cipher, the output stream is created based on an
internal state which changes as the cipher operates. That state change is controlled by the
key and, in some stream ciphers, by the plain-text stream as well. RC4 is an example of a
well-known and widely used stream cipher.

Symmetric cryptosystems use the same key for encryption and decryption of a message,
though a message or group of messages may have a different key than others. A significant
disadvantage of symmetric ciphers is the key management necessary to use them securely.
Each distinct pair of communicating parties must, ideally, share a different key, and perhaps
each cipher-text exchanged as well. The number of keys required increases as the square
of the number of network members, which very quickly requires complex key management
schemes to keep them all straight and secret. The difficulty of securely establishing a se-
cret key between two communicating parties, when a secure channel doesn’t already exist
between them, also presents a chicken-and-egg problem which is a considerable practical
obstacle for cryptography users in the real world.

In a ground-breaking 1976 paper [41], Whitfield Diffie and Martin Hellman proposed the
notion of public-key (also, more generally, called asymmetric key) cryptography in which
two different but mathematically related keys are used as a public key and a private key. A
public key system is so constructed that calculation of one key (the private key) is computa-
tionally infeasible from the other (the public key), even though they are necessarily related.

Instead, both keys are generated secretly, as an interrelated pair. The historian David Kahn



described public-key cryptography as ”the most revolutionary new concept in the field since
polyalphabetic substitution emerged in the Renaissance”.

In public-key cryptosystems, the public key may be freely distributed, while its paired
private key must remain secret. The public key is typically used for encryption, while the
private or secret key is used for decryption. Diffie and Hellman showed that public-key
cryptography was possible by presenting the Diffie-Hellman key exchange protocol [42].

In 1978, Ronald Rivest, Adi Shamir, and Len Adleman invented RSA, another public-key
system [43]. In 1997, it finally became publicly known that asymmetric key cryptography had
been invented by James H. Ellis at GCHQ, a British intelligence organization, and that, in the
early 1970s, both the Diffie-Hellman and RS A algorithms had been previously developed (by
Malcolm J. Williamson and Clifford Cocks, respectively) [44]. The Diffie-Hellman and RSA
algorithms, in addition to being the first publicly known examples of high quality public-
key algorithms, have been among the most widely used. Others include the Cramer-Shoup

cryptosystem, ElGamal encryption, and various elliptic curve techniques.

1.3 Motivation

It is well known that deterministic chaos systems have random behaviors which look like
noise. In symmetric chaos-based secure communication schemes, two chaotic oscillators are
required as a transmitter (or master) and receiver (or slave). One can use chaotic signals to
mask the plain-text at the transmitter and then the cipher-text is sent to the receiver across
public channels. Because of the property of noise-like dynamics, it is very difficult for the
eavesdropper to distinguish the cipher-text from noise. At the receiver, by chaos synchro-
nization, one can achieve almost identical chaotic signals. Then, using this chaotic signals,
one can easy recover the plain-text from cipher-text.

Chaos systems have another important property: sensitivity to initial conditions. It is

natural for public-key cryptography. In chaos-based public-key cryptography, one can use



chaotic systems to construct one-way function. In term of the non-prediction, it is almost
impossible to inversely computer the private key from the public key. In addition, theoreti-
cally, the trajectory of autonomous chaos is not intersected forever, thus there does not exist
collision for attackers. In chaos-based secure communication schemes, we need chaos-based
public-key cryptography to guarantee the security of synchronization signals across public
channel.

There still exist some problems in chaos-based secure communication. Firstly, due to the
non-perfect of chaos theory and the limit of the methods of generating chaos, sometimes the
attackers can find out the chaos system used in encryption by state reconstruction. Secondly,
due to the time delay in transmission and sample process, chaos synchronization is hard to
be achieved. Finally, due to the limit of digital computer precision, computer chaotic maps
are always periodic: all trajectories are eventually periodic. Therefore, there exist collisions
for attackers to break down the chaos-based public-key cryptography. Based on the above
three existing challenges, our research goals are:

1. to design more complex chaotic and hyperchaotic systems to avoid chaos carriers to be
reconstructed;

2. to achieve new synchronization criteria to overcome the impact of time delay and uncer-
tainty in chaos synchronization and network synchronization; and

3. to apply suitable public-key algorithms to chaos-based secure communication schemes to

guarantee the security of synchronization signals across the public channel.

1.4 Research Contributions

This research focuses on studying two most critical problems in chaos-based secure com-
munication: generation of chaos and chaos synchronization. In addition, we introduce the
development of chaos-based public-key algorithms, which can be used to encrypt the syn-

chronization signals across the public channel. Specifically, the main contributions of this



thesis are:

(1) A family of chaos and hyperchaos attractors from first-order delay differential equa-
tion are presented. With adjusting some system parameters, the system can exhibit a set of
very interesting dynamical behaviors such as Hopf bifurcation and chaos. Furthermore, we
introduce this kind of delay feedback control to well-known Chen system and then multi-
scroll chaotic attractors are achieved.

(2) In chaos-based secure communication scheme, chaos synchronization is the critical is-
sue. Aiming at the time delay in transmission and sample process, we present corresponding
impulsive synchronization criteria and generalize them to dynamical networks. Specifically,
some adaptive network synchronization criteria are achieved subject to different network
nodes and uncertain system parameters. In the end, one new synchronization scheme, in-
termittent impulsive synchronization scheme, is presented to overcome the limit of general
impulsive synchronization scheme, which is that there always exists an upper boundary to
limit impulsive intervals.

(3) In chaos-based secure communication scheme, another important problem is how to
guarantee the security of synchronization signals across the public channel. Chaos-based
public-key cryptography plays a key role in this process. We introduce some proposed algo-
rithms and their weaknesses. To construct new chaotic maps and to design new algorithms
to improve the security of chaos-based public-key cryptography will have a promising per-

spective.

1.5 Thesis Outline

The remainder of this thesis is organized as follows. In chapter 2, we introduce some back-
ground knowledge and related works on chaos-based secure communication scheme. In
chapter 3, we present two systemical methods to construct multi-scroll chaotic and hyper-

chaotic systems. In chapter 4, we study impulsive synchronization criteria of two identical



chaos with delay and generalize them to chaotic dynamical networks. In chapter 5, we study
adaptive network synchronization subject to different network nodes and uncertain system
parameters. In chapter 6, a novel synchronization scheme, called intermittent impulsive syn-
chronization scheme, is presented. In chapter 7, chaos-based public-key cryptography is
proposed to guarantee the security of synchronization signals across public channel. Conclu-

sions and future work are followed in chapter 8.
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Chapter 2

Related Work

2.1 Existing Chaotic Systems

Since the Lorenz attractor was found in 1963, chaos research attracted lots of attentions of
scholars and experts. Many kind of new chaotic and hyperchaotic systems were presented
subsequently. In term of different mathematic models and properties, chaotic systems can be
classed as continuous chaos, discrete chaotic maps, switched chaos, delay chaos, hyperchaos
and so on. Some representative systems are introduced as follows.

1. Continuous chaos. Besides the Lorenz system [2] referred before, the well-known
Ro6sslor chaos [45], Chen attractor [46] and Jerk function [47] also are continuous chaotic
systems.

(a) Lorenz system. The mathematic equation is given as follows

it'l = a(l’z — 1’1)
i’g = blL’l — X9 — T1T3 (21)
l"g = —CT3+ T1x9

and the portrait of state vectors is shown in Fig. 2.1.
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Figure 2.1: The portrait of the Lorenz attractor with @ = 10, b = 28 and ¢ = 8/3.

(b) Rossler system. The mathematic equation is given as follows

Zi'l = —T9 — T3
To = T+ azsy (2.2)
i’3 = I1x3 — b[Eg +c

and the portrait of state vectors is shown in Fig. 2.2.

(c) Chen system. The mathematic equation is given as follows

I.'1 = (I(IQ — Il)
ig = (C — a)xl — X1%3 + T2 (23)
fj}3 = —b$3 + 2122

and the portrait of state vectors is shown in Fig. 2.3.
(d) Jerk equation (time derivative of acceleration). The mathematic equation is given as
follows

" = J" 2 x) (2.4
and the portrait of state vectors is shown in Fig. 2.4.
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Figure 2.2: The portrait of the Rossler attractor with a = 0.2, b = 5.7 and ¢ = 0.2.

Figure 2.3: The portrait of the Chen attractor with a = 35, b = 3 and ¢ = 28.
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Figure 2.4: The portrait of the Jerk system .J = —ax” — az’ + asin(2wbz) with a = 0.3 and

b= 0.25.

2. Discrete chaos. The most famous discrete chaotic system is the logistic map, which

is one of Chebyshev maps. Also there exist many other discrete chaotic maps such as Tent

map, Gaussian map, Hénon map and so on.

(a) Logistic map. The mathematic equation is given as follows
Tpy1 = Az, (1 — ), w0 €[0, 1]

and the trajectory is shown in Fig. 2.5.

(b) Tent map. The mathematic equation is given as follows

Tpyr =11 = 2|z, —1/2|), z0€]0, 1].

and the trajectory is shown in Fig. 2.6.

(c) Gaussian map. The mathematic equation is given as follows
—bx2
Tpyp =€ "n4e, x0€[0, 1]
and the trajectory is shown in Fig. 2.7.
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Figure 2.6: The trajectory of the Tent map with » = 0.9 starting from X (0) = 0.75.
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Figure 2.7: The trajectory of the Gaussian map with b = 7.5 and ¢ = —0.3 starting from

X (0) =0.75.
(d) Hénon map. The mathematic equation is given as follows

_ 2
Tpt1 = 1—az; +yn

(2.8)
Ynt1 = bz,
and the portrait of state vectors is shown in Fig. 2.8.
3. Switched chaos. The Chua system is the first chaos realized by simple circuits,
which is one of switched systems. By switching two linear 3-dimensional systems, we also
presented a method to generate new chaotic systems.

(a) Chua circuit. The mathematic equation is given as follows

.I"l = al(iﬂg — h(.fEl))
3.72 = I — T2+ T3 (29)
Zi’g = —Q9279

where h(Il) =1mx1 + 05(7710 - ml)(|x1 + a3| - |I‘1 - CL3|), a; = 9, a9 = 14286, a3 = 1,

mo = —1/7 and m; = 1.5/7. The portrait of state vectors is shown in Fig. 2.9.
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Figure 2.8: The portrait of the Hénon attractor with @ = 1.4 and b = 0.3 starting from
(0.25,0.25).

Figure 2.9: The portrait of the Chua circuit with a; = 9, ay = 14.286, a3 = 1, mg = —1/7
and m; = 1.5/7.
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(b) Linear switched chaos. The mathematic equation is given as follows

T =A1x+ b (2.10)

where z is an n-dimensional state vector, A;, Ay are n X n constant matrices, and b;, by are
n-dimensional constant vectors. The portrait of state vectors is shown in Fig. 2.10.

Assume that system (2.10) has an unstable equilibrium =7, and system (2.11) has a stable
equilibrium 275. Let

xy = 1/2(x] + 3),andl = 1/2||x] — z3||.

Define the following three regions:

Xy = {allle = gl < ki,
Y = {xlk <z — ]l <k},

Y = {z[l|z — apll = m}.

where k and m are such that | < £ < m < 4-o00.

Switching rule: When system (2.10) is active, it will switch to system (2.11) at time ¢, if
X(t1) € ¥3. Similarly, when system (2.11) is active, it will switch to system (2.10) at time
ty if X (t2) € ¥y.

With this switching rule, the switched system will generate chaos or chaos-like behavior

a b 0
if the system parameters are properly chosen. For example, choose Ay = | —b a 0 |,
0 0 ¢
f 0 0 0 0
Ay = 0 g h |, = 0 |,b = 0 | witha = 0.9, b = 115, ¢ = 0.5,
0 —h d 0
d=1.0,f=-05,9g=—-1,h =20,k =3and m = 10.

18



Figure 2.10: The portrait of the chaotic attractor by switching two linear systems starting

from (10,0, 0).

4. Delay chaos. Mackey-Glass system is the first delay chaos found in 1977, which is
a physiological model. Another one is Ikeda Equation which is obtained as a model of a
passive optical resonator system.

(a) Mackey-Glass system. The mathematic equation is given as follows

, 2x(t — 1)
t) = — —_— 2.12
and the portrait is shown in Fig. 2.11.
(b) Ikeda equation [48]. The mathematic equation is given as follows
(t) = —x(t) + psin(z(t — 7)) (2.13)

and the portrait is shown in Fig. 2.12.
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Figure 2.11: The portrait of the Mackey-Glass system with 7 = 8.
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Figure 2.12: The portrait of the Ikeda equation with 1 = 20 and 7 = 2.
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2.2 Related Mathematical Background

In this subsection, some basic concepts, definitions and mathematical background are intro-
duced, which will be used in the following chapters.
Consider the systems of ordinary differential equations (ODEs) having the following

form,
@(t) = f(z(t), =(0) = =,

where z(t) = (21(t), ...,z ()T, f: D — R", f(z(t)) = (fi(x1, ... 20), oo, frlX, ooy ),
D is an open and connected subset of R", and f is a locally Lipschitz function mapping D
into R".

Equilibrium Points: A point z € R" is said to be an equilibrium point of the system

if f(z) = 0. Clearly z is an equilibrium point iff z(t) = Z is a constant solution of the
system.

Linearization system: The idea is to consider the linear approximation of f at an equilib-
rium point. Assume that f has continuous partial derivatives with respect to x. The deriva-
tives of f is an n X n matrix D f defined by

Df = (af"), i, j=1,2,..,n.
833]'

Let x be close to the equilibrium point Z. Then by Taylor’s theorem we have
f() = [f(@)+Df(@)(x —2)+ R(z,z)
= Df(z)(zr —7) + R(z,x),

R(z,x) 0.

lz—2|]

where lim,,_.;
The linear system:

y=Df(z)y, where y=z—-=
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is called the linearization of the system @(t) = f(x(t)).

Remark: Any non-zero equilibrium point can be transformed into a zero equilibrium
point by making the change of variable y = z — Z. Thus we often assume that # = 0 is an
equilibrium point of the system & (t) = f(x(t)).

Lyapunov Stability: The equilibrium point = 0 is said to be

e stable if for any ¢ > 0, there exists a 0 = d(e) > 0 such that || zo [|< 0 implies
| z(t) || < € Vt > 0;

e asymptotically stable if it is stable and there exists a constant § > 0 such that || zg ||< §
ymp y 0

implies lim;_,, || z(¢) ||= 0;
e unstable if it is not stable.

The First Method of Lyapunov: Consider the following system

#(t) = f(x(t) with f(0)=0.

If the linearization of this system exists, its stability determines the local stability of the
original nonlinear equation.
Positive Definite Function: Let D be an open subset of k" containing the origin. A function
V : D — R is said to be positive definite (positive semi-definite, negative definite, negative
semi-definite) on D if it satisfies the following inequality

i) V(0) =0;

(i) V(z) > (>,<,<)0, Vze D —{0}.

A positive definite function V' defined on R" is said to be radially unbounded if the
following condition holds:

lim V(z) — oo.

[l —o00
The Second Method of Lyapunov: Let ¥ = 0 be the equilibrium point of nonlinear system

&(t) = f(x(t)) where f : D — R. If there exists a continuously differentially function
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V : D — R such that
() V(0) =0,
(i) V(z) >0, Vze D-—{0},
(iii) V <0, Vze D - {0},
then the equilibrium point £ = 0 is stable.
If condition (iii) is replaced by
(i) V < 0, Vze D-—{0},
then = 0 is asymptotically stable. Moreover, if D = R™ and V is radially unbounded, then
Z = 0 1s globally asymptotically stable.

Consider a general delay differential equation, described by

#(t) = f(t, 1)

with the initial condition z;, = ¢(t) for t € [ty —T,to], where x(t) = x(to, t, ¢) is its solution,

vy = x(t + 0) for 0 € [—7,0], and 7 is a positive scalar. Define ||¢||; = sup_, <o, [|¢(0)]
with || - || is the Euclidean norm on R".
Lyapunov-Razumikhin Theorem: For the above delay differential equation, the equilib-

rium point Z = 0 is stable if there exists a positive definite function V' (z) satisfies
V<0

whenever V' (z) > V(x,(6)), forall § € [—7,0).
It is said to be asymptotically stable if there exist a function «, with a(s) > 0 for s > 0,
such that
V< —a(jz])

whenever 5(V (z)) > V(z4(0)), for all § € [—7,0), where the continuous nondecreasing
function 5 : R™ — R* satisfies 3(s) > s forall s > 0.
It is said to be globally asymptotically stable if it is asymptotically stable and V' is a

radially unbounded function.
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Attractor [49]: A compact invariant subset of the state space A C M is called an attractor

if

(a) its basin of attraction, or stable set B(A) = {z € M|w(z) C A}, has strictly positive

Lebesgue measure;

(b) there is no strictly smaller closed set A’ C A so that B(A’) coincides with B(A) up to a

set of Lebesgue measure zero.

An attractor is a set towards which a dynamical system evolves over time. Any trajectory
of the dynamical system in the attractor will remain on the attractor. An attractor can be
a point, a curve, a manifold, or even a complicated set with a fractal structure known as a
strange attractor. Describing the attractors of chaotic dynamical systems has been one of the
achievements of chaos theory.

Chaotic Attractor [50]: An invariant A set is called a chaotic attractor provided it is an at-
tractor and the dynamical system has sensitive dependence on initial conditions on A (some-
times people require the system has a positive Lyapunov exponent on A instead of sensitive
dependence).

Bifurcation: Bifurcation theory is the mathematical study of changes in the qualitative or
topological structure of a given dynamical system such as the solutions of a family of dif-
ferential equations, the solutions of chaotic maps, etc. A bifurcation occurs when a small
change made to the parameter values (the bifurcation parameters) of a system causes a sud-
den qualitative or topological change in its dynamical behavior. Bifurcations occur in both
continuous dynamical systems (described by ODEs, DDEs or PDEs) and discrete systems
(described by maps). In dynamical systems, a bifurcation diagram shows the possible long-
term values (equilibrium points or periodic orbits) of a system as a function of a bifurcation
parameter in the dynamical systems.

Hopf Bifurcation [49]: Consider a one-parameter family of differential equations

&= f(z;p), €U peR,
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where U is an open subset of R and p is a real scalar parameter varying in some open
interval / C R. Assume that © = Z(yu) is an equilibrium point and the Jacobian matrix of f
with respect to x, evaluated at (Z(1); i), has a pair of simple complex conjugate eigenvalues

A12(p) such that, at a critical value y,. of the parameter, we have

ReXia(pe) =0,  ImAia(pue) # 0, %)\1,2(%) #0,
while Rep(p.) < 0 for any other eigenvalue p. This is called Hopf bifurcation.

Hopf bifurcation is a local bifurcation in which a fixed point of a dynamical system loses
its stability as a pair of complex conjugate eigenvalues of the linearization around the fixed
point cross the imaginary axis of the complex plane.

Lyapunov Exponent [50]: Let f : R — R be a C'! function. For each point z, define the
Lyapunov (characteristic) exponent of g, A(xg), as follows:

Awo) = lim sup log(|(/") (o))

n—00 n

n—1
. 1
nh—{lolo sup Z log(|f'(;)])
=0

where z; = f7(xy).

Lyapunov exponent of a dynamical system is a measure of exponential divergence of
orbits, which characterizes the rate of separation of very close trajectories. For example, two
trajectories in phase space with initial separation Z; diverge to Z, after time At = 2 — ¢1
(shown in Fig. 2.13). Thus,

| 2] ~ X Z4],

where A is the Lyapunov exponent.
Lyapunov Spectrum: The Lyapunov exponents describe the behavior of vectors in the tan-
gent space of the phase space and are defined from the Jacobian matrix,

&)

dz .

J (o)

25



X

t1 t2 t

Figure 2.13: Two trajectories in phase space with initial separation Z;.

for dynamical system % (t) = f(x). The rate of separation can be different for different orien-
tations of the initial separation vector. Thus, there is a spectrum of Lyapunov exponents the
number of which equals to the dimensionality of the phase space, denoted by { A1, Ao, ..., A, }
in decreasing order. One of the most used and effective numerical techniques to calculate the
Lyapunov spectrum for a smooth dynamical system is the periodic Gram-Schmidt orthonor-
malization of the Lyapunov vectors.

Lyapunov Dimension: Lyapunov Dimension is also called Kaplan-Yorke dimension, which
gives an estimate of the rate of entropy production and of the fractal dimension of the con-
sidered dynamical system, defined by

k
D=k 4 2=t Al,
| Akl

where  satisfies 321, A; > 0 and 31!\, < 0.
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2.3 Chaos-Based Secure Communication Scheme

In 1990, Louis M. Pecora and Thomas L. Carroll firstly found synchronization phenomenon
of two identical chaotic systems. We know that deterministic chaos can generate random
dynamical behaviors. therefore, chaotic signals are very suitable for masked carriers. In
1993, Cuomo and Oppenheim presented the first scheme of a communication device made
by two identical Lorenz oscillators [22]. In 1997, Kolumban, Kennedy and Chua realized
digital communications based on synchronization of two identical Chua circuits [24, 25].
After that, chaos field attracted tremendous interests of scholars from various different areas
and several symmetric chaos-based secure communication schemes were presented. The
principle diagram of symmetric chaos-based secure communication schemes is shown in
Fig. 2.14.

~ Channel

Information Information

Transmitter Receiver

Chaos Chaos

Generator Generator

Figure 2.14: The principle diagram of chaos-based secure communication.

Principle: Information is masked by chaotic signals at the transmitter, and then sent to
the receiver by the public channel. Finally the encrypted signals are decrypted at the receiver.
In this scheme, the key issue is that the two identical chaos generators in the transmitter end
and the receiver end need to be synchronized. That is, x = y.

Synchronization of chaos: Synchronization of chaotic systems is the key issue in sym-
metric chaos-based secure communication schemes. It is a phenomenon that may occur
when two, or more, chaotic oscillators are coupled, or when a chaotic oscillator drives an-

other chaotic oscillator. Because of the butterfly effect, which causes the exponential di-
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vergence of the trajectories of two identical chaotic systems starting with the nearly same
initial conditions, having two chaotic system evolving in synchrony might appear quite sur-
prising. However, synchronization of coupled or driven chaotic oscillators is a phenomenon
well established experimentally and reasonably understood theoretically.

The main synchronization methods of chaotic systems are state feedback control syn-
chronization and impulsive control synchronization. We’ll introduce them respectively.

(a) State feedback control synchronization. The most representative example of this
synchronization is Peroca-Carroll scheme. The basic idea is that a chaotic system is self-
synchronizing if it can be decomposed into subsystems: a drive system and a stable response
subsystem that synchronize when coupled with a common drive signal. They showed numer-
ically that synchronization occurs if all of the Lyapunov exponents for the response subsys-
tems are negative.

The principle diagram is shown in Fig. 2.15. The master chaotic system and slave chaotic
system are identical. We use the state variable 2 of the master system to drive the slave system
such that the error system converges to zero. Information is encrypted at transmitter end by

(1,91, 2), and then the ciphertexts U (t) is sent to receiver end by public channel.

+
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1/ x, _.Fll._\ _ m }{!} _I,»"_'\I J.'?{I]L
/ f,'—"kl‘- "F ; »
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X, T X, )
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¥

Figure 2.15: The principle diagram of state feedback control synchronization.
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The mathematic model is followed as Eq. 2.14:

(

¥ = Fi(z1,y1,2)
M Y1 = Fa(w1, 91, 2)
(| 2 = F3(z1,01, 2)
(4 = Fy(2,15,2)

S Yo = Fy(wa,y2,2) (2.14)
L 2 = F3(z1,01, 2)

where M is the master system and S is the slave system. Let e; = 21 — z9 and e; = y; — ys.

We obtain the error system £ followed as Eq. 2.15.

B er = Fi(z1,y1,2) — Fi(22, 2, 2) (2.15)
€y = Iy(w1,y1,2) — Fa(22,92,2)

If the error system is stable and converges to zero, we have (z1,y1) = (22, y2). Then we
can decrypt the cipher-texts using (2, 32, z) and recover the plain-texts. The stable condi-
tions of the error system can be obtained by Lyapunov stability theory.

(b) Impulsive control synchronization.

Impulsive control means that at some select moments, the system states are changed

suddenly. The principle diagram of impulsive control synchronization is shown in Fig. 2.16.

The mathematic model is followed as Eq. 2.16:

M : X =F(X)
Y  =FY), t#t,

S (2.16)
AY =B(X-Y), t=t,

t £t

o
Il
i
s
|
g
=

E
Ae = —Be, t =ty

where e = X — Y. t; (k = 1,2,...) are the impulsive control points. If the error system E

is stable and converges to zero, the two chaos systems are said to be synchronous. Here the
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Figure 2.16: The principle diagram of impulsive control synchronization.

error system F is an impulsive differential equation [51]. Its stable conditions can be derived
from the following Theorem 2.1.
A general form of impulsive differential equation with fixed time instants of impulsive
effect can be expressed in the following form.
= f(t,x), tF#* T,
Axr = Ix(z), t=r1,
x(ty) =z, k=1,2,..
where f : Ry x Q — R% I, : Q — R% Qis a domain in R%; 74,k = 1,2, ..., are time
instants of impulsive effects and satisfy 0 < 71 < 75 < ..., Tx — +00 as k — +o0.

We define

Ko: = {g€C[R:,Ry]:g(s) > 0ifs > 0and g(0) = 0};
K: = {g€ Ky: g(s) is strictly increasing in s};
PC: = {p: Ry — Ry : Piscontinuous on (7, 7x4+1] and p(7;") exitfor k = 1,2, ... };
vo: = {V:Ry xQ— Ry :V(t z)is continuous on (7x, 7x+1] X €2, locally Lipschitzian

in zandV (1;}, z) exit for k = 1,2, ...}.
For V' € v, (t,z) € Ry x Q and t # 71, we define DTV (¢, x) by

D*V(t,z) = (lsii% sup[V(t+ 0,z +df(t,x)) — V(t,x)].
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Theorem 2.1 [52]: Assume that

(1) there exists p and pg, with 0 < pg < p, such that = € s(po) implies that x + Ij(z) € s(p)
forallk =1,2,...;

(1) V € vy, V(t, ) is positive definite and decrescent, and there exists ¢, € K such that

V(r z+ L(2)) < Yp(V(m, 2), k=1,2,..;

(227) there exist ¢ € K and p € PC' such that

DV(t,x) <pt)e(V(t,z)),  we€s(p), t#m;

(7v) there exists a constant o > 0 such that for all z € (0, o)

Tht1 Ye(2) g
pods+ [ <o

for some constants v, and k = 1,2, ...;

(v) 22021 Yk = OQ.

Then any solution of the system, x(t, to, (), converges to 0, i.e., lim;_,, ||z (t, to, xo)|| = O.

2.4 Chaos-Based Public-Key Cryptography

In 2003, Ljupco Kocarev and Zarko Tasev presented a kind of new public-key cryptography
based on discrete chaotic map. Subsequently, a lot of algorithms based on discrete chaotic
maps were presented. Also, some researchers used chaotic systems to construct Hash func-
tions. Here, we will simply introduce a public-key cryptography system based on Chebyshev
map.

Chebyshev polynomial of degree p is defined recurrently,
Tpi1(z) = 22T, (x) — Ty (2), (2.17)

31



wherep =1,2,3,...,To = 1,7 = x and x € [—1, 1]. We know that when p > 1, Chebyshev
polynomial 7}, is a chaotic map with positive Lyapunov exponent LE = [n(p). One of the

most remarkable properties of the Chebyshev polynomials is the semi-group property:
T.(Ts(x)) = Tys(z). (2.18)

Now we describe the algorithm. In a public key encryption system, an entity Alice has
a public key e and a private key d. The public key defines an encryption transformation F.,,
while the private key defines the associated decryption transform D, An entity Bob wishing
to send a message M to Alice obtains an authentic copy of Alice’s public key e, uses the
encryption transform to obtain the cipher-text ¢ = E.(M), and transmits ¢ to Alice. To
decrypt ¢, Alice applies the decryption transformation to obtain the plain-text M = Dy(c).
Key Generation Algorithm:
Alice, in order to generate the keys, does the following:
1. Generates a large integer s;
2. selects a random number x € [—1, 1] and computes T(x);
3. sets her public key to (z, Ts(z)) and her private key to s.
Encryption Algorithm:
Bob, in order to encrypt a message, does the following:
1. Obtains Alice’s authentic public key (x, Ts(z));
2. Represents the message as a number M € [—1,1].
3. Generates a large integer r;
4. Computes T,.(x), T,s(x) = T,(Ts(z)) and X = MT,4(x);
5. Sends the cipher-text C' = (7}.(x), X) to Alice.
Decryption Algorithm:
Alice, to recover the plain-text M from the cipher-text C, does the following:
1. Uses her private key s to compute T, (x) = T5(T,.(x));
2. Recovers M by computing M = X/T;,.(z).
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Chapter 3

Generating New Chaos and Hyperchaos

3.1 Generating New Chaos and Hyperchaos from Delay Dif-
ferential Equation

In this section, we construct a new chaotic attractor generated by a delay differential equation
and its dynamical behavior is analyzed. Specially, the Lyapunov spectrum and Lyapunov
dimension are calculated, the bifurcation diagram is shown and the boundedness is studied.
Then, by changing the parameters to increase the number of equilibrium points, we obtain
a set of more complex hyperchaotic attractors. Furthermore, we present a general form of
this family of chaos, and simulate different chaotic phase portraits of these systems. Finally,

some remarks and conclusions are given.

3.1.1 Background

Over the past two decades, generation of chaotic or hyperchaotic systems and their applica-
tions have attracted a great deal of attention [5, 21, 22, 46, 53-57]. Recently, multi-scroll at-
tractors and hyperchaos systems have been presented [S8—66]. In addition, a nonautonomous

technique to generate multi-scroll attractors and hyperchaos has been introduced [67, 68].
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Using switching systems some new chaotic attractors have been achieved [66, 69-71]. Some
fractional differential systems have been presented to generate chaos [62, 72—74]. simulta-
neously, some simple circuits have been developed to realize chaos [64, 66, 75-77].

Most recently, delayed differential equation generating chaos has received considerable
attention. Since Mackey-Glass system which is a physiological model was found to have
chaotic behavior, several modified chaotic systems have been reported [78-81]. some ex-
perimental observation of multi-scroll attractors have been confirmed [80-82]. motivated by
this, we present a family of delayed chaotic attractors by sine function. and a set of new

complex attractors have been found by choosing suitable parameters and time delay.

3.1.2 New Chaotic Attractor
Consider the following delay differential equation:
z(t) = a[—bx(t — 7) + csin(dz(t — 7))]. (3.1)

where a = 0.8,b = 0.2, c = 0.5, d = 1.8, and 7 = 4.8. Fig. 3.1 shows the portrait of vector
x(t) and the phase of z(t) — (¢t — 7) is shown in Fig. 3.2.

When different delayed times are chosen, Fig. 3.3 shows the phase portraits of z(t) —
x(t — 7).
3.1.2.1 Dynamical Analysis

The system (3.1) has three equilibrium points: -1.4119, 0, 1.4119. At the equilibrium point

x*, the characteristic equation of the system is
A+ abe ™ — acd cos(dz*)e™ = 0. (3.2)
At the equilibrium points z* = £1.4119, the system has the same characteristic equation

A+ 1.5083¢ = 0. (3.3)
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Figure 3.1: The trajectory portrait of vector z(t), when a = 0.8, b = 0.2, ¢ = 0.5, d = 1.8,
and 7 = 4.8.

Figure 3.2: The phase of x(t — 7) — z(t), whena = 0.8, b = 0.2, ¢ = 0.5, d = 1.8, and
T =4.8.
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At the equilibrium point z* = 0, the characteristic equation is
A —1.1200e" = 0. (3.4)

The roots of characteristic equation at the equilibrium points z* = +1.4119 and z* = 0 are
shown in Fig. 3.4(a) and Fig. 3.4(b), respectively. It is clear that Hopf bifurcation occurs at

x* = £1.4119 when suitable parameters are chosen. Furthermore, we calculate the maximal

kPN w s o

ooy
o

i —— .

ooy
°

[ A
Sa A b N A

—Do) . . . . 0. ]O\)7 .

Figure 3.4: The roots of the characteristic equations of system (3.1) at the equilibrium points

(a) z* = 0 and (b) 2* = £1.4119.

Lyapunov exponent \,,,, = 0.0211 and Lyapunov dimension d = 2.2718 using the method
in [83] and the Matlab LET toolbox. The Lyapunov spectrum is shown in Fig. 3.5. The
bifurcation diagrams vs the parameters ¢ and 7 are respectively shown in Fig. 3.6 and Fig.
3.7. We find that there exist some strange bifurcations nearby 7 = 6 and ¢ = 0.8.

3.1.2.2 Boundedness Analysis

Consider the following general delay differential equation:

t(t) = Az(t) + Bx(t —r) + f(z(t),z(t — 1)), (3.5)
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Figure 3.5: The Lyapunov spectrum of system (3.1) with parameters N = 100 and initial
condition 20 = rand(100).

iMEk ;
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(=]

Figure 3.6: The bifurcation diagram for the responding discretized system of (3.1) vs the

parameter c witha = 0.8, 0 =0.2,d = 1.8 and 7 = 4.8.
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Delayed Time

Figure 3.7: The bifurcation diagram for the responding discretized system of (3.1) vs the

delayed time 7 witha = 0.8, 0 = 0.2, c=0.5and d = 1.8.

where A, B and r are constants with » > 0. f is a nonlinear perturbation and x is scalar.

Without the perturbation, (3.5) reduces to the linear homogeneous DDE,
i(t) = Az(t) + Ba(t —r). (3.6)

Lemma 3.1: The solution x = z(¢) of Equation (3.5) with initial data ¢ on [—r,0] is
given by
t
z(t) = y(t) + / X(t—s)f(xz(s),z(s —r))ds, (3.7)
0
where y = y(¢) is the solution of the homogeneous equation (3.6) with initial data ¢ on

[—7,0] and X is the fundamental solution of (3.6), i.e. the solution of (3.6) with initial data

0, —r<t<0,
1, t=0.

P(t) =

Proof: 1t is easy to check that x(t) given by (3.7) satisfies the initial data ¢ on [—r,0]. By
uniqueness, it suffices to show that z(¢) given by (3.7) satisfies Equation (3.5). Actually, by
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(3.7), we have

z(t) = y(t)
(t) + By(t — ) + f(2(t), x(t — 7))

()5t — 1) /Xt—s (), 2(s = 7))ds
Ay(t)
+ZNAX@—3%+BX@—S—”ﬂf@@%x@_T»$

- Ao+ [ Xt = ) f(2(s) (s — 1)ds]

y(t —r) / X(t—s—r)f(x(s),z(s —r))ds]
= Az ()—I—th—r + f(z(t), z(t — 1)),

where the fact that X (t — s —r) = 0fors € (t —r, t]is used. The proof completes.

Define the characteristic equation of system (3.6) as follows,
AN E N - A— Be . (3.8)

Let Re(\) designate the real part of .
Lemma 3.2: For the homogeneous equation (3.6), if ¢g = max{Re(\) : h(\) = 0},
then, for any £, > &, there is a constant k; = k;(¢;) such that the fundamental solution

X (t) satisfies the inequality
| X (t)] < kpe, t>0. (3.9)

The detailed proof can be seen in Theorem 5.2 in Chapter 1 of [84].
Lemma 3.3: Suppose ¢ = max{Re(\) : h(\) = 0} and z(¢) is the solution of the
homogeneous equation (3.6), which coincides with ¢ on the [—r, 0]. Then, for any £5 > &,

there is a constant ky = ks (e9, ¢) such that
l2(p)] < kpe?, t>0.

The detailed proof can be seen in Theorem 6.2 in Chapter 1 of [84].
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Lemma 3.4: All roots of the equation (z + a)e® + b = 0, where @ and b are real, have

negative real parts if and only if

a>—1
a+b>0

b< (sin¢—acos(

where ( is the root of { = —atan(,0 < { < m,ifa# 0and { = 7/2ifa = 0.

The detailed proof can be seen in Theorem A.5 in Appendix of [84].

Theorem 3.1: For system (3.5), if the nonlinear perturbation is bounded, that is |f| <
M(M > 0), and the following inequalities are satisfied, then the solutions of system (3.5)

are bounded.

Ar < 1, (3.10)
A+ B <0, (3.11)
—Br < (sin( + Arcos(. (3.12)

where ( is the root of { = Artan(,0 < ( < m,if A#0and ( = 7/2if A =0.
Proof: By inequalities (3.10), (3.11), (3.12) and Lemma 3.4, we have that all roots of the

—Ar

characteristic equation A — A — Be = 0 have negative real parts. So the conditions of

Lemma 3.2 and 3.3 are satisfied. By Lemma 3.2 and 3.3, we have
ly(t)| < ke, | X(1)] < kge™t, > 0. (3.13)

where k; and k, are positive constants, €1 and e, are negative constants, y(t) is the solution

of (3.6) with the initial data ¢ and X (¢) is the fundamental solution of (3.6).
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Let x(t) be the solution of (3.5). By Lemma 3.1, one obtains

2] < )+ M / IX(t - s)|ds

t
< k1+M/ e2(t=9) ds
0

Mk

< ki ——(1—e?)
_82
Mk

< k- —"2 t>0.
€2

The proof completes.
Theorem 3.2: The solutions of system (3.1) are bounded, for arbitrary c and d, provided
that
0 < abr < m/2. (3.14)

proof: 1t follows from Theorem 3.1 by letting A =0, B = —aband r = 7.

3.1.2.3 Generalized Hyperchaotic Attractors

By increasing the number of Hopf bifurcation points, we can generalize system (3.1) to
complex hyperchaotic attractors.

Whena = 0.8, b = 0.2, c = 1, d = 1.8, system (3.1) has seven equilibrium points (0,
+1.5681, £4.0071, £4.5899). Hopf bifurcation occurs at points (+1.5681, +4.5899). Fig.
3.8 shows that system (3.1) can achieve more complex cell chaos when 7 increases. When
7 = 4.0, the system has only one positive Lyapunov exponent A\ = 0.0493 and Lyapunov
dimension d = 3.1035. When 7 = 8.0, system (3.1) has two positive Lyapunov exponents
A1 = 0.0718, Ay = 0.0189 and Lyapunov dimension d = 5.0807. It becomes a hyperchaos
system.

Whena = 08, b = 0.2, ¢ = 2, d = 1.8, system (3.1) has eleven equilibrium points
(0, £1.6531, £3.7013, £4.9484, £7.4481, £8.1932). Hopf bifurcation occurs at points
(£1.6531, +4.9484, £8.1932). The phase of z(t) — x(t — 7) is shown in Fig. 3.9. When
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10

Figure 3.8: The phase of z(t — 7) — x(t), when (a): 7 =4, (b): 7 = 8.

T = 2.5, the system has only one positive Lyapunov exponent A = 0.0627 and Lyapunov
dimension d = 3.5655. When 7 = 4.0, the system has two positive Lyapunov exponents
A1 = 0.0795, Ay = 0.0319 and Lyapunov dimension d = 5.4147. When 7 = 6.0, the
system has three positive Lyapunov exponents A\; = 0.0912, Ay = 0.0630, A3 = 0.0156 and
Lyapunov dimension d = 7.8406. When 7 = 8.0, the system has four positive Lyapunov
exponents A\; = 0.1061, Ay = 0.0705, A3 = 0.0339, Ay = 0.0078 and Lyapunov dimension
d = 10.0316. With T increasing it also turns into a hyperchaos.

Whena = 0.8, b= 0.2, c = 3, d = 1.8, system (3.1) has fourteen equilibrium points (0,
+1.6786, £3.6366, £5.0317, £7.2854, £8.3706, £10.9723, £11.6698). Hopf bifurcation
occurs at points (£1.6786, +5.0317, £8.3706, +11.6698). The phase of x(t) — z(t — 7) is
shown in Fig. 3.10. When 7 = 1.5, the system has only one positive Lyapunov exponent
A = 0.0577 and Lyapunov dimension d = 3.2522. When 7 = 3.0, the system has two
positive Lyapunov exponents A\; = 0.0807, Ao = 0.0422 and Lyapunov dimension d =
6.0047. When 7 = 4.0, the system has three positive Lyapunov exponents A\; = 0.0925,
Ay = 0.0593, A3 = 0.0259 and Lyapunov dimension d = 7.8487. When 7 = 5.0, the system
has four positive Lyapunov exponents \; = 0.1042, Ay = 0.0685, A3 = 0.0151, A\, = 0.0685
and Lyapunov dimension d = 9.6047. When 7 = 6.0, the system has five positive Lyapunov
exponents A\y.1086, Ay = 0.0786, A3 = 0.0498, Ay = 0.0262, \; = 0.0046 and Lyapunov
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dimension d = 11.4108. When 7 = 8.0, the system has six positive Lyapunov exponents
A1 = 0.1210, Ay = 0.0927, A3 = 0.0634, Ay = 0.0410, A5 = 0.0191, A¢ = 0.0067 and
Lyapunov dimension d = 14.8941. With 7 increasing, it also turns into a hyperchaos.
Furthermore, by increasing ¢, we can increase the number of equilibrium points and
the one of Hopf bifurcation points of system (3.1). With the number of positive Lyapunov
exponents and Lyapunov dimension increasing, the system can turn into more complex hy-
perchaotic attractors by choosing suitable delayed time. Fig. 3.11 shows the maximal ten
lyapunov exponents change as c¢ ranges in [0.5 3] with fixed parameters a = 0.8, b = 0.2,

d=1.8and 7 = 8.0.

3.1.3 General Form of DDE Generating Chaos
Consider the following general form of delay differential equation:
o(t) = albox(t) + biz(t — 1) + csin(dz(t — 72))]. (3.15)

Theorem 3.3: The solutions of system (3.15) are bounded, for arbitrary ¢, d and 75,

provided that
abym < 1, (3.16)
aby + aby <0, (3.17)
—abym < (sin( + abgm cos (. (3.18)

where ( is the root of ( = abyry tan(, 0 < ¢ < m, if aby # 0 and { = 7/2 if aby = 0. Proof:
It follows from Theorem 3.1 by letting A = aby, B = ab; and r = T4.

Corollary 1: 1f by = 0, the solutions of system (3.16) which turns into some like the
famous Ikeda Equation [48] are bounded, for arbitrary ¢ and d, provided that

aby < 0. (3.19)

Proof: 1t follows from Theorem 3.3 with b; = (0. Actually, condition (3.19) implies con-

ditions (3.16) and (3.17) when b; = 0. Moreover, aby < 0 implies ¢ € (5, ), and then
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The Maximal Ten Lyapunov Exponents

Figure 3.11: The first six Lyapunov exponents vs parameter ¢ in [0.5 3] with a = 0.8,
b=0.2,d=18and 7 = 8.0.
condition (3.18) is always satisfied as

) aboTy sin ¢ 4+ abgr cos? abT
(sin( + abyty cos( = UL ¢ 01 C: 01

™
cos ¢ cone 70 CE(GM. (320

3.1.3.1 Special Case I: Ikeda Equation

When we choose a = 0.8, by = —0.4,0; = 0, c = 1, d = 1.8, system (3.15) transforms to
the Tkeda equation. Fig. 3.12 shows the phase portraits of x(t)-z(t — 72) when 7, chooses

different values. The phase portraits are similar with the figures in [80].

3.1.3.2 Special Case 11

We choose a = 0.8,y =0,b; = —0.2,¢c=0.5,d = 1.8, 7 =4, 75 = 6. System (3.15) still

generates chaotic attractor. Fig. 3.13 shows the phase of x()-z(t — 71)-z(t — 72).
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Figure 3.13: The phase of z(t)-z(t — 7 )-x(t — 7»), when 71 = 4,75 = 6.
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3.1.3.3 Special Case 111

We choose a = 0.8, by = —0.1, by = —0.1, ¢ = 0.5, d = 1.8. System (3.15) still generates
chaotic attractor. Fig. 3.14 shows the phase of z(¢)-x(t — 71 )-z(t — 72) when suitable delayed

times are chosen.

-2.5

Figure 3.14: The phase of z(t)-z(t — 71)-x(t — 72), when 7, = 4,75 = 8.

3.1.3.4 Special Case IV

We choose a = 0.8, by = —0.4, by = 0.2, ¢ = 0.5, d = 1.8. System (3.15) still generates
chaotic attractor. Fig. 3.15 shows the phase of x(t)-z(t — 71 )-z(t — 72) when suitable delayed

times are chosen.
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3.1.3.5 Special Case V

We choose a = 0.8, by = 0.4, by = —0.8, ¢ = 0.5, d = 1.8. System (3.15) still generates
chaotic attractor. Fig. 3.16 shows the phase of z(¢)-x(t — 71 )-z(t — 72) when suitable delayed

times are chosen.

-2 -2 -2 -15 -1 -0.5 0 0.5 1 15 2

Figure 3.16: The phase of z(t — 75) — x(t — 71) — x(t), when 71 = 2,75 = 4.

Remark: Because of choosing the different signs of parameter values by and b,, special
cases I-V have different dynamical behaviors. And all these special cases can generate more
complex chaotic attractors by increasing the number of Hopf bifurcation points of system

(3.15).
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3.1.4 Summary

This section has presented a family of new chaos from delayed differential equations with
sine function. And the chaotic behavior and the boundedness of the system have been an-
alyzed. A method to generalize the system to more complex chaotic attractors has been
presented. Furthermore, a general form of DDE has been discussed and various chaotic be-
haviors have been simulated on different parameter conditions. We conclude that the general
form of DDE can be generalized to more complex hyperchaotic attractors by increasing the

number of Hopf bifurcations.

3.2 Generating Multi-Scroll Chaos and Hyperchaos from
Chen System

3.2.1 System Statement

Chen system was presented in 1999, when he studied in controlling Lorenz system. It has
been proved that Chen system is not topologically equivalent to the Lorenz system. The

mathematic model is followed.

i = aly—x)
y = (c—a)xr—xz+cy (3.21)
2 = xy—bz

where a = 35, b = 3 and ¢ = 28 (see Fig. 3.17).

We consider the following feedback control system,

t = aly—x)
y = (c—a)x—zu+cy (3.22)
z = zy—bz
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x -0 0

Figure 3.17: Chen chaotic attractor with a = 35, b = 3 and ¢ = 28, starting from [1, 1, 1].

where control function u(t) = dy2(t) — desin(z(t)) witha = 35,b = 3, ¢ = 28, d; = 1 and
ds = 8. Fig.3.18 shows the phase portraits of state variables of the controlled Chen system,

which is a 6-scroll attractor.

3.2.2 Dynamical Analysis

System (3.22) has 11 equilibrium points (0,0, 0), (£6.9995, £6.9995,16.3311), (£7.4572,
+7.4572,18.5365), (£8.1020, +8.1020, 21.8808), (£8.7929, £8.7929, 25.7719) and (+9.0592,
+9.0592, 27.3561). At the equilibrium point (z*, y*, z*), the characteristic equation of the
linearized system is
—a— A a 0
c—a— (diz* —dgsinz*) ¢— X —dyz* + dyx*cosz* | =0 (3.23)
Y x —b—A

All equilibrium points and responding roots are shown in Table 3.1.

Therefore, all these equilibrium points are unstable. Fig. 3.19 shows the responding

eigenvalues of points (+6.9995, £6.9995,16.3311). A pair of complex conjugate eigenval-
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Figure 3.18: The phase portraits of controlled Chen system. (a) z-x-y; (b) x-y; (c¢) x-z; (d)
y-Z.
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Table 3.1: List of equilibrium points and responding roots of characteristic equations.

’ No. ‘ Equilibrium Point Roots of Characteristic Equation
A1 = —30.8359
1 (0,0,0) A2 = —3.0000
A3 = 23.8359
A1 = —28.3291
2 | (-6.9995,-6.9995,16.3311) | Xy = 9.1646 + 28.6971:
A3 = 9.1646 — 28.6971¢
A1 o= —28.3291
3 (6.9995, 6.9995, 16.3311) Ao = 9.1646 + 28.6971:
A3 = 9.1646 — 28.6971¢
A1 = —20.0227 + 21.3456¢
4 | (-7.4572,-7.4572,18.5365) | )Xo = —20.0227 — 21.3456¢
A3 = 30.0454
A1 = —20.0227 + 21.34561
5 (7.4572,7.4572, 18.5365) Aoy = —20.0227 — 21.3456¢
A3 = 30.0454
A = —31.7110
6 | (-8.1020,-8.1020,21.8808) | X, = 10.8555 4+ 34.3397:i
Az = 10.8555 — 34.3397¢
A = —31.7110
7 (8.1020, 8.1020, 21.8808) Ay = 10.8555 + 34.3397¢
Az = 10.8555 — 34.3397¢
A1 = —20.8583 + 22.1342:
8 | (-8.7929,-8.7929,25.7719) | Ay = —20.8583 — 22.1342¢
A3 = 31.7166
A1 = —20.8583 + 22.1342%
9 (8.7929, 8.7929, 25.7719) A2 = —20.8583 —22.1342¢
A3 = 31.7166
A1 = —30.2290
10 | (-9.0592,-9.0592,27.3561) | Xy = 10.1145 + 31.7952:
A3 = 10.1145 — 31.7952
A1 = —30.2290
11 (9.0592, 9.0592, 27.3561) op Ay = 10.1145 + 31.7952;
A3 = 10.1145 — 31.7952¢




ues of the linearization around these equilibrium points cross the imaginary axis of the com-
plex plane. It is clear that Hopf bifurcation will occur when suitable parameters are chosen.
Similarly, at points (£8.1020, £8.1020,21.8808) and (49.0592, +9.0592, 27.3561), there

exist Hopf bifurcations when suitable parameters are chosen.
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Figure 3.19: The roots of the characteristic equations of system (3.22) responding to equilib-

rium points (£6.9995, +6.9995, 16.3311).

Furthermore, we calculate the maximal Lyapunov exponent LFE,,,, = 4.7859 and Lya-
punov dimension d = 2.3236 using the Matlab LET toolbox. The Lyapunov spectrum is
shown in Fig. 3.20.

3.2.3 Generalized More-Scroll Chaos

From Fig. 3.18, we know the above new chaos is a 6-scroll Chen attractor. Furthermore, by
choosing different values of parameter d, we can control the number of equilibrium points
of system (3.22). Subsequently, by controlling the number of Hopf bifurcation points, we

will design complex chaotic systems with different topological structures.
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Figure 3.20: The Lyapunov spectrum of system (3.22) with parameters ¢ = 1000, starting
from (1,1, 30).

When dy = 5, system (3.22) has 7 equilibrium points (0, 0, 0), (£7.0847, £7.0847,
16.7311), (£7.4039, £7.4039, 18.2726) and (£8.0917, £8.0917, 21.8253). At points (£+7.0847,
+7.0847, 16.7311) and (£8.0917, +8.0917, 21.8253), there exist Hopf bifurcations when
suitable parameters are chosen. Fig. 3.21 shows the phase portraits of state variables of sys-
tem (3.22) with d; = 5, which is a 4-scroll attractor. The maximal Lyapunov exponent is
LE, ., = 0.4015 and Lyapunov dimension d = 2.0316.

When dy = 14, system (3.22) has 19 equilibrium points (0,0, 0), (£5.5575, £5.5575,
10.2952), (£5.9635, +5.9635, 11.8545), (£6.9429, +6.9429, 16.0680), (£7.4867, £7.4867,
18.6833), (£8.1102, £8.1102, 21.9250), (£8.7390, £8.7390,  25.4567), (£9.1274, +9.1274,
27.7696), (+£9.8534, £9.8534, 32.3629) and (+10.0190, £10.0190, 33.4602). At points (£5.5575,
+5.5575, 10.2952), (+6.9429, +£6.9429, 16.0680), (£8.1102, £8.1102, 21.9250), (£9.1274,
+9.1274, 27.7696) and (£10.0190, £10.0190, 33.4602), there exist Hopf bifurcations when
suitable parameters are chosen. Fig. 3.22 shows the phase portraits of state variables of sys-

tem (3.22) with ds = 10, which is a 8-scroll attractor. The maximal Lyapunov exponent is
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Figure 3.21: The phase portraits of system (3.22) with d, = 5, starting from (1, 1, 30). (a)
z-x-y; (b) x-y; (¢) x-z; (d) y-z.
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LE,,.. = 7.0722 and Lyapunov dimension d = 2.4142.

(a) (b)
40 ! . .

Figure 3.22: The phase portraits of system (3.22) with dy = 14, starting from (1, 1, 30). (a)
z-X-y; (b) x-y; (¢) x-z; (d) y-z.

When dy = 22, system (3.22) has 27 equilibrium points (0,0,0), (£3.4741, £3.4741,
4.0231), (£4.0626, +4.0626, 5.5015), (+5.4638, £5.4638,9.9510), (£6.0380, +6.0380, 12.1525),
(£6.9152, £6.9152, 15.9400), (£7.4994, £7.4994, 18.7470), (£8.1144, £8.1144, 21.9480),
(£8.7174, £8.7174,25.3309), (£9.1574, £9.1574, 27.9528), (+9.7882, +9.7882, 31.9362),
(£10.0890, £10.0890, 33.9293), (£10.7650, +10.7650, 38.6286) and (£10.9291, +10.9291,
39.8147). At points (£3.4741, £3.4741,4.0231), (£5.4638, £5.4638,9.9510), (£6.9152,
+6.9152, 15.9400), (£8.1144, +8.1144, 21.9480), (£9.1574, +9.1574, 27.9528), (£10.0890,
+10.0890, 33.9293) and (+10.9291, £10.9291, 39.8147), there exist Hopf bifurcations when
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suitable parameters are chosen. Fig. 3.23 shows the phase portraits of state variables of sys-
tem (3.22) with dy = 22, which is a 14-scroll attractor. The maximal Lyapunov exponent is

LE,,.; = 8.6318 and Lyapunov dimension d = 2.4632.

40

-30 -20 -10 0 10 20 30 -40 -30 -20 -10 0 10 20 30 40
X

Figure 3.23: The phase portraits of system (3.22) with dy = 22, starting from (1, 1, 30). (a)
z-x-y; (b) x-y; (¢) x-z; (d) y-z.

When dy = 28, system (3.22) has 31 equilibrium points (0, 0,0), (£3.3777,+3.3777,
3.8029), (+4.1371, £4.1371,5.7053), (+5.4318, £5.4318,9.8349), (£6.0618, +6.0618, 12.2485),
(£6.9047, £6.9047, 15.8914), (£7.5040, +£7.5040, 18.7698), (£8.1161, £8.1161, 21.9570),
(£8.7097, £8.7097, 25.2864), (£9.1686,+9.1686, 28.0209),(+9.7692, +9.7692, 31.8124),
(£10.1102,£10.1102, 34.0718), (£10.7287, £10.7287, 38.3682), (£10.9668, £10.9668, 40.0905),
(£11.6206, £11.6206,45.0129) and (£11.7497,+11.7497, 46.0188). At points (£3.3777,
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+3.3777, 3.8029), (£5.4318, £5.4318,9.8349), (£6.9047, £6.9047, 15.8914), (£8.1161,
+8.1161, 21.9570), (£9.1686, +9.1686, 28.0209), (£10.1102, £10.1102, 34.0718), (£10.9668,
+10.9668, 40.0905) and (+£11.7497, +11.7497, 46.0188), there exist Hopf bifurcations when
suitable parameters are chosen. Fig. 3.24 shows the phase portraits of state variables of sys-
tem (3.22) with d, = 28, which is a 16-scroll attractor. The maximal Lyapunov exponent is

LE,, .. = 8.7869 and Lyapunov dimension d = 2.4677.

(a) (b)
40 T T T

Figure 3.24: The phase portraits of system (3.22) with dy = 28, starting from (1, 1, 30). (a)
z-X-y; (b) x-y; (¢) x-z; (d) y-z.

Fig. 3.25 shows all three Lyapunov exponents change as d, ranges in [5 25| with fixed
parameters a = 35,b = 3, c =28 and d; = 1.

Remark 1: when parameter d; increases, the number of equilibrium points increases cor-
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Figure 3.25: All Lyapunov exponents vs parameter d in [5  25] witha = 35,b =3, ¢ = 28
and d; = 1.
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respondingly. With Hopf bifurcation occurring over and over again, system (3.22) generates

new attractors with more scrolls.

3.2.4 Generalized More Complex Chaos and Hyperchaos

We know one order delay differential equation can generate hyperchaotic dynamic behavior.
In order to generalize system (3.22) to more complex chaos and hyperchaos, we introduce
delay to control function, u(t) = doz(t) + di2(t — 7) — dasin(z(t — 7)), system (3.22)

transforms to the following.

& = a(y—x)
y = (c—a)x—x(doz(t) + diz(t — 7) — dasin(z(t — 7))) + cy (3.24)

z = xy—Dbz

where dy, dy, dy are constants and 7 is delay time. When suitable parameters are chosen,

system (3.24) can generate different chaotic and hyperchaotic attractors as follows.

3.2.4.1 Special Case I: dy = d;

Whendy =1,d; = 1,dy, = 5and 7 = 0.1, system (3.24) generates different chaotic dynamic
behaviors. The phase portraits are shown in Fig. 3.26.

When dy = 1,d; = 1, dy, = 5 and 7 = 0.8, system (3.24) generates different chaotic
dynamic behaviors. The phase portraits are shown in Fig. 3.27.

When dy = 1, d; = 1, dy = 30 and 7 = 0.05, system (3.24) generates hyperchaotic
dynamic behaviors. The phase portraits are shown in Fig. 3.28.

When dy = 1,d; = 1, d, = 30 and 7 = 0.8, system (3.24) generates hyperchaotic

dynamic behaviors. The phase portraits are shown in Fig. 3.29.
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Figure 3.26: The phase portraits of system (3.24) withdy = 1,d; = 1,ds = 5and 7 = 0.1.
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Figure 3.27: The phase portraits of system (3.24) withdy = 1,d; =1, ds = 5and 7 = 0.8.
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Figure 3.28: The phase portraits of system (3.24) withdy = 1, d; = 1, dy = 30 and 7 = 0.05.
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Figure 3.29: The phase portraits of system (3.24) withdy = 1,d; =1, dy; = 30 and 7 = 0.8.
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3.2.4.2 Special Case II: dy # d;
When dy = 0.2, dy = 2, dy = 5 and 7 = 5, system (3.24) generates different hyperchaotic

dynamic behavior. The phase portraits are shown in Fig. 3.30.

(b)

Figure 3.30: The phase portraits of system (3.24) with dy = 0.2, d; = 2,dy, =5 and 7 = 5.

When dy = 0.2, d; = 2, dy = 40 and 7 = 5, system (3.24) generates different hyper-

chaotic dynamic behavior. The phase portraits are shown in Fig. 3.31.

When dy = 1, dy = —0.2, d = 20 and 7 = 5, system (3.24) generates different

hyperchaotic dynamic behavior. The phase portraits are shown in Fig. 3.32.
When dy = 1, d; = —0.8, dy = 5 and 7 = 5, system (3.24) generates different hyper-

chaotic dynamic behavior. The phase portraits are shown in Fig. 3.33.
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Figure 3.31: The phase portraits of system (3.24) with dy = 0.2, dy = 2, dy =40 and 7 = 5.
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Figure 3.32: The phase portraits of system (3.24) with dy = 1, d; = —0.2, d2 = 20 and

T =2>5.
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Figure 3.33: The phase portraits of system (3.24) with dj
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3.2.5 Summary

This section has presented a feedback control function to generate multi-scroll attractors from
Chen system. we have analyzed the dynamical behavior of this new attractor. By controlling
the control parameters, we have achieved a set of new attractors with different scrolls. After
that, we introduced time delay to control function u(t) to generalize the multi-scroll attractors
to more complex chaos and hyperchaos. This kind of control method can also be used to other

chaotic system, such as Lorenz system, Jerk equation and so on.
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Chapter 4

Impulsive Synchronization of Chaotic

Systems with Delay

4.1 Synchronization of Two Chaotic Systems with Delay

In this section, we consider the impulsive synchronization of chaotic Lur’e systems with out-
put feedback. The presence of transmission delay and sampling delay in the output feedback
and impulsive control is studied. Based on LMI method, four sufficient condition for global
asymptotic synchronization are derived. Finally, a numerical example is given to illuminate

the validity of main results.

4.1.1 Background

Over the past decade, synchronization of chaotic or hyperchaotic systems and its applica-
tions to security communication have attracted a great deal of attention. In communication
security schemes, information signals are masked by chaotic signal and then recovered in
the receiver end. The recovery of the information signals requires that the receiver’s chaotic
signal is synchronized with the transmitter’s one. There are two kind of methods to achieve

synchronization which are state feedback and impulsive control. Firstly, synchronization is
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done through driving the system at the receiver end by one of the state variables of the system
at the transmitter end [5, 21, 22]. Furthermore, a linear combination of the state variables
of the system at the transmitter end is applied [61, 85]. The hyperchaos synchronization
between higher dimensional chaotic systems, possessing more than one positive Lyapunov
exponent has been studied [61, 85]. Impulsive synchronization allows synchronization of
chaotic systems using only small impulses generated by samples of the state variables of
the driving system at discrete time instances. It has been developed [86, 87] and applied to
a number of chaos-based communication systems which exhibit good performance for the
synchronization purposes and for security purposes [18, 53].

Recently, the transmission and sampling delays in communication security systems be-
come a hot issue which is a very challenging problem in both theory and application. Some
results have been achieved [54-56]. Motivated by the above comments, we further study
the chaos synchronization by both output feedback and impulsive control with delay in this
paper. In particular, we analyze how much delay such systems can endure by a numerical ex-
ample which reflect the robustness of impulsive synchronization and the ability to overcome

the delay problem.

4.1.2 System Statement and Synchronization Scheme

Consider the following master-slave synchronization scheme:

0 = s+ Bo(Da(t)
p(t) = Cxz(t)

o . 2(t) = Az(t)+ Bo(Dz(t)) + u,t # 7 @1
q(t) = C=z(t)

C o Az(t) = Ks(p(t) — q(t)) + Ka(p(t —v) —q(t — %)), t =7

which consists of master system M, slave system .S, output feedback v = K;(p(t) — q(t)) +
Ky(p(t =) —qt —9), 7 <7 % <77 < A; = 741 — 7; and impulsive control C.
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M and S are identical Lur’e chaotic system with state vectors z(t), z(t) € R" and matrices
A e RV, B € RV, D € R™ ™. The diagonal nonlinearity o(.) : R™ +—— R™
is assumed to belong to sector[0, k]. The output vectors of M and S are p(t), q(t) € R!
with [ < n and matrix C' € R™". For the impulsive control law C, a set of discrete time
instants 7; is considered where 0 < 7 < 7, < ... < 7; < ... with 7, — oo as i — o0.
K, K3 are the matrices of output feedback and impulsive control respectively. Ks, K, are
the delay perturbation matrices of output feedback and impulsive control respectively. 7 is
the output feedback delay due to the presence of transmission delay in the process, and 7; is
the impulsive delay due to sample the impulses in the receiver end.

At the time instants 7;, jumps in the state variable z(¢) are imposed

Dz()|e=r, = 2(7") — 2(17). (4.2)
Let e(t) = x(t) — z(t). From the synchronization scheme (4.1), the error dynamics e(t)

is given by
g €t =(A-KCe(t) + Bn(De(t); 2(t)) — KaCe(t — 7).t # 7 “43)

Ae(t) = —K3C€<t) — K4C€<t — "}/Z>,t =T;
where 1(De(t); 2(t)) = o(De(t) + Dz(t)) — o(Dz(t)) and Ae(t) = Ax(t) — Az(t) with
Ax(t) = 0. Assume that the nonlinearity 7(De(t); z(t)) belongs to sector [0, k]:

ni(die(t); z(t))  oi(dle(t) +di z(t)) — o(d} 2(1))
Vs Ty Te(t) Sk

Ve(t), z(t);i = 1,2,...,nu(d} e(t) # 0), 4.4)

where d! denotes the ith row vector of D.

Then, the following inequality holds:

ni(di e(t); 2(1)) [mi(dy e(t); 2(t)) — kdj e(t)] <0,
Ve(t),z(t);i =1,2,...,mp. 4.5)



4.1.3 Main Results

In this subsection, we shall obtain some criteria for global asymptotical synchronization of
system (4.1). Lemma 4.1 firstly is introduced which will be used in the proof of the theorems.

Lemma 4.1 [13]: Lety > 0 and m € C'[J, R, ], where J = [a — 7,b),0 < b—a < A,.
Assume that there exist constants [ > 0 and § € (0, 1) such that

m/(t) <Im(t), whenever m(t)> pm(t+s), sé€[—,0[; (4.6)
and there exists a constant > 0 such that m(s) <n, s € [a — 7, a), m(a) < 1, and
IA; +1Inp <0. 4.7

Then there exists an d = d(n), 0 < d < n such that m(t) <n—d, t > a.

Theorem 4.1: For Ky # 0, K, # 0, if there exist a diagonal positive definite matrix
A = diag{\;} € R"™*™ asymmetric positive definite matrix P € R™*", matrices K1, K3 €
R P = —-K,C,F, = —K,C,G, = —K3C, Gy = —K4C, and real constants a1, ay > 0,
By >0, B >0, 81 + B2 < 3 < 1 such that the following matrix inequalities

(A+ F\))'P+P(A+ Fy) —ayP PB+kDTA PF

BTP + kAD —2A 0 <0, (4.8)
FIP 0 — P
I+GNHPI+G))—H/P (I+GHPG
([ +G)PI+G) =P (I+G))PGy <0, 4.9)
GTP(I+ Gy) GY PGy — 3, P
A; .
?(ﬁa1+a2)+lnﬁ<0,z: 1,2,... (4.10)

are satisfied, then the origin of the synchronization error system (4.3) is globally asymptot-
ically stable. In other words, the master system M and the slave system S are of global
asymptotical synchronization.

Proof: Construct a Lyapunov function in the form of
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V(e(t)) = e’ (t) Pe(t), (4.11)

where P is a symmetric positive definite matrix. Let V' (¢) =: V (e(t)).

When ¢ € (7;, 7;41), taking the time derivative of the Lyapunov function (4.11) along the

trajectories of (4.3) and using the inequalities (4.5), (4.8), one obtains

V()
= ()T Pe(t) + e(t)TPé(t)
= e(t)"(A+ )" P+ P(A+ F))e(t) + n" BT Pe(t) + e(t)" PBn + e(t — )" F Pe(t)
te(t) ' PFye(t — )
< e(t)T((A+ Fl)TP + P(A+ F))e(t) + n" BT Pe(t) + e(t)" PBn + e(t — 7)" Fy Pe(t)
+e(t)T PFye(t — Z 2\imi (i — kdTe(t))
< Y&+ are(t) Pe(t) + age(t — §)" Pe(t - )
< aV(t) +aV(t—7). (4.12)
e(t) (A+ F\)'P+P(A+ F)— P PB+kDTA PF
where £, = n Y = BTP 4+ kAD —2A 0
e(t — ) FI'p 0 —anP
(4.12) implies, if V (t) > pm(t + s), € [—,0],
V(t) < ﬂ(ﬁal Fa)V(t),t £ 7 (4.13)

When ¢t = 7;, in terms of (4.9), we have

V()
= (I +Gr)e(r;) + Goe(ri — 7)) P((I + Gh)e(r;) + Gae(r; — i)
= e(r7)" (I +G)"P(I+Gye(r]) +e(ri —v) " G3 P(I + Gy)e(r;)
+e(r) (I + G1) " PGae(r; — %) + e(ri — )" G5 PGae(r; — i)
QY S1G + Bre(r; ) Pe(r)) + Bae(mi — vi) " Pe(ri — i)
iV (T, )+ BV (m — )i =1,2,.... (4.14)

IN

IN
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(2

where (; = Y =
l 6(7'2‘ - 71) GgP(I + Gl) GgPGQ — /62P

Suppose that the original condition V' (ty) < n,ty € [11 — 7, 1), by (14),we have

e(r;) v (I+G1)P(I+Gy)— P (I+G1)PG,

V(m) < BV(r ) + BV(n —m) < 6n, (4.15)
in view of (4.10), (4.13), (4.15) and lemma 4.1, one obtains
V(t)<pn, pe(0,1),te (m,m). (4.16)
Continuing this process, we get

V() S BV(T) + BV (m — ) < B ', (4.17)

and

V(t) <o, pe(0,1),t € (i, i) (4.18)

which yields V' (t) — 0, as ¢ — +o0. Thus, e(t) — 0, as t — +oo.

Therefore, the origin of the synchronization error system (4.3) is globally asymptotically
stable. In other words, the master system M and the slave system .S are of global asymptotical
synchronization.

When K, = 0, i.e., there exists no delay perturbation in the impulsive control, we have
the following theorem:

Theorem 4.2 [57]: For Ky # 0, K, = 0, For Ky # 0, K4 # 0, if there exist a diagonal
positive definite matrix A = diag{\;} € R™*™, a symmetric positive definite matrix P €
R™" matrices K, K3 € R, [y = —K,C, F, = —K,C, Gy = —K3C, and real constants

a1, ag > 0,0 < 3 < 1 such that the following matrix inequalities

(A+F1)TP+P(A+F1)—041P PB+I€DTA PF2
BTP + kEAD —2A 0 <0, (4.19)
FQTP 0 —OJQP
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— 3P (I+aG)'pP

<0, (4.20)
P(I+Gy) -P

%(ﬁal +ay)+Inf<0,i=1,2,.. 4.21)

are satisfied, then the origin of the synchronization error system (4.3) is globally asymptot-
ically stable. In other words, the master system M and the slave system S are of global
asymptotical synchronization.

The proof is similar to that of Theorem 4.1. and thus is omitted.

When K, = 0, i.e., there exists no delay perturbation in feedback control, we get the
following theorem:

Theorem 4.3: For Ky, = 0, K; # 0, if there exist a diagonal positive definite matrix
A = diag{\;} € R™*" asymmetric positive definite matrix P € R™*", matrices K1, K3 €
R B = -K,C, Gy = —K5C, Gy = —K,C, and real constants oy, 51 > 0, 32 > 0,
81 + P2 < B < 1 such that the following matrix inequalities

(A+ F)'P+PA+ F)—a,P PB+EkDTA

<0, (4.22)
BTP + kEAD —2A
I +GOYPI+Gy) —6,P (I+GHPG
( 1) P( 1) =P ( 1) PG <0, 4.23)
GTP(I+ Gy) GY PGy — 3P
Ay +InB<0,i=1,2,.. (4.24)

are satisfied, then the origin of the synchronization error system (4.3) is globally asymptot-
ically stable. In other words, the master system M and the slave system S are of global
asymptotical synchronization.

The proof is similar to that of Theorem 4.1. and thus is omitted.

When K, = K4 = 0, i.e., there exists no delay perturbation in both feedback control and

impulsive control, we get the following theorem:
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Theorem 4.4: For Ky = 0, K, = 0, if there exist a diagonal positive definite matrix
A = diag{\;} € R"™*™ asymmetric positive definite matrix P € R™*", matrices K1, K3 €
R F = —K,C, Gy = —K3C, and real constants o, 0 < 3 < 1 such that the following

matrix inequalities

<0, (4.25)
BTP + kAD —9A
— 3P I+G)TP
& ( 1) <0, (4.26)
P(I+ Gh) -P
Ajay +Inf<0,i=1,2, .. (4.27)

are satisfied, then the origin of the synchronization error system (4.3) is globally asymptot-
ically stable. In other words, the master system M and the slave system S are of global
asymptotical synchronization.

The proof is similar to that of Theorem 4.1. and thus is omitted.

Remark 4.1: In Theorem 4.1, the constant «; (if ; > 0) measures the degree of insta-
bility of the error system with only feedback control and is determined by the eigenvalues of
the matrix A 4+ F}. ay is determined by the matrix F5. The positive constants [3;, o measure
the amplitude of the control impulses, the smaller the (3;, 35 are and the larger the amplitude.
If oy < 0, 1.e., the error system with only feedback control is stable, then a larger interval

length of consecutive impulses is allowed.

4.1.4 Numerical Example

In this subsection, we illustrate the synchronization based on two identical chua’s circuits.

We take the following representation for Chua’s cirsiut:
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i’l = al[Ig — h(l’l)]

Ltg =T — To+ I3 (428)
l"g = —2T9
with nonlinear characteristic
h(zy) = myzy + §(m0 —my)(|x1 + ag| — |x1 — as))

where a1 = 9, ay = 14.286, a3 = 1, mg = —1/7, m; = 1.5/7 in order to obtain the double
scroll attractor shown in Fig. 4.1. The nonlinearity ¢ (z1) = 1/2(|z1 + a3| — |21 — a3|)
(linear characteristic with saturation) belongs to sector [0, 1]. Therefore, Chua’s circuit can

be interpreted as the Lur’e system & = Az + Biy(Dx) where

—ai1m,y ay 0 —al(mo - ml)
A= 1 -1 1]|,B= 0 ;
0 —as 0 0
D:[loo]. (4.29)

We define the output matrix C' = [I 0 0]. Firstly, suppose that there exists no delay
perturbation and choose the real constants ov; = 2, = 0.3, A = 2, P = [ by Theorem 4.4,

we obtain output feedback matrix and impulsive matrix as follows:
K, =[1.5379 02841 —0.3648]", K3=1[0.5 0.5 0.5]".

The impulsive intervals satisfy 7,1 — 7, < 0.3010. The simulation results of error system
e(t) are shown in Fig. 4.2. We can find that e(t) is asymptotically tending to zero. When
some delays in impulses occur v; = 0.05, the error system e(t) becomes unstable as shown
in Fig. 4.3.

If we suppose the transmission delay ¥ = 0.04, v; = 0.02,K, = [2 2 2|T, K, =
[0.1 0.1 0.1]7 and choose the real constants o = —0.2, 3; = 1.1, By = 0.4, A = 3[,P =
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Figure 4.1: (x1, x2, x3) of the master system.

L L L L
0 10 20 30 40 50

Figure 4.2: el of the error system without delay.
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-4

Figure 4.3: el of the error system with ~; = 0.05.

(Q = I By Theorem 4.1, we obtain the output feedback matrix and impulsive matrix as

follows:
K, =[4.6911 15356 —0.2775]", K3=1[0.95 0.95 0.95]7,

and the impulsive interval 7;,1 — 7; < 0.12. The simulation results of error system e(t) are
shown in Fig.4. In this condition, let ¥ = 0, 7; = 0, the error system e(¢) still converge to

zero. It is shown in Fig.5.

4.1.5 Summary

We investigated the synchronization of two identic Lur’e chaotic systems by impulsive con-
trol and output feedback control. Some sufficient conditions for global asymptotical synchro-
nization have been achieved. By comparison, we find out the delay in impulses is terrible. A

numerical example has been given to show the effectiveness of the main results.
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0 10 20 30 40 50

Figure 4.4: el of the error system with v = 0.04, v, = 0.02.

0 10 20 30 40 50

Figure 4.5: el of the error system without delay.
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4.2 Synchronization of Chaotic Dynamical Networks with

Delay

In this section, we consider the impulsive synchronization of uncertain dynamical networks.
The presence of coupling delay and impulsive delay in the network coupling and impulsive
control is studied. Based on LMI method, several criteria for global impulsive synchroniza-
tion are derived for complex dynamical networks. Finally, a numerical example is given to

illuminate the validity of main results.

4.2.1 Background

Recently, synchronization of dynamical networks has become a hot issue [88-92]. A dy-
namical network is made up of coupled nodes, which may be chaotic systems such as Chua’s
circuit, Chen’s system and so on. The network coupling functions which could be linear or
nonlinear may be unknown, but they are bounded. It is noticed that the network coupling may
affect heavily on the synchronization scheme when some synchronization techniques [88, 89]
are applied. Although adaptive synchronization [91] is relatively relatively efficient method
for uncertain dynamical networks, it is very complex to design the controller. Impulsive
synchronization [18, 54-57, 87, 92], which allows synchronization of chaotic systems using
only small impulses generated by samples of the state variables of the driving system at the
discrete time instances, has been proved to be a very effective method in chaos synchroniza-
tion. It can induce the information redundancy in the transmitted signal and increase the
robustness against the disturbances. It has been applied to network synchronization without
delay [92]. However, coupling delay and impulsive delay always occur in the synchroniza-
tion process and sometime cause catastrophic results. It is a very challenging problem in
both theory and application.

In this section, motivated by the above comments, we further study the network syn-

chronization with coupling delay and impulsive delay. some criteria for global impulsive
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synchronization are derived for complex dynamical networks. In particular, we analyze how
much delay such systems can endure by a numerical example which reflect the robustness of

impulsive synchronization and the ability to overcome the delay problem.

4.2.2 Preliminaries and Problem Formulation

Consider the following dynamical network consisting of NV identical nodes, which are n-

dimensional dynamical systems, with uncertain coupling :

Xi(t) = AXi(t) + o(t, Xi(t)) + Gy(X1(£), Xo(t), ... Xn(t))
FH (X0t —3), Xo(t =), Xn(t—7),  i=1,2,..,N

(4.30)

where X;(t) = (2;1(t), i2(t), ..., 2 (t))T € R", represents the state vector of the ith node,
Ae R ¢: Ry x R" — R"is a smooth nonlinear vector functions, G;, H; : R™ — R"
are smooth but unknown coupling functions, where m = n/N. It is assumed that when the
network achieves synchronization, namely, when X () = X5(t) = ... = Xy () as t — o0,
the coupling terms should vanish, ie., G; (X (), Xa(¢), ..., Xn(t)) = 0, H;}(X1(t—7), Xa(t—
)y ey Xn(t—%4)) =0,i=1,2,..., N. 7 is the coupling delay.

Let Y (t) be a solution of the isolate node of the network, i.e.,
Y (t) = AY (t) + ¢(t, Y (1)) (4.31)

existing for all ¢ € R,. Here, Y (¢) may be an equilibrium point, a periodic orbit or even a
chaotic orbit.

An impulsive control law of system (4.30) is given by a sequence {7, Uy} such that the
state of network (4.30) synchronizes with the state of node (4.31). The controlled network

(4.30) satisfies the following system:

Xi(t) = AXy(t) + o(t, Xi(t) + Gi( X (t), Xa(t), .., Xn (1))
+H(Xo(t —7), Xa(t = 7), .., Xn(t = 7)), t # 7o (4.32)
A)(Z]<j == Uika t:Tk,k’: 1,2,...
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where i = 1,2,..., N, AXy, = X;(r;") — Xi(75,), where X;(7;) is the right limit of X,
att = 7, Xy = Xi(7) and X;(7) is the left limit. Uy = By (Xi(r, ) — V(7)) +
D (Xi(1y — ) — Y (7 — &)), where By, Dy, are the impulsive control matrices and
is the impulsive delay. The sequence {7;} satisfies 0 < 73 < 75 < ... < T} < ..., T — OO as
k — oco. maz{7, vk_1} < min{Tiy1 — Tk }-

Let e;(t) = X;(t) — Y (¢), we obtain the error system:

é(t) = Aez( )+ Gt Xi(), Y (1) + Gu(X (1), Y (1))
Hy(X(t—=7),Y(t =7)),t # (4.33)
Aeik = Blkez( )—i—DZkeZ(Tk ’)/k>, t:Tk,k: 1,2,...

where ((t, X,(t), Y (1)) = p(t, Xi(1)) — ¢(t, Y (¢)), Gi(X (1), Y (1) =

Gi( X1 (1), Xo(t), ooy Xn (1)) =Gi(Y (), Y (2), .., Y (1)), and Hy(X (1—7), Y (t=7)) = Go(Xa(t—
), Xo(t—=73), ..., Xn(t—7)) — Gi(Y(t—7), Y(t —3), ..., Y(t—74)). Clearly, network (4.30)
synchronizes with node (4.31) by impulsive control {7, U} if and only if the error system
(4.33) is globally asymptotically stable about zero.

Assumption 4.1: There exist positive constants fi;;, V45, %, 7 = 1,2, ..., N, such that

|G (X1 (1), Xa(t), o, Xn (1) = Gi(Y (£), Y (1), ..., Y ()] < 30 pislle; (8] (4.34)
[ Hi (X (8), Xa(8), -0y Xn(8) = Hy(Y(£), Y (£), ..., V)| < 2 w5l les(1)]]. (4.35)

Assumption 4.2: There exist positive constants L; such that for any ¢ € |75, T11),

ot Xi(t) — et Y @) < Ll Xi(t) = Y (@),
i=1,2,.. N:k=1,2,.. (4.36)

4.2.3 Main Results

In this subsection, we shall obtain some criteria for global asymptotical stability of error

system (4.33).
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Theorem 4.5: For error system (4.33), let Assumption 4.1, 4.2 hold. Assume that for an
impulsive control law {7y, U, }
(1) there exist positive definite matrices F; and constants o, ap > 0,6;7 > 0,6;5 > 0 such

that

ATP; + PA+ Cyl — oy P, 0
Q1 = o <0; (4.37)
0 Ciol — P,

where Cj; = 2Li)\max(Pi>+91‘1)\max(Pi)Eéyzluij_‘_eiQ)\max(Pi)E;y:lVij—i_%Eé\f:l)\maﬁ(Pj)ﬂjia
Cip = %Ef;l)\mm(ﬂ)yji, Amaz () Tepresents the maximum eigenvalue.

(ii) there exist real numbers 3;; > 0, B2 > 0, Bi1 + Bi2 < B < 1 such that for i =
1,2,.... N,

I+ By)"Pi(I+ Biy) — 1P (I + Bi,)" P,D;
0, — ( k)T Py k) — BB ( k) s <o 38
DIP{(I+ By) DL PDiy. — B2 P;

(iii) there exist a positive 7 such that 7, — 7,y < 7,k =1,2,..., and

T
6

Then the error system (4.33) is globally asymptotically stable about zero. In other words,

(Boy + ag) +In 3 < 0. (4.39)

network (4.30) synchronizes with node (4.31) by impulsive control {74, Uy }.

Proof: Construct a Lyapunov function in the form of

V(t) =S ef (t)Pei, (4.40)

)

When ¢ € |7y, Ti41), taking the time derivative of the Lyapunov function (4.40) along the
trajectories of (4.33) and using the inequality (4.37), one obtains
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IN

IA

IN

IN

IA

<

<

V(t)
Zle [éZ( )TP62< ) + el(t)TPez( )}
S e (ATP + PA)ei(t) + ()" P + Gy + Hy)

+(<ﬁi+G + H)T Pe,(t

AR _ez-(t) (ATPz+PzA)ez( ) + e Bl (|| + [1Gal] + |1 Hal])

(|2l + [1Gil| + [ H: D[ Pres(t)]]]

SN [e)T(ATP + PA)ei(t) + 2Lidman(P)ei(t)ei(t)

+2|lei ()T PAZIL, (s les (1] + 2llea(®) Bl IZ51 (viglle; (¢ — 3)11)]

Sy [ei() (AP + PiA)ei(t) + 2Lidmaa(P)ei(t) i)

F2ma0 (P) 250 (| es () 1]1e; (1) + 2Aman (P) 255 (viges ()] le; (£ = )I1)]
Vo [ei®)T(ATP, + PiA)ei(t) + 2Lidmas (Pr)es(t) e (t)

+)\ma:c(Pz>E] i (Oei(t) e (t) + e—iej(t)Tej(t))

+ Amaz (P I v (Oizes(t) e () + e—lej(t — ) e;(t — 7))}

SV [e(t) (AT P + PA)e;(t) + 2Lidman (Pr)es(t) ei(t)

01 Mnaa (PS50 pgei () ei(1) + i Aan(P) S5 vgei (1) T ei(2)
s (P 0 es0) + SR (Pt = )7 9)

SN, [T (ATP 4+ PA + CiT — anP)es(t) + es(t — )7 (Cal — azPy)es(t — 7)]
S 6 Quwiy + cne; (1) Pies(t) + anei(t — 7)" Pei(t — 7)]

arV(t) + oV (t = 7). (4.41)

ei(t)

! €z‘(t_5) ]
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(4.41) implies, if V(t) > pV(t +s), se€[—7,0],

V(t) < %(ﬁal + o)V (1), t # T (4.42)
When ¢ = 73, in terms of (4.38), we have
V()
= %, [((I+ Bae(ry) + Diwe(m — 1) " P((I + Bix)e(r; ) + Dawe(e — Yx))]
= Y, [e(m)"(I + By)"P(I + Bi)e(ry;) + e(m. — )" D Pi(I + B )e(7y,)

+€(T,;)T(I + Bip)' PiDige(ti — i) + e(mi — )T DA PiDyge(ri — yk)]

= Zi]\il [52TQ251 + @16(7';;)TH€(7';;) + Give(T — ’Vk)TPz'e(Tk - ”Yk)]

< BuVi(ry ) + BeV(te — ), i = 1,2, ... (4.43)
where & = e(7i)
e(Tr — k)

Suppose that the initial condition V' (t5) < n,ty € [11 — Y0, 71), by (4.43),we have
Vi(m) < BuV(m ) + BV(m — ) < B, (4.44)
in view of (4.39), (4.42), (4.44) and lemma 4.1, one obtains
V(it)<n<pn, pe(0,1),t€[n,mn). (4.45)
Continuing this process, we get
V() < BuV () + BV (me — ) < 8o ', (4.46)

and

V(t)<pn, pe(0,1),t€ ([Th Thir)- (4.47)

which yields V' (t) — 0, as k +— +o0. Thus, e(t) — 0, as t — +o0.
Therefore, the error system (4.33) is globally asymptotically stable about zero. In other
words, network (4.30) synchronizes with node (4.31) by impulsive control {7y, U }. The

proof is hence completed.
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Remark 4.2: By Theorem 4.5, the maximum interval of impulses for globally synchro-

nization can be estimated as
Bing
fai +ay
When H; = 0, i.e., there exists no coupling delay in the dynamical network, we have the

(4.48)

following theorem:
Theorem 4.6: For error system (4.33), let Assumption 4.1, 4.2 hold. Assume that for an
impulsive control law {7y, U, }

(1) there exist positive definite matrices P; and constants oy, 6;; > 0 such that
Q1 =A"Pi+ P A+ Cyl — on P, < 0; (4.49)

where Cy; = 2L; Aoz (F;) + eilAmax<.P7;)2§V:1Mij + tzyzlkmm(ﬂ)uﬁ, Amaz(.) TEpresents
the maximum eigenvalue.
(ii) there exist real numbers 3;; > 0, B2 > 0, Bi1 + Bi2 < 3 < 1 such that for i =
1,2,... N,
(I + Bix)"P,(I + Biy,) — 5iP; (I + Bi)" PiDyy,

Q2 = <0, (4.50)
D} P,(I + B) D} P,Dy, — 3P,

(iii) there exist a positive 7 such that 7, — 7,y < 7,k = 1,2, ..., and
Tap +1n G < 0. 4.51)

Then the error system (4.33) is globally asymptotically stable about zero. In other words,
network (4.30) synchronizes with node (4.31) by impulsive control {74, Uy }.
Proof: Construct a Lyapunov function in the form of

V(t) =S¥ el (t)Pes, (4.52)

7

When ¢ € |7y, Ti11), taking the time derivative of the Lyapunov function (4.52) along the

trajectories of (4.33) and using the inequality (4.49), one obtains
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IN

IN

IN

IN

<

V(t)

SN [€(t) Pei(t) + e;(t) Piei(t)]

S, (et (AT + PA)e(t) + ei()) Pii + Go)

+(@i + Gi) " Pies(t)

AR [ei(t)T(ATPi + BiA)es(t) + [les(t) Bil|([| @il + 11Gill)
+(1@ill + [1Gil DI Prea(E)]]]

Sy ) (AT P+ PiA)ei(t) + 2Lidmar (Pi)ei(t) ei(t)
+2|[es(t) i[5 (gl le; (9)11)]

SiLy () (AT P+ PiA)ei(t) + 2Lidmar (Pi)ei(t) ei(t)

1 T
e (t) e;(t))

Ei\il [el(t)T(ATPZ -+ PZA + 01[ — 051PZ)€Z<t)]

"’)\max(Pi)Z;‘V:LUz'j(9i16i<t)Tei(t) +

CK1V(t>

(4.53) implies, if V' (t) > pV(t +s), se€[—7,0],

V{t) < aaV(t),t # 7

The rest of the proof is similar to that of Theorem 4.5 and thus is omitted.

(4.53)

(4.54)

When D;;, = 0, i.e., there exists no impulsive delay in the impulsive control, we have the

following theorem:

Theorem 4.7: For error system (4.33), let Assumption 4.1, 4.2 hold. Assume that for an

impulsive control law {7y, U; }

(1) there exist positive definite matrices F; and constants oy, ap > 0,6;; > 0,6;5 > 0 such

that

ATPZ—FPZA—FC“]— 061[)2' 0

Q1 = <0;

0 Ciol — P
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Where Cil = 2Lz>\ma1’( )+921)\max( )ZN 1,LL’LJ +922>\ma1’( )ZN 17/7,j+ Z )\max(Pj),uji’
Cio = éEj\[zl)\mm(Fj)yﬂ, Amaz () represents the maximum elgenvalue.

(ii) there exist real numbers 0 < 3 < 1 such that fori =1,2,..., N,
Q2= (I + Byx)" P(I + Bi,) — BP; <0, (4.56)

(iii) there exist a positive 7 such that 7, — 7,y < 7,k =1,2,..., and

%(ﬁal +as)+1nB < 0. (4.57)

Then the error system (4.33) is globally asymptotically stable about zero. In other words,
network (4.30) synchronizes with node (4.31) by impulsive control {7, Uy }.

Proof: Construct a Lyapunov function in the form of

V( ) Zz 1e ( )Pieia (458)

When t = 7, in terms of (4.56), we have

V(7)

SN (T + Bae(r) )" Bi(( + By e(ri))]

= 2N, [elry I+sz)TP(I+BZk)( )]

< 6‘/(7;;),2':1,2,---- (4.59)

The rest of the proof is similar to that of Theorem 4.5 and thus is omitted.

When H; = 0 and D;; = 0, i.e., there exists no impulsive delay in the impulsive control,

we have the following theorem:

Theorem 4.8: For error system (4.33), let Assumption 4.1, 4.2 hold. Assume that for an

impulsive control law {7, U, }

(1) there exist positive definite matrices P; and constants o, 6;; > 0 such that
Q1 =A"P,+ PA+ Cyl — a; P, < 0; (4.60)
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where Cj1 = 2L Aaz(P) + 0t Amaa (P) S0 i + iZé\f:l)\max(Pj)uji, Amaz () represents
the maximum eigenvalue.

(ii) there exist real numbers 0 < 3 < 1 such that fori =1,2,..., N,
Q2= (I+ Bi)"' B(I+ By) — P, <0, (4.61)
(iii) there exist a positive 7 such that 7, — 7,y < 7,k =1,2,..., and
Tap +1n G < 0. (4.62)

Then the error system (4.33) is globally asymptotically stable about zero. In other words,
network (4.30) synchronizes with node (4.31) by impulsive control {7, Uy }.
Proof: Construct a Lyapunov function in the form of

V(t) =S el (t) Pes, (4.63)

7

When ¢ € |1y, Ti11), taking the time derivative of the Lyapunov function (4.63) along the

trajectories of (4.33) and using the inequality (4.60), one obtains
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= Y, [é() Pies(t) + es(t)" Pis(t)]
= SV, [T (ATP + PAYei(t) + eit) P+ Go)

+(@i + Gi)T Pei(t)

IN
I
I

:ei<t>T<ATP¢ + B A)ei(t) + [les )" Bl @il | + [1Gil])
+(llill + [1Gi D[ Pes(t)] ]

Sy ) (AT P+ PiA)es(t) + 2Lidmar (Pi)es(t) es(t)
+2|Je; (8) PS5 (g les (1)1])]

>N, [ei(t)T(ATPZ- + PiA)ei(t) + 2LiAmae(P)ei(t) ei(t)

IA

IN

1
+Amax(f)i)2§y:1ﬂij (Oiei(t) ei(t) + 9_'1€j (t)"e;(t))

S (60T (ATP + PA+ CiI — o Py)ey(t)]

IN

< aV(1). (4.64)

(4.66) implies, if V' (t) > gV (t +s), s¢€[—7,0],

V() < aaV(b),t # T (4.65)

When t = 73, in terms of (4.61), we have

< BV(r),i=1,2,.... (4.66)

The rest of the proof is similar to that of Theorem 4.5 and thus is omitted.
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4.2.4 Numerical Example

In this subsection, we illustrate the synchronization based on there identical chua’s circuits.

We take the following representation for Chua’s circuit:

Ty = aj|xe — h(xy)]
Tg =T — Tog+ X3 4.67)
T3 = —QoToy
with nonlinear characteristic
h(z1) = myzy + 1(mo —mq)(|x1 + ag| — |x1 — agl)

2

where a; = 9, ay = 14.286, a3 = 1, mg = —1/7, m; = 1.5/7 in order to obtain the double

scroll attractor as shown in Fig 4.6. Chua’s circuit can be interpreted as § = Ay+ (y) where

0 ap 0 —Cblh(yl)
A=11 -1 1 |,p= 0
0 —az O 0
The functions G;, H; satisfy
[ —T1 + 2.%21 — X31 | [ —Ill(t — ’?) + 2I21(t — ’?) — $31(t — ’~)/) |
G1 = 0 ,Hl == 0 ;
i 0 ] i 0 |
[ —Zo1 + 2.%31 — T11 | [ —Igl(t - ’?) + 2I31(t — ’?) — $11(t — ’3/) ]
G2 = 0 ,HQ = 0 ;
i 0 ] i 0 ]
—x31 + 2x11 — T —x31(t =) + 220 (t —7) — 2t —7)
G3 = 0 7H3 = 0
0 0
where 7 = 0.2s.
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x1

Figure 4.6: (x1, x2, x3) of the isolate node of Chua’s circuit starting from (1, 1, 2).
Impulsive control matrices are followed,

Let P=1,0;1 =0, =1, N = 3. By Theorem 4.5, we obtain 7 = 0.53s. The trajectories of
error system (4.33) is shown in Fig.4.7-4.9.

Remark 4.3: By the theorem 4.5, we obtain the maximum impulsive interval 7 = 0.53s.
In fact, when 7 < 0.80s, the error system (4.33) always is globally asymptotically stable

about zero. Hence the main results, in some sence, are conservative.

4.2.5 Summary

We have investigated the synchronization of dynamical network by impulsive control. Con-
sidering the effect of coupling delay and impulsive delay, we have achieved some sufficient
conditions for global asymptotical synchronization. A numerical example has been given to

show the effectiveness of the main results.
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Figure 4.7: the portrait of (e11, €21, e31) of the error system.
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Figure 4.8: the portrait of (e12, €22, €23) of the error system.
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Figure 4.9: the portrait of (e13, €23, e33) of the error system.
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Chapter 5

Adaptive Network Synchronization

Subject to Different Network Nodes

5.1 Introduction

Over the past decade, complex dynamical networks have attracted a lot of attention and
been intensively studied in various areas. A complex dynamical network consists of a large
set of network nodes, which can be convergent systems, periodic systems, aperiodic sys-
tems, chaotic oscillators, etc. Among these nodes, there exist some uncertain connections,
called diffusive couplings, which may be linear or nonlinear, and may be unknown some-
times. An interesting and significant phenomenon in studying complex dynamical networks
is network synchronization, i.e., all network nodes are synchronized with a desired isolated
oscillator. Network synchronization has been widely utilized in biological science, chemical
reaction, secret communication and cryptography, nonlinear oscillation synchronization and
many other fields [93-95].

Since the introduction of synchronizing two identical chaotic systems with different ini-
tial condition by Pecora and Carroll [5], synchronization techniques have been rapidly im-

proved. Chaotic synchronization includes master-slave synchronization and network syn-
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chronization. For the master-slave pattern, a number of active and nonlinear control ap-
proaches have been proposed to synchronize two identical oscillators, such as active con-
trol between two Lorenz systems [96], a backstepping approach between two Genesio sys-
tems [97, 98], an adaptive control between two uncertain Liu systems [99], impulsive syn-
chronization [18, 55-57, 92], delay feedback synchronization [100], a variable structure
method [101] and a sliding model control [102]. On the other hand, synchronization between
two different chaotic systems using nonlinear control schemes has been studied [103-106].
Specially, [107] studies the adaptive synchronization of two different chaotic systems with
unknown constant parameters. And [108] studies the adaptive synchronization of two differ-
ent chaotic system with unknown time varying parameters.

For network synchronization, due to the complexity and characteristics of dynamical
networks, most of the existing works only consider dynamical networks including identical
nodes. However, in reality, the network nodes are usually different and uncertain. How to
realize network synchronization subjected to different nodes with unknown parameters be-
comes a challenging and significant open issue. To the best of our knowledge, there is no
existing work deriving network synchronization based on this kind of complex dynamical
network. In this paper, we consider a complex dynamical network with three features: (1) all
network nodes and the desired isolated oscillator can have different structures; (2) the diffu-
sive couplings among network nodes are uncertain and bounded; and (3) some parameters in
network nodes and the isolated oscillator are unknown, which can be constant, time varying
but bounded, or bounded in the rate of their variations. Several adaptive controllers and up-
grade laws are presented and synchronization criteria based on Lyapunov stability theorem
are derived to guarantee network synchronization under different kind of unknown system
parameters. Compared with [109—111], our network model is more general and uncertain,
and our adaptive controllers and synchronization criteria hold for different node networks.
For networks subjected to unknown system parameters, our results will be very useful for

practical engineering applications.
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5.2 Preliminaries

In this section, we introduce a complex dynamical network model and an adaptive synchro-
nization scheme. Some preliminary definition and hypothesis are given.

Consider a complex dynamical system consisting of NV different nonlinear network nodes
with unknown parameters. In addition, among these nodes, there exist some uncertain non-

linear diffusive couplings. The mathematical model can be described by

&; = fi(t,z;) + Fi(t,2)0; + hi(x1, 22, ...on) + 1w, >0 (5.1)

wherei = 1,2, ..., N, z; = (z;1, T, ..., Tin) € N is the state vector of the ith node, 0; € R™
is the system parameter vector of the ith node, which is unknown, u; € " is the control
input, f; € CH(RT xR R, F; € CHRT xR, R ™) and h; € CH(R"x...xR", R"). The
functions f; and F; are known, which are not necessarily the same for all ¢, i.e., the structures
of nodes could be different. h; is the uncertain nonlinear diffusive coupling function and
satisfies h;(x1, 2o, ..., on) =0asxy = x93 =, ...,= Tn.

The isolated oscillator is described by
§=g(t,s) + G(t,9), 20 (5.2)

where s € R is the state vector of the isolated node, ¢ € R is the unknown system parame-
ter, g € CL(RT x R, N") and G € CHRT x ", R0,

Network Synchronization: Let x;(t;to, o) and s(t;to, so) be the solutions of the com-
plex dynamical network (5.1) and the isolated oscillator (5.2), respectively, where z, =
(29,29, ...,2%) and s are the initial conditions. If there exists some control input u; such
that

lim ||z;(t;to, x0) — s(t;t0,50)|| =0, i=1,2,....N,

t—o0

then all network nodes of dynamical network (5.1) are said to realize synchronization with
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isolated oscillator (5.2), where || - || is the Euclidean norm of vectors and matrices, i.e.,

" 1/2
X =lov oy anfs IX] = (z ) ;
=1
1/2
A= [aij]nxm> ||A|| = (Z agj) :
1,

Denote z;(t) =: z;(t; to, zo), s(t) = s(t;to, S0)- Let e;(t) = z;(t) — s(t), i=1,2,...,N. We

obtain the following error system
& = filt, i) — g(t,s) + Fi(t, 2:)0; — G(t, 8)§ + Hi(w1, 72, ..., TN, 8) + Ui, (5.3)

where H;(x1, T2, ...,xN, ) = hi(x1,To, ..., xn) — hi(S, s, ..., 8).
From the definition of network synchronization, if there exist adaptive controllers u; such
that
lim |le;(t)]] =0, i=1,2,..,N,

t—-+oo
then network synchronization is achieved.

Hypothesis 5.1: Assume that there exist non-negative constants ~;; (1 < 7,5 < N) such
that

N
Hi(l'hxz,...,ZL’N,S) SZ’YU”€JH7 forl SZSN
j=1

5.3 Adaptive Controller Design for Network Synchroniza-
tion

It is assumed that all states of the network nodes and the isolated oscillator are measurable or
available. If the system parameters 6; and £ are unknown constants, we have the following
synchronization criterion.

Theorem 5.1: Consider complex dynamical network (5.1) and isolated oscillator (5.2).

Suppose that system parameters ¢; and £ are unknown constants and the nonlinear diffusive
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coupling functions h; satisfy Hypothesis 5.1. Then the following adaptive controllers and
updating laws will synchronize all network nodes of complex dynamical network (5.1) with

isolated oscillator (5.2),

ug = —filt,x) +g(t,s) — Fi(t, v)ou + G(t,5)3 — ke, (5.4

&; = P'Fi(ta) e, (5.5)
N

6 = —Q7'G(ts)" Y e (5.6)
=1

where «; and [ are estimates of 6; and &, respectively, k; (1 < ¢ < N) are suitable positive
constants to be determined, and P;, () are positive definite matrices.

Proof: Define a Lyapunov function as

Zeeﬂr Z (i = 0:)" (e ~)+%(ﬁ—§)TQ(ﬁ—§). (5.7)

Taking derivative of V' with respect to ¢, we get

V= Ze el—l—Z@TP +67Q(8 - ¢). (5.8)

Substituting Egs. (5.3), (5.4), (5.5) and (5.6) into (5.8), we have
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;F[f(t xz) - g(t’ S) + Fi(ta ZE,)@, - G(t7 S)f

<
I
Mz

=1
+H;(x1, 29, ..., TN, S) + U4

Z +51QB - )

e; [Fi(t,z:) (0 — i) — G(t,5)(§ = B)

I
Mz

1
Hi(xy, 29, ...,wN, 8) — ki€

N
Z 1F t fE ei]TPi(ai - 62)

QG )Y T8 -

G;T[H (xla L2y .5 TN, S) - kzel]

1

_I_

I
Mz

1

1

Mz

<

N
e Z (visllesll) = ki > llesll” (5.9)
i=1

Define n = [|le]] ||ez2|| .- llen]|]%, T = [Vij] v x v, We obtain

i=1

V< nT(F — diag{ky, ko, ..., kn})n. (5.10)

Since I' is a constant matrix, we can select suitable positive constants k; such that I' —
diag{ki, ka, ..., kx } is a negative definite matrix. Thus, V' is positive definite and Vis nega-
tive definite along the trajectories of error systems, which implies tlirgo e; = 0. In other words,
all network nodes of dynamical network (5.1) are synchronized with isolated oscillator (5.2)
using adaptive controllers (5.4)-(5.6).

The proof is complete.

Remark 5.1: 1t is not true that, under adaptive controllers (5.4)-(5.6), the estimates «; and

[ will converge to unknown parameters 6; and &, respectively. However, from Theorem 5.1,
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the state vectors z;(t) of network nodes will converge to the state vector s(t) of the isolated
oscillator.
If the unknown system parameters 6; and £ are not constants, but time varying and

bounded by known bounds, i.e.,
16; — 6;]l < ©;, 1€ =&l < T, (5.11)

we have the following synchronization criterion.

Theorem 5.2: Consider complex dynamical network (5.1) and isolated oscillator (5.2).
Suppose that system parameters #; and £ are time varying and bounded, satisfying (5.11)
and the nonlinear diffusive coupling functions h; satisfy Hypothesis 5.1. Then the follow-
ing adaptive controllers and updating laws will synchronize all network nodes of complex

dynamical network (5.1) with isolated oscillator (5.2),

ug = —filt,x) +g(t,s) — Fi(t, v)ou + G(t,5)8 — ke,
—|IF (e, ) [@sign(er) — G(t, 5)[Usign(e), 5.12)
&; = P'Fi(t,x) e, (5.13)
N
6 = —Q7'G(ts)" Y e (5.14)
=1

where «; and [ are estimates of 6; and &, respectively, k; (1 < ¢ < N) are suitable positive
constants to be determined, F;, () are positive definite matrices, and ©; and ¥ are the bounds
of system parameters 6; and &, respectively.

Proof: Define a Lyapunov function as

RN o - 1 . _
V= 92 ZeiTei + 2 (a; — 0;)" Pi(cii — 6;) + 5(5 - 6TQ(B - ¢). (5.15)

i=1 i=1
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Differentiating the Lyapunov function (5.15) with respect to ¢, we get

Since

vV =

N

Ze ez—i-ZOzTP i —0; +5TQ(6 5)

N

Z el fit, z:) — g(t, s) + Fy(t,2;)0; — G(t, s)€

+HZ($1,SU2,-- TN, S) + U

—|—ZaTP 5TQ(5 f)

~G(t.5)((€ =€) = (B-9)
—[1Fi(t, i) [|©isign(e:) — |G (2, s) || Wsign(e:)
+H (331,1'2,.. IN,S ) k:le,]

+Z P F(t,z) " ei]" Py é,)
N ~
H-Q'G(t, )" e QB —§)

Ze )(0: = 0) — G(t,5)(6 = §)
—||F(t,wz)||@ sign(e;) — [|G(t, s) || Tsign(e;)
—f—HZ‘(l’l, L9y ...y TN, S) - kzel]

Jedl = (z) <3 el
j=1 j=1
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we have

el Fy(t, ;) (0; — 0;)

| < llelll[E:(t, )10
< Q_legDlIF(tzle;
Jj=1

= ]| F(t, z;)||O;sign(e;). (5.17)

Similarly,
lef G(t,s)(& — )|l < el |G(t, s)||Tsign(e;). (5.18)

Substituting Eqgs. (5.17) and (5.18) into Eq. (5.16), we have

N

Vo< S Il Rt ) (0 — 6] + e Gt s)(E — )]

=1

—e; | Fi(t ;) ||©ssign(e;) — e |G(t, s) || Wsign(e;)

e Hi(wy, T3, .., 2y, 5) — € kiei]
N

< Z[ein(xl,xg, TN, 8) — €] ke
=1

< n'(T — diag{ky, ko..., kn })7, (5.19)

where 77 = [[le1]| [le2]| ... [len [, T = [vijlvxn-

We can select suitable positive constants k; (i = 1,2, ..., N) such that '—diag{k, ka..., kn }
is a negative matrix. It implies tlggo e; = 0. In other words, all network nodes of dynami-
cal network (5.1) are synchronized with isolated oscillator (5.2) using adaptive controllers
(5.12)-(5.14).

The proof is complete.

Remark 5.2: Theorem 5.2 is an extension of Theorem 5.1. Let ©; = 0 and ¥ = 0, then
the adaptive controllers (5.12)-(5.14) in Theorem 5.2 become (5.4)-(5.6) in Theorem 5.1. In
addition, when the network synchronization is completely achieved, the estimates «; and (3

are not necessary to converge to ¢; and .

108



If system parameters #; and £ are time varying and unknown, but the rates of their varia-
tions are bounded, i.e.,
0:] <6 <, (5.20)

we have the following criterion to guarantee network synchronization.

Theorem 5.3: Consider dynamical network (5.1) and isolated oscillator (5.2). Suppose
that the system parameters are time varying and unknown, but the rates of their variations are
bounded, satisfying condition (5.20) and the nonlinear diffusive coupling functions h; satisfy
Hypothesis 5.1. Then the following adaptive controllers and updating laws will synchronize

all network nodes of complex dynamical network (5.1) with isolated oscillator (5.2),

u; = _fz(t7 LE’Z) + g(t, S) — E(t, xz)oz, + G(t, S)B - kieiu
—[|F5(t, @) [sign(e;) ©i(t — to)
—||G(t, 5)||sign(e) W (t —to), t > to, (5.21)
&; = PTUE(tx)"e, (5.22)
N
B = —Q'G(tLs)" ) e (5.23)
i=1

where «; and /3 are estimates of 6; and &, respectively, k; (1 < ¢ < N) are suitable positive
constants to be determined, F;, () are positive definite matrices, and (:)i and U are the bounds
of 0; and €, respectively.

Proof': Denote the initial conditions 0;(ty) and £(ty) as 69 and £°, which are unknown.

We construct a Lyapunov function in the form of

1 1 &
Vo= Zeeﬁ- > (i = 0))" Py — 6)
1= =1

iw € QI - £). (5.24
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Differentiating (5.24) with respect to ¢, we get

6 t IZ 8 - 60) ||Fz(t,xl)||51gn(ez)(:)z(t — to)

Mz

=1
G(t,5)(€ =€) = [|G(t, s)[Isign(es) W (¢ — to)
+H¢($1,I2,...,IN,S) —kzel] (525)
Since
lei Fi(t, i)(0; — 67)
< IIGiIIIIF‘(t ) 165t — to) |
< Z el IF(E )64t — to)
and
lef G(t,5)(& =€) < el |Gt 5)|[sign(e) W (¢ — to), (5.27)

substituting Egs. (5.26) and (5.27) into Eq. (5.25), we have

Vo< Ze Hi(z1, 9, ..., 7N, 8) — €] kie;]

< n'(I — diag{ky, ky..., kn })n, (5.28)

where = [[lex]| [leall ... [len I, T = [yi]nsn-

One can select suitable positive constants k; (¢ = 1,2, ..., N) such that I'—diag{ k1, ks..., kn }
is a negative matrix. It implies tliglo e; = 0. In other words, all network nodes of dynami-
cal network (5.1) are synchronized with isolated oscillator (5.2) using adaptive controllers
(5.21)-(5.23).

The proof is complete.
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5.4 Numerical Examples

In this section, several examples are presented to verify the correctness of the above synchro-
nization criteria.

Consider a complex dynamical network consisting of 30 different nodes, where nodes
(1)-(10) are identical Lorenz systems [2], nodes (11)-(20) are identical Chen systems [46]
and nodes (21)-(30) are identical Rossler systems [45]. The isolated oscillator is a modified
Chua’s circuit [112].

Nodes (1)-(10) are described by

Ty = 91‘1(%2 - l‘z‘l)
Tig = BT — TuTis — T (5.29)
Tis = TipTi — Oisxis

where ¢ = 1,2, ..., 10, 0,1, ;5 and 6,3 are unknown system parameters.

Firstly, we rewrite (5.29) in the standard form as follows,

&, = fi(t,z;) + Fi(t, z,)0;, (5.30)
where
0 ] | Ti1 |
f(ta xz) = —TiTi3 — T | Ti = | Ty |
Ti1Ti2 ] L Ti3 |
Tip— 2 0 0 | [ i1 |
F(t,l’i) = 0 X1 0 , b= 0o
0 0 —XT;3 ] | 92‘3 i

Nodes (11)-(20) are described by

Ty = 91'1(551‘2—33'11)

(91‘2 - 9i1)$z‘1 — T3 + Oipxio

TinTio — 0343
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where ¢ = 11,12, ..., 20, 0,1, 0,5 and 6,3 are unknown system parameters.

Also, we rewrite (5.31) in the standard form (5.30), where

0 i
[l m) = | —zaws | @i=| x|
Li1li2 | i3 |
Tizg — Tiy 0 0 | O |
F(t,x;) = —Ti  Taot+xiz 0 ;b= 0
0 0 —Zi3 | O3 |
Nodes (21)-(30) are described by
T = —(Ti2 + i3)
Tig = T+ 0T , (5.32)
T3 = O+ xi(ra — 0i3)

where ¢ = 21,12, ..., 30, 6,1, 6;2 and 6,3 are unknown system parameters.

Also, we rewrite (5.32) in the standard form (5.30), where

—Ti2 — 43 | [ L1 |
[t z;) = Ti1 v Ti = Tig |
Tinldi3 | L3 |
0 0 0 | [ 6,
F(t,z))=| 2o 0 0 |, 0:i=1 6
0 1 —z3 | | Oi3 |

The diffusive coupling functions are given,
hi(xl,ilfg,...,l']\[) = —Wo

xi—l) —+ 2’(1}2(1‘1) — wg(ZEH_l) ) (533)

where wy (z;) = X0 — 51, wa(x;)

1 <2 < 30.

Il
N
S
w
&

I
&
=
8
N

|
8
N
8
c?o'
&
(=

I
)
w
s
8
w
=
I
]
—
o
=
o
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Since it is confined that Lorenz system, Chen system and Rossler system all are bounded,

there exists a constant M/ such that z;;,s; < M for 1 <i <30 and j = 1,2, 3. We have

[Hi(z1, @2, wn, )| < 3v2(10 +4M2)([[eia || + [lel| + lleia)-

Therefore, Hypothesis 5.1 is satisfied.

The desired isolated oscillator is a modified Chua’s circuit, described by

83—8
s1= &lsy— 22T
Sp = 81— Sy+ 83 ) (5.34)
S3 = —&282

where &; and &, are unknown system parameters.

Represent (5.34) in the standard form as follows,

§ = g(t> S) + G(ta 5)57 (5.35)
where
0 | S1 ]
gt,s) = | s1—sa+s3 |, s=| 89 |
0 ] S3 i
S2 — —25%7_81 0 | ¢ T
G(t,s) = 0 0 |, &= 51
0 —S9 ] ? -

System Parameters 0; and ¢ are Unknown Constants
Comsider that system parameters 6;, £ are unknown constants,

(10, 28, 8/3)T,  1<i<10;
(35, 28, 3)7, 11 < i < 20;
(0.2, 0.2, 5.7)T, 21 <i < 30.

0

113



¢ = (10, 100/7)".

According to Theorem 5.1, we choose the initial values as follows: k; = 10, o; = [3, 3, 3]T,
B = [4,4]", ; = [-8 4+ 0.54,—5 + 0.3i,4 — 0.2i]" and s = [1,1,1]7. The synchronous
errors e; are shown in Fig. 5.1. The system parameters and their estimates are in Fig. 5.2.
Obviously, by the adaptive controllers (5.4)-(5.6), the network nodes such as Lorenz systems,
Chen systems and Rossler systems all are synchronized with the desired modified Chua’s

circuit.

System Parameters 6; and ¢ are Unknown, Time Varying and Bounded

Consider that system parameters ¢; and £ are time varying and bounded. ©; = 0.5, and

U =1

(10 + 0.5sin(t), 28, 8/3)7, 1 <4< 10;
;=< (35+0.5sin(t), 28, 3)7, 11 < i < 20;
(0.2 4 0.5sin(t), 0.2, 5.7)7, 21 <i < 30.

and

¢ = (10 +sin(t), 100/7)".
According to Theorem 5.2, we choose the initial conditions as follows: k; = 10, oy =
3,3,3]%, B = [4,4]%, z; = [-8 + 0.54,—5 + 0.3i,4 — 0.2i]" and s = [1,1,1]T. The

synchronous errors e; are shown in Fig. 5.3. The system parameters and their estimates are
shown in Fig. 5.4. Obviously, by the adaptive controllers (5.12)-(5.14), the network nodes
such as Lorenz systems, Chen systems and Rossler systems all are synchronized with the

desired modified Chua’s circuit.
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Figure 5.1: Synchronization errors, (a) e;1, (b) e;2, (¢) e;3 for unknown constant parameters.
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Figure 5.2: System parameters and their estimates: (a) nodes (1)—(10), (b) nodes (11)—(20),

(c) nodes (21) — (30), and (d) the isolated oscillator, for unknown constant parameters.
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Figure 5.3: Synchronization errors, (a) e;1, (b) €;2, (¢) e;3 for unknown bounded parameters

with ©®;, = 0.5and ¥ = 1.
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Figure 5.4: System parameters and their estimates: (a) nodes (1)—(10), (b) nodes (11)—(20),
(c) nodes (21) — (30), and (d) the isolated oscillator, for unknown bounded parameters with
©,=05and ¥V = 1.
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System Parameters 6, and ¢ are Unknown, and 0; and f are Bounded
Consider that system parameters 6;, £ are unknown, but 0, 5 are bounded.

(10 +0.01¢, 28, 8/3)7, 1 <4< 10;
0; = (354 0.01¢, 28, 3)7, 11 <7 <20;
(0.2 4+0.01t, 0.2, 5.7)7, 21 < i < 30.

and
¢ = (10+0.1¢, 100/7)".

Thus, (;)Z- = 0.0l and ¥ = 0.1. According to Theorem 5.3, we choose the initial conditions
as follows: k; = 10, a; = [3,3,3]7, 8 = [4,4]", x; = [-8 + 0.54, —5 + 0.3i,4 — 0.2i]"
and s = [1,1,1]". The synchronous errors ¢; are shown in Fig. 5.5. The system parameters
and their estimates are shown in Fig. 5.6. Obviously, by the adaptive controllers (5.21)-
(5.23), the network nodes such as Lorenz systems, Chen systems and Rossler systems all are

synchronized with the desired modified Chua’s circuit.

5.5 Summary

We have investigated adaptive network synchronization subjected to different network nodes.
Several adaptive controllers and updating laws have been designed to realize network syn-
chronization respectively under different kind of system parameters. Numerical examples
have verified the correctness of our synchronization criteria. It has been shown that the pa-
rameter estimates «; and 3 are not necessary to converge to system parameters 6; and &,
i.e., our adaptive control approaches can guarantee network synchronization well without
accurately tracking the unknown system parameters. How to track the unknown system pa-

rameters is our future research work.
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Figure 5.5: Synchronization errors, (a) e;1, (b) e;2, (c) e;3 for ©; = 0.01 and ¥ = 0.1.
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Figure 5.6: System parameters and their estimates: (a) nodes (1)—(10), (b) nodes (11)—(20),
(c) nodes (21) — (30), and (d) the isolated oscillator, for ©; =0.01 and ¥ = 0.1.
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Chapter 6

A Novel Synchronization Approach:

Intermittent Impulsive Synchronization

6.1 Intermittent Impulsive Synchronization of Two Chaotic

Systems with Delay

6.1.1 Introduction

Impulsive synchronization becomes a new trend in chaos-based secure communication. How-
ever, there always exists an upper boundary on the time intervals between the impulses (im-
pulsive intervals) during the synchronization process [13, 20]. Usually, impulsive intervals
are small, i.e., the controller in the slaver system needs to be activated frequently. But in
some situations such as the orbital transfer of satellite, control of money supply in a financial
market, etc., the control windows (the time periods the controller can work) are restricted.
If the free windows (the time periods the controller can not be activated) are larger than the
bound of the impulsive intervals, the general impulsive synchronization approach will fail.
On the other hand, to reduce the control windows and to decrease the redundancy of synchro-

nization signals is a new way to improve the security of chaos-based secure communication.
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Therefore, in this section, we present intermittent impulsive synchronization, i.e., in our syn-
chronization scheme, the impulsive control only acts in the control windows, not during the
whole time. To the best of our knowledge, there is no existing work studying this challenging
problem. Our synchronization criteria based on Lyapunov-Razumikhin theory can be used

as a guideline for engineering applications.

6.1.2 Preliminaries

In this section, we introduce the intermittent impulsive synchronization scheme. Some pre-
liminary lemmas and hypotheses are given.

Let R denote the set of real numbers, 7 the set of nonnegative real numbers and R" the
n-dimensional Euclidean linear space equipped with the Euclidean norm || - ||. Throughout
this paper, P > 0 (< 0, < 0, > 0) denotes a symmetrical positive (negative, semi-negative,
semi-positive) definite matrix P, P” the transpose of P and A () (P) the maximum (mini-
mum) eigenvalue of P. Let p(tT) = Sli)r?+ p(s)and p(t™) = Slir?i o(s).

Definition 6.1:

PC([GJ)L Rn) = {90 : [CL7 b] - S|90(t+) = Qp(t)7Vt € [a7 b)7
@(t7) exists in S, Vt € (a, bl and ¢(t7) = ¢(t)

for all but at most a finite number of points ¢ € (a, b]}.

where a, b € Rwitha < band S C R".

We equip the linear space PC([—7, 0], R™) with the norm || - || defined by |||, =
SUP _r<<s<0 lo(s)]-

Consider a class of general chaotic systems with delay. In our synchronization scheme,

the master system is given in the following form:

i = Az(t)+ Bf(z(t) + Cgla(t = 7)), t>0,

6.1)
z(t) = ¢, —1T<t<0,
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where z(t) € R" is the state variable, A, B and C are n X n constant matrices, f : R" — R"
and g : R™ — R" both are continuous nonlinear functions satisfying f(0) = 0 and ¢g(0) = 0,
7 is the time delay, and ¢ € PC([—7, 0], R") is the initial condition.

Define free windows [kw, kw + 0] and control windows [kw + J, (k + 1)w] where k =
0,1,...and 0 < § < w < oo. Different from general impulsive control, intermittent impul-

sive control only works in control windows. The corresponding slave system is designed as

follows.
When ¢ € [kw, kw + 4],
WD _ Ay(t) + BAw(®) + Colu(t — 7)) 62

When t € [kw + 6, (k+ 1)w],

W= Ay(t)+ Bf(y(t) + Cy(y(t — 7)), t# Thy,
Ay(t) = Ui(x(t),yt)), t= T

where £ = 0,1,...,1 = 1,2, ..., My, M is a positive integer related to k, T}, ; denotes the ¢-th

(6.3)

impulsive instant in the k-th control window, kw+9 = T}y < T < ... < T, < (k+1)w,
Uki(x(t),y(t)) = Bri(x(t) — y(t)) is the impulsive control. Let T p, 11 = (k + 1)w and
define Ay ; = Ty it1 — Tk

The initial condition for slaver system (6.2)-(6.3) is given by

yt) =17, —-1<t<0,

where ¢ € PC([—T, 0], R™).
Let e(t) = x(t) — y(t). We obtain the following error system.
When ¢ € [kw, kw + 0], we have

d‘;(tt) — Ae(t) + Bf(t) + Cg(t — 7). (6.4)

When ¢t € [kw + 9§, (k+ 1)w], we have

) — Ae(t) + Bf(t) + Cg(t — 7), t # Ty,
Ae<t) = _Bk,ie(t)a = Tk,i7

(6.5)
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where f(t) = f(x(t) — f(y(t)) and §(t) = g(x(1)) — g(y(t).
In this paper, we assume that f and g are Lipschitz continuous functions, i.e.,

Hypothesis 6.1: there exist positive constants Ly and L, such that, for all z, y € R",

1) = F@I < Lylle =yl Nlg(=) = 9@l < Lgllz = yll- (6.6)

Definition 6.2: Given a function V' (¢,e(t)) : Ry x R™ — R, the upper right hand
derivative of V' with respect to the error system (6.4)-(6.5) is defined by

1
DtV (t,e(t)) = hhm+ sup E[V(t + hye(t+h)) —V(te(t))],
—0

forall t # T}, in Ry.

To prove the criteria of synchronization in the next section, we need the following lem-
mas.

Lemma 6.1 [113]: For any vectors z, y € R" and positive constant £, the following
matrix inequality holds:

1
20Ty < ala + gyTy.
Lemma 6.2 [114]: Suppose that function y(¢) is non-negative when ¢t € (—7,00) and

satisfies the following:

dy(t
% < ky(t) + koy(t —7), ¢t >0,
where k; and k, are positive constants. We then have the following inequality:
y(t) < lly(0)l-e™ =", ¢ >0.

Lemma 6.3 [57]: Lety > 0and m € C'[J, R, |, where J = [a — 7,b),0 < b—a < A.
Assume that there exist constants [ > 0 and § € (0, 1) such that

Dtm(t) <Im(t), whenever m(t) > Pm(t+s), se[-,0];
and there exists a constant > 0 such that m(s) <n, s € [a — 7, a), m(a) < 1, and
IA+1Inp <0.
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Then m(t) <n,t > a.
Lemma 6.4: Lety > 0 and m € C'[J, R,], where J = [a — 7,0), 0 < b—a < A.
Assume that there exist constants [ > 0 and $ € (0, 1) such that

Dtm(t) <Im(t), whenever m(t) > Pm(t+s), se[—,0]; (6.7)

and there exist constants 7 > 0 and d (5 < d < 1) such that m(s) < n, s € [a — v, a),
m(a) < fn, and
IA+1Inp <Ind. (6.8)

Then m(t) < dn,t > a.

Proof: Suppose that, for the sake of contradiction, there exists a t* > a such that
m(t*) = dnpand m(t) < dn, t € |a, t*).

Let t' = sup{t € [a, t*], m(t) < Bn}. Thent! € [a,t*), m(t') = By and By < m(t) <
dn, te€ [t' t*]. Thus for ¢t € [t!, t*], we have

Bm(t+s) < Bn<mf(t), s€[-7,0],

which implies

Drm(t) <Im(t),t € [t',17].
Integrating from ¢! to t* gives
In(m(t*)) — In(m(t")) <1(t* — ') < IA.

But
In(m(t*)) — In(m(#")) = In(dn) — In(8n) > IA,

which is a contradiction. The proof completes.
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6.1.3 Synchronization Criteria

In this section, based on Lyapunov-Razumikhin theorem and LMI approach, we derive some
synchronization criteria via intermittent impulsive control.

Theorem 6.1: Assume that for an intermittent impulsive control law {7} ;, Uy ; }

(i) there exist a positive definite matrix P and constants oy > 0, as > 0, & > 0 and

& > 0 such that

1
PA+ ATP + & PBBTP +&PCCTP + gLfJ —a;P<0; (6.9)
1
and
1
gLﬁl — P <0; (6.10)
2

(ii) there exist real numbers (3 ; € (0, 1) such that

(I - Bﬁi)P(I — Bpi) — BriP < 0; (6.11)

(iii) there exists a real number d(;; < d < 1) such that for each £, 7,

Ay
ﬁ—’“ (Bricr + a2) +1n By < Ind, (6.12)
ki
where Ak,i = Tk,i—f—l — Tk,i and Tk,Mk-I—l = (]{3 + l)w
(iv) the time delay 7 satisfies A <7 < w — § and

delorte2)d < (6.13)
where A = %@X{Ak,z’}

Then the trivial solution of error system (6.4)-(6.5) is asymptotically stable. It implies that
slaver system (6.2)-(6.3) is synchronized with master system (6.1) by intermittent impulsive

control {7} ;, Uy }.
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Proof: Define V(t) = e(t)T Pe(t). When t € [kw, kw + 4], the error system runs on
subsystem (6.4). Thus, we have
DYV(t) = ét)TPe(t) +e(t)T Pe(t)
= e()T(ATP + PAT)e(t) + 2e(t)" PBf(t) (6.14)
+2e(t)' PCg(t — 1)
By Lemma 6.1 and condition (6.6), we obtain
DV (t) < et)T(ATP+ PAT)e(t) + &e(t) PBBT Pe(t)

FLF(@)]2 + &e())T PCCT Pe(t) + L]t — 7]

< e(t)T(ATP + PAT + £, PBBTP + £&PCCTP €1
—I—éLfcI)e(t) + éLf]e(t — 1) Te(t — 1)
By condition (i), we have
DYV (t) <oV (t) + auV(t — 7). (6.16)
In term of Lemma 6.2, we have
V(t) < ||V (kw)|elrtedt=k) t e [kw, kw + 4). (6.17)

Thus,
V(kw + 0) < ||V (kw)]| elerte2)?,

When ¢ € [kw + 0, (k + 1)w], the error system runs on subsystem (6.5). Thus the
impulsive control works.

When t € (Ty1, Tk2), we have
DYV(t) <oV (t) + auV (t — 1),

which implies, if V(t) > 6,V (t +s), s € [-7,0],

1
B

DTV (t) € —(Bracr + a2)V (). (6.18)

2

>
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When t = T}, 1, we get by condition (ii)

V(Tia) = " (Tp))(I = Bra)"P(I — Bya)e(Ty,)

< el (T Pe(T,
< Brge ( k,l) e( k,l) (6.19)
= BriV(T;)
< BrallV(T1) I+
By (6.18), (6.19), condition (iii) and Lemma 6.4, we have
V(t) < d||V(Tk71)||7—, t e [Tk71, Tk72). (620)
Similarly, we have
V(t) < de(Tk,z)Hn t e [Tk,ia Tk,i+1)7 fori = 2, 3, ey Mk, (6.21)
where Ty p,+1 = (K + 1)w.
Since d < 1, we have
WV (Triv)llr < |V (Tki)||- fori=1,2,..., M — 1.
Thus,
V() <d|V(Tei)|lr t€[kw+9,(k+ 1wl (6.22)

When k£ = 0, by (6.17) and (6.22), we have
V(t) < [V(0)[|lrelte? ¢ e (o, 8],

and

V(t) <dl|V(O)|., telo wl

Since |V (8) > < [|[V(0)||,e*1F22)9 by condition (iv), we have
V(1) < d[V(0)[|,ele e < pl|V(0)|l, t €[5 ],
where 0 < p = de(*1F22)0 < 1,
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Similarly, when k£ = 1, we have

|V ()| relerted ¢ e |w, w+d];

Vi(t) <
pllV (w)|l-, te w4+, 2w
When ¢t € [kw, (k+ 1)w], we have

|V (kw)|| elertaz)sd t € [kw, kw + 0];
oIV (k) te ko +0, (k+ 1)),

Since 7 < w — ¢ in condition (iv), we have

IV ((E+ D)l < V(K + Dw)llo-s < pV (kw)]l-.

Furthermore,
FIV(0)|elerte2)d -t € [kw, kw + 6);
vy < PIVOIt [, b+ )
pk“HV(O)HT, t€ kw9, (k+ 1w
Thus,
lim V(t) = 0.

t—o00

Since V (t) = eT (t)Pe(t), we have

5B < IO < 5y

For any € > 0, choose 0 = o(€) > 0 such that o < \/’\M P) e—(a1+a2)5¢. When ¢(0) < o, we

have
le@®] < \/V(“ <\/IIV ||Te<a1+a2>5
< \/AM<P>e<:;+(;3)>5||e(o)|\2 623
< €
Also,
V(t)

=0. (6.24)



Therefore, the trivial solution e(t) of error system (6.4)-(6.5) is asymptotically stable. It
implies that slaver system (6.2)-(6.3) is synchronized with master system (6.1) by intermittent
impulsive control {7} ;, Ux;}.

Define Ay = rrlilzrl{Akz} and M, = mkln{Mk} If the time delay 7 is small and satisfies
T < Ay, then we have the following synchronization criterion.

Theorem 6.2: Assume that for an intermittent impulsive control law {7} ;, U ; }

(i) there exist a positive definite matrix P and constants oy > 0, as > 0, & > 0 and

& > 0 such that

1
PA+ ATP+ & PBBTP 4+ &PCCTP + {Lfc[ —a; P <0; (6.25)
1
and
1
€—L§] — P <0; (6.26)
2

(ii) there exist real numbers [ ; € (0, 1) such that

(I = BL)P(I — By;) — BriP < 0; (6.27)

(iii) there exists a real number d((;; < d < 1) such that for each £, 4,

AV
ﬁT’“j(ﬁkﬂ-al + a3) 4+ In By < Ind, (6.28)

where Akﬂ = Tk,i—i—l — T]m and Tk,Mk.—i-l = (k’ + 1)w
(iv) the time delay 7 satisfies 7 < A, and
dMoglortaz)d 9

(6.29)

where A = HllcalX{Ak’i}.

Then the trivial solution of error system (6.4)-(6.5) is asymptotically stable. It implies that
slaver system (6.2)-(6.3) is synchronized with master system (6.1) by intermittent impulsive

control {7} ;, Uy }.
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Proof: Because conditions (i)-(iii) are same with that of Theorem 6.1, V (¢) still satisfies

(6.21). We have
V(t) < de<Tk,z)HT> te [Tk,ia Tk,i+1)7 fori = 2, 3, e Mk,

where Ty, 41 = (B + 1)w.

Since 7 < Ay, we have
IV (Teas)llz < NIV (Thir)lla, < dlV(Tea)ll-,
fori=1,2,..., M} — 1. Thus,
V() < d|V(Tei)llr, t € [Thiy Thiv1), fori=2,3, ..., My,

where Ty p,+1 = (K + 1)w.
When k£ = 0, by (6.17) and (6.30), we have

V(t) < [[V(0)|,elr Tl ¢ e o, 4],

and
V(t) < d|[V(0)|rete? te [Ty, Ti).

Similarly, when k£ = 1, we have

IV (w)]reterta=r?, t€lw, w+d];

Vi) <4
&V (w)[el*+e2?, t € [Thy, Toin).
When ¢ € [kw, (k + 1)w], we have

|V (kw) || elortaz)?® t € [kw, kw + 90];
ANV (kw) || elorta)d, t € [Ty Thiv1).

Since 7 < A in condition (iv), we have
IV((k+ D)l < [IV((k+ Dw)llag < d" |V (kw)|| el
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In terms of condition (iv), we have
IV ((k+ D)l < d* ||V (ko) e < 0|V (kw)]-,

where 0 = @Moplorta)d - 1

Furthermore,
OF ||V (0)]|,eleataz)d ¢ € [kw, kw + d];
Vi) ||‘ Ol [ ]
0~d' ||V (0)]-, t € [[Thi, Thit1)-
Thus,
tlim V(t) =0.

Similarly, for any € > 0, choose o = o (€) > 0 such that o < \/’\M P) ¢~(a1+02)3¢, When
e(0) < o, we have
lle(®)|| < e. (6.31)

Also,
lim |le(t)]| = 0. (6.32)

t—o0

Therefore, the trivial solution e(t) of error system (6.4)-(6.5) is asymptotically stable. It
implies that slaver system (6.2)-(6.3) is synchronized with master system (6.1) by intermittent
impulsive control {7} ;, Ux;}.

If the impulsive laws {7} ;, Uy.;} (k = 1,2, ...) are same in every control window, A ; =
Ay and By, ; = B, then we have the following corollaries.

Corollary 6.1: Assume that for an intermittent impulsive control law {T;w-, Uki}

(i) there exist a positive definite matrix P and constants oy > 0, as > 0, & > 0 and

& > 0 such that
1
PA+ ATP + & PBBTP + &PCCTP + g—LfJ —a, P <0; (6.33)
1
and
—L2 —asP <0 (6.34)
& 7
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(ii) there exists a real number 5 € (0, 1) such that

(I — B")P(I — B) — 3P < 0; (6.35)

(iii) there exists a real number d(3 < d < 1) such that for each £, 1,

%(@1 +ay) +1n8 < Ind. (6.36)

(iv) the time delay 7 satisfies A; < 7 < w — J and

delerte2)d 1. (6.37)

Then slaver system (6.2)-(6.3) is synchronized with master system (6.1) by intermittent im-
pulsive control {7} ;, Uy ; }.

Corollary 6.2: Assume that for an intermittent impulsive control law {7}, ;, Uy ; }

(i) there exist a positive definite matrix P and constants oy > 0, ap > 0, & > 0 and

& > 0 such that

1
PA+ ATP + & PBBTP + &PCCTP + {Lfcl —a, P <0; (6.38)
1
and
1
€—L§] — P < 0; (6.39)
2

(ii) there exists a real number 3 € (0, 1) such that

(I — BYYP(I — B) — BP < 0; (6.40)

(iii) there exists a real number d( < d < 1) such that for each £, i,

%(51041 +a3)+Inp <Ind. (6.41)
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(iv) the time delay 7 satisfies 7 < A; and
dMrelorta)d 9 (6.42)
where M; = L‘”A—’fj + 1 and |a| denotes the nearest integers less than or equal to a.

Then slaver system (6.2)-(6.3) is synchronized with master system (6.1) by intermittent im-

pulsive control {7} ;, Uy ; }.

6.1.4 Numeral Examples

In this section, two numeral examples are given to show the effectiveness of the main result.
Example 6.1: Consider the following hyperchaotic attractor as the master system:

dx(t)
dt

= a|—bx(t — 7) + csin(dx(t — 7))], (6.43)

where a = 0.8, b = 0.2, c = 3, d = 1.8 and 7 = 5. This hyperchaotic system possesses four
positive Lyapunov exponents \; = 0.1042, Ay = 0,0685, A3 = 0.0151 and A\, = 0.0685 as
shown in Fig. 6.1.

Assume that w = 10 and § = 5, then the free windows are [10k, 10k + 5] and the control
windows are [10k + 5, 10k + 10]. We design the impulsive laws are same in each control
window with A ; = 0.1 and By, = 0.95]. Then the corresponding slave system is of the
form:

When ¢ € [10k, 10k + 5),

dy(t
% = —ay(t) + bsin(y(t — 7)), (6.44)
When t € [10k + 5, 10k + 10],
WO = —ay(t)+bsin(y(t — 7)), t# Thg, 6.45)

Ay(t) = 0.95(x(t) —y(t), =T
Let e(t) = x(t) — y(t), we have the error system as follows,
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Figure 6.1: Phase portrait x(t — 5) — z(t) of the hyperchaotic system with a = 0.8, b = 0.2,
c=3,d=18and 7 = 5.

When ¢ € [10k, 10k + 5),

dii—(tt) = —ae(t) +bg(t — 1),

When ¢ € [10k + 5, 10k + 10],

df;tt) = —ae(t) +bg(t—7), tF# T,
Ae(t) = —0.95¢e(t), t= Tk,

where g(t) = sin(z(t)) — sin(y(t)).

Note that A = 0, B =0,C =8, Ly = 0and L, = ab+ ac = 2.56. Let P = I.
Thus, conditions (6.33)-(6.37) are satisfied. By Corollary 1, we know that slaver system
(6.44)-(6.45) is synchronized with master system (6.43) by intermittent impulsive control
with Ay, = 0.1 and By; = 0.95]. The trajectory of synchronization error is shown in
Fig. 6.2. Our simulation results show that when impulsive intervals satisfy A;; <= 0.16

the synchronization can be always achieved. If we choose 6 = 6, then 7 > w — J breaks

136



condition (6.37). The synchronization error is shown in Fig. 6.3, which implies that the

synchronization can not be achieved.

0.4

0.2 ]
0 ]

-0.2+

S —0a4f
_06 L

-0.8+

_12 1 L 1
0 50 100 150 200

t

Figure 6.2: Synchronization error e(t) with 7 < w — 9, starting from initial conditions ¢ =

rand and ¢ = 2 * rand.

Example 6.2: Consider a 2-dimentional Lu oscillator, described by,

dx(t)

D5 = () + S (0) + glalt 7)) (6.46)
where 7 = 1,
10 3.0 5.0 tanh
A=  f@) = )
01 0.1 2.0 tanh(z»)
and
—-2.5 0.2 tanh(x;)
g(x) =
0.1 -15 tanh(z2)

The phase portrait of Lu oscillator is shown in Fig. 6.4. Assume that w = 10 and § = 5,
then the free windows are [10%, 10k+5] and the control windows are [10k+5, 10k+10]. We

design the impulsive laws are same in each control window with A, ; = 1.0 and By, ; = 0.951.
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t

Figure 6.3: Synchronization error e(t) with 7 > w — 9, starting from initial conditions ¢ =

rand and ¢ = 2 * rand.

Let P = [. Thus, conditions (6.38)-(6.42) are satisfied. By Corollary 2, we know that
the corresponding slaver system is synchronized with master system (6.46) by intermittent
impulsive control with A, ; = 1.0 and By, ; = 0.95/. The synchronization error is shown in
Fig. 6.5. Our simulation results show that when impulsive intervals satisfy Ay, <= 1.2 the
synchronization can be always achieved. When A, ; = 1.3, the trajectory of synchronization
error is shown in Fig. 6.6. It implies that the synchronization can not be achieved.

Remark 6.1: In both examples, the control window width w — ¢ is only a half of the
whole period width w. General impulsive synchronization approach is not suitable for these
Scenarios because the free window width ¢ is greater than the upper bound of the impulsive

intervals.

6.1.5 Summary

In this section, we have investigated intermittent impulsive synchronization of two chaotic

systems with delay. In our synchronization scheme, the impulsive controller is only acti-
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Figure 6.4: Phase portrait x(f) — x2(t) of Lu oscillator with system parameters a = 0.8,

b=02,¢c=3,d=18and 7 = 5.

vated in the control windows, not during the whole time. Aiming for two different situations
T < Ag,;and Ap; < 7 < w — 9, we have presented corresponding synchronization criteria
respectively. Compared with general impulsive synchronization, intermittent impulsive syn-
chronization breaks through the limit of the upper bound of impulsive intervals. It can be
flexibly applied to the scenario where the control window is restricted. On the other hand,
by reducing the control window width and decreasing the redundancy of the synchronization
signals, we can further improve the security of chaos-based secure communication. Thus,

intermittent impulsive synchronization will have a great application and perspective.
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Figure 6.5: Synchronization errors (a) e;(¢) and (b) ex(t) with Ay ; = 1.0 and By, ; = 0.951.
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Figure 6.6: Synchronization errors (a) e;(¢) and (b) ex(t) with Ay ; = 1.3 and By, ; = 0.951.
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6.2 Intermittent Impulsive Synchronization of Delayed Chaotic

Neural Networks

6.2.1 Introduction

Delayed neural networks (DNNs) are concerned with stimulus-driven responses, internally
generated in the brain. The neurons of the brain can generate complex patterns of activity
with an extraordinarily rich spatial and temporal structure, and they remain highly sensitive
to sensory input. Most related literature has mainly been devoted to the stability analysis
and periodic oscillations of networks. However, it has been shown that such networks can
exhibit chaotic behaviors [115—-117]. Recently, chaos synchronization of coupled neural net-
works has attracted lots of attentions of scholars [118—122]. In this section, we generalize

intermittent impulsive synchronization scheme to delayed chaotic neural networks.

6.2.2 Preliminaries

Some preliminary lemmas and hypotheses are given. Let R denote the set of real numbers,
R, the set of nonnegative real numbers and R" the n-dimensional Euclidean linear space
equipped with the Euclidean norm || - ||. Throughout this paper, P > 0 (< 0, < 0, >
0) denotes a symmetrical positive (negative, semi-negative, semi-positive) definite matrix
P, PT the transpose of P and Ay, (P) the maximum (minimum) eigenvalue of P. Let
p(t7) = lim p(s) and p(t7) = lim o(s).
Definition 6.3:
PC(la,b], R") = {¢: [a, b] = Slp(t™) = ¢(t),Vt € [a, b);
(™) exists in S, Vt € (a, bl and p(t™) = p(?)

for all but at most a finite number of points ¢ € (a, b]}.

where a, b € Rwitha < band S C R".
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We equip the linear space PC(|—7, 0], R") with the norm || - || defined by ||¢|, =
Sup—7§s§0 ||()0(8) ||
Consider a class of general delayed chaotic neural networks. In our synchronization

scheme, the master system is given in the following form:

Wl = —cimi(t) + X0 @i fi(5(t)
+2 i biifi(xit = 7)) + Ji, >0,

where i = 1,2, ...,n, z;(t) is the state vector associated with the i-th neuron, f; denotes the

(6.47)

activation function, by which the neurons respond to each other, ¢; > 0, A = (a;;)nx, and
B = (bij)nxn are the connection weight matrix and the delayed connection weight matrix,
respectively, which indicate the strengths of the neuron interconnections within the network,
J; is a constant external input to set the desired equilibrium point, 7(¢) is the time-varying
delay, satisfying r = ?61%1({7'(25)} and the initial condition of (6.47) is given by z;(t) = ¢; €
PC([-r, 0], R).

General Impulsive Synchronization Scheme (GISS):

The corresponding slave system is designed by

B = —ean(t) + 7 aifi(y (1)
+ Z;;l bijfily;(t —71(t)) + Jiy t# T, (6.48)
Ayi(t) = Upilzi(t), ui(t), t =T,
where k = 0, 1, ..., T} is the k-th impulsive instant, Uy ;(x;(t), y;(t)) = Bgi(xi(t) — yi(t)) is
the impulsive control of i-th neuron at the k-th impulsive instant and {7}, Uy ;} is called the
impulsive law.

The initial condition for slaver system (6.48) is given by
yi(t) =¢(t), —-r<t<0,

where ¢ € PC([—r, 0], R).
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Let e;(t) = x;(t) — y;(t). We obtain the following error system:

O = —ey(t) + 320 aii file; (1))
+ 30 bifile(t—T(1), ¢ # T, (6.49)
A@z@) = —Bmei(t), t= Tk,

where fi(ei(t)) = fixi(t)) — filyi(1))-

In our intermittent impulsive synchronization scheme, impulsive control only occurs in
control windows, not during the whole time. firstly define free windows [mw, mw + ¢] and
control windows [mw + 0, (m + 1)w] where m = 0,1, ... and 0 < § < w < 0.
Intermittent Impulsive Synchronization Scheme (IISS):

The corresponding slave system is designed as follows:

4

B0 = —eylt) + 225 ai iy (1)
+ 51 bifi (st —7(8) + Ji,
t € [mw, mw+ 4],
WO = —ei(t) + X5y aif (5 (1) (6.50)
+2 0 b fi(y(E = T@)) + iyt # Ty,
Ayi(t) = Ungi(zi(t),5:(1), t=Tny,
t € [mw+0, (m+ 1w,

\
where m = 0,1,..., 1 = 1,2,..., M,,, M,, is a positive integer related to m, 7T, ; denotes
the [-th impulsive instant in the m-th control window, mw + 6 = T,,1 < T2 < ... <
T, < (k+ Dw, Uppi(2i(t), yi(t)) = Bmui(xi(t) — vi(t)) is the impulsive control. Let
Tiar,+1 = (k+ 1)w and define A ; = T 41 — T
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Let e;(t) = x;(t) — y;(t). Also, we obtain the following error system:

( O = —cei(t) + X0 aii file; (1))
+ 300 b files(t = 7(1)),
t € [mw, mw + 4],
de;—it) = —cei(t) +377 ai; fi(e;(t)) (6.51)
+ 30 bifilei(t —7(1),  t# Ty,
Aei(t) = —BmJ,i@i(t), t= Tm,la

t € [mw+ 0, (m+ 1w,

\

where fi(ei(t)) = fi@:(t)) — fi(yi(1)).

Throughout this paper, we assume that f;, (¢ = 1,2,...,n) is bounded and satisfies the
Lipschitz condition, i.e.,

H1: Each activation function f; (z = 1,2,...,n) is bounded and there exists a positive

constant [; such that, for all x, y € R,

1fi(x) = fiw)]| < Lillz =yl (6.52)

Definition 6.4: Given a function V' (¢,e(t)) : R, x R™ — R, the upper right hand
derivative of V' with respect to the error system (6.50)-(6.51) is defined by

D*V(t, e(t)) = Tim sup %[V(t +he(t+h) = Vit e(t))],

h—0t

forall t # T}, in R,.

6.2.3 Synchronization Criteria

In this section, based on Lyapunov-Razumikhin theorem and LMI approach, we derive some
synchronization criteria via general impulsive control and intermittent impulsive control, re-
spectively. Firstly, consider GISS, we have the following general impulsive synchronization

criterion.
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General Impulsive Synchronization Criterion

In GISS, error system (6.49) can be rewritten in the following compact form:

1 = —Ce(t) + Af(e(t)) + Bf(e(t — (1)), t# Tk, 6.53)
Ae(t) = —Bk€<t), t:Tka |

where e(t) = [ei(t),...,e ()], C = diag{ci,...,cn}, A = (aij)nxns B = (bij)nxns
f(e(t)) = [fl(el(t)), s fn(en(t))] and By, = diag{By.1, ..., Bk}

Theorem 6.3: In GISS, assume that for an impulsive control law {7}, Uy ;}

(i) there exist a positive definite matrix P and constants ov; > 0, as > 0, & > 0 and

& > 0 such that

1
-QPC+&PAAU1+&PBBW1+gLfﬂmPg0, (6.54)
1
and
1
g—Lf — P <0, (6.55)
2

where L; = diag{L3, L3, ..., L2}.
(ii) there exist a real number 5 € (0, 1) such that

(I — BIYP(I — By,) — BP < 0. (6.56)

(iii) there exists a positive number A, (A > A;) such that

%(ﬁal +a)+1Ing <0, (6.57)

where Ak = Tk:-i—l — Tk

Then the trivial solution of error system (6.53) is asymptotically stable. It implies that slaver

system (6.48) is synchronized with master system (6.47) by impulsive control {7}, U ;}.
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Proof: Define V (t) = e(t)T Pe(t). When t € (T}, Ti41), we have
DYV(t) = é(t)TPe(t) +e(t)T Pe(t)
= —2e(t)TPCe(t) + Qe(t)TPAf(e(t))
+2e()TPBf(e(t — 7(t)))
By Lemma 6.1 and condition (6.52), we obtain
DV (t) < —2e(t)" PCe(t) + &re(t)" PAAT Pe(t)

+E (1 F ()1 + &ae(t)" PBB” Pe(t)
+2[|f(e(t = (1))

IN

where L; = diag{L3, L3, ..., L2}.

By condition (i), we have
DYV (t) < oV (t) + aV(t — 7).
which implies, if V' (t) > V(¢ + s), s € [-7,0],

D+V(t) S (ﬁOél —f-CYQ)V(t)

1
3
When t = T}, we get by condition (i)
V(Tx) = e"(T;)I — Bx)"P(I — Bye(Ty,)
< Bel (T, ) Pe(Ty)
= pV(T})
BIV (L) |-

By (6.61), (6.62), condition (iii) and Lemma 6.3, we have

IN

V() < IVT)l- < pllV(T)lr € (T, Tita)
where 3 < p < 1.
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(6.58)

(6.59)

(6.60)

(6.61)

(6.62)

(6.63)



From (6.62) and (6.63), we have

V(t) < pMIVO)lr,  t € [Tk, Thpal. (6.64)
For any € > 0, choose 0 = o(€) > 0 such that o < /\);LT((;,D))pe. When |le(0)]], < o, we
have
v VO,
le@ll < /aa < /I59k
< | DO (6.65)
< €
Also,
V(t)

(6.66)

Jim o(8)] < Jim 105 =

Therefore, the trivial solution e(t) of error system (6.53) is asymptotically stable. It
implies that slaver system (6.48) is synchronized with master system (6.47) by impulsive
control {7}, Uy}

Remark 6.2: Conditions (6.54)-(6.56) of Theorem 6.3 are related to impulsive con-
trollers Uy ; and condition (6.57) is about impulsive intervals A. If the controllers are strong
enough (i.e., By = [I) and the impulsive intervals are small enough (i.e., Ay ~ 0), then all
conditions of Theorem 6.3 are always satisfied. It implies that we can always realize chaos
synchronization by GISS.

If the impulsive laws {7}, Uy;} (k = 1,2, ...) are same, A, = A, and By, = B;, then we
have the following corollary.

Corollary 6.3: In GISS, assume that for an impulsive control law {7, Uy ; }

(i) there exist a positive definite matrix P and constants oy > 0, ap > 0, & > 0 and

&5 > 0 such that
1
—2PC + & PAATP + & PBBTP + g—Lf —a P <0,
1

and

1
—Lf - OéQP S 07
2

where L; = diag{L3, L3, ..., L2}.
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(ii) there exist a real number /3 € (0, 1) such that

(I = BJ)P(I - B,) - P < 0;

(iii) the impulsive interval A; satisfies

%(ﬁal +az) +Inf<0.

Then slaver system (6.48) is synchronized with master system (6.47) by impulsive control

{T, Uk}

Intermittent Impulsive Synchronization Criterion

In IISS, error system (6.51) can be rewritten in the following compact form:

(40 — _Ce(t) + Af(e(t) + Bf (e(t — 7(1)),
t € [mw, mw + 4],

de(t) e Ne
J [ 5 = —ce+afte) .
+Bf(e(t =7(1), t# T,
Ae(t) = —Bpge(t), t=Tn,

t € [mw+0, (m+ 1w,

where e(t) = [ei(t),...,e ()], C = diag{ci,....,cn}, A = (@ij)nxns B = (bij)nxens
Fle®) = [fi(ei(t), .., fulen(t))] and By, = diag{Bm .1, ., Bmin}-

Theorem 6.4: In IISS, assume that for an intermittent impulsive control law {7}, ;, U, 1.: }

(i) there exist a positive definite matrix P and constants o; > 0, ap > 0, & > 0 and
& > 0 such that

1
—2PC + & PAATP + &, PBBTP + g—Lf —a;P <0, (6.68)
1

and

1
Ly —axP <0, (6.69)
2
where L; = diag{L3, L3, ..., L2}.
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(ii) there exist real numbers [3,,,; € (0, 1) such that

(I — B )P(I — Byy) — By P <0. (6.70)

(iii) there exists a real number d((,,; < d < 1) such that for each m, [,
Am l
6—’<ﬂm7la1 + 012) + In ﬁmJ S In d, (671)
m,l
where A, = Ty 01 — Ty and Ty, r, 01 = (M + 1)w.
(iv) the upper bound r of time delay satisfies A < r < w — ¢ and
deleara2)d 1 (6.72)

where A = malx{Amvl}.

Then the trivial solution of error system (6.67) is asymptotically stable. It implies that slaver
system (6.50) is synchronized with master system (6.47) by intermittent impulsive control
{Ti, Unyi}-

Proof: Define V (t) = e(t)” Pe(t). When ¢ € [mw, mw + ], the slave system runs in

free windows and the impulsive control does not work. Then we have
DTV (t) <oV (t) + auV (t — 7). (6.73)
In term of Lemma 6.2, we have
V(t) < ||V (mw)|eleate2t=ma) =t e [mw, mw + d]. (6.74)

Thus,
V(mw+9) < \]V(mw)\]re(al+°‘2)5.

When ¢ € [mw + 0, (m + 1)w], the slave system runs in control windows. Thus the

impulsive control works.
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When t € (T),,1, Tm2), we have
DYV(t) <oV (t) + auV(t — 1),
which implies, if V (t) > 3,V (t +s), s € [—r,0],
DHV(t) < i(ﬁmlal +an)V(8). 6.75)

When t = T,,, ;, we get by condition (ii)

V(Twa) = (T, ) = Bua)" P(I = Bua)e(T,,,)

< Bt (T )Pe(T:
— 6 1€ ( m,l) 6( m,l) (676)
= 6m,lV(Tn_m,1)
< BaallV(Tn)ll+-
By (6.75), (6.76), condition (iii) and Lemma 6.4, we have
V() <d|V(Tui)llr, t€[Tmi, Tma)- (6.77)
Similarly, we have
V(t) < dHV(Tm,l)Hra t e [TmJ, Tm7l+1)7 for ¢ = 2, 3, ey Mm, (678)
where T, as,,+1 = (m + 1w.
Since d < 1, we have
WV (s 1)llr < WV (Tony)l|r fori=1,2,..., M, — 1.
Thus,
V() <d|\V(Tui)llr, te€[mw+d, (m+ 1wl (6.79)

When m = 0, by (6.74) and (6.79), we have

V(1) < [V(0)[relertee?, ¢ e [0, 4],
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and

V() <d|V(O)|., teld w]
Since |V (8) ]|, < ||V (0)]|,e*1F2)%, by condition (iv), we have
V() < dV(0)||,e 2 < p|[V(O)]l,, ¢ €[5, w],

where 0 < p = de(@t92)0 < 1,

Similarly, when & = 1, we have

|V (w)]|,el@1Fe2)d, t € w, w+dl;
PV (@), t€ w4, 2w].

When ¢ € [mw, (m + 1)w], we have

V() < [V (mw)||pelrte2d ¢ e [mw, mw + 6);

pllV (mw)|l», t € [mw+0, (m+ 1wl.

Since r < w — ¢ in condition (iv), we have

[V ((m+ Dw)ll, < [V((m + Dw)|lw-s < pV(mw)]l,.

Furthermore,
"V (0)||eler et e [mw, mw + d];
v < { Vol | |
PV t € [mw+6, (m+1)w).
Thus,
tlim V(t)=0
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For any € > 0, choose 0 = o(€) > 0 such that 0 < \/%e—(al+a2)5e. When ||e(0)]], < o,

we have
le@ll < /325 < /IOt
< \/mwwt:(gﬁ||e(0)H2 (6.80)
< €.
Also,
Jim (0] < Jim £ =0, 68D

Therefore, the trivial solution e(¢) of error system (6.67) is asymptotically stable. It
implies that slaver system (6.50) is synchronized with master system (6.47) by intermittent
impulsive control {77, ;, Uy, 1.}

Remark 6.3: In the proof of Theorem 6.4, ' (¢) converges exponentially to zero along the
trajectory of error system (6.51). Also, synchronization error e(t) converges exponentially to
zero. It implies that chaos synchronization becomes better and better with synchronization
time passing.

Define Ay = Iilllln{Aml} and M, = mnin{Mm}. If the time delay 7(¢) is small and
satisfies 7(t) < r < Ay, then we have the following synchronization criterion.

Theorem 6.5: Assume that for an intermittent impulsive control law {75, ;, Uy,,.1: }

(i) there exist a positive definite matrix P and constants o; > 0, ap > 0, & > 0 and

& > 0 such that
1
—2PC + & PAATP + ¢&,PBBTP + gLf — P <0, (6.82)
1

and

1
Ly —asP <0, (6.83)
2
where L; = diag{L3, L3, ..., L2}.
(ii) there exist real numbers (3,,; € (0, 1) such that

(I = BL)P(I = Buy) — BngP < 0. (6.84)

153



(iii) there exists a real number d(,,; < d < 1) such that for each m, [,

A,
5 ! (ﬁm,lal + 052) + In 6m,l <In d,
m,l

where A, =Ty, 101 — Ty and T, pr, 41 = (M + 1)w.

(iv) the time delay 7(t) satisfies 7(t) < r < A, and

dMoelertad <

where A = ma;c{AmJ}, Ay = mi?{Am,l} and My = min{M,,}.

(6.85)

(6.86)

Then the trivial solution of error system (6.67) is asymptotically stable. It implies that slaver

system (6.50) is synchronized with master system (6.47) by intermittent impulsive control

{Tm,la Um,l,i}-

Proof: Because conditions (i)-(iii) are same with that of Theorem 6.4, V (¢) still satisfies

(6.78). We have
V() <d|V(Tui)llr, t€[Tmi, Tmgsr), forl =2,3, ..., M,

where T, as,,+1 = (m + Dw.

Since r < A in condition (iv), we have
VAT o)l < IV (Tongi)lla,, < V(L)
forl=1,2,..., M,, — 1. Thus,
V() <dV(Tu)llr, t€ [Tngs Trngsr), forl =2,3, ..., M,

where 1, pr,,+1 = (m + 1)w.

When m = 0, by (6.74) and (6.77), we have

V(t) < [[V(0)|e et e o, d),
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and

V(t) < d([VO)|e ™2t e [Toy, Tor).
Similarly, when m = 1, we have

IV@)le@tas,  tefw, w+o);

V(t) <
|V (w)|releated ¢ e [Ty, Tiy).

When ¢ € [mw, (m + 1)w], we have

|V (mw) || eleata)d, t € [mw, mw+90);

V(t) <
&'V (mw)||pel et & [Ty, Trin).
Since 7(t) < r < Ag in condition (iv), we have
IV ((m + Dw)llr < [V((m+ Dw)llag < a0V (mw)|ete?,
In terms of condition (iv), we have

IV ((m + D)l < d™0V (mw)|le 2 < 0|V (mw)]),,

where 0 = dMoplorta)d - 1

Furthermore,
™|V (0)]| el +e2)d t € [mw, mw+9l;
Vi) < [V (Ol [ ]
o"d' |V ()|, t € [Tmgs Tinirr)-
Thus,
tlim V(t)=0.

Similarly, for any € > 0, choose 0 = o (¢) > 0 such that o < \/i]’;—((’];))e*(aﬁa?)‘se. When
le(0)|l < o, we have

le@)] < e (6.88)

Also,
tlirn le(t)|| = 0. (6.89)
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Therefore, the trivial solution e(t) of error system (6.67) is asymptotically stable. It
implies that slaver system (6.50) is synchronized with master system (6.47) by intermittent
impulsive control {7}, ;, Up, 1.}

If the impulsive laws {T,;,U,,,;} (m = 0,1,...) are same in all control windows,
Ay, = Ay and B,,; = B, then we have the following corollaries.

Corollary 6.4: In IISS, assume that for an intermittent impulsive control law {7}, ;, U, 1 }

(i) there exist a positive definite matrix P and constants o; > 0, ap > 0, & > 0 and

& > 0 such that
1
—QPC+&PAAU1+&PBBUI+gLyﬂmPg0,
1

and

1
—Lf — OéQP < 0,
2
where L; = diag{L?, L3, ...,L2}.

(ii) there exists a real number 3 € (0, 1) such that

(I BT)P(I - B,) - 3P <.

(iii) there exists a real number d(3 < d < 1) such that

%(ﬁ@l + 042) + h’lﬁ < Ind.

(iv) the time delay upper bound r satisfies A; < r < w — ¢ and

delrte) <,

Then slaver system (6.50) is synchronized with master system (6.47) by intermittent impul-
sive control {7, ;, Up1:}-

Corollary 6.5: Assume that for an intermittent impulsive control law {7}, ;, Uy}
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(i) there exist a positive definite matrix P and constants oy > 0, ap > 0, & > 0 and

& > 0 such that
1
—2PC + & PAATP + & PBBTP + é—Lfc[ — P <0,
1

and

1

— L3 — ayP <0,

€2
where L; = diag{L?, L3, ...,L2}.

(ii) there exists a real number 5 € (0, 1) such that

(I - BN)YP(I - B,)— P <0.

(iii) there exists a real number d(3 < d < 1) such that

%(ﬁ@l + 042) + hlﬁ < Ind.

(iv) the time delay 7(¢) satisfies 7(¢) < r < A; and

dMrelerted o,

where M; = LwA__fJ + 1 and | a| denotes the nearest integers less than or equal to a.

Then slaver system (6.50) is synchronized with master system (6.47) by intermittent impul-

sive control {7}, 1, Upn.1.i }-

6.2.4 Numeral Example

In this section, a numeral example is given to show the effectiveness of the main result.
Consider a typical Hopfield neural network as the master system, described by

dx(t)
dt

= —Cux(t) + Af(z(t)) + Bf (z(t — (1)) + J, (6.90)
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where

10 20 -0.1 -1.6 —-0.1
C: ’A: 7B:
01 —50 238 -0.3 =25
tanh x; 0
f(z(t)) = , T()=1, J=
tanh xo 0

The chaotic behavior of system (6.90) is shown in Fig. 6.7. Firstly considering GISS, we
choose impulsive control parameters: A, = 1.1 and By, = 0.90/. Let P = I. Thus,
conditions (6.54)-(6.57) are satisfied. By Theorem 6.3, we know that the corresponding
slaver system is synchronized with master system (6.90) by general impulsive control with
Ay = 1.1 and By, = 0.90]. The state trajectories of master and slave systems are shown in
Fig. 6.8. The synchronization errors are shown in Fig. 6.9. Our simulation results show that

when impulsive intervals satisfy A, <= 1.44 the synchronization can be always achieved.

0.8

0.6

0.4

0.2r

~ & 2 \\
x 0 —
-0.2 gl.”, RS
ST A
_04 ' s L~
-0.6f /

-0.8

Figure 6.7: Phase portrait x,(t) — z2(t) of DNNs (6.90) with system parameters Ay ; = 1.1
and B, = 0.901.

Assume thatw = 10 and § = 5, then the free windows are [10m, 10m+-5] and the control

windows are [10m + 5, 10m + 10]. Since the free window width is greater than the impul-
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Figure 6.9: Synchronization errors in GISS: (a) e;(t) and (b) ey(t) with A,; = 1.1 and

By, = 0.901.
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sive interval, GISS fails in this scenario. Now, considering IISS, choose control parameters
Ay, =1.1and B,,; = 0.901. Let P = I. By Corollary 6.5, we know that the corresponding
slaver system is synchronized with master system (6.90). The state trajectories of master and
slave systems and synchronization errors are shown in Fig. 6.10-6.11. Simulation results

show that when impulsive intervals satisty A, <= 1.22, the synchronization can be always

achieved.
6 .
. A
2 2
<o =0
ok ] -

0 50 100 150 200 250 300 350 400 450 500 0 50 100 150 200 250 300 350 400 450 500
t t

0 50 100 150 200 250 300 350 400 450 500 0 50 100 150 200 250 300 350 400 450 500
t t

Figure 6.10: State trajectories of the master system (left) and the slave system in IISS.

Remark 6.4: In the above example, the control window width w — ¢ is a half of the
whole period width w. General impulsive synchronization approach is not applicable for this
Scenario because the free window width ¢ is greater than the impulsive interval.

Next, fixing the control parameter B,,; = 0.90/, we try to find out the relationship

between the impulsive interval and the free window width to guarantee synchronization.
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Figure 6.11: Synchronization errors in IISS: (a) e;(¢) and (b) es(t) with A;; = 1.1 and
By, = 0.901.

Simulation results are shown in Fig. 6.12.

Remark 6.5: Fig. 6.12 shows that the upper bound of the free window width will decrease
with the impulsive interval increasing. In other words, to guarantee synchronization, if one
wants to reduce the control window width, he needs to pay more frequent control in the

control windows.

6.2.5 Summary

In this section, we have investigated intermittent impulsive synchronization of two delayed
chaotic neural networks. We have presented a novel intermittent impulsive synchronization
scheme to break through the limitation of the general impulsive synchronization scheme. In
our synchronization scheme, the impulsive controller is only activated in the control win-
dows, not in free windows. Several criteria to guarantee chaos synchronization of two cou-
pled neural networks, based on Lyapunov-Razumikhin theory and LMI. One numeral exam-
ple is given to shown how IISS breaks through the limit of the upper bound of impulsive
intervals, different from GISS. IISS can be flexibly applied to the scenario where the con-
trol window is restricted. On the other hand, via reducing the control window width and

decreasing the redundancy of the synchronization signals, one can further improve the secu-
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Figure 6.12: The relationship between the impulsive interval and the free window width to

guarantee synchronization.

rity of chaos-based secure communication. Thus, IISS should have a great application and

perspective.

162



Chapter 7

Chaos-Based Public-Key Cryptography

For chaos-based secure communication scheme, public-key cryptography is needed to en-
crypt synchronization signals and guarantee their security when synchronization signals are
sent to the receiver across a public channel (unsafe channel). The whole framework is shown
in Fig. 7.1. Issues 1 and 2 have been studied in detail in previous chapters. Issue 3, which is
about encryption of synchronization signals, will be introduced in this chapter. Conventional
public-key algorithms such as RSA, EIGamal and Elliptic Curve Cryptography are suitable
for this encryption. Furthermore, we propose chaos-based public-key algorithms, which can
be applied to our symmetric chaos-based secure communication to encrypt synchronization
signals, and to analyze related security. Chaos-based public-key cryptography is becoming
an active topic in public-key cryptography technology.

7.1 Kocarev’s Algorithm

As mentioned before, Ljupco Kocarev and Zarko Tasev presented a public-key algorithm
based on Chebyshev polynomials in 2003 [37], which is a milestone in chaos-based public-

key cryptography research. The details are as follows.
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Figure 7.1: The framework diagram of symmetric chaos-based secure communication

scheme.

Chebyshev maps: Chebyshev polynomial maps 7}, : R — R with degree p is defined by
Ty (z) = 2Ty (2) + Tpi (a),

withp = 1,2,..., Ty = 1 and T} = z. Its domain is the interval z € [—1,1]. When p > 1,
Chebyshev map is chaotic with positive Lyapunov exponent A = [n(p).
Semi-group property:
T(Ts(x)) = Trs(x).

An immediate consequence of this property is that Chebyshev polynomials commute under

composition,

Kocarev’s chaos-based public-key algorithm consists of three parts: key generation algo-
rithm, encryption algorithm and decryption algorithm. The detail is followed. Key Genera-
tion Algorithm:

Alice, in order to generate the keys, does the following:
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1. Generates a large integer s;

2. Selects a random number = € [—1, 1] and computes T(x);
3. Sets her public key to (x, 75(x)) and her private key to s.
Encryption Algorithm:

Bob, in order to encrypt a message, does the following:

1. Obtains Alice’s authentic public key (x, Ts(x));

2. Represents the message as a number m € [—1, 1].

3. Generates a large integer 7;

4. Computes T;.(x), Ts(x) = T,(Ts(z)) and X = mT,4(x);
5. Sends the cipher-text C' = (7}.(x), X) to Alice.
Decryption Algorithm:

Alice, to recover the plain-text m from the cipher-text C', does the following:
1. Uses her private key s to compute T, (x) = T4(T,.(z));

2. Recovers m by computing m = X /T, (x).

7.2 Bergamo’s Attack

Kocarev’s chaos-based public-key algorithm looks perfect, which uses the semi-group prop-
erty of Chebyshev maps to accomplish encryption and decryption by different keys. Spe-
cially, it is incomputable to derive the private key s from the public key (x, Ts(x)) because
of the sensitivity of chaotic maps to initial conditions and system parameters. However,

Chebyshev polynomials can be alternatively defined as follows,

T,(z) = cos(p - arccos(x)).

If an eavesdropper can find out an integer 7 such that T-(z) = T,(x), he can recover m
without secret key as follows.
Bergamo’s Attack Algorithm [123]:
1. Computer an 7 such that 7-(z) = T,.(z);
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2. Evaluate Trs(x) = TH(Ty(x));
3. Recover m = X/T,,.(z).
Let Z be the set of integers and /V the set of natural numbers. Define

P {j:arccos(Tr(x)) + 2k ke Z} ‘

arccos(x)

Thus, 7 €¢ PN N.

7.3 Chaos-Based Public-Key Cryptography with Modified
Chebyshev Polynomials

Bergamo’s attack is built on the periodic property of Chebychev polynomials, where cosine
function is periodic. To avoid this kind of attack, Professor Kocarev extended his algorithms
to modular arithmetic as follows.

Modified Chebyshev polynomials: Let T,: {0,1,.., N —1} — {0,1,..., N — 1} defined
as

y = Tp(x)(mod N),

where x and N are integers.
Theorem 7.1 [124]: Modified Chebyshev polynomials commute under composition, i.e.,
T,(T,(x)(mod N))(mod N) = T,,(z)(mod N).
Theorem 7.2 [124]: Let N be an odd prime and let x € Z such that 0 < x < N. Then
the period of the sequence T}, (z)(mod N), forn = 0,1, ..., is a divisor of N? — 1.

7.3.1 ElGamal Encryption with Modified Chebyshev Polynomials

The ElGamal encryption is an asymmetric key encryption algorithm which can be viewed as a

Diffie-Hellman key agreement in key transfer mode. Its security is based on the intractability
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of the discrete logarithm problem. In the ElGamal encryption scheme, Alice generates a large
random prime NV and a generator x of the multiplicative group Z3, of integers modulo N. She
also generates a random integer s < N — 1 and computes A = z°(mod N). Alice’s pubic key
is (z, N, A); Alice’s private key is s. To encrypt a message m, Bob selects a random integer
r < N — 1, computes B = z"(mod N) and X = mA”"(mod N), and sends the cipher-text
¢ = (B, X) to Alice. To recover the original message m from ¢, Alice uses the private key
s to recover m by computing m = B~°X(mod N). This decryption allows recovery of the
original message because of B~*mA” = ™ "*ma"™ = m(mod N).
ElGamal encryption with modified Chebyshev polynomials [124]:
Algorithm for key generation.
Alice does the following:
1. Generates a large random prime /V and an initial integer x such that x < V;
2. Generates a random integer s < N and compute A = T(x)(mod N);
3. Alice’s pubic key is (z, N, A); Alice’s private key is s.
Algorithm for ElGamal encryption.
To encrypt a message m, Bob does the following:
(a) Obtains Alice’s public key (z, N, A);
(b) Represents the message as an integer m in the range 0,1, ..., N — 1;
(c) Selects a random integer » < NV;
(d) Computes B = T,.(z)(mod N) and X = mT,(A)(mod N);
(e) Sends the cipher-text ¢ = (B, X)) to Alice.
Algorithm for ElGamal decryption.
To recover the message m from c, Alice does the following:
(a) Uses the private key s to compute C' = T(B)(mod N);
(b) Recovers m by computing m = XC~!(mod N).
The proof of this algorithm follows from Theorem 7.1.
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7.3.2 RSA Public-Key Encryption with Modified Chebyshev Polynomi-

als

The RSA cryptosystem, named after its inventors, R. Rivest, A. Shamir, and L. Adleman, is
the most widely used public-key cryptosystem. Its security is based on the intractability of
the integer factorization problem. In the RSA algorithm, let N = pgand ¢ = (p —1)(¢ — 1),
where p and ¢ are two large random (and distinct) primes p and g. Alice selects a random
integer e (1 < e < ¢) such that ged(e, ) = 1 and computes the unique integer d (1 <
d < ¢) such that ed = 1(mod ¢). Alice’s public key is (IV,e); Alice’s private key is d.
To encrypt a message m, Bob computes ¢ = m®(mod N) and sends to Alice. To recover
the message m from ¢, Alice should use the private key d to recover m = c¢?(mod N). Let
mp(x) = xP(mod N). The decryption in the RSA algorithm works because the functions
T, Tq commute under composition and p is a periodic point of the function 7., for each
m : m® = m(mod N). The last follows from the following observation. Since ed =
1(mod ¢), there exists an integer k such that ed = 1 + k¢. Now, if ged(m,p) = 1, then
by Fermat’s little theorem m?~! = 1(mod p). Raising both sides of this congruence to the
power of k(q — 1) and then multiplying both sides by m yields m*? = m(mod p). By the
same argument m® = m(mod q). Finally, since p and ¢ are distinct primes, it follows that
m® = m(mod N) by Chinese remainder theorem.

RSA encryption with modified Chebyshev polynomials [125]:

Algorithm for key generation.

Alice does the following:

1. Generates two large distinct primes p and ¢, each roughly the same size;

2. Computes N = pgand ¢ = (p* — 1)(¢* — 1);

3. Selects a random integer e (1 < e < ¢) such that ged(e, ¢) = 1;

4. Computes the unique integer d (1 < d < ¢) such that ed = 1(mod¢);

5. Alice’s public key is (IV, e); Alice’s private key is d.

Algorithm for encryption.

168



To encrypt a message m, Bob does the following:
(a) Obtains Alice’s public key (N, e);
(b) Represents the message as an integer in the interval [1, N — 1];
(c) Computes ¢ = T,(m)(mod N) and send to Alice.
Algorithm for decryption.
To recover the message m from c, Alice does the following:
(a) Uses the private key d to recover m = T,(c)(mod N).
The proof of this algorithm follows from Theorem 7.1 and 7.2,

Ta(Te(x)) = Tue(x) = Tigke(z) = Ti(x) = x(Mmod p).

7.3.3 An Example

In our chaos-based public-key secure communication system, suppose that the transmitter
needs to send a synchronization signal m = 11.223344 with 6-digit precision (impulsive
signal) to the receiver across a public channel. The following shows how the system works
by RSA encryption with modified Chebyshev polynomials.

Firstly, the receiver selects two primes p = 21787 and ¢ = 3793. Thus, N = 82638091
and ¢ = 6829053595064064. Then he selects e = 65537, coprime with ¢, and computes
d = 2150406320724737. He publishes his public key (N = 82638091, e = 65537) and
keeps his private key d = 2150406320724737 secret.

To encrypt the synchronization signal m, the transmitter firstly maps m to integer set by
M = 10%mn. Then computes ¢ = Tgs537(M ) (mod N) = 12355612 and send c to the receiver.

To decrypt this cipher ¢, the receiver computes M = Toi50406320724737(C) (mod N) =
11223344 and then recovers the original synchronization signal m = 11.223344 by the in-

verse map m = 107501,
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7.4 Summary

The two proposed chaos-based public-key algorithms with modified Chebyshev polynomi-
als, ElGamal encryption with Chebyshev polynomials and RSA encryption with Chebyshev
polynomials, possess the resistance to Bergamo’s attack, which are both secure and practical
and can be used to encrypt synchronization signals across the public channel in chaos-based

secure communication.
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Chapter 8

Conclusions and Future Work

In this chapter, the main contributions of this thesis are summarized, and followed by the

future work.

8.1 Contributions

This thesis focus on studying chaos-based secure communication. The major contribution
is to solve chaos synchronization. In addition, generation of chaotic and hyperchaotic sys-
tems is included and chaos-based public-key cryptography is introduced. The details can be

summarized as follows:

e Firstly, we design a family of chaos and hyperchaos by first-order delay differential
equation and present a systematical method to control this system to the cell attractors
with desired number of positive Lyapunov exponents. By adjusting the correspond-
ing system parameters, this system can generate complex chaotic behaviors. Further-
more, we introduce this kind of delay feedback control to well-known Chen system
and generate multi-scroll Chen attractors. Also, this kind of control approach can be

generalized to Chua system, Lorenz system, Jerk equation, etc.
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e Secondly, aiming at the challenging problem, time delay in transmission and sam-
ple process, based on Lyapunov-Razumikhin technic, we achieve global asymptotical
synchronization criteria by impulsive control. Furthermore, we generalize them to
chaotic dynamical networks to realize network synchronization with delay. For gen-
eral networks subject to different network nodes with uncertain system parameters, an
adaptive synchronization approach is presented to guarantee network synchronization.
Finally, to overcome the weakness of general impulsive synchronization scheme, i.e.,
there always exists an upper boundary to limit impulsive intervals during synchroniza-
tion process, a novel synchronization scheme, intermittent impulsive synchronization
scheme, is designed, which can not only be flexibly applied to the scenario where the
control window is restricted and also improve the security of chaos-based secure com-
munication, via reducing the control window width and decreasing the redundancy of

the synchronization signals.

e Thirdly, chaos-based public-key cryptography is introduced to guarantee the security of
synchronization signals across the public channel. Although the existing algorithms are
not secure enough, compared to classic public-key algorithms such as RSA, ECC, etc,
chaos-based public-key cryptography provides a new direction in modern cryptography
technology. Thus, further research on new chaotic maps and new algorithms is required

urgently.

8.2 Future Work

Our research has made a notable progress on chaos-based secure communication. Yet, there
still exist some challenges between theoretical study and engineering application. This re-
search is still a very wide-open field, and there are several new research directions to be

explored to complement our efforts.
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8.2.1 Synchronization Error Problem

In this thesis, we utilize Lyapunov method to prove chaos synchronization. i.e., synchroniza-
tion errors converge to zero as time ¢ goes to infinity. However, in reality, one usually requires
that synchronization errors can decline to a desired level in a short time. In other words, the
decreasing velocity of synchronization errors is a very important index in engineering appli-
cation. Thus, exponential chaos synchronization, which implies that synchronization errors
converge to zero at a constant exponential rate, becomes a very useful issue. In addition,
there always exists stochastic disturbance in communication process. So stochastic synchro-

nization is also a significant research topic.

8.2.2 Computer Realization of Chaos-Based Algorithms

In this thesis, we have introduced some chaos-based public-key cryptography algorithms and
their drawbacks. However, the most challenging problem is that all chaotic maps represented
on computer turn into periodic maps due to the limit of computer precision. Thus, how
to design suitable chaotic maps with large enough period on computer to avoid collision
is an important research issue. Without doubt, chaos-based public-key cryptography is a
potential direction in future. However, up to now, there does not exist a perfect algorithm
which can bear comparison with conventional public-key cryptography algorithms such as
RSA, ElGamal, Elliptic Curve Cryptography, etc. There is much work on designing chaos-
based public-key algorithms needed to be done. In addition, we will consider other latest
research progresses such as chaos-based hash function, chaos-based pseudo-random number

generator, chaos-based key agreement protocol and related security issues.
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