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E-Professionalism:
The Global Reach of the Lawyer’s Duty
to Use Social Media Ethically

Kylie Burns and Lillian Corbin*

We live in an age where technology is revolutionizing the practice of law.!
The recent American Bar Association Commission on the Future of Legal Ser-
vices’ Report on the Future of Legal Services in the United States (“ABA Future
of Legal Services Report”) published in August 2016, noted that “technology,
globalization, and other forces continue to transform how, why, and by whom
legal services are accessed and delivered.”” To meet the public’s legal needs
for access to justice “the profession must leverage technology and other innova-
tions.” Despite resistance to change,* the legal profession is adopting technol-
ogy, including social media, at a “staggering rate” as part of legal services de-
livery. Apart from physical interactions, lawyers now communicate electronically
on social media sites such as Facebook, YouTube, and Twitter, with other law-
yers, clients, and the public more generally in relation to their practice. They
also use social media for private communication in their private spaces. The
2015 ABA Legal Survey Technology Report found that 76 percent of respon-
dents’ firms participated in social media or online communities.® The Report
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found even higher use of social media by lawyers for personal reasons, with 84.5
percent of respondents having a presence on Facebook.” Law students, too, are
heavy users of technology including social media.® Courts across the world use
social media to communicate with the legal profession and the general public.’
In this article we particularly address the use of social media by the legal profes-
sion. Social media “includes an Internet-based service allowing people to share
content and respond to postings by others.”!? Social media “may be viewed
via websites, mobile or desktop applications, text messaging or other electronic
means.”!! Examples of popular forms of social media include Facebook, Twitter,
LinkedIn, Instagram, Snapchat, and other social media sites.!?

This increased use of social media by the legal profession, law students, and
courts has many potential benefits, including the improvement of public access to
legal information and access to justice. Using technology as a means to enhance
public access to justice was a key concern of the recent ABA Future of Legal Ser-
vices Report.'3 Use of social media, however, has also increased the range of sit-
uations where lawyers may potentially breach the standards of professional and
ethical conduct and blur their “private identity” and their professional persona.
In this article, we argue that the increasing adoption of social media by the
legal profession has significant implications in relation to ethical and professional
conduct for lawyers across the world. The last several years have seen some
global progress in relation to the development of expectations of professional
technological competency (particularly in the United States); social media guide-
lines; and training for lawyers and law students. Much remains to be done in
many jurisdictions, however, to encourage e-professionalism and ethical use of
social media by the legal profession. In Part 1 of this article, we define the con-
cept of e-professionalism and consider how it relates to the traditional under-
standing of professionalism in the legal profession. In Part 2, we discuss the ben-
efits and risks of social media use by legal professionals and briefly identify a
range of ethical issues that may arise when lawyers use social media. Finally,
in Part 3, we discuss approaches taken by the legal profession to address these
ethical and professional issues, and suggest a range of courses of action that
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the legal profession, law firms and legal educators may consider to further de-
velop “e-professional” ethical lawyers.

I. E-Professionalism and Legal Professionalism

Although the legal profession is now regulated by independent bodies in
some countries, it is still primarily responsible for crafting the rules of profes-
sional conduct. Legal educators, too, have an important role. They are charged
with preparing law students for their entry into the legal profession, including in-
troducing students to the concept of “professionalism”—the idea that those in the
profession have shared norms, high standards of competency and conduct, and
the ability to exercise professional judgment, and have a sense of public obliga-
tion. Traditionally, this called for a focus on the physical lawyer/client, lawyer/
lawyer, or lawyer/court communications. However, the concept of legal profes-
sionalism must now also encompass e-professionalism. E-professionalism can
be defined as “the development of an online persona that is congruent with the
values and ethics of the profession and portrays use of self in a way that is re-
spectful and demonstrates professional integrity”;'* as “the attitudes and behav-
iours that reflect traditional professionalism paradigms but are manifested
through digital media”;'> or, alternatively, as “the way you engage yourself on-
line in relation to your profession, including your attitudes, actions and your ad-
herence to relevant professional codes of conduct.”'® While “e-professionalism”
is a label that refers to expectations of professional conduct on electronic media,
including social media, in the context of the legal profession it can be considered
as a manifestation or aspect of legal professionalism itself.!” The standards by
which a lawyer’s conduct is judged are those of legal professionalism.

In general, authors suggest that the term “professionalism” is difficult to
define.'® However, as suggested in the definitions of e-professionalism included
above, an indication of the behavior required can be gleaned from the terms “pro-
fession” and “professionalism”—terms that are often used interchangeably.
Pound famously described a profession as “a group . . . pursuing a learned art
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as a common calling in the spirit of public service. . . .”'° So the conduct of some-
one who is a member of a profession is professionalism. According to Cohen,
writing about the medical profession, professionalism is conduct that is capable
of “sustaining the public’s trust.”?° These sentiments are now expressed in ethical
codes for lawyers across the world. A lawyer’s behavior, either in practice or in
her or his personal life, in the physical setting or online, that impacts adversely on
the legal profession and undermines the public’s trust in the administration of jus-
tice should be evaluated. For instance, Rule 3 of the Australian Solicitors’ Con-
duct Rules?' states that a lawyer’s paramount duty is to the Court and the Admin-
istration of Justice; and Rule 5 requires lawyers to ensure that their conduct does
not bring the profession into disrepute.?> The ABA Model Rules of Professional
Conduct are similarly worded. For instance, Rule 3.3 “Candor Toward the Tribu-
nal” Comment 2 explains that this rule identifies lawyers as officers of the court
who have a duty “to avoid conduct that undermines the integrity of the adjudica-
tive process.”?? Rule 8.4 (d) “Misconduct” describes misconduct as behavior
where a lawyer engages “in conduct that is prejudicial to the administration of
justice.”?*

Across the world, these general ethical principles are generally considered to
encompass conduct in both physical and electronic realms.?> However, in the
United States following the ABA’s Commission on Ethics 20/20, the ABA
Model Rules of Professional Conduct were amended to make some specific clar-
ifying references to the use of technology.?® For instance, Rule 1.1, Comment 8
specifies that competent representation includes keeping abreast of “the benefits
and risks associated with relevant technology.”?” This extension of competency
to specifically include technological competency has been adopted in over 20
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states.”® Recommendation 3 of the recent ABA Future of Legal Services Report?®
also specifically refers to the model rule, recommending that “all members of the
legal profession should keep abreast of relevant technologies.”3? We suggest that
even in the absence of specific reference to technological competency in ethical
rules,®! “competency” in relation to a legal professional’s use of social media in-
cludes an appreciation of both the benefits and risks of using social media. We
discuss these benefits and risks in the next section. While the benefits of social
media for the legal profession may be well known, we suspect that the ethical
and professional risks of social media may not always be immediately evident
to lawyers.3?

I1. Benefits, Risks, and Ethical Implications of Social Media

The legal profession, traditionally reticent to adopt technology,?? has recog-
nized the value of adopting new technologies, including social media.>* In Aus-
tralia, a 2012 report on 80 Australian law firms noted that 91 percent of firms
used LinkedIn, 55 percent of firms used Twitter, and 36 percent of firms used
Facebook.?> However, another 2012 survey of 103 senior Australian legal prac-
titioners found evidence of lack of strategy, policy, and training in law firms in
relation to social media.?® Barriers to use of social media in legal firms were
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identified as including risk adversity, time pressures, and lack of technical skill.3”

Almost half of those surveyed had seen inappropriate tweets or posts by col-
leagues, contacts, or peers.® In the United Kingdom, a 2014 survey conducted
by the Solicitor’s Journal found 45 percent of law firms used Twitter, 28 percent
LinkedIn, and 17 percent Facebook.?® The survey also found, of individual law-
yers using social media in a professional capacity, 45 percent used LinkedIn and
18 percent Facebook.*® The 2016 Social Media Marketing Survey by the Attor-
ney at Work Website*! found 88 percent of lawyers who responded used social
media.*?> Facebook, LinkedIn and Twitter were the most popular sites, however a
“generation gap” in use of social media emerged. LinkedIn was far less popular
in under-30s compared with over 30s, while Twitter was far more popular with
younger lawyers and far less with older lawyers.** The most recent ABA Tech-
nology Report for 2015 found that 57 percent of US firms surveyed had a pres-
ence on LinkedIn and 35 percent had a Facebook presence.** Individual lawyers
used social media sites for professional purposes at much greater rates with
LinkedIn and Facebook being the most popular.*> The rates of personal social
media use was found to be much higher with 84.5 percent of individual respon-
dents using Facebook for “non-professional purposes,” 29 percent using Linked-
In, 27.7 percent using Twitter, 14.4 percent using Google Plus and 5 percent

37. TuomsoN REUTERs SociAL MEDIA USAGE AMONG LLARGE AUSTRALIAN Firms (2012), avail-
able at http://legal.thomsonreuters.com.au/about-us/pdf/social-media-usage-firms.pdf.
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39. Susan Gunelius, UK Attorneys Prefer Twitter and LinkedIn, ACI (Jan. 10, 2015), http://
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Survey Finds, MANAGING PARTNER (Mar. 4, 2015), http://www.managingpartner.com/news/business-
development/uk%E2%80%99s-top-50-law-firms-lack-social-media-clout-survey-finds, which re-
fers to a recent analysis of the top 200 UK firms showing large UK firms in particular are failing
to make an impression on-line or use their social media presence to ‘make progress in the ‘new age
of social media’. Smaller firms are doing much better.

41. Survey Results: Truths About Lawyers and Social Media, ATTORNEY AT WORK (Mar. 4,
2016), http://www.attorneyatwork.com/survey-results-truths-lawyer-social-media/?utm_source=
feedburner&utm_medium=feed&utm_campaign=Feed %3 A+Attorney AtWork+%28 Attorney+at
+Work%?29.

42. Id. Only 68% of respondents used social media as part of a marketing strategy. The sur-
vey response rate is not reported.

43. Id. For example, 71% of under 30s said they tweeted while only 45% of older lawyers
tweeted. Instagram was also much more popular with young lawyers with 43% using it, compared
to only 17% of over 30s.

44. Shields, supra note 6. There were a number of other social media sites used less than
these, for example Google Plus. Only 24% of firms used no social media. The survey collected re-
sponses from 966 lawyers from across the United States of diverse size and practice area.

45. Id. Interestingly the report notes “Twitter remains a mystery to many lawyers who simply
cannot wrap their minds around the concept of Twitter or how it could be useful to them. It is a
platform which remains difficult to explain—most people won’t “get” Twitter until they begin
using it, and many don’t see the value in putting in the effort to do so’.
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Blogs.*® The ABA report found, however, despite substantial use of social media
by lawyers and law firms for both professional and personal reasons, there were
major gaps in both the existence of and education about policies on professional
use of social media:

[M]any firms still have not adopted firm-wide policies on the use of
these tools. Less than half of the respondents—45%—said their firms
have policies on use of online communities and social networks, and
even fewer have policies covering blogging (32%) or Twitter use
(25%). Perhaps even more disturbing, over 50% of respondents over-
all did not know whether their firms had these policies in place—and
this number was even higher for lawyers in small firms. Of those in
small firms (2 and 9 lawyers), 61% were unaware of the existence of
any such policies. These numbers have also remained relatively consis-
tent over the past several years. Firms need to institute these policies
and do a better job of educating their attorneys about the need for
and existence of these policies.*’

This clearly raises issues in relation to the need to better educate members of the
legal profession with respect to “professional” and ethical use of social media.
We discuss our thoughts on this in Part 3.

There are many benefits to lawyers being actively involved on social
media.*® A 2012 survey conducted by the International Bar Association found
that 75 percent of those international legal professional associations that partici-
pated considered that the advantages of online social networking outweighed the
disadvantages.*® Some countries specifically outlined what they thought were the
advantages of using technology. For instance, those in the United Kingdom noted
that lawyers use the opportunities provided by technology to get client feedback
with respect to their services, and to advertise their products and materials
through these sites which allow access to those beyond their physical location.>®
The Law Society of Scotland advised that social networking can expand a firm’s
business, as it allows the sharing of legal knowledge, and the promotion of a
firm’s expertise to a wider audience.>!

Social media has clear business and marketing advantages for legal profes-
sionals, enabling them to “market their practices, develop relationships and im-

46. Id.

47. Id.

48. For example, see the discussion of benefits in INTERNATIONAL BAR AssociaTioN, THE Im-
PACT OF ON-LINE SociAL NETWORKING ON THE LEGAL PROFESSION AND PracTICE 29 (2012) [hereinafter
INTERNATIONAL BAR AssocIATION], http://www.ibanet.org/Committees/Divisions/Legal_Practice/
Impact_of OSN_on_LegalPractice/Impact_of OSN_Home.aspx.

49. Id. at 33.

50. Id. at 13.

51. Id. at 14.
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prove professional competence.”>? Some authors suggest that social media has
levelled the playing field for lawyers. Regardless of the size of the firms, lawyers

have the same marketing opportunities;>* can communicate with colleagues; pre-

pare for trials by searching for information on jurors, opponents, and witnesses>*;
assert their expertise to attract new clients given that they now access blogs and
networking sites; and can use professional networking sites to access legal ser-
vices.>> Further, and of particular relevance to law students, law firms use social
media to help them to choose their employees, which, as will be mentioned
below, can be detrimental to some.’® Employees, too, have benefited from tech-
nology. They are able to access their offices remotely, rely on smart phones,
email, and social media to communicate with their clients, and store files using
cloud technology.” In fact, all of these advances in technology have caused Le-
winbuk to conclude that “[l]Jawyers can no longer safely practice law the ‘old
way,” . . . [and that they] have no choice but to get on board with the new
legal environment and regulation.”>8

While there appears to be relatively widespread understanding and acceptance
of the benefits of social media for the legal profession, many lawyers may fail to
recognize the risks associated with using online technologies, specifically social
media. As we discuss above, the results of the most recent ABA Technology Sur-
vey revealed widespread failure of legal firms to either have social media policies
or guidelines, or to educate employed lawyers about the existence and content of
these policies. There are many examples of lawyer misconduct in relation to social
media, and both case decisions and news headlines “are replete with examples of
alleged misconduct, imprudent conduct, and legal issues that arise because of con-
tent on Facebook and other social networks.”>® These stories concern both practic-

52. Dane S. Ciolino, Managing the Perils of Lawyer Social Networking (2010), http://
daneciolino.com/wp-content/uploads/2013/07/2010-02-11-Ciolino-Article-re-Managing-the-Perils-
of-Lawyer-Social-Networking.pdf.

53. Kathleen E. Vinson, The Blurred Boudaries of Social Networking in the Legal Field: Just
“Face” It, 41 U. Mem. L. Rev. 355, 389 (2010).

54. Id. at 389-90.

55. Ciolino, supra note 52.

56. The International Bar Association noted in their report that legal employers access on-
line social networking profiles to ‘evaluate potential work candidates.” See INTERNATIONAL BAR As-
SOCIATION, supra note 48, at 26.

57. Katerina Lewinbuk, There Is No App for That: The Need for Legal Educators and Prac-
titioners to Comply with Ethical Standards in the Digital Era, 24 U. FLa. J. L. & Pus. PoL’y 321,
334-5 (2013).

58. Id. at 324.

59. Vinson, supra note 53, at 373. See also Lanctot, supra note 1; Anurag Bana, ‘Facing’
Social Media: Setting Principles for an Expanded Future, LEGAL ERA NEws NETWORK (Aug.
2016), http://www.legalera.in/articles/item/19514-facing-social-media-setting-principles-for-an-
expanding-future.html. Bana, Advocate and Senior Legal Advisor to the International Bar Associ-
ation, notes that ‘legal journals and newspapers are rife with examples of misuse of social media
websites’. This is a global phenomenon. For example, he refers to a case in Texas where a lawyer
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ing lawyers and law students applying to be admitted to the legal profession.®®
They suggest that at least some lawyers (and law students) fail to recognize that
poor behavior on social media can potentially bring the legal profession into dis-
repute and undermine the public’s view of the justice system. Therefore, it is im-
portant to outline just what these ethical issues might be, i.e., how might lawyers in
their use of social media fail to meet the required ethical standards?®!

It is our view that many lawyers do not appreciate the ethical pitfalls they
may confront in their use of social media, which can potentially reflect on
their character and fitness to practice law. Lanctot has identified a number of
these instances. These include racist posts, stalking posts, posting of inappropri-
ate photos such as intoxication or sexual content and posts that bring the legal
profession into general disrepute; posts that may inadvertently create attorney-
client relationships on-line; posts which breach client confidentiality; using social
media to gather evidence in litigation or information about potential jurors inap-
propriately; using social media to attempt to form inappropriate social relation-
ships with clients; inappropriately dealing with third parties; and using social
media for advertising that breaches professional advertising guidelines.®?

At first glance, these may seem like stupid mistakes on the part of lawyers,®? as
you would not expect them, for example, to make racial comments or distribute in-
appropriate photos. Yet many of the examples we see on social media result in cases
where the comments have caused legal issues and findings of misconduct for the
lawyers.®* It has been suggested that this would probably not happen in a physical
setting. Yet it seems people let their guards down when they are in the online space
and write things that can be potentially offensive to others and that may breach pro-
fessional expectations of conduct. It is suggested this occurs when “private” and
professional boundaries become blurred, and people feel relatively disinhibited on-
line such that they can more freely express their views and relax, and are less con-
strained by social inhibitions or expectations of professional conduct.®

who had asked for a continuance due to a family death, had then posted pictures and updates in
relation to drinking and partying; and cases in India in relation to on-line abuse of judges. For dis-
cussion of a recent situation in the United Kingdom involving a lawyer’s posts on twitter see Neil
Rose, SRA to Investigate Law Firm Over “Offensive” Weekend Tweets to SEN Parents, LEGAL Fu-
TURES BLoG (June 13, 2016), http://www.legalfutures.co.uk/latest-news/sra-investigate-law-firm-
offensive-weekend-tweets-sen-parents.

60. Id.

61. See discussion in Ciolino, supra note 52, for many examples of these forms of behavior.

62. Lanctot, supra note 1.

63. John G. Browning, Keep Your “Friends” Close and Your Enemies Closer: Walking the Eth-
ical Tightrope in the the Use of Social Media, St. MARY’s J. LEGAL MAL. & EtHics 204, 224-28 (2013)
(discussing multiple examples of cases of lawyers exercising very poor “judgment” on social media).

64. Vinson, supra note 53, at 373; see also discussion in Lanctot, supra note 1.

65. Jeff Cain, Doneka R. Scott & Paige Akers, Pharmacy Students’ Facebook Activity and
Opinions Regarding Accountability and E-Professionalism, 73 Awm. J. oF Puarm. Ebuc., Art. 104,
4-5 (2009); Stringfellow Otey, supra note 5, at 202.
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This can result in lawyers breaching the rules of competency, communica-
tion, and confidentiality, to name but a few. Competency is the most well-
known duty and, as mentioned above, comments about the expected level of
knowledge of technology have been included in the ABA model rule,®® while
in other jurisdictions the requirement for competency is expressed broadly
only. There may be a breach if lawyers fail to use social media in a competent
and positive manner to benefit their clients, e.g., failing to seek out information
on an opposing client on a publicly available Facebook page.®” Other everyday
tasks that have the potential to constitute incompetence relate to accessing social
media sites at the expense of attending to other matters and multitasking or using
social media for both personal and in-office lawyering tasks. The informal envi-
ronment of social media sites may result in lawyers providing “off-the-cuff,” ill-
considered legal advice.®®

Honesty in communicating with others is also a basic expectation. In this re-
gard, lawyers need to be aware of the rules in their own jurisdictions around
“friending” others on Facebook or other social media sites and realize that no
misrepresentations should attach to their activities. Their actions might also
run counter to supervisory obligations if they involve an employee.®® Lawyers
may also breach rules of communication if they misrepresent their qualifications
or contact opposing parties who are already legally represented without con-
sent.”® Lawyers might also be held guilty of discourtesy in relation to the content
of their communications.

Lawyers are bound by very strict rules of confidentiality and therefore must
be careful that they do not inadvertently post comments that can identify a client
or their information.”! Issues may arise for example in relation to inadvertent dis-
closure of confidential material via social media.”> We suggest that there are also
many instances where lawyers can breach the broader rule that reminds lawyers
to be fit and proper people whose main duty is to the court and the administration
of justice and do not bring the legal profession into disrepute. In fact, we argue
that this is the main criterion by which to determine a lawyer’s conduct. The
phrase “to ensure that they do not bring the legal profession into disrepute” is par-
ticularly important. We argue that many matters arising from unprofessional use
of social media that are not specifically dealt with by the rules in a particular

66. See MopEL RuLEs oF Pror’L Conpuct R. 1.1, para. 8 (2016).

67. John G. Browning, Your Facebook Status-"Served”: Service of Process Using Social
Networking Sites, 2 REynoLps Cts. & MEpia L.J. 159, 211 (2012).

68. Ciolino, supra note 52, at 2.

69. Bradley Nahrstadt & Brandon Rodgers, Think Before You “Speak”: What Lawyers Can
and Cannot Say in the Digital Age, 80 DErENCE COUNSEL J. 252, 259-60 (2013).
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jurisdiction as they stand, could be considered as a breach of this broad rule of
professional conduct. For example, the broad rule could respond to derogatory
posts by a lawyer about other lawyers or the judiciary;’? or posts that potentially
may prejudice a fair trial.”*

While this article does not specifically focus on law students, it is also useful
to outline some issues that future lawyers may encounter by participating in so-
cial media. It is apparent that employer access to social media sites of potential
employees is now widespread, and graduates who are seeking employment in the
profession may be rejected because employers deem photos and comments on
their social media sites to be inappropriate.”> The 2012 IBA survey of global
legal professional bodies found that 73 percent of bodies considered it “was ac-
ceptable for legal employers to consider . . . online social networking profiles in
evaluating potential work profiles” with an additional 10 percent considering it
acceptable in certain circumstances.’® Matters that might be considered nega-
tively are profanities, poor spelling and grammar, illegal drug references, sexual
posts, and those about guns and weapons.”” Posts that would likely be looked at
approvingly would be those evidencing a person’s volunteerism, charity, and pro-
fessional experience.”® Graduates may also have difficulties arising from their on-
line conduct when applying to be admitted as lawyers in relation to proving them-
selves to be of good character and fit to practice,’”® i.e., having the requisite
characteristics to be legal professionals.’ Graduates, like lawyers, often fail to
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working: How Current Standards Fall Short 63 S.C. L. Rev. 241, 259 (2011-2012).
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(Mar. 2016), http://www.lawcover.com.au/wp-content/uploads/2016/03/Williams-L-and-
Clemente-J_LSJ-March-2016-Final-copy.pdf.

75. See INTERNATIONAL BAR ASSOCIATION, supra note 48, at 28.
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Candidates, SociaL TiMEs (Sept. 22, 2015, 12:00 PM), http://www.adweek.com/socialtimes/survey-
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Companies as “Common Practice,” ABC NEws (Nov. 14, 2015, 6:20 PM), http://www.abc.net.au/
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realize that their conduct must meet the required standard in both a professional
and personal capacity. While the admission process is typically one that com-
mences with applicant self-disclosure, further investigations can be carried out
by admission authorities that may reveal inappropriate social media conduct im-
pinging on the issue of character or fitness to practice. The Florida Board of Bar
Examiners, for example, does have a policy to investigate social media sites of
applicants that disclose a history of substance abuse, lack of candor, unauthorized
practise of law, or “involvement in an organization advocating the overthrow of
the government of the United States or of any state or political subdivision” in
order to be certain that the applicant is rehabilitated.®! Lanctot notes that “as
of early 2015 Florida appears to be the only jurisdiction to have adopted” such
a specific policy.®? Nevertheless, it does put law students on notice of how admis-
sion authorities may treat publicly available social media postings made by appli-
cants for legal admission. For example, in a recent case the Maryland Character
Committee referred to a range of comments it located made by the applicant on
his publicly available social media accounts.®?

III. Encouraging E-Professionalism and Ethical Use of
Social Media

As we have discussed above, there has been increasing recognition of the
challenges that social media use may present to members of legal professions,
and students studying to enter the legal profession. In recent years, the challenges
of e-professionalism have been discussed in other professional disciplines, in par-
ticular in health disciplines.®* This has resulted in the development of profes-
sional guidelines and codes. For example, the Australian Health Practitioner Reg-
ulation Agency has released a social media policy that applies to members of
registered health professions in Australia.®> The Australian Medical Association

ApMISSION REQUIREMENTS 2015 (2015), available at http://www.americanbar.org/content/dam/aba/
publications/misc/legal_education/2015_comprehensive_guide_to_bar_admission_requirements.
authcheckdam.pdf.
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Council of Doctors-in-Training, the New Zealand Medical Association Doctors-
in-Training Council, the New Zealand Medical Students’ Association, and the
Australian Medical Students’ Association released a detailed guide to online pro-
fessionalism in 2010.8¢ The UK General Medical Council has introduced a na-
tional Social Media Policy in 2013,%7 and guidelines were adopted by the Amer-
ican Medical Association in 2010.8% Although these are positive steps forward,
even in disciplines that have adopted detailed guidelines and social media poli-
cies, there has been no guarantee that issues of e-professionalism have been ad-
equately addressed. For example, a recent study of social media use of Australian
medical students found that exposure to guidelines on online professional online
conduct did not prevent unprofessional conduct on social media by medical
students.®”

While other professional disciplines have been considering professionalism
issues arising from social media use for some time, the legal profession has only
addressed these issues more substantively in recent years.”® In 2012, the Inter-
national Bar Association’s report on the impact of online social networking in
the legal profession found there was overwhelming support from international
legal professional bodies to provide guidelines regarding the use of social net-
working sites, with over 90 bodies supporting the adoption of guidelines and
standards.®! The International Bar Association therefore introduced its own prin-
ciples on social media conduct in 2014.%2 Legal professional bodies across the
world have also released guidelines, formal opinions, practice notes, and
model policies, including in Canada,”? the United Kingdom,* and in some Aus-
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tralian states.”> As we note above, in most common law jurisdictions, the general
regulatory approach has been that the normal professional and ethical conduct
rules that govern conduct in the physical environment also have application in
the online environment without specific amendment to specify technological co-
mpetence. In the United States, following the ABA’s Commission on Ethics 20/
20, as we discuss above, there were some amendments made to the ABA Model
Rules of Professional Conduct that have been adopted by some states, to partic-
ularly respond to and clarify issues raised by technology, which included the
comment to Rule 1.1% that specifies that competency extends to technological
competency. This focus on competency is a welcome development. We consider
that in the modern legal environment the general requirement (in those jurisdic-
tions where it applies) in relation to competency would likely extend to techno-
logical competency in relation to social media. In any event, the amendment
does serve the function of clarifying that requirement for technological compe-
tency for legal professionals more clearly and specifically and, accordingly, may
serve an educative function.

Varying state jurisdictions in the United States®” and in other parts of the
world have also issued formal ethics opinions and/or guidelines or notes relating
to social media. These are also positive developments. Some debate still rages as
to whether more explicit ethical rules that specifically address social media are
required.”® As we note above, the approach most commonly adopted by regula-
tors across the world is to assume the broad ethical rules, discussed in Part 2, that
govern the legal profession can equally apply to govern social media use.”® In our
view, as discussed above, broad ethical rules are generally applicable to profes-

files,-papers-and-information/advice-and-information/social-media-%E2%80%93-advice-and-
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sional social media use. However, it is also clear that there is a need for very ex-
plicit guidelines that supplement ethical rules, so that lawyers can practically
translate those ethical rules in the context of social media use to enable them
to “navigate the pitfalls of social networking in the legal landscape.”!°° While
it may well be the case that for many lawyers e-professional behavior on social
media is a matter of “common sense,” it is clear from the emerging cases of in-
appropriate lawyer conduct on social media that is not the case for all lawyers.
Such guidelines should also stress the positive aspects of social media use for
lawyers as part of the requirement to be a “competent” lawyer. While many
legal professional bodies across the world have adopted some form of guideline
or policy in relation to the use of social media, there is great variation, with some
being brief and perfunctory (or non-existent), and others more detailed with ac-
companying training material or websites.!! There is also a clear role for law
firms to develop their own site-specific social media guidelines or policy and en-
sure they carry out appropriate staff development.

Even in jurisdictions where there are appropriate and detailed social media
guidelines for practitioners, there may not be widespread practitioner understand-
ing or knowledge in relation to the guidelines, or widespread adoption of the
guidelines, for example through firm-specific social media guidelines and poli-
cies. The situation is further complicated by clearly different generational expec-
tations and social media practices as between younger and older lawyers. There-
fore, it is our recommendation that all lawyers receive continuing mandatory
professional development that encompasses issues such as e-professionalism in
an age of rapidly changing technology.'®> The ABA Future of Legal Services
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Report also recommended that bar associations “should offer continuing legal ed-
ucation on technology!®® and educate their members through website content,
e-newsletters, bar journal articles, meeting panels and speakers, technology men-
toring programs, and other means.”'® The Report noted that the Florida Bar
Board of Governors “has approved a mandatory technology-based continuing
legal education requirement.”!%

While there is clearly a primary educative role for legal professional organi-
zations, such as bar associations, to enhance legal professional’s e-professionalism
and competency, legal educators, too, have an important role. They are charged
with preparing law students for their entry into the legal profession, including in-
troducing students to the concepts of “professionalism” and “e-professionalism.”
There has been relatively little attention given to e-professionalism or to technolog-
ical literacy and competency in legal education.!% There generally appears to be
no significant explicit reference in the requirements of legal admission and profes-
sional bodies in relation to law school or practical legal training curriculum to the
need for law students to develop any particular competencies in the use of technol-
ogy more broadly, or in relation to professional use of social media. For example,
in the United States, the ABA Standards and Rules of Procedure for Approval of
Law Schools'?” Standards 302 (Learning Outcomes) and Standard 303 (Curricu-
lum) have broad requirements in relation to matters such as values and responsibil-
ities of the legal profession and professional and ethical responsibilities, but make
no particular reference to professional and competent use of technology including
social media. Similarly, where states require additional skills prior to admission,
technology does not generally feature.!%® Similarly, in Australia, the Priestly 11
prescribed list of curriculum requirements adopted by Admission bodies across
Australia'® for a law degree refers to a broad requirement to teach ethics and pro-
fessional responsibility. It makes no reference to any need to understand those mat-
ters in the context of technology including social media. The Threshold Learning
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Outcomes for Law,'!® developed to supplement the Australian Qualifications
Framework (although not adopted by Australian Legal Admission bodies), include
threshold learning outcomes TLO 1 (Knowledge), TLO 2 (Ethics and Professional
Responsibility) and TLO 5 (Communication and Collaboration). Professional and
ethical use of social media could come within each of those TLOs, however no ex-
plicit reference is made in the TLOs.!'! The Practical Legal Training Competency
Standards for Entry Level Lawyers adopted by Australian Legal Admission author-
ities as the requirements for practical legal training,'!? similarly have no specific
requirements in relation to competent, professional, and ethical use of technology
and social media.!!?

Given the growth and importance of technology in modern legal practice, it
is perhaps time for legal professional bodies and admission authorities in all ju-
risdictions to consider whether to include requirements for competent use of tech-
nology and e-professionalism as explicit requirements for law training, and ad-
mission to practice as a lawyer. This would clearly incentivise law schools to
include appropriate training within law degrees and practical training courses.
However, even in the absence of such requirements, we believe it is incumbent
on legal education providers to prepare our students for what Lanctot has de-
scribed as the “on-going technological upheaval in the legal profession.”!!#
The International Bar Association noted in its 2012 report that the majority of
global legal professional bodies surveyed (85 percent) believed it was incumbent
on law schools to inform their law students of the risks and disadvantages asso-
ciated with online social networking.!!> Similarly, the NYSBA’s Task Force on
the Future of the Legal Profession Report in 2011 recommended that law schools
begin or increase law student practical training in the use and implications of
technology in the legal profession.'!® The ABA Future of Legal Services Report
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recently noted the importance of legal education responding to issues of techno-
logical competency, recommending that “law students also should graduate with
this obligation firmly in mind . . . an increasing number of law schools include
legal technology as part of the curriculum—a development that the Commission
endorses as essential.”!!”

When issues of e-professionalism and the ethical and professional implica-
tions of social media and other technology have been taught, it appears this
has most commonly occurred as “add-on” to existing ethics curriculum.!''®
While this is better than no coverage of e-professionalism, we do not believe it
is adequate. We suggest that legal ethics and legal professionalism (including
e-professionalism) need to become core academic requirements in all jurisdic-
tions.!!” There needs to be a whole of curriculum/whole of student lifespan ap-
proach taken to teaching e-professionalism.'?® There should be a clear focus
on encouraging law students to adopt a reflective,'?! thoughtful, deliberative ap-
proach to social media use to combat the inherent difficulties that arise from
spontaneous, non-reflective social media posts that may characterize their private
social media use.'?? Law schools also need to develop social media guidelines/
policies,!?? provide them to students, and provide training in relation to the pol-
icy/guidelines. We need to make our expectations and the legal profession’s ex-
pectations explicit and clear to students from an early stage of their journey to
become a legal practitioner. Ideally, students should engage in positive and pro-
fessional use of social media during their legal training as part of their experien-
tial learning. Although we have some evidence of how legal professionals and
law students use social media, much more empirical research is required to aid
our development of e-professionalism education in law. For example, there
may be very disparate expectations of what constitutes “professional” conduct
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on social media between law students, legal professionals, and the public. The
journey has begun, but there is far to travel.

IV. Conclusion

The use of technology, including social media, has radically changed legal
practice, bringing with it a range of benefits and challenges. There are also potential
benefits to the public, including improving access to legal information and access to
justice. However, there are also risks, including the potential to damage the individ-
ual reputations of legal professionals and erode public confidence in the legal pro-
fession more broadly. We have argued that all types of behavior, whether on social
media or in the physical setting, should be judged according to the standard of pro-
fessionalism, which includes the concept of e-professionalism. Put simply, the test
of the appropriateness of any sort of behavior by lawyers or law students is whether
it calls their character into question; has the potential to bring the legal profession
into disrepute; and consequently undermines the public’s confidence in the admin-
istration of justice. In effect, we suggest that a person’s online behavior “should be
no different to how they conduct themselves both professionally and in social situ-
ations”'?* in physical interactions. However, given that communications on social
media are often viewed less formally, lawyers and law students perhaps need to re-
member that they are being recorded and potentially monitored on social media
sites, so it is important to take the lessons of e-professionalism seriously.!'?
While the legal profession has begun to engage with the need for e-professionalism,
particularly technological competency, there is more work to be done. As legal ed-
ucators, we also suggest a significant role for law schools in the development of fu-
ture “e-professional” technologically competent lawyers.
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