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Resumo

A utilizacdo eficiente da largura de banda é unuistp dos sistemas de redes
moveis e sem fios. HaA uma série de factores queaafiea eficiéncia de transmissédo de
trafego IP. Os cabecgalhos de pacotes IP podem éevaonsumo de uma parte significativa
da largura de banda disponivel, especialmente guandrafego IP transporta pacotes
pequenos, tais como os pacotesMiz sobre IP(VolP). Uma forma de ultrapassar este
problema € a utilizacdo de sistemas de compressaalacalhos como por exemplRobust
Header CompressiofRoHC).

Vérios estudos foram realizados sobre o desempenganho do RoHC U-mode
aplicado ao trafego VolP. Estes estudos foram lkaseam simulacdes do RoHC U-mode.
Nesta dissertacdo, todos os testes efectuadoartiveor base uma implementacdo do RoHC
U-mode. Para alcancar este objectivo foi desendolwvim protétipo do RoHC U-mode
desenvolvido para Linux, capaz de funcionar sobreedes IEEE 802.3 e IEEE 802.11. Este
prototipo, € focado no perfil 0x0001, para o erdaéopacotes comprimidos de IP/ UDP / RTP.
Os testes realizados com o protétipo RoHC mostrayaena aplicacdo de RoHC a trafego
VolIP, reduzbit-rate em 43% nas redes IEEE 802.3 e 72% nas redes IBEEIB
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Abstract

The efficient use of bandwidth is one of the mamalenges of mobile and wireless
networking systems. There is a number of factaas dffect the transmission efficiency of IP
traffic. The IP packet headers may consume a $igmif part of the available bandwidth,
especially when the IP traffic transports smalllpagls such as Voice over IP (VoIP). In
order to minimize this problem, IReader CompressiofHC) techniques were introduced.
TheRobust Header Compressi@RoHC) protocol is the state of the art in IP HC.

Multiple studies were conducted on the performasmee gain of using the RoHC U-
mode applied to VolIP traffic. These studies wergedaon simulations of the RoHC U-mode.
In this dissertation, all tests conducted were lmaisan implementation of the RoHC U-mode.
To achieve this goal a prototype of the RoOHC U-mémfeLinux was developed, in user
space, that supports the transport of RoHC packe¢s |IEEE 802.3 and IEEE 802.11
networks. The prototype only supports the headepeession of IP/UDP/RTP packets. The
prototype was used to study the performance of Raldflied to VolP traffic over IEEE
802.3 and IEEE 802.11 networks. The tests perforsiedved that the application of RoHC
reduced the VolIP bit-rate in 43% in IEEE 802.3 rmetwand 72% in the IEEE 802.11

network.
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1 Introduction

The efficient use of bandwidth is one of the chajles of mobile and wireless
networking systems today. This aspect combined with continuous expansion of mobile
networks, paves the way to the development of nméshe to help improve the wireless
networks. Those mechanisms try to use efficiettéy limited bandwidth available. The use of
the IP protocol by these networks introduces aifsigimt overhead. The IP packet headers may
consume a significant part of the available banttwithus reducing the transmission efficiency
in the medium. In order to minimize this problerR, Header Compressio(HC) techniques
were developed. HC consists mainly in the suppsassf redundant information from the IP
headers in order to save bandwidth. The use of &tbe beneficial because there is significant
redundancy between the header fields within theedéhpacket and between different IP packet
headers of the same stream.

The inception of the use of HC schemes was in 39@84 the Thin-wire protocol [2].
This protocol has low compression rates. The 4@9y®v4/TCP headers were compressed to
13 bytes. Van Jacobson later on propoEE® header compressiotilT CP [3], a protocol based
on the header redundancy information as its predecebut with higher compression rates. The
CTCP protocol compressed the 40 bytes of the T@R/MHeader to 3—6 bytes. There were other
propositions for the different protocol headerseoaen redundancy, such as the cRTP. This
header compression mechanism had a detailed g@ticifi for the RTP protocol. The HC
protocol described above does not perform well dimés with large and varying bit error rates
and large round trip times [21].

The Robust Header CompressigRoHC) [1] was developed to address the limitations
presented by the previous HC protocols and to ingtbe performance of transmissiorighe
RoHC [1] protocol is useful for flows with smallzgl packets such aice over IP(VolP) that
can be responsible for large overhealgernet Engineering Task ForcdETF) defined
mechanisms for RoHC ovétoint-to-Point ProtocolPPP) and later 3GPP as integrated the
use of ROHC in networks such as GPRS/UMTS. There am initial attempt to draft a
specification of RoOHC over IEEE 802 networks, lutvas given up. This dissertation work is

centred on this subject.
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1.1 Objective

The goal of this dissertation was to implement andly the performance of the RoHC
U-mode when applied to VolP traffic over IEEE 80ar& IEEE 802.11 networks. A prototype
was developed in Linux, in user-space, using Pas&ekets.

1.2 Results

The main contribution of this dissertation is atptgpe of the RoHC U-mode developed
for Linux, in user space, able to operate over IEHER.3 and IEEE 802.11 networks. This

prototype, focus on the Profile 0x0001, for sendingpressed IP/UDP/RTP packets.

1.3 Organization of the dissertation

This dissertation is organised as follows. Chaptatescribes the state of the art in IP
header Compression schemes, including a detailedriggon of the RoHC Protocol [1].
Chapter 3 addresses the related work that studespdrformance of RoHC over a number of
different network technologies. Chapter 4 describesrequirements, the software architecture
and tools used to develop the ROHC U-mode impleatiem presented by this dissertation.
Chapter 5 describes the functional tests used lidata the RoHC U-mode implementation,
presents the performance tests and discusses sh# obtained. Chapter 6 concludes the
dissertation, describing the main results and dmrtions, and point out directions for future

work.
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2 Header Compression

The problem associated with the transmission gidekets is the overhead generated
by the packets headers, which may require a sogmifipart of the available bandwidth, thus
reducing the link efficiency. In order to minimizihis problem, HC techniques were
developed. HC consists mainly in the suppressidnfofmation from the headers in order to
save bandwidth. The reason why the use of HC capebeficial is that there is significant
redundancy between the header fields within theesHtpacket and between different IP
packet headers of the same stream.

HC was first explored in 1984 by the Thinwire-llopscol [2] and to apply to the
Internet connection of personal computers. Thisggma has low compression rates. The 40
bytes IPv4/TCP headers were compressed to 13 bytek990, Van Jacobson proposed a
TCP header compressiastheme (cTCP) [3]. The cTCP is a scheme for cossprg the
headers of TCP traffic, which offers better compi@s rates than its predecessor. A 40 byte
of an IPv4/TCP header is compressed to 3 byte®rlthelP Header CompressioiPHC)
[20] scheme was proposed. This scheme introduced smprovements on the cTCP and
support for compressing other types of headerglegdhe IP headers, such as UDP and RTP
headers. IPHC can compress the UDP and TCP hetadérs/ bytes. Th€ompressed RTP
(cRTP) [19] was specified for the compression IPRARTP headers. The cRTP can
compress a RTP header to a minimum of 2 bytes21j, jt is shown that this HC scheme
does not perform well over links with large roumib times and consecutive packets loss,
making this protocol unsuitable for IP telephongiowireless links.

The HC protocols described above do not performl weér links with large and
varying bit error rates and large round trip timdsreover, they do not take in consideration
that some applications may take advantage of patkat are delivered with errors, such as
Video Streaming. In order to address the limitaiof those HC protocols and to improve
the header compression ratio of the transmisseom&w protocol was specified by IETF, the
RoHC [1].
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2.1 Early Header Compression schemes

The use of HC techniques were first explored iB4LF hinwire-1l protocol [2].
This technique explored the field similarities beém the consecutive headers of a same TCP
stream. The transmitting and receiving hosts, whitha HC scenario are known as
Compressorand Decompressorrespectively, cache information about packet stre@his
information is stored locally in the hostGontextper HC stream. After an initiaContext
setup, in which packets are sent with full headdssCompressois able to compress header
packets based on the information kept in the stieddC Context The Decompressor
reconstructs the original headers using the inftionaof the Contextstored locally. HC
packets carry &ontext Identifie(CID) that indicates the HC stream, and wh@bntextto
use. To guarantee a successful header decompreskah the Compressor and
DecompressoContextsneed to be synchronised. The information storeth@Contextis
updated every time a new packet is sent. The Thiwi protocol offers low compression
rates. An IPv4/TCP header with 40 bytes is usuadiypressed to 13 bytes.

Van Jacobson proposed cTCP [3] protocol in 199@hcAlgh being similar to the
Thinwire-1l protocol, provides higher compressiatios. A 40 bytes IPv4/TCP header is
usually compressed to 3 bytes. The cTCP encodegransimits the difference between the
consecutive headers. Uncompressed headers arestrewted by applying the differences
transmitted in a compressed header to the prewansmitted packet. However, if a packet is
lost or corrupted, the following header could beorestructed with errors. These errors can be
detected by using the TCP checksum. Deeompressodiscards all packets having incorrect
TCP checksums. This protocol also introduces aor eégcovery mechanism in the form of
TCP acknowledgments, which enables thempressorto detect that a packet was not
delivered. To synchronize tlgontextin the two hosts, th€ompressomould send a packet
with full headers

The IPHC [20] protocol introduced some improvememiten compared with cTCP [3]
protocol. The IPHC can compress an UDP and TCPdmead 4 -7 bytes. This protocol
introduces the possibility of compression of ottype of headers besides the IP headers (IPv4
and IPv6), such as UDP, ESP and RTP [22]. When pessing non-TCP headers it does not
send the difference between the packets. If theeechanges in the field’s headers the
Compressorsends a packet with full headers, in order toteréaupdate aontexton the
Decompressoside. This helps preventing an incorrectly decasgion due to an invalid
Context TheCompressosends periodically an uncompressed packet to egtatContext
created, enabling thBecompressoto recover from error situations. After a changehe

Context,the Compressouses a slow start mechanism in which a non-TAOfh&dder packet
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is sent periodically, with an exponentially incriegsinterval. IPHC uses the same error
recovery mechanisms of cTCP protocol and two aafthii mechanisms:

A mechanism called TWICE, which enables Bwecompressoto repair theContext
information locally. This is achieved by estimatithge changes to th@ontextif the
previous packet headers have been reconstructedcttpr Assuming the headers
change in a constant fashion, the changes areedpplice. If the TCP checksum is
correct, then the reconstructed headers are condiderrect.

* The Decompressosends negative acknowledgment (NACK) when it feolgepair

the Context it requests full header packet from tbempressar

The cRTP [19] was proposed to compress the headdRR/UDP/RTP packets. The
cRTP is able to compress an RTP header to a minimfuthbytes. Because of the use of
UDP/RTP protocols, mechanisms of error detectiostne different from the ones used in
CTCP. Therefore, in cRTP thBecompressoruses signalling messages to inform the
Compressothat itsContextis not synchronized. To avoid packet loss duensynchronized
Context the Decompressotries to correct th€ontextlocally with the TWICE mechanism.
Each cRTP packet transports a sequence numbeisthrdremented every time a packet is
send by cRTP. The sequence number allow®gmompressoto detect if a packet was lost.
If the attempt to decompress the packet is suadessfe packet is delivered to the
application. The problems of using the TWICE medsrancan be divided in two major
problems. Firstly, because of the use of UDP, chetkis mandatory; the minimal header
size is four octets. Most part of the voice coddoss not tolerate errors. Those codec’s
activate UDP checksum, because they do not wantd#image packets to be delivered.
Secondly, losses on the RTP stream, that occuecs fwithe point of compression, result
irregular updates to header cRTP. The simpledore TWICE does not work very well,
and the improved versions need a larger numbetterdnats. Later a study [21] showed that
this HC scheme did not perform well over links wiéinge round trip times and consecutive

packets lost, making this protocol not suitablelfotelephony over wireless links.
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2.2 RoHC

Robust Header CompressigRoHC) [1] is a header compression framework being
specified by the IETF RoHC Working Group. The fravoek provides compression
directives for the protocol headers to be compessetocol headers such as IP/UDP/RTP,
IP/UDP, IP/ESP. These specifications are caflegfiles

The RoHC protocol is split over two instance, whimdmpose dNode the RoHC
Compressar responsible for the compression of the packetaddws; and theRoHC
Decompressqresponsible for the decompression of the padiedsers.

EachNodeis connected to another thru Rol@Bannels where the compress packets
flow. It is possible to have several channels wlifferent characteristics, such as, bandwidth,
error rate connecting the same paiNodes

The RoHC scheme has three modes of operationUtlidirectional Mode (U-
mode), theBidirectional OptimistiqO-mode), and thBidirectional Reliable modéR-mode).
The Compressoalways starts in the U-mode and its transitioartg bidirectional modes can
happen as soon as a packet has reachddett@mpressoand a feedback packet is sent back.
To determine which mode to operate RoHC dependt®®environment characteristics such
as header size, feedback error probabilities.

Both theCompressoand theDecompressocan be regarded as states machines. The
Compressoroperates in three statdsitialization and Refresi{IR), First Order (FO), and
Second Orde(SO). TheDecompressoalso operates in three statdis Contex{NO), Satic
Context(SC), andrull Context(FC). TheCompressostarts in the IR state and it can change
to the other states, when some of the RoHC parasnate meet, such as the number of
packets sent in the IR state. Thecompressostarts in NO state and it can change to another
state, as soon it is decompress successfully aressgd packet.

The Compressorstarts by sending static information, and thenpsegses this
information. The Decompressoruses techniques like dependencies and predityalbdi
discover the suppressed fields and reconstrucbitig;nal header. This way the compressed
packets header size sent from t@empressorto the Decompressor,can be reduced
significantly. All the relevant information of thgast packets headers is kept in a header
compressiorContext This information contains the latest updatesht driginal header and
the redundant information about the compressea@rstrd heContextis used to compress e
decompress the packet headers, so it is kept batlreCompressoand in theDecompressor
Every time the fields of the headers of a streaangh, theContextmust be updatedontext
is created for each header-compressed stream inHCRchannel The CID identifies a
RoHC Contexicreated.
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221 ROoHC Profiles

The header compression profile gives the definitmf how to compress the
protocol headers of a packet stream over a cditdinThis specification by protocol allows
the RoHC protocol to be robust and efficient. Thefifes defined in the RoHC Working
Group and listed in [24] are shown in Table I:

Profile | dentifier Usage

0x0000 ROHC uncompressed [24]
0xnn00 Reserved

0x0001 ROHC RTP [1]

0x0101 ROHCv2 RTP [23]

0xnn01 Reserved

0x0002 ROHC UDP [1]

0x0102 ROHCv2 UDP [23]

0xnn02 Reserved

0x0003 ROHC ESP [1]

0x0103 ROHCv2 ESP [23]

0xnn03 Reserved

0x0004 ROHC IP [25]

0x0104 ROHCv2 IP [23]

0xnn04 Reserved

0x0005 ROHC LLA [26]

0x0105 ROHC LLA with R-mode [27]
0xnn05 Reserved

0x0006 ROHC TCP [28]

0xnn06 Reserved

0x0007 ROHC RTP/UDP-Lite [29]
0x0107 ROHCv2 RTP/UDP-Lite [23]
0xnn07 Reserved

0x0008 ROHC UDP-Lite [29]
0x0108 ROHCv2 UDP-Lite [23]
0xnn08 Reserved

0x0009-0xnn7F To be Assigned by tiiernet Assigned Numbers AuthorfbANA)
0xnn80-0xnnFE To be Assigned by IANA
OxnnFF Reserved

Table | — Profile Identifiers
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2.2.2 Negotiation
Prior to the exchange of header-compressed padRetdC requires a negotiation
phase. TheCompressorand the Decompressorgain knowledge about the different
characteristics of the link and about header cosgine parameters that will be use. With this
negotiation is established tRwHC Channel
The parameters establish in this phase and rdferid] are:
«  MAX_CID: Highest CID number used by ti@mpressar

« LARGE_CIDS: if it has a false value, the short Gtbused the CID value
can go from 0 to 15 occupying from 0 to 1 byte).t@& other hand if it has a
true value, the embedded CID representation is (tbedCID value can go

from 0 to 16363 occupying from 1 to 2 bytes) ;

* PROFILES: Indicating the profile or profiles suptea by theDecompressor.
The Compressorcannot compresses the packets using a profileishaot

indicated in the parameter;

« FEEDBACK_FOR: If provided, this parameter indicatbat feedback sent

over a certain channel;

«  MRRU: Maximum reconstructed reception unit. Thishis size of the largest
reconstructed unit in octets that thecompressors expected to reassemble

from segments.

2.2.3 Modesof operation
2.2.3.1 Unidirectional Mode

In the U-mode, RoHC packets are sent, in one direcinly, from theCompressor
to theDecompressorThere are no feedback packets in the oppositetitin. This enables
the use of ROHC over links where a return path fildecompressorto Compressoris
unavailable or undesirable. In the U-mode, thesitaoms between th€ompressor'sstates
are performed when periodic timeouts expire, or wireegularities in the header fields
compressed packet stream are detected. Due tcetloglio refreshes that update @entext
in the Decompressgr and the lack of feedback for initiation of erroecovery, the
compression in the U-mode will be less efficienedw the higher probability of loss
propagation, when compared to the bidirectional @so€ompression with ROHC must start
in the U-mode. Transition to any of the bidirecabmodes can occur as soon as a packet has
reached théecompressoand it has replied with a feedback packet indicathat a mode

transition is desired [1].
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State diagram for U-mode :

Optimistic

%fﬂi Optimistic _

SN

| FO |

Timeout

Figure 1- State diagram for U-mode

As shown in Figure 1, th€ompressorstarts in the IR state and uses an optimistic
approach to change to other states. It sends #eamof IR packets until it is confident that
the Decompressohas established @ontextfor that stream. It then changes to the FO state
and it uses the same approach to change to thet&8&@ FheContextupdates are sent
periodically to ensure th€ompressorand theDecompressoContextsare synchronized. A
periodic time-out mechanism is used to transith® states of FO and IR. They are two
timeouts, one for each state. When they are reathey force the state machine to go back

to FO or IR state. This allows ti@ontextto be updated or to recover from errors.

2.2.3.2 Bidirectional Mode

The O-mode is similar to the U-mode. The mairfedénce is that a feedback
channel is used to send error recovery requestC@$A and, optionally, acknowledgments
of significant Contextupdates from th®ecompressoto the CompressarIn the O-mode,
periodic refresheare not needed. The O-mode aims to maximize comipresfficiency with
sparse usage of the feedback channel. It minimiaumber of damaged headers delivered

to the upper layers, due to residual error€omtextinvalidation [1].

State diagram for O-mode:

Cptimistic / ACK
e
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T T T T
.é'/ \//
. // \\ "f \‘/_
/4 N / | / ™
{ IR | | FO | \ SO | )
\ J \
NS % 7<' \? //"—’
k\\f"“‘x—_. T ~_ ///, ACK
"\ Stalic-NACK. NACK / Update .~
Ty, o
el b
= L e
Static-NACK

Figure 2- State diagram for O-mode
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As shown in Figure 2, th€ompressomay use an optimistic approach or receive
positive acknowledgments (ACKs) from tieecompressoto change to FO or SO states.
The Decompressosends ACKs for IR packets. For other types of pegkit is optional to
send ACKs. To recover from error conditions, itd®MNACKs or static NACKs (depending
on its state, indicate that the static contexnislid). The state changes of tBempressor
enter in the optimistic mode upon receiving feedimom the Decompressoand using the

optimistic approach.

2.2.3.3 Bidirectional Reliable M ode

The R-mode differs in many ways from the U-moded #me O-mode. The most
important differences are an intensive usage offékedback channel and a stricter logic at
both the Compressorand the Decompressorthat minimizes the probability o€ontext
invalidation. Feedback is sent to acknowledgeCalhtextupdates, including updates of the
SN field. However, not every packet updates @untextin R-mode. It may have a lower
probability of Contextinvalidation than O-mode, but a larger number afdged headers
may be delivered when ti@ontextactually is invalidated. [1]

The frequency o€ontextinvalidation may be higher than the R-mode, irtipalar

when long loss/error bursts occur

State diagram for R-mode:

_ACK
— e
o S~

ek ACK N

B ey
H/« I(/ -H\\ .r/ \\‘t'—_ﬂ"\'
[ IR ({ Fo ) [ so |
- - 9 /4/)

= ¥ S Ak

\:"“M_ = == _/! \\-h /7
wtalicNACK NACK ! Updala//
\ /

Static-NACK

Figure 3- State diagram for R-mode

Figure 3 represents the state diagram for R-mbua#ead of using an optimistic
mode, theCompressotransitions rely only on the ACKs sent by thecompressorThis will
maximize the probability of th€ontextsensure that th€ontextstaying synchronized. The
downward state transitions are very similar to @enode. To recover from errors or from
unsynchronizedContexts the Decompressosends NACKs or static NACKs (depending on

its state).
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224 States
2241 Compression states

The Compressothas three statefnitialization and Refresl{IR), First Order (FO),
andSecond Orde(SO). If possible, th€ompressoworks in the higher state.

Compressor state diagram :

N Y )
\ "/ <—>\ ) ,/Kﬁ>\,_, /

Figure 4- Compression states

The IR state initializes the static parts of hentextin the Decompressornd
recovers from failure by updating the static pdrthe Contextin the Decompressorin this
state, theCompressosends full header packet. This includes all statid non-static fields, in
uncompressed form. Theompressomwill remain in the IR state until it is confidetitat the
Decompressohas received the static information correctihe RoHC standard [1] does not
estipulate values for the level of confidence.

The FO state purpose is to initialize the dynaméct of the Contextand to
communicate irregularities in the packet streameWbperating in this state, t®mpressor
rarely sends all static fields, and the informasemnt, is usually compressed, at least partially.
Only a few static fields ilDbecompresso€ontextcan be updated. TH@ompressoenters in
FO state from the IR state or from the SO stateshis last case the headers of the packet
stream do not match their previous saved patteynthe Compressortries to update its
Contextby going down to a prior state. It stays in ti@ $tate until it is confident that the
Decompressohas acquired all the parameters of the new patt€manges in fields that are
irregular are communicated in all packets. It @syimportant to detect corruption of such
packets to avoid erroneous updates and inconsiegeimctheContext [1]

The SO state is the state where compressioniimalpt TheCompressoenters the
SO state when the header to be compressed is defggdeedictable, and theompressois
sufficiently confident that thBecompressohas acquired all parameters of the functions from
RTP Sequence Number (SN) to other fields. Codtecbmpression of packets sent in the SO
state only hinges on correct decompression of theHdwever, successful decompression
also requires that th®ecompressotas efficiently received the information sent et
preceding FO and IR state packets. Toenpressoteaves this state and goes back to the FO
state when the header no longer conforms to tHeramipattern and cannot be independently

compressed based on previoGsntext information. In addition, if theCompressorhas
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reached the limit of one of the timeouts, it fordesgo to the previous state [1]. The
Compressodecides which state will transit to base on theatians in the packet headers,
the feedback from thBecompressoand periodic timeouts. Periodic timeouts are uskdn

RoHC is operating in a U-mode or when feedbaclotgonesent.

2.2.4.2 Decompression states
There are three states in tbecompressorNo Context(NO), Static Contex{SC),
andFull Context(FC).

Decompressor state diagram :

SUCCess

success ——

No dynamm

context /
.;‘ No Staﬂc } Full
|\ Context Context 4 '\ Context
\ N / AJ

Context not ~—~__—

established successful decompression
- of packets

repeated failure
to decompress

1

repeated failure
to decompress

Figure 5- Compression states

The NO state th®ecompressorhas noContext so in order to build one it can only
receive IR-Packets. All other packets types areadded, this is due to the fact, that the
Decompressoneeds information about the compressed padketgier to decompress them.

The SC state sends the dynamic information, whah lse updated in th€ontext
helping theDecompressoto recover from unsynchronizétbntext

In the FC state, thdecompressorcontains the fullContextand it is able to
decompress the packets correctly.

The Decompressostarts in the lower state and gradually advancdbke following
states, unless a decompressing error is detettgdrts by working in NO, as soon as the first
packet is decompressed successfully Deeompressochanges to the FC state. When the
Decompressofails to decompress a packet in the FC statdaihges to the SC state. If it is
still not able to decompress the RoOHC packet sgtaldg it falls back to the NO state.

10



RoHC over IEEE 802 Networks

2.25 Packet Types
In the ROHC standard [1], the header fields aresifi@d based on often their changes
in a packet stream. There are five categories afiésefields:
 INFERRED: fields that are never sent, since they can baregdeby using other
fields in the header that are actually transmitted.
e STATIC-DEF: fields that are sent initially and identify theestm.
» STATIC KNOWN: fields that are never sent as their values arekmelwn.
* CHANGING: fields that may change unpredictably and theredoeealways sent.
e STATIC: fields that are sent once, as their values nevamgdrduring the stream.
Using this classification, RoHC divides the fieloh static and dynamic parts of the
original header. Table Il lists the fields of aitgd IP/UDP/RTP packet headers and their
classification.

| P Packet

Description Bits Type

Version 4| STATIC-DEF
IHL 4 | INFERRED
TOS 8| CHANGING
Total length 16| INFERRED
Identification 16| CHANGING
Flags 3| CHANGING
Fragment offset 13 INFERRED
TTL 8 | CHANGING
Protocol 8| STATIC-DEF
Header checksum 16 CHANGING
Source IP address 32 STATIC-DEF
Destination IP address 32 STATIC-DEF

UDP Packet

Source Port 16 STATIC-DEF
Destination Port 16 STATIC-DEF
Length 16| INFERRED
Checksum 1§ CHANGING
RTP Packet

Version 2| STATIC-KNOWN
Padding 1| CHANGING
Extension 1| CHANGING
CRSC count 4 CHANGING
Marker 1| CHANGING
Payload Type 71 CHANGING
Sequence Number 16 CHANGING
Timestamp 32 CHANGING
Synchronization Source 32 STATIC-DEF

Contributing Source

0-480 CHANGING

Table Il — Classified header fields

11
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2251 RoHC packetsand packet types

A RoHC packet has the general format illustrateBigure 6.

Padding variable length

Feedback 0 or more feedback elements
Header variable, with CID information
Payload

Figure 6- RoHC packet general format

The Paddingis any number (zero or more) of padding octetthdtitheFeedbackor
theHeadermust be present in the packet.
TheFeedbaclkelements can be or not present in the packethaydaiways start with
a packet type indicatiofzeedbackelements contain the CID and feedback informateg.
NACK) from theDecompressoto theCompressar
There are three types Béedbacksupported by RoHC:
* ACK - Acknowledges a successful decompression of a packe
* NACK - Indicates that the dynamic part of tGentextof theDecompressor
is invalid;
e STATIC-NACK - Indicates that the statiContextof the Decompressois
invalid or has not been established.
In addition to the type ofeedback other information may be included in profile-
specific Feedbackinformation. Feedbacksent on a RoH@hannelconsists of one or more

concatenatefeedbaclelements, where eaéleedbaclelement has the following format:

0 1 2 3 4 5 & 7
1:1:1 1 0 Code  feedbacktype octet
Size if Code =0
feedback data variable length

Figure 7- Feedback Format

If the Codefield is O, it indicates that the fielizeis present in the packet. If the
Codefield contains a value between 1 and 7 indicdtessize of thdeedback datdield in
octets. TheSizefield is optional and indicates the size of tree#back datdield in octets.
The Feedback datais profile-specific feedback information and alsacludes CID

information.

12
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The Headersection has a variable length and it contains i@fbrmation.Headeris
either a profile-specific header or a specific Ropcket type. Finally, theayloadfield that
corresponds to the payload of the original packetmetes the RoHC packet.

22511 Basicsructureof thelR packet

The IR packet type transports the static part edbntextand in some situations, the

dynamic part of th€ontext. The basic structure of an IR packet is representétjure 8.

01 2 3 4 5 6 7
/ Add-CID octet if for small CIDs and CID =0
1:1:1:1:1:1 0D

; E: e 3: R S 0-2 octets of CID info | I-2 octets if for large CIDs
i1 1:180: CID : )
Add-CID octet Profile I octet
CRC I octet
Static chain variable length
Dynamic chain present if D = I, variable length
Payload variable length

Figure 8- IR Packet Format

The Add-CID is the first field of the IR packet and this oct&ntains 4 bits for
padding and 4 bits for the CID that identifies entext During the negotiation phase is
establish which type of CID will be use. The ClCasp can be small, in which case the CIDs
can take values form 0 through 15. In the othedhémhe CID is large, the CIDs can take
values between 0 and*2 1 = 16383. The use of large CID will imply theeuof an extra
field of CID info. TheD field is a flag that indicates if the Dynantbainis present in the
packet. The profile field contains the profile itiéar this defines the protocol it is going to
be compressed. T@yclic Redundancy Che¢kKRC) field is the result of the integrity of the
header. The CRC in the IR and IR-DYN packet typeakulated using the entire packet
except the payload, padding. It includes @® or anyAdd-CID octet, except for th&dd-
CID octet forCID 0. This field is used to detect errors ant to preévor reduce damage
propagation. Following the CRC field there are twther fields of variable length, they are
the Static Chainand theDynamic Chain The Static chaincontains information about the
static parts of the different protocol headers tmamhpose a packet. The static part contains all

the fields that never change during the streans $bction will describe, in detail, the static

13
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chain of RTP packet headers, which is represemelligure 9. The RTP packet has the
following protocol headers: IP, UDP, and RTP. Eletic part of an IPv4 header contains the
Version, Protocol, Source Address, Destination &ddrfields. The source port represents the
port number of the sender and the Destination pptesents the port that the packet is
addressed to. These fields are the static patieofdDP packet. The static part of an RTP
header is th&ynchronization sourcSSRC) field. The value of this field is chosendamly

by the source host and identifies RTP session. rGgbssions will have different SSRCs.
Although the probability of multiple sources chowsithe same identifier is low, all RTP
implementations must be prepared to detect andveeSSRC collisions. If a source changes
its source transport address, it must also choosraSSRC to avoid being interpreted as a

looped source.

Version =4 | 0
Static part of an IPv4 header Protocol
Source Address 4 pcrets

Destination Address 4 pctets

0 1 2 3 4 5 & 7
Static part af an UDP header Source Port 2 octets
Destination Port 2 octeats

¢ 1 2 3 4 3 & 7

Static pavt of an RTP header SSRC 4 octats

Figure 9- Static part of a RTP

Dynamic chaircontains the dynamic parts of the different hesittesit compose the
RTP packet: IP, UDP, and RTP. When dynamic infoiomaits not present is inferred from the
Static chaininformation. TheDynamic partof the IP header is composed by the following
fields: Type of Service, Time to Live, Identificati, Don't Fragment bi{DF), RND, Network
Byte Order(NBO) and the extension header lishe Dynamic parof the UDP header is
composed by the UDP checksum. The fieRlsX, CC, PT, M, SN, TS, TS stride, CSRC
identifiers, compose thBynamic partof RTP header. In Figure 10 represents dynamic part

of the different headers of the RTP packet headers.

14
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0 1 2 3 4 5 6 7
Type of Service

Dynamic part of an IPvd headear Time to Live
Tdenitification 2 octets
DF | RND INEO | /]

Generic extension header list | variable length

Dynawmic part af an UDP header Checksum 2 octets

V=2 P Rx: cc (RX is NOT the RTP X bit)
Dhnamic part of an RTFP header M PT
RTP Sequence Number 2 ocrats

RTP Timestamp (absolute) 4 octets

Generic CSRC list variable length
Reserved X  Mode 15155 ifRX=1
TS Stride I-4 octers, if TS5 =1
Time Stride I-4 octets, (f TIS =1

Figure 10- Dynamic part of the RTP packet headers

Finally, the IR packet last field is thiayloadfield that corresponds to the payload of

the original packet. The presence dtayloadcan be inferred from the packet length.

2.25.1.2 Bascstructureof thelR-DYN packet
The IR-DYN packet is very similar to the IR packethe only differences are the
packet type field and the absence of $ttatic Chainsub header.

0 1 2 3 4 5 & 7
Add-CID octet if for small CIDs and CID =0
1:1:1 1:1 00 0 IR-DINpacketnpe

0-2 octets of CID info | [-2 ocrets if for large CIDs

Profile 1 octat

CRC I octar
Dynamic chain variable length
Payload variable length

Figure 11- IR-DYN Packet Format

15
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2.25.1.3 General format of a compressed RTP header

After the Contextinitialization, other types of packets can beginbe sent. The
Figure 12 represents a general format of a compdeRI P header. RoOHC RTP uses three
packet types to identify compressed headers: pagset0, 1and 2. The packet type fields are
sent in theirst octet of base headdield and the remaining bits are sent in thmainder of
base heademas shown in Figure 12. THextensionfield is optional and it is use to send
additional bits of information. The orders of thelds following the optional Extension field
if they exist have the same order as the uncomgadegsacket. The presence of tRelD of
outer IPv4 headeand thelP-ID of inner IPv4 headedepend of the value of the RND2 and
the RND respectively. The value of RND2 and RND nagpial one. In addition, the presence
of GRE Checksurfield depend if the value of the GRE flag C equals. The presence of the
UDP Checksunm the packet is controlled by its value in thentext If the value of th&JDP
Checksunis zero it indicates that tHéDP Checksunis disable. In this case, the value of the
UDP Checksumit is not sent in the packet. In the other handhé value of thdUDP
Checksums different from zero, indicates that ti®P Checksunis enable and it is send in
each packet. The value of tb®P Checksunin the Contextcan only be update by IR and IR
DYN headers and not by any of the packets typésabd 2.

¢ 1 2 3 4 3 & 7
Add-CID octet if for small CIDs and CID 1-15
first octet of base header | (with type indication)

0, 1, or 2 octets of CID -2 octets if large CIDs

remainder of base header vaviable number of bits

Extension extension, if X = I in base heacder
IP-ID of outer IPv4 - _ -
i ;1"!-' ;} -
header octets, if value(RND2) = |
AH data for outer list | variable
GRE checksum 2 octets, if GRE flag C =]
1p-ID :_i;nd:rr 1Pvd 2 octets, if value(RND) = ]
AH data for inner list | variable
GRE checksum 2 octets, if GRE flag C =1

UDP Checksum 2 octets, if contextiUDP Checlsum) =0

Figure 12- General format of a compressed RTP heade
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225131 Packet types

Besides, of the two types of packets for initidiiza/refresh, the RoHC scheme has

three packet types to identify compressed headdws.format of a compressed packet can

depend on the RoHC mode. Therefore, the standautedi the following naming scheme for

the packet typesfMode format is used in] - [Packet type number]-fS® property].

Packet type 0
01 2 3 4 3 & 7
i!i' SN . CRC

Figure 13- Packet type 0: UO-0

Packet type 1
01 2 3 4 5 & 7
1:0; 78
M SN . CRC

Figure 14- Packet type UO-1

Packet type UO-1-IP-1D

_ o0 1 2 3 4 5 & 7
1.0 0  IPID
X SN . CRC

Figure 15- Packet type UO-1-I1D

Packet type UO-1-TS

_ ¢ 1 2 3 4 5 6 7T
1.0 1 TS
M SN i CRC

The first bit being O indicates packet type 0. UB-the
minimal packet used when th&ecompressoknows all of
the SN-functions. A small CRC is present in the QO-
packet. It is 3-bit CRC calculated using the ordiiP and
UDP headers, and it is used for integrity checks.

If the first two bits have the value 10 indicataitls a
packet type 1. This packet type is used when tmebeu of
bits needed for the SN exceeds those availablackep type
zero, or when the parameters of the SN-function®fid® TS
or IP-ID change. Only the values of RTP SN, RTPard
IP-ID can be used as references for future comiomresa 3-

bit CRC is also present in this packet type.

If the first two bits are 10, it indicates thaidta packet
type 1. If the following bit is O, it indicates foat UO-1-1D
This packet type cannot be used if there is no kaeder in
the context or if the value RND and RND2 equalsThe X
field can be used to indicate the presence of &eneion to
the header. Values of SN, TS, or IP-ID fields, sorted in
header extensions, are use to update Goatextin the

DecompressorA small CRC is included in this packet.

If the first two bits of this packet have the vall@, it
indicates that it is a packet type 1 and if théofeing bit is 1,
which indicates the format UO-1-TS. This type efcket
cannot be used if there is no IPv4 header in tmteso or if
the value RND and RND2 equal 1. This packet updttes

Figure 16- Packet type UO-1-TS following fields of theContextin the DecompressorRTP

17
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SN, and the TS. A small CRC is present in this pack
If the first three bits have the value 110, it cates that

Packet type 2
it is a packet type 2. This type of packet canretubed if
; 1' ;; : J'T; Ea—- there is an IPv4 header in td®@ntextwhere the RND field
TS M E SV equals zero. This disambiguates it from the patjmts

UOR-2-ID and UOR-2-TS, which also starts with 110 b
Figure 17- Packet type UOR-2  sequence. This packet type can be used to charge th

parameters of any SN-function.

Packet type UOR-2-1D If the first three bits have the value 110, it cates that

it is a packet type 2 and that the T field equal®zThis type

0 2: S e of packet cannot be used if there is no IPv4 headehe
1:1:0: IP-ID _
T o O Contextor if value RND and value RND2 are both one.
e CRC There is also a field X that indicates or not thespnce of an
=0 extension to the packet. The CRC is 7-bit CRC dated

Figure 18- Packet type UOR-2-ID °V€" the original IP headers and UDP headers striger as

an integrity check.

Packet type UOR-2-TS The first bits being 110 indicate packet type 2 T

field equals one. This type of packet cannot bel ifsthere is
no IPv4 header in the context or if fields RND dRND2

1 1.0 T8

T M SV contain the value one. All values provided in UOR&Zkets
X CRC update the context. The X field X can be used thicate the
=1 presence of an extension to the header. The CR@sent in

Figure 19- Packet type UOR-2-Ts NS packet.

2.25.1.4 Extension formats

Extensions are used to transport extra bits ofrin&tion of the SN, TS and IP-ID
fields. In the packet type 2 that may transporemrsions. If they have the T field equal zero
that will indicate that the +T field in the extemiss below represents the IP-ID value and the —
T field will represents the TS value. On the othand if the T field equal one that will
indicate that the +T field in the extensions betepresents the TS value and the —T field will

represents the IP-ID value.
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Extension O:

¢ 1 2 3 4 3 6 7

gy — This extension is used when the number
0.0 SN | +T

of bits of SN is less than or equal to 8 and the
Figure 20- Extension 0 number of bits of the IP-ID is less than or

equal to 3

Extension 1: This extension is used when the number

of bits of SN is less than or equal to 8 and the

01 SN | +T number of bits of the IP-ID is less than or

-T equal to 11.

Figure 21- Extension 1
Extension 2 This extension is used when the number

o 1 2 3 s s s 1 of IP header is higher than one, the number of

TUETTSNTTTTTET bits of SN is less than or equal to 3 and the
+T number of bits of the IP-ID is less than or
-T equal to 11. In addition, the number of bits of

) ) the IP-ID of the second IP header is less than
Figure 22- Extension 2
or equal to 8.

Extension 3:

The extension 3 represented in Figure 23, is momptete. It transports values for
fields other than the SN, TS, and the IP-ID. luged when th€ompressohas to send the
static and dynamic part of tl@@ontextor when the number of bits of SN is higher thaamé
the number of bits of the IP-ID is higher than Three optional flag octets indicate changes
to the IP header and the RTP header. The S, R;1{®,1p, ip2, are flag fields that indicate
the presence of fields: SN, TS, Inner IP headéddjdP-ID, Outer IP header fields and RTP

Header flags fields respectiveljhe fieldTSC indicates if the TS field is scaled or not.
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] 1 2 3 4 ] ] 7
1 1 S IRTS. TSC: 1 ip rtp | (FLAGS)
Inner IP header flags ip2 ifip=1
Outer IP header flags ifipd =1
SN ifS=1
TS I-4 getets, if R-TS5 =1
Inner IP header fields variable, ifip = 1
IP-1ID 2octets, if I =1
QOuter IP header fields variable, if ip2 =1
RTP header flags and fields variable, if vip =1

Figure 23- Extension 3

Inner IP header flags

Theinner IP header flagendicate the presence of the fields TOS, TTL, &R IPX
in the compressed header. The DF field is the daitethat is present in the IP header. The
NBO field indicates whether the octets of the heaxfethis IP header are swapped before
compression and after decompression, NBO indicatesther the octet is in network byte
order or not. The RND flag indicates whether théDHRs not to be compress and is sent as is
in the compressed header. The IP2 indicates thsepce of the Outer IP header fields.

Unless the stati€ontextcontains two IP headers, the IP2 field is alwagr® z

TOS: TTL: DF : PR | IPX : NBO: RND lpI

Figure 24- Inner IP header flags
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Inner IP header fields
The Inner IP header fieldsare represented in Figure 25. They are the Type of
Service/Traffic Class, Time to Live/Hop Limit andoBocol/Next Header fields correspond to

the fields of the same name in the uncompresseedBer.

Twvpe of ServiceTraffic Class ifI08 =1
Time to Live/Hop Limit if ITL = 1
Protocol/Next Header if PR =1
IP extension headers variable, fIPX =1

Figure 25- Inner IP header fields

Outer IP header flags

The fields represent in Figure 26 are part of tix¢esion 3 header refer to the
Outermost IP headeiThese flags are the same asltiveer IP header flagsbut refer to the
outer IP headerThe flagl2, however, has no counterpart in thaer IP header flagsThel2

flag indicates the presence of the IP-ID fieldhe tompressed header

0 1 2 3 4 5 B 7

ifip2 =1

ETDSZ TTL2: DF2 | PR2 | IPX2 NBO2ERND2 12

Figure 26- Outer IP header flags
Outer | P header fields
The fields in this part of Extension 3 refer to thder IP headefields. The IP-ID
field, however, has no counterpart in thaer IP headeffields. If the inner header is an IPv6

header, the IP-ID field of theuter IP headeis never used and 12 flag is always zero.

Tvpe of Service/Traffic Class ifI052 =1
Time to Live/Hop Limit ifITLZ =1
Protocol/Next Header if PRZ2 =1
IP extension header(s) variable, IfIPX2=1
IP-1ID 2 octets, if 12 =1

Figure 27- Outer IP header fields
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RTP header flagsand fields

The RTP header flags are composed by Ntusle that indicates the compression
mode. It can have the following values: 0 = Res#nde= Unidirectional, 2 = Bidirectional
Optimistic, 3 = Bidirectional Reliable. The resttok flags R-PT, CSRC, TSS, TIS indicate
the presence of fields in the extension. The Rag fs the RTP padding bit, it can be
presumed zero if absent. The R-X flag is the RXteresion bit that indicates if an extension
is present. The TS_STRIDE predicts increment/deergnof the RTP TS field. The
TIME_STRIDE calculates time interval in millisecancdbetween changes in the RTP
Timestamp. It also indicates that t@empressodesires to perform timer-based compression
of the RTP Timestamp field.

1] 1 2 3 4 5 ] 7
i ifrp=1
Mode R-PT: M : R-X CSRC TSSs: TIS
fR-PT=1I
RP RTP PT if
Compressed CSRC list if CSRC =1
TS STRIDE I-4octif TSS =1
TIME STRIDE (milliseconds) I-4octif TIS=1

Figure 28- RTP header flags and fields
2.25.2 Packet typesfor each state

The decision of which packet to send depends d@ragvacts: the compression state,
the characteristics of the stream at the time af thrival of the packet and other
characteristics of the packet. The characteristitke packet change when the number of bits
of the SN, IP-ID and TS change or if the stream &ambnsiderable change in the static or
dynamic parts. In Table Il is represented the patkpes sent in each state.

When theCompressostarts, he always starts in IR state. In thisestt packets sent
to theDecompressgrare IR packets. IR packets are used to initialmeto refresh the static
and dynamic parts of tHéontextin theDecompressorin FO state, th€ompressorcan send
two types of packets IR-DYN or UOR-2 depending draracteristics of the stream. The
packets send in this state serve to communicatgularities in the packet stream therefore
the big majority of information send correspondsiymamic part of th&€ontextand only a

few static fields are updated. The SO state iigker state of the compression, in this state
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the Compressocan send tree type of different packets UO-0, UQQ-2. In this state as in
the previous states, the decision between the tmclapends on the characteristics of the
stream. If the packet types send, are UO-1-IP-ID;2JIP-ID or UO-2-TS, this packets can
take extensions. These extensions take the extwgdrbm the SN, TS and IP-ID fields. The
decision of witch type of extension is send depéndghat field or fields as the extra bits of

information to transport and what type of informoatit is needed to send

Compression State IR FO SO

Header Format packet used IR packet | IR-DYN or UOR-2 | UO-0, UO-1, UOR-2

Table Il — Type of packet for each state

2.2.6 Encoding methods

This section describes the encoding methods us#ieiiRoHC standard [1]. These
methods can reduce a significant number of bita &ield by encoding the fields that have
large values and small constant changes. The metheskcribed aréeast Significant Bits
(LSB) encoding andlVindow-based LSBN-LSB) encoding.

With LSB encoding only thek, least significant bits are transmitted. The
Decompressoreceives th& value and using the previously received referestioee in the
Context Vi it can derive the original value. Both tR®mpressormnd Decompressomwork

with an interpretation interval that can be desihs:

f(vref:k) = [vref — D) Vref + (Zk - 1) —pl

The functionf defines for every value df a single and indentified value in the
interpretation interval. The variabpeis an integer used to change the interval witheesto
the v;depending on the field characteristic. For examipline value of the field is expected
to stay the same or increase fheill assume the value zero. Therefore, @@mpressoito
compress the value, it as to find a minimum valug, such thatv falls into the interval
f(verk). TheDecompressois able to obtain the original valwdrom thek bits received.

The W-LSB encoding provides for robust LSB encodifige Compressolis unable
to determine the exact reference valug; wsed by theDecompressorfor a valuev.
Therefore, theCompressormaintains a sliding window of possible values semtthe
DecompressorThe Compressor stars with an empty sliding windewery time a valu® is
compressed, this value is added to the sliding @and-or each value being compressed, the
Compressodetermines the minimum number of biteecessary to compress the value, such

ask = max(g(v_min, v), g(v_max, v)lhev_minand thev_maxvariables correspond to the
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minimum and maximum values in the sliding windowda is the function defined previous
for LSB encoding. When th€ompressois receives confirmation that the Decompressadr wil
not use a certain value v and all values older thas reference, the window is shift by

removing those values, including thealue.

2.2.6.1 Encodingin the Compressor

The calculation of LSB for fields such SN, TS oflF, in the Compressargoes thru a

series of steps: 1)k calculation, which is achieved using the expressio
k = FLOOR (logz(vref XOR v)) +1; 2) To create a mask is use this expressiank =

2% — 1 in which thek is value achieved in step 1; 3) To calculate thkies of LSBs the

following expression is useSBs = v & mask.

2.2.6.2 Decodingfor the Decompr essor

To decode the LSB receive in tilecompressothe following steps are taken: 1) the
value ofk is self-containing. On receiving the value of ®Bs, theDecompressoican
derive thek using the expressidn= FLOOR(logZ(LSBs)) +1; 2) Form a mask for the
value that it is being decoded (i.e. SN (16 bitsd)ng the expressionmask = (216 —
1)(2¥ —1); 3) to calculate the original value v the follogirexpression is used =
(ref & mask)|LSBs.

2.2.6.3 Scaled RTP Timestamp Encoding

The RTP TS usually increases by a fixed time irgtkervherefore, when using Scaled
RTP TS Encoding the TS is reduce by a factor of JIRIDE before compression. This
saves floor(log2(TS_STRIDE)bits for each compressed TS. The TS may be deliyetie
linear function below, where the TS STRIDE is thead time interval, the TS SCALED is
the integral multiple, and the TS OFFSET is thedinoffset;

TS =TSscarep * TSstripe + TSorrser

The TS STRIDE is explicitly communicated from th@ompressor to the
DecompressorTS OFFSET is implicitly communicated by sendiegeral uncompressed TS
values from which thédecompressorcan extract its value. The TS OFFSET is updated

locally at TS wraparound via special interpretafiaterval rules. After the initialization, only
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the TS SCALED is communicated between @mnpressoand theDecompressousing W-
LSB encoding.

2.3 Conclusions

This chapter starts by analysing the problem aatgtiwith the transmission of IP
packets and the large protocol header overheadctieeye, which consumes great part of the
bandwidth available. This overhead provides keyivatibn for using HC schemes. This
chapter has presented the state of the art of H€nses, giving a brief description of the
different schemes that preceded the developmemtieofROHC solution. The HC schemes
have been studied since 1984 with the Thin-wiretqua [2] proposed for connecting
personal computers to the Internet. Van Jacobderptaposed cTCP [3], a protocol based on
the header redundancy information as is predece$hy protocol compressed the 40 bytes
of the TCP/IPv4 header to 3—6 bytes. There arer gthaposals for the different protocol
headers based on redundancy, such as the cRTR) ishécheader compression mechanism
with a detailed specification for RTP protocol feal-time data streams.

This chapter also addresses the fundamentals ofRthdC framework. All the
specifications detailed in this chapter are desdriin the RoHC standard [1] and, particularly
in, the chapter focused in the Profile 0x0001 fompressing RTP/UDP/IP packets. The
RoHC protocol is composed by two instances, whidmmose aNode the RoHC
Compressar responsible for the compression of the packetsdéws; and theRoHC
Decompressqiresponsible for the decompression of the padikessiers. The RoHC scheme
has three modes of operation: the U-mode, the Cemandd the R-mode. THeéompressor
always starts in the U-mode and its transitionrtp lidirectional modes can happen as soon
as a packet has reached thecompressoand a feedback packet is sent back. In order to
determine in which mode to operate, ROHC dependsnmironment characteristics such as
header size, feedback and error probabilities. BatiCompressoand theDecompressocan
be regarded as states machines. Compressopperates in three states: IR, FO, and SO. The
Decompressoalso operates in three states: NO, SC, and FCCbhapressostarts in the IR
state and it can change to the other states, wdrae sf the ROHC parameters are meet, such
as the number of packets sent in the IR state.Ddummpressostarts in NO state and it can
change to another state, as soon it is decompuesessfully a compressed packet. Described
also in this chapter are the type of packets exgddnbetween theéCompressorand
Decompressoand the optional extensions. The chapter alsoritbescthe use of encoding
methods, which save significant number of bitshe tompressed packets, such as LSB and
W-LSB and Scaled RTP TS Encoding.
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3 ROHC Performance over Heter ogeneous Networ ks

The third and the fourth generation of wirelesseys are being developed to support
a wide range of services, including audio and vidpplications. The flexibility of services
offered by these generations of wireless systeniatieduced by the use of tHaternet
Protocol (IP). The major problem of using IP based protoamhitectures is the large
overhead, which affects the limited bandwidth ofrelMéss channels. Applications that
generate small payloads, suchvasce over IR(\VoIP) can be responsible for large overheads.
In certain cases, this overhead can be about times the size of the payload or 75% of the
total packet size [5]. Assuming that all B&bal System for Mobile Communicatiqi@&SM)
traffic migrates to 4G packets switched networke amount of overhead created by the
VolIP traffic will be considerable. Therefore, usihgader compression techniques such as
RoHC can be desired for wireless heterogeneousonietw

This chapter describes the use of HC schemes apdrticularly the ROHC scheme,
over different networks. Other possible solutionsspnted to minimize the problem of large

overhead over low bandwidth links are also addoesse

3.1 Related work over Heter ogeneous Networ ks
311 GPRS

General Packet Radio Servi¢g&PRS) [33] is an end—to-end mobile packet radio
system that extends the existing GSM network dgezidy 3GPP.

3111 GPRSArchitecture

The GSM networks are composed by several functielehents. Thé&ase Station
Subsystem(BSS) or Base Transmission StationTS) contains the equipment for
transmitting and receiving of radio signals frora Mobile StationgMS), and equipment for
encrypting and decrypting communications with Base Station ControllegfBSC). The BSC
controls one or more BTS, and each BTS may sereeasrmore cell areas. Thdobile

Switching CentregMSC) is the central component of thietwork Security ServicgdlSS)
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and connects BSC to, thdome Location RegistefHLR), the Visited Location Register
(VLR), and theAuthentication CentréAUC).

The elements that support the use of GPRSareing GPRS Support No(leGSN)
and theGateway GPRS Support Nog@GSN). The SGSN is responsible for routing the
packet switched data to and from the MS withinciedl area. The SGSN is responsible for
packet routing and transfer, mobile attach and affetarocedure, location management,
assigning channels and time slots, authenticathehcharging for calls. It stores the location
information of the user and user profile of registeusers in its location register. The GGSN
acts as interface between the GPRS backbone arextiinalPacket Data NetworkPDN).

It converts the GPRS packet coming from the SG3dl pnoperPacket Data ProtocolPDP)
(i.e. IP, X.25) format before sending to the owstthta network. The Figure 29 represents a

simplified view of the GPRS architecture.

GSM
VLR

e S m =3om |

|:| I\\ : o,
2 A P |

x.__\\ —— HH“‘“—-,_____ = e b

- = Network

Figure 29- GPRS Architecture

When a GPRS device is turns on, it will scan féoaal GPRS channel. If a channel
is detected, the device will attempt to attachhi® network. The SGSN receives the attach
request, fetches subscriber profile informationnfrahe subscribers HLR node, and
authenticates the user. The SGSN uses the profdemation to determine which GGSN will
be used. The selected gateway may perforfRemote Authentication Dial-In User Service
(RADIUS) authentication and allocate a dynamic tRirass to the user before setting up
connections to outside networks. This process Ikedahe packet data profile context
activation and the setup may vary from one camgethe next. It may include additional
functions like Quality of Service(QoS) management andiral Private Network(VPN)
tunnel management.

When the GPRS device is powered off or it movesobt GPRS coverage area, its
context is deactivated and the device is detachmd the network. When the mobile user
sends data, the SGSN routes the packets to the@ie GGSN. The GGSN then routes the

data according to the current context establislbedhfe session. On the other hand, packets
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destined for the user are routed to the GGSN amtsocwith the users IP address. The GGSN
checks the received packets against the curretéxipidentifies the SGSN that is serving the
user and routes the traffic accordingly. The SGigh tforwards the packets to the BSS where
the subscriber is located. Each dedicated chasndivided into eight time slots, with each

time slot supporting a maximum data transmissi@edp

3112 Header Compressionin GPRS

The HC is performed in thé&Sub Network Dependent Convergence Protocol
(SNDCP). SNDCP is responsible for the transparemister of data between MS and the
SGSN as is showed in Figure 30. The header conmpresgchanisms currently supported by
SNDCP protocol are cTCP [3], IPHC [20] and latez 8GPP has recommended the use of
RoHC [1].

Application < »
X.25| IP [€ " x25| IP
SNDCP |« » SNDCP GTP |« » GTP
LLC < > LLC TCP/UDP ¢ > TCP/UDP
| _RLC _«—> _RLC | BSSGP <«—> BSSGP P > P
< > Frame Frame < >
«—> JN 2 [« L2
MAC MAC Relay Relay
GSMRF |« » GSMRF Libis | »  Libis L1 < > L1
MS BSS SGSN GGSN

Figure 30- GPRS Transmission Plane

312 UMTS

The Universal Mobile Telecommunications Syst@sMTS) [37] is the 3G mobile
network developed by 3GPP. The UMTS networks supgpeater numbers of voice and data
customers, especially in urban areas. Also, incligd¢ures such as enhanced multimedia,
wide-area wireless voice telephony, video callgl broadband wireless data, all in a mobile
environment. It allows the transmission of 384 Kbifor mobile systems and 2 Mb/s for
stationary systems. The 3G users have greateritbapad better spectrum efficiency, which

allows them to access global roaming between @iffieBG networks.

3.1.21 UMTSArchitecture

The UMTS networks consist of three interacting edata: Core Network(CN),
UMTS Terrestrial Radio Access NetwdiTRAN) and UMTSUser Equipmen{UE). The
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CN architecture for UMTS is based on GSM networkhwsPRS. All equipment has to be
modified for UMTS operation and services. The mhinction of the CN is to provide
switching, routing and transit for user traffic.eTf&@N also contains the databases and network
management functions The UTRAN provides the aierfiace access method for UE. The
BTS is referred as Node-B and the control equipni@niNode-B's is calledRadio Network
Controller (RNC). The Node-B functions include air interfatansmission and reception,
error handing and closed loop power control. TheCRNhctions are: radio resource control,
admission control, channel allocation, handovertrobrand open loop power control. UE
terminals work as an air interface with the NodefBe Figure 31 illustrates the UMTS

network architecture.

G5SM Core Network

b1z - BSC IPCRIPIPEAL GPTIIITIA) PRI . . . ety
A .
BTS mm External Networks

A UTRAN :
ip

m I i '~ Network *_/
® o B3] sesn H GGSN } T
)

' Network \ /

Figure 31- UMTS Architecture
3122 Header compresson over UMTS

The UMTS and it use of IP based services that gemdéarge amounts of overheads
that consume great part bandwidth available inoréidks. The header compression protocols
are supported in thPacket Data Convergence Protod®DCP) [38] layer of the UMTS.
This protocol replaces the SNDCP protocol in tleelstof protocols. Figure 32 presents the
UMTS stack of protocols.
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Application
E.g. IP, E.g. IP,
PPP PPP
Relay Relay
PDCP {@==== PDCP | GTP-U GTP-U GTP-U GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC L2 L2 L2 L2
L1 L1 L1 L1 L1 L1
Uu lu-PS Gn Gi
MS UTRAN 3G-SGSN 3G-GGSN

Figure 32- UMTS stack of protocols

The PDCP can be configured witto Compressioin which case it will send the IP
Packets without compression. It can be also cordigm compress the packets according to its
configuration of the upper layer and attach a PD€&der. The PDCP header consists of two
fields: PID and PDU TYPE. The PDU TYPE field indies whether the PDU is Data PDU or
Sequence Number PDU. The PID field value indicétesder compression type used and
packet type or CID. The PDCP supports IPHC [20] &uHC [1] as header compression
protocols.

The compressed header packets over a network suthV8'S can be confronted
with a variable environment that could lead to defit compression. The use of correct
compression parameters adapted to these chandegveibetter robustness and efficiency of
RoHC. As always to maximize RoHC gain the paramsetelR_TIMEOUT and
FO_TIMEOUT timeouts, and L_VAR parameter must bafigure although they are no
values defined in the RoHC standard [1] some valbhage been proposed in same
publications [6][7] for ROHC over UMTS. Those vatupropose are: IR_TIMEOUT values
between 200 and 400 packets if a value of FO_TIMEQS) around 90. If the value of
FO_TIMEOUT is around 30 packets the value for IRMEDUT must be higher in order to
maintain robustness. These studies used as mbaiéverage Compress Header Length
(ACL) and theAdditional Packet Loss propagatigAPL) to quantify the RoHC performance
over UMTS. There is a direct relation between théLAand the RoHC variables. For
instance, in U-mode the ACL is proportional to the/AR [7]. These studies also conclude
that the high robustness and efficiency of RoHGigmproves the communication in a real

situation.
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3.1.3 UltraMobile Broadband

Ultra Mobile Broadband(UMB) [31] a standard developed by tBed Generation
Partnership Project Z3GPP2). The UMB is in an evolution of CDMA2000 ttlsggnificantly
increased the efficiency of the wireless commumcat when compared to the later. The
UMB uses IP and a next generation radio systemul@imons [32] performed on the subject
showed that the UMB system improved significantly ¥olP capacity when compared to his
predecessor. A 5 MHz UMB network can support up26 users simultaneously and support
an upstream data throughput up to 2.26 Mbps. Teigeocompatibility with other systems,
UMB system, supports handoffs with other techn@egncluding existing CDMA2000 1X
and 1xEV-DO systems. The UMB network encodes thgitizkd voice speech before
transmission. The combine size of the header potgaf a VolP packet is approximately 320
bits. To transmit a 320 bits header in a 16-17%rhihe is undesirable, so before transmission

the headers are compressed using RoOHC [1], tot4634].

3.14 |EEE 802.11

The IEEE 802.11 [36] wireless logical architectubentains several main
components:Station (STA), wirelessAccess Point(AP), Independent Basic Service Set
(IBSS),Basic Service S€BSS),Distribution SystentDS), andExtended Service SHEESS).
An |IEEE 802.11 wireless LAN is based on a celluachitecture. Each cell is a BSS
controlled by AP and the serving stations. An AB With two interfaces: one on the wireless
LAN and another wired interface. Its function isserve as bridge between the STA and the

DS. An IBSS is a wireless network, consisting ofeaist two STAs, used where no access to

a DS is available. An IBSS is also sometimes reteto as an ad hoc wireless network. An

Distribution System

ESS is a set of two or more BSS.

Figure 33- IEEE 802.11 Architecture
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The use of IP headers that contribute a large eaethfor example, for VolP, a
packet has a total IP/UDP/RTP header size of 4&t®at IPv4. The size of the payload may
be as low as 15-20 octets. Then the need to reldeader size for efficiency is obvious,
especially for wireless links. Several methods hagen proposed to reduce the header size.
However, wireless links have characteristics thakenheader compression less efficient.
They have to be robust enough to perform well ineadironment with high bit error and
packet loss rates. ROHC was proposed to save bdtidini the narrow radio spectrum and to
reduce the packet loss rate over unreliable wiseieks. The standardization of RoHC over
wireless LANs such as the IEEE 802.11 can provitéeb transmission efficiency to several
applications such as VolP. The IEEE 802.11 is artelogy, which will play an important
role in 4G networks. The 4G networks are expectedeé IP-based networks with QoS
support.

Some RoHC performance studies over 4G networks stigesults that RoHC saves
bandwidth, which is very scarce in wireless networkhe gathered results showed that
packet compression ratios go up to 71.5% [35].dditéon, this study indicates that RoHC
does not significantly deteriorate the delay jitterthe voice signal. In overall, it even
improves voice quality [35]. RoHC study also beemeal to examine impact of RoOHC in
wireless video transmissions, such experimentsatedethat has small impact on the quality
of video received. RoOHC reduces the bandwidth requént by about 10% for intermediate
quality video. For lower quality video, the bandthideductions are significantly larger up to
40% [12].

3.1.5 Measuring Header Compression Gain

The RoHC-Gainis a compression metric, introduced to measureptr@rmance of
RoHC over 802.11 networks [35].

RoHC-Gain is characterized as the relative amourngxra payload (data)

bytes that becomes available for other flows adfgslying RoHC [35]

The RoHC-Gainis based on the payload bytes received by allstreams, with and
without the application of RoHC. It can only be gtieed when there is additional traffic
present that can occupy the bandwidth freed byRthte¢C compression.

The RoHC Gain can be calculated by using the foilgvequation:

TotalPayloadRcvdUsingRoHC

RoHCGain = -
0 an TotalPayloadRcvdNotUsingRoHC
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All of the parameters used to characterization @R are represented as a function of
the percentage of uncompressed traffic receivetién802.11 network. This does not affect
the amount of the payload received only the hedelegths. For example, the following

equation gives percentage of uncompressed Volfictrateived in the 802.11 network [35].

VoIPPayloadRcvd

VoIPTrafficReceived =
offfraticrecelve TotalPayloadRcvdNotUsingRoHC

Study [35] in this area showed that the use of Red@d be advantageous, when the
flow transports other flows that can take advantagbe freed bandwidth. Results indicate a

maximumRoHC-Gainof 23%, for a medium voice quality.

3.1.6 Sensor Networks

Sensor Networkeere developed initially for military applicatiossich as battlefield
surveillance. Later on the use 8ensor Networkspread to other applications such as
healthcare applications, home automation, anddradintrol.

There are several types $&nsor Network®ne of the most common is tiéireless
Sensor networkWSN). WSNSs are formed by distributed autonomadesgices using sensors
that together monitor an environment or other pfalstonditions such as sound, temperature
or motion. Another type oBensor Networks the Wireless Multimedia Sensor Networks
(WMSN). These networks contain sensor nodes eqdipyth cameras, microphones, and
other sensors producing multimedia conteniSénsor Networks usually a wireless ad-hoc
network, where each sensor supports a multi-hopngalgorithm. One of the problems that
Sensor Network&ce is that node resources, such as memory, datigrupower and energy
are very limited. Wireless transmissions usuallgstone a lot of power, so the transmission
power must be reduce to spare energy. With thisiimd and taking as example the IP-based
Sensor Networkghe use of HC schemes, can be desirable, siecedties will transmit less

bytes thus saving energy.

3.16.1 ZigBeeNetworks

ZigBee [30] is a technology that consist in a graipspecifications for wireless
networked sensors and controllers. ZigBee is lmrlttop of the physical (PHY) layer and
medium access control (MAC) layer defined in thefEstandard 802.15.4 [30]. The Figure
34 represents the ZigBee architecture. Comparedhier wireless communication networks,
ZigBee is designed specifically for providing wes$ networking capability for battery-

powered, low-cost, low capability sensor and cdl@rmodes.
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Figure 34- ZigBee Architecture

At its core, ZigBee is mesh network architectute.nletwork layer natively supports
three types of topologies: both star and clustee metworks and generic mesh networks.
Every network must have one coordinator deviceggamsible with its creation, the control of

its parameters and basic maintenance.

Mesh

Star

. PAN coordinator (PANC)

O Full Function Device (FFD,Router)

CIUSter Tree . Reduced Function Device (RFD)

Figure 35- ZigBee Topologies

Studies [17] have been made to test the performain@elP in such networks where
the compression header mechanisms (RoHC standard) weed to help reduce the number
of bytes of information exchange between the nodégse studies conclude that ZigBee
networks were capable of supporting VolP commuivaat but with some limitations. They
are limited to a small number of voice connectigvithin a small number of hops. The
increase of any of these factors will cause trassiom delay and packet loss ratio also to

increase.
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3.1.7 |EEE 802.16e

IEEE 802.16€ [34] also known commercially as MoM@éMAX is design to provide
mobile wireless broadband services for data comaatioin. Although the Mobile WIMAX
as option a header compression mechanism cBbgtbad Header Suppressi¢gRHS), it has
very limited compression capabilities. The PHS oaly compress the static fields between
consecutive packets belonging to the same padieztrst In addition, if the size of the static
fields or the size of the sum of static fields whiare located successively, it cannot be
compressed. The PHS, therefore, has low compressiionand does not work well over links
with high bits error rates, since it cannot detéet bit error at the radio link. Therefore, an
alternative to PHS is required. Performance studiésof RoHC over mobile WiMAX have
been made. RoOHC was proposed due to his high esifigi in wireless links. Studies [16]
showed that RoHC is able to provide an efficie ofradio resource compared to PHS. The
PHS provides a fixed compression efficiency savi@dpytes per header while RoHC in every

mode of operation, can double the amount of bydesd [16].

3.2 RoHC Performance Problems and Short lived flows

In some case scenarios, the RoHC protocol mayp@dorm well in scenarios that
consist of short-lived flows. RoHC requires that first packets send contain the full header
in order to build it<Context For short-lived flow, this poses a problem sitteefirsts packets
sent can be the only packets ever sent. In this, ¢he compression ratios obtained are close
to zero. To reduce the overhead generated bystadlshment of th€ontextand to make
this step faster, for this flows. Ti@mpressoperforms theContextreutilization by reusing
an existingContext TheCompressosends a packet idecompressowith the information of
the selectedContext along with some fields that need to be updatethénnew replicated
Context The Decompressoreplicates theContextaccording with the information received
for the Compressof28]. The use of this technique raises securitysierations that have to
be taken in account especially if t@mpressoruses a corrupte@ontextas a base for
replication. This could lead to a failed attempintitialize a newContextin theDecompressor
or it can originate th®ecompressoto reconstitute packets that do not correspondetia

original packets.
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3.3 Conclusions

This chapter gives an overview on the use HC schemwer heterogeneous networks..
The key motivation for the use HC schemes ovedifierent networks that support IP-based
services is the large overhead created by the mabkaders.

The chapter starts by describing the architecturé the use of HC schemes in
networks such as GPRS and UMTS. In these netwttkdC schemes are supported in the
protocol stack by the protocol SNDCP in the GPR8vog, and PDCP in the UMTS
network. The HC schemes supported by the GPRS nware the cTCP and the IPHC
schemes and, in the UMTS networks, the IPHC sch&tuglies [6] [7] in this area conclude
that the high robustness and efficiency of RoHCroup the communication over theses
networks. These studies also propose values foFIREOUT, FO_TIMEOUT that are not
quantified in the RoHC standard [1]. The IR_TIMEOW®&lues are between 200 and 400
packets if a value of FO_TIMEOUT is around 90ié tvalue of FO_TIMEOUT is around 30
packets, the value for IR_TIMEOUmust be higher in order to maintain robustnesso Als
analyzed in this chapter is the use of HC schefmesigh the following networks: the IEEE
802.11 networks, the sensors networks, and IEEE1L882networks. The use of RoHC over
wireless LANs such as the IEEE 802.11 can provitéeb transmission efficiency to several
applications such as VoIP. The study [35] showed ffacket compression ratios go up to
71.5%. In addition, this study indicates that Roéfties not significantly deteriorate the delay
jitter in the voice signal. RoHC studies on thepamt of RoHC in wireless video
transmissions revealed that ROHC has small impadhe quality of video received. RoHC
reduces the bandwidth requirement by about 10%ntermediate quality video. For lower
quality video, the bandwidth reductions are siguaifitly larger, up to 40% [12]. In sensors
networks the use of HC schemes are beneficial, ®y tare enable to save energy.
Performance studies [16] of RoOHC over IEEE 802 di6@w that ROHC provides an efficient
use of radio resource compared to the header sgipremechanism PHS. The PHS provides
fixed compression gains, saving 18 bytes per healide ROHC, in every mode of operation,
can double the amount of bytes saved.

This chapter also presented a metric used to medbkarperformance of ROHC over
IEEE 802.11 networks called RoHC Gain [35]. Thistniceis characterized as the relative
amount of extra payload (data) bytes that becormasahle for other flows after applying
RoHC.

37






RoHC over IEEE 802 Networks

4 RoHC U-model mplementation

This chapter describes the requirements, the aathie and tools used in development
of the RoHC U-mode implementation. The RoHC U-mimdplementation was limited to the
Profile 0x0001, for sending compressed IP/UDP/RE&Rders. The implementation aimed to
develop a user space prototype running in a LinaMrenment that is transparent to the
application generating RTP traffic.

Initially, to ease the development process, a tegiplication was developed that read
a set of RTP packets previously captured Wiipcap [18] and sends them to another host.
Later on, a new version of the implementation repdathis tester application. This version
consisted on intercept the uncompressed RTP patkéte sender with the use of a TAP
interface, an Ethernet virtual interface. The p&skeompressed by the RoHC U-mode
implementation and sent through the network tow#ndsRoHCDecompressonode, with a
RoHC ethertype. When the compressed packet arsitvdseDecompressors decompressed
and delivered to application. To simulate RTP p&cke was used the packet generator
packETH[13].

In this chapter is also described the data strestused to developed the RoHC U-
mode implementation. Is also described the majatufes of this implementation. These
features include the description of the operatiowcedures of theCompressorand
DecompressorThe RoHC U-mode implementation was developedufgpert two network
scenarios: 1) nodes connected to an Ethernet svéjchodes connected to an IEEE 802.11

Access Point.

4.1 Requirements

The RoHC implementation was limited to the U-mode #o the Profile 0x0001, for
sending compressed IP/UDP/RTP headers. This impitatien does not implement the
negotiation phase. All the variables that are riatgd in this phase are statically initialized.
The RoHC U-mode implementation was developed tkwoa network connected by an AP
or switch and complete transparent to the apptinatithat generate the RTP traffic. The

channel betweenCompressorand Decompressordo not have duplicate packets. The
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Decompressomust receive packets in the same order asCibrapressorsent them. The
RoHC U-mode implementation is able to support mplétipacket streams. For that uses a
distinct CID to indentify each stream. The RoHC e&gok has been designed to deal with
residual errors in the headers delivered to Dleeompressor The CRCs and the sanity
checks are used to prevent or reduce damage ptogaga

This RoHC U-mode implementation uses a TAP devixesénd and receive the
Ethernet frames generated by the local RTP appmitsit A TAP device is a Linux
mechanism that enables the use of virtual interfAceirtual network can be viewed as a
simple point-to-point or Ethernet device, whichte@zsl of receiving packets from a physical
interface, receives them from a user space progfdm. packets are sent over a virtual
interface that is associated to a physical intexfdn the receiving machine, the received
packets are delivered to a user space program [9].

Packet sockets can be used by user space appiE#tioeceive and send raw packets
to network device drivers. The protocols family sao was the PF_PACKET family. This
family allows an application to send and receivekeés dealing directly with the network
card driver.The PF_PACKET family supports two different sockgies: SOCK_DGRAM
and SOCK_RAW. The SOCK_DGRAM leaves to the kerted burden of adding and
removing Ethernet headers. The SOCK_RAW gives fipdication complete control over the
Ethernet header [10]. The RoHC U-mode implemematises SOCK_RAW in the Packet
Sockets maintained by tl@mpressoandDecompressothreads.

The RoHC packets are transported in Ethernet fraitiethe ethertype 0x8901. This
ethertype was chosen so it would not to come intdlict with the existing erhertypes in the

Linux Kernel. In the Figure 36 represents of a Rgb#Cket.

14 Bytes Variable length

»d
L]

v

Destination Source Ethertype

RoHC Packet Type + payload
Address Address | (0x8901)

Figure 36- RoHC packet
4.2 Architecture

The architecture of the RoOHC U-mode implementaisoifiustrated in Figure37, and it
is organized as follows: each node runs the RoHtliggtion that performs the role of ROHC
Compressoland RoHCDecompressorTwo separate threads, called @empressomland the
Decompressqrperform the two roles. A TAP interface is creabydthe RoHC application
when the application is launched. The TAP is useihtercept the RTP traffic generated by
an application. TheCompressorintercepts the traffic, coming from an applicatitm the

network, with a virtual Ethernet network devicene8). TheCompressothread also creates
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a Packet Socket to a local physical interface Hergurpose of injecting compressed packets.
The local interface is defined by command line pater when launching the applications.
TheDecompressothread also creates a Packet Socket for receRidC packets.

For each flow of RTP packets, @ontextis created and it is kept both in the
Compressorand in theDecompressorA CID is generated for each flow, which identifie
eachContextcreated. The first packets sent from @empressortto the Decompressoare
always sent with full headers, which include ak thields in uncompressed state plus the
generated CID. This allows tHeecompressoto create theContextfor that flow. For the
following packets, theCompressomwill compress them by sending the dynamic fieldd a
variations on the packets fields, omitting theisthelds and other inferred fields. After the
packet is compressed, it is injected into the Rath@nnel using, the Packet Socket. In the
RoHC channel, the RoHC packets re sent with a Repkific ethertype to the destination
node. When the compress packet reaches the destinabde, it is received in the
DecompressoiPacket Socket. ThBecompressothread checks if £ontextfor that CID
already exists, creates it if not, decompressesptiuket by rebuilding the original RTP
packet. To accomplish that, tBecompressothread uses th€ontextcreated for that flow to
complete the packet and infer/calculate the misgielgs. The decompressed packets are
injected in the localhost interface that delivdrem to the application. All the steps in this

process are transparent to the application thatrgées the RTP traffic.

ﬁ— Nodel —\ ﬁ— Node2 _\

Application J Application J

Figure 37- RoHC Architecture
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4.3 Data structures

This section describes all of the data structuresduin the RoHC U-mode
implementation. Thetruct noderepresented in Table 1V, is the base structurth@fRoHC
U-mode implementation it contains the variablesotie¢ed in the negotiation phase. The
RoHC application first initializes this structurey Isetting default values for the RoHC
negotiation phase, since this phase is not supbdryethis implementation. This structure
contains the IP address of the node (ipaddr), igigelst CID number that may be used by the
Compressofmax_cid) The max_cid value represents the capacity thdt thatCompressor
and theDecompressorcan support in term of memory resources. The hmsthine can
support max_cid + 1 contexts. This context muskéet until it gets reuse or the RoHC
channel is broken or renegotiated. The large_cédisevindicates whether not short CIDs or
large CIDs are used. The use of large CIDs implieause of an additional 1 to 2 bytes in the
RoHC packet to represent the CID. The profile vakmresents the profile supported by the
Compressoand theDecompressorThe Compressorcannot compress a packet with a profile
not supported by thBecompressorThe mrru value is largest reconstructed unitatets that
the Decompressois can reassemble from segments. The enabled waligates if the node

Is active and it is ready to send and received gtack

Field Type Description

Ipaddr struct in_addr | The IP address of the node.

max_cid int Highest CID number that may be usethie{Compressor.

large cids | int If false, the short CID is usedrife, the large CID.

profiles int Indicates a profile supported by tbempressoandDecompressor
Mrru int Maximum reconstructed reception unit.

enabled int Indicates if the node is active.

Table IV — struct node

The structurestruct contextCompressoepresented in Table V. This table contains
the context for th€ompressarAll the information necessary for the successbmpression
of a packet is kept irContext The CID identifies theCompressorand Decompressor
Contexts The profile identifies the profile that is going be used by th€ompressorto
compress the packets. For the RoHC U-mode implaatient the profile used was Profile
0x0001, for sending compressed IP/UDP/RTP headéws.c_mode identifies the mode of
operation of ROHC used. In the this case the ojperamode is the U-mode. Although this
implementation is only limited to the U-mode, itggepared for the change to other modes of

operation. The c_mode value may take the followialges: For the U-MODE the value one,
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the O-MODE the value two, and for the R-MODE thédueathree. The state identifies the
state in which th&€€ompressoiis. This value may take the following values: Eug IR state
the value one, the FO state the value two, andther SO state the value three. The
DateCreated and DateModified are respectively tte @f creation of the context and the
date on which the context has changed. The rndifidggates whether the IP-ID behaves
randomly. The rbo flag indicates if the IP-ID isnatwork byte order. The sport and the dport
are the source and destination ports of the paolet compressed. The ip_src and the ip_dst
are the source and destination IP address of tbkepso be compressed. Tl®mmpressor
also keeps in its context the IP header and UDRédreaf the packet previous compressed
(old_ip and old_udp). This helps tl&ompressorto detect changes in packets flow. The
CompressofContextuses th&JmodeCompressatructure to access the values of the U-Mode
parameters: IR_TIMEOUT, FO_TIMEOUT and L-VAR. Thegalues are initialized with
default values. The rtp field corresponds to thé>Riructure of the packet to be compressed.
The stats structure contains the statistics forGbmpressoicontext. The wisb_sn, wisb_ts,
wlisb_ip_id structures are LSB structure for the 38, and IP-ID fields of the packet to be
compressed. These structures assist in the catnulatt the LSB value send for the referred
fields. The tmp_var contains temporary variablescstire for theaCompressor Context.hese
variables help th&€Compressorto make decisions. These decisions include whygle tof

packet to send, if required which extension, amdctange of state of tid@mpressar

Field Type Description

cid int Context identifier.

Profile int Number of existing profile.
¢c_mode mode _t Operation modes.

State C_state States of the Compressor.
DateCreated int Date of creation.

DateModified int Date of modification.

Status int Status of the Context.

Rrnd int Flag indicating whether the IP-ID behaxasdomly.
Rbo int Flag indicates if the IP-ID is in Network Byte Orde
Sport u_short Source port of the packet to be cesyad.

Dport u_short Destination port of the packet tacbmpressed.
ip_src struct in_addr Source IP address of the packet to be compressed.
ip_dst struct in_addr Destination IP address of the packet to be compdess
*old_ip struct iphdr2 The IP header of the packet previous sent.
*old_udp struct udphdr2 The UDP header of the packet previous sent.
*umode struct UmodeCompressor U-MODE structurgtierCompressor context.

*rtp struct RTPCompressor RTP structure of the packet to be compressed.

43




RoHC over IEEE 802 Networks

*stats struct StatsCompressor Statistic structure for the Compressor context.

*wlisb_sn struct ¢_wlsb_sn LSB structure for the SN field of the packet to
compressed.

*wisb_ts struct ¢c_wlsb_ts LSB structure for the TS field of the packet to
compressed.

*wlisb_ip_id struct ¢_wlsb_ip_id LSB structure for the IP-ID field of the packet b
compressed.

*tmp_var struct ROHC tmp_variables Temporary variables structure for the Compressor.

*next struct contextCompressor | Next Context.

Table V — struct contextCompressor

The structurestruct contextDecompressoepresented in Table VI corresponds to the

Decompressor Conteand is very similar to th€Eompressor ContextThe following text will

describe the different fields. The d_mode indicatte mode of operation of the

Decompressoas theCompressois limited to the U-mode, and it can take the saalaes as

the CompressarThe state identifies the state fdecompressoand it cans that the following

values: for the NO state the value one, for thes@&® the value two and for the FC the value

three. The ip_id field of the packet to be decoreped is kept in the context in order to detect

errors or in packet flow.

Field Type Description

cid int Context identifier

Profile int Number of existing profiles

d_mode mode t Modes of operation

State d_state States of the Decompressor

DateCreated int Date of creation of the Decompiressotext
DateModified | int Date of modification of the Decorapsor context
Status int Status of the Decompressor context

Sport u_short Source port of the packet to be decessed

Dport u_short Destination port of the packet talbeompressed

Rnd int Flag indicating whether the IP-ID behavasdomly
Rbo int Flag indicates if the IP-ID is in Network Byte Orde
ip_id int IP_ID of the packet to be decompressed

ip_src struct in_addr Source IP address of the packet to be decompressed
ip_dst struct in_addr Destination IP address of the packet to be decosspte
ip struct iphdr2 ggsolrlzphreezgg(rj of the packet of the packet to be

*udp struct udphdr2 ggceolr;%t’egggger of the packet of the packet to be
*rtp struct RTPDecompressor | RTP structure of the packet to be decompressed
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LSB structure for the SN field of the packet to be

*wisb_sn struct d_wisb_sn
— — — compressed

LSB structure for the TS field of the packet to be

*wlisb_ts struct d_wlsb_ts
— — — compressed

LSB structure for the IP-ID field of the packetite

*wisb_ip_id struct d_wlsb_ip_id compressed

*next struct contextDecompressagrNext Context

Table VI — struct contextDecompressor
The following structures are used to store the besathat form the headers of an
RTP/UDP/IP packet encapsulated in an Ethernet padlte first header is the Ethernet
header, which is composed by the source host a&lfi&C address) field, destination host
address (MAC address) field and the Ethernet tegieeftype). This header contains 14 bytes

of information.

Field Type Description

ether_dhostfETHER _ADDR_LEN]| u_char Destinatiorsthaddress

ether_shostETHER _ADDR _LEN]| u char Source hosirass

ether_type u_short Ethernet type

Table VIl — struct ethhdr2

The IPv4 packet header uses 20 bytes of informafibe following structure holds
the fields of the IPv4 header. The ip_vhl fieldnegents the version and theernet Header
Length(IHL). The first four bits is version field, thisas a value of four because it was used
IPv4 packets. The IHL correspond to the next fois. brhe ip_tos indicates the type of
service this specifies how the packet should bedlednas he is transported through a
network. The ip_len indicates the total lengthled packet, including header and data. The
ip_id field is an identification field is used fatentifying fragments of an original IP packet.
The ip_off is the fragment-offset field, is 13 bitgg and specifies the offset of a particular
fragment relative to the beginning of the origiiRalpacket. The IP_RF, IP_DF, IP_MF and
IP_OFFMASK are flags used to control or identihragments. The ip_ttl field limits the
packet lifetime and is specified in seconds. Thepipdentifies the protocols used in the
packet. The ip_sum is the checksum field used fimr &hecking of the header. The ip_src

field and the ip_dst field correspond respectivelyhe source and destination address of the

packet.

Field Type Description

ip_vhl u_char | version << 4 | header length >> 2
ip_tos u_char | Type of service

ip_len u_short | Total length
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ip_id u_short IP identification

ip_off u_short Fragment offset field
IP_RF int Reserved fragment flag
IP_DF int Don't fragment flag
IP_MF int More fragments flag
IP_OFFMASK | int Mask for fragmenting bits
ip_ttl u_char Time to live

ip_p u_char Protocol

ip_sum u_short Checksum

struct in_addr | ip_src Source address

struct in_addr | ip_dst Destination address

Table VIII — struct iphdr2

The following structure represents the UDP headddd use in RoHC U-mode
implementation. This header contains 8 bytes obrinftion. This structure contains the
source and dest fields that correspond to the scamd destination ports of the packet. The
len field is the length of the UDP header and date check field is checksum field.

Fiddd | Type Description
source | u_short | Source port
dest u_short Destination Port
len u_short Length

check | u_short Checksum

Table IX — struct udphdr2

The following structure represents the RTP heagdds used by th&€ompressor
Context The first field is the RTP version number. Folldy the padding, that if it has a
value, the packet will contain additional paddinges at the end, which are not part of the
payload. The extension field it has a value thediheader is followed an extension. The
crsccount field identifiers the follow the fixeddwer. The marker field identifies the format
of the RTP payload and determines its interprataby the application. The payloadtype
identifies the format of the RTP payload and deteew its interpretation by the application.
The segnum is the RTP sequence number incremerdgaéyor each RTP data packet sent.
The timestamp gives the sampling instant of th& fiyte in the packet and is used to remove
jitter introduced by the network. The clock freqagrdepends on applications and it has a
random initial value. The ssrc identifies the sywoclization source. The value is chosen
randomly. Within the same RTP session, will havieedint SSRCThe crsc is an array of 0

to 15 CSRC elements identifying the contributingrses for the payload contained in this
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packet. In addition to the header fields of the RiERder this structure also contains and the
ts_tstride and ts_scale variables. These variabbye® added to this structure in order to
facilitate the calculation of the value of RTP TShe ts stride field predicts

increment/decrement of the RTP TS field when itnges. The ts_scaled is the integral

multiple that communicated betwe€ompressoandDecompressoby WLSB encoding.

Field Type Description

rtpversion int RTP Version

Padding int If set, this packet contains one or more additiqmedding bytes at the end
which are not part of the payload

extension int If set the fixed header is followed by an extension

crsccount int The number of CSRC identifiers that follow the fixeeader.

Marker int Identifies the format of the RTP payloandd determines its interpretation by
the application.

payloadtype| int Identifies the format of the RTR/lpad and determines its interpretation |by
the application.

Segnum int The sequence number increments by ore&abéth RTP data packet sent

timestamp double| The timestamp reflects the samplistant of the first octet in the RTP data
packet

Ssrc double | Identifies the synchronization source

Crsc double | An array of 0 to 15 CSRC elements itlémg the contributing sources for the
payload contained in this packet.

ts_stride int Predicts increment/decrement of th& Himestamp field when it changes

ts_scaled int Is the integral multiple that comneated betweenCompressor and

Decompressoby WLSB encoding

Table X — struct RTPCompressor

The following structure represents the RTP heaigdnls used by th®ecompressor
Context This structure is very similar to the one usedthyy Compressar This structure
contains the header fields of the RTP header anddhables use to calculate the value of the
RTP TS. In addition to the variables used by @ampressor(ts_stride, ts_scaled), the
Decompressouses the ts_offset. The ts_offset is the linetsetf The ts_offset is implicitly

communicated by sending several uncompressed T®sal

Field Type Description
rtpversion int RTP Version
Padding int If set, this packet contains one or more adddl padding bytes at the end

which are not part of the payload

extension int If contains a value different from zero, theefil header is followed by
exactly one header extension.

crsccount int The number of CSRC identifiers that follow titreed header.

a7



RoHC over IEEE 802 Networks

-

Marker int Identifies the format of the RTP payload antedaines its interpretation by
the application.

payloadtype | int Identifies the format of the RTR/Ipad and determines its interpretation
the application.

Segnum int The sequence number increments by ore&abéth RTP data packet sent

timestamp double| The timestamp reflects the samptistant of the first octet in the RTP data
packet

Ssrc double | Identifies the synchronization source

Crsc double | An array of 0 to 15 CSRC elements ifiém$j the contributing sources fg
the payload contained in this packet.

ts_stride int Predicts increment/decrement of th® Rimestamp field when it changeq

ts_scaled int Is the integral multiple that comneatéd betweenCompressorand
Decompressoby WLSB encoding

ts_offset int TS OFFSET is the linear offset. TSFSET is implicitly communicated b
sending several uncompressed TS values.

Table XI — struct RTPDecompressor

The UmodeCompressastructure contains the values of the maximum numioér

packets that can be sent in the IR state and inFestate before changing to a higher

compression state. It also contains the value eftithheouts that cause tl@mpressorto

revert to lesser compression state. These timewetslefined as a number of packets sent.

The values of these parameters are relevant toRbEC performance in terms of

compression efficiency in the U-Mode.

Field Type | Description

max_ir_count int Maximum number of packet senchim IR state
max_fo _count | int Maximum number of packet senchinEO state
IRtimeout int IR Timeout

FOtimeout int FO Timeout

Table XII — struct UmodeCompressor

The structureStatsCompressorepresented in Table Xlll. This structure contains

counters that hold the number of packets sent @ dtiferent U-Mode states by the

Compressar Also, include the values for the timeouts in different states.

Field Type Description
num_send_packets int Number of packets sent
num_send_ir_packets int Number of packets sent in the IR state

num_send_fo_packets

int

Number of packets sent in the FO state

num_send_so_packets

int

Number of packets sent in the SO state
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num_send_ir_dyn packets | int Number of IR-DYN packets sent
timeout_ir int IR timeout
timeout_fo int FO timeout

Table XIII —struct StatsCompressor

The structureStatsDecompressaepresented in Table XIV. This structure contains

the counters for th®ecompressorTheses counters hold the number of packets ariived

Decompressor

Field Type Description

num_recv_packets int Number of packets arrived Ibecompressor
num_recv_ir_packets int Number of IR packets arrived becompressor
num_recv_ir_dyn_packets | int Number of IR-DYN packets arrived Decompressor

Table XIV —StatsDecompressor

The RoHC_tmp_variablestructure is used by th@ompressorto make decisions
based on the conditions of the RoHC flow. Thestdethe decision of what type packet to
send, whether or not to send an extension, and typatof extension to send. Every time a
packet arrives to thEompressothese variables are updated.

TheRoHC_tmp_variablestructure is holds the following fields: the nurf_ip_hdrs
field contains the number of IP headers that tleketshas. The changed_fields field indicates
if the packet has any changes in it fields. Thalsetatic field indicates if thEompressohas
to send the static part of ti@ntext.The send_dynamic field indicates if tGempressohas
to send the dynamic part of ti@ontext.The fields: nr_ip_id_bits, nr_sn_bits and nr_tss bi
contains the number of bits of the IP-ID fields, ,SMd TS respectively. The packet_type
field indicates the ROHC packet type send to@oepressois sends to th®ecompressor
The s, RTS, and i fields indicates if the SN, T8 #h ID fields are encoded in the extension.
The tsc field indicates that TS is scaled. The iegrfields of field of this structure are flags

that also indicate the presence of certain figidhé inner IP header fields.

Field Type | Description

num_of_ip_hdrs . . Number of IP Headers

changed_fields | int If there was any change in the fields

send static int Indicates if theCompressohas to send the static part of tbentext
send:dynamic int Indicates if theCompressohas to send the dynamic part of @entext

nr_ip_id_bits int Number of bit of the IP-ID

packet_type int Packet Type
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nr ts bits int Number of bit of the TS

S int Indicates if the SN is encoded in the extension

RTS int Indicates if the TS is encoded in the extension

Tsc int Indicates that TS is scaled

| int Indicates the presence of IP-ID in the extension

Ip int Indicates the presence of Inner IP header fieldsdrextension

Rtp int Indicates the presence of RTP header flags ardkfialthe extension

Tos int Indicates presence of field Type of Service/Traflass in inner IP
header fields

TH int Indicates presence of field Time to Live/Hop Linmtinner IP header
fields

Df int Don't Fragment bit of IP header.

Pr int Indicates presence of field Protocol/Next Headenirer IP header fields

Ipx int Indicates presence of field IP extension headeirsnier IP header fields

Nbo int Indicates whether the octets of header (IP idemjifof this IP header are
swapped before compression and after decompression.
NBO = 1 indicates that the octets need not be sa@pNBO =0
indicates that the octets are to be swapped.

Rnd int Indicates whether header (IP identifier) is nobéocompressed but

instead sent as-is in compressed headers.

Table XV — RoHC_tmp_variables

In order to encode the LSB value of SN, TS, antDRields the following structures
represented in the Table XVI and Table XVII. Botie Compressom@nd theDecompressor
threads use them. The c_wlsb_** holds the windowitWiceld that has the size of the sliding
window. The bits field that holds number of maximunits for representing a value. The
c_window_** holds the entries for the sliding windoThese entries have the original value
for the fields SN, IP-ID and TS. The calculated L&Bues for which original value.

Field Type Description

windowWidth | int Size of the window

*window struct ¢_window_sn | windowWidth number of c_window_**

Bits int Number of bits

Next int keeps track of the current position in the window

** . Replace by SN, TS, and IP-ID
Table XVI —c_wlsb_**

Field Type Description

** Int Value of SN, TS or IP-ID
Value Int LSB value

Used Int If is used

** . Replace by SN, TS, and IP-ID
Table XVII — c_window_**
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4.4 Implementation Features

441 Compressor

The negotiation phase of this ROHC U-mode implewri#om consists on serial of
predetermined values and initialization functiofffie actually negotiation between the
Compressorand Decompressomwas not implemented. After this initialization glea the
Compressorand the Decompressorare ready to send and receive packets. When the
Compressoreceives, a packet it checks if an entree existheé Compressorcontext for the
packet. If there is no entree in the context fait fhacket, it will be created. If exists an entree
in the Compressorcontext, the packet is checked for changes irstaigc and dynamic parts
of the packet headers. The process that checlchéorges in packet headers also updates the
temporary variables. The temporary variables coetiwith the state of th€ompressor
determined, which type of packet and extensiorseiul to thdecompressor

When theCompressostarts, he always starts in the IR state. Ingtate, all packets
sent to theDecompressgrare IR packets. The IR packets are used tolingmor to refresh
the static and dynamic parts of the context inDeeompressorTheCompressostays in this
state until it sends a predetermined number of gtack his parameter is call the L-variable
(L_VAR), and although the RoHC standard [1] doe$ giwve a define value. For this
implementation, one was estimated. When @wmpressorreaches this value, the state is
changed to the FO state.

In the FO state, theompressorcan send two types of packets the IR-DYN packets o
UOR-2 packets depending on the temporary variabtethat particular moment. The packets
send in this state serve to communicate irregidarin the packet stream therefore the big
majority of information send corresponds to dynapact of the context and only a few static
fields are updated. The upward transition for gtate is similar to the IR state. When the
Compressosend a predetermined number of packets it chastgesto the SO state.

The SO state is the higher level of the compressiothis state th€ompressorcan
send tree types of different packets UO-0, UO-1;2J@n this state as in the previous states,
the decision between the packets depends on thpotamy variables.

If the packet types send, are UO-1-IP-ID, UO-2dPdr UO-2-TS, these packets
types can take extensions. These extensions takextha bits from SN, TS and IP-ID and
provide other type of information. The decisionvafch extensions is send depends in what
field or fields as the extra bits and what typendérmation it is needed to be sent. When the
decision of what packet type and extension to s&hd. only thing left to do is to code the
packet accordantly and send it to teecompressorThen the statistics for tHieompressois

updated. (See A2 for the diagram of this feature)
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4.4.2 Typeof packet tosendin FO
The decision of packet type to send in the FO stdégys in two items:

* Which part (dynamic or static) of the context dt@sCompressomneeds to
send to th&ecompressor

e The number of packets it has to send in the F@ stat

Depending of the values of these two items@loenpressodecides which packet to
send an IR-DYN or UOR-2-ID type of packet. TB®mpressorstarts by checking if all
packets in this state have been send. If not,atlkh if it has to send the static part of the
Contexitif true theCompressohas to send a UOR-2-Ipacket type and theompressoas to
change state to the IR state. If empressodoes have to send the static part of the context
and it has to send the dynamic part, @enpressomwill send an IR-DYN packet type. If the
Compressordoes not have to send neither the static nor ynardic parts, it will decide to

send a UO2 packet type (See A3 for the diagrarhisfféature).

4.4.3 Typeof packet to send SO
Decision type of packet to send in SO state, retiamly in:

¢ The number of bits of SN, IP-ID and TS;
e The value attributed to the flag RND;

e The number of packets it has to send in SO.

Depending of the values of these items @mmpressordecides which packet to
send: UO-2-TS, UO-2-1P-ID, or UO-O0.

The Compressosstarts by checking if flag RND equals one andhé humber of bits
of SN is less or equal to four or if the numberb@dé of SN less or equal to four and the
number of bits of IP-ID and TS is zero, tBempressoisend the UO-0 packet type. If these
conditions are not true and the number of bitsf&ss or equal to five and number of bits of
IP-ID is zero and if the number of bits of TS is@éhe UO-2-IP-ID packet type is send, if the
number of bits of TS is not zero the UO-2-TS padyge is send. If the number of bits of SN
is less or equal to five and the number of bitdPelD is less or equal to six and if the number
of bits of TS is less or equal to six the UO-1-Ppacket type is send. If the number of bits
of TS is higher than six the UO-2-TS packet typseisd. If the number of bits of SN is less or
equal to five and the number of bits of TS is lesequals to six the UO-2-TS packet type is
send. If these conditions are not true, the UO-1DIacket type is send. (See A4 for the

diagram of this feature)
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444 Decideextensions

The extensions help to carry extra bits of cerfigiiols such as SN, IP-ID and TS, and
other bits of important information to update tHewf context. The decision on what

extension the packet type will take depends oridiwing items:

* Which part (dynamic or static) of the context dtd@sCompressomneeds to
send;

* The number of bits of the SN, IP-ID;

e The value attributed to the flag RND.

If the Compressom@s to send the static and the dynamic parts o€treextor if the
number of bits of the SN is higher than eight areliumber of bits of IP-ID it is higher than
eleven, it has to send an extension 3. If numbdaitefof SN is less than five and the number
of bits of the IP-ID equals zero or RND flag equaise no extension is required to send. If
number of bits of SN is less or equal to eight #rel number of bits of the IP-ID is less or
equal to three an extension 0 is sent. If numbdiitsfof SN is less or equal to eight and the

number of bits of the IP-ID is less or equal tovelean extension 1 is chosen.

445 Change of state

The logic transition of states is based in threeggples: the optimistic approach
principle, timeouts and the need for updates [hyTare two types of transition of state in
the Compressar The upward transition is caused by each statelisgna predetermine
number of packets. The downward transition is causg a series of timeouts or small
variations in the packet stream that causeLthapressogo back to previous state so it can
keep theContextsynchronized.

The Compressoralways starts in the IR state it stays in thidestantil it send a
predetermine number of packets. After this, it wilenge to the FO state. In the FO state, the
Compressorchecks if the IR timeout equals zero, this wilusa theCompressoito change
back to the IR state. If not, it checks if it hanisthe maximum number of packets for this
state. If not it, checks if it has to send theistpart of theContext if it has this will cause the
Compressoto stay in the FO state and reset all its varmbM/hen th&Compressoreaches
maximum number of packets for this state, it wilnge to the SO state. In the SO state, it
will check if any of the timeouts have been reacfibd IR timeouts and FO timeouts) if true
the Compressowill change state. Then it checks if it has tods#re dynamic or static part of
Context if true this will caused th€ompressoto change state to the FO state, if not it will

remain in the SO state until one of the timeoutssea a change of state.
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4.4.6 Decompr essor

The Decompressoreceives the RoOHC packets sent and recreatesitlieab packets
and delivered them to the application level.

When the Decompressorreceives a packet, it checks if an entree existshe
Decompressofontextfor that flow. If there is no entree in ti@ontextfor that flow, it will
be created. Next, thBecompressoretermines what type of packet it was send by the
CompressarThe type of packet combined with the state of@eeompressowill determine
how the packet will be decompressed or discardedalunsynchronize@ontext

The Decompressohas three states of operation: the NO state, Ghst&e and the FC
state. TheDecompressorlways starts in the NO state, in this state dRlypackets can be
received. Any other types of packets are discardée. first time that théecompressor
decompresses a packet correctly, it enters in @atkte, thddecompressoremains in this
state it will occur repeated failures. When thipgens it will go back to SC to try to recover
the Contextif that does not happen, tBeecompressoenters in the NO state.

When theDecompressodecompresses a packet, it has to recreate thiearjgpcket
headers (Ethernet headers, IP header, UDP headwtsRTP headers) for that is uses the
Contextof the Decompressorand calculates the missing fields such as theni® @DP
checksums. With the original packet reconstrudtediecompressoit delivers the packet to

the upper layers.

45 Conclusions

This chapter approaches the details of the RoHCleimgntation; it includes
requirements, architecture and implementation daspddtis implementation of the RoHC
standard [1] is focused on the Profile 0x0001,dending compressed IP/UDP/RTP packets.
The RoHC implementation was developed in user spetis implementation is transparent
to the user that would permit the compression ofRalP traffic in order to improve
bandwidth performance over low bandwidth links.

The architecture of the ROHC U-mode implementat®organized as follows: each
node runs the RoHC application that performs thereles of RoOHC Compressor and RoHC
Decompressor The role of theCompressoris to intercept the traffic, coming from an
application to the network, and to compress thégiaand inject it in the RoHC channel. For
each flow of RTP packets,@ontextis created and it is kept both in tBempressoland in
the DecompressorA CID identifies eactContext The RoHC packets are sent with a RoHC
specific ethertype to the destination node. Whea tdompressed packet reaches the

destination node, it is received in tbecompressorThe Decompressocheck if aContext
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for that CID already exists, creates it if not, atetompresses the packet by rebuilding the
original RTP. The decompressed packets are injaéntéide localhost interface that delivers
them to the application. All the steps in this @egare transparent to the application.

This chapter also describes the data structuresl us this RoHC U-mode
implementation, and the features of this ROHC U-enaghplementation. These features

include the description of tfeompressoand of theDecompressofunctionality.
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5 ROHC Implementation Tests

This chapter presents the functional and performaests carried out with the RoHC
U-mode implementation and discuss the results ioddai

In order to test the ROHC U-mode implementation tesi scenarios were set up. The
first, named fixed scenario test consists of twmteals connected by an IEEE 802.3 switch;
the second, named wireless scenario test, corfitt8o terminals connected to an AP an
IEEE 802.11 network using an AP. In both testshe@eminal runs a&Compressorand a
Decompressoinstance.

The purpose of the functional tests is to validagefunctional requirements. The first
set of tests consists in establishing a VoIP clivkeen two nodes, with and without RoHC, in
the test scenarios. The second set of tests congiahdomly introducing a packet drop, to
verify if in U-Mode theDecompressois able to recover from the loss propagation.

The performance tests measure the performancedCRizing a metric calleBoHC
Gain [35]. The performance tests were made using ordyineless scenario, and consist in
establishing VolIP calls and a TCP flow as backgdolmad traffic. The TCP flow is
configured to always have data to send. Therethiee, TCP congestion control mechanism

tries to adjust the TCP flow bit-rate to the bardtwiavailable in the wireless medium.

5.1 VolIP call parameters

To establish the VolP calls it was used the pagketratopackETH[13] was. It was
configured to send packets using the voice codé@%5[39]. The G.729 was preferred
because it generates constant bit-rate (CBR) d¢raffi8 Kbit/s and offers a voice quality
equivalent to thePublic Switch Telephone NetworRSTN). In addition, this codec has a
small payload size (20 bytes) and low CPU usage.

Using IPv4 at the network layer and using UDP/RieBders, the total uncompressed
size of the VoIP packets is 74 bytes. 14 for theeEtet header, plus 20 bytes for the IPv4
header, 8 bytes for the UDP header, 12 bytes ferRmP header and 20 bytes of VolP

payload. The call time used in all tests was agprately 5 minutes.
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5.2 RoHC parameters

The RoHC U-Mode parameters are the IR_TIMEOUT R@de TIMEOUT and the L-
VAR. The RoHC standard does not define valuesHes& parameters. Therefore, the values
used for these parameters are based on thoseruf@d8]. These values were chosen as
reference because the most nearly of our test ttongliThe values used for the timeout
variables were defined in number of packets. It defined in number of packets instead of
using time for these variables to simplify the depenent of the RoHC U-mode
implementation. For the IR_TIMEOUT it was used dueaof 250 packets, which in these
tests correspond approximately to 5 seconds of \@ffic, for the FO_TIMEOUT it was
used a value of 150 packets, which in these testespond approximately to 3 seconds of
VolIP traffic. For the L_VAR a value of two packetas used.

5.3 Delay and Jitter

The transmission delay of a packet is defined edithe since the packet is queued in
the sender node until it reaches the destinatiaendhe average delay of a stream is
calculated by dividing the sum of the delay of epeleket of the stream by the number of
packets. Jitter is defined in [14] as the absolatele of the difference between the delay of
two consecutive packets of a same stream. Theigttalculated according to [22].

Thus, theDelay (D) is calculated using the following equation:

Dgi+1y = Tivr — T;
The Jitter can be calculated using the followingagpn:
J = D¢+1y — Dy

The Average Delay(AD) and theAverage Jitter(AJ) can be calculated using the

following equations:

Yt D@y
n

AD (stream) =

X Jo
Ea—

A](stream) =
In the specific case of the RTP traffic, the Deleglculation can use the RTP

timestamp as reception time. Thus, the Delay cazalmilated using the equation:

Dij = (Rj=Ri) = (55=S1) = (Rj =) — R;— S)

S -RTP timestamp
i- Packet number,
j- Number of consecutive packet
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R - The time of arrival in RTP timestamp
D — Difference

The ITU recommendation G.114 [41] addresses acoleptdelays for voice
applications. This recommendation defines threaydelnges as shown in Table XVIII.

Rangein Milliseconds Description
0-150 Acceptable for most user applications.
150-400 Acceptable provided some considerations
Above 400 Unacceptable for most user applications.

Table XVIII — Delay

5.4 Functional Tests

To test the ROHC U-mode implementation two teshades were set up. The first,
called fixed scenario test consists of two terninebnnected by an IEEE 802.3 switch,
represented in Figure 38. The second scenaricedcallreless scenario test consists of two
terminals connected to an AP an IEEE 802.11 netwepkesented in Figure 39. In both
scenarios, each terminal run€ampressoand aDecompressoinstances.

The functional tests validate the functional regoients. Two set of tests were
performed. The first set using the fixed scenand the wireless scenario. The second set of
tests is equivalent to the first set except patdaxt is intentionally introduced to verify if the

U-mode recovery mechanisms are working as specified

(" RoHCU-mode implementation

( Ipptication )

g

u_

IEEE 802.3 switch

Figure 38- Fixed Scenario
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(" RoHCU-mode implementation

( P,;:.vplication )
‘\. = S—

Lacs

IEEE 802.11 AP
Figure 39- Wireless Scenario

5.41 Fixed Scenario tests

This test consists in establishing a single VolP lmetween nodel and node2 using
the fixed scenario, testing the use of the ROHC ddlenimplementation and compares it with
the results obtained when RoHC is not used. Thé\Mi@ffic was collected using the packet
sniffer Wireshark[40]. The Table XVIII resumes the information gatd from the packet
capture. The total number of packets exchangeddegtvthe two nodes was 20000. The
packets had a size of 74 bytes, exchange durimgiadoof 5 minutes. This corresponds to an

average of 33 packets/second, or an average of246%/second.

Node 1 Node2
Sent Received Sent Received
Number of packets send 10000 10000 10000 10000
Time between Egecfoirzgs)and last packet 300 300 300 300
Aver age packets/second 33,34 33,33 33,33 33,33
Average packet size 74 74 74 74

Total bytes 740000 740000 740000 740000
Aver age bytes/second 2466,83 2466,73 2466,74 2466,84

Table XIX — Fixed scenario test without using RoHC

The test was repeated but using RoHC to compreskdhders of the VolP flow. The
same traffic measurements were performed, andrasemed in the tables XX and XXI. As

previously, 20000 packets were exchanged betweaendbes, with an uncompressed size of
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74 bytes, during a period of approximately of 5 ubés. An average packet rate of 32
packets/second was observed. The VolIP packets geddby thepackETH were header
compressed using ROHC, resulting in an averageepaike near 37 bytes. Before applying
RoHC, the packets had 54 bytes of headdtsr the using RoHC the packets had on
average for 17 bytes of headei/hen using RoHC, it was transmitted 370392 biges
(740000-369608). In both nodes, there is a discrephetween the packets sent and received
this is due to padding added to the smaller padsetsre sending. The Ethernet card that
cannot provide an efficient service for very snmakkets, so in order to correct this it adds
the padding to the packets. The RoOHC U-mode imphtation does not support padding,

therefore the total bytes of the decompressed paikis larger than the ones send.

Node 1
Packets sent by |Packets Compressed |Packets Compressed| Packets
the application sent (ROHC) received (RoHC) |Decompressed
bl s 10000 10000 10000 10000
Time between the
first and last packet 312,47 319 317,77 319,18
(seconds)
Average packets/ 32 31,3 31,47 31,33
second
Average packet size 74 36,96 60,19 97,27
(bytes)
Total bytes (bytes) 740000 369608 601920 972730
Average bytes/ 2368,21 1158,36 1894,18 3047,56
second
Table XX — Fixed scenario Test using RoOHC - Node 1
Node2
Packets sent by |Packets Compressed |Packets Compressed Packets
the application sent (RoHC) received (RoHC) |Decompressed
N“mberSQﬂf dpac"ets 10000 10000 10000 10000
Time between the
first and last packet 311,14 317,77 319,1 319,09
(seconds)
Average packets 32,14 31,46 31,34 31,33
second
Aver age packet size 74 36.96 6019 97,27
(bytes) ’ ’
Total bytes (bytes) 740000 369608 601920 972730
Average bytes/ 2378,12 1163,12 1886,42 3048,43
second

Table XXI — Fixed scenario Test using RoHC - Node 2
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In Figure 40, wasbservd the U-mode state transitionser a period of 15 secon
and its relation with th@acketlength. The packets lengths vdrgm 80 byte (60 bytes of
headers)n the IR state, 62 byt (42 bytes of headers) in the Btate and  bytes (16 bytes
of headers) in the SO stat®ecause some packets are using Ethepadting, the sizof

some packets is increased60 byte.

Packet length in each state

90
80 IR State FO State

70 R
60
50
40 ..||||:;i£|.l.n
30
20
10

SO State

Packet length (bytes)

0 2 3 4 5 6 7 8 9 10 11 12 13 15 16 17

Time (s)

Packet length (sent) Packet length (received)

Figure 40-Packet length — Fixed scenario with RoHC

The percentageof packets se in each U-mode state arepresented in Figure .
Only 1% of the packets are sewith full headerscorresponding to the IR sti, 51% of the
packets senthe dynamic part of the conti corresponding to the F&at¢ and 48% of the

packets senflilly compresse headers which correspond to the SO state.

% of Packets sent in each state

1%

SO
EFO
MIR

Figure 41- Packets sent in each state
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Figure 42 presents the bit-rate of the VolP streatim and without RoHC in the fixed
scenario. To calculate the bit-rate it was onlysidered L3 headers, payloads and padding.
The bit-rate of the VoIP stream not using RoHMisverage 8 kbps. When applying RoHC
to the VolP headers, the average bit-rate drogsatébps. This amounts to 43% reduction.

Bit-rate
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®
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AN N TN ONO0ODD A NN ONODDOANMNMSTS W OMNOOO O
I A A AN AN AN AN AN AN AN NN oM
Time (s)

Using RoHC Not using RoHC

Figure 42- VolP stream bit-rate in the fixed scena

The delay introduced by the use of RoOHC is preseimeFigure 43. The delay
without the application of RoHC remains constant3@t ms during the duration of the
transmission. The delay introduced by the appbeatbf RoHC has several fluctuations
around 30 ms line. These fluctuations can be expthiby the delay introduced by the
application of RoOHC to packets. Fexample, the smaller RoHC packets are sent in the S
state and easier to decompress, this introducentiadiest delay lowering the delay values up
to 25 ms, in average. While the larger RoHC pagcketsparticularly those that carry
extensions introduce the highest delay that caohrélae 144 ms. Nevertheless, all packet

delay measures were under the 150 ms, the upperdbealue on the acceptable delay as
recommended by [41].
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Figure 43- Delay in the fixed scenario
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Figure 44 presents the jitter measured in the feashario. The jitter measured when
ROHC is not used is constant at 20 ms. The apjbitabf RoHC does not worsen
significantly the jitter and in some cases, thexailittle improvement reaching values of
15ms.
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Figure 44- Jitter in the fixed scenario

542 Wirelessscenario tests

The same tests were conducted using the wirelessso Again, a single VolP
stream was established between node 1 and nodel 2hatests were repeated using and not
using RoHC. Table XXIlI resumes the traffic statistigathered from the packet capture
without using RoHC. The total number of packetshexged between the two nodes during a
period of approximately 5 minutes was 19988 packBte packets had an average packet
size of 74 bytes (54 bytes of headers). This cpamrds to an average of 33 packets/second,
or an average of 2466 bytes/second.

Node 1 Node2
Packets sent Packetsreceived |Packetssent| Packetsreceived
Number of packets send 9994 9994 9994 9994
Ti maen%elt;"stee;atcrl‘(eetfi ret 300 300 300 300
Aver age packets/second 33,34 33,32 33,34 33,32
Average packet size 74 74 74 74
Total bytes 739556 739556 739556 739556
Aver age bytes/'second 2466,77 2465,30 2466,78 2465,79

Table XXII — Wireless scenario test without usigiR
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In the tables XXIIl and XXIV, it is presented theffic statistics gathered from the
packet capture of the wireless scenario test wisamyuRoHC. The total number of packets
exchanged between the two nodes was 19988. Thetgalaid a size of 74 bytes, exchange
during a period of 5 minutes. This correspondstawerage of 31 packets/second.

Node 1
Packets sent by |Packets Compr essed | Packets Compr essed Packets
the application sent (ROHC) received (RoHC) |Decompressed
Number of packets 9994 9994 9994 9994
send
Time between thefirst
and last packet 314 320 320 320
(seconds)
Average packets/ 31,78 31,18 31,21 31,12
second
Aver age packet size 74 36,96 36,96 74
(bytes)

Total bytes (bytes) 739556 369608 369608 739556
Average bytes second 2351,56 1152,39 1153,65 2304,35
Table XXIII — Test statistics with ROHC wirelessrario node 1

Node2
Packets sent by | Packets Compr essed | Packets Compr essed Packets
the application sent (ROHC) received (RoHC) |Decompressed
Number of packets 9994 9994 9994 9994
send
Time between the first
and last packet 311 320 320 320
(seconds)
Average packets/ 32,06 31,22 31,17 31,16
second
Aver age packet size 74 36,96 36,96 74
(bytes)
Total bytes (bytes) 739556 369608 369608 739556
Average bytes/ second 2372,42 1154 1152,06 2307,15

Table XXIV — Test statistics with RoHC wirelessxade node

Figure 45 presents the bit-rate of the VolP stredth and without using RoHC in

the wireless scenario. To calculate the bit-ratevéts only considered L3 headers and
payloads. The bit-rate of the VoIP stream withosihg RoHC is an average of 8 kbps as in

the fixed scenario. With the use of RoHC, the &terdrops to an average of 2.2 kbps. This

amounts to a 72 % of compression. In this scendm® used bit-rate for the VolP stream

with RoHC is less than in the fixed scenario. Tisigxplained by the fact that in the IEEE
802.11 there is no minimum frame size, and theegfoo padding is added to the frame as in

the case of the IEEE 802.3.
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Figure 45- VolIP stream bandwidth in the wirelessrerio

The delay introduced by the use of ROHC in the leg® scenario is lower than in the

fixed scenario. This can explain by the no additiépadding to the packets in the wireless

scenario. This makes the packets smaller and dasikscompress by tHeecompressothus

introducing less delay. In this case, all delayugalare below 70 ms. In some cases, using

RoOHC even lowers the delay values up to 18 ms dtiw the 30 ms registered delay when

RoHC is not used.
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Figure 46- Delay in the wireless scenario

As the tests performed in the fixed scenario, thiees of jitter are not significantly

worse by the application of RoHC. All values ofgit measured applying RoHC, are below

the 32ms.
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Figure 47- Jitter in the wireless scenario

5.4.3 Recover after failuretest

In a ROHC stream, if a packet is lost or contaimere, theDecompressowill not be
able to update the ROHC context correctly. This caumse the following RoHC packets to be
incorrectly decompressed or dropped by thecompressqr thus resulting in a loss
propagation event. In these cases,Dbeeompressohas to be able to recover from an invalid
context after receiving ROHC packets sent in thetlRe or in some cases in the FO state. The
goal of this test is to inject a flaw and obsefvater a time interval thBecompressois able
to recover from an invalid context. In this tessiswulated the loss of packets by using a new
routine added to th€ompressocode, that would discard packets in key pointR@fiC state
machine. Four test cases were tested amed presented in Table XXVII. First test case
consisted in the loss of the initial IR packetse Thsult was th®ecompressodiscarded all
packets until it received IR packets in order teate the context for that flow. The test
resulted in 3% packets loss. The second test casgsted in the loss of the initial IR-DYN
packets. This caused tiEcompressoto fail to decompress the following packets, siiice
lacked the dynamic part of the context. This forited enter in the NC state and discard all
types of packets until it received an IR packeisTest resulted in 2% packets loss. The third
test case consisted in the loss of the IR-DYN pischke this case, thBecompressoalready
knows the dynamic part of the context, so Erecompressodoes not discard the following
packets, but those packets are incorrect decongareise to the outdated context. The fourth
test case consisted in the loss of the UO-0 packetse the UO-0 packets do not update the
context. Only the UO-0 packets were lost. In thkist,tit was assumed that all UO-0 packets

were lost, which led to 5% packet lost.
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Test Compressor | Decompr essor .
Decompressor behaviour
Case state state
All packets are discarded until tli@ompressc returns to
the IR state. This is because thecompress( cannot start
IR state decompressing the packets without first creating
context. Therefore, if th®ecompresscis in NC state, if
will discardall packets until receiving IR packe
The loss = 100 1 packests discarded by the
[
D
of the NC state 5 B0 [Pecomeressor | |
- < 60 A
initial IR | FO state 2
packets 2 20
&
0
A AN M AN NN M
P22 RBIRITLSRAR
Number of packets received
SO state Packet length (received)
Figure 48-Discarded packets by Decompres
The loss The loss of an IR-DYN RoH(packe can cause the
of the Decompressor to fail decompresing the following
initial FO state SC state packets, since it lacks tligynamic part of the context. Tk
IR-DYN will force it to enter in théNC state and discard all types
packets packets until it receives an IR packet.
The loss of an IR-DYN RoH(packet can cause tl
The loss context to contain incorrectlata, whicl can lead to
of the incorrect decompression of the ltaking RoHC packets
FO state FC state )
IR-DYN The contextcan be repaired when thDecompresso
packets receives an IR packet with a dynamic chairan IR-DYN
packet
The loss Since the UO-0 packets do tnopdate the conte: Only
of the the UO-0 packets will be lost.
SO state FC state
uo-0
packets.

Table XXV -BDecompress« behaviour in the presence of loss of Rcpackets
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5.5 Performance Tests

In order to measure, the performance of RoHC it uged a metric called tHeoHC
Gain [35]. By definition, theRoHC Gainis the amount of bandwidth that becomes available
for other flows after applying RoHC to some flow test this it was used the wireless
scenario. Series of experiments were conductedh Eaperiment contained a number of
VolIP calls established between the two nodes. iFbieeixperiment had a single VolIP call, the
second two VolP calls, and so on. Each experimastn@peated twice. One was using RoHC
to compressed VolIP traffic and the other was usimgpmpressed VolP traffic. A TCP flow
was also established between the nodes as backignaific. The TCP flow was configured
always to have data to send. The TCP congestintratanechanism adjusts the TCP flow
bit-rate to all bandwidth available. The differermween the TCP bit-rate in the experiments
where RoHC is not applied to the VolP traffic ahd TCP bit-rate in the experiments where
RoHC is applied is the RoHC gain.

Ideally, this experiment should test a considerabieber of VolP calls to measure the
RoHC Gain for a higher network loads. This wasputsible due to limitations of the packet
generator. These limitations consisted in, to eambe call, it was necessary to open a new
session of the packet generator. With an increasingber of sessions opened, the packet
generator did not perform well.

From the results gathered, was observed thaRtt¢C Gainincreases with each VolP
call added. Figure 49 presents, for each VolPazdled the amount of bandwidth that became
available for other flows after applying RoHC.

RoHC Gain

0,5
0,4 /o
0,3

0,2 /

0,1 /

0,0 4=—‘/

1 2 3

%

Number of VolIP Calls

—@—RoHC Gain

Figure 49- RoHC Gain
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5.6 Conclusions

This chapter presented the functional and perfoomatests carried out. Two test
scenarios were used. The first scenario, nameéixtbé scenario, consisted of two terminals
connected by an IEEE 802.3 switch. The second soen@amed the wireless scenario,
consisted of two terminals connected by an AP ttE&E 802.11 network.

The functional tests goal was to validate the fiametl requirements of ROHC. These
tests were divided in two set of tests. The fieftaf tests consisted in establishing a VolIP call
between two nodes, with and without the applicatbiRoHC, using the test two scenarios.
In these tests, the application of RoHC reducedbdredwidth usage from an average of 8
kbps to an average of 4.6 kbps, in the fixed sdéenthrat equals to a 43% reduction. In the
wireless scenario, it reduced the occupied bantiviidin an average of 8 kbps to an average
of 2.2 kbps that equals to a 72% reduction. Thétiaddof padding to the smaller packets in
fixed scenario increased the number of bytes sedtl@awed the reduction. In the wireless
scenario there was no addition of padding, theeettye percentages of reductions were
higher. The values presented for the wireless swem@ae in line with values obtained in
previous studies [8] [35] done in the area. Als@swged in these tests were the delay and the
jitter with and without the application of RoHC. &IRoHC application, and especially when
RoHC was in the higher state of compression, coofifove the values of delay and jitter. In
the second set of tests consisted in randomly gaogets, in order to verify if in U-Mode the
Decompressoicould recover from the loss propagation. Dependifighe state of RoHC
Compressoat the time of the flaw, thBecompressocould recover quickly with minimum
packet loss or all packets would be discarded tm&lCompressorreturned to the IR state
and sent a packet with full headers, so the comexid be updated or created. This allowed
the Decompressoto decompress correctly the following packets.

The performance tests aimed to measure the penfeenaf the RoHC U-mode
implementation by using a metric caloHC Gain[35]. The performance tests used the
wireless scenario between the two nodes. It wasssemltaneously a greedy TCP flow and
VolIP calls. The idea was to use the TCP congestimtrol mechanism of the TCP flow that
would use the bandwidth left available after theplimption of RoHC. For each test
performed, the number of VoIP increased. In eanfulsition run, an increasing number of
VoIP flows were established between two nodes. Té8s was performed with three VolP
calls and, for each VoIP call added the value & RoHC gain also increased. Due to
problems with the traffic generator used, it waspuassible to test with more than three VolP

calls
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6 Conclusion

This dissertationstarted by presenting the state of the art of éle@dmpression
schemes that contribute to the development of RoHEuding cTCP, IPHC and CRTP.
These schemes do not perform well over low bandwlidks or links having long round trip
times. As a result of lost or out of order pack#te,probability of an incorrect decompression
increases. In order to address these limitatio$-1fias developed RoHC.

The study of the RoHC protocol in this dissertatlmegan by analyzing the RoHC
standard. This specification includes the mains esodf operation, compression and
decompression states, packets types and extersgah#n each state. Only one of RoHC the
profiles was addressed: profile 0x0001, for senadiogpressed IP/UDP/RTP packets. The
use of encoding methods by RoHC, that save additibits, and its importance in packet
compression and decompression, were also defiteeselconcepts were later applied to the
development of the RoOHC U-Mode implementation.

The study of the RoOHC protocol continued with thedg of ROHC over different types
of networks. Solutions were presented to minimiee problem of large overhead over low
bandwidth links, and the importance of RoHC in fileire of these networks. We started by
describing the architecture and the use of HC sebemapecially the use of ROHC on
networks, such as GPRS, UMTS, IEEE 802.11 netwosksisors networks, and IEEE
802.16e networks.

The development of the RoOHC U-mode implementatioegalm by defining
requirements, architecture and the choice of ttmlasse for development. The RoHC U-
mode implementation was focused on the Profile 0%£00for sending compressed
IP/UDP/RTP packets. The implementation was madeaftinux environment, as an user
space program, transparent to the applicationga¢rates the RTP traffic.

With the RoHC U-mode implementation, the functioaad performance tests were
carried out. The functional tests consisted in send VolP call between the nodes of the
fixed and wireless scenarios. The application diiRaeduced the bit-rate from 8 kbps to 4.6
kbps in the fixed scenario that is a reduction lebwt 43%. A reduction of 72% of the IP

headers was achieved in the wireless scenario, Bokbps to 2.2 kbps. The header
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compression ratio is higher in the wireless scenbécause in the fixed scenario Ethernet
padding is added to the IP payload. The tests slsawed that using RoHC does not
significantly worsen the delay and jitter and, om® cases, even improves them. In order to
validate the behaviour of ti@gecompressoin the presence of packet loss, the same tests wer
executed again with packet drops being introdunéshtionally. The results obtained showed
that the context recovery mechanism of the U-maouietfon was implemented correctly. The
Decompressorwas able to recover the context in the differeeéts performed. The
performance tests aimed to measure the performainttee RoHC U-mode implementation
using a new metric callddoHC Gain[35]. The performance tests were also performeaten
wireless scenario. This scenario was chosen bec¢heszis no addition of Ethernet padding
to the payload. Between two nodes, a TCP flow vedabéished and along with VoIP flows.
The TCP congestion control mechanism of the TC® flas used to measure the bandwidth
left available after applying RoHC to the VolP.dach simulation run, an increasing number
of VolIP flows were established between two nodéss Test was performed with three VolP
calls and, for each VolP call added, the valuehef RoHC gain also increased. Due to
problems with the traffic generator used, it waspuassible to test with more than three VolP

calls

6.1 Results

The main result of thiglissertatioris RoHC U-mode implementation, focused on the
Profile 0x0001, used for sending compressed IP/BRDP/ packets. This implementation was

developed to run in a Linux environment.

6.2 FutureWork

Several functionalities can be improved or addedthi® current RoHC U-mode

implementation, namely:

« IP Encapsulation — Implement features able to cesgprand decompress
encapsulated packets;

e Padding — Implement Ethernet padding removal, angidgituations where this
padding is propagated to non-Ethernet bridges ([EEE 802.11);

¢ Implement the O-mode and the R-Mode;

e Implement the re-utilization of the CID for shotdd flows.

Another possible improvement is to implement RoGiikernel module in order to

provide transparency to the user applications.
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Annex

Al. General Format of the Compressor
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. no—» Create context
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Check changes in
the packet,

updates temp
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Y
Check state
change at the
compressor
|
_ Creates IR
If c_state=IR yes—» packet
no
Decide type of
If c_state=FO yes» packet to send
(IR-DYN, UOR-2)
Y Y
Decide type of
no extensions to » Create packet —» Update
context
send
4
Decide type of
If c_state=SO yes—» packet to send 3
(UO-0, UO-1) Update
statistics of the
compressor

no

_ A
Error > Send Packet

Figure 50- General Format of the compressor
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A2. TheFO state

FO State

Se IRDYNcount
<=MAX_FO_COUN

yes

A

Packet_type=IRD
YN

f nr_of_ip_hrds=1 and

send_dynamic=1 yes

A

Yes — It has to go

back to IR mode no

If nr_of_ip_hrds>1
and send_dynamic=1

yes

no

v

A

Packet_type=U0O2

Figure 51- the FO state
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A3. The SO state

If( rnd=1 And nr_sn_bits<=4) or -
(nr_sn_bits<=4 And nr_ip_id_bits== >,yes—> Packet_type=UO0
And nr_ts_bits==0)

J\—yesgb Packet_type=UO2_ID

,/ N
nr_sn_bits==5 And- ,,/" LN
~_nr_ip_id_bits==0 ' Yes —»<_nr_ts_bits==0 -
I I '
e T
no——»l Packet_type=UO2_TS «
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yes+<qr_ts_bits<=5>:yesﬂ Packet_type=UO1_IP_ID
\// y

r_sn_bits<=5 and
nr_ip_id_bits<=6

no
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Figure 52- the SO state
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A4. Extensions

f send_static=1 and
send_dynamic=1

EXT3 «

no

If nr_sn_bits <5
and
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orrnd =1)

yes—» NOEXT

no
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Figure 53- Extensions
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A5. Statetransitions

Se IRcount f send_dinamic=1

If mode=IR yes <=MAX_IR_COUN no Or yes
T send_static=1
yes
Change
C_Mode=FO
No No change
C_Mode=IR
Se FOcount Change
If mode=FO yes <=MAX_FO_COU No——» c Modeg=SO
NT -
Y
yes
If send_static=1 no
no Change
C_Mode=FO
o F’ Reset count
yes variables
f send_dinamic=1
If mode=SO yes Or yes—» o %Tdneg:;:o
send_static=1 -

No

Change
C_Mode=SO
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variables

Figure 54- State transitions
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A6. Decompressor

Check if

Packet Arrived .
context exists

no—» Create context

yes

Checks the packet
type of the packet
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Figure 55- Decompressor
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A7. Constants

In order to facilitate the development of the Rod&node implementation several
constants were defined and are listed next.

Constant

Value | Description

UMODE 1 These constants represent the RoOHC modep@fation. Although

OMODE 5 this implementation is limited to the U-mode, ththey constants
were added to accommodate future development.

RMODE 3

IR 1

FO 2 These constants represent the states of the Roét@pressar IR,
FO, SO.

SO 3

NO_CONTEXT 1

STATIC_CONTEXT 5 ygslzeccj‘onstants represent the states of the Rd¢¢GmpressomMNO,

FULL_CONTEXT 3

ETH_P_ROHCS 0x8901 This constant identifies theertyipe. In this case, a compress
RoOHC packet. This number does not collide with #ibertypes
defined in the include file netinet/in.h.

SIZE_ETHERNET 14 The sizes of the headers that osmpthe RTP packe

SIZE IP 20 SIZE_ETHERNET, SIZE_IP, SIZE_UDP e SIZE_RTP.

SIZE_UDP 8

SIZE_RTP 12

TYPE_IR Oxfc | These constants represent the paclpest identifiers of the

TYPE IR Oxfd compressed packets.

TYPE_IRDYN 0xf8

TYPE_UOO 0x0

TYPE_UO1 TS 0x5

TYPE_UOL ID 0x4

TYPE_UO2 TS 0x6

TYPE_UO2_ID 0x61

EXTO 0 These constants represent the extensionsitifides of the

EXT1 1 compressed packet types.

EXT2 3

NOEXT -1

CRC _TYPE_3 1 These constants indicate the typeRf Gsed: 3, 7 or 8 bits.

CRC_TYPE_7 2

CRC_TYPE_8 3

C_WINDOW_ WIDTH 16 The size of the sliding windowads

TIMEOUT IR 5 The values used in the U-mode timeouts

TIMEOUT_FO 3

Table XXVI — Constants
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