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1. Abstract 

In this paper, different factors influencing the perceived data security (PDS) of online 

shoppers are analyzed. For this purpose, the authors first conduct a literature review 

and later analyze the results of an empirical study, by applying a regression analyses. 

Based on the findings of this research, the paper identified the frequency of gathering 

information on the topic of data security and the experience of being hacked as factors 

with a significant negative impact on PDS. In addition, a well perceived benefit and, in 

special cases, an e-Commerce business’ brand can positively influence PDS of 

customers.  In conclusion, the paper delivers insights into the perceptions of data 

security and delivers some suggestions on how a company could improve the PDS of 

their customers. 

 

2. Introduction 

Since the invention of the first personal computer in 1981 (IBM, 1981), both 

technology as well as its’ applications have seen constant improvements over the 

years. Innovation in both hard- and software results in more powerful, efficient and 

versatile machines on a regular basis and make the computer one of the most useful 

instruments for almost every imaginable application. Today, we have reached a point 

in time, where almost every task relies on the help of computers. Furthermore, most 

of these tasks also require connectivity to the internet. Exactly this generates valuable 

data which many companies seek to gather for analyzing them. 

Having started with mainly statistical methods and databases in the 1970s, 

development moved further to first data mining techniques enabling clustering and 

segmentation of data, first regression analysis and modelling functions. Later, when 

computers went online, the utility of them increased drastically, as this was the 

starting point for any online research about products, companies or industries. Adding 

social media brought internet users’ interaction into place which again enlarged the 

amount of data available. Soon, companies recognized the great potential in this huge 

amount of data, known as Big Data. Finally, the introduction of mobile devices and the 
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usage of applications and mobile online services revealed information about individual 

people which has hardly been available for companies before. Providers of an 

application (e.g. an e-Commerce application) could collect information about an 

individual’s current location, contact lists, pictures saved on the mobile devices and 

other context relevant topics. Companies could easily track what the market was 

talking about by using applications and social media, so market intelligence is 

becoming crucial for e-Commerce companies. Mobile devices completed the 

evolution from Business Analytics 1.0 established in the 1970s to Business Analytics 

3.0.  (Chen, Chiang, & Storey, 2012). 

Billions of people use those applications, social media and many other online services 

every day, knowing that they generate user specific data which can be used for 

commercial purposes. However, there is a misconception between the security people 

attribute to being online using all these services and reality. Data breaches are much 

more frequent than publicly assumed, whether a single person is affected or a 

company finds itself being hacked and facing a loss of millions of datasets (Rashid et 

al., 2017). 

This research builds upon the proven connection between trust and expertise about 

how to use an online service and customer behavior (Oliveira, Alhinho, Rita, & Dhillon, 

2017). Specifically, this paper focuses on e-Commerce services. As students in field of 

Business Management, we find our research to be value-adding to the field, as the 

impact of e-Commerce users’ knowledge about computer security in general in 

relation with their perception of data security, a field on which very little scientific 

research exists, is analyzed. This includes the extent of each individual’s ability to 

operate a computer, knowledge about security certifications in the e-Commerce 

industry and the amount of information about data security consumed.  

We now proceed by explaining the methodology used and presenting the hypothesis 

tested. Thereafter, we give an overview of the current state of literature and close 

with the presentation of the research results. 
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3. Methodology  

In the following, the methodology applied for this research is described. It is based on 

literature review, serving as a basis for a survey out of which we later constructed a 

regression model analysis of the findings. 

Literature review 

For the literature review, a variety of different academic journal articles covering a 

range of topics was collected. The articles discuss proceedings in computer 

technology, psychological traits of human perception, the interface between humans 

and computers as well as marketing topics. Combining more than two fields of 

research was necessary, as this study aims at analyzing individual’s perception about 

data security in an online environment, more specifically focusing on e-Commerce. 

Besides academic journals, the research also relies on findings from previous research 

conducted by leading technology consulting companies focusing on data security in 

different industries as well as statistical data obtained by various organizations. 

Based on the findings of the literature review, different variables and the 

operationalizing items for a survey were concluded combining findings from different 

fields. 

Survey design 

The survey included closed-end questions which could be answered in a multiple-

choice setting. The survey was conducted in two languages (English and German) to 

increase the number of potential participants, yielding 303 useable datasets, with a 

population largely consisting out of students under the age of 34. As social media 

usage was identified as an important component to consider in this research, more 

details will be discussed in the literature review section, and adding the fact that the 

sample mainly consisted of students, it can be assumed, that a majority of our sample 

uses social media (Pempek, Yermolayeva, & Calvert, 2009). 
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Based on the literature, the survey aims at collecting information about the impact of 

the following variables on individual’s perception of data security. First, the survey 

asks for each participant’s proficiency regarding computer security as the belief in 

one’s own ability to perform advanced tasks on a computer affects the extent to which 

people are willing to try out and use new software or services. Perceived ease of use, 

credibility and usefulness are dependent on one’s belief in his or her individual skills 

in operating a computer (Wang, Wang, Lin, & Tang, 2003) 

As the time when computers were the only devices which could access e-Commerce 

platforms lies long in the past, the increasing importance of mobile devices for using 

online shopping services must be respected (Stephen, 2016). As data which is being 

sent via mobile internet connections is usually not encrypted, barriers to prevent 

taping and unwanted storage of personal data are low and easily surpassed by cyber 

criminals. We therefore argue, that the number of transactions containing sensitive 

data (e.g. e-payments) made via a mobile device, like a smartphone or tablet, is an 

indication for perceived data security, as such a transaction implies a strong feeling of 

security while being online and consequently a lower degree of concern for data 

security.  

Shrum (2002) argues, that presented information affect the accessibility of mental 

constructs used for judgments and that personal experiences have a much greater 

impact compared to presented information through media on the accessibility of 

mental constructs. This will be discussed further in the literature review. Because of 

this finding, an item asking for personal experiences with data breaches was 

introduced, followed by asking how such an experience has changed the consumer 

behavior of participants. So, the consumption of information via channels like digital, 

social or traditional media and potential experiences of participants form the second 

and third main variable. 

Like physical marketplaces, digital marketplaces and online environments offer a 

variety of different products or services from many different vendors, those vendors 

typically are not identical, even if they sell the same product. These usually differ 

based on product or service quality, after-sales services, different warranty conditions 
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and their style of advertisement. If the individual features of a vendor are in line with 

the customer’s expectations, it these features give the vendor a competitive 

advantage with respect to this specific customer. Peres, Shachar & Lovett (2013) found 

that brands and word-of-mouth generation are closely related and that there are 

differences between offline and online word-of-mouth. Especially in online 

environments, word-of-mouth about a brand can be influential on the brand’s 

performance, as information gathered by social media has an effect on customer 

behavior depending on the level of the customer’s social media self-efficacy, which 

affects the perceived trustworthiness of the respective information (Hocevar, 

Flanagin, & Metzger, 2014). In conclusion, the research investigates whether there are 

differences in the perceived trustworthiness of the ten most successful e-Commerce 

vendors in Germany. This investigation is in line with the study of Liu & Hung (2010) 

who showed that a customer’s perception of a virtual environment affects customer 

loyalty.  

Finally, with this study we aim to find out more about customer’s willingness to share 

personal data to gain a benefit. The willingness to trade private information for a 

return is dependent on the level of trust a customer has in a specific e-Commerce 

platform. This pattern was shown in the banking and insurance industry. Interestingly, 

the same study revealed a large misconception on the customer side. Banks and 

insurances are subject of data breaches much more frequently compared to what 

their customers think (Rashid et al., 2017). Therefore, customer willingness to trade 

private data for a benefit is analyzed by proposing a set of different potential benefits 

and let participants indicate their individual probability of concluding the trade. 

Statistical Model 

The statistical model we applied is linear regression with multiple variables, as 

described above. The regression function denotes as followed: 

𝑌𝑌 =  𝛽𝛽0 + 𝛽𝛽1𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 + 𝛽𝛽2𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 + 𝛽𝛽3𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝐸𝐸 + 𝛽𝛽4𝐵𝐵𝐵𝐵𝐼𝐼𝐼𝐼 + 𝛽𝛽5𝐸𝐸𝐸𝐸𝐸𝐸 + 𝑇𝑇𝑜𝑜 

Where 𝛽𝛽0 is the regression model constant, 𝛽𝛽1 to 𝛽𝛽5 are the coefficients of each 

variable, Expt is the operationalization of the participant’s expertise, InfoCon is the 
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operationalization of the participant’s consumption of information about data 

security from different sources, Trust contains the operationalization of participant’s 

perception of trustworthiness of the ten most successful online shops in Germany, 

Benf indicates the participant’s willingness to trade personal data in exchange for a 

benefit, Exp shows whether a participant experiences a data breach or has been 

hacked and how this experience changed his or her online shopping behavior and 

𝑇𝑇𝑜𝑜 denotes an error term. 

Based on the following literature review, the following hypothesis have been derived 

and tested. 

H1: The level of expertise a person has regarding computer security is 

negatively related to this person’s perception of data security while being 

online. 

H2: The accumulated amount of information a person consumes about data 

security, affects his/her degree of perceived data security negatively. 

H3: The personal experience of having been hacked, lowers one’s perceived 

data security. 

H4: The brand reputation of an e-Commerce platform influences one’s 

perception of data security positively. 

H5: Customers are more willing to share personal data if they are offered a 

benefit. 

The survey contained answer in text format, so the results needed to be coded and 

transformed into numbers. Inspired by Bloom, Sadun & Van Reenen (2010), Z-scores 

of the transformed survey results are used to ensure comparability among variables. 

The results of the regression are presented in the results section. 
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4. Literature review 

To give an overview on the current state of research on the topic of perceived data 

security and online shopping, we will analyze existing literature in three large 

categories: trust, expertise and media consumption.  

The role of Trust in e-Commerce 

Trust and retail have always been closely related topics, and rightfully so. The concept 

of trust is something immensely important in a consumer-retailer relationship, 

especially in an online market environment (Huang & Tsui, 2016; Isbrucker, 2015; 

Oliveira et al., 2017). The first step in understanding the role of trust in e-Commerce, 

is understanding the concept of trust in general. In reality though, this task is easier 

said than done. The concept of trust is very abstract and hard to define precisely. 

Depending on the situation, the context and the people one asks, the factors defining 

trust change dramatically (Chen & Dhillon, 2003). So, it would be more appropriate to 

say, it is important to understand, how trust is defined as part of this research. Based 

on our literature review, a concept of trust based on three dimensions seems the most 

widely agreed on, in the context of a customer to online retailer relationship. 

Competence, Integrity and Benevolence combined into one concept yield in overall 

trust (Chen & Dhillon, 2003; Fang et al., 2014; Oliveira et al., 2017). Oliveira (2003) 

further describes the three dimensions as follows: Competence is a “companies’ 

ability to fulfil promises made to the consumer”, Integrity measures how “consistent, 

reliable and honest” a firm is and Benevolence is the level to which a retailer holds the 

consumers’ interest above its own.  

The next question is, why should trust be important at all? Where is the link to 

something measurable for an e-Commerce business? The answer is best divided into 

two steps: The intention to purchase and the intention to purchase again.  

The first part of the answer is quite simple: the purchase intention. Without an 

intention to purchase a product, a consumer will not purchase that product, and 

without a purchase, there can be no revenue, without which, any shop will cease to 

exist. Trust, according to research, accounts for 57.5% of all online purchase intentions 
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(Oliveira et al., 2017), meaning it is incredibly important factor for creating revenue in 

the e-Commerce market.  

This becomes even more evident, when considering one of today’s most important 

concepts in e-Commerce is customer retention. A concept, tightly woven with any 

research into e-Commerce related topics, as the question how to convert a one-time 

shopper into a returning customer has occupied the minds of many researchers since 

the dawn of the online shopping age (Fang et al., 2014; Pavlou, 2002). According to a 

model by Willem Isbrucker (2015), trust is one of the three main influencers on a 

customer’s intention to form a relationship with an e-Commerce business, the other 

two being perceived switching costs and satisfaction. The three are also interrelated, 

meaning high perceived switching costs influence satisfaction negatively, while 

increased satisfaction has a positive effect on trust and vice versa. In addition to 

satisfaction, perceived shopping risk and perceived relationship investment are 

described as the two main influencers on trust in this context.  Isbrucker (2015) 

concludes, that in order to increase the chance of retaining customers, high levels of 

trust and satisfaction paired with a low level of switching costs is important.  

Humans tend to be wary of whom they want to share information like their name, 

credit card number or home address with. For online retailing, this obviously poses a 

challenge, as any e-Commerce store needs their customers payment information, 

names, addresses and other personal data to process a transaction. In other words, in 

order to do business and produce a revenue, an e-Commerce website needs their 

potential customers trust (Flavián, Guinalíu, & Gurrea, 2006; Kim & Peterson, 2017; 

Rashid et al., 2017). In this sense, based on the literature review, we argue that 

trusting a company enough to hand them personal data, should also have an influence 

on the perception of data security. Or in other words, we believe, that the factor of 

trust has an impact on ones perceived data security when shopping online (López-

Miguens & Vázquez, 2017). 

Expertise 

When analyzing factors influencing a person perceived data security, one must include 

the level of expertise that a person shows in the field of computer security. This is 
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especially true, when taking into consideration the lack of existing scientific research 

on the relation between expertise and perception of data security. Existing studies 

have shown, that with the level of expertise someone demonstrates in a certain field, 

that person’s behavior towards that field changes. A complete novice usually has a 

different  approach to a new situation than an expert (Bilalić, McLeod, & Gobet, 2008; 

Crespo-Almendros & Del Barrio-García, 2015). In the case of computer security, 

research indicates, that with an increase in expertise, the likelihood of using security 

software, like antivirus or firewall software, increases. More time spend on 

familiarizing oneself with digital threats, including threats on personal data security 

like phishing, trojans or keyloggers, will likely result in a higher awareness of the 

consequences these pose and result in a person actively engaging in counter 

measures. These include the usage of the before mentioned security software but also 

running security and software updates, should they be necessary (Holm, Sommestad, 

Ekstedt, & Honeth, 2014). A novice in the field of data security could be completely 

unaware, that threats like having credit card information stolen through a phishing e-

mail or a trojan and personal passwords abstracted by a keylogger is even possible. 

Consequently, a novice would also be less likely to independently start using security 

software to protect his or her electronic devices from threats, as this person does not 

even know that they exist.  

Based on these findings, we conclude that there is a difference in how a person 

perceives the security of his or her data when shopping online, based on that person’s 

level of expertise in the field of computer security. We do expect this relation to be 

negative, meaning that an increase in expertise will result in a decrease of the level of 

perceived data security. Further, research indicates that increased awareness of 

security threats and the resulting increase in effort invested  into protecting data could 

also result in an increase of concern for personal data (Barasch, Levine, & Schweitzer, 

2016; Crespo-Almendros & Del Barrio-García, 2015; Holm et al., 2014). When being 

ignorant of digital security threats, a person might not feel as concerned for their 

personal data, as someone who knows the dangers to security and is actively trying to 

protect his or her data.  
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Media Consumption 

Today, information in the form of digital media are omnipresent. At any time and 

place, one can find information about a place, service, product, company or event by 

using online services which also include traditional media like TV or newspaper, in the 

case they are not at hand. That means, people increasingly rely on online media, 

including digital forms of traditional media as well as social networks and other ways 

of digital communication. Digital communication is already an inherent part of billions 

of people’s everyday lives and influences the way those people consume information 

and communicate with others. With special regards to e-Commerce, the trend of 

people relying on digital media changes their manner of judging about a product or a 

service and how consumers make decisions (Stephen, 2016). 

Analyzing digital or online environments reveals, that the total amount of online 

information and services is both rapidly growing and becoming more accessible. 

Availability is improved through steady advances in the quality of mobile internet 

connection, new technology to access the internet by using electricity- instead of 

telecommunication-networks and new mobile devices, all being advertised by 

telecommunication providers. Combining these developments results in an 

exceedance of consumable information about a topic of interest related to the human 

capacity of information processing. Search engines, online version of traditional media 

but also new content generating formats, online retailers and social networks offer 

access to information about an almost unlimited range of topics. The reason for online 

media taking over traditional media is, that customers or users can interact and 

become an interactive part of media or even media creation by voting, posting, 

recommending, sharing, commenting or researching information. This behavior has 

two implications: online consumers or users aim at finding information which is 

consistent with their preferences while providers of online content or services are 

after increasing publicity. Also, referring to e-Commerce and customer’s changed 

manners when buying a product or service, it is clear that customers can get a greater 

amount of suitable information about a product or service, using all functions of digital 

or online environments described above. On the other hand, the intense search for 
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information about a specific product or service delivers useful information to 

providers of online content and services, as they can use data of customer interactions 

for their recommender systems, algorithms and digital marketing (Stephen, 2016; 

Webster, 2010). 

It is generally known, that not all information presented in online media, especially in 

social media, is true and of high quality. Therefore, customer interactions can be seen 

as part of a verifying process dependent on the relevance of accurate and true 

information for the individual about a specific product, service or topic. In this sense, 

we define “accurate and true information” as precise data that provides a detailed 

analysis of a product, service or topic, as well as the data being in line with the 

individual’s preferences. Identifying backed information is necessary for customers to 

achieve the purpose of their activities in online media. 

Sometimes such information might be obtained from sources which are perceived as 

untrustworthy or public opinion on social media goes against this information. 

Therefore, perceived trustworthiness of online information and the extent to which 

individuals are influenced by other’s opinion are important aspects to consider 

(Agichtein, Castillo, Donato, Gionis, & Mishne, 2008; Hocevar et al., 2014). 

Hocevar et al. (2014) in their study investigate the named aspects by using a 

modification of the self-efficacy-concept (Bandura, 1977). They define social media 

self-efficacy as “a person’s beliefs about his or her capabilities to perform desired 

functions specifically in the social media environment” (Hocevar et al., 2014, p. 1). 

Their study is built upon the components of self-efficacy which are prior experience 

(influencing a person’s confidence about finding true and accurate information), 

observations of other’s performance (through comments, blogs or videos) and 

performance feedback, originally social persuasion (assuming that one has to create 

content in order to get feedback). Physiological and emotional states are left out as 

they are said to be not relevant in an online setting.  

Findings show that users who use social media very actively, meaning users with high 

level a high level of prior experience, who are observing others and are creating 
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content which is responded by a high level of feedback, perceive information from 

social media as more trustworthy and are influenced stronger by the opinion of 

others. 

Even though internet media seems to have taken over, Television (TV) managed to 

stay relevant in today’s digital age. There are many different formats shown on TV, 

some of them informative and close to reality, other more fictitious and oriented 

towards entertaining the TV audience. We will now analyze, why TV has managed to 

stay relevant in an internet and social-media age. 

Generally, TV can be described as people perceiving different impressions and linking 

these with reactions and emotions. This follows the overall logic of perception, 

meaning a stimulus generates a response which, in this case, is an information causing 

a judgement about it. These information are saved and re-used whenever an 

individual faces a situation which is similar to the underlying situation of the saved 

judgement, so humans tend to use heuristic processing (Stanovich & West, 2000). That 

means, whenever a judgement needs to be constructed, humans do not try to gather 

all relevant information from their memory, but only use a subset of quickly available 

information. This subset of information contains only the amount of data the 

individual considers to be sufficient for constructing a judgement. Additionally, the 

accessibility of information is also important when it comes to judging a situation. Only 

information which is remembered quick and easy can be processed and used for the 

construction of a judgement.  

This is where TV comes into place, as it has a significant impact on the factors of 

information accessibility. Those are the frequencies of construct activation, its 

vividness and the relation to other closely related constructs. When a construct is 

reactivated often in a short period of time, it gets easier to access meaning that people 

watching similar programs on TV intensively, perceive a continuous series of stimuli 

for similar constructs, making these dominate soon. Very lucid information is 

remembered and retrieved easier than information requiring additional processing to 

form a judgement on. Most of the time, actions shown on TV are presented in a very 

entertaining or thrilling way as well as in the form of examples, what also holds for 
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news, so the stimulus perceived is strengthened. Given the continuous series of 

stimuli, constructs are linked together in the way they are presented on TV. Due to 

this linking behavior, there are many constructs activated, as soon as one construct 

within the linkage is activated leading to a series of responses to a particular stimulus. 

Theoretically, in the end the linkage can be seen as a script of how to react in a certain 

situation (Shrum, 2002). 

Regarding the higher impact of examples or cases on judgements, Lichtenstein, Slovic, 

Fischhoff, Layman & Combs (1978) investigated the easiness to remember an 

accident. They asked participants to estimate the probability of death due to a stroke 

or an accident. The results showed that people overestimated the probability to die 

due to an accident enormously proving that accidents, which generally are presented 

in media or spoken about by persons of one’s surrounding, are easier to remember 

and therefore lead to misjudgments.  

Shrum (2002) argues that this phenomenon is also true for intense TV consumption. 

He explains that viewing TV influences the accessibility of constructs through the 

presentation of examples, which in consequence are retrieved easier and more often 

as a basis for judgements, although he limits this finding by stating that it only holds 

when the example presented on TV is not too far from reality.  

Media consumption affects an individual’s perception of information or any other 

form of stimulus, as well as changing the way the individual is responding to it. With 

respect to e-Commerce, information presented on TV or digital media might influence 

the perception of a specific product due to product tests and experience reports, a 

specific online shop when it is covered by media or the perceived security in an online 

environment when media present how secure or insecure specific actions can be. 

5. Results 

After carefully evaluating our findings from the before mentioned customer survey, 

we will now discuss the findings concerning the five hypotheses in detail. All results 

are shown in table 1. Before analyzing each hypothesis individually, it is important to 

put some of the general findings into context. 
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First of all, it is noteworthy, that there seems to be no significant relation between age 

and perceived data security (PDS) in any of the statistics. We found this to be caused 

by the simple fact, that over 97% of all participants were under 34 years old and 69,5% 

were between 18 and 24 years old. Due to this very condensed population, the age 

variable is insignificant in this context. The same applies to the variables education 

and employment. Here, 69,8% of all participants had a high school degree and 90,2% 

were students at the time of answering the survey (appendix 7). Like the relation of 

age and PDS, the sheer lack of diversion results in no significant effect of education 

and employment on PDS. Marital status also shows no significant relation to PDS. 

Since we received mixed answers to the question of current marital status, it seems 

that there is no significant effect on PDS, at least not in a population of mostly students 

(appendix 7). Interestingly, gender does have a significant effect on PDS in the context 

of all five hypotheses. 
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Table 1 Regression analysis of the survey findings 
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H1 Influence of Expertise on PDS 

H1 states, that the level of expertise is negatively related to the level of perceived data 

security in the context of online shopping. The results seen in Table 1 Colum 1 seem 

to indicate, that there is some evidence to partly support H1, as the relation of PR, SC2 

and SC3 to PDS is indeed negative. On the other hand, SC1 and SC4 are both positive 

and ultimately none of the variables proved to have a significant relation to PDS. In 

addition, the quality of the regression seems to be at a very low level, further 

supporting its’ dismissal.  Based on these results, H1 must ultimately be rejected. 

H2 Effect of information consumption on PDS 

The second hypotheses states, that with an increase in information a person 

consumes, PDS is negatively affected. The analysis, shown in Table 1 column 2, shows 

a significant negative coefficient for CO in relation to PDS. This indicates, that there is 

evidence to support H2 and we therefore accept the second hypothesis. The more 

often a person acquires information on data security issues, the lower that person’s 

PDS will be. In the context of analyzing the effects of CO on PDS we can also observe 

a relatively large negative relation between gender and PDS. 

H3 Being hacked lowers a person’s PDS 

The third hypothesis analytics in table 1 column 3, show that a hacker attack on a 

persons’ electronic devices will negatively affect that persons PDS. In this case, the 

results strongly support H3. The relation between HA and PDS is both negative and 

significant. In addition, the quality of the regression as measured by R² is relatively 

high. Interestingly, there is some evidence, that a change in behavior after having 

experienced a hacker attack on a personal electronic device will lead to an increase in 

PDS. Based on this analysis, we accept H3 and can confidently say, that a hacker attack 

will lower a persons’ PDS. 

H4 Brand reputation is positively related to PDS  

Our fourth hypothesis states, that an e-Commerce shop’s brand reputation has a 

positive effect on PDS. The analysis took into account Germany’s top 10 e-Commerce 
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platforms (Statista, 2016). The results show a significant positive relation between T1, 

T6 and PDS and a significant negative relation between T4 and PDS. Interestingly, the 

remaining results show no significant relation to PDS, indicating that a brands 

reputation only effects PDS at all, if the brand is both well-known and regarded as 

trustworthy. In the survey, Amazon (T1) was by far the most trusted online retailer, 

with 82% of our participants finding the shop trustworthy. Zalando (T6) comes in at 

number two, with 63% of the participants, who knew the brand, judging it as 

trustworthy (appendix 2 & 3). It does seem like there is a positive relation PDS and 

trust into T1 and T6. On the other hand, the results also indicate that a person who 

puts a lot of trust into Otto (T4) lowers his or her overall PDS, even though Otto is 

known to 81% of the participants and trusted by 55% of the ones that know the brand 

(appendix 4). Combining these findings, we cannot draw a decisive conclusion. Since 

the findings differ largely and, we conclude the effect of the variables T1 through T10 

on PDS is not proven beyond doubt and could be caused by simultaneous causality 

bias, meaning someone with a lower PDS might just tend to trust T4 a lot, but trusting 

T4 will not result in a lower PDS. An effect of brand’s reputation on PDS, measured 

through the perceived trustworthiness of a brand, is still very likely, but there is not 

enough evidence to accept H4 in this case. In conclusion, the results are too 

inconsistent and we reject the H4.  

H5 Benefits are positively related to PDS 

The last hypothesis is related to the question, how a benefit change ones’ willingness 

to transfer data to an e-Commerce platform and consequently states, that a benefit 

positively influences PDS. The findings show, that the influence on PDS is highly 

dependent on the kind of benefit offered by the online store. B1, B3, B5, B6 and B8 

did not produce significant results, showing that customer’s PDS is not at all affected 

by them. B2 and B7 both do show significant positive relations to PDS, meaning larger 

coupons and gifts both seem to increase the customers PDS. On the other hand, we 

see some slightly significant indications, that B4 has an adverse effect on PDS. 

Newsletter offerings could end up decreasing PDS. Taking all findings into account, we 

can conclude, that while the findings do support H5, they also show that relevance is 
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highly dependent on the type of benefit offered by the e-Commerce platform. Not 

every benefit will increase customers PDS, but if an online shop chooses the right 

benefits, it can have a positive influence on PDS. Overall, we accept H5 but 

acknowledge that it is not universally true. 

6. Conclusion  

After going through all the findings step by step, we will now analyze, what they mean 

and what these results imply for the e-Commerce industry. First of all, the findings 

from our survey analysis mostly agree with existing literature, but differ in some 

important respects. We found, that a customer’s perception of data security is highly 

influenced by that person’s frequency of consuming information about data security 

issues on the one hand, and the experience of a hacker attack on the other. Proficiency 

in the field of data security on the other hand, proved to have no significant effect on 

the PDS of our population. This indicates, that gathering information on data security 

issues and having proficient knowledge in that field are essentially different factors 

and influence people’s PDS in different ways. Meaning that collecting information 

does not necessarily relate to proficiency in the field and vice versa. This relation could 

be subject of further research. We highly encourage a study to investigate the relation 

of information gathering and expertise with regards to the topic of data security. 

Based on our findings, it is entirely possible, that without expertise, the raw 

information has a negative effect on a person’s PDS, but combined with a certain level 

of proficiency, the information is processed differently and the effect on PDS could 

change.  

Next, we will look at some indications for an actual online store, considering the 

relevant findings from H2, H3 and H5. With regards to H2, it should be obvious that an 

e-Commerce business cannot directly influence their customers media consumption 

behavior, but we do suggest that, in order to increase customers PDS, an online store 

should try not to make headlines through a media scandal. If the consumption of 

information on data security issues lowers PDS, it could consequently mean, that as 

an e-Commerce business, standing out negatively in terms of data security would 

influence that store’s customer’s PDS negatively. This should be avoided, if a store 
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wants to retain both their customers and their customer’s trust (Fang et al., 2014; 

Flavián et al., 2006).  

The second large influencer is the experience of being hacked, as described in H3. The 

results show a clear negative effect on PDS, meaning to increase PDS of their 

customers, an online store should implement sufficient data security measures and 

try to protect their customers as best as they can. Since we do not expect retailers to 

have direct access to their customers personal devices, we suggest educational efforts 

to protect their customers from a hacking attack. Since proficiency in the field of data 

security does not seem to have any effect on PDS, the effort of educating customers 

on data security should also not affect their PDS. Now, that makes it sound like 

educational efforts would be a waste of time and money. But, we argue that, as a 

consequence of educating people on data security issues and more importantly how 

to protect themselves against digital threats, could prevent a possible hacker attack 

and thereby also prevent the negative effect of that attack on a customer’s PDS. 

Future research towards this direction is advised and could deliver scientific evidence 

to support this argument. 

The lessons learned from looking at the analysis of H5 allow more decisive conclusions 

for e-Commerce businesses. If an online retailer wants to increase their customers 

PDS and make them more willing to transfer personal data, offering a benefit can be 

a good option, but only if the benefit is attractive enough. Badly received benefits like 

newsletters could even result in a decrease of customers PDS. It is therefore important 

for an online shop to choose the right benefits. In the context of PDS, the right benefit 

also does not necessarily mean the most attractive benefit. In our survey, the most 

attractive benefit was B5, which has no significant relation to PDS. On the other hand, 

B7 has a positive impact even though only 18% of our participants deem it attractive 

enough to trade personal data to obtain the benefit (appendix 1). For an online shop, 

this indicates, that before implementing a benefit with the goal of increasing 

customers PDS, research into the attractiveness, costs and the effect on PDS of a 

benefit should be conducted to ensure, that the planned benefit is well received, 
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reasonable from an economic point of view and has the desired impact on PDS. 

Without that research, there is a risk of causing no or even an adverse effect on PDS.  

The last indication of the research shows, that trustworthiness alone is not enough to 

influence PDS. Only in special cases is a brand reputation strong enough to influence 

a customer’s PDS. In most cases, e-Commerce businesses cannot rely on their 

reputation to influence their customers PDS, meaning a customer is not likely to give 

up personal information based on a brand’s reputation alone, unless that brand is 

Amazon or Zalando.  

Limitations and Future Research 

The research we conducted was not without limitations, some of which were already 

briefly mentioned. The clear focus in our sample group is probably the largest 

limitation of this research and while it allows for a pretty accurate result for students 

under the age of 34, it is not possible to generalize the findings and draw conclusions, 

which hold true for other demographics. It would be highly beneficial, to conduct 

future research with a more diverse sample. It would also be interesting to analyze 

possible differences between generations and demographics. A future study could for 

example create archetypes for different demographics based on their differences in 

PDS. This could be useful to show, how the perception of data security changes 

depending on age, cultural and educational background.  

Another fact is, that this research was limited to finding influencers on PDS, but cannot 

provide a clear link between PDS and a customer’s decision to buy a product based on 

his or her perceived security in on an e-Commerce platform. This is why we suggest 

research into the relation between PDS and conversion rate, to analyze whether PDS 

could be a legitimate influencing factor on a customer’s decision to buy from a certain 

online retailer (Heathman, 2014). This would add valuable insights into the concept of 

PDS ion general as well as giving e-Commerce businesses additional useful feedback 

on the effectiveness of increasing their customers PDS. 

Additional limitations include a lack of insider knowledge. A research with the support 

an e-Commerce company could deliver different results.  
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Appendix 5: Survey questions and sources 

Has one of your personal electronic devices ever been hacked before? (L. J. Shrum, 

2002) 

Did the experience of having been hacked change you online shopping behavior? 

(Capgemini Consulting, 2017; L. J. Shrum, 2002) 

How often do you get information on data security issues? (Hocevar et al., 2014) 

Are you familiar with the following security certifications? Are they important to your 

decision, whether to trust an online retailer or not? (Initiative D21, 2017) 

When it comes to general knowledge about data security, I would describe myself as…  

(Chircu, Davis, & and KAUFFMAN, 2000) NIH Proficiency Scale (2017) 

In general, how secure do you feel your data is online? (Capgemini Consulting, 2017; 

Chen et al., 2012; Flavián et al., 2006) 

On a scale from 1-10 how much do you trust eCommerce platforms? (Capgemini 

Consulting, 2017; Heng & Wei, 2010; Statista, 2016) 

On a scale of 1-5, how likely is it that you will provide private information for one of 

the bellow mentioned benefits in eCommerce? (Capgemini Consulting, 2017; Chen et 

al., 2012)  

On a scale from 1-5 how secure do feel while being online? (ISACA, 2017) 

How often do you undertake sensitive transactions with your smartphone (e.g. Mobile 

Payments, Online Banking, Online Shopping etc.) (Accenture, 2011; Shah, Peikari, & 

Yasin, 2014; Symantec, 2015; Wang et al., 2003) 
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Appendix 6 

Regression in SPSS. The full data set can be retrieved online at no costs under the following addresses: 

 

https://felix.hs-

furtwangen.de/url/HomeSite/2405728317/userfolder/0/path%3D~~public~~PDSRegression%2Esav/0 

 

Appendix 7 

The survey raw data in form of an Excel file, including every answer can be obtained via the link below. 

 

https://felix.hs-

furtwangen.de/url/HomeSite/2405728317/userfolder/0/path%3D~~public~~Data%20Security%20Pro

ject%5FTransformation%5Fraw%5Fdata%2Exlsx/0 

https://felix.hs-furtwangen.de/url/HomeSite/2405728317/userfolder/0/path%3D%7E%7Epublic%7E%7EPDSRegression.sav/0
https://felix.hs-furtwangen.de/url/HomeSite/2405728317/userfolder/0/path%3D%7E%7Epublic%7E%7EPDSRegression.sav/0
https://felix.hs-furtwangen.de/url/HomeSite/2405728317/userfolder/0/path%3D%7E%7Epublic%7E%7EData%20Security%20Project_Transformation_raw_data.xlsx/0
https://felix.hs-furtwangen.de/url/HomeSite/2405728317/userfolder/0/path%3D%7E%7Epublic%7E%7EData%20Security%20Project_Transformation_raw_data.xlsx/0
https://felix.hs-furtwangen.de/url/HomeSite/2405728317/userfolder/0/path%3D%7E%7Epublic%7E%7EData%20Security%20Project_Transformation_raw_data.xlsx/0
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