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The vision of the Grid is to support the dynamic establishment and subsequent
management of virtual organizations (VO). To achieve this presents many
challenges for the Grid community with perhaps the greatest one being
security. Whilst Public Key Infrastructures (PKI) provide a form of single sign-
on through recognition of trusted certification authorities, they have numerous
limitations. The Internet2 Shibboleth architecture and protocols provide an
enabling technology overcoming some of the issues with PKls however
Shibboleth too suffers from various limitations that make its application for
dynamic VO establishment and management difficult. In this paper we explore
the limitations of PKls and Shibboleth and present an infrastructure that
incorporates single sign-on with advanced authorization of federated security
infrastructures and yet is seamless and targeted to the needs of end users. We
explore thisinfrastructure through an educational case study at the National e-
Science Centre (NeSC) at the University of Glasgow and Edinburgh.

1. INTRODUCTION

The vision of the Grid [7] is to support tldgnamic establishment and subsequent
management of virtual organizations (VOs). The tdymamic is italicized here as it
could be argued that this is what distinguishes Grfichstructures from other large
scale distributed systems. With no prior detailed agesds in place, it should be
possible to create a VO which will allow collectoorof individuals and/or
institutions tosecurely share resources whether these resources are data &ets, da
archives, computational resources, services or mageidjzed equipment. A key
element of this vision is the notion aingle sign-on where a single set of user
security credentials are sufficient to allow access todtitude of federated
resources across the VO.

Perhaps the greatest challenge in realizing this dymamdel is security. Sites
wishing to potentially form a VO need to be aware té consequences of
establishing such collaborations. It is the case in coenmecurity that the weakest
link rule applies; this fact is magnified by Grid ia$tructures due to their openness.
Highly secure multi-million pound compute facilitiesncdbe compromised by
inadequately secured remote laptops. Rigorous $gequdcedures at one site can be
made redundant through inadequate procedures atearsmhiaborating site. This
problem is exacerbated by the predominant Public Kéwastructure (PKI) [11]
authentication-only based security models prevalerdsa most high performance
computing related Grid infrastructures today, wreseblishment of user identity is
the primary security focus (and not on restricting ttha user is allowed to do on
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the given resource). With the move of the Grid comitgun more security focused
areas such as the health domain, this authenticatign-security model is
unrealistic and does not lend itself to the adoptibGrid technology. Considerable
progress has been made in developing advanced sentndstructures that are well
integrated into Grid middleware [8,20]. However tbleallenge remains how to
establish a VO in a dynamic manner where sets of fiamed distributed security
authorization policies defining what end users atewedd to access/use on local
institutional resources can be supported across naltigdependent institutions.

One common approach to solve this is through thdkstianent offederations
which can be considered as groups of organizationshwagcee to adopt common
policies and technical standards to provide a commérastructure for managing
access to resources and services in a uniform way. Iiteenet2 Shibboleth
architecture and protocols [18,19] have been deeeldp support the establishment
of federations where devolved authentication and ritgcattribute release across
multiple independent institutions is supported. Thro8gibboleth, authentication at
a home institution Identity Provider (IdP) by a usean in principle support single
sign-on across a federated VO where security attsbamel assertions are released
which can subsequently be used by service providers t(Emake authorization
decisions. This model of single sign-on lends itself deaaced authorization in
more security focused VOs, but requires detailed negutiaf security attributes to
be defineda priori. This pre-agreed and potentially detailed negotiatand
agreements goes somewhat against the true visiore defildl where dynamic VOs
can be established and managed “on-the-fly”, and evimaw agreements and
policies can be added as new institutions, new ressuand users are brought
together for potentially short time periods.

In this paper we outline a novel solution prototypsihin the UK JISC
Dynamic Virtual Organizations for e-Science EducaifpyVOSE) project [5] that,
using a basic institutional trust relationship betwesites supports single-sign
combined with advanced authorization of federatedlirsty infrastructures based
upon delegation of authority. We explore this infrasture in an educational setting
through a programming assignment set as part of tlie @mputing module part
of the advanced MSc at the University of Glasgow.

2. EXISTING GRID SECURITY LIMITATIONS
Grid security is still predominantly based around Pldlsupport authentication, i.e.
the validation of the identity of a given user regfirgy access to a given resource.
The simplest PKI involves a single Certification AutibofCA) which is trusted by
all users and resource providers. With this modelrsusaly accept certificates
(signed by the CA which associate the users privatenktiytheir public key) and
certificate revocation lists issued by this CA. Thisdelomakes certificate path
analysis easy since there is a single step from a cattfto the CA who issued it.
Other more complex PKI architectures also exist.éx@mple, users may keep a
host of trusted CAs. However, issues such as how tdrtedtworthy one from
untrustworthy one arise. Hierarchical PKIs wherer¢hare chains of trust between
the CA, sub-ordinate CAs and users may also exist. Tadehallows limiting the
damage caused by compromised subordinate CAs. Thussibardinate CA is
compromised then only the certificates issued by tk@ntheir subordinate CAs)
need to be revoked. Other more complex architectwissagain, such as meshes of
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PKIs where trust relationships (webs of trust) arebdisteed on a peer-peer basis.
This model often requires bridging solutions [12,b&8fween CAs and results in
certificate paths that are harder to establish — giathncontaining loops.

The main benefit and reason for the widespread amceptof PKIs within the
Grid community is their support faingle sign-on. Since all Grid sites in the UK
trust the central CA at Rutherford Appleton Laborets (RAL) [23], a user in
possession of an X.509 certificate issued by thisd@A send jobs to all sites, or
rather to all sites where a user has requested andybeaied access. Typically with
Globus based solutions gatekeepers are used to ehatiggned Grid requests are
valid, i.e. from known collaborators. This is maniféistough the Distinguished
Name (DN) of the requestor being in a locally madagecess control list (ACL)
grid mapfile which typically maps DNs to local user accounts. €hASLs are
typically manually updated and managed based updimidual user requests. The
dynamicity of this manual approach is not conduciee the Grid-idea for
dynamically establishing new, potentially short teu®s. Instead users have to
statically have their DNs registered at collaboratsitgs which have previously
made available/allocated local accounts. Once the €&@les to the wider research
and academic communities (as opposed to the currentsfon the “Grid”
community) where many millions of usérexist this centralized model of
certification is likely to have scalability issues.

The process of acquiring an X509 certificate itselbff-putting for many of the
less-IT focused research community since it requiras tioeconvert the certificate
to appropriate formats understandable by Grid middieywe.g. through running
cryptic (in the confusing sensedpenssl commands [13]. This problem is further
exacerbated sinagpenss is not commonly available on platforms such as Windows
and requires separate software to be installed. Ontieeiappropriate Grid format,
users are then obliged to remember necessarily stéruhpdracter passwords for
their certificates with the recommendation to useengmd lower case alphanumeric
characters. The temptation to write down such passwvdapparent and an
immediate and obvious potential security weakness.

The fundamental issue with PKls for Grid security hegveis trust. Sites trust
their users, the CA and other sites. If the trust betveasy of these is broken, then
the impact can be severe, especially since usersiaently free to compile and run
arbitrary code. With the now global PKI and assodatxognition of international
CAs through efforts such as the International GlobEdust Federation
(www.gridpma.con, this basic trust model is naive. For this reasondsGhave
been seen as at best something to be consideredtegpém@am existing compute
infrastructures or at worst as a potential threabdse infrastructures.

3. SINGLE SIGN ON AND ADVANCED GRID SECURITY FOR
STATICVOs

Numerous technological solutions have been put fahh@oking towards providing
various enhanced Grid security models and solutiooh sis CAS [14], GSI [9],
PERMIS [2] and VOMS [1]. Examples of how these coraptr one another is

! There are currently over 3 million Athens accoumtsoss UK academia from over 2,000
organizations. To put this into context there gmpraximately 3500 UK e-Science certificates
issued by the UK e-Science CA that are currentlighacross the UK.
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described in [21]. Recent developments in Grid stanmz@idn [8] and associated
implementations [3] have shown, however, how finairggd models of security can
be achieved supporting authorization closely integratith Grid solutions.

Role Based Access Control (RBAC) based solutions represe of the more
scalable solutions for advanced authorization infaastires [permis]. Such systems
allow for definition of roles which are typically assated with given privileges on a
system and as such, are less susceptible to change thadualduser identities.
The roles themselves are assigned to subjects (useisguiyg them with an X.509
attribute certificate (AC) [2]. These roles and AGs én turn be used to form the
security policies for a given site. Systems such as PBRiMow for the expression
of digitally signed (and hence tamper proof) secupitjicies based upon triplets
comprised of Role, Target, Action>. A local authority — the Source of Authority
(SoA) will specify policies based upon institutionalesy institutional resources
(targets) and actions that can be performed on ttessmirces. Once defined, these
policies can be used to ensure that only users wittoppate roles (privileges) can
access certain services or data resources and peréstaincactions. It has been
shown [22] how such infrastructures can be defined ased as the basis for
limiting access to Grid resources and data sets. Stbnsy predominantly work at
the local authorization level, i.e. the policies lggp the local site only. With Grid
based inter-institutional VOs this model of security @ the norm and collective
understanding of inter-institutional security infrastures is needed.

Supporting multiple attribute authorities is somethithat the Internet2
community has focused on explicitly in the Shibbolatbhitecture and protocols
[18,19]. The UK academic community is currently in thecess of deploying
Shibboleth technologiedifp://shibboleth.internet2.eduio support local (existing)
methods of authentication for remote login to resaurd@érough this model, sites
are expected to trust remote security infrastructusegxXample in establishing the
identity of users (authentication) and their associagrddleges (authorization). To
support this, the Shibboleth architecture and as®atiptotocols identify several
key components that should be supported includidgrégions, Identity Providers
(aka origins), Service Providers (aka targets) arttboally Where Are You From
(WAYF) services. Through these components, end userhiavik single usernames
and passwords from their home institutions which pithvide for seamless access
to a range of resources at collaborating institutiom$ service providers. Local
security policies at service provider sites can therude to restrict (authorize)
what resources authenticated users are allowed aocess t

To understand the impact of Shibboleth technologresrid security it is first
necessary to have an appreciation of the interactibas typically arise with
Shibboleth. When a user attempts to access a Shiblpot#tcted service or Service
Provider (SP) more generally, they are typicallgimected to a WAYF server that
asks the user to pick their home Identity ProvideP)Iffom a list of known and
trusted sites. The service provider site hgsesestablished trust relationship with
each home site, and trusts the home site to autheniisaisers properly.

After the user has picked their home site, theimiser is redirected to their
site’s authentication server, e.g. an LDAP repositand the user is invited to log
in. After successful authentication, the home sitbreets the user back to the SP
and the message carries a digitally signed SAML [Aufhentication assertion
message from the home site, asserting that the user has soeeessfully
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authenticated (or not!) by a particular means. Thaeah@uthentication mechanism
used is specific to the IdP. If the digital signaturetbe SAML authentication
assertion is verified and the user has successfullyeatithted themselves at their
home site, then the SP has a trusted message providiwighita temporary
pseudonym for the user (the handle), the locatiohefttribute authority at the IdP
site and the service provider URL that the user wasipusly trying to access. The
resource site then returns the handle to the IdPribuaté authority in a SAML
attribute query message and is returned a signed S#tivibute assertion message.
The Shibboleth trust model is that the target sitst$ the IdP to manage each user’s
attributes correctly, in whatever way it wishes. 8e teturned SAML attribute
assertion message, digitally signed by the originviges proof to the target that the
authenticated user does have these attributes. Wethnattdater versions of the
Shibboleth specification have introduced a perforreaimprovement over the
earlier versions, by allowing the initial digitalsigned SAML message to contain
the user’s attributes as well as the authentication tassefhus the two stages of
authentication and attribute retrieval can be comthin

This security model offers several direct benefits ovEtsPfor dynamic
establishment of VOs in that users are no longer trustethanage their X509
certificates and remember complex passwords. Insteadtutitsis within a
federation have a degree of trust with one anotBdes/IdPs and SPs are still
autonomous and are able to decide for themselves whétherovided attributes
are sufficient for access to the resources and wiiicibiges they are prepared to
release to which SP. Another key benefit of Shibtofer VO establishment and
management is that users are only required to rememéerown usernames and
passwords at their home institutions.

Provided a common understanding of the roles andisgatfributes across the
sites comprising the federation exists, single sign enbeaachieved. Thus if a SP
trusts a given site for authenticating a user requgsiccess to its own resource, and
also an agreement on the attributes which are toxbeaeged between the sites
exists, then the SP can authorize/restrict access tesources from those sites that
are within the correct federation and that prowide necessary attributes and their
values needed to give access to the resource. WhhitUK a single federation is
being proposediww.sdss.ac.ukand a small set of security attributes based upon a
subset of the eduPerson specification is being ad¢p6ddThese attributes include
eduPersonScopedAffiliation which indicates the user’s relationship (e.g., staff
student, etc.) within their home institutioeguPersonTargetedIlD which is needed
when an SP is presented with an anonymous assertion asnlprovided by
eduPersonScopedAffiliation; eduPersonTargetedlD attribute which provides a
persistent user pseudonymagduPersonPrincipalName which is used where a
persistent user identifier, consistent across differsevices is needed, and
eduPersonEntitlement which enables an institution to assert that a user isatigh
additional set of specific conditions that apply &mcess to a particular resource. A
user may possess different values of etl@Per sonEntitlement attribute relevant to
different resources.

One key aspect of the UK federation which helps uppsrt single sign-on
across numerous resources is the facility to maintairiogesgormation. Thus in
accessing their IdP, the user is able to specify whetleeWAYF should remember
them for the duration of the session, for a weekabram all. In accessing subsequent
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Shibboleth protected services, the WAYF will autoelty recognize which IdP
the users are from and redirect them accordingly.

Proof of concept systems demonstrating how Shilhdlased access to Grid
resources has been achieved is described in [25]. Wowghibboleth by its very
nature is much more static than the true vision ef &rid, where VOs can be
dynamically established linking disparate computali@ral data resources at run
time. Instead Shibboleth requires agreed sets obatis that have been negotiated
between sites. What is needed instead is a more dynaayian which security
attributes associated with a VO can be establishedaandpted across a given
federation.

4. SINGLE SIGN-ON AND ADVANCED GRID SECURITY FOR

DYNAMICVOs
The definition of detailed policies for access to asdge of multiple site resources
will face scalability issues for large scale Grid istractures where many different
users, services and resources exist. This is further codedwrhen new users join,
leave, new resources are added and removed etc. Hagimgle SOA to manage a
security infrastructure at a given site is not reali&tr large scale, evolving Grid
infrastructures. Ildeally, it should be possibled@egate the privilege for others
including potentially those at other trusted sitesigsue ACs which will be
recognized locally. This is especially the case whanpiex or short lived dynamic
VOs are to be established and managed. To addresshthiByVOSE project has
rel.

telp

tp:/fissrg-testbed.cs kent ac.Lk:8080/ds/dis pho.

Issue new Attribute Certificate

Roles to be assigned to the Holder
Available roles Assigned roles

Validity Period
From: [2005 (%] [Jen ¥1] [1_ 1] To: [2005 1] [Jan 1][1_ %

Delegation illustration

Wstart < O

” 12 Disdoc-Mieros., | € tssue new At N e:,\g 1144
Figure 1: DyVOSE Delegation Issuing Service
The DIS is a web service that can issue ACs on behalfSafA. In a traditional PMI

model a SoA that issues roles or privileges to users hawg a PKI key pair. This
restriction implies that the SoA is responsible for alNifege allocations within at
its own site. Ideally a SoA, e.g. a systems-admiratravould like to be able to
delegate the privilege to issue new roles to othested entities/people, e.g. to a
local researcher wishing to establish a particul@;, ¥r potentially to a remote but
trusted entity. The DIS service itself does not regjtiat delegated/trusted entities
are required to hold a PKI key pair in order to is#\(@s to their subordinates
however the SoA will by definition restrict the rsl¢hat its subordinate authority
will be able to issue. The DIS service also allowegiated entities to also delegate
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privileges to others. To minimize the potential séguisks that might arise through
this, subordinate authorities will always have lowevilgge than their superiors.

Through the delegation of authority capabilitiessodfd by the DIS service, sites
wishing to establish VOs dynamically are able to tereattribute certificates
associated with the particular demands of the give ®fxe defined, users wishing
to access resources across multiple institutions aretahlse the single sign-on
capabilities of Shibboleth to authenticate themsebtetheir home site, and have
these attributes (which have been dynamically cr¢datetle used by SPs to make
subsequent authorization decisions. Through this, dim&Os can be established
where fine grained authorization policies are ciddtased upon attributes specific
to the security of the VO and created by privilegesmbers of the VO. Subsequent
access to Grid resources across the VO can, throuph@éth, be based upon the
appropriate attributes being defined and subsequelatiyered for authorization
decisions to be made to VO resources.

To explore the capabilities of the DIS service fonayic attribute creation and
their usage for subsequent single sign-on through Skathb to access and use
dynamically established VO resources, we have egglthris technology within the
advanced MSc Grid Computing module at the Universit@lasgow.

4.1 Case Study

The Grid Computing module at the University of @as required the advanced
MSc students to undertake a large scale programmasigrasent. This assignment
was focused on exploring latest developments in Gridbhleware such as Globus
and Condor [4], and exploring fine grained securifyastructures. Specifically, the
students were required to implement a Globus-baseidfdyimatics application
(BLAST) which was to run across a Condor pool. Theiegfon required them, in
the first instance to develop a client to access ateB@rid serviceRlastData) in
Edinburgh University which was protected by the PHRMauthorization
infrastructure and return the appropriate sequenda. dehis service and the
associated security policy was developed and deployadvance for the students.
The students were split into two groumgoupA and groupB. These groupings
(roles) were then used by tiBastData service and its security infrastructure to
enforce/restrict access to the data accessible. Theitdath was nucleotide or
protein sequence data sets depending on the rolepldgioaistudents were in.

Once the data was returned the students were expiectezk this as input to
their own Globus based BLAST service which would agnoss the Condor pool.
This service was also PERMIS protected with thecgaduch that only members of
their team could invoke the service, i.e. peoplélieir role. Diagrammatically the
assignment and associated infrastructure is given imé-Ryu

In the infrastructure th&lasgow SoA used the Edinburgh DIS service to issue
attributes within the Edinburgh PMI for roles neededoss the VO, i.e. they were
delegated the privilege by thgdinburgh SoA to create roles within the Edinburgh
role hierarchy. Through creation of a VO specifiter e.g.external Student within
the Edinburgh policy via DIS and mapping of the DisGlasgow students to this
role, Glasgow students have subsequently been ablecdess and return the
appropriate sequence data sets for input to the BLABrvice. Through the
hierarchy of the XML role policy at Edinburgh, apsivileges that the external role
holds will be inherited by the appropriate roles aenaed suitable by the local
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Edinburgh SoA, e.g. arexernalSudent may have less privilege than an
EdinburghSudent role which already exists within the Edinburgh PMihis
hierarchical management of roles allows distinct lee¢lgust to be implemented
based on a user's function and location within ti@ Without surrendering local
policy integrity. Thus for example, Glasgow studesuts able to access Edinburgh
Grid compute resources but not allowed to print oallpcinters.

@dor pool Glasgow &E\ / Edinburgh \

b |

Glasgow SoA pising DIS DAP

Edinburgh
... | Education

PERMIS ba
Job sch

...................... Authorisgtig
data managem . . Checks/degis

Service i

Implement';:?du_'_ o Td_ate_\ 'ir_m.put
by Students - .4 _ Prd

—

ejn/nucleotide sequence data

‘l: G(id—data :A retufngd based on student team and
! Client ; j @burgh policy /

Figure 2: Grid Computing Assignment Utilizing Dynam\C Creation and Authorization

4., CONCLUSIONS

The dynamic establishment and subsequent managemer®®frapresents a
significant security challenge to the Grid commur{ifyit is done correctly!), but a
challenge that needs to be overcome in order for teddnology to be taken up by
the more security focused communities such as the niedticaain, or industry
more generally. The dynamic delegation of authanfyastructure supported within
the DyVOSE project offers one possibility through whiedvanced authorization
infrastructures can be linked dynamically. Throughedated creation of VO
specific roles and attributes, VOs can be establigheddynamic manner without
compromising the overall security. At the time of tig) the students at Glasgow
are in the final phases of their implementation waith the successful return of
sequence data already completed based upon dynaniczdited security attributes
— thus proving the proof of concept in using DISdgnamic VO establishment and
fine grained authorization.

To simplify the overall process in access to and usédy# Grid resources, the
Shibboleth technology offers direct benefits for #rgign-on, but currently requires
a more static view of the security attributes that arailable. Through the DIS
service, an SP may, subject to its having the apjatepprivilege at IdPs be allowed
to create attributes for those IdPs which will subsetiuede needed for access to
the resource. This model significantly changes theadhics through which future
VOs may be composed. Truly dynamic security orienteds \i@here service
providers not only offer services but the attributeseded for access to these
services has hitherto not been addressed by the Grid weitymThis work is being
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explored in a variety of security oriented projedishe National e-Science Centre
especially in the e-Health domain.
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