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Abstract

Modern control systems are becoming in-
ereasingly complex. If failure rechanisms and
effect are known, it is often simple to make smal
design changes, which lead to fail safe design.
The problem is to discover the large number of
different fallure possibilitiles.

The cause/consequence diapram provides a
good way of deseribing the sequential effects
in a failure, important In contrel systers. Pro-
duction of cause/consenuenc- - ig-rams iIs at
present a skilled manual tase.

A roithon Is npegented for produecing cause/
consequence «diarmrams autoratically, startine
with a block diarrar of the system to he analysec
and equations describing the operation of each
component, under normal and failure condltions,
Theorem proving techniaues are used to deduce
the sequence of cvents occurring after a fallure,

The method makes 1t possible to define what
s meant by a "complete" failure analysis, In
practice, it seems that such "complete” analyses
require a large amount of computer time. Human
interaction helps in avoiding unnecessarlly de-
tailed analysis, and In Increasing efflciency
of the analyses.

Available on request from the Library of the Danish
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Bibliotek), Rise, DK-4000 Roskilde, Denmark
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A semiautomatic methcd for qualitative failure mode anralysis

Failure rode and effects analysis, and fault tree analys:i.,
are two established techniques for studying the reliab’'litv of
large systems. The method to be described here is a formalized
version of "cause-consequence analysis" which is a diagrammatic
techniq.e for presenting the sequence cf events leading teo a
failure, and the conditions under which these events can take
place (D.S. Nielsen 1971).

The reasons for formalizing failure analysis, are tie dif-
ficulty and cost of analysing the reliability of large svstems,
with many, unlikely, failure modes. The needs for more automatic
methods of gualitative failure analysis have been studied in deptn
by Powers (1973) and methods for building fault trees automaticallvy
have been described by Fussel (1973). The methnds described here
are directed especially to those cases where sequence is importarnt,
particularly sequential controllers, computer control, ard the
checking of written operating procedures,

Cause conseguence analysis

Cause consequence diagrams present events in a flow chart
form. Alternative event sequences may depend on conditions within
a system, and decision boxes describe this dependency. Broken lines
are used to represent conditions, and conditions are combined using
and/or gates. A cause consequence diagram can be regarded as a com-
bination of fault trees and flow charts. (See example, Figure 1).

Cause consequence diagrams have certain advantage when compared
with fault trees. They give a more concise expression of the sequen-
tial dependence of events, than do fault trees, and dc not need to
make use of time labelling conventions. This is an advantage when
sequeritial control, operator procedures, or computer operation is
to be described. (However, a cause consequence diagram can be trans-
lated to a fault tree, by using time lakelling conventionc),

As will be seen, the cause consequence diagram of a failure is
also more directly related to the physical structure of the system
which is to be analysed, than the corresponding fault tree, ard its
construction requires smaller steps in reasoning.

Systematic development of cause/consequence diaprame

The starting point for a systematic development «f a cau.e/
conusequence diagpam, is a hlock diagram shnawing the phusical <truc-
tur~ of a plant. Eacn block represents a piuce of equipment, fach
line repre.ents an interconnection or rejation Letween pienes of
«quipment, or rlant component:.

Each blocy requires a mathematical Adescript. o <6 now ot worr,,
in input/output terms., These descriptions can 'e piven Leosewe o o F



equaticns, transfer functicrnu, or logical statements.

Each line on the 2diagram represents a variable - for samri-
a voltage, an? the Llocks are regarded as racieving innrut var:
ables and prcducing the values of output variables. Arrows are
drawn on the diagram, representing the direction o€ cause g--
effect (Taylcr 1°73), For example the coil current ¢ a rel--
may be reparded as an input variable, and the contact stats ~°
the relay as an cutput variatle.

A "condition description™ is a logical statement whieh -
scribes the values of (some) system variables cver a tror od ~¢
time. An "event" 15 =2 lorical statement which descrites a .

conditions,

Given a conditicn at the input to a compenent, and
ematical description ¢f the component, an cutput eccnd. o fe
deduced.

Example:

A relay cdn lLe descrilted by -
if power at lnput, then power at output

INPVUT '
d oVTAUT

an input condition: pover at input
ylelds an output condition: poser at output

Similarly, if an input event description is given, an ocutout
event description can be deduced. Tor describing avente, .v
convenient to use the condition description which becomes true
after the event has occured, It is also useful to associate wi i
the event description, a record of the time at which the ayen:
occurred.

Pig. & 4and 6 shows one wavy of reLresanting the Lrooer S
deducing evenrts within a svstem, If there are rwvera, ocutnu® 1ine
flowing from a campenent, thern thare mas well be ooauo-al aver
chains also flowing from the cimrrrent, 7F “tere are severa. Ln
te @ component, then the conequern s ¢f an input event ~n one |
put, will depend on 1t tiore o chdre rresest 3t ot v
inputs, This pives rite to tne "eardition faxe-™ S toe cau e e
sequence diagram,




Tome componenti nave "remory", and as a resuit, mav rollce
output events at scome time after an input event. Ir scme cases,
several delaved event chains will be produced. An example 15 the
case of a timaupr relav. “amponents with memoer, :ﬂ*“"‘;:e lelac In%o
the cause corsequence diacram, and also the noss hility Foy T-oical
conflict between event chains.

Automatisn of diagram construction

Tne process zf deducing output evenis, piv STt
can be autemated, usinge technlques develored fn srecr ¢
proving {(see e.g. Nilison 1271), What is more, “nat rthe
component and Input =2vent descr ptions are rat e e
deduction precess - "zomnlerte®™, This means tha d, or
"canonical®™ farm :o chosen for event descrintio Tivern an
input evert, a ¢ I fr~rm descriptiznn ¢f &l e ToEgliiile Tute
put events i: pr and the conditions urder wi: ese 2uT-
put even=s can ¢

o

What repmaing, 15 te automate the process Ly whicn the efi-n
of a sinple "S;Qntanoous" or ’1n*t al" event leads i~ followin.
chains of events. The rules for tracing event chains are yiv=
table 1.

Eacti time a component 1s reached which has several inputs,
the ensuing chains cf events will depend on the ccrnditicns at
these inputs. This means that it is also necessarv o trace Sack-
ward through *he Lblock diagram, building up a "tree" of cond:iticns,
tec check if the necessarv input conditions can be fulfillesZ, This
process 1s described in table 2.

Ar_example

Ar. exarvie was riven Lv Haasl of a chemical
svstem, and safety system. U.is example was uzed
dewsnstrate a techricque for building fault trees auto e
{Fussel 1973). The example 1s used here to dernnstrate the
struction of cause cornsequence diagrams.

The svstem consiste of a pumn and rese voir., Whnen a Lutt
is pressed the pump operates filling the reservoir Wit g
tc a certain pressure. When that pressure is reachet,
quired amourt of gas is realy fop dolivery., £ timer celavw :
tc switch ff the pump, ir the case ¢f failure withir ti= -
mainder of the control Lystem.

s » - ~ = . - 3 M -

didprar of the can<e - cnrsentence roder 4 F -

vive o on Tiys 7.0 A comclete Liating 0f e et -
Fror earr cemr aent WLl tare o o Tt 2 Lo

for te relay and [Tensre oS Teor o ape s Fo0



relay coil
if (nc failur=) then If (power at input 1 and sinF at inpet 1)
then (contact clcsed)

else if (coil failed) then (coritact open)

contact
if (nc failure) then if (contact clesed and power at ccntact I-ru

then (power at contact ocutput and sink at <rntac:
input)

else if (con‘*act failed closed) then (conta-t closed)

pressure switch

if (no failure) then if (pressure > switching pressure)
then (contact open) else (contact clos=4)
else if (pressure switch failed or pressure line plugped)
then (contact closed)
A cause-ccnsequence diagram for the example was developed by

hand, following the rules given in tables 1 and 2, and it shows
in Fig, 8 to 10,

Significanse for failure analysis

In order to make a complete cause consequence analvsis in
the way described here, the event chains leading from both "nor-
mal operation” events and failure events must be traced., Thic
results in diagrams with a very large amount of informaticn. 7-
be useful, the cause-consequence diagrams must be editecd. Event:
occurrinp during normal operation mav be eliminated, and re-
quences of directly connected events condensed to a sinyle event.
If sequence is not significant, the cause consequence diagrar
cen be condensed to a failure tree, as in Fip, 11,

Automation of some of the steps in constructing cause oof-
sequence diaprams “as bepun. It is felt that interactive analvz.
is better than complete automation, with an «ngineer ccntro.ling
the development of the diagrams. In this wav, it :c possibtle fo;
the significance of the diagrams tc Le presented more cleari—, -1
the ergineer is more irvolved with the worting of tie svster.
also means that any deficierzies in plant model, are zrve 10

to he recognized.



The fact that the procedure described here is, in a sense
"complete™, is an advantage. At the moment engineers must check
designs, both for "wear out" and design errors, on the basis of
their experience and intuition. They carry a larpe responsibilitv,
and their studies must be thorough and detailed. The technique
described here depends on the degree of detail in individual
component models. If the models are adequate to describe forms
of component failure observed in the past, then the consequences
of those component failures repeating themselves, within a dif-
ferent system, can be predicted completely,



Table 1

Method for obtaining basic cause consequense diagrar.

1

wN
N N

$)

6)

7)

8)

5)

Start with initial set of independent events and initial
conditions.

Select an initial event (failure or normal coperation) and
deduce the cutput event(s) for the related component,

Check the input conditions for the componsnt, to discover
which of the output events are feasible (see table 2).

If there are any conditions which conflict with cenditions
earlier in the event chain, or with the initial conditiers,
delete the related output event.

Add the new events, and the related condition trees to the
diagram., Record the new conditions established for the
component.

Select the eariiest (in time) of the output events for the
component, and trace the block diagram, so that the output
events become input events to the next component. Repeat
the procedure frcm step 3.

If there are no output evants for a component, back track
in the block diagram, to the first "undeveloped” output
evant, and develop that.

Itcrate, to ensure tiat a:l possible system states are
treatod,
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Table 2

Methol for checking prior conditions for an event.

1)

3)

u)

5)

6)

7

Begin with an output event for & particular component -
tne "main" component.

Deduce the input conditicns fur the component, which will
aliow the event to occur.

Trace one of the input lines to the comporent backwards, tr
the previous ccmponent in the block diagram, to determine
whether the associated condition is feasible.

Deduce whether the output condition of the new componen:t
is feasible. The condition may be feasible tecause
a; an earlier event established the condition, in
which case this dependency shetld be recorded on
the cause consequence diagram,
b) the condition is an initial cundition for the system.

If the condition is feasible, combine it in "and" form with
conditions associated with other input lines to the main
component., If the condition is not feasible, record it as
"false",

Reneat from step 3, but using another input line for the
main comporient.

When all the input lines for the main component have been
checked, simplify the associated condition tree. If it

: e .
simplifies tc false then ignore the cutput event.
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Table 3
Method for editing cause/consequence diagram to give a fault tree.

1) Delete all events which depend on normal input conditiors,
and normal operation events alone,

2) If there is a Series of “"event boxes™ in the diagram with
no delay or decision boxes intervening, shrink the series
to a single event.

3) Replace decision boxes by two "and" gates, as in figure 2.

4) Kkeplace "decision to event" boxes by a single line, but
record on subsequent "and" gates the relative timings of
events as in figure 2.

$) Indicate times on all initial events and conditions, Trace
through the fault tree recording the times on each event
box, and updating the time value, whenever a delay box is
reached. Delete the delay boxes.
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Fig. 1. Cause concequence diagram for system with stardby and repasr



1. Simple chain ot events, without delay

Pyt

'1‘"

2. Chain of events with delay

Pit) is probability distribution function
for an event

VPt =Pyl S(t) is cumalative distribution function

for an event

3. Chain of evenls with non deterministic delay

L1 Pyit)
i¢ Pltd=1) =P8} .
VLRI Py(2oty) i Pyt =j‘ Piit-x) Pyix) dn
0
Pyit)
Py it) 8 °
5 Condition that an event
4 Event depends on a prior condition has already accured
Pyt
l‘r.m '
Pty ¥t Pa(t) = Pyt Palt)
—_—t v n 3 ' ?
P3i1) Pit) w1 Ptz Pyt (1-pg 1) Pait) VQ:PZ(ﬂ:I' Py lal ax
0
I
Decision box :
Event 1o condition box
6 Fault tree combination of conditions
Pyir) Pty Py i) Paith Py it}
[ [ C:
Or box And dox Not bonx
| | [
| Pyit) | P3it} | Pyt
| | |
PO PY() 2 Pyt PPy, Py YU Pyt Pyt Pyt YU Pyt - PyY)

Fig. 2. Symbols used in systematically generdted csuse/consequence diagrams



System failure

—— - ——

A fails at ¢,

B fails at t;

A not repaired at ¢,

A fails at 4

A fails at t,

B fails at ¢

B fails at t,

A repaired at t,

A repaired at ¢,

A fails at t,

A fails at t,

{ B not repaired at t, B repaired at t,

B fails at ¢,

B not repaired at t,

Fig. 3. Fault tree for system with standby and repair.
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Block diagram
of hardware

Fig. 5. ‘Unwinding’ an event sequence chain from & hardware block diagram



~vent description NOT P l P

Q : component description

event description NOT R R

P and Q implies R

Fig. 8a. Simple svent deduction across a component

P !Q Event
PQ

1 1

rls U[V Event Event
RS uv
T !
Component with two outputs

Event

Pa .
PIQ RorS !
1 i
Candition] RS Condition
o

U Yy Uz Vv,

Component with two inputs

Event
Pla

| FQ

Event

RIS Ay S5y

Event Event

L‘!QE Vi Xy Ty Uy

Event Event
Vi X 12 U,

Fig 6 Block diagrams and event sequence diagrams
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