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Abstract
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Security is becoming an increasingly important issue for business, and with it comes
the need for appropriate authentication; consequently, it is becoming gradually more
important to develop secure e-commerce systems. Fraud via the web, identity theft,
and phishing are raising concerns for users and financial organisations. In addition,
current authentication methods, like passwords, have many problems (e.g. some
users write them down, they forget them, or they make them easy to hack). We can
overcome these drawbacks by using biometric authentication systems. Biometric
systems are being used for personal authentication in response to the rising issue of
authentication and security. Biometrics provide much promise, in terms of preserving
our identities without the inconvenience of carrying ID cards and/or remembering
passwords.

This research is important because the securing of e-commerce transactions is
becoming increasingly important. Identity theft, hacking and viruses are growing
threats to Internet users. As more people use the Internet, more identity theft cases
are being reported. This could harm not only the users, but also the reputation of the
organisations whose names are used in these illegal acts. For example, in the UK,
online banking fraud doubled in 2008 compared to 2007. More users took to e-
shopping and online banking, but failed to take necessary protection. For non-
western cultures, the figures for web security, in 2008, illustrated that Saudi Arabia
was ranked ninth worldwide for users who had been attacked over the web. The
above statistics reflect the significance of information security with e-commerce
systems.

As with any new technology, user acceptance of the new technology is often hard to
measure. In this thesis, a study of user acceptance of biometric authentication
systems in e-transactions, such as online banking, within Saudi society was
conducted. It examined whether Saudis are practically willing to accept this
technology. This thesis focuses upon Saudi Arabia, which has developing economy.
It has achieved a rapid rate of growth, and therefore makes an interesting and unique
case study.

From an economist’s point of view, Saudi Arabia is the powerhouse of the Middle
East. It has the leading regional economy, and, even though it is still relatively
young. It has a young and rapid growing population; therefore, this makes Saudi
Arabia an attractive potential market for all kinds of e-commerce applications.
Having said that, with more than half of population under the age of 30 are more to
be expected to take the risk of accepting new technology.

For this work, 306 Saudi participants were involved in the experiments. A laboratory
experiment was created that actively tested a biometric authentication system in
combination with a survey. The Technology Acceptance Model (TAM) was adopted
in the first experimental phase as the theoretical basis on which to develop the



research framework, the model has proven its efficiency as a good predictor for the
biometric authentication system.

Furthermore, in a second experimental phase, the Unified Theory of Acceptance and
Use of Technology (UTAUT) with moderating variables such as age, gender and
education level was examined as a proposed conceptual framework to overcome the
limitations of TAM. The aim of the study was to explore factors affecting users’
acceptance of biometric authentication systems. The findings from Structural
Equation Modelling (SEM) analysis indicate that education level is a significant
moderating factor, while gender and age do not record as significant.

This thesis added new knowledge to this field and highlighted the importance of the
perceptions of users regarding biometric security technologies. It helps determine the
factors affecting the acceptance of biometric technology. To our knowledge, this is
the first systematic study of this issue carried out by academic and non-biased
researchers in Saudi Arabia.

Furthermore, the thesis presents security technology companies and developers of
information security products with information to help in the determination of what
is significant to their user base when taking into account the introduction of new
secure systems and products.
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Chapter 1. Introduction

1. 1 Introduction

Only a decade ago, the majority of individuals did not have access to the Internet at
home. Shopping took place in physical shops; utility bills were paid at the bank or
post offices. The recent widespread use of the Internet at residences and businesses
has meant these services can easily be carried out from the home or office at any

time.

Currently, web-based transactions, such as e-services, e-commerce, online banking
and e-payment, widely use Personal Identification Numbers (PINSs) to verify a user to
a system. Identification of a PIN does not, however, guarantee verification of the
individual’s identity. Any person can gain access to a PIN, a card or any other key
that is being used to gain access to a system. This means that systems which are
dependent on high access security cannot always rely on these sorts of methods, as
they cannot certify that a user is who he or she claims to be. Biometrics can be used
to achieve secure access to a log-in system instead of passwords. By integrating
advanced biometric verification in an Internet application, secure, low-risk and
suitable transactions can be implemented. However, using biometrics raises concerns
about the user’s awareness of a potential invasion of their privacy. Over the past few
years, in an effort to increase security and user experience, research on biometrics to
determine an accurate authentication has shown significant improvement(James,

Prim et al. 2006).

Although biometric authentication systems are one of the future directions that

should be investigated to secure online businesses, there are some obstacles to their

1



widespread adoption. Not all biometric systems are popular due to privacy issues and
other sociological factors, and certain individuals prefer fingerprints, while others,
face recognition. However, the major obstacle is that of acceptance, because it
matters little how secure or efficient a system is if nobody is willing to use it. New
technology may not be successful if the user will not accept it. It needs to be easy to
use, convenient and should provide the user with a feeling of control (Coventry, De

Angeli et al. 2003).

The acceptance of new and innovative technologies is often difficult to gauge. For
this work, our research was accomplished through examining consumer acceptance

of biometric authentication within e-commerce applications in Saudi Arabia.

1. 2 Motivation

The securing of e-commerce transactions is becoming increasingly important.
Identity theft, hacking and viruses are growing threats to Internet users. As more
people use the Internet, more identity theft cases are being reported. This could harm
not only the users but also the reputation of the organisations whose names are used
in these illegal acts. Over 8.4 million Americans had their personal information
compromised during 2007*. This figure includes only cases with known data
breaches; it does not include those not reported or discovered. For the same year, the
loss caused by referred complaints was $239.09 million. In 2007, the latest UK

statistics estimated losses due to online banking fraud at £22.6 million®.

The use of biometric authentication is a response to the rising issue of security.
Biometric devices have the obvious benefit of not falling prey to many of the well

known vulnerabilities of traditional methods (James, Prim et al. 2006). While a

L www.privacyrights.org
2 http://www.computing.co.uk/computing/news/2221020/lords-say-crime-nust-reported
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biometric device uses a unique biological trait to distinguish an individual, it is very
difficult and often impossible for the identifier to be lost, stolen, duplicated, or given
away (Liu and Silverman 2001; James, Prim et al. 2006). This advantage makes
biometric authentication an attractive opportunity for individuals and organisations

that wish to adopt a new security technology.

Online banking, online shopping and ATMs are among the many e-commerce
applications to which biometrics may be applied (Liu and Silverman 2001). Several
companies look forward to using biometric technologies for authentication as it could
reduce losses (James, Prim et al. 2006). Biometric technology can help prevent
illegal financial transactions and identity theft (Jain, Hong et al. 2000; Herman

2002).

Developing a secure e-commerce system is becoming gradually more important.
Fraud via the web, identity theft, and phishing are raising concerns for users and
financial organisations. In the UK, online banking fraud doubled in 2008 compared
to 2007 as more users took to e-shopping and banking online, but failed to take
necessary protection. According to figures released by the payments group (Apacs)?,
there was an increase in card fraud losses of 14% in 2008; however a more shocking
132% increase in online banking fraud totalling £52.5 million* also took place in
2008. For non-Western culture, figures for web security in 2008 illustrated that Saudi

Arabia was ranked ninth worldwide for users who had been attacked over the web®.

3

http://www.ukpayments.org.uk/resources publications/key facts and figures/card fraud facts an
d figures/-/page/645/

4http://WWW.thisismonev.co.uk/credit-and-loans/id-

fraud/article.html?in_article id=480715&in_page id=159
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All the above statistics reflect the significance of information security with e-

commerce systems.

Biometric technologies are one of the most significant innovations in the IT industry
and it has grown from a $600 million market in 2002 to a $4 billion market in 2007

(Mordini and Petrini 2007).

The adoption and acceptance of new technology is often hard to gauge. For this
work, research was conducted of user acceptance of biometric authentication systems
in e-commerce within Saudi society. This research focuses upon Saudi Arabia, which
has a diverse immigrant population, a Sharia legal system and a developing economy
(Al-Somali, Gholami et al. 2008), and therefore makes an interesting and unique case
study. From an economist’s point of view, Saudi Arabia is the powerhouse of the
Middle East. It has the leading regional economy, and, even though it is still
relatively young, it has achieved a rapid rate of growth. It has a young and rapid
growing population, 54.3% of the whole population are males, 45.7% are female and,
approximately, just over half of the population is under the age of 20. Therefore, this
makes Saudi Arabia an attractive potential market for all kinds of e-commerce
applications (Png, Tan et al. 2001). Having said that, with 60% of the population
under the age of 30 are more to be expected to take the risk of accepting new

technology (Straughn and Albers-Miller 2001).

A robust literature review has revealed a limited amount of research related to
authentication on e-commerce (Koufaris 2002; Tamilia, Senecal et al. 2002; James,
Prim et al. 2006). In order to shed more light on these perspectives, a study based on
Davis’ (1986) Technology Acceptance Model (TAM) was performed to examine the

influences of using biometric authentication systems in e-commerce application.



There is a lack of research, particularly in developing countries, on aspects
influencing user acceptance of biometric authentication technology within e-

commerce applications.

1.3 Aims

The thesis aims to examine the extent to which prospective Saudi users of a
biometric authentication system accept that their information is stored and used in a
correct and secure way; particularly, we are not testing all users but rather users
within a certain cultural context. Under any conditions, are they encouraged to use
such a system? An indication will be gained as to whether more information is
required for the regular user before such a system is implemented. This study might
be beneficial to many groups, such as: current and potential users; developers of
biometric authentication systems who are concerned about user interaction; and IT
managers considering and/or planning the implementation of biometric
authentication systems for their establishment, or as an enhancement or replacement
of traditional authentication systems. The major purpose of this research is to
investigate whether there is the possible for user acceptance of biometric methods in

e-commerce and e-government among future users in Saudi Arabia.

One more purpose is to investigate and analyse the established biometric methods
available today which may be suitable for implementation in Saudi Arabia. Issues
under discussion will be: do Saudi users accept biometric authentication methods in

their daily use of e-transactions and online business?

The final aim of this study is to understand the factors which are specific to humans

and influences functioning of technological systems (Stanton, Salmon et al. 2005)



that are significant in explaining the intention to use a biometric authentication

system within e-commerce and e-government applications.

1. 4 Objectives

The research objectives were addressed through two experimental studies: (1) the
feasibility of using biometric authentication: the initial experiment, (2) user
acceptance: using an extension of TAM (Technology Acceptance Model)
(experimental phase 1) and applying the UTAUT (Unified Theory of Acceptance and

Use of Technology) (experimental phase II).

The objectives of the initial study are to: (a) provide an indication of the current
degree of familiarity with the concept of biometrics in Saudi Arabia, (b) find an
answer for the centrally important question of whether Saudis are likely to accept and
be encouraged to use biometric authentication systems, and (c) discover which

biometric authentication method is most suitable for Saudis.

The second experiment included two experimental phases to investigate the
acceptance of biometric authentication systems and the factors affecting the use of
such systems. An experiment was designed, which included the development of a
fingerprint log in to an authentication system. The experiment also had a survey
instrument to measure the likelihood of individual adoption of such technology.
Moreover, the study exploited several constructs extracted from theoretical models
anticipated in the current literature of information systems (IS) to assess user

acceptance of technology such TAM and UTAUT.



1.5 Method

The survey of the first study was designed according to the methods introduced in
Churchill (1999). In Churchill (1999), three types of research design methods, which
depend on the research questions and aims, were presented. These are exploratory

research, descriptive research and causal research.

The initial investigation was a cross-sectional survey of a sample of three hundred
and four Saudi participants. The purpose was to investigate a small sample of people
from a chosen population, and then draw conclusions from the results and apply
these to the larger population. The advantages of examining a sample are reduced
costs, time efficiency, and ease of testing. The method used in this survey was

electronic mail. E-mail was used for its low cost and reduced transfer time.

The second study integrated a laboratory experiment that actively tested a biometric
authentication system in combination with a survey. The Technology Acceptance
Model (TAM) and the Unified Theory of Acceptance and Use of Technology
(UTAUT) were adopted as the theoretical bases on which to develop the research
framework. In particular, we built a biometric authentication system whereby users
could register and enrol into their accounts with their fingerprints. Once a user had
registered, the next time he/she logged in to the system, the user could simply scan

his/her fingerprint and the system would grant access.

At the beginning of any experiment session, preliminary questions were asked to
determine the participants’ familiarity with biometrics and their comfort level in
performing the experiment. The participants were then asked to complete the tasks.
Upon completion of these tasks, the participants were asked to answer a list of

questions about their perceptions of the fingerprint system. The results of the



experimental (phase 1) were analysed by regression analyses, moreover, Structured
Equation Modelling (SEM) was used to analyse the second phase of the experiment.
Conclusions were drawn to generalise the results observed during the experiment.

Figure 1 shows structure of the thesis, experimental phases and steps followed in the

research method.
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1. 6 Thesis Contribution

This thesis will significantly make empirical and methodological contributions to e-

transaction and e-commerce security research. A brief overview of the contributions

is provided below.

It will add new knowledge in this field and highlight the importance of the

perceptions of users regarding biometric security technologies.

It will help determine the social and cultural aspects that affect the acceptance of

biometric technology.

The thesis will present security technology companies and developers of
information security products with information to help in the determination of
what is significant to their user base when taking into account the introduction of

new secure systems.

This research contributes to discover findings on the characteristics, and attitudes

of user acceptance of biometric authentication systems.

This thesis illustrates that usefulness (performance expectancy) is still the most

important concern in the behavioural intentions to use the system.

These findings will be of great relevance for e-commerce providers targeting

Saudi or similar users.

Bankers and IT providers would benefit from assessing their websites’ security

perceptions by actual users, as it provides insight for areas of improvement.
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e It is hoped that the study will contribute to wider understanding regarding the
authentication methods to secure online applications within e-commerce, e-

government and e-learning.

e Research findings will explain the differences across age, gender and education
level in their acceptance to use the biometrics technology in their daily life within

e-commerce.

e The findings of this work shows that making decisions with regards to the
development or design of any technological system, including: games, e-learning
and e-commerce, which are solely based on advanced models of culture are
unlikely to be adequate. An evaluation of the culture and context of use is
required to ensure that the system is successful when released across many
markets. Organisations should seriously consider cultural differences before

releasing any system.

1. 7 Thesis Outline

This thesis produced a total of six chapters and five appendices. The following

subsections illustrate the rest of thesis chapters and appendices.

Chapter 2 (Literature Review and Theoretical Background): This chapter
consists of a literature review and hence explores the background to the subject in
further detail, laying a theoretical base on which further exploration can take place.
This deeply explores the subject of authentication methods within e-transaction
systems and the use of biometrics, explains the significance of information security
in general and considers how it is perceived by the different disciplines. It then
relates to the online environment in Saudi Arabia with consideration being paid to

the high demand to apply many online services. The chapter sheds more light on the
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evaluation approaches used to measure user acceptance factors. Several user
acceptance evaluation studies are presented and categorised into application of TAM
and UTAUT. This is followed by a general critical evaluation to spot relevant and

critical issues and prepare for the experimental chapters.

Chapter 3 (The Feasibility of Using Biometrics Authentication: The Initial
Experiment): This chapter investigates the feasibility of biometric authentication
systems in online services and their user acceptance in Saudi Arabia. Additionally, it
explores whether Saudis practically and culturally are willing to accept biometric
authentication technology. A survey was developed to investigate the level of user

acceptance for biometric authentication systems and this is discussed here.

Chapter 4 (User Acceptance: Using an Extension of TAM — Experimental Phase
1):  This chapter reports on an experiment conducted of user acceptance of a
biometric authentication system in the online environment within the Saudi society.
The experiment included the development of a fingerprint authentication system. A
laboratory experiment was created that actively tested a biometric authentication
system in combination with a survey which was used to measure the likelihood of the
user’s acceptance of this technology. The Technology Acceptance Model (TAM)
was adopted as the theoretical basis on which to develop the research framework and
was extended to study the intention to use biometric authentication systems in e-

commerce applications across Saudi Arabia.

Chapter 5 (User Acceptance: Applying the UTAUT Experimental Phase II):
This chapter details the second phase of the experimental studies. Based on the
outcomes of Chapter 4, it was realised that other factors may also play an important

role in the user’s intention to accept and use the biometric system, such as facilitating
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conditions, anxiety, self-efficacy and system characteristics. Moreover, the TAM
missed the significant sources of variance and the moderator factors, such as gender,
age and educational level. To overcome these limitations, a study based on
Venkatesh et al. (2003), which involved the use of the Unified Theory of Acceptance
and Use of Technology (UTAUT), was conducted to examine the acceptance of a
biometric system to secure online systems, and included all the above factors. Hence,
we considered the major UTAUT constructs in determining acceptance intentions
and behaviour, performance expectancy, effort expectancy, social influence and

facilitating conditions.

Chapter 6 (Conclusions and Recommendations): This chapter presents the
conclusions drawn and summarises the findings of the study, along with theoretical,
methodological and practical implications. The limitations of the study and

suggestions for further research are also discussed.

Appendices: Appendices relate to relevant work, surveys and experimental results

are included in the attached CD.
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Chapter 2. Literature Review and Theoretical Background

2.1 Introduction

This chapter aims to survey the state-of-the-art authentication methods available for
e-business in general, e-business in Saudi Arabia, and finally the technology
acceptance models. The goal is to justify the need for this work and identify and
review the gaps in the knowledge and research. This chapter will therefore focus on
three main areas: firstly, the authentication methods and biometrics; secondly, an
overview of Saudi Arabia; and finally, a discussion of technology acceptance

models.

2. 2 Authentication Methods and Biometrics

The process of authentication is the process of verifying and confirming an identity.
It is accomplished by using any one, or a combination, of the following traditional
identification techniques: knowledge-based (something you know, e.g., a secret
password), object-based (something you have, e.g., a token), and ID-based
(something you are, e.g., a biometric) (O’Gorman 2003; Laurie, Annie et al. 2007).
2.2.1 Knowledge-Based Authenticators

Knowledge-based authenticators, such as passwords, are pieces of information
known only by the user (Laurie, Annie et al. 2007). Passwords are widely used and
are associated with high rates of user acceptance (Furnell, Dowland et al. 2000).
Passwords can be perceived as less convenient than other authentication methods as
they require memorisation, a task made more complicated when users have to

remember several passwords (Reid and Magnuson 2005).
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2.2.2 Object-Based Authenticators

Typically, object-based authenticators or tokens are small physical devices carried by
a user for authentication purposes, such as smart cards. There are two basic types of
tokens: manual and automated. Manual tokens, such as paper ID documents and
passports, require human intervention for the identification process. Examples of
automated tokens include magnetic-stripe cards; memory cards; smart cards and
devices that generate one-time pass codes, whose identification is carried out by
computers or systems without human intervention (Ashbourn 2000; O’Gorman
2003). Threats to privacy are a major concern for token users, especially in terms of
third-party disclosure, targeted marketing, and the potential for tracking (Strickland
and Hunt 2005). Moreover, one major threat for token users was unauthorised access
by individuals that borrow, steal or found this token. This can never happen with

biometrics.

2.2.3 ID-Based Authenticators
ID-based authenticators can consist of ID documents and biometrics. They are
characterised by uniqueness to an individual (O’Gorman 2003). For the purposes of

this research, we are only focusing on biometrics.

2.2.4 Biometric technology

Biometrics are defined as measurable physiological and/or behavioural
characteristics that can be utilised to verify the identity of an individual. Biometrics
include fingerprint verification, hand geometry, retinal scanning, iris scanning, face
recognition, and signature verification (Ashbourn 2000). Generally, physical and
behavioural characteristics used by biometrics include the following taxonomy

(Zhang 2000):
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Biometrics
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Others (Ear,
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Dental)

Others (Finger)

y

Fingerprint Palmprint

Figure 2: Physical and behavioural characteristics used by biometrics (Zhang 2000)

Biometric authentication aims to identify an individual using either a biological
feature they possess (physiological characteristic like a fingerprint), or something
they do (behavioural characteristic, like a signature) (Wayman and Alyea 2000).
There is increasing interest in using biometrics: the International Biometric Group
(IBG) predicts the market for biometrics to rise from $2.1 billion in 2006 to $5.7
billion in 2010°, driven by large-scale government programmes and dynamic private-
sector initiatives. However, general awareness of biometric technologies is low

because of their limited applications (Furnell and Evangelatos 2007).

2.2.5 Strengths, Weaknesses and Suitable applications
Allan (2002a) provides a list of some of the strengths, weaknesses and suitable

applications for each biometric methodology:

® http://www.biometricgroup.com/
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Figure 3: Strength, Weaknesses and Suitable Applications

Source: Adapted from source - Allan, A. (2002) “Biometric Authentication: Perspective.” Gartner

Research, ID Number: DPR0O-95808.

2.2.6 Comparison of biometrics

Today there are several biometric characteristics that are in use in various

applications. Each biometric has its own strengths and weaknesses, and suitable

applications for each biometric methodology. There are no particular biometrics

which may successfully meet the requirements of all applications. Depending on the

application’s usage and the biometric characteristic’s features we are able to suitably

match a particular biometric to an application (Prabhakar, Pankanti et al. 2003).

Explain that the fingerprint- and iris-based techniques are more accurate than the

voice-based technique. Nevertheless, in a phone banking application, the voice-based

technique might be preferable as the bank could integrate it seamlessly into the

existing telephone system. The following table briefly compares five biometrics

according to seven parameters (Prabhakar, Pankanti et al. 2003).
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BIOMETRIC FINGERPRINT FACE HAND GEOMETRY IRIS VOICE

A \

A\ V| |

N\
Barriers to Worn ridges; hand None Hand Visual Speech
universality or finger impairment impairment impairment impairment
Distinctiveness High Low Medium High Low
Permanence High Medium Medium High Low
Collectibility Medium High High Medium Medium
Performance High Low Medium High Low
Acceptability Medium High Medium Low High
Potential for Low High Medium Low High
circumvention

Figure 4: Comparison of Biometrics (Prabhakar et al. 2003)
2.2.7 Features of Biometrics
A human characteristic can be used for biometrics in terms of the following

parameters (Jain 2004) :

Universality

Describes how commonly a biometric is
found in each individual

Unigueness

How well the biometric separates one
individual from another

Permanence

Measures how well a biometric resists
aging

Collectability

Explains how easy it is to acguire a
biometric for measurement

Indicates the accuracy. speed, and

Performance robustness of the system capturing the
biometric.

Indicates the degree of approval of a

Acceptability technology by the public in everyday

life.

Circumwvention

NIINAIINAT NN N
NNV N NNV

How hard it is to fool the authentication
SYVSISTIL.

Figure 5: Features of Biometrics Systems
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2.2.7.1 Choosing fingerprints

The most widely used method of biometric authentication is fingerprint recognition.
Fingerprints are well known to be unique for each person, and, for this reason, they
are considered a secure method of authentication (Jain 2004). Fingerprints are one of
the oldest and most accepted forms of personal authentication. The choice of
fingerprints over other biometric technologies has been due to the low cost, ease of
use, reliability and high accuracy (Jain 2004). Although, fingerprints require physical
interaction with the sensor, not like face or speech recognition, choosing fingerprints
could also make it easier to overcome cultural issues that may arise if other features

such as speech or faces are used.

2.2.7.2 Benefits of using a fingerprint biometrics system

Many benefits can be gained from using fingerprint biometric authentication within
e-commerce applications, such as ease of use (since no data input, such as user ID or
password, are required from the user), and reducing data vulnerability. Another
benefit is increased security and decreased risk of viruses, as the browser is built in
such a way that there is no need to type the Uniform Resource Locator (URL). As a

result, phishing would be reduced due the lack of data input by a user.

Online banking is a possible application for biometric authentication (Liu and
Silverman 2001). Many financial institutions hope that the use of biometric
technologies for authentication may reduce the amount of money spent on fraud
cases (James, Prim et al. 2006). Biometric authentication systems can help to
circumvent illegal e-transactions and identity theft (Jain, Hong et al. 2000; Herman
2002). Nowadays, many financial institutions use biometrics methods to secure their

services, such as the United Banker’s Bank (UBB), Affinity Plus Federal Credit
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Union, the California Commerce Bank, LendingTools.com, the Dutch bank ING, and

Banco Azteca, Mexico.

To fight these security concerns, especially ID theft, fraud, and phishing, several
organisations have approved new legislation, as well as innovative technological
advances like biometrics. Many organisations are paying attention to biometric
authentication technology; included financial institutions, government agencies (e.g.
border controls at many countries for example but not limited to UK and USA, and

retail organisations such Pay By Touch services’).

2.2.8 Biometrics and Socio-Cultural Concerns
Pikkarainen et al.(2004) stated that on a study focus on the planning of an online
banking website and service, privacy was found to have a relatively weak
relationship with the acceptance. Concerns about biometrics do exist. Once a
digitized fingerprint or any other characteristic is stolen, it is compromised forever.
According to William Rogers, a publisher of the Biometric Digest, stated in a quote
(Fox 2002):

“The whole key to biometrics is selling it to members of the public, convincing them

to give up some privacy for greater security.”’

The perception of usability and acceptance of the biometric applications are higher
when the perceived benefits are higher than the perceived privacy risks (Schmidt,
Das et al. 2008).
Woodward et al. (2001) study identified three main socio-cultural concerns with

regard to biometrics: information privacy, physical privacy, and religious objections.

7 ftp://ftp.software.ibm.com/software/solutions/pdfs/ODC00294-USEN-00.pdf

20


ftp://ftp.software.ibm.com/software/solutions/pdfs/ODC00294-USEN-00.pdf

2.2.8.1 Information Privacy

Some concerns relating to information privacy were identified. The first concern was
“function creep”, which is the process of using information for something other than
the function for which it was initially intended. The next concern is “tracking”,
where many people share the given access to data relating to an individual, enabling
governments to develop “Big Brother” type institutions. The final concern is the
misuse of data, especially in an online environment (Prabhakar, S. Pankanti et al.

2003).

2.2.8.2 Physical Privacy

Many biometrics have a certain stigma attached to them and can prevent people from
using the system comfortably. In the last decade, fingerprinting, for example, has an
undeserved stigma due to its association with criminal activities, and because of this,
users feel that they are being criminalised when asked to give a fingerprint,
especially if it is mandatory(Woodward, Webb et al. 2001; Prabhakar, S. Pankanti et
al. 2003); nowadays due to growing use of fingerprint systems by many countries at

border controls it is becoming part of the norm.

There are concerns relating to physical harm caused by the biometric sensors (e.g.,
the laser used in retinal scanning). Another concern raised within the iris recognition
industry is whether eye infections, such as conjunctivitis, are transferable by the
camera. Users of touch-based biometric scanners also often fear the transmission of

illness and bacteria through the use of scanners (Prabhakar, S. Pankanti et al. 2003).

2.2.8.3 Religious Objections

Different countries have different cultures and religious beliefs which govern
business and social practices, and people will be hesitant to adopt practices

considered contrary to their cultural or religious dictates. Some religious Christians,
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for example, believe biometrics represent the “mark of the beast” as described in
Revelations, and this could result in prohibiting their use (Prabhakar, S. Pankanti et
al. 2003). In addition, facial recognition of women would be prohibited in some

Muslim countries, such as Saudi Arabia.

2.2.9 Critique of Relevant Literature Regarding Biometrics

A review of the recent literature has shown that while a biometric authentication
system assures cost savings and higher levels of security, they are not a panacea.
Various factors influence how biometric authentication systems will perform within
online applications such as socio-cultural concerns. In addition, the literature review
revealed the lack of research concerning the factors affecting the acceptance of
biometric authentication systems. Investigation in this field could assist in explaining
why users and organisations are willing, or not, to accept biometric authentication
systems. Moreover, it could facilitate IT decision makers to decide what aspects of
biometric authentication technologies are of concern to them and consequently
propose suitable solutions to secure their institutes. Furthermore, IT companies could
benefit from this study by addressing what is important to their users before

launching new security technologies.

While there is a lack of scholarly research concerning the aspects influencing the
acceptance of biometric systems, there are solid theories and previous research on
technology adoption in general. To our knowledge, this is the first study to be carried

out for Saudi Arabia.

The next part of this chapter highlights the main characteristics of Saudi Arabia

which comprises the context for an empirical study.
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2. 3 An Overview of the Characteristics of Saudi Arabia

Many governments and financial institutions worldwide are implementing strategies
to secure e-transaction services, including e-government and e-commerce
applications, to their citizens and businesses in order to support the information

security of the public and private sector.

However, amid the rapid implementation of e-transactions, there is no common
model that can be applied worldwide, since each country has its own characteristics
in terms of economic, political, cultural and social factors which might influence the
implementation of new technology in the target country (AL-Shehry 2008). Hence,
this section presents some brief information about Saudi Arabia, which is the main
focus of the case study. This is followed by a focus on its plan concerning IT and e-

transactions.

2.3.1 Location, Size and Population

The official language in Saudi Arabia is Arabic. Nevertheless, English is commonly
spoken in the private sector. Saudi Arabia is situated in the south-western part of the
Asian continent and occupies 2,149,690 sq km®. With Africa on one side and Iran
and South Asia on the other, it is in the middle of the strategically important Indian
Ocean area (AL-Shehry 2008). Concerning the population figures® in Saudi Arabia,
the total population is about 22,673,538, with an annual growth rate of 2.5%. In this
society 54.3% of the whole population are male, 45.7% are female and more than
half of the population is under the age of 20. This high concentration of young
people might allow Saudi Arabia to implement new technologies more easily

because young people might be more willing to accept the technology.

8 https://www.cia.gov/library/publications/the-world-factbook/geos/sa.html
% CDSI Statistical Year book (2006)
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2.3.2 The Saudi Arabian Economy

According to the World Fact Book (2008)™°, Saudi Arabia possesses more than 20%
of the world’s proven petroleum reserves and is the largest exporter of petroleum.
The petroleum sector accounts for roughly 45% of GDP and about 40% of GDP
comes from the private sector. The government is encouraging private sector
expansion — particularly in power generation, telecommunications, natural gas
exploration, and petrochemicals — to decrease the Kingdom’s dependence on oil

exports and to increase employment opportunities for the growing Saudi population.

2.3.3 The Culture of Saudi Arabia

Saudi culture is characterised by many aspects such as religion, the tribal system, and
modernisation (Al-Farsy 2003). Obviously, Saudi Arabia contains the two Holy
Mosques for Muslims in Mecca and Medina (Al-Farsy 2003). Al-Saggaf (2004)
stated that religion plays a central role in defining this culture; acting as a major
power in determining the social norms, patterns, traditions, obligations, privileges
and practices of society. According to Hofstede’s (2001) study, national culture
affects organisational culture, and these issues are significant when implementing e-
commerce systems in Saudi Arabia. The effect of culture can be shown clearly in the
adoption of the Internet in 1999 after a long discussion and consultation within the
Saudi authorities. At last, a filter system was set up. The reason for having such a
filter system was designed to filter offensive materials (for example, pornography)
and also for other cultural, religious and political reasons (Al-Saggaf 2004; AL-

Shehry, Rogerson et al. 2006).

10 https://www.cia.gov/library/publications/the-world-factbook/
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2.3.4 E-transactions in Saudi Arabia

Nowadays, e-transactions are high on the Saudi agenda. Many projects are carried
out in the fields of finance, commerce, education, and government. On the other
hand, e-transaction services in Saudi Arabia, such e-commerce and e-government,
are still relatively small scale when compared to developed countries like the USA
and the UK (Sadig, Sait et al. 2004). Regarding e-transaction services among
organisations in the public and private sector, there are many projects in Saudi
Arabia that have developed e-transaction activities in a diversity of ways, as the

following Table 1 shows.

Project Description of the main objective
e-Payment Gateway  Building the e-payment gateway to:
“Sadad” e Facilitate G2B and B2B electronic payments.
e Include G2C in future.
Smart Cards Issuing national 1D cards using smart card technology. This system:

e Has a computer chip for storing personal identification information and
thumbprints, as well as medical and driving records.

e May also hold digital certificates.

e-Umrah The e-Umrah project is designed to deal with approximately two million
pilgrims who come to Saudi Arabia annually.

MOI (Ministry of This citizen portal.

Interior ) Portal e Provides 20+ services electronically, including passports, birth
certificates, driver licences, etc.

e Offers 100 kiosks.

The Madinah e- The Municipality of Almadinah portal offers:
Government Project o 2B services.

® G2C services.

Import/export Supports international import/export processes.

processes e Covers complete workflow (customs, general organisation of ports, cargo,
customs clearance agents etc.)

e |t can speed up the process and cut down the cost by half.

Table 1: Electronic services within some public organisations in Saudi Arabia

Due to the rapid development of e-transactions during the last decade, e-commerce

activities, such as online banking, have become widely accepted in industrialised
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countries like the UK, and partially accepted in less industrialised countries such as
Saudi Arabia. Table 2 shows a comparison of the levels of online banking use in the

two countries (Alsajjan 2008):

Country Population™ Number of Registered The percentage of Industry net
Internet users banks? online banking users income (£
of total banks’ users mil)
UK 60,093,000 31,906,960 382 (2005) 85% 8440 (2004)
SA 22,673,538 6,400,000" 16 (2006) 20% 3429 (2006)

Table 2: A comparison of the levels of online banking use in UK and Saudi Arabia (Alsajjan
2008)

Based on the table above, the figure shows a large number of online banking users in
both countries; usable and secure online banking will increase the total number of
users in the recent future. Without the perception of security and usability, there will
be little trust in online banking and e-transactions; thus impeding the use of systems
which are increasingly significant to the nation’s critical infrastructure (Supriya

2006; Mohammad and Oorschot 2008).

2.3.5 IT and Cultural Aspects

In addition to the importance of usability and security, cultural and social aspects
play a significant role on the acceptance and trust for any new technology. Most user
acceptance studies published in the top journals are based on data from North
America, the UK, Europe, and Australia. The geographical areas of Asia, Africa and
the Middle East have cultures and social aspects that were not considered adequately
in these studies, where few user acceptance models are considered. It may therefore
be significant for models that might be affected by cultural differences to be

appraised in ‘non-western’ contexts.

" Euromonitor (2006) & CDSI Statistical Year book (2006)
12 UK Year Book (2007) & SAMA statistics (2008)
13 The Saudi Communication and Information Technology Commission (2008)
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Prior research into technology acceptance has been inconclusive when concerning
the applicability of a western-developed model of technology acceptance to other
cultures (e.g. (Mao and Palvia 2006; McCoy, Galletta et al. 2007; Schepers and
Wetzels 2007). Investigative technology acceptance models in non-Western cultures,
in particular in this field of advanced technology, are worth examination. The current

study conducted in Saudi Arabia which is a non-Western culture.

In order to understand the usability, including the ease of use and affordability of the
new technology, the time and money aspects involved in achieving access to key
technologies in the Middle East need addressing. Wheeler (2004) conducted a survey
indicating that access to IT is more affordable and more efficient in the Middle East
than in Europe and North America; it can cost double what it costs in the Middle
East and can take two to three times longer to obtain access. Moreover, Wheeler
(2004) suggests that the Middle East has more of an information society than Europe

in terms of the ease and affordability of access to IT.

With respect to online security, an effective and usable e-commerce website design
can engage and attract online user acceptance (Nielsen 2001). Fogg (2002) stated that
a high percentage of users evaluate the trust and acceptance of websites based on

their overall design.

As illustrated previously, not many studies have covered Saudi Arabia despite its
increasing importance. Considering that biometric technology, within e-commerce in
the context of Saudi Arabia, is still in its early stages of development, little is known
about user behaviours towards the acceptance of this new technology, or concerning

the factors that influence their behaviours and attitudes towards it.

27



Taking into account cultural, economical, and social differences, the research into e-
commerce use in more advanced countries may not actually present insights into the
business use of e-commerce websites in developing nations. Culture can obstruct the
use and implementation of e-commerce due to the differences in the way the systems
are interpreted and understood. Therefore, the use of generalisations from the west-
based research to the developing countries can lack external validity (Ravi, Richard

et al. 2007; Al-Diri 2008).

Al-Diri et al. (2008) illustrated that it is very important to take cultural aspects into
consideration when designing e-commerce websites. It is expected that when
websites are appropriate and culturally sensitive, then, users will have increased

access to content which will improve user experiences.

User perception of e-commerce website acceptance may be enhanced by
experiencing usefulness, attractive design that is easy to use. E-commerce service
providers should thus pay more attention to antecedents of adoption, such as the
cultural background of the user if they want to be successful providers. Organisations
and providers should be aware that there are different relations between e-commerce
website design elements and cultures. Each culture may perceive and react
differently to e-commerce website designs, ease of use, images, language, usefulness

etc.

2.3.6 HCI and Culture Aspects

The cultural and social aspects of technology use are gradually becoming more
recognised as significant issues by the Human-Computer Interaction (HCI) society
(Kamppuri, Bednarik et al. 2006). There has been a tendency of moving beyond

definitions of usability, that highlight effectiveness and usefulness, to incorporate
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issues, such as: visual appeal, context and culture, in the usability appraisals (Sun
2002). Culture and context are particularly significant when exploring the
acceptability and adoption of technology for a particular condition (Benyon, Turner
et al. 2005; Chris, Kathy et al. 2009). A number of recent examples of interactive
technologies have been considered with culture in mind, including: automated speech
recognition systems (Stewart and Chakraborty 2008), and alphanumeric display
interfaces (Songmei 2006). Regardless of this rising consideration, culture remains
an under-researched area in the field of HCI (Kamppuri, Bednarik et al. 2006; Chris,
Kathy et al. 2009) and the majority of usability studies do not take culture into

account.

2.3.7 Hofstede’s Cultural Dimensions

Several attempts have been made to define culture using a systematic approach.
Within the context of this research, the definition of culture as anticipated by
Hofstede (1980; 1984; 1990; 2001) was adopted. Hofstede (1984) described culture
as the “the collective programming of the mind which distinguishes the members of
one group from people from another”. Hofstede presented five ‘cultural dimensions’
that have been used to measure differences among national cultures. There have been
several reviews and replications of his work; his framework has been widely used
across different disciplines, including information systems (e.g. (Simon 2001; Al-
Gahtani, Hubona et al. 2007), e-commerce and HCI (Antonella De and Leantros
2006). Hofstede (1984) proposed that there are five constructs that characterised

national culture, which are described in Table 3.
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Hofstede’s Definition

dimension
Uncertainty Focuses on the level of tolerance for uncertainty and ambiguity within the
avoidance (UA) society. High UA indicates a structured, rule-oriented society that institutes

rules, regulations and controls in order to reduce the amount of uncertainty.

Power distance (PD)  Focuses on the degree of equality, or inequality, between people in the
country’s society. High PD indicates that inequalities of power and wealth
are accepted practices and have been allowed to grow.

Masculinity (MAS) Masculinity measures the degree to which ‘masculine’ values like
assertiveness, performance, success and competition prevail over ‘feminine’
values like the quality of life, maintaining warm personal relationships,
service, caring, and solidarity.

Individualism (IDV)  Focuses on the degree to which the society reinforces individual or collective
achievement and interpersonal relationships. Low IDV typifies societies of a
more collectivist nature with close ties between individuals. These cultures
reinforce collectives where everyone takes responsibility for fellow members
of their group.

Long-term Cultures typified by a long-term orientation are oriented towards future

orientation or rewards, in particular perseverance and thrift, while a short-term orientation

Confucian dynamism is characterised by values relating to both the past and present, in particular,

(LTO) the respect for tradition, preservation of ‘‘face’” and the fulfillment of social
obligations

Table 3: Measures of cultural dimensions

Moreover, Hofstede’s cultural dimensions have been used to investigate the impact
of cultural differences on technology acceptance (Straub, Keil et al. 1998; Al-
Gahtani, Hubona et al. 2007). We also drew on Hofstede’s dimensions to describe
cultural differences between Saudi Arabia and other countries around the world, such
as the USA, the UK, India and South Africa, to discuss cultural implications of

biometric authentication technology on users’ acceptance.

Table 4 shows country scores of these dimensions for Saudi Arabia, USA, UK, India,
and South Africa. Thus, Saudi Arabia ranks much higher than others countries in
uncertainty avoidance and power distance; approximately the same range in

masculinity; and much lower than USA and UK in individualism.
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Cultural Saudi Arabia USA UK India South Africa
Dimension

Uncertainty 68 46 35 40 49
avoidance

Power distance 80 40 35 77 49
Masculinity 52 62 66 56 63
Individualism 38 91 89 48 56
Long-term N/A 29 35 61 N/A
orientation

Table 4: Hofstede country scores for Saudi Arabia, USA, UK, India and South Africa

There has been a significant amount of studies attempting to link behaviour and
attitudes towards technology with Hofstede’s cultural dimensions. It has been
suggested that power distance scores are negatively linked to the uptake of
technology (Didero, Gareis et al. 2008; Chris, Kathy et al. 2009). Moreover, high
power distance scores had a negative impact on the acceptance of new technologies
across countries (Al-Gahtani 2001; Everdingen and Waarts 2003). It has been argued
that cultures with a high power distance score tend to have centralised decision
making structures which have a negative effect on the technology acceptance.
Erumban et al. (2006) stated that individualism is positively associated with
technology acceptance; they argued that members of a collectivist society will be less
likely to go against current norms and attitudes, while members of an individualist
society will be more enthusiastic to accept new technologies even if they are not used
by their peers. Everdingen et al. (2003; 2006) suggest that uncertainty avoidance is
negatively associated with technology acceptance; they argue that in uncertainty
avoiding cultures individuals will be less prepared to venture into the unknown
territory linked with new technology. An attempt was made to associate the
dimension of masculinity with positive attitudes towards technology, however the
empirical findings presented mixed support (Everdingen and Waarts 2003; Erumban

and Jong 2006; Chris, Kathy et al. 2009).

31



Based on the literature discussed above, we would anticipate biometric
authentication technology to be more acceptable in countries with low power
distance scores, low uncertainty avoidance scores and high individualism scores. The
UK and USA show these characteristics under Hofstede’s dimensions investigations

into biometric technology have been conducted in these countries.

We would expect, hence, that biometrics technology would be perceived less
positively in cultures which are collectivist, have high uncertainty avoidance scores
or high power distance scores. Particularly, we would expect there to be a poor
match among biometrics acceptance and collectivist cultures. Biometrics are an
inherently characteristic technology, as access decisions are based on the physiology
or behaviour of an individual (Chris, Kathy et al. 2009). Traditional authentication
methods, such as passwords and cards can be shared among individual or family
members. Within some cultures family members regularly perform tasks, such as
banking, in place of the person who registered for the service (Aziz, Riley et al.
2008; Chris, Kathy et al. 2009) and biometric authentication systems would not
support behaviour of this nature (Chris, Kathy et al. 2009). We consider that there is
a poor fit among biometric authentication systems and countries where industry
analysts forecast the greatest increase, as many developing and some Asian countries
have high power distance and uncertainty avoidance scores and low individualism
scores (Hofstede 1984; Hofstede 2001; Chris, Kathy et al. 2009). Significant
reservation regarding biometrics technology was reported among western countries
(Chris, Kathy et al. 2009), moreover, we expect that in many developed countries

biometrics technology would be seeming even less acceptable.
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Regardless, we predict that the perception of biometrics authentication technology

across cultures will be negatively related to Hofstede’s dimensions of power distance

and uncertainty avoidance and positively related to the individualism score.

2.3.8 Critique of Relevant Literature Regarding the Overview of Saudi Arabia

From the literature review, it is obvious that Saudi Arabia has a unique environment

in its economic, cultural and IT applications, as has been considered above. Thus, it

would not be feasible to apply a ready-made model for the implementation of new

technology without considering all these issues. Through analysing these conditions,

it can be said that there are many strengths that could help to facilitate the

implementation of this technology. These consist of:

Saudi Arabia is a huge country, hence, the production of a new secure
technology among e-transaction applications could facilitate and enhance
communications between different parts of the nation among public and
private sectors. This, consecutively, might lead to reductions in costs for
government agencies and financial institutions. Moreover, it would make it
easy for individuals to access government and financial institution services

online.

The population has a high percentage of young individuals; these account for
more than half of the total residents. It could be argued that this fact is one of
the most significant factors in the acceptance of new technology, such as
biometric technology. This is expected since young people are more willing
to accept new technologies and are better skilled with technology and the

Internet.
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e Each culture may perceive and react in a different way to e-commerce

website design, the ease of use, images, language and usefulness, etc.

This research will consider these issues in its investigation, in order to determine the
key issues that may assist or obstruct the acceptance of biometric technology among

organisations in the public and private sectors of Saudi Arabia.

The next part of this chapter highlights user acceptance of technology and argues
which factors should be considered in the acceptance of new technology, namely:
social and cultural aspects, behavioural aspects and attitudes to change. These issues
relate to those individuals who accept or reject decisions to implement biometric

technologies within online applications.

2. 4 Users’ Acceptance of Technology

This section shows variables affecting the acceptance of technology and its perceived
ease of use and usefulness by the user. Thus, TAM and UTAUT are important works,

as discussed below.

2.4.1 Technology Acceptance Model (TAM)

The Technology Acceptance Model was originally proposed by Davis (1986). The
TAM model is one of the leading theories used to clarify the process of user
acceptance of any technology. TAM, as shown in Figure 3, is one of the most utilised
models for studying user acceptance of information systems (Davis 1989; Venkatesh

and Davis 1996; Al-Gahtani 2001; Al-Somali, Gholami et al. 2008).
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Figure 6: The TAM block diagram (Davis 1989)
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2.4.2 Perceived Usefulness

Davis (1989) defines the perceived usefulness of a system as the degree to which a
person believes that using the system would enhance his or her job performance.
Attitude refers to a kind of perceptual symbol, which includes the evaluation of an
‘attitude object’ (e.g., self, others, incidents, activities, events or Viewpoints).
Intention refers to the willingness of an individual to perform certain behaviours

(Zanna and Rempel 1988).

In the early 1960s, there were many academic debates on the influence of perceived
usefulness on users’ attitudes towards usage and intention to use. Katz (1960)
indicated that attitude is the perceptual symbol that an individual constructs
internally, hence, perception of usefulness affects attitude. Moreover, when an
individual attempts to integrate his/her behaviour and attitudes, he/she will try hard
to form an intention to take a certain action; thus, perception of usefulness will affect
intention. According to the study of Barua et al. (1996), as soon as an individual uses
a function of a system, the function’s value (its usefulness) is determined by its cost

and productivity. If the cost is lower, or the productivity (i.e., usefulness) is higher,
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the value of the function will be greater, and, the attitude towards using it will then

be more positive. Hence, the intention to use it will be higher.

From the above, it can be concluded that perceived usefulness affects user attitudes
towards usage and intention to use. Field studies were carried out to support this
finding. Moon and Kim (Moon and Kim 2001) illustrated that perceived usefulness
has a positive effect on a user attitudes towards usage and the intention to use the
world wide web. The study of (Atkinson and Kydd 1997) revealed that the greater
the perceived usefulness, the more positive the attitudes of a user towards online
information collection. As a biometric authentication system is an application of the
web and e-commerce, and online information collection is one kind of online channel

function, it can, therefore, be assumed that the same principle will apply.

2.4.3 Perceived Ease of Use

Davis (1989) has associated the “perceived ease of use” with the personal perception
of simplicity in using a function. Based on Pintrich’s study (1989), the greater the
perceived ease of use of a product/service/system, the more positive the attitude
formed towards usage will be. From these studies we can show that perceived ease of
use has a positive effect on consumer attitudes towards usage. According to Barua et
al. (1996), product/service functions with lower usage complexity will be associated
with a lower cost, which increases the value of using this function. Thus, there is a

positive correlation between perceived ease of use and perceived usefulness.

Moreover, Bandura (1977a) indicates that the higher the perceived ease of use of a
function, the greater the final result (i.e., usefulness) will be. Accordingly, it can be
inferred that perceived ease of use affects perceived usefulness. Field studies support

this argument. The research conducted by Gefen (1997) indicates that perceived ease
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of use has a positive influence on the user’s attitude towards actually using (or
sending) e-mails via the Internet, and the perceived usefulness of this action. Other
research, conducted by Liao et al. (1999), revealed that customers will have a
positive attitude towards using virtual banking if its usage is perceived to have a
lower complexity. Also, Gefen (2003) reveals that perceived ease of use will
strengthen online shoppers’ intentions to continue using a website. Thus, the findings
reveal a positive relationship between ease of use and the perceived usefulness as

well as the attitude towards using the technology.

Many studies showed that an individual’s behavioural intention will be affected by
his/her attitudes, which ultimately determine the individual’s actions and responses
(Ajzen and Fishbein 1980; Ajzen 2005; Ajzen, Albarracin et al. 2007; Fishbein and
Ajzen 2010). The Liao et al. (1999) study showed that an individual’s intention to
use online banking services is affected by his/her attitudes. It is clear that there is a
positive relationship between attitudes towards the usage of online services and the
intention to do so. Both Venkatesh and Davis (1996), and Pavlou (2003) also show

that intention affects actual behaviour.

Finally, the perceived usefulness of a biometric in a particular situation plays a major
role in user acceptance, as does the perceived ease of use of the biometric (Giesing

2003; James, Prim et al. 2006).

2.4.4 Social Influence

An extension of these studies examined the impact of social influence or subjective
norms as predictors of behavioural intention to use. A subjective norm, originally
developed from the Theory of Reasoned Action (TRA), predicts general behavioural

intentions in strictly voluntary contexts; it assumes that people’s perception that
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others, important to them, approve or disapprove of certain behaviour has an impact

on their actions.

Social influence acts as a determinant of behavioural intentions and usage behaviour.
Social influence is defined as “the degree to which an individual perceives that
important others believe that he or she should use the new system” (Venkatesh et al.
2003, p. 451). In this context, social influence is system/application specific, whereas
subjective norm relates to non-system specific behaviour (Al-Gahtani, Hubona et al.
2007). Yogesh et al. (1999) revealed that social influences play a significant role in
determining the acceptance and usage behaviour of new products/services or new
technologies. Many theories have suggested that social influence is a direct

determinant of behavioural intention (Venkatesh and Morris 2000).

Biometric devices, such as fingerprint scanners, can be intimidating to users at the
beginning (James, Prim et al. 2006). The perception of a biometric fingerprint device
will possibly affect the usage behaviour towards the biometric authentication system,
in addition to having an impact on the perception of ease of use of the fingerprint

device.

2.4.5 New Product Attributes (NPA)

Cultural and social factors are equally significant. While each developed country has
its own culture and social society, with different behaviours and norms, there are
several common characteristics. Starting with ethics and beliefs which fundamentally
shape the culture, there are a number of factors which influence user behaviour
including the family, religion, educational level, peers, media and experiences. In
regards to attitudes and values, specifically within developed countries, differences

relate to social and personal freedoms and dignity (\Vrontis, Thrassou et al. 2007).
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The severely competitive commercial environment does not allow large margins of
qualitative variance involving company provider and user demand. This requires
both the understanding of user needs, and the capability to satisfy them. Strong
competition means that businesses can provide better value through obviously
advanced quality, or lower cost or the best combination of these. Therefore,
innovation accompanying products or services, greater customer care, special
attention, convenience and other means are important (Naumann, Jackson et al.
2001). Basically, meeting individual expectations is often not sufficient. Businesses
have to surpass anticipation to meet the fundamentals of quality (Naumann, Jackson

et al. 2001; Vrontis, Thrassou et al. 2007).

A widespread way to improve and distinguish a product/service is by increasing the
number of features included (Mukherjee and Hoyer 2001), providing better
functionality for consumers. In this study, we examine how users balance their
technology requirements for functionality and ease of use when evaluating products
or services. Different methods are suggested in the literature to explore which
attributes users apply to evaluator products (Snelders. D and J. 2000; Hossain 2007).
It is obvious that product attributes are most significant to the users. In fact, during
the decision to deal with a business, it is supposed that users not only believe the
current value of the products or the services, but also take the future performance or
future linked with the product or the service attributes into consideration

(Chowdhury and Islam 2003; Hossain 2007).

The new product attribute factor is related to product characteristics. Factors such as
product complexity, product intangibility, and the consumer’s product association

influence consumer or user behaviour towards acceptance of the technology.
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The new added variable “new product attributes” was adopted from Mukherjee et al.
(2001). The purpose of this variable was to measure the extent to which this
technology could provide additional benefits and value to the process. Many high-
tech innovations introduce attributes that are novel or totally unfamiliar to a large
number of users. For example, recently introduced attributes, such as Global
Positioning Systems (GPS) in cars, or biometric access controls in airports, are likely
to have been novel to many users. Based on a recent study that examined the user
acceptance of biometric technology in the hotel industry (Triplett, Laux et al. 2009)
the “new product attributes” factor was adopted as an independent variable; their
findings indicated that user acceptance of biometrics technology depended upon

whether the new feature added value.

Companies frequently make efforts to develop and distinguish their products by
adding additional features or attributes. These additional attributes may vary in their
degree of familiarity to users. Many users may be unfamiliar with some of these
attributes. Hence, it is important to investigate the impact of these new attributes on

user decisions and acceptance.

Many researchers have revealed that adding familiar attributes to a product/service
generally improves the product/service evaluation (Meyers-Levy and Tybout 1989;
Nowlis and Simonson 1996; Hoeffler, Page Moreau et al. 2006). Nevertheless, other
research indicates that adding familiar attributes may not always have a positive
effect (Broniarczyk and Gershoff 1997). However, a study based on Mukherjee and
Hoyer (2001) revealed that the positive effect of new attributes holds only in the case
of low complexity products/services. Similarly, Hoeffler and Moreau et al. (2006)
found that new attributes lead to lower effects for high-complexity products. For high
complexity products/services, the addition of new attributes can negatively impact
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the evaluation because of learning costs associated with these attributes (Hoeffler
2003; Alexander 2008). Extrapolating these findings to e-commerce and online
applications, novel interactions can attract users, but if the application or service is
for utilitarian tasks, novel attributes may lessen the usability of online applications or

services.

Furthermore, the positive and negative effects of new attributes on product/service
acceptance are affected by the perceived usefulness of the technology. In the same
context, it is revealed that the negative effect of new attributes on the evaluation of
high complexity products/services persists even after users are given explicit
information about the benefits of the new attributes. It can be concluded that new
attributes may contribute to technophobia, or user resistance towards technological

innovation (Mukherjee and Hoyer 2001; Prakash 2009).

2.4.6 TAM and Cultural Aspects
Most of the previous cross-cultural studies have recommended using TAM, as it does
not hold invariants across cultures (Straub, Keil et al. 1998; Pavlou and Chai 2002;

Zakour 2009).

However, in their endeavour to better explain and predict IT use, few researchers
(e.g. (Straub, Keil et al. 1998; Zakour 2009) have investigated the impact of cultural
factors on the acceptance and behaviour of use. Hence, given this gap in the literature
the current research aims to test the influence of culture on the acceptance and use of
a new technology and system. By studying this technology use cross-culturally, we
propose to shed light on the effect of the cultural context on usage behaviours,

therefore, extending TAM to cross-cultural settings.
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We draw upon an extension of the TAM, which integrates subjective norms/social
aspects (Venkatesh and Morris 2000) as determinants of the behaviour and intention
to use the IT. The significance attributed to subjective norms/social aspects in
determining and predicting behaviour varies across cultures (Triandis 1977; Zakour
2009), thus, we anticipate that integrating subjective norms/social aspects will
strengthen our perception of differences in behaviour and intentions to use and will

allow a better capturing of cultural aspects on IT use.

Moreover, the cross-cultural TAM can be improved by taking into account a
construct such as new product attributes which was adapted from Mukherjee et al.
(2001). Mukherjee et al. (2001) suggests that the addition of novel attributes is likely
to improve product evaluation and acceptance, since consumers interpret these
attributes based on their background and as additional benefits provided by the
provider/manufacturer. Introducing new product attributes enables a better capturing
of cultural influence on the acceptance of information technologies, particularly the

impact of masculinity/femininity on behavioural intention to use IT.

TAM is successful in determining the behavioural intention to use the technologies
from the point of view of intrinsic perceptions, rather than extrinsic environmental
perceptions (Venkatesh and Morris 2000). Based on the TAM school of thought,
perceived ease of use will, at the same time, affect both perceived usefulness and
attitude towards use. Consequently, perceived usefulness will affect both attitude
towards usage and intention to use. Moreover, attitude towards usage will affect
behavioural intention to use. Other researchers introduced extrinsic environmental
factors such as extra-organisational factors (Igbaria and Zinatelli 1997) and product

characteristics (Hong, Thong et al. 2002) to extend the breadth of the TAM model.
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TAM postulates that the two most important determinants of user acceptance of
technologies are ease of use and usefulness (Davis 1989). The TAM model looks at
these two determinants and their relationship to behavioural intention to use.
Significant empirical research has shown positive results in using TAM to predict the
acceptance and usage behaviour of end users. The TAM model has been examined in
a variety of technologies, services, products and environments, including IT
technology (Davis 1989), the world-wide web (Atkinson and Kydd 1997; Moon and
Kim 2001; Chen, Gillenson et al. 2002; Cheng, Sheen et al. 2006), e-commerce
(Chen, Gillenson et al. 2002; Koufaris 2002), online banking (Pikkarainen,
Pikkarainen et al. 2004), e-mail systems (Gefen and Straub 1997), online shopping
(Gefen 2003), software adoption (Szajna 1994), smart cards (Plouffe, Hulland et al.
2001), building management systems (Lowry 2002), and biometric devices (James,

Prim et al. 2006).

As has been shown in previous TAM studies, we anticipate perceived usefulness and
perceived ease of use to positively impact upon the intention to use. If an individual
believes the technology is useful and easy to use, we assume that he/she is more
likely to adopt it. We also expect the perceived ease of use of the technology to

impact its perceived usefulness.

With consideration to the technology acceptance behaviour studies, TAM mostly
proposes an essential framework to describe the influence of external variables
towards behavioural thought (Davis 1989). Among the blooming expansion of
TAM’s significant researches, the external variables are further and further growing

as well (Yu-Lung, Yu-Hui et al. 2007).
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In addition to the TAM, there are many theoretical technology acceptance models,
such as the Theory of Reasoned Action (TRA), the Motivational Model (MM), the
Theory of Planned Behaviour (TPB), a model combining the TAM and the Theory of
Planned Behaviour (TPB), the Model of Personal Computer Utilization (PCU), the
Innovation Diffusion Theory (IDT), and the Social Cognitive Theory (SCT)
(Venkatesh, Morris et al. 2003). Among these models, the TAM is believed to be the
most robust, parsimonious, and significant in explaining information system
acceptance behaviour (Davis, Bagozzi et al. 1989; Davis 1989; Venkatesh and Davis
2000; Venkatesh, Morris et al. 2003; Wu, Tao et al. 2007; Yu-Lung, Yu-Hui et al.

2007).

Additionally, the TAM has received widespread empirical support through
validation, application, and replication for its power to predict usage of IT (Davis,
Bagozzi et al. 1989; Davis 1989; Venkatesh and Davis 1996; Venkatesh and Davis
2000; Venkatesh and Morris 2000; Venkatesh, Morris et al. 2003). Nevertheless, the
generality of the TAM fails to contribute meaningful information on user attitude in
relation to a specific system. In addition, the TAM supposes that usage is volitional,

which means there are no obstacles that would prevent the user from using IT.

However, the TAM misses some significant sources of variance, such as cost and
time (Mathieson, Peacock et al. 2001). To overcome these limitations some
improvements were carried out (Agarwal and Prasad 1997; Horton, Buck et al.
2001). Towards overcoming its limitations, there were many attempts made to
develop the TAM model (Agarwal and Prasad 1997; Horton, Buck et al. 2001). Loo
(2009) stated that even though the improved TAMs can overcome the limitations of

the previous TAMs, researchers are tackled with having to make a choice from a
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multitude of models, and “pick and choose” constructs across the models, or pick a

“favoured model” and mostly ignore the contributions from other models.

2.4.7 UTAUT Model

To overcome the aforementioned limitations a new model labelled the Unified
Theory of Acceptance and Use of Technology (UTAUT) was introduced by
Venkatesh et al. (2003). Many researchers have since conducted studies to explore
and validate the UTAUT within different backgrounds. For example, Al-Gahtani et

al. (2007) conducted an empirical study to validate UTAUT in Saudi Arabia.

Venkatesh et al. (2003) compared eight models in association with core constructs,
beliefs and intentions, moderators and percentages of explained variance, including
TAM, the Theory of Reasoned Action (TRA), a motivational model (MM), the
Theory of Planned Behaviour (TPB), combined TAM and TPB model (C-TAM-
TPB), a model of PC utilization (MPCU), the Innovation Diffusion Theory (IDT),
and the Social Cognitive Theory (SCT). They found that the eight models described
between 17% and 53% of the variance in user intentions to use IT. Furthermore,
behaviour intention explained the variance of usage behaviour to be around 39%.
Following the evaluation of these models, they invented the UTAUT and tested using
the original data used for the eight models, and it was found that the outcome
excelled the eight individual models (69% adjusted R?). UTAUT thus appears to be
the best theory to present a constructive tool to measure the likelihood of any new

technology acceptance (Venkatesh, Morris et al. 2003).

Moreover, the UTAUT was empirically tested to ensure its validity. Four constructs
were identified as direct determinants of user acceptance and usage behaviour: (1)

Performance Expectancy (PE), (2) Effort Expectancy (EE), (3) Social Influence (SI),
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and (4) Facilitating Conditions (FC). The UTAUT model is shown in Figure 4. The

four determinants of user acceptance in UTAUT were moderated by gender, age,

experience and voluntariness.
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Figure 7: UTAUT model (Venkatesh, Morris et al. 2003)

The enhanced model is then used to explore the factors affecting user acceptance of

biometric authentication systems within e-commerce applications. The determinants

of the model and the added variables are clarified in the following section.

UTAUT anticipates that gender will moderate the effect of performance expectancy

and effort expectancy, as well as the social influence. UTAUT expects males to be

likely to rely on performance expectancy while determining acceptance of a

technology with their highly task oriented nature (Park, Yang et al. 2007). In

contrast, female technology acceptance could be determined mostly by effort

expectancy, rather than performance expectancy under cognitions associated with




gender roles. This moderating effect of gender has been replicated in a number of
studies in the field of technology acceptance within a variety of technologies like
electronic mail (Gefen and Straub 1997), e-learning (Ong and Lai 2006),
communication technologies (llie, Van Slyke et al. 2005) and online purchasing
behaviour (Thomas and Taskov 2007). Venkatesh and Morris (2000) found that
“performance expectancy (perceived usefulness on TAM) influences behavioural
intention to use a system more strongly for men than it influences women” (p.118),
“effort expectancy (perceived ease of use on TAM) will influence behavioural
intention to use a system more strongly for women than it influences men” (p.119),
and “subjective norm influences behavioural intention to use a system more strongly
for women than it influences men” (p.119). Venkatesh et al. (2003) reported reliable

findings.

2.4.7.1 Performance Expectancy

Venkatesh et al. (2003) defined performance expectancy as the degree to which an
individual believes that using the system will help him or her to attain gains in job
performance. In the same research, they found that performance expectancy was a
strong predictor of a user’s intention to use a new technology in the workplace. Ong
et al. (2004) provided empirical support for the relationship between perceived
usefulness and behavioural intention in the context of web applications. Moon and
Kim’s (2001) research showed that perceived usefulness, which is performance
expectancy in this study, has a positive impact on the intention to use any Internet
application. As biometric authentication systems are mainly web systems, it can
consequently be assumed that the same opinion will apply. In the present context,
performance expectancy refers to the perception that using a biometric authentication

system will help and benefit e-commerce users to secure their transactions.
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Based on Al-Gahtani et al. (2007), there are rigid boundaries in social roles and
expectations for women compared to men in Saudi Arabia, hence, there are far fewer
women in qualified knowledge worker roles. Therefore, it is believed that women in
Saudi Arabia will be less inclined than men to anticipate that the use of new a

biometrics system would improve their e-transaction.

2.4.7.2 Effort Expectancy

Effort expectancy is defined as the degree of ease associated with the use of the
system. In fact, the concept of effort expectancy was captured by three constructs:
perceived ease of use, complexity, and ease of use, from these models TAM, Model
of Personal Computer Usage (MPCU), and Innovation Diffusion Theory (IDTO.
Together these constructs define effort expectancy as the perceived ease of use which
refers to the usability of the computerised interface in transaction based applications

(Dillon and Morris 1996).

Ong et al. (2004) indicated that perceived ease of use was positively associated with
perceived usefulness and behavioural intention in the context of web-based

applications.

2.4.7.3 Social Influence

Social influence is defined as the degree to which an individual perceives the
importance of the beliefs of others that he or she should use the new system
(Venkatesh, Morris et al. 2003). Venkatesh et al. (2000) validate the fact that social
influence plays a significant role in determining the acceptance and usage behaviour
of new technology. Users may have unfavourable or encouraging awareness towards
using a new technology because of the perceptions of family members, associates or

peer influence. Davis et al. (1989) believe that, within some situations, individuals
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might use technology to comply with others’ mandates, rather than their beliefs.
Social influences play a primary role in determining the behaviour use towards new

technology (Yogesh and Malhotra 1999).

In Arabic cultures, employees are expected to exhibit a stronger association between
social influence variables and behavioural intentions. Additionally, younger
individuals are likely to occupy lower roles in behavioural intentions to use the IT

technology(Al-Gahtani, Hubona et al. 2007).

2.4.7.4 Facilitating Conditions

Factors and resources that an individual believes exist to support his or her activities
are termed facilitating conditions. Venkatesh et al. (2003) defined facilitating
conditions as the degree to which an individual believes that an organisational and
technical infrastructure exists to support the use of the system. In the current context,
facilitating conditions refer to the objective factors in the environment that make an
act of use easy to achieve. In our research, both technical and non-technical support
was integrated. Triandis (1980) stated that behaviour could not occur if objective,
facilitating conditions prevented it. Al-Gahtani et al. (2007) stated that there is a
direct relationship between facilitating conditions and behaviour intentions to use
within Saudi Arabian culture. Moreover, in the same study, they found that age and
experience/education level can negatively interact with the influence of facilitating
conditions on IT usage. Particularly, they considered that increasing levels of age and
experience/education level would mute the dependence on a facilitating

infrastructure to use IT.
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2.4.7.5 Anxiety

Anxiety is an important direct determinant of intention to use the technology. It is
defined as the evoking of anxious or emotional reactions regarding behaviour
(Campueau and Higgins 1995) such as using a biometric authentication system.
Nevertheless, the UTAUT model does not incorporate anxiety as a direct
determinant. This is because anxiety is affected by perceived ease of use. Thus, it is

an indirect determinant of intention to use (Venkatesh 2000).

2.4.7.6 Self-Efficacy

Monsuwe” et al. (2004) defined self-efficacy as an individual’s self-confidence in his
or her ability to perform tasks across multiple computer application domains. Wang
et al. (2003) found computer self-efficacy and perceived ease-of-use to be related.
Several studies have found positive relationships between perceptions of
convenience and the use of e-commerce applications (Wang, Wang et al. 2003;
Lassar, Manolis et al. 2005). Based on the theoretical and empirical support from the
literature, it can be concluded that, the stronger a person’s self-efficacy beliefs, the
more likely he or she is to attempt to attain the required outcome (Al-Somali,
Gholami et al. 2008). Users who have low computer self-efficacy are less likely to
use web-based applications. Gong et al. (2004) found that computer self-efficacy had

a direct positive effect on intention to use web-based applications.

2.4.7.7 System Characteristics

System characteristics have been hypothesised to directly influence user beliefs
(Davis 1993). Consequent research has validated the role of system characteristics in
technology acceptance in other perspectives (Davis 1993; Venkatesh and Davis
1996; Igbaria and Zinatelli 1997). A multiplicity of common information technology

system characteristics have been anticipated and examined. Organisations frequently
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make an effort to develop their systems by providing more features to enhance the
functionality of their system. It is significant to examine the impact of these features
on users’ opinions (Mukherjee and Hoyer 2001). Many studies have exposed the fact
that providing familiar features to the system generally improves the system
acceptance (Nowlis and Simonson 1996). However, other studies showed that
providing familiar features may not at all times have a positive outcome
(Broniarczyk and Gershoff 1997). The introduction of system characteristics to the
research model aims to reveal the ambiguity presently related with biometric

authentication systems.

2.4.8 Consideration of Moderators in the Literature

The original TAM did not incorporate any moderating effects, and some studies such
as (Venkatesh, Morris et al. 2003) recommended incorporating these moderators to
include gender, age, and experience or education level, in order to build better
predictions associated with user behaviour for a particular technology. UTAUT is an

example which incorporated moderating effects.

2.4.8.1 Gender
Gender was described by Schlegel (Igbaria and Chakrabarti 1990) as “the way

members of the two sexes are perceived, evaluated, and expected to behave.” Gender
is a significant variable in explaining differential outcomes in consumer behaviour
research (Qualls 1987; Forsythe and Chun 2000). There has been a limited amount of
gender-based study in information technology research (Gefen and Straub 1997;
Forsythe and Chun 2000; Venkatesh and Morris 2000; Thomas and Taskov 2007).
However, the differences between men and women have been studied in various

contexts such as electronic mail (Gefen and Straub 1997), information retrieval
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(Venkatesh and Morris 2000), e-learning (Ong and Lai 2006), communication
technologies (llie, Van Slyke et al. 2005) and online purchasing behaviour (Thomas

and Taskov 2007).

The majority of the studies appear more favourable towards men than women.
Anandarajan et al. (2000) stated that men were more likely to access work pages than
women. Nevertheless, gender was not linked with individual factors such as ease-of-

use, frequency of use and time usage(Anandarajan, Simmers et al. 2000).

Morris et al. (2005) found that as age increased, men were increasingly influenced by
attitudes toward the use of technology compared to women. In contrast, as age
increased, women were more influenced by perceived behavioural control compared
to men. Gefen et al. (1997) found that the perceptions of men and women vary. The
perceived social usefulness of email was found to be lower with men than women.
Conversely, men perceived ease-of-use to be higher than women. Nonetheless, the
actual use of email did not vary across gender. Venkatesh et al. (2000) proposed that
gender would affect the association between perceived usefulness, perceived ease-of-
use, and subjective norms on intention to use the technology. These factors were
more important for men than women (Thomas and Taskov 2007). The behaviour of
online users with new IT might be conditioned by their gender (Yi, Jackson et al.
2006). Internet addiction was argued to be more likely a male addiction (Griffiths
1999; Anderson 2001; Niemz, Griffiths et al. 2005; Mythily, Qiu et al. 2008).
Typically females showed higher levels of computer anxiety (Igbaria and
Chakrabarti 1990; Venkatesh and Morris 2000), as well as lower levels of self-
efficacy towards using computers in general, and the Internet and e-commerce in
particular (Broos 2005). It has been taken into account that females feel less
confident than males in using IT, which implies that self-efficacy has less influence
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on usefulness and ease-of-use (Shashaani 1994; Hernandez-Ortega, Jiménez-

Martinez et al. 2008).

2.4.82 Age

Age was found to affect the influence of attitude, social influence, and perceived
behaviour control. An attitude was more salient for younger workers while perceived
behavioural control was more salient for older workers. Social influence was more
salient to older women (Venkatesh and Morris 2000). Moreover, age was found to
affect the influence of the determinants toward behaviour. For instance, the effects of
performance expectancy, effort expectancy, and social influence were moderated by
gender and age based on the findings of Venkatesh et al. (Venkatesh, Morris et al.

2003).

2.4.8.3 Education Level

The level of education has been used as a moderator, but not in the study related with
technology acceptance. For instance, it has been found that parental education
moderated the environmental contributions to variation in verbal 1Q (Rowe and
Jacobson 1999). Moreover, educational level has been examined as a factor in the
research associated with factors that influence the acceptance and use of IT. For
illustration, Zakaria (2001) showed that only the highest educational level was a

significant predictor to the variance of IT implementation.

While education level was not applied as a moderator in technology acceptance, it
was instead examined as a factor to determine technology acceptance. However,
education level appeared to have an impact on the influence of determinants toward
new technology acceptance in some approach or other in this research. It is expected

that users who have different levels of education may have different views relating to
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the acceptance of the use of biometric authentication systems. Hence, education level
will be examined as a moderator, and it is expected to impact the influence of

determinants toward behavioural intentions to use the system.

2.4.9 Cultural Aspects

As Myers et al. (2002) stated, culture can have an impact on a user’s decision to
accept and use a particular system. For example, gender, which is a fundamental
aspect of culture, was found to influence the IT acceptance process (Gefen and
Straub 1997; Venkatesh and Davis 2000). TAM and UTAUT may not predict
technology acceptance among all cultures in the world (Gefen and Straub 1997;
Napaporn 2007). Moreover, culture is essential to explore the impact of these
moderators on the influence of the determinants towards behavioural intentions to
use the biometrics system, to generate a model that best describes behavioural

intention and acceptance to use the system.

2.4.10 Critique of Relevant Literature in Users’ Acceptance of Technology

There is concrete evidence that social and cultural influences, behaviours and
attitudes towards usage of technology have an influence on the acceptance and use of
new technology (Al-Gahtani, Hubona et al. 2007; Kripanont 2007; Oshlyansky,
Cairns et al. 2007; AlAwadhi and Morris 2008; Al-Qeisi 2009). In addition, the
TAM and UTAUT have a great power in examining the acceptance of technology in
this field. However, other issues that rise in developing e-commerce and e-
government systems remain important to review in order to achieve a greater
understanding of how scholars have applied these issues in the world of e-

transactions.
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2.5 Summary

The present study differs from earlier studies in many aspects, for example, this

research considers new issues, such as motivating factors for biometric technology

acceptance in the Middle East, which none of the prior studies did. Also, the current

research considers factors that existed in the literature review and which focus on

technological and organisational aspects with regard to e-commerce and e-

government in a new study context: Saudi Arabia. Finally, the development of a

comprehensive framework is one of the main intentions of the current research

project through an empirical study in the context of Saudi Arabia. Based on the

literature review, we concluded the following gaps in knowledge which should be

tackled:

It is worth noting that the majority of biometric authentication user acceptance
studies have focused on research surveys (Laux, Tao et al. 2007). To our
knowledge, this is the first systematic study relating to this issue carried out by
academic and non-biased researchers in Saudi Arabia. Therefore, given this gap
in the literature, the current research aims to test the influence of culture on the
acceptance and use of a new technology and system. While studying this
technology use cross-culturally, we propose to shed light on the effect of the
cultural context on usage behaviours, therefore, extending TAM to cross-cultural
settings.

This work also aims to investigate technology acceptance models in non-western
cultures, in particular, in this era of advanced technology, to overcome the gap
among the different cultures. The current study is located in Saudi Arabia as an

example of a non-western culture.
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e In spite of its increasing importance, academic study in this area is particularly
lacking in Saudi Arabia. Biometrics technology within e-commerce, in the
context of Saudi Arabia, is still at an early stage of development and little is
known about user behaviour toward acceptance of this new technology and
factors that influence their behaviours and attitudes towards it.

e A valuable approach for new technology integration should include developing
an understanding of: 1) the user behaviour and attitudes to using the technology,
and 2) a realistic expectation of how this technology could meet user needs and
how rapidly this technology will reach acceptance and adoption. Large gaps in
knowledge of these areas can result in wasting time and money on integrating

inappropriate technologies.

In summary, the purpose of the literature review was: to build a strong theoretical
background for the research by applying relevant theories in this context; to identify
the issues in relation to the acceptance of biometric authentication systems; and to

identify the gaps that should be addressed in this research in relation to these issues.

The next chapter, therefore, examines the feasibility of wusing biometric
authentication based on initial experiments that aims to explore whether Saudis

practically and culturally are willing to accept biometric authentication technology.
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Chapter 3. The Feasibility of Using Biometric

Authentication: The Initial Experiment

3. 1 Introduction

The literature review in Chapter 2 discussed many well-known theories and models
which are, in one way or another, practical for the theoretical background of this
research. Moreover, it identified the gaps that should be addressed in relation to the
acceptance of biometric authentication systems in the context of Saudi Arabia in
order to overcome the gap among the different clusters of investigative biometrics

technology acceptance in non-western cultures.

This chapter focuses on the feasibility of biometric authentication systems in online
services and their user acceptance in Saudi Arabia as an initial experiment.
Additionally, it will explore whether Saudis practically and culturally are willing
to accept biometric authentication technology. For this work, three hundred and four
Saudi participants, consisting of men and women between the ages of 18 and 55,
took part in a survey that was developed to investigate the level of user acceptance

for biometric authentication systems.

3.2 The Objectives

The objectives of this survey were to:

e Give an indication of the current familiarity with the concept of biometrics in
Saudi Arabia.
e Find an answer for a very important question — whether Saudis will accept

and be encouraged to use biometric authentication systems.
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e Examine which biometric authentication method is most suitable for Saudis.

3. 3 Hypotheses

The related hypotheses for this study are:

Hypothesis 1: In general, Saudi users are not very familiar with the concept of
biometrics.

Hypothesis 2: Saudi users will rapidly accept biometric authentication systems.
Hypothesis 3: As a result of some religious and cultural aspects, the fingerprint

will be the most suitable method for authentication purposes.

3. 4 Method

The survey was designed according to the methods established by Churchill (1999),
who distinguishes between three types of research design methods depending on the
research’s questions and aims: descriptive research ,causal research and exploratory

research which is the method used in this study.

Descriptive
p Research

Exploratory e
Research -

Causal
Research

Figure 8: Relation of research designs (Churchill 1999)

According to Sekaran (2003), the methods are part of the design; therefore, she
agrees with Bryman et al. (2007) that methods are aggregate to explain data
collection. Also, based on Sekaran’s definition of research design, this experiment is

conducted for the intention of testing the hypotheses derived from the theoretical
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framework presented. It is believed that studies employing hypotheses testing
purpose generally tend to clarify the nature of certain relationships, or establish the
differences along with groups or the independence of two factors or more in a
circumstance. Hypotheses testing offer an improved perceptive of the relationships
that exist with variables. Churchill (1999) explains this type of research, in terms of

its purpose and aims, as follows:

3.4.1 Purpose

1) To formulate a base for more precise investigation and for developing hypotheses.
2) To establish precedence for further research. 3) To gather information about the
practical problems of carrying out research on particular conjectural statements. 4)
To clarify concepts. 5) To develop provisional explanations, not demonstrating the

feasibility of a given explanation.

3.4.2 Aims
1) To generate hypotheses for quantitative/qualitative tests. 2) To generate
information to structure questionnaires. 3) To provide overall background

information. 4) To secure impressions on new product concepts.

3. 5 Survey Instruments

Stevens (1946) proposed a hierarchy of levels for measuring data, which consisted of
four separate strata:

¢ Nominal Measurement: labels or names. If any two labels have the same

identification, they belong to the same category. Matching or non-matching

can be the only analysis, and mode or dispersion the only measures.
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e Ordinal Measurement: numbers or labels representing a scale of a ranked
list of objects. This measurement can be used for determining the mode,

median, percentage, percentile rank and chi square.

e Interval Measurement: a scale of ordinal measurements separated by the
same interval, where differences between pairs of numbers can be compared.
Mode, mean, standard deviation, F-test and correlation can be used for this

measurement (Leedy and Omrod 2001) .

e Ratio Measurement: a series of equal interval numbers having meaningful
ratios. Most physical attributes are measured on ratio scales: for example,
weight, length, and temperature relative to absolute zero. Mode and mean

(arithmetic and geometric) can be used for this measurement (Stevens 1946) .

The variables measured in this survey were ordinal. An example of an ordinal scale,
which is commonly used in measuring attitudes, can be seen in the Likert scale
(Likert 1932). This scale helps to facilitate a more efficient collation and
summarisation of data, to aid in extracting meaningful information about the data and

supporting the performance of statistical operations to augment that data’s validity.

3. 6 Sample Size

For all experiments in this research, the target populations of this study were
customers, providers, and regulators of Saudi Arabian financial services. This
population consisted of the end customers of e-commerce services, managerial,
employees and technical personnel of e-commerce service providers. The people
selected to take part in a questionnaire were critical to the success of the experiment.
The group of participants is called a sample, which is a smaller group that is

supposed to represent the larger population.
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The study group was specifically selected to represent a group of e-commerce and
online banking users, in main cities of Saudi Arabia, which have the highest
attentiveness of Internet users. Moreover, it has a high concentration of residential
Saudis and has the best-developed Internet infrastructure across the country. Thus the
contributors were selected with care because they were considered to be the most
likely users of e-commerce and online banking, with access to technology and

significant familiarity and experience with online applications.

The sampling frame targeted equal division of the genders. For this reason, there is a
strong evidence to propose that the sample and applicability of findings examined in
this research will be a reasonable and representative reflection of the country at large.
Although only main cities have been considered in the study, the cosmopolitan
nature of attendees used in the study revealed the diversity of attendees all over the
country. The selected sample size was derived using statistical sample size
calculations. The equation below is used to determine the minimum sample size'*:

t*x px(1-p)
m2

Minimum Sample Size(n) =
Where:
n= minimum sample size
t= Confidence level at 95% (standard value of 1.96)
p= Estimated fractional population of subgroup (Almogbil 2005)
m = Margin of error at 5% (standard value of 0.05)

The sample size was calculated based upon these factors:

Population of Saudi Arabia 100%" = 22,673,538

14 Retrieved Feb 12, 2008, from http://www.surveysystem.com/ssformu.htm.
15 Retrieved Feb 12, 2008, from http://www.citc.gov.sa/NR/rdonlyres/722D574C-F670-48D1-A9FD-

4FF6C53AAF91/0/ATLASCensus1425H.pdf.
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Banking customers: 45% est. (Almogbil 2005) = 10,203,029
Online banking users: 20% (SAMA statistics 2008) = 2,040,606
p = 2,040,606/10,203,029=0.20

Minimum customer sample size (n) = 246.

3. 7 The Survey Design

The initial investigation was a cross-section survey. In a cross-sectional survey, data
are gathered just once, perhaps over a period of days or weeks or months (Sekaran
2003). The purpose was to investigate a small number of people in a chosen
population, and then draw conclusions from the results and apply these to the larger
population. The advantages of examining a sample are reduced costs, time
efficiency, and ease of testing. The method used in this survey integrated the use of
electronic mails. E-mail was used for its low cost and reduced transfer time. A
survey was developed to investigate the level of user acceptance of biometric
authentication systems. During the investigation, it was possible for the participants
to post questions via e-mail if they did not understand. The questionnaire was

planned to take about ten minutes.

The primary aim was to make the questions as neutral as possible. One of the
problems faced when making the survey was to know how to ask questions that
would provide appropriate answers, while in addition, ensure the survey did not
become too lengthy. Before the actual survey, two respondents were asked to help in
a pre-test of the questionnaire. They commented that the language used had to be
suitable for the population tested, and this resulted in a challenge to make the

questions understandable and answerable. The complete questionnaire questions,
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originally produced in English, were translated to Arabic by several bilingual
professionals in an iterative process to ensure that both versions converged.
The questionnaire consisted of three parts:
e A personal profile of the participant.
e Identification of the respondent’s attitude and views regarding the use of the
Internet and e-services.
e A series of five-point scale questions to examine the respondent’s familiarity
and perceptions of the concept of biometrics. This third part was the most

difficult of the questionnaire.

3. 8 Overview of Participants

As with all experimental studies in this research, prior knowledge of the background
of those sampled presented obvious support of the broad base of findings observed.
While online users are commonly younger and more highly educated than
conventional users, these samples are close to the online user population and thus are
representative of online banking (Gefen and Straub 2004).

The actual study population consisted of three hundred and four participants, of
whom 165 (54.27%) were male and 139 (45.72%) were female. Their ages ranged
from 18 to over 50 years, with 94 (30.2%) being between 26 and 35; 91 (29.93%)
aged between 18 and 25; 80 (26.31%) aged between 36 and 50; 39 (12.82%) being

over 50; and none being under 18.

Eighty-nine (27.98%) of the respondents had postgraduate degrees, 99 (32.57%)
undergraduate degrees, and the remaining 107 (35.2%) had a secondary-school
education. The survey found that the male respondents were more likely to use

online banking, e-commerce, and online shopping. This was expected due to cultural
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factors. For example, the management and organisation of family budgets is often the

responsibility of men in Saudi culture.

3. 9 Findings and Discussion

A statistical analysis website®® called ‘Survey Methods’ was used to analyse the
respondents’ answers. A variety of statistical methods based on the Statistical
Package for the Social Sciences (SPSS) were used to analyse the data this study
collected. Prior to analysis, research instrument items were examined, through SPSS,
for accuracy of data entry, missing values, outliers and normality. Routine pre-
analysis screening procedures for assessment of multivariate assumptions were

carried out. Below is a more detailed discussion of the findings.

3.9.1 Results Regarding the First Objective
Surprisingly, 69.2% of the men and 57.1% of the women claimed to be familiar with

the concept of biometrics, which contradicts the first hypothesis.

Since the selected sample did not consist only of those with high levels of
competence in information technology, due to diversity being a consideration during
participant selection, the first result is an encouraging indication that the adoption of
biometric authentication methods in Saudi Arabia may be well-received. The

following figure shows familiarity with biometrics by gender.

18 www.surveymethods.com
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Figure 9: Familiarity with biometrics by gender

Based on an American study by Elliott et al. (2007), who conducted a survey of the
perceptions of 391 individuals to biometrics authentication technology, 75.4% of the
respondents were familiar with biometrics technology, while the remainder of

(24.6%) were not which was in line with our findings.

In a more recent study, designed by Chris et al. (2009) to investigate how biometrics
are perceived in other cultures, data from India, South Africa and the United
Kingdom were collected via online survey and compared. Cross-cultural attitudinal
differences were seen. While the results from India and South Africa were in line
with our findings, respondents from the UK were the least likely to have a positive
attitude towards biometric technology which was in contrast to Saudi respondents.
However, a Canadian survey of 1,200 participants conducted by Citizenship and
Immigration Canada (2003) showed that respondents had a positive familiarity of

biometrics (54%).
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3.9.2 Results Regarding the Second Objective

Acceptance of the use of biometric authentication methods was particularly high
(65%) among participants who did not object to the registration of biometric data for
authentication in Saudi Arabia. Moreover this acceptance was higher with females,
as 54.89% of those who thought biometric methods would be acceptable were

women, the following figure shows acceptance of biometric method use by gender.

H Male

B Female

Figure 10: Acceptance of biometric use by gender

Furthermore, 78.4% of the female respondents and 69.2% of the male respondents
said that they would be comfortable registering their biometric data for use. In terms
of enthusiasm to use biometric authentication methods, 78.4% of the respondents
were eager to try the new technology. 87.6% said that they believed that such
methods would be easy to use compared to traditional authentication methods, and
the same percentage also believed it would be more secure. In addition, 93.3% of
those enthusiastic respondents agreed that biometric authentication methods would
improve e-commerce security. Additionally, 83.6% of the same respondents were
willing to buy a biometric device in case such a biometric system was implemented.
All of these findings support the second hypothesis and strongly indicate the

likelihood of the acceptance of biometric authentication systems in Saudi society.
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3.9.3 Results Regarding the Third Objective

The third hypothesis stated that the use of fingerprinting would be the most
suitable method for authentication. The results match what was suggested in this
hypothesis, as 91.2% of the respondents said they would prefer the use of a
fingerprint authentication method. 51.7% were female. Additionally, 63.4% of those
who would prefer to a use fingerprint authentication method held a postgraduate
diploma. This result is in line with a study by Elliott et al. (2007) which stated that
the most acceptable form of biometrics in the USA was found to be the use of

fingerprints.

Finally, in respect to these issues, the respondents were asked a final question
concerning their readiness to embrace biometric authentication. This was, ‘Do you
think the Saudi society is ready to embrace biometric authentication?’ In general, less
than 3% of the respondents believed that their society was unready to embrace
biometric authentication, while more than two-thirds said that they did believe that
their society was capable of using biometric authentication and was prepared to

implement the technology.

On the other hand, the findings shed some light upon some other important issues
related to the major obstacles and barriers facing the adoption of biometric
authentication in Saudi Arabia. Overall, the respondents perceived a lack of
appropriate legislation and regulation, the lagging behind of security and privacy
reservations, and cultural influences to be the three greatest obstacles facing Saudi
consumers in implementing biometric authentication. Table 5 provides further details
on these and other types of barriers, and makes it easier to evaluate their relative

strengths.
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Obstacles to the adoption of Score Total
biometric authentication

Strongly  Agree Neutral Dis- Strongly
Agree agree Disagree
Lack of appropriate legislation 89 133 45 20 17 304
and regulation (29.2%) (43.7%) (14.8%) (6.5%) (5.59%)
Lagging behind of 15 73 91 52 73 304
telecommunications (5%) (24%) (30%) (17%) (24%)
Security and privacy reservations 51 110 100 27 16 304
(17%) (36%) (33%) (9%) (5%)
Biometric devices and software 15 64 61 91 73 304
costs 5%) (21%) (20%) (30%) (24%)
Cultural influence 73 88 52 49 42 304
(24%) (29%) (17%) (16%) (13%)
Low intention to use biometrics 40 85 121 37 21 304
and inflexible resistance to (13%) (28%) (40%) (12%) (7%)

change resistance to change

Table 5: Obstacles to the adoption of biometric authentication in Saudi Arabia

Moreover, compared to a study by Chris et al. (2009), the security and privacy
reservations of using biometrics technology was a significant concern for the people
of Saudi Arabia and UK, with more than half of the respondents indicating that
security and privacy reservations are the one of greatest obstacles facing the adoption
of biometrics technology. Chris et al. (2009) identified many obstacles to the

acceptance of biometric technology, such as data security and health and safety fears.

Another important survey question involved the perceived benefits and advantages of
adopting biometric authentication in Saudi Arabia. It presented the respondents with
four significant benefits for rating. The question was phrased: ‘In the case of the
implementation of biometric authentication, how beneficial would it be for you and
for Saudi society?” The majority of the respondents considered that the four benefits
would be obtained if biometric authentication was to be implemented. They had the
same opinions about most of the benefits, although the intensity of their agreement

differed somewhat.
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3.9 Summary and Conclusion

The findings, with regard to the motivations surrounding the acceptance of biometric
authentication in online services, clearly indicate that security, convenience, ease of
use, and greater privacy act as strong motivators when present. However, this initial
experiment does have some limitations that need to be acknowledged and addressed
in future studies. First, although its sample provided a good understanding of the
likelihood of user acceptance in biometric authentication by highly educated people
and those who are familiar with the Internet, they do not provide insight into
consumers who are not regular Internet users, but who sometimes use online

services.

The overall conclusion from this experiment is that there is a willingness to use
biometrics for specific applications. Compared to the Elliott et al. (2007) and Chris et
al. (2009) studies, there were no cross-cultural differences in this investigation in
terms of the familiarity and fingerprint preference among Saudi Arabian, American,
Indian and South African users, while the UK respondents were less willing to use

biometrics technology (Chris, Kathy et al. 2009).

In @ manner similar to the studies of (Elliott, Massie et al. 2007; Chris, Kathy et al.
2009), our study suggested that many individuals have complex somewhat
dichotomous, attitudes towards biometrics technology. Nevertheless, the studies
described above show that many individuals have concerns regarding the way
biometric systems might be used. Additionally, a number of issues with biometrics
technology have been identified. This study helped to identify some of the factors

affecting user acceptance of the biometrics authentication technology such as
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familiarity, data security, willingness and ease to use. It can be concluded that
cultural differences have an impact on the way biometric authentication technology
will be used and it can be argued that these aspects have to be taken into

consideration when developing biometrics authentication technology.

In fact, because this investigation aimed to discover and clarify the feasibility of
biometric authentication in online services and the acceptance of this new method by
Saudi society, it forms the base for another large investigation, which will be
explained in the next chapter, with over 300 participants and will also consist of an

exploratory research design.

Furthermore, the experimental findings concern the users’ and do not address how
well a biometric authentication system would actually meet consumer needs. It is
important to investigate the user acceptance in a particular mode. For this work, we
created a laboratory experiment that actively tested a biometric authentication system
in combination with a survey which was then used to measure the likelihood of the
user’s acceptance of this technology. Therefore, the next chapter describes the first
phase of this experimental study which adopted the Technology Acceptance Model
(TAM) based on Davis (1989), as the theoretical basis on which to develop the
research framework, and which was extended to study the intention to use biometric

authentication systems in e-commerce applications across Saudi Arabia.
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Chapter 4. User Acceptance: Using an Extension of TAM —

Experimental Phase |

4.1 Introduction

The previous experiment, reported in Chapter 3, successfully determined the
importance of authentication on the web, the feasibility of biometric authentication
systems and their user acceptance in Saudi Arabia, through conducting an online
survey. In this chapter, an experiment to examine user acceptance of a biometric
authentication system in e-commerce within the Saudi society was conducted. It
examined whether Saudis are practically and culturally willing to accept biometric
authentication technology. The experiment included the development of a fingerprint
authentication system. This study is different. A laboratory experiment was created
that actively tested a biometric authentication system in combination with a survey
which was then used to measure the likelihood of a user accepting this technology.
This technique aims to overcome the limitations of using a questionnaire technique

exclusively to measure user acceptance in biometrics technology.

The Technology Acceptance Model (TAM) based on Davis (1989) was adopted as
the theoretical basis on which to develop the research framework and was extended
to study the intention to use biometric authentication systems in e-commerce
applications across Saudi Arabia. The model has proven its efficiency as a good
predictor for the biometrics system. The relevant research hypotheses were examined
by capturing the users’ experiences of using an online biometric system which was

created for this purpose.
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The rest of the chapter is organised as follows: section 4.2 presents the aim of this
chapter, followed by the research model and hypothesis development in section 4.3,
the exponential approach and the details of biometrics authentication system in
sections 4.4 and 4.5, and this is followed by the sample size in section 4.6. The
evaluation of the hypothesised model is detailed in section 4.7, while the
measurement development is explained in section 4.8. The data analysis and results
are presented in section 4.9, followed by a discussion in section 4.10. Some

conclusions are drawn in section 4.11.

4.2 Aim
The main purpose of this chapter is to examine whether Saudis are practically and

culturally enthusiastic to accept biometric authentication technology.

4. 3 Research Model and Hypothesis Development

The research framework and the relevant hypotheses for user acceptance of biometric
authentication in e-commerce were mainly developed based on the intrinsic features
of the TAM model. We have modified the model to meet the goals of our research by
adding other intrinsic factors, new product attributes and social influences. The
introduction of new product attributes to the model aims to reflect the uncertainty
currently associated with the e-commerce environment (Yogesh and Malhotra 1999;
Paul 2003; Cheng, Sheen et al. 2006). Social influence is introduced to the model and
is represented as a subjective norm in many theories (Venkatesh, Morris et al. 2003).
It acts as one of the determinants of behavioural intentions and usage behaviour. The
proposed model is illustrated in Figure 10, and the related hypotheses are showed in

table 7.
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Figure 11: Proposed research model - the extended TAM

Hypotheses

H1 The new product attributes of the biometric authentication system in e-commerce have a positive
relationship with perceived usefulness.

H2: The new product attributes of the biometric authentication system in e-commerce have a positive
relationship with perceived ease of use.

H3: The perceived usefulness of using the biometric authentication system in e-commerce will
positively influence the attitudes towards using the technology.

H4: The perceived usefulness of using the biometric authentication system in e-commerce will have a
positive impact on an individual’s behavioural intention to use the technology.

H5: The perceived ease of use of the biometric authentication system in e-commerce will positively
influence the attitudes towards using the technology.

H6: The perceived ease of use of the biometric authentication system in e-commerce will positively
influence the perceived usefulness of using the technology.

H7: Perceived attitudes towards using the biometric authentication system in e-commerce will have a
positive impact an individual’s behavioural intention to use this technology.

H8: Social influence will positively influence the individual’s behavioural intention to use the
biometric authentication system in e-commerce.

Table 6: Experimental phase | hypotheses

Therefore, this study proposes the following relationships. The relationships are
represented in the following functions (Lin and Lu 2000):
e Function 1: Behavioural Intention to use (Bl) = f (Perceived usefulness

(PU), Attitudes towards usage (ATU), Social influence (SI)).
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e Function 2: Attitudes towards usage (ATU) = f (Perceived usefulness (PU),

Perceived ease of use (PEOU)).

e Function 3: Perceived usefulness (PU) = f (Perceived ease of use (PEOU),

New product attributes (NPA)).

e Function 4: Perceived ease of use (PEOU)) = f (New product attributes

(NPA)).

4. 4 Experimental Design

To explore the biometric authentication system in e-commerce, we designed an
experiment which used two experimental phases, as described in this chapter and the
following chapter, and which included the development of a fingerprint log in an
authentication system. The experiment also involved a survey instrument to measure
the likelihood of individual adoption of such technology. The method used to collect
the data was a “self-administered questionnaire” which explained the purpose of the
survey, and via a laboratory experiment, after which the respondents were asked to
complete the questionnaire. We used this method in order to ensure a high response

rate, accurate sampling and minimum interviewer bias (Oppenheim 1992).

As mentioned in section 3.6, the study group was specifically selected to represent a
group of e-commerce and online banking users, from the main cities in Saudi Arabia,
which have the highest proportion of Internet users. Moreover, they have a high
concentration of residential Saudis and has the best-developed Internet infrastructure

across the country.

The stakeholders in our project were the e-commerce industry (e.g., e-commerce, e-

government, online banking, etc.) and the customers using these services. About 306

74



Saudis participated in the experiment, which was held between June and September
2008. Three laptops with a fingerprint reader were made available. The “participant”
was asked to verify his or her identity with a fingerprint reader and enrol in the
system. After completing the experiment, every participant was asked to complete a
43-question survey to measure the user acceptance of using the biometric

authentication system.

Both experimental tasks (phase | & phase Il) during this study were performed in a
computer laboratory. The research instrument to evaluate the constructs of interest
was developed by adapting existing measures from the literature to the current
research context. All items were scored on a five-point Likert-type scale ranging
from (1) strongly disagree to (5) strongly agree. As the experiment was conducted
within an Arabic speaking country, the questionnaire, initially written in English,
was translated into Arabic by a bilingual person whose native language is Arabic.
The Arabic questionnaire was then translated back into English by another bilingual
person. This English version was then compared with the original version and no
items were found to deviate considerably in terms of language. This procedure was
conducted not only because it can avoid any distortions in meaning across cultures,

but also because it can improve the translation quality.

The questionnaire opened by asking for demographic data. These questions covered
factors such as age, gender, education level, region, familiarity with computers,
frequency of use of computers for work purposes, and frequency of use of online
banking, e-transactions or online shopping. The participants were also asked to
specify their preferred websites and the online service vendors they trust. These
questions looked for individual thoughts from the participants, and made an effort to
reveal participant reflections and feelings about the internet and e-commerce
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activities. The researcher chose a sample from the population, deciding that 306
participants should be sufficient for the laboratory experiments based on the method
and statistical equation illustrated previously in Section 3.6 to determine the sample
size. To avoid any sort of sampling bias, the author ensured that people with various
backgrounds and different experiences and ages took part in this experiment.
However, the chosen sample may not accurately represent the population.
Sometimes, even when we use random sampling, we may encounter a sampling bias.
To decrease this risk, we should use an appropriate sampling technique with a large

enough sample (Cohen 1988).

A survey was developed to investigate the level of user acceptance for biometric
authentication systems. The experiment and survey would last approximately 20
minutes.

Five respondents were asked to help in pre-testing the experiment tasks and the
questionnaire before starting the actual experiment. They commented that the
questions had to be presented in a more readable and less technical manner. All

questions were re-phrased to take this point into account.

4.5 Overview of Participants

One hundred and thirty five (44.1%) of the participants were female and 171 (55.9%)
were male. Subject ages ranged from 18 to over 55 years. More than a third of the

participants were between 26 and 35 (35.3%).

Slightly more than half of the participants (168) were from the central region of
Saudi Arabia, and more than half of participants (178) were studying at the

undergraduate level, with only 7.8% at the postgraduate level.
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Table 8 shows the demographic information for the sample used. The majority
(71.2%) had been using the Internet for about 20 hours weekly, whereas less than
12% had been using it for less than 5 hours a week. Around half (48.2%) of all
participants connect to the Internet with DSL/1IMB or higher. Over two thirds
(75.6%) of participants used the Internet for e-transaction services such online

banking and online shopping fewer than five times monthly.

Respondents Number of respondents Percentage
characteristics (n=306) (%)
Gender

Male 171 55.9%
Female 135 44.1%
Age

Under 18 26 8.5%
18-25 63 20.6%
26-35 108 35.3%
36-50 93 30.4%
Over 50 16 5.2%

Education level

Pre Secondary 32 10.50%
Secondary 72 23.50%
Undergraduate 178 58.2%
Postgraduate 24 7.8%
Region

Central region 168 54.9%
West region 58 19.0%
East region 27 8.8%
North region 15 4.9%
South region 38 12.4%

Table 7: The profile of survey sample

4. 6 The Biometric Authentication System
Based on the results of our research on the usage of this technology around the

world, we found that many financial institutions use biometric methods to secure
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their services, such as the United Banker’s Bank (UBB) (and others mentioned in
Chapter 2, section 2.2.5.2). Hence, we tested the main hypotheses of this research in
both experimental phases, based on a similar authentication method used by UBB.
Figure 11 illustrated the process of the biometrics system which was proposed by
UBB and DigitalPersona Company'®. The UBB has developed strengths in
biometrics, with the deployment of fingerprint readers for some 2,500 employees and
UBB clients to securely log into online resources locally and over the Internet, and
they do not have to remember multiple passwords — just which finger to press onto

the small USB-connected scanner.

Fingerprint Reader

V- R
Server ﬁ <—1

ﬁ Bank/Financial Institution

|
v - -
- Biometric

i
T—l Authentication
|\/|Od€| Internet

Ml
i —

Eaﬂ‘*“"“g Encryption using Public
{]n"'?"-'ﬁe — Key

- LEQA“

—

Built in Browser

Figure 12: The model of biometric authentication system

7 http://www.ubb.com/
'8 http://www.ubb.com/operations/online-banking.aspx
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The system used in the experiment is quite simple. It consists of a fingerprint sensor,
fingerprint authentication software, and a computer. In this case the Digitalpersona
U.are.U® 4000 Sensor, which uses a USB connection, was chosen as a sensor, and
the Griaule Fingerprint SDK Software from Griaule was chosen as software. Two HP
Pavilion dv3000 and Sony Vaio VGN-C2S personal laptops running Windows XP
were chosen to run the experiments. The laptops were set up with the following
specifications: Intel® Core® 2 Duo processor and 1 GB RAM. This application was
developed using C# .NET 2005 under the Windows XP platform. The Griaule
fingerprint SDK was chosen to integrate the sensor with this application, and the
programming code to integrate the sensor with the system was modified from Wei-

Meng Lee (2007).

In particular, we built a biometric authentication system whereby users can register
and enrol into their accounts with their fingerprints. Once a user is registered, the
next time he/she logs in to the system, the user can simply scan his/her fingerprint
and the system will grant access. The whole process of scanning and identifying the

fingerprint takes about 10 seconds.

4.7 Experimental Procedure

An interactive interface for an online fingerprint login system was developed using
PHP. The system would simulate account creation and allow users to login using a
fingerprint sensor instead of a user ID and password. At the beginning of any
experiment session, preliminary questions were asked to determine the participants’
familiarity with biometrics and their comfort level in performing the experiment. The

participants were then asked to complete the following three tasks:
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e Task 1. Start by creating your own account, which will include your

personal data.

e Task 2: Place the index fingerprint on the fingerprint sensor to register it for

the first time.

e Task 3: After the registration process is completed, login to your account by

placing the registered fingerprint on the sensor again.

Upon completion of the above tasks, the participants were asked to answer a list of
questions about their perspective of the fingerprint system, in terms of its perceived
usefulness and perceived ease of use, their attitudes towards its usage, new product
attributes. Moreover, questions regards social influence should be answered based on
their previous experience with IT technology and their behavioural intention to use

the biometric systems.

4. 8 Measurement Development

The reason for carrying out the questionnaire was to examine the hypotheses. The
complete questionnaire items, originally produced in English, were translated to
Arabic by several bilingual professionals in an iterative process to ensure that both
versions converged. Table 9 shows the items used to estimate the Saudi predictor

latent constructs.

Perceived Usefulness

PU1 Using the system in my job would enable me to accomplish tasks more quickly.
PU2 Using the system would enhance my effectiveness on the job.

PU3 Using the system would make it easier to do my job.

PU4 I would find the system useful in my job.

PU5 If 1 use the system, I will spend less time on routine job tasks.

Perceived Ease of Use

PEOU1 Learning to operate the system is easy for me.

PEOU2 My interaction with the system would be clear and understandable.
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PEOU3 I would find the system flexible to interact with.

PEOU4 It would be easy for me to become skilful at using the system.

PEOUS I would find the system easy to use.

PEOU6 Using the system takes too much time from my normal duties.

PEOU7 Overall, | believe that the system is easy to use.

Attitude toward usage

ATU1 Using the system is a bad idea.

ATU2 The system makes work more interesting.

ATU3 Working with the system is fun.

ATU4 I like working with the system.

ATUS This service feature is a great idea.

ATUG The service feature would be fun to use.

ATU7 This is the best way to improve the quality of service.
ATUS This service feature is here to stay.

ATU9 Many people will use this service feature.

ATU10 This service feature fills a real need for me.

ATU11 This service feature is a big improvement over existing login methods.

ATU12 This service feature can provide real value to me.

ATU13 This service feature is just another gimmick.

ATU14 This system fills a need for many people.

ATU15 Many people will believe that this system is worth the cost.

New Product Attributes

NPA1 It is likely that this new feature will offer advantages to the users.
NPA2 The new feature is likely to perform well.
NPA3 It is likely that the new feature will add value to the online banking industry.

Behavioural Intention to Use

BI1 Assuming that I have access to this service feature, | intend to use it.
BI2 I will definitely try this service feature.

BI3 It is very likely that I will use this service feature.

Bl4 I intend to use the system in the next 12 months.

BI5 I predict | will use the system on a regular basis.

BI6 I plan to use the system in the next 12 months.

Social influence

SI1 People who influence my behaviour think that I should use the system.
SI2 People who are important to me think that | should use the system.
SI3 In general, my organisation has supported the use of the system.

Table 8: The items used to estimate the Saudi predictor latent constructs

4. 9 Data Analysis and Results

A variety of statistical methods based on the Statistical Package for the Social

Sciences (SPSS) was used to analyse the collected data from our experiment.
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4.9.1 Reliability and Validation of the Measurement Scale

A variety of statistical methods based on the Statistical Package for the Social
Sciences (SPSS) were used to analyse the collected data. Two separate reliability
measures were used to illustrate the reliability of data. Veal (2005) defines reliability
as the degree to which research findings would be the same if the research were to be
repeated with a different sample or at a later date. In other words, the reliability of a
measure indicates the extent to which the measure is without bias and hence offers
consistent measurement across time and across the various items in the instrument

(Kripanont 2007). It helps to assess the integrity of measures (Sekaran 2003).

4.9.1.1 Cronbach’s Coefficient Alpha

For this work, we have used the most popular test of inter-item consistency, which is
the Cronbach’s coefficient alpha (Cronbach 1951; Nunnally 1979; Peter 1979;
Sekaran 2000; Pallant 2005). Cronbach’s coefficient alpha tests the consistency of
participant responses to all the measurement items. To the degree that the items are
independent measures of the similar concept, they will be correlated with one another

(Sekaran 2000; Kripanont 2007).

In the first round, the Cronbach’s alpha values for PU, PEOU, ATU, NPA, BI and SI
were found to be 0.887, 0.758, 0.831, 0.625, 0.885 and 0.760, respectively. Based on
(Sekaran 2000), reliabilities lower than 0.6 are considered to be poor, those in the 0.7
range are acceptable, and those over 0.8 are good. The closer to 1.0 the better the
reliability coefficient is. It is generally agreed that the minimum acceptable value of
Cronbach’s alpha is 0.70 (Peter 1979; Pallant 2005), but this could be reduced to 0.6

for exploratory research (Robinson, Shaver et al. 1991a).

82



Reliability tests suggested that screening the data along Churchill’s (1979)
recommendations would improve reliability levels (Aladwani and Palvia 2002). We
screened the collected data by discarding items that showed very low corrected item-
total correlations, i.e., <0.40. After the screening process, 4 items were discarded
from our pool of items, namely PEOU6, ATU9, ATU12, and NPAS3. The reliability
levels then came out as 0.887, 0.894, 0.914, 0.741, 0.885 and 0.760 for PU, PEOU,
ATU, NPA, BI and SI, respectively. The Cronbach’s alpha coefficients, before and

after the deleted items, are illustrated in Table 10.

4.9.1.2 lItem-to-Total Correlation

In addition to the Cronbach’s alpha, a second measure to assess internal consistency
was applied. This measure is the item-to-total correlation, which measures the
correlation of the item to the total scale and the inter-item correlation (i.e., the
correlation among items) (Hair, Black et al. 2006). It is recommended that the item-
to-total correlations should exceed 0.50 and the inter-item correlation should exceed
0.30 (Robinson, Shaver et al. 1991a). As suggested by Cohen (1988), correlation (r)
= 0.10 to 0.29 implies a small correlation (both positive and negative correlation), (r)
= 0.30 to 0.49 implies a medium correlation, and (r) = 0.50 to 1.0 implies a strong
correlation. Table 11 shows that all item-total correlation values exceeded 0.5, except
some items in social influence (SI), and all inter-item correlation values exceeded
0.3, except a few items in attitude toward usage (ATU), almost all of which exceeded

0.30, with only a few below 0.30 .

The questionnaire proved to be reliable according to the Cronbach’s Alpha
coefficient. The bi-variate relationships indicate that all variables were significantly
correlated with each other. This suggests that the correlations are positive between

the behavioural intention to use and its independent variables, i.e., attitude toward
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usage, perceived usefulness, perceived ease of use, new product attributes and social
influence, and they are significant at 0.01% level. Table 12 presents the first-order

correlation coefficients among the variables.

Measurement items Items Cronbach’s  Cronbach’s alpha Reliability
(interval scale) alpha i fems Celeise results
Perceived usefulness (PU) 5 0.887 0.887 Good
Perceived ease of use (PEOU) 7 0.758 0.894 Good
Attitude toward usage (ATU) 15 0.831 0.914 Good
New product attributes (NPA) 3 0.625 0.741 Acceptable
Behavioural intention to use (BI) 6 0.885 0.885 Good
Social influence (SI) 3 0.760 0.760 Acceptable
Table 9: The Cronbach’s alpha coefficients
Measurement Items Items Inter-ltem Item- total
(Interval Scale) Correlation correlation
Perceived usefulness (PU) 5 0.487-0.723 0.625-0.797
Perceived ease of use (PEOU) 7 0.428-0.749 0.581-0.810
Attitude toward usage (ATU) 15 0.245-0.674 0.547-0.753
New product attributes (NPA) 3 0.594-0.594 0.594-0.594
Behavioural intention to use (BI) 6 0.599-0.594 0.661-0.728
Social influence (SI) 3 0.390-0.747 0.437-0.694

Table 10: Inter-item/item-total correlation
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BI ATU PU PEOU  |NPA Sl
BI Pearson Correlation 1 718" |594™  [519™  |[5957  |.3507
Sig. (2-tailed) .000 .000 .000 .000 .000
N 306 306 306 306 306 306
ATU  Pearson Correlation 718" 1 6747 5027|762  [404”
Sig. (2-tailed) .000 .000 .000 .000 .000
N 306 306 306 306 306 306
PU Pearson Correlation 5947 6747 |1 493" 5877|3917
Sig. (2-tailed) .000 .000 .000 .000 .000
N 306 306 306 306 306 306
PEOU  Pearson Correlation 5197 502" 493" 1 435" 386"
Sig. (2-tailed) .000 .000 .000 .000 .000
N 306 306 306 306 306 306
NPA  Pearson Correlation 5957 [762™  |5877 4357 |1 4197
Sig. (2-tailed) .000 .000 .000 .000 .000
N 306 306 306 306 306 306
Sl Pearson Correlation 350" 404" 391 386" 419” 1
Sig. (2-tailed) .000 .000 .000 .000 .000
N 306 306 306 306 306 306

**, Correlation is significant at the 0.01 level (2-tailed).

Table 11: Correlation coefficients among the variables

4.9.1.3 Discriminate Validity of Constructs

In addition, as suggested by Fornell et al.(1981) the average variance extracted

(AVE) which is the equals the total of all squared multiple correlations of a
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construct’s item divided by the number of items had been calculated according to the

following formula:

no 2
AVE = 2=17
n

Where X represents the squared multiple correlations and n represents the number of
items (Hair et al., 2006).

The average variance extracted (AVE) for each measure consistently exceeded 0.50,
as shown on Table 13. Table 14 illustrates the results of testing the discriminate
validity of constructs. All indicators weigh more highly on their own constructs than

on other constructs which is supporting the discriminate validity of the constructs.

Variable constructs Average variance extracted
Perceived usefulness (PU) 0.51
Perceived ease of use (PEOU) 0.54
Attitude toward usage (ATU) 0.53
New product attributes (NPA) 0.52
Behavioural intention to use (BI) 0.61
Saocial influence (SI) 0.59

Table 12: Average variance extracted (AVE)

Latent variable 1 2 3 4 5 6
Social influence (SI) .769
New product attributes (NPA) 290 719
Perceived ease of use (PEOU) 245 250 735
Perceived usefulness (PU) 276 391 305 717
Attitude toward usage (ATU) 228 394 241 375 731

Behavioural intention to use (BI) .256 .387 .314 416 .390 .784
Table 13: Discriminant validity (intercorrelations) of variable constructs

4.9.2 Analytic Strategy for Assessing the Model
Path analyses (Land 1969; Li 1975; Kenny 1979) were used to analyse the data. Path

analysis is a multivariate analytical method of empirically examining sets of
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relationships in the form of linear causal models (Li 1975; Duncan 1986; Lin and Lu
2000). Path analysis has been applied to many disciplines, including sociology
(Duncan 1986; Ingram, Patchin et al. 2007), psychology (Werts and Linn 1960;
Friedman and Wall 2005), management (Anderson, Helriegel et al. 1977; Lu and
Yeh 1998; Parolia, Goodman et al. 2007) and the Internet (Lin and Lu 2000; Paul

and Mark 2001; Montgomery, Shibo et al. 2004).

The initial step in path analysis is to identify a path diagram. The hypothetical causal
relationships are indicated by unidirectional arrows linking two variables together.
The research model describes the path diagram in this study. According to the
research model, new product attributes (NPA) are posited to exert simultaneous,
direct, and linear influences on both perceived usefulness and perceived ease of using
the biometric authentication system in e-commerce. The user’s beliefs further
influence his/her attitude towards using the system, as well as the behavioural

intention to use the system.

The significance of the path coefficient related with each path represents the strength
of each linear influence. While the path coefficients can be estimated in several ways
(Kenny 1979), multiple regression analyses have been used by most empirical
applications of this methodology. Li (1975) stated that the path coefficient has been
revealed to be identical to the standardised regression coefficients. These coefficients
are comparable among variables because they are normalised into the same unit (Lin

and Lu 2000).

We conducted path analysis with a series of multiple regression analyses to test our
research model. Notice that the variable (BI) has paths to it only from the variables

(ATU, PU, and SI). To obtain the coefficients for those paths we simply conducted a

87



multiple regression to predict behavioural intention to use (BI) from attitude toward
usage (ATU), perceived usefulness (PU) and social influence (SI). The beta weights
are the path coefficients leading to Bl: 0.568 from ATU, 0.189 from PU and 0.057

from SI.

In the model, ATU has paths to it from PEOU and PU, therefore we predicted ATU
from PEOU and PU. The path coefficients leading to ATU are: 0.564 from PU, and
0.225 from PEQOU. The following output shows the path coefficients leading to PU:
0.293 from PEOU, 0.459 from NPA. In the model PU has paths to it from PEOU and

NPA.

Finally, the beta weights are the path coefficients leading to PEOU: 0.435 from NPA.
Based on the model PEOU has paths to it just from NPA, hence we predict PEOU

from NPA.

4.9.3 Evaluating the Hypothesised Model

In terms of goodness-of-fit indicators, the model accounts for 54% of the variance in
the behavioural intention to use the biometric authentication system. In addition,
usefulness and ease of use account for 49% of the variance in attributes towards use
the system. New product attributes account for 41% and 18% of the variance in
perceived usefulness and perceived ease of use of the biometric system, respectively.

Figure 12 presents the path analysis of the model.
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Figure 13: Research model: path analysis

The above results can be summarised as follows:

Function _1: In the multiple regression equation predicting the users’ behavioural
intentions, the effect of attributes towards usage is fairly strong, as indicated by the
path coefficient of 0.57 (p < 0.001). The other path coefficients for the perceived
usefulness and social influence of using the system, which are 0.19 and 0.06 (p <
0.001) respectively, are less statistically significant. All three paths account for
approximately 54% of the observed variance in the behavioural intention to use the
system. Notably, hypotheses 4, 7 and 8 are supported at the 0.05 level of

significance.

Function 2: Attitudes towards usage are statistically significantly related to both the
perceived usefulness and the perceived ease of use of the biometric authentication
system. The effect of perceived usefulness on attitudes is strong, as indicated by the
path coefficient of 0.56 (p < 0.001). The other path coefficient, perceived ease of use

(0.22) is statistically significant at p < 0.001. Forty-nine percent (49%) of the
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observed variance in attitude towards using the system can be explained from these
two paths. Accordingly, hypotheses 3 and 4 are confirmed at the 0.05 level of

significance.

Function 3: The perceived usefulness of the biometric authentication system is
statistically significantly predicted by two paths, from the perceived ease of use and
new product attributes. The path coefficients from the above paths are 0.29 (p <
0.001) and 0.46 (p < 0.001), respectively. These two paths together explain
approximately 41% of the observed variance in perceived usefulness. Thus,

hypotheses 1 and 6 are supported at the 0.05 level of significance.

Function 4: The perceived ease of use the biometric system can be statistically
significantly predicted by the path from new product attributes. The path coefficient
from the above is 0.43 (p < 0.001). The path accounts for 18% of the observed
variance in perceived ease of use for the biometric system. Again, hypothesis 2 is

confirmed at the 0.05 level of significance.

4. 10 Discussion

This study examines the modified TAM model for the biometric authentication
system in the e-commerce environment by adding new product attributes and social
influence as external variables. The introduction of new product attributes to the
model is intended to reflect the uncertainty currently associated with the e-commerce
environment (Yogesh and Malhotra 1999; Paul 2003; Cheng, Sheen et al. 2006).
Social influence is introduced to the model and is represented as a subjective norm in
many theories (Venkatesh, Morris et al. 2003). It acts as one of the determinants of

behavioural intentions and usage behaviour.
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The findings of this study show that the behavioural intention to use the biometric
authentication system in the e-commerce environment can be predicted by using

TAM (R?*=0.54).

The perceived usefulness and the perceived ease of use had significant effects on the
attitudes towards using the system (B = 0.56; p = 0.22), supporting hypotheses 3 and
5. The implication here is that if the participants believe that the biometric
authentication system is useful in a particular situation, then they will be more likely
to use the technology. Moreover, participants might be more likely to use the system
if they feel that it is easy to use. The perceived ease of use of the system was found
to have a significant impact on the perceived usefulness (B = 0.29), supporting
hypothesis 6. A participant’s perception of how easy the system is to use may
represent a large determining aspect of its perceived usefulness. This implies that the
usage complexity of the biometric system will significantly impact its perceived

usefulness.

Based on this study, one finding is the relative strength of the relationship between
perceived usefulness and intention of using the biometric system compared to the
relationship between ease of use and intention of using the system. In fact, the
regression analysis explains that the usefulness-intention relationship remains large,
while the ease of use-intention relationship is reduced. Based on previous findings
(Davis 1989; Gefen and Straub 1997; Lin and Lu 2000; Chen, Fan et al. 2007), there
is @ more significant link between usefulness and the intention to use than ease of

use, whereas, ease of use exerts a significant effect on usefulness.
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Furthermore, the significant correlation between the ease of use-intention and ease of
use-attitude relationships may be attributed to the possible causal chains (shown in

Figure 11):

1) Ease of use = usefulness = intention

ii) Ease of use - usefulness - attitudes

For that reason, perception of ease of use can facilitate in perceiving usefulness as
well as developing attitudes towards using the system. Perceived ease of use, hence,

exerts an indirect impact on the user’s intention to use the biometric system.

In Chris et al. (2009) regression analysis was carried out to establish which variables
had the biggest effect on respondents’ acceptance of the use of biometrics technology
across cultures. Based on that study, perceived ease of use of biometrics technology
was considered a significant predictor within the UK, India and South Africa (f =
0.10, = 0.13, B = 0.16), which is similar to our findings among Saudi cultures (p =

0.18).

This study has provided some valuable global impact insights into user acceptance of
a biometric authentication system from the perspective of the e-commerce industry.
In addition, it tested the descriptive validity of TAM in the domain of e-commerce.

Based on the results obtained here, several inferences can be made.

Although the finding from the path analysis shows that the path from social influence
to behaviour intention to use is less statistically significant than other paths, we can
accept that social influence still has direct determinants of intention to use the
system. As a result, it can be concluded that if other people, in the user’s social
environment, use a technological innovation the user will be more likely to decide to

use it.
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4,11 Summary and Conclusion

The research model developed in this chapter is revealed to be a good predictor for
the intention to use biometric authentication systems within the Saudi culture. The
experiment developed for this study could be used as an indicator for the success of
the acceptance of biometric technologies in e-commerce services for both individuals
and organisations. Gaining an idea of adoption success could be valuable in avoiding
unsuccessful efforts to develop biometric authentication technology, which could

prevent major financial losses.

Based on this study, the user acceptance of using biometric technology shows that
the technology has the potential to be applied in the e-commerce industry. The data
collected and analysed by this experiment indicated that participants believed in the
benefits and the potential of this technology. The results of the regression analysis

supported the model, and all of the eight proposed hypotheses were confirmed.

The findings outline two main areas associated with the acceptance of biometric
authentication systems. First, the careful consideration of the specific biometric
technology to be implemented is important, as the new product has attributes that
may lead to unwanted adoption behaviour. In addition, this might affect the
perceived ease of use of the biometric system in an unpredictable way, possibly
requiring extensive training on the biometric technology or the use of different
approaches for acceptance procedures. Second, both individuals and organisations
have to secure their online services; security plays an important role in the intention
to use the biometric authentication system. Hence, acceptance procedures that
highlight the advantages of the technology will possibly give support to improving

the implementation procedure.
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Contrary to what was predicted by Hofstede’s cultural dimensions regarding the
acceptance of the technology (Erumban and Jong 2006; Elliott, Massie et al. 2007;
Chris, Kathy et al. 2009), the construct of individualism was negatively related to
participants’ attitudes towards biometric technology. Saudi Arabia and India are a
collectivist society and the USA and UK are at the individualist end of the scale.
Though Saudi Arabia and India were the most positive towards biometrics

technology; this was followed by South Africa, UK, and USA as the least positive.

Similarly, power distance scores were positively related to user acceptance of
biometrics technology, although the literature suggests that technology would be
perceived more positively in individualistic societies. Masculinity, often thought to
be negatively linked with technology distribution was found to be positively

associated with participant viewpoints towards acceptance of biometric technology.

Based on our findings, the construct of uncertainty avoidance did not have an
obvious relationship with perception towards acceptance of biometric technology;
these findings are consistent with many studies (Elliott, Massie et al. 2007; Chris,
Kathy et al. 2009). Similar to (Chris, Kathy et al. 2009), our findings suggest that
Hofstede’s cultural dimensions cannot be used to describe the cross-cultural
differences seen here. The assertions of Al-Gahtani et al. (2007) and Erumban et al.
(2006), about the relationship between culture and attitude towards new technology,

were not supported by the findings of this study.

The strength of this research lies in its derivation of its own factors from prior
theoretical and empirical research. The applied measures utilised in this research
were developed through an extensive review of the literature. Moreover, the study

variables, which have been used in many previous technology and authentication
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systems within e-commerce adoption researches, were found to have adequate

reliability and validity.

In addition to cultural dimensions, it is important to address other factors that may
affect the level of acceptance of the technology. Therefore, the next chapter describes
the second phase of this experimental study that adapted the UTAUT model to
investigate further factors, in addition to the moderated factors such gender, age and
education level. The second experimental phase evaluates user acceptance under the

same laboratory experiment conditions.
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Chapter 5. User Acceptance: Applying the UTAUT —

Experimental Phase |1

5. 1 Introduction
This chapter presents recent findings from an ongoing cross-cultural study exploring
the acceptance of new security methods, based on biometric authentication systems

to be applied to an e-commerce application, within the context of Saudi culture.

In Chapter 4, a study based on Davis’ (1986) Technology Acceptance Model (TAM)
was performed to examine this subject. Based on the outcomes of Chapter 4, user
acceptance of biometric technology reveals that the technology has the potential to
be implemented in the e-commerce industry. However, it was realised that other
factors may also play an important role in user intentions to accept and use the
biometric system, such as facilitating conditions, anxiety, self-efficacy and system
characteristics. Moreover, the TAM missed the significant sources of variance such
social/cultural influence and the characteristics of new product/system; and

moderator factors, such as gender, age and education level.

To overcome these limitations, a study based on Venkatesh et al. (2003), which
involved the use of the Unified Theory of Acceptance and Use of Technology
(UTAUT), was conducted to examine the acceptance of using biometric systems to

secure e-commerce systems and which included all the above factors.

Hence, the major UTAUT constructs were considered in determining acceptance
intention and behaviour performance expectancy, effort expectancy, social influence,

and facilitating conditions. The research model was tailored to meet the aims of the
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study while adding other intrinsic factors such as anxiety, self efficiency and

biometric system characteristics.

The rest of the chapter is organised as follows: section 5.2 presents the aim of this
chapter, followed by the research model and hypothesis development in section 5.3,
while measurement development is explained in section 5.4. The data analysis and
results are presented in section5. 5, while analytic strategy for assessing the model is
detailed in section 5.6. Evaluation of the hypothesised model is in section 5.7, and
this is followed by a discussion in section 5.8. Some conclusions and managerial

implications are drawn in section 5.9.

5.2 Aim

The aim of the chapter is to explore factors affecting users’ acceptance of biometric
authentication systems within Saudi culture. As mentioned in the previous chapter,
an experiment of 306 Saudis was conducted using a fingerprint-based login system to
examine whether Saudis are practically and culturally willing to accept biometric
authentication technology. The results were then examined using a proposed
conceptual framework based on the Unified Theory of Acceptance and Use of
Technology (UTAUT) with moderating variables such age, gender and education

level.

5. 3 Research Model and Hypothesis Development

The present study developed a research framework based on the UTAUT model with
three variables added: computer self-efficacy, anxiety and biometric system
characteristics. The research model replaced experience with education level and
voluntariness was discarded to suit the requirements of the context being studied.
This is justified by the fact that the study focuses on end users in underdeveloped
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cultures and the issue of education level is of great significance in both cases

(Oshlyansky, Cairns et al. 2007).

The enhanced model was then used to explore the factors affecting user acceptance
of using biometric authentication systems within e-commerce applications. The
determinants of the model and the added variables are clarified in the following
section. The study framework and the relevant hypotheses for the acceptance of
biometric authentication systems within e-commerce systems were primarily
developed based on the fundamental features of the UTAUT model. For this work,
the model was tailored to meet the objectives of the study by adding other intrinsic

factors; the research model is shown in Figure 13.

Gender Age Education

Performance
Expectation
(PE)

Effort
Expectation
(EE)

Behavioural
Intention to
Social H3 use (B
Influence

(CD)

s ~ / H6

Facilitating
Biometrics
Anxiety System
(ANX) characteristics
(BSC)

Condition
Figure 14: UTAUT research model

Several hypotheses were constructed, as illustrated in Table 15. The sources of these

hypotheses are also shown in this table.
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Hypotheses

Source

H1: Performance expectancy will have a positive influence on
behavioural intentions to use the system.

H1la: Gender will positively moderate the influence of performance
expectancy on behavioural intentions to use that system for men.

H1b: Age will not moderate the influence of performance expectancy
on behavioural intentions to use that system.

H2: Effort expectancy will have a positive influence on behavioural
intentions to use the biometric authentication system.

H2a: Gender will positively moderate the influence of effort
expectancy on behavioural intentions to use that system for men.

H2b: Age will not moderate the influence of effort expectancy on
behavioural intentions to use that system.

H2c: Education level will negatively moderate the influence of effort
expectancy on behavioural intentions to use that system for men.

H3: Social influence will have a positive influence on behavioural
intentions to use the system.

H3a: Gender will positively moderate the influence of social
influence on behavioural intentions to use that system for men.

H3b: Age will negatively moderate the influence of social influence
on behavioural intentions to use that system.

H3c: Education level will negatively moderate the influence of social
influence on behavioural intentions to use that system.

H4: Facilitating conditions will have a positive influence on
behavioural intention to use that system.

H4a: Age will negatively moderate the influence of facilitating
conditions on behaviour intention to use that system.

H4b: Education level will negatively moderate the influence of
facilitating conditions on behaviour intention to use that system.

H5: Anxiety will have a negative influence on behavioural intentions
to use the system.

H6: Self-efficacy is positively related to behavioural intention to use
the system.

H7: The system characteristics have a positive relationship with
behavioural intention to use the system.

(Venkatesh, Morris et al.
2003)

(Venkatesh, Morris et al.
2003)

(Venkatesh, Morris et al.
2003)

(Venkatesh, Morris et al.
2003)

(Campueau and Higgins
1995)
(Venkatesh, Morris et al.
2003)

(Campueau and Higgins
1995)

(Davis, F. D. 1993)

Table 14 : Experimental phase Il hypotheses
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5. 4 Measurement Development

Measurement items used in this study were adapted from earlier validated measures
(Venkatesh, Morris et al. 2003; Al-Gahtani, Hubona et al. 2007; Oshlyansky, Cairns
et al. 2007; AlAwadhi and Morris 2008), or were developed on the base of a
theoretical background and literature review. A five-point Likert scale ranging from
(1) ‘strongly agree’ to (5) ‘strongly disagree’ was used to measure responses. A pilot
experiment was conducted on a representative sample of five individuals randomly
selected and questionnaire statements were tailored based on the results of this initial

experiment. The measurement items used to assess each item are presented in Table

16.
Constructs Measures
Performance PE1 Using the system in my job would enable me to accomplish
expectancy tasks more quickly.
PE2 Using the system would enhance my effectiveness on the job.
PE3 Using the system would make it easier to do my job.
PE4 I would find the system useful in my job.
PE5S If I use the system, | will spend less time on routine job tasks.
Effort expectancy EE1 Learning to operate the system is easy for me.
EE2 My interaction with the system would be clear and
understandable.
EE3 I would find the system flexible to interact with.
EE4 It would be easy for me to become skilful at using the system.
EE5 I would find the system easy to use.
EE6 Using the system takes too much time from my normal duties.
EE7 Overall, I believe that the system is easy to use.
Facilitating conditions FC1 I have the resources necessary to use the system.
FC2 I have the knowledge necessary to use the system.
FC3 A specific person (or group) is available for assistance with
system difficulties.
Self-efficacy SE1 I could complete a job or task using the system if there was no
one around to tell me what to do as | go.
SE2 I could complete a job or task using the system if I could call
someone for help if | got stuck.
SE3 I could complete a job or task using the system if | had a lot of

time to complete the job for which the system was provided.

100



Behavioural intention

Social influence

Anxiety

Biometrics system
characteristics

SE4

BI1

BI2
BI3
Bl4
BI5
BI6

SI1

SI2

SI3

ANX1
ANX2

ANX3
ANX4

BSC1

BSC2
BSC3

I could complete a job or task using the system if I had just the
built-in help facility for assistance.

Assuming that | have access to this service feature, | intend to
use it.

I will definitely try this service feature.

Itis very likely that | will use this service feature.

I intend to use the system in the next 12 months.

I predict | will use the system on a regular basis.

I plan to use the system in the next 12 months.

People who influence my behaviour think that | should use the
system.
People who are important to me think that I should use the
system.
In general, my organisation has supported the use of the system.

| feel apprehensive about using the system.
It scares me to think that | could lose a lot of information.
Using the system by hitting the wrong key.

| hesitate to use the system for fear of making mistakes I cannot
correct.

It is likely that this system will offer advantages to the
consumer.

The system is likely to perform well.

It is likely that the system will add value to the e-commerce
application.

Table 15 : Summary of measurements items

5. 5 Data Analysis and Results

The software packages used to perform the assessment of the research model were

SPSS version 16 and AMOS version 17 as a Structural Equation Model analysis; the

following subsections present the reliability and validation of the entire scales.

5.5.1 Reliability and Validation of the Measurement Scale

As suggested by Anderson et al. (1988), to appraise the reliability and validity of the

measures, two-phase processes were employed to analyse the data. The first phase

consists of the analysis of the measurement model, where the second phase is

concerned with the assessment of the structural relationships along with latent

101



constructs. The assessment of the measurement model involves the estimation of
internal consistency reliability, in addition to the convergent and discriminate
validity of the study instruments, which shows the strength measures used to assess

the anticipated model (Fronell 1987).

For reliability, all scales used were above the minimum recommended values level of
0.70, as illustrated in Table 17, which can provide an indication of adequate internal

consistency (Nunnally 1978).

In addition, the constructs showed satisfactory convergent and discriminate validity.
Fornell et al.(1981) suggested the convergent validity is adequate when constructs
have an average variance extracted (AVE) of at least 0.5. To examine convergent
validity all item loadings should be above 0.5 (Hair, Anderson et al. 1992). To
examine the satisfactory discriminate validity, as suggested by Chin (1998), the AVE
from the construct should be greater than the variance shared among a particular

construct and other constructs in the research model.

Table 18 illustrates that all indicators load more highly on their own constructs than
on other constructs. All findings indicate the convergent and discriminate validity of

this study’s instrument items.

Variable constructs Items  Loading t- Composite  Cronbachs  Average
Value reliability alpha(a) variance
extracted
Performance expectancy PE1 0.833 52.583 0.954 0.887 0.512
(PE) PE2 0.871 61.166

PE3 0.843 54.118
PE4 0.821 46.832
PES 0.869 48.921

Effort expectancy (EE) EE1 0.797 53.794  0.937 0.758 0.543
EE2 0.865 59.352
EE3 0.845 51.654
EE4 0.821 48.945
EE5 0.875 49.840
EE6 0.868 52.943
EE7 0.895 51.985
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Facilitating conditions FC1 0.784 52.237 0.934 0.871 0.689
(FC) FC2 0.876 49.766
FC3 0.893 47.876
Social influence (SI) SI1 0.779 51.239 0.892 0.760 0.596
SI2 0.783 48.954
SI3 0.864 46.543
Behavioural intention to BI1 0.817 58.451 0.921 0.885 0.614
use (BI) BI2 0.875 52.657
BI3 0.827 49.841
Bl4 0.893 47.942
BI5 0.791 51.542
BI6 0.867 52.681
Self-efficacy (SE) SE1 0.795 39.564 0.887 0.844 0.633
SE2 0.834 38.871
SE3 0.852 40.119
SE4 0.898 42.689
Anxiety (ANX) ANX1 0.783 39.564 0.812 0.812 0.587
ANX2 0.791 38.871
ANX3 0.829 40.119
ANX4 0.824 42.689
Biometric system BSC1  0.852 38.561  0.865 0.741 0.523
characteristics (BSC) BSC2 0.874 37.833
BSC3 0.794 41.174

Table 16: Psychometric properties of the constructers

Latent variables PE EE FC SI Bl SE ANX BSC
Performance expectancy (PE) 0.717
Effort expectancy (EE) 0.573 0.735
Facilitating conditions (FC) 0.548 0.516 0.742
Social influence (SI) 0.487 0.342 0.311 0.769
Behavioural intention to use 0.525 0.578 0.514 0.599 0.784
(BI)
Self-efficacy (SE) 0.478 0.367 0.532 0.477 0.485 0.783
Anxiety (ANX) 0.321 0.376 0.653 0.479 0.532 0.541 0.703
Biometric system characteristics 0.474 0.653 0.473 0.290 0.443 0.367 0.575 0.719

(BSC)

Table 17 : Discriminant validity of constructs

5.5.2 Analytic Strategy for Assessing the Model

This section discusses the results in association with the structural model and the

hypotheses produced for all constructs. The structural model can be examined by

investigating the path coefficients beta weight (B) which demonstrates how well-fit

the relationships among the variables and the (R?) value are, which illustrates the

amount of variance explained by independent variables (Al-Somali, Gholami et al.
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2008). Both, the R? and the path coefficients signify how well the model is fitting. R?
explains the predictive influence of the research model. The values should be
interpreted in a similar approach as R? in a regression analysis. Additionally, the path
coefficients should be significant and reliable with expectations (Chwelos, Benbasat

et al. 2001).

5.5.3 Evaluating the Hypothesised Model

The structural model results show that all beta path coefficients are positive and
statistically significant (at p < 0.05). The beta values of all path coefficients are also
shown. Performance expectancy (PE), effort expectancy (EE) and social influence
(SI) had a positive influence on behavioural intention to use (BI) (respectively, B =
0.873, 0.746, 0.315, p < 0.001). The negative influence of facilitating conditions
(FC) on behavioural intention to use (BI) (B = -0.065) was not statistically

significant.

Anxiety (ANX), self-efficacy (SE) and biometric system characteristics (BSC) had a
positive influence (respectively B = 0.169, 0.298, 0.653, p < 0.001) on behavioural
intention to use (BI). Unexpectedly, gender did not show significant interactions with
any predictor latent items. Age had a negative (B = -0.077, p < 0.05) interacting
effect with effort expectancy (EE) along with behavioural intention to use (BI).
Moreover age showed a negative (f = -0.065,-0.074, p < 0.05) interacting effect with
social influence (SI) and facilitating conditions (FC), respectively, on behavioural

intention to use (BI).

Education illustrated three interacting effects: a positive (B = 0.168, p < 0.001)
interacting effect with effort expectancy (EE) on behavioural intention to use (Bl); a

positive (B = 0.256, p < 0.05) interacting effect with social influence (SI) on
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behavioural intention (BI); and a strongly positive (f = 0.543, p < 0.001) interacting

effect with facilitating conditions (FC) on behavioural intention (BI).

Gender Age Education

Performance
Expectation
(PE)

Effort
Expectation
(EB)

Behavioural
Intention to

0.315 use (BI)

R%2=0.714

Social
Influence
(SN

Facilitating
Condition

0.653
(FC) 0.169 0.298

Biometrics
Anxiety System
(ANX) characteristics
(BSC)

Figure 15: Results of structural model

The effects of the revealed antecedents of behavioural intention (BI) totally
explained 71.4% of the variance in behavioural intention to use the biometric
authentication system (R”=0.714). This was an indication of the good explanatory
power of the model for behavioural intention (BI), which was much higher compared
to other UTAUT based information technology acceptance studies, such as Al-

Gahtani et al. (2007), with an R? equal to 0.391 for intention to use.
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5. 6 Discussion

Table 19 shows the hypotheses and outcomes. Expansion in the use of the Internet
has encouraged institutions and companies to promote and trade their goods and
services online. Various banks and financial institutions have applied new secure
applications through the Internet, such as biometric authentication systems to
increase efficiency, to reduce risks and costs, and to improve security. As more and
more financial institutions apply biometric authentication systems, it is important for
these financial institutions to identify factors that influence their customer
behavioural intention to use such systems. This study identifies several important
factors influencing customer behavioural intention towards biometric authentication
system acceptance, including, performance expectancy, effort expectancy, biometric
system characteristics, social influence, anxiety, facilitating conditions, self-efficacy,

age, gender and education.

No. Hypothesis path R? Path Supported?
coefficient(p)

H1 PE—BI 0.713 0.873 Yes
Hla Gender—PE—BI 0.003 -0.047 No
H1lb Age—PE—BI 0.007 -0.075 No
H2 EE—BI 0.578 0.746 Yes
H2a Gender—EE—BI 0.002 -0.049 No
H2b Age—EE—BI 0.004 -0.077 No
H2c Education - EE—BI 0.027 0.168 Yes
H3 SI—BI 0.087 0.315 Yes
H3a Gender—SI—BI 0.004 -0.085 No
H3b Age—SI—BI 0.008 -0.065 No
H3c Education—SI—BI 0.034 0.256 Yes
H4 FC—BI 0.004 -0.065 No
H4a Age—FC—BI 0.007 -0.074 No
H4b Education—>FC—BI 0.045 0.543 No
H5 ANX—BI 0.032 0.169 Yes
H6 SE —BI 0.043 0.298 Yes
H7 BSC —BI 0.054 0.653 Yes

Table 18 : Assessment of structural model
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Interestingly, the implication of such a finding is that almost all respondents showed
Internet usage in a range of situations, suggesting awareness with this medium, and

hence, the potential willingness to engage in new secure e-transaction methods.

One finding by this study is that the relative strength of the relationship among
performance expectancy (PE) and behavioural intention to use (BI) the biometric
system contrasted with the relationship between effort expectancy (EE) and
behavioural intention to use the system. In fact, Structured Equation Modelling
(SEM) shows that the performance expectancy (PE) towards the behavioural
intention (BI) relationship is large, even as the effort expectancy (EE) towards

behavioural intention (BI) relationship is reduced.

As suggested by Venkatesh et al. (2003), it was found that performance expectancy
(PE) had a positive effect on the behavioural intention (Bl) to use the system.
However, no interacting effect with performance expectancy (PE) and gender on
behavioural intention (BI) to use the biometric system was discovered. Moreover, it
was revealed that effort expectancy (EE) had a less significant effect on behavioural

intention (BI) in the existence of interactions with moderating variables.

The positive interaction between the effort expectancy (EE) and education level on
intention to use the system indicated that, with higher educational levels, effort

expectancy becomes more important in predicting Saudi’s behavioural intentions.

The results show that, with Saudi users, social influence positively influences
behavioural intention, however, as confirmed by Al-Gahtani et al. (2007), this
influence is diminished by increasing age and level of education. In contrast,
education level was not significantly related to the perception of using biometrics

technology within Americans’ users (Elliott, Massie et al. 2007).
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The findings also coincide with the findings of Al-Gahtani et al. (2007), which found
that the negative outcome of facilitating conditions (FC) on behavioural intention
(BI) was not considerable in the presence of the negative interacting outcome of
increasing age, along with the strong positive interacting outcome of growing

education level with facilitating conditions on behavioural intention to use.

Surprisingly, the test of the research model did not reveal any significant gender
influence on the relationship between performance expectancy, effort expectancy and
social influence and behaviour intention to use a biometric authentication system.
These results are not in accordance with the results reported in various other studies,
which indicate gender differences in the acceptance of new technology as one aspect
of socio-cultural differences between males and females (Venkatesh and Davis 2000;
Venkatesh, Morris et al. 2003). Moreover, gender was significantly related to
biometrics technology within American users (Elliott, Massie et al. 2007) while older
respondents were found to be less likely to use biometrics for online application but
more likely to use biometrics technology at ATMs (Elliott, Massie et al. 2007). The
absence of gender differences in our study could be attributed to the sample of users,
comprising males and females who are receiving similar educational opportunities.
Moreover, most of the expected likeness in self-efficacy (SE) is caused through the
understanding and the experiences of the sample considered. Many studies revealed
that IT experience assists in narrowing the gender differences gap (Wong and Hanafi

2007).

Based on our hypothesised model, the behavioural intention (BI) of using the system
can be predicted from the biometric system characteristics (BSC). Hence, the path
coefficients from the above paths are 0.653 (p < 0.001). As expected self-efficacy
(SE) and anxiety (ANX) have minimal effects on behavioural intention (BI).
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In order to ensure the continued success of biometric authentication systems, it is
critical that the traditional product development process develop into a user-centric
model that takes into consideration the essential role users play in the biometric
authentication development. By considering the partnership among biometric
authentication systems and users, we can begin to have a significant impact on the
implementation of these systems, including: enhanced effectiveness and ease-of-use,
reduced product/system complexity, enhanced system performance, and increased
user satisfaction. When focusing on these features, biometric systems developers can
develop the usability of their systems, and thus, may also improve system
performance and hence their return on investment, including: improved accuracy and
compact errors, reduce time to capture a suitable sample, enhanced efficiency and
less attempts required, reduced need for support from desk help or system operators,
and reduced support and training costs. Therefore, effectiveness and ease-of-use
enhancement not only guide to improved, easier-to-use products/system; they can
also guide to considerable cost savings as a result of enhanced biometrics system

performance.

In order to increase the acceptance of biometric authentication systems and gather
the benefits of improved system performance, it is important to get a holistic
approach in which users are a key factor in the development of a biometric
authentication system. By considering the users’ points of view in the
implementation process, wherein users have an essential role in the improvement of a
biometric authentication system, we can start to have a considerable impact on a

system’s effectiveness and ease of use.
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5.7 Summary and Conclusion

The amount of research on the acceptance of new technologies among users is
enormous. An important aim of many organisations is to appreciate the factors that
enhance the acceptance of new technology and determine which technologies are
more feasible for implementation. This research has introduced some of the key
perceptions with regards to the users as being the key issues of biometric system

adoption:

e Context of use: including user characteristics, and social/cultural aspects.
e User and organisational requirements: including organisations, users and
technical requirements.

However, there is a lack of literature on biometric technology acceptance,
particularly in Middle Eastern countries. From this perspective, this research
attempted to extend the understanding of individual differences when applying the
UTAUT as a representative and powerful technology acceptance model to the Saudi
users, and to understand the acceptance process in relation to biometric
authentication technology with e-commerce systems. The next chapter presents the
conclusions of the overall experimental approach, summarises managerial

implications, and sheds more light onto further directions for research.
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Chapter 6. Conclusions and Recommendations

6. 1 Introduction

Chapters 3, 4 and 5 explained the examination of user acceptance of biometric
authentication systems within e-transactions such as e-commerce and e-government
applications. Chapter 3 investigated the feasibility of biometric authentication
systems in online services and their user acceptance in Saudi Arabia. Chapter 4
extended the work carried out in Chapter 3 by conducting an experiment on the same
subject. It measured user acceptance towards the use of biometric authentication

technology by applying TAM.

Following this, the second phase of the experiment in Chapter 5 demonstrated
aspects related to user acceptance of technology with regard to three moderator
variables, age, gender and education level, in order to investigate user acceptance of
the experimental stage. This chapter presents the conclusions drawn, along with
theoretical, methodological and practical implications. The purpose of this final
chapter is to summarise the findings of the study, highlight limitations of the study

and provide suggestions for further research.

6. 2 Testing the Overall Hypothesis

In testing and making modifications associated with the proposed research model,

two groups of hypotheses were tested:
e Direct path hypotheses.

e Moderating hypotheses.
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For direct path hypotheses it was found that:

o All direct path hypotheses in phase (1) were supported (see Table 20).

¢ Only one hypothesis was not supported in phase (I1) (see Table 20).

With the moderating hypotheses only two moderating hypotheses were supported

(see Table 20).

Overall Hypothesis Hypothesis Evidence
Reference
Result

Direct path hypotheses

Phase |

H1: The new product attributes of the biometric authentication Supported Section 4.3
system in e-commerce have a positive relationship with perceived

usefulness.

H2: The new product attributes of the biometric authentication Supported Section 4.3
system in e-commerce have a positive relationship with perceived

ease of use.

H3: The perceived usefulness of using the biometric authentication Supported Section 4.3
system in e-commerce will positively influence the attitudes

towards using the technology.

H4: The perceived usefulness of using the biometric authentication Supported Section 4.3
system in e-commerce will have a positive impact on an

individual’s behavioural intention to use the technology.

H5: The perceived ease of use of the biometric authentication Supported Section 4.3
system in e-commerce will positively influence the attitudes

towards using the technology.

H6: The perceived ease of use of the biometric authentication Supported Section 4.3
system in e-commerce will positively influence the perceived

usefulness of using the technology.

H7: Perceived attitudes towards using the biometric authentication Supported Section 4.3
system in e-commerce will have a positive impact on an

individual’s behavioural intention to use this technology.

H8: Social influence will positively influence the individual’s Supported Section 4.3
behavioural intention to use the biometric authentication system in

e-commerce.

Phase 11

H1: Performance expectancy will have a positive influence on Supported Section 5.3
behavioural intentions to use the system.

H2: Effort expectancy will have a positive influence on behavioural  Supported Section 5.3
intentions to use the biometric authentication system.

H3: Social influence will have a positive influence on behavioural Supported Section 5.3

intentions to use the system.
H4: Facilitating conditions will have a positive influence on Notsupported  Section 5.3
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behavioural intention to use that system.

H5: Anxiety will have a negative influence on behavioural Supported Section 5.3
intentions to use the system.
H6: Self-efficacy is positively related to behavioural intention to  Supported Section 5.3
use the system.
H7: The system characteristics have a positive relationship with  Supported Section 5.3
behavioural intention to use the system.

Moderating hypotheses
H1la: Gender will positively moderate the influence of performance Not supported  Section 5.3
expectancy on behavioural intentions to use that system for men.
Hlb: Age will not moderate the influence of performance Notsupported  Section5.3
expectancy on behavioural intentions to use that system.
H2a: Gender will positively moderate the influence of effort Not supported Section 5.3
expectancy on behavioural intentions to use that system for men.
H2b: Age will not moderate the influence of effort expectancy on  Not supported  Section 5.3
behavioural intentions to use that system.
H2c: Education level will negatively moderate the influence of Supported Section 5.3
effort expectancy on behavioural intentions to use that system for
men.
H3a: Gender will positively moderate the influence of social Not supported Section 5.3
influence on behavioural intentions to use that system for men.
H3b: Age will negatively moderate the influence of social influence  Not supported Section 5.3
on behavioural intentions to use that system.
H3c: Education level will negatively moderate the influence of Supported Section 5.3
social influence on behavioural intentions to use that system.
H4a: Age will negatively moderate the influence of facilitating Not supported  Section 5.3
conditions on behaviour intention to use that system
H4b: Education level will negatively moderate the influence of Not supported  Section 5.3

facilitating conditions on behaviour intention to use that system.

Table 19: Review of overall hypothesises

6. 3 General Conclusions

This section states briefly the general conclusions of this research. Before doing so, it

is important to consider that this experimental approach was carried out with

significant results. With this factor considered, the following main conclusions can

be stated:

e It can be concluded that the biometric authentication system was acceptable

as a new secure authentic method.
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e It can be concluded that usefulness (performance expectancy) is still the most
important concern in the behavioural intentions to use the system. To
encourage users’ acceptance of the system, the organisation should promote
the system’s usefulness (performance expectancy) more than promoting its

ease of use (effort expectancy).

e We consider that specific contextual aspects, unique to each country and
dissimilarities in the underlying acceptance of biometric technology present
an improved explanation of the differences in attitudes observed across Saudi

Arabia and the others countries in addition to Hofstede’s cultural dimensions.

6. 4 Research Significant Contribution

The amount of research on the acceptance of new technologies among organisations
and users is enormous. An important aim of many organisations is to appreciate the
factors that will enhance the acceptance of new technology and decide which
technologies are valuable to apply. Despite this, there is a lack of literature on
biometric technology acceptance, particularly in Middle Eastern countries. This
research contributes to the literature on biometric technology acceptance by utilising
a sample of individuals from a Saudi culture, which is currently limited in academic

journals.

Biometric technology, in particular within e-commerce applications, is not
commonly used in most countries at the moment. However, it is believed that with
the worldwide quest for stronger security methods, particularly with regard to
financial transactions, biometric technology could be embraced by most institutes in

many countries.
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Only a few researches have investigated the cultural factors affecting user acceptance
of biometric authentication systems (Erumban and Jong 2006; Elliott, Massie et al.
2007; Chris, Kathy et al. 2009; Uzoka and Ndzinge 2009). From this perspective, this
research attempted to extend the understanding of individual differences when
applying TAM and UTAUT as a representative and powerful technology acceptance
model to Saudi users, and to understand the acceptance process in relation to

biometric authentication technology for e-commerce systems.

This thesis contributes to the literature of information systems, particularly in the
field of e-transaction security. It fills a gap in the knowledge which had recognised
the significance of secure biometric authentication methods, especially within the

context of e-commerce and e-government, but had not yet addressed it.

The research is unique due to its cultural environment which opens up new directions
for further research. This investigation was carried out in a new environment, in

addition to measuring one main aspect: user acceptance.

6. 5 Managerial Implications

Based on this study, the user acceptance of using biometric technology shows that
the technology has the potential to be applied in the online banking industry. The
data collected and analysed by this experiment, indicated that participants believed in
the benefits and the potential of this technology. The results of the path regression

and SEM analysis supported both models.

The findings outline two main areas associated with the acceptance of biometric
authentication systems. First, a consideration of a specific biometric technology to be
implemented is important, as the new system has characteristics that may lead to
unwanted acceptance behaviour. In addition, this might affect the perceived ease of
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use of the biometric system in an unpredictable way, possibly requiring extensive
training on the biometric technology or the use of different approaches for
acceptance procedures. Second, both individuals and organisations have to secure
their online services; security plays an important role in the acceptance of use of the
biometric authentication system. Hence, acceptance procedures that highlight such
advantages of the technology are likely to give support to improving the

implementation procedure.

The strength of this research lies in derivation of its own factors from prior
theoretical and empirical research. The applied measures utilised in this research
were developed through an extensive review of the literature. Moreover, the study
variables, which have been used in many previous technology and authentication
systems within e-commerce and e-government acceptance researches, were found to

have adequate reliability and validity.

From a practical standpoint, while the whole global economy is keeping its eyes on
Saudi Arabia as one of the richest economies in the world, this study may present a
better understanding of Saudi users’ biometric technology and the factors effects
their acceptance. Thus, the findings of this study would be good indicators for other

cultural concerns on biometric technology acceptance.

The findings of this study are expected to present practical insights for organisations
tackling difficulties in security within e-commerce applications. It is significant to
conclude that education level can significantly impact biometric technology
acceptance. These results, hence, present a valuable baseline for organisations to
build proficient segmentation strategies based on significant individual moderating

factors such as age, gender and education level.
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The above mentioned results seem to present the following implications:

The study significantly contributes to fields of information technology and
information security. It adds new knowledge in this field and highlights the
importance of the perceptions of users regarding biometric security
technologies. It helps to determine the factors that affect the acceptance of
biometric technology. Moreover, the thesis presents security technology
companies and developers of information security products with information
to help in the determination of what is significant to their user base when

taking into account the introduction of new secure systems and products.

This research aimed to discover findings on the characteristics, preferences,
perceptions, and attitudes of user acceptance of biometric authentication
systems within the online environment in Saudi Arabia. These findings will
be of great relevance for e-commerce and e-government organisations

targeting Saudi users or users within similar cultural background.

The thesis provides an overall picture of relevant aspects of e-commerce and
e-government, and with regard to Saudi Arabia in particular. A clear
description and understanding of models and theories of technology
acceptance have been synthesised from theoretical and practical viewpoints.
It is hoped that the study will contribute to a wider understanding of
authentication methods to secure online applications, including the usage
behaviour and intention to use the biometric authentication system in the
future. In addition, this study demonstrates the effects of some cultural
aspects as moderators, along with other moderators, on the influence of key

determinants toward behaviour intention.
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The findings of this study will assist financial and government organisations
to develop strategic plans in order to enhance security and the acceptance of

new secure login methods, along with biometric technology.

Usefulness (performance expectancy) is still the most important concern in

the acceptance of using the system.

Ease of using (effort expectancy) the system, nevertheless, has an indirect
effect on the development of behavioural intentions to use. That is, the easier

the biometric system is to use, the more useful it is perceived to be.

To encourage user acceptance of the system, the organisation should promote
the system’s usefulness more than promoting its ease of use. Focusing only
on the ease of using the system would not enhance user acceptance of the

system.

With higher educational level, effort expectancy becomes more important in
predicting behavioural intentions to use the system. It shows that much work
needs to be done in terms of education users regarding the potential of

biometrics technology.

It has been found that social influence factor has less significantly influence
on behaviour intention, although some researchers have argued for the
incorporation of social influence in models of acceptance and use of new
technology (Taylor and Todd 1995; Kripanont 2007). For this study, social
influence had no significant influence on behaviour intention to use the
system. This might be because the selected sample already had familiarity

with the Internet and online banking or because most of them were educated
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and were already IT literate. Based on the empirical evidence, which
recommended that experience and education level moderated the relationship
between social influence and behaviour intention to use, social influence
becomes less important with increasing levels of education (Karahanna 1999;

Kripanont 2007).

Moreover, it has been found that facilitating conditions have no significant
effect on behaviour intentions to use the system. This finding was not
consistent with the study of Venkatesh et al. (2003), who recommended that
facilitating conditions have a significant effect on behaviour intention. The
study of Taylor et al. (1995b) showed that the presence of facilitating
conditions do not necessarily persuade usage. It has been implied that the
absence of facilitating resources may represent a barrier to usage and, hence,
prevent the creation of intention to use. Nevertheless, our research could not
find a considerable positive impact of facilitating conditions on usage
behaviour. This is probably due to the fact that clients who hold an online
banking account are used to similar technological applications and did not

find the presence, or not, of facilitating conditions significant.

Although gender has received great attention as a key moderating influence in
many findings, such as those of Venkatesh et al. (2003), the current study
results are not in accordance with the results reported in various other studies,
which indicate gender differences in the acceptance of new technology as one
aspect of socio-cultural differences between males and females (Venkatesh
and Davis 2000; Venkatesh, Morris et al. 2003). The absence of gender
differences in this study can be attributed to the fact that males and females
studied tended to have received similar educational opportunities. Moreover,
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similarities in self-efficacy (SE) are caused through likenesses in the
understanding and the experiences of the sample considered. In support of
this finding, many studies revealed that IT experience assists in narrowing the

gender differences gap (Wong and Hanafi 2007).

The findings did not reveal any significant age influence among behaviour

intention to use the system.

Self-efficacy and anxiety of using the system had minimal effects on
behavioural intention to use, which is inconsistent with many previous
studies, such as Ramayah and Aafagi (2004) and Kripanont (2007). The
implications for the Organizations and managers is that, as many countries
applying the biometrics technology for issuing passport/visa and users travel
more and are increasingly exposed to biometric technology recognition in the
airports and borders, they will appear to expect the organizations and
financial institutions to also utilize more secure methods to confirm identity

and validate vulnerable financial and illegal transactions.

Organisations need to think about cultural differences prior to implementing
biometric authentication systems. Biometrics technology is expected to be
most appropriate where there is a need for new secure authentication
methods. Biometrics technology has proven to be a controversial and
emotional technology, and finally, the success of biometrics technology

depends on the perceptions of those individuals who will use it.

Nevertheless, biometric authentication systems should be implemented in a

way that is based on user perceptions, e.g. users could be presented with it as
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a better, more convenient and better controlled option, rather than forcing

them to accept this technology.

Other information security related studies reveals the benefits that service-
oriented organisations and companies might gains when using biometric
technology, specifically in terms of improving operational effectiveness or
security, it is the end user that is considered here, and his preference and
requirements for particular processes and devices that may guide to the

successful acceptance of this technology.

Users seek convenience and seek to avoid password clutter (e.g. people write
them down, they forget them, they make up easy-to-hack passwords),
particularly among old and less-educated people. The IT manager might,
hence, anticipate the incorporation of biometric authentication systems when

obtaining a new technology.

Adopting a biometric authentication system will also strengthen the
organisation’s overall level of IT security and provided means for biometric
technology usage to become ingrained in the corporate culture. It has

expectantly reduced password sharing, forgetting and hacking.

Moreover, as e-payment fraud and individual security threats continue to rise,
and more than ever before biometric recognition is obligatory in travel/visa
requirements within many countries, it may propel more widespread
implementation, in particular for those who look for perfect e-transactions.
To profit from these situations, organisations and managers should seek to
discover from their users the features (e.g. usefulness, security, speed of

transaction, ease of use and convenience) and biometric methods (e.g.
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fingerprint, face and iris recognition) that they prefer. The users may even be

willing to pay additional charges to benefit from these features.

We consider that specific contextual aspects are unique to each country and
dissimilarities in the underlying acceptance of biometric technology present
an improved explanation of the attitudinal differences observed across Saudi
Arabia and others countries further to Hofstede’s cultural dimensions.

Within the majority of technological systems there will be specific contextual
or significant concerns that influence the way they are perceived in a certain
culture or society. In the same context, we do not consider biometric
authentication systems to be unique. There will likely be similar contextual
concerns that influence the way other systems are perceived.

Decision making for the development or design of any technological system
such as games, e-learning and e-commerce, based only on advanced models
of culture are unlikely to be adequate. An evaluation of the culture and
context of use is required to make sure that the system is successful when
released across many markets. Organisations would do well to consider
cultural differences before applying any systems.

It was strongly suggested by Fornell et al. (1981) that the data collected from
the survey should not only be tested for reliability, but also tested for
construct validity. In particular, discriminant validity, which is one of the
tests for construct validity, should be tested by using SEM analysis this was

completed for this study.
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6. 6 Lessons Learned

The aim of this section is to present final thoughts and explain lessons learned during

this research.

6.6.1 The Generation of Ideas

The early thoughts of any research begin with a personal interest in the field. With
more understanding, the arguments anticipated in the literature generate novel ideas
and insights. This research started with initial thoughts about overall information
security within e-commerce and e-government, which was driven by personal
interest. This was followed by the motivation to investigate further the role of
biometric authentication, due to its recognised potential as one solution to tackle

security issues among e-commerce and e-government applications.

Due to gaps in the knowledge field, initial ideas of experiments emerged. At some
stages in the initial experiment, author thoughts were driven by the findings achieved
from the initial experiments. Consequently, it is believed that the generation of ideas

begins with interest, which is formulated by argument and driven by outcomes.

6.6.2 Prior to the Experiment

Once the biometric authentication system was ready to be appraised, it was
significant to consider several issues, for example, compilations, testing and
experiment processes. The system had to be free from compilation errors to avoid
any intrusion through the experiment. Moreover it was important to present the
experimental tasks in order to complete the experiment. This provided the chance to
look at the experimental process from the user’s point of view. Additionally, it was

helpful to carry out a trial prior to the experiment in order to recognise any possible
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enhancement opportunities. Trials are useful, as they save time and effort, since the

cost of trial failure is by far less than that of a main experiment (Alotaibi 2009).

Participants required a short training session based on the nature of the experiment.
As the participants were involved in the training, the researcher could setup the
experiment by organising the material and setting up the biometric authentication

system.

6.6.3 Coding with Fingerprint Device

It was a rich experience to program and integrate an application with a fingerprint
device. It is worth mentioning that not all fingerprint devices are compatible with the
Griaule SDK. This can cause some problems in relation to initialisation and
capturing of the fingerprint. The problem presented is in the form of rejection
problems. This is called “false rejection” and occurs with any technology. This
problem rarely happens (less than 0.1% of the cases), but it was important to keep
this possibility in mind during the implementation stage, thus we could plan how to
act if that happened. However, many false rejections occur because of an error in the
registration stage, with the capture of a fingerprint. Accurate registration is the best

way of avoiding false rejection.

6. 7 Limitations and Directions for Future Research

Although these results can be considered to be statistically significant, the research
has some limitations that affect the reliability and validity of the findings. First, the
experiment is not representative of the whole of Saudi Arabia. This study was
conducted only in the main cities. To generalise the findings, we need to study the

acceptance of use of biometric systems in other parts of Saudi Arabia, particularly in
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rural areas (about 20% of the whole population)'®; rural areas might have lower
education levels and are served less by telecommunications and IT services than
urban areas. Future comparative studies could target these areas to achieve
comparative national results. The research could even be extended to include other
countries operating under similar conditions to observe whether comparable results

are attained and to study the impact of culture, if any, on these findings.

It is important to realise that other factors may also play an important role in user
acceptance of biometric systems. Examples of such factors include trust, risk and

privacy.

This thesis dealt with intentions to use the system, not actual online e-commerce
behaviour. In fact, there is a general consensus between researchers that the level to
which users express their intentions to use an e-commerce website is a reasonable
predictor of the actual user’s behaviour (Ajzen 1985; Ajzen 2005; Ajzen, Albarracin
et al. 2007). Consequently, by not investigating actual e-commerce use, this

potentially considerable effect remains unclear (Pavlou and Chai 2002).

6. 8 Epilogue

This thesis has confirmed a direct link with the use of biometric authentication
systems and user acceptance aspects of e-commerce. The experience gained from
this research recommended that the usefulness is more important than ease of use in
the acceptance. Moreover, with higher education levels, effort expectancy becomes

more important in predicting behavioural intentions to use the biometric system.

The research models developed in this thesis were revealed to be good predictors for

the acceptance to use a biometric authentication system. The experiments developed

19 http://www.unicef.org/infobycountry/saudiarabia_statistics.html
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for this study could be used as an indicator for the success of the acceptance of
biometric technologies within e-commerce and e-government applications for both
individuals and organisations. Gaining an idea of the acceptance success could be
valuable in avoiding unsuccessful efforts to develop biometric authentication

technology, which could prevent major financial losses.
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Appendices

Appendices relate to relevant work, surveys and experimental results are included on
attached CD.
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