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Abstract

Softwaresystemsareincreasingn sizeandcompleity and,subsequentharebecomingever moredifficult to validate.
Finite StateVerification (FSV) hasbeengaining credibility and attentionas an alternatve to testingandto formal
verification approachedasedon theoremproving. There hasrecentlybeena greatdeal of excitementaboutthe
potentialfor FSV approacheto prove propertiesabouthardwaredescriptiongut, for the mostpart,theseapproaches
do not scaleadequatelyto handlethe compleity usually found in software. In this paper we describean FSV
approachhatcreatesacompactandconsenrative, but imprecise modelof the systembeinganalyzedandthenassists
the analystin addingadditionaldetailsas guidedby previous analysisresults. This paperdescribeghis approach
anda prototypeimplementationcalledFLAVERS, presents detailedexample ,andthenprovidessomeexperimental
resultsdemonstratingcalability

1 Introduction

Software systemsareincreasingn size andcompleity and,subsequentlyare becomingever moredifficult to vali-
date.Testingis the mostcommonlyusedtechniquefor validatingsoftware,encompassinguchdiverseapproacheas
unit testing,integrationtesting,systemtesting,regressiortesting,requirementdasedesting,and stresgesting. Al-
thoughall theseactivities sere avaluablepurposejn generalnonecanassurehata softwaresystenmwill notviolate
importantbehaioral propertiessuchasrobustnes®r safetyrequirements.

Distributed systemsare even more difficult to validate than sequentialsystems,primarily becauseof non-
determinag. Whenthereis non-determinag the sametestcasemay producedifferentresultson differentexecutions.
Thus,testersof distributedsystemsannot be surethata softwaresystemwill continueto producecorrectresultsfor
previously successfutestcases Moreover, it mayalsobe difficult to reproducesrroneousesultswith testcaseghat
exposedfailureson previousexecutions.

The limitations of testinghave long beenrecognizedDij]. Formal verification techniquespasedon theorem
proving, wereoriginally proposedo countersomeof thesdimitations[Flo67]. Formalverificationtechniquesttempt
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Governmentis authorizedo reproduceanddistribute reprintsfor Governmentapurposesotwithstandingary copyright annotatiorthereon.The
views and conclusionscontainedhereinare thoseof the authorsand shouldnot be interpretedas necessarilyepresentinghe official policiesor
endorsementgitherexpressedr implied of the DefenseAdvancedResearchProjectsAgeng, the Air ForceResearch.aboratory/IFTD theU.S.
Dept. of DefensetheU. S. Army, theU.S. Governmentthe NationalScience~oundation pr of IBM.



to prove thata software systemis consistenwith a specificationof its intendedfunctionalbehaior. The basicidea
is elegant,but demandsa considerableamountof mathematicakophisticatioron the part of the analyst. Although
significantprogresshasbeenmadein providing automatedsupportto assistwith formal verification [ORSSC98,
CWwae], it still requiresconsiderablesffort and expertise. As a result, if used,it is usually appliedonly to small,
critical portionsof a system.

Finite StateVerification (FSV) hasbeengaining credibility and attentionas an alternative to formal verification
approachesasedon theoremproving. Like theorem-praing basedapproaches-SV canbe usedto verify that all
possibleexecutionsof a systemare consistentvith a behaioral specification.FSV usesa finite modelof the system
andthentriesto determinevhetherthatmodelis consistentvith a propertyspecificationlf aninconsisteng is found,
a counterexample,representing tracethroughthe model, canbe provided to shav how the inconsisteng occurs.
Therearea few key differencesdbetweenFSV approacheandformal verificationbasedupontheoremproving. One
differencds thatformal verificationcanreasoraboutsystenmpropertiesxpressedsfunctions,whereas=SV property
specificationgrerestrictedo beingnotationssuchastemporallogic predicate®r finite stateautomataConsequently
thereareimportantdifferencesbetweenthe reasoningenginesemployed by the two approachesk-SV reasoningen-
ginestypically are guaranteedo terminate ,while formal verificationtheoremprovers offer no suchguaranteesin
addition,FSV seemgdo requireconsiderabljfessmathematicaéxpertisefrom the analyst.

Therehasrecentlybeenagreatdeal ofexcitementaboutthe potentialfor FSV approacheto prove propertiesabout
hardwaredescriptions FSV systemssuchasSMV [BCM 92, McM93] andSPIN[Hol97], have beenableto handle
reasonablycomplex descriptionsand find erroneousconditions, therebysaving hardware developersconsiderable
expense.To datetheseapproachesequirethatthe systemdescriptionbe representedby a relatively abstractmodel,
which is typically derived with somemanualassistanceysually after several attemptsandwith considerablduman
ingenuity Therehave beensomecasestudieswhereanalystshave successfullyrepresenteand verified software
systemausingtheseapproachefABB +96, WVF95] but, for the mostpart, theseapproacheslo not scaleadequately
to handlethe complity thatis usuallyfoundin software systems.Addressingthis problemis currently an areaof
considerablénterestandresearch.

In this paper we describeour FSV approachfor verifying software systems. This approachis basedon using
efficientdataflow analysigechniquego determindf all possibleexecutionsof a softwaresystemadhereto properties
specifiedassequencesf events. A key differencebetweenour approachandother FSV approachess thatwe base
our analysesupon a systemmodelthatis much smaller and seemgo scalemore successfullythanthe large state
modelsusedby mostother FSV techniques.For mostFSV techniquesthe size of the systemmodeltendsto grow
exponentiallywith the size of the system.For our approackhthis doesnot appearo bethe case.This paperdescribes
ourapproactandindicatesvhy we believeit will scalemoresuccessfullyThepaperdescribesLAVERS,aprototype
system implementingur approachFLAVERS, FL ow Analysisfor VERification of Systemshasbeen deelopedfor
applicationto the analysisof systemawritten in Ada or Java. Theinitial experiencesve have hadwith FLAVERS,
describedn this paper suggesthatthereare several reasonsvhy the FLAVERS approacho FSV is well suitedfor
analyzingsoftware. Specifically:

e Thesystemmodeldoesnot requireanenumeratiorof the entirestatespaceof the system;
e Automatedoolscanbuild the model,with little or nointerventionfrom ananalyst;

e Themodelis basedon recognizableuserspecifiedeventsin the sourcecode,suchasmethodcalls,andnoton
thevaluesof variables;

e The approachis incremental,startingwith a small, but imprecisemodel that the analystcan incrementally
sharpenguidedby previousanalysisresults.

Section2 providesa high-level overview of the FLAVERS approach.Section3 carefully describesan example,
first for a singletaskandthenfor a mutli-threadedsystem. Section4 presentssomeexperimentalresultsshaving
how FLAVERS scalesto handlelarger systems.Section5 presentsa shortdescriptionof relatedwork. Finally, the
conclusionsummarizeshe contritutionsof this approactanddiscusseutureresearctdirections.



2 FLAVERSOverview

FLAVERS: s a staticanalysisapproach Given sourcecodeandsomebehaioral propertiesof the system FLAVERS
attemptsto verify that all possibleexecutionsof the systemwill satisfy theseproperties. Thus, this verificationis
doneindependentlyf ary testdata. Testersusuallyhave agoal or requirementn mind whenthey selecta particular
testcase,andmustcontrive to selecttestdatawhoseexecutionwill causea violation of thatrequirement.Whenno
violation occurs,the testeris still unsurewhetherthe systemwill alwayssatisfythe requirement.With FSV, whena
requirements verified, thenit is known to bevalid for all possibletestcases.

In this sectionwe describehow FLAVERS expectspropertieso berepresentedhe modelthatit usesto represent
the systembeinganalyzed andthe algorithmthat FLAVERS usesto determinewhetherall systemexecutionsmust
satisfythe property The next sectionpresentsan examplethatillustratesthe processof using FLAVERS to verify
propertiesandalsodemonstrateexamplesof the artifactsthatarecreatedn doingso.

2.1 Representing Properties

ThepropertiegshatFLAVERSusedor verificationmustbedefinedassequencesf events whereaneventcorresponds
to arecognizablexecutablesyntacticentity in the system suchasa methodcall, ataskinteraction,or anassignment
statementWhile this mayappeato be overly restrictive, in practicetherearemary examplesof importantproperties
thatare expressiblethis way. For example,it appearghata Mars landermissionrecentlyfailed in partbecausehe
software systemdesignedto assurea soft landing did not deal correctly with sequence®sf eventspertainingto a
particularBooleanvariablerepresentinghe resultof a testfor a “bump”. The software systemassumedhatwhen
the landerapproachedhe planet,the “bump” detectionvariablewould be setto false,thenthe landinggearwasto
be deplo/ed, andthen,whencontactwith the planetvasdetectedthe “bump” detectionvariablewould togglefrom
falseto true. Settingthe variableto true would be the signalfor thedescenengineto turn off. Whenthe satellitefirst
enteredheMartianatmospherehowever, thefiring of thelanders retrorocketscausedufficientdeceleratiorio cause
a“bump” to bedetectedandthe “bump” variablewasthensetto true. Thevalue ofthevariablewasnever checledor
resetto falseprior to deploymentof thelandinggear however. Oncethelandinggearwasdeployed, checkingfor the
“bump” variableoccured.As this variablehad previously beensetto true becausef the retrorocket firing, and had
never beenresetto false the conditionfor shuttingdown the descenenginewasimmediatelysatisfied andtheengine
shutdown high above the Martiansurface,causinghelossof thelander

Detectinga “bump”, testingthe value ofthe “bump” variable,deploying the landinggear andshuttingdown the
enginesareall examplesof eventsthatcanusuallyberecognizedn well-designedpbject-orientedcode. In termsof
suchevents,a correctevent sequencenight be: fire retro rockets, resetbump variableto false,deploy landinggear
detectbump,shutdown retrorockets. Thus,it seemsossibleto representhis eventsequencasapropertyandto use
a finite stateverification systemto determineif faulty landingsequencesuchasthis onecould ever occur thereby
jeopardizingthelandingon Mars.

FLAVERS requiresthata propertybe representedsa Finite StateAutomaton(FSA). Formally, anFSAis a five-
tuple, F = (S, 0, 5%, A, X)) whereS is afinite setof statesY. is afinite alphabets : S x ¥ — S is atotal transition
function, s° € S is anuniquestartstate,and A C S is a setof acceptingstates.In the currentimplementationof
FLAVERS, propertiescanberepresentedirectly asFSAsor by usinganextendedregularexpressiomotation,called
QuantifiedRegular ExpressiongO090]. Otherspecificationanguagesould be usedaswell, provided that expres-
sionsin theselanguagesanbetranslatednto FSA representationd=LAVERS s generallyusedin oneof two ways:
to verify thatnoneof the possibleexecutionsof a systemcould possiblysatisfya (presumablyundersirableproperty
or to verify thatall executionsmustalways necessarilysatisfy a (presumablydesirable)property Specificationof
which modeof useis anintegral partof the propertyspecification.For simplicity, we assumehatevery propertythat
we describen this paperis anall property

2.2 Modédingthe System

FLAVERSanalysigequireshe creationof anabstracgraphmodelof thesystembeinganalyzed Themodelis avery
generic,language-independentpresentatiorthat depictsall the possiblesequencesf occurrenceof the eventsof



interestfor arny executionof the system.As partof the FLAVERS projectwe have developedtoolsthatautomatically
producethis model directly from programswritten in Ada [DC94, DC99] or Java [NAC99a]. We have also used
manualtranslationgo demonstratehe feasibility of building suchmodelsfor a high-level architecturaldescription
languaggNACO97]anda procesgefinitionlanguagg CCOOQQ].

The FLAVERS systemgraphmodelscanbedirectly derived from annotatedContol Flow Graph (CFG)represen-
tationsof the system,whereannotationsare placedon nodesof the CFGsto representhe eventsthat occurduring
executionof the statementgssociatedvith a node. CFGsareusedwidely in ComputerScience andthereis alarge
body of literatureon how to defineand generatehem (e.g.,[ASU86], etc.). Thus, herewe assumehatthe reader
is familiar with sucha representatiomndfocusour attentioninsteadon the Trace Flow Graph (TFG), which is the
representatiothatFLAVERS usesasthe basisfor its analysis.

A TFGis derivedfrom a collectionof annotatedCFGs. The TFG is areducednlined representationf the CFGs.
In the TFG, all methodinvocationshave beernreplacedy expansion®f theprocedureshatthey call, andtheresulting
graphis thenreducedby the removal of all nodesthatneitherbeareventannotationsor affect controlflow. In cases
wherea CFG nodeis annotatedvith morethanoneevent, we assumehattheseeventsare orderedandreplacethe
nodeby a sequenc®f nodes,eachannotatedvith exactly oneevent. Nodesnot otherwiseannotatedare annotated
with aT event,therebyassuringhateachnodein the TFGis annotatedvith exactly oneevent. Becauseventstendto
occurrelatively sparselyin mostsystemdeinganalyzedthe resulting TFG is usuallyconsiderablysmallerthanthe
original CFG, despitethe sizeexpansionfactorinherentin inlining.

Notethata CFGover-approximateshesetof possibleexecutionsof asystemjn thesensehat,while ary execution
of the systemcan be representedy a pathin the CFG, there neverthelessmay be pathsin the CFG that do not
correspondo ary actualexecution. Correspondinglywhile arny sequencef eventsthat canoccurduring an actual
executionwill be representedby a pathin the TFG, neverthelesssomeevent sequencefraceablealongpathsin the
TFG maynotcorrespondo executionghatcouldactuallyoccur Thus,we saythatthe TFG is anover-approximation,
or consenrative representatiomf theexecutablesventsequencesf asystem.Thisis importantbecausdt assureshat
no pathonwhich a propertyviolation occurswill be overlooked. Ontheotherhand,it doesleave openthe possibility
of “falsenggatives”, namelyidentificationof propertyviolationson pathsthatarenot actuallyexecutable Technology
to addresghis problemis incorporatednto FLAVERS andis describedshortly.

Whenthe systemto be analyzedncorporateshe useof concurreny, intertaskedgesandnodesare addedto the
TFG to representhis concurreng. To analyzeconcurrentAda programsfor example, FLAVERS introducescom-
municationnodesandtheir correspondinggdgesto representhe rendezwous betweentwo tasks. For all concurrent
languageskFLAVERS mustrepresenthe potentialinterleavings of eventsthatmay happerduringthe parallelexecu-
tion of differentthreads Accuratelydeterminingall interleavings (up to symbolicexecution)is equivalentto creating
areachabilitygraphthatenumeratesill possiblewaysin which statementsén differentthreadsmay executeconcur
rently. The worstcaseboundon the size of a systems$ reachabilitygraphis an exponentialfunction of the number
of threadsin the system[Tay83]. Becausehis representatioris usuallytoo large to be usedin practice,we usea
far smallerrepresentationhatis computationallymore tractable,but is lessprecise,causingit to over-approximate
possibletaskinterleavings. The FLAVERS TFG incorporatesa May ImmediatelyPrecede(MIP) edgebetweentwo
nodesto representhat executionof the nodeat thetail of the edgemayhappenmmediatelybeforethe executionof
the nodeat the headof the edge. MIP edgescanbe computedrelatively efficiently [NA98, NAC99a], but, asnoted
above, may over-approximatehe actualexecutableinterleavings, therebyproviding a consenrative representatiomf
the sequencesf eventsthatcould occurduring executionof the system.

Formally, a TFG is a labeleddirectedgraphG = (N, E, ninitial, final, 2, L) where N is a finite setof nodes,
E C N x N is asetof directededgeSyinitial, nfinal € IV areinitial andfinal nodesof the TFG respectiely, Y is an
alphabebf eventlabelsassociatedvith the TFG,andL : N — X is afunctionmappingnodesto their labels.

2.3 Verifying properties

FLAVERS usesan efficient statepropagatioralgorithmto determinewhetherall potentialexecutionsof the system
areconsistenwith the property FLAVERSwill eitherreturnconclusive meaningthe propertybeingchecled holds
for all possiblepathsthroughthe TFG, or inconclusive meaningFLAVERS found somepaththroughthe TFG that
causeshepropertyto beviolated.



As notedabore, the TFG is a conserative representatiorof the sequencesf eventsin a system. The results
returnecby FLAVERSanalysesareconserative aswell, meaning=LAVERSwill returnconclusve resultsonly when
the propertyholdsfor all TFG paths.FLAVERS returnsinconclusve resultseitherbecausehereis an executionthat
actuallyviolatesthe propertyor becausé¢he propertyis only violatedon pathsthroughthe TFG thatdo not correspond
to actualsystemexecutions. Theseso called infeasiblepathsresult from the imprecisionof the model, and their
effectscanbe eliminatedby introducingfeasibility constaints Like propertiesfeasibility constraintsarerepresented
asFSAs. A constraintFSA, however, is usedto expressa particular semanticfeatureof the system,andis then
employedto identify TFG pathsthat cannotbe executedbecausehey violate the semanticfeatureembodiedin the
constraint=SA. Constraint-SAshave anaddedstate known asthe constraintviolation state v, thatis transitionedo
whenerer the semantideaturethey embodyis violated. Thus,for example,a constraint-SA maybecreatedandused
to identify pathswhoseexecutionwould requirethata particularvariablehave thevaluetrue andfalsesimultaneously
or apathrequiringthatthe statementsf ataskbe executedn reverseorder

FLAVERS analystsoften use constraintFSAs to model the value of programvariablesthat affect the flow of
eventsin the system. Generallythis is a small subsetof the setof all programvariables. The currentFLAVERS
implementatiorprovidesautomatedupportfor several differentkinds of constraintFSAs. An analystmight needto
iteratively addconstraintsandobsene the analysisresultsseveraltimesbeforedeterminingwhetheraninconclusve
propertyis truly indicatinga faultin the system.Constraintgjive analystdmportantcontrol over the analysisprocess
by letting analystdeterminewhatpartsof a systenneedto be modeledmoreprecisely

2.4 State Propagation Algorithm

FLAVERS usesa fixed-pointalgorithmthat propagatesetsof tuplesthroughthe nodesof the TFG. Eachtuplerep-
resentsa stateof affairsthathasbeenfoundto betruefor atleastonepathleadingto the nodethroughthe TFG. The
stateof affairs summarizedy thetupleis a compositeof the statethatthe propertyFSAwill bein andthe stateghat
all of the constraintFSAswill bein, whenexecutionof sucha pathreacheghis node[NCO98]. Supposeave wish to
verify apropertyP = (Sp,8p,s%, Ap,Xp) overaTFG G = (N, E, nintial , inal; 2, L) Usinga setof constraints
Cy,...,CrwhereC; = (Scﬁéci,sOC”Aci, Y, ,ve,). Thesetof all tuplesis 7 = Sp x S¢, x -+ X S, . A tupleis

ary t € T. Definetheinitial tupleasthetupleT° = (s%, s ..., s, ). DefineatransitionfunctionA : 7 x N — T
asfollows

A((sp,8cys---,5¢,),n) = (SpySgys- -+ 50,)
where

sp =0p(sp,L(n)) andvl < i < k: si, = ¢, (sc,, L(n))

Thistransitionfunctiontakesatupleanda TFG nodeandproducesa new tuple by determiningheeffectthattheevent
annotatinghis nodehason eachFSA in thetuple. In verifying a property we associata setof tupleswith eachnode.
Theinitial nodestartswith T° associatedvith it. From here,tuplesare propagatedorward throughthe TFG using
thetransitionfunction A to computethetuplesassociateavith the nodesof the TFG. To verify aproperty we needto
considerevery pathin the TFG, makingstatepropagatiora forward-flow, ary-pathdataflow problem[MR90].

Statepropagatioreventuallyreachesa fixed point whereno new tuplescanbe associatedavith ary nodes.At this
point, theresultsof the verificationcanbe determined As we aregenerallyconcernednly with terminatingprogram
executions,only the tupleson nsn, are examined. The tupleson the final nodeare all of the combinationsof the
statesof the propertyandthe statesof the constraintsthat occur on terminatingprogramexecutions. We look for
violating tupleson the final node. A violating tuple is onefor which the propertyautomatoris in a non-accepting
state,representing propertyviolation, andfor which every constraint-SA is in anacceptingstate,ensuringthatall
feasibility constraintsare satisfied.More formally, a violating tupleis ¢t = (sp, s¢,,-- -, Sc,) Wherevl < i < k :
sc;, € Ac, andsp ¢ Ap. If thereareviolating tupleson thefinal node thenthe propertydoesnot hold andtheresult
is inconclusve. Otherwise thereareno waysthatthe propertycanbe violated,sothe propertyholdsandtheresultis
conclusve.

To improve efficiengy, whenpropagatinguples,if atuplet returnedby A hasary constraintC; in its constraint
violation state thent neednot be propagatedorward. The statev hasonly self-looptransitions soary tuplet’ that
reacheghefinal nodeasaresultof repeatedipplicationsof A to ¢ will have C; in its constraintviolation state.Thus,



Initially:

Wlist := ninitial
0 if 7 # Ninitial
Tupl =
uples[n] {{TO} if 7 = ninitial

Main Loop:

(1) while Wiist # () do

(2) nisanoderemovedfrom Wiist
(3) foreachm asuccessoof n do
4) temp := Tuples[m)

(5) Tuples|m] := | Tuples[m] U A(t,m) | \ Tv

teTuples[n]
(6) if Tuples[m] # temp then
@) insertm into Wlist
endif
done
done

Figurel: Meta-AlgorithmMA

whenwe examinethe tupleson nsna, We will discardt’ sinceit correspondso aninfeasiblepath. Consequentlya
tuplewith aconstrainin its constraintviolation stateis discardedassoonasit is createdtherebyassuringhatproperty
FSA stategesultingfrom constraintviolationsare not propagatedorward. Let 7y, bethe setof all suchtupleswith
constraintviolations.

TV = {(3P75017~-~750k) | 1 S ) S k: Elen :Uci}

Using the formal definitions,we canprovide a statepropagatioralgorithmto verify a property P overa TFG G
with constraintg’, . . ., C. Meta-AlgorithmMA, shavn in Figurel, is the statepropagatiommeta-algorithmit uses
aworklist Wlist to keeptrack of thenodesto be processedWith eachnoden in the TFG it associatea setof tuples,
heldin T'uples[n]. Theinitial tupleis associateavith theinitial node,whichis placedon theworklist. Thealgorithm
iteratesuntil the worklist is empty During eachiteration,a noden is removed from the worklist (line 2). For each
successom of n, first the original setof tupleson m is saved(line 4), sothealgorithmcantell if new tuplesarelater
addedto m. Theneverytupleonn is propagatedia thetransitionfunction A to m, remaoving ary tuplesthathave a
constraintin a constraintviolation state (line5):. Finally, the setof tuplesonm is comparedo the savedset(line 6).
If they arenotthesamethenatleastonetuplewasaddedo m, andm is putontheworklist (line 7). After processing
all successorsf n, control returnsto the outerloop to seeif the worklist is empty (line 1). WhenMA terminates,
Tuples[nsinal, the setof tuplesassociatedvith thefinal node,is examined.If thereareviolating tuples,the property
doesnothold, otherwiseit does.

If aviolation is found, FLAVERS can createtracesthroughthe modelthat causea violation of the property To
createsucha counterexampletrace,we needto find a paththroughthe TFG that startsat the initial node,endsat
the final node,andresultsin a propertyviolation. More formally, we want a finite pathn,,no, ..., n;, suchthat
N1 = Ninitial» 1 = Nfinal ANdthereexist tuplest, to, . . ., t; suchthatt; = T°, t; is aviolatingtuple,andV1 < i <[ :
t; = A(t;—1,n;). A thoroughtreatmenbf the problemof generatingsuchpathscanbefoundin [CCOO01].

The FLAVERS statepropagatioralgorithmhasworst-caseompleity thatis O (N2 . |S|),whereN isthenumber

1Clever bookkeepingcanimprove the efficiengy of line 5 of MA. As presentedeachtuple of noden is propagatedo nodem on every loop
iteration.In ourimplementationgachnodekeepstrack of whattuplesit haspropagatedo its successorsowhenline 5 is reachecdnly new tuples
arepropagated.



class Fork { cl ass Phil osopher extends Thread {

bool ean i sUp = fal se; Fork left, right;
synchroni zed void up() { Phi | osopher (Fork I, Fork r) {
bool ean success = fal se; left =1; right =r;
whi |l e(! success ) { }
if(isUp) {
this.wait(); void run() {
} else { whil e(! done) ({
isUp = true; left.up();
success = true; right.up();
} startEating();
} st opEati ng();
} [ eft.down();
right.down();
synchroni zed void down() { }
isUp = fal se; }
this.notifyAl(); }
}
} class Main {
public static void main() {
Fork forkl = new Fork();
Fork fork2 = new Fork();

Phi | osopher phil 1l

= new Phi | osopher (forkl, fork2);
Phi | osopher phil 2

= new Phi | osopher (forkl, fork2);
phil l.start();
phil2.start();

Figure2: Dining PhilosopheExample

of nodesin the TFG, and |S| is the productof the numberof statesin the property automatonand the numberof
statesin eachof the constraintFSAs. Laterin this paperwe presentsomepreliminary resultsthat seemto suggest
that FLAVERS canverify a large classof importantpropertiesusingonly a small setof constraints.Indeed,these
experimentaresultsseemto indicatethatthe costof solvingmostproblemss low orderpolynomial,oftensub-cubic,
in the sizeof the system.Thus,we believe thatthe FLAVERS analysistechnologyhasthe potentialto scaleto handle
real-world sizedsoftwaresystems.

3 Examples

3.1 Example Without Concurrency

We now presentan examplethat shavs how FLAVERS canbe usedto verify propertiesof a software systemandto
identify pathson which the propertycanbe violated. The examplewe presents baseduponthe Dining Philosopher
Problemwhichis frequentlycitedin softwareanalysiditerature. The Dining PhilosopheProblemdetailsa scenario



startEatingl

Figure3: Propertyhas-t wo- f or ks- t o- eat

in which an equalnumberof philosophersandforks are interleaved alternatelyarounda circular table. Thuseach
philosophethasexactly onefork onthephilosophersleft and oneonthephilosophersright. It is furtherhypothesized
thata philosophercaneatonly afterhaving pickedup boththefork ontheleft andthefork ontheright. Thus,clearly,
whenonephilosophelis eating,both the philosoperto the left andthe philosophetto the right will be unableto eat
until thedining philosophefinisheseatingandrelinquishegheforks. Figure?2 is a programthatmodelsthis situation
for the specificcaseof two philosophersandtwo forks?. Generalizatiorto ary numberof forks andphilosopherss
straightforvard.

Notethatthe classPhilosopheis definedto be a threadwhoseexecutionconsistsof executinga sequencef two
methods(up anddown), on two differentinstancegreferredto asleft andright) of the classFork. Specifically the
philosopherinvokesthe up methodfirst on the left instanceof Fork, thenon theright instanceof Fork. Having done
so,the philosophercantheneat(representethy the startEatingstatement) The philosopheffinisheseating,andthen
invokesthe down method first on the left instanceof Fork andthenon theright instanceof Fork. Presumablyafter
thefirst two methodinvocationsthephilosopheis ableto eat,andhaving donesotheninvokesthe next two methods,
relinquishingboth forks to enableothersto eat. This sequencef invocationsis nestedinside a loop enablingthe
philosopheto attemptto eatagainata futuretime.

TheclassForkimplementghetwo methodsupanddowvn, whosepurposes to maintainthestatusof Fork instances,
asrepresentedy the booleanvariable,isUp. The methodFork.upfirst checksisUp to seeif this instanceof Fork is
alreadyraised. If not, the methodsetsisUp to true. If theinstanceof Fork is alreadyraised(isUp is true), thenthe
methodwaitsfor a notificationthattheinstanceof Fork hasbeenputdown, indicatedby theresettingof isUp to false.
Indeed,the methodFork.davn consistsof resettingisUp to falseandsendinga notificationthat this hastaken place
(usingthe notifyAll method).

Finally, notethatthe Main classsetsthe Dining Philosopher$&roblemin motion by invoking the startmethodfirst
on phill, oneinstanceof classPhilosopherandthenon phil2, a secondnstanceof Philosopher

We areinterestedn demonstratinghatthis programis indeeda valid modelof the behaiors thatdefinethe Din-
ing PhilosopherdProblem. To do so we needto verify thatthe programmustalways adhereto key characterizing
behaioral properties Earlierauthorshave tendedo focuson thefactthatcarelesprogramsimulationsof the Dining
Philosopher#roblemcaneasilyleadto runtimedeadlocksandhave demonstratethe useof their analyzersn detect-
ing the possibility of suchdeadlocks But clearly absencef deadlockis but oneof mary propertiesghatcharacterize
the Dining PhilosopherdProblem. We now identify one of thesepropertiesand, as an example,demonstratédow
FLAVERS canbeusedto verify thatproperty

We definethe has-t wo- f or ks-t 0- eat propertyto be thata philosopherwill not be ableto eatuntil both
adjacentforks have beenacquiredand raisedto the up position. While our cursory descriptionof our simulation

2|n this example bothphilosopherpick up fork1 andthenfork2, meaningonephilosophepicksup theleft fork first while theotherphilosopher
picksup theright fork first. Thisis necessaryo preventdeadlockin the system.



programmaystronglysuggesthatourimplementatiormustalwayssatisfythis property closerinspectiorrevealsthat
the simulationdependsiponthe correctuseof someflags,variables andparametebindings. Thusa carefulanalysis
is indicated.

The goal of our analysisis to shav thatfor all possibleexecutionsof this program,at the time eachinstanceof
the startEatingstatements executed the correspondindPhilosopherclasswill have both of the instance®f the Fork
classthatwereboundasparameterplacedinto theisUp state.We thusneeda propertyFSA representinghe desired
up/davn statusof thetwo forks. To supporthereasoningheededo assurehis, we modelthe acquisition/raisedtatus
of aphilosophers adjacenforks by a propertyFSA shavn in Figure32.

Thehas-t wo-f or ks-t 0- eat propertyFSA hasfour statesrepresentinghefour possiblecombination®of the
statesn which the two forks adjacento the philosopheicanbe atary time. Thesestatesareno forks raised eitherof
thetwo forks raised,or both of the forks raised. Note in addition,thattransitionsbetweernthesestatesaredriven by
the eventsof picking up andputtingdown forks. Thus,specifically notethatthe flup eventdrivesthe FSA from the
hasnonestateto thehasfl state from which thesubsequerf2up eventwill drivethe FSAto thehasbothstate.Once
in the hasboth state subsequergventsrepresentinghe puttingdown of forks will drive the FSAtowardthehasnone
state.

To relateanexecutionof theprogramto transitionsof the FSA betweerits variousstatesit is necessaryo annotate
the programby indicating which programstatementsffect the various eventsthat drive the FSA. Thereis some
challengan doingthis becausehe variousprogramstatementsepresenthe specificfork instancesiponwhich they
operatesymbolically ratherthanexplicitly. We needto know which specificfork instances beingraisedor lowered
by eachof the variousstatementén the program. Thusit is necessaryo createa representationf the programthat
separatelyepresentslifferentclassinstancesanddereferencethe usesof all symbolicnamegelatingto Philosopher
andFork classinstancesThis enablesusto represenexactly which methodsarebeingappliedto which fork instances
at which locationsin eachinstanceof the Philosopherclass. Thus, during inlining, whenwe replaceeachmethod
invocationwith the text of the methodinvoked, we substitutethe actualargumentfor eachinstanceof eachof the
methods formal parametersind createexplicit referencego differentinstancedor all variablesthatarelocal to the
invokedinstance.

Figure 4 is an exampleof a control flow graph(CFG) model after this inlining processhasbeenapplied. This
particularflowgraphrepresentshe inlining of the methodinvocationphill.start()from procedureMain. The ovals
correspondoughly to the statementshat are executedasa consequencef this methodcall. Eachoval is annotated
with threelines. Thetop line is a uniquenodeidentifier The middleline denoteghethreadin which the originating
invocationis located(in this casePhilosopherlthefirstinstanceof classPhilosopher) The bottomline representshe
type of actioneffectedby the executionof the statementepresentedby this node. Thus,notethatnode3 represents
executionof a while statement.Accordingly notethatthereare two outedgedrom this node,representindooping
andloop termination.Nodes5, 6, and7 representhe executionof differentsynchronizatiorfunctions. They model
progressrom enteringthe statewherePhilosopheriwill wait for forkl, to the statewherePhilosopherlis waiting
for fork1, to the statewherePhilosopheris beennotified thatforkl is availableandthe wait statecanbeleft. These
nodesarenot particularlyimportantto the analysiscurrentlybeingdescribed.Theirimportancewill be addresseth
the contet of a subsequengxample.Finally, notethatnode8 representshe actionof having fork1 raised.

This last node is of particular interest, becauseit representsthe flUp event that drives the
has-two-forks-to-eat property FSA from one state to another The other four events used by the
has-t wo- f or ks-t 0- eat propertyFSAtake placein statementsepresentetdy nodel6 (thef2Up event),18 (the
startEatinglevent), 23 (the flDown event),and 28 (the f2Down event). It is particularly notevorthy that relatively
few nodesin this CFGcarryannotationgoundin the FSA. Thus,Figure5 representshe TFG resultingfrom reducing
the CFGin Figure4 to reflectonly eventsusedin thepropertyFSAhas- t wo- f or ks-t o- eat .

Having specifiedthe propertyFSA has-t wo- f or ks- t 0- eat , anddevelopedthe TFG it is possibleto initi-
atethe verification. An initial expectationmight be that FLAVERS would verify thatit is impossibleto reachthe
startEatingstatementvith the FSA in ary stateotherthanthe desiredhasboth state.But instead FLAVERS reports

SFLAVERSrequiresthatFSAsbetotal, meaninghey have atransitionfrom every stateon every nodein thealphabet The FSAin Figure3 and
the otherFSAswe will shav arenot total, to make themmorecompactandeasierto understandThey caneasilybe madetotal, by addinga trap
statethatis non-acceptingindhasall selfloop transitionsandby addingtransitionsirom the existing statesof the FSAsto this trap stateon events
wheretransitionsdo not alreadyexist.
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Figure6: VariableAutomatafor success1_1

inconclusve results,returningthe path0 — 1 — 18 — 23 — 28 — 30 asa violating path,namelya pathwhose
executionwould leave theFSAin astateotherthanhasboth. Looking backattheoriginal CFGin Figure4, we cansee
thattheonly wayto getfrom nodel to nodel8 while avoiding nodes8 involvesexiting theloop headedy statemensg
(therepresentationf thestatementvhile(! successil)) without settingsuccessl to true. Againlooking attheorig-
inal programtext we seethatthis cannothapperbecausesuccessll is alwayssetto falsein a statementepresented
by node2, andit not resetto true arywhereexceptin a statementepresentedby node8. But it is easyto seehow
FLAVERSwiIll notrecognizehis, because¢he CFGin Figure4 doesnot representhosespecificprogramdetails.As
notedabove, suchdetailsaresuppresseh theinterestsof reducinggraphsizeandaccordinglysubstantiallyreducing
executiontime. But, asnotedabove, theseefficienciescanleadto lossof analyticaccurag of just the sortthatwe
have justobsened.

But, aswasstatedearlier, feasibility constraintgrovide a way to incrementallyimprove accurag by supporting
theremoval of infeasiblepathsfrom considerationThisis doneby introducingconstraint=SAs,whoseconsideration
increasegraphsizeandcanincreasesxecutiontime, but alsoincreasesnalytic precision. In this case we wantto
modelthevalue ofthevariablesuccessll bytheconstraint=SA shovn in Figure6.
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Theeventalphabebf this automatorhasfour events,thetwo representinghetwo possibleassignmentsf avalue
(true or false)to the variable,successil=t andsuccessll=f, andtwo representindestsof the value ofthe variable
thatreturnthe two possibledifferentvalues,successilis=t andsuccessilis=f. This automatorhasfour statespne
of themrepresentthe stateof beingcertainthatthe variables valueis definitelytrue. Oneof themrepresentshestate
of beingcertainthatthe variables valueis definitely false. One of themrepresentshe situationwherethe analysis
cannotbe certainof the variables value. And onerepresentshe constraintviolation state which is enteredwhenan
eventsequencés infeasiblewith respectto this variable. Thus,executionof a statementssigninga literal valueto
thevariabletransitionsthis constraintautomatorto oneof thetwo statesvherethevariables valueis known. But, for
example,whenthe constraintFSAis in the statetrue andthe eventsuccessilis=fis seenthenthis meansareference
is beingmadewherethereferencedialueis assumedo befalse. Thisinconsistenbehaior is impossiblen ary actual
programexecution,andthis is representedby the transitionof the constraintautomatonto the constraintviolation
state. As notedabore, whenthe FLAVERS statepropagatioralgorithmdetermineghat a constraintautomatorhas
transitionednto aviolationstateit useghisinformationto declineto consideeventsequencealongfurtherextensions
of this path. For FLAVERS to usethis approachto sharperthe accuray of its analysisof the programin Figure 2,
it is necessaryo build a TFG containingnodesthatrepresenall statementst which all eventsin the alphabebf the
constraint=SA depictedn Figure6 occur

Figure 7 shaws a fragmentof the CFG from Figure 4 and the samefragmentafter it hasbeenaugmentedvith
nodesincludedspecificallyto represenstatementsat which eventsfrom this additionalalphabetoccur Whenthe
propertyis checled using this constraintFSA and this augmentedlFG, FLAVERS againreturnsan inconclusve
result. As before,this is dueto infeasiblepaths,this time becauséhe variablesuccess? wasnot modeled.Oncea
constraint-SArepresentinghis secondvariablehasbeencreatedandoncea TFGincorporatinghe additionalevents
in the alphabef this automatorhasbeencreated FLAVERS canfinally returna conclusve resultfor the property
has-t wo- f or ks-t 0- eat .

It is importantto notethat FLAVERS is ableto automaticallygeneratesomeconstraintFSAs for modelingthe
valuesof variablesand someaugmentatiorto the TFGsto includerepresentationsf the eventsin the alphabetof
suchautomata Althoughthesemore complex andpreciseanalysesnayincreasehe costin termsof graphsizeand
executiontime, sometimegshey reducethe searchspacesoasto reducethe overall analysiscost.
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3.2 Example Requiring Analysis of Concurrency

Our first examplepropertycould be studiedby analyzingthe codefor only onethread.Therewill be someproperties
of this sortin a concurrentprogram,but quite oftenit will be the casethatsomeimportantpropertiescanbe studied
only by takinginto accounthe combinedeffectsof differentthreadsof control.

As anexamplewe now considethepropertyno- f or k- r ai sed-t wi ce, namelythatnofork couldeverpossibly
beraisedmorethanonce.While we couldprovethis propertyoverall forksin thesystermsimultaneouslyit is suficient
andeasierto prove this propertyfor anarbitraryfork. Sinceall theforks aretreatedidentically, anargumentcanbe
madethat proving this propertyfor arny onefork is sufficient. The FSA for the propertyis shavn in Figure8 and
hasbeenmadespecificto fork1. This FSA representshe propertyby shaving thatif the eventflUp occurstwice in
successionyithout aninterveningflDown event,thenthe automatormovesinto anerror state.

In thepreviousexamplewe thendevelopeda TFG representationf theprogramby inlining the procedureinvoked
throughmethodgshat might be capableof causinga violation of the property For this new property however, sucha
straightforwardapproactwill notwork. Theviolation of interestraisingafork morethanonce,mightoccurif agiven
fork wereraisedfrom eachof two differentthreadsof control. Thusinlining theinvocationsof fork methodsn only
onethreadof control (aswasdonein the previous example)will not representhe full rangeof behaiors that might
potentiallycausethe violation of the property

Indeed propertiessuchasthis requirethe representationf all possibleinterleavings of eventstaking placeon all
threadsthat might executein parallel. We represenill possibleinterleavings by constructinga TFG in which alll
parallelthreadsandtasksarerepresente@sseparateCFGsthataretheninterconnectedy MIP edges.We illustrate
this by developingthe TFG neededo verify this property Figure9 shaws the startof this TFG. It hasonesubgraph
for eachthreadthat canexecutein parallelin our program,namelya Main objectthreadand onethreadfor eachof
thetwo philosophersTo getthesesubgraphswe removed nodesfrom the CFGthatdid notcontaineventsrelatedto
the propertyno- f or k- r ai sed-t w ce or did notaffect theflow of control over thesenodes.Nodesrepresenting
concurrenyg control affect the flow of control and are now of critical importanceasthey are usedasthe basisfor
determiningthe differentwaysin which interleavings of eventsacrossconcurrenthreadscanoccur

In particulay we usesuchnodesto identify setsof nodesfrom one CFG that might executein parallelwith sets
of nodesfrom anotherCFG. Thus, for example,note that nodesl and 23 canexecutein parallel, but nodes6 and
28 cannot. Indeed,assumingthat node6 hasexecuted,but that node 17 hasnot yet executed,it is necessaryhat
the executionof node24 will be followed by executingnodes25 and26. Indeedthe executionsequenced4, 25, 26
may happenin parallelwith the executionsequencethatbegin with 6 and endwith 17. Corversely if statemen8
executedeforestatement, thenstatemensequenca, 4 will immediatelyfollow 2, andmayhapperin parallelwith
sequencebgginningwith 28 andendingwith 39. Therearenumerousthersuchpairsof executionsequencethatmay
happerin parallelamongthesethreethreadsIn generathe computatiorof preciselywhich statemensequencemay
happenin parallelwith which othersis quite complex. FLAVERS incorporatesan algorithm[NA98, NAC99b] that
computeghesepairsautomaticallypaseduponCFGsannotatedrery muchasshawn in Figure9. Oncethe sequences
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of statementshatmay happenn parallelhave beencomputedijt is ratherstraightforvardto addMIP edgeso form
therequiredTFG. Every nodein one statemensequencenustbe connectedo every nodein every otherstatement
sequencevith which the initial statemensequenceanhappenin parallef. For all but the mosttrivial concurrent
programsthe numberof MIP edgescanbe expectedto be very large. As an example,in Figure 10 we have used
dashedinesto show only the setof MIP edgeghatareincidentwith node47.

Having developedthe graphstructurecontainingall possibleMIP edgesandwith the propertyautomatorrepre-
sentingthepropertyno- f or k- r ai sed-t wi ce, it is now possiblefor FLAVERSto determinevhethera givenfork
canberaisedtwice. Executionof FLAVERS usingthis TFG fails to verify the property andinsteadreturnsa counter
examplepath44 — 45 =0 — 1 — 2 — 6 — 2 — 6 = 47. In this path,nodesconnectedy — representhe
consecutie executionof two statementshatarein the samethreadof control. Nodesconnectedy = representhe
consecutie executionof two statementshatarein differentthreadsof control, but which are connectedby a MIP
edge,indicatingthatthis interleaving is possible.Examinationof this counterexamplepathrevealsthatit infeasible
becausét goesfrom node6 to node2, but thenimmediatelybackto node6 again. This statemensequencés unex-
ecutablebecauseasnotedin the previous example,the variablessuccessll andisUplareusedto explicitly prevent
this behavior. Thus,asin the previous example we usea variableautomatonin this caseonethatmodelsthevariable
isUp1,to eliminatepathsthatarerenderedinexecutableby theinfeasibleusageof this variable.

Having incorporatedhis variableautomatorinto theanalysis FLAVERSs till returnsaninconclusve result,in this
caseproducinga counterexamplethatincludesa subpaththatgoesfrom node6, thenodein Philosophed with event
f1Up, to anodein anotherthreadvia a MIP edge,andthenimmediatelybackagain,forcing the propertyto the error
state. This counter&amplehighlightsa seriousproblemin the unrestricteduseof MIP edgesin our analyses.The
problemis that an arbitrary pathin a TFG including MIP edgesmay not be executable just asan arbitrary pathin
a CFG may not be executable.For example,after node6 hasexecutedin the Philosopherlthread,the next nodein
Philosophero executemustbenode2. It is certainlyimpossiblefor node6 to executeagain.Unfortunatelyjumping
from node6 to anodein aparallelthreadtakesusto anodethatis connectedbackto node6 by aMIP edge.To suppress
theconsideratiorof thesekindsof illegal pathsequences$;LAVERS emplo/s the useof yetanothettype of feasibility
constraintreferredto asa taskautomaton.The purposeof a taskautomatoris to assurehat every pathconsidered
in the analysisthroughthe variousthreads,is a reasonablg@athwithin that singlethread. As an example,consider
the TFG fragmentandthe correspondindaskautomatorshavn in Figure11. The alphabebf the taskautomatoris
the setof ID numberdor the nodesin the TFG. The taskautomatorhasonemore statethanthe TFG hasnodesand
ensureghatthe first of this task’s nodesthatis visitedin ary executionsequencés nodel, andthatthe next of this

4We cando betterthanthis by usinga partial orderoptimizaion,which canreducethe numberof MIP edgesby notingthatcertaininterleaiings
are equivalentwith respectto the propertyand constraints. Thus, it is only necessaryo consideroneinterleaving from eachequialenceclass
[NCC99].
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tasks nodesn ary executionsequencéasto benode2, andsoon. Thetaskautomatoralsoensureshatno execution
sequencavill specifyexecutionof ary nodein this threadsubsequerto the executionof node6, by incorporatinga
transitionon 6to theonly acceptingstatein the FSA.

Whenwe performthe analysiswith the taskautomatorfor the Philosopherthread,we getinconclusve results.
The counterexampleFLAVERS returnsis similar to the previous one, exceptthe tasksarereversed.To correctthis,
we add a taskautomatorfor the threadPhilosopher2.Executingthe analysiswith thesetask automatastill yields
inconclusve results but the countergampleclearlyindicateshe needfor onefinal constraintautomatorio modelthe
synchronizedegionson fork1.

Whenwe introducea feasibility constrainto ensurehelock is respected(thetemplatefor this constrainis shavn
in Figure12), FLAVERS returnsconclusve resultsfor thepropertyno- f or k- r ai sed-t wi ce.

Thesetwo propertiesarerepresentatie examplesof the sortsof propertieshatcanandshouldbe verifiedto shav
thattheprogramis avalid implementatiorof the Dining Philosophergroblem.Many otherscanreadilybesuggested.
For example two adjacenphilosophersannotbothbe eatingat the sametime. Again, this propertycould be proved
over all philosophersn the system,but it is easierto make it specificto a pair of philosophers.The FSA for this
propertyis shavn in Figure 13. It hasthreestatesto keeptrack of who is eatingat ary giventime. If it is in a state
whereonephilosopheiis eatingandanothemphilosophesstartsto eat,thenit is driveninto the propertyviolation state.
In orderto prove this propertyconclusvely, we needvariableautomataor isUp2, success®, success22, andtask
automatdor Philosopherd and2 andamonitor constraintfor fork2. Thesesix constraintsaresuficientto prove this
propertyfor this systemwith any numberof philosophers.

Note thattaskautomataand concurreng control FSAscanbe easilyautomaticallyderived from the CFG. Right
now, the analystmustindicate which of theseconstraintautomatato include when doing a verification problem,
however, we expectthatheuristicscould be derelopedto make reasonablehoicesautomatically

Someotherexamplepropertiesare: a fork cannotbe put down unlessit is alreadyup, a fork thatis down cannot
be putdown, a philosophemustput down bothforks after completingthe startEatingstep.In eachof thesecasesve
canreadily definea propertyautomatorto capturethe property candemonstrate TFG to supportverificationof the
property andcanspecifyconstraintautomatasufficient to causethe analysisto producedefinitive results.
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Figure14: Timing for no- f or k- r ai sed-twi ce
4 Some Experimental Results

Our FLAVERS prototypefor analyzingprogramswritten in Ada is considerablymore maturethan the prototype
for Jara. Thereforeall the resultspresentedn this sectionare basedon FLAVERS/Ada. The Ada version of
our example problemfor n philosophershas2n tasks,onetaskfor eachphilosopherand onetaskfor eachfork.
In this sectionwe presentthe timing resultsfor analyzingthe dining philosopherproblemfor the two properties
no-fork-rai sed-tw ce andno- eat - at - sane-ti ne. We shav how FLAVERS performsaswe increase
the numberof philosophersandconsequentlyhe numberof forks.

To prove thepropertyno- f or k- r ai sed-tw ce conclusvely for the Ada versionof the programonly required
ataskautomatdor theforkl task.To provethepropertyno- eat - at - sane- t i ne conclusvely for the Adaversion
of the programrequiredthreeconstraintautomatapnefor philosopherl, onefor philosopher2, and onefor fork 2,
their sharedork. For boththeseproblemsaswe increasedhe numberof philosophersandforks, we did notneedto
increasethe numberof feasibility constraintsneededo prove this propertyconclusvely. We have found that this is
oftenthecase.Oncethenecessarfeasibility constraintaarefoundfor a smallconfigurationof asystemit is oftenthe
casethatthe systemcanbe scaledwithout having to addadditionalfeasibility constraints.

To prove propertieof actualsourcecode,it is necessaryo first uselanguaggrocessingoolsto translatehesource
codeinto annotatedCFGs.For FLAVERS/Adathetranslatoris written in Ada andbuilt on the Arcadiainfrastructure
componentslescribedn [TBC*+88]. Toolswritten in Jasa arethenusedto translatetheseCFGsinto a TFG andto
constructfinite stateautomatarepresentationsf the propertiesand ary feasibility constraints.Onceall of this has
beendone,the FLAVERS statepropagatioralgorithmis usedto verify the property To maximizeexecutionspeed,
the statepropagatioralgorithmis writtenin C.

Thetime measurementgiven herearesumsof the userandsystemtimesasmeasuredby / usr/ bi n/ ti ne ona
SunEnterprise3500with two 366 MHz processorand2 GB of memoryrunningSolaris2.6. While thisis amulti-user
system/for all experimentswe hadexclusive accesgo the machineto preventvariancein thetimescausedy other
usersonthemachine . The Ada portionof the FLAVERS/Adatoolswerecompiledusingthe Verdix Ada Development
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Systemversion6.2.3cwith optimizationsdisabled(to avoid known compiler bugs). The Java portion of the tools
wasrun usingthe SunJDK version1.1.8. The C versionof statepropagatiorwas compiledwith the Free Software
Foundations gccversion2.95.2,using-O2 for optimization.

Thetiming resultsfor thesepropertiesareshavnin Figuresl4and15. Thex-axisshavsthenumberof philosophers
andthe y-axisshavs the runningtime in seconds.Eachof thesefigureshasfour lines. The c_total is the total time
for runningstatepropagation.The java total includesthis time, plusthetime for runningall of the Java tools except
for the MHP analysis.The mhp totalincludesthesetimes,plusthetime for runningthe MHP analysis.The adatotal
includesthesethreetimes,plusthe time for runningthe Ada languageprocessingools, makingthis the total time of
theanalysisfrom startto finish.

As canbe seenfrom thesetwo figures,statepropagatioris surprisinglyefficient. The Ada processings expensve
andprobablyunnecessarilgo. The Ada front-endis built uponafront endthatis now obsolete A re-implementation
shouldbe expectedo improve thesespeedsonsiderablyThetime to computethe MIP edgess the primary expense.
For Adathis algorithmhasworst-caseeompleity thatis O (56) , WhereS is thenumberof statements theprogram.
For a problemlike dining philosopherswherethereis muchinteractionbetweenthe tasks,we might be seeinga
performancehatis closeto theworst-casdound.lt is interestingto notethatthe algorithmfor computingMIP edges
for Java hasworst-caseompleity thatis O (53) , sowe would expectthe overall performanceo be someavhatbetter
Evenwith this prototypeversionof the systemthe overall performancevaslessthan50 minutesfor 100 philosophers
andthe actualstatepropagatiortime waslessthan1 minutefor 100 philosophersn theworstcase.

In anattemptto estimatethe actualfunctionaldependenceetweerrunningtime andthe numberof philosophers,
we fit differentpolynomialsto the adatotal linesshown in Figuresl4 and15. Theresultsof thesefittings areshowvn
in Table 1. Eachcolumngivesthe datafor the best-fit polynomial of the given form. In eachcolumn, 2 is the
percentagef variancein the dataexplainedby the polynomial. The remainingrows give the coefiecientsof the
best-fitpolynomial.

For eachproblem,the moretermsin the polynomial,the betterthe fit asmeasuredy r2. Thisis not unexpected,
becauseachadditionalterm addsa degreeof freedomto thefit. In both casesa linear polynomialexplainsthe data
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no-fork-rai sed-tw ce

c1x + ¢y czxz +ci1x+ ¢ c;;xg + 62;102 +ci1x+co
r? 8778 .9986 0.9998
Co —333.8924 66.9270 13.4860
c1 24.6496 —9.8018 —1.2734
Co 0.3707 0.1451
cs3 0.0015

no-eat - at-sane-ti ne

c1x + co 62362 +c1x + ¢ C3x3 + 023:2 +ci1x 4+ ¢y
2 0.8760 0.9987 0.9996
co || —354.6604 71.7946 21.6711
c1 26.0000 —10.6548 —2.6564
Ca 0.3944 0.1828
C3 0.0014

Tablel: Polynomialfitting

well, but addingaquadratidermimprovesthefit considerablyAdding acubictermimprovesthefit, but notby much.
As aresult,it appearshatthis datais bestexplainedby a quadraticpolynomial.

Admittedly, thedining philosopheprogramis asmallandcontrivedexample.lt tendsto have moretaskinteraction
thanmostconcurreniprogramssoit is not an unreasonablexampleto study It alsois easyto understancindeasy
to scale.The profilesof thetiming diagramdfor thetwo propertiesexaminedhereare,however, representatie of the
timing diagramsthat we tendto seewhenthe currentFLAVERS prototypeis appliedto a variety of othersystems.
Althoughthe prototypecould be improved considerablythe performancendicatesthatthe approactseemdo scale
well.

In [ACD™99], a comparisorwas madeof several finite stateverificationtools on a real software system,called
Chiron[FMCB93]. In thatstudy SPIN[Hol97], SMV [McM93], INCA [ABC +91] andFLAVERSwereall appliedto
the sameproblems.Althoughtherewasconsiderablezariationin how thetools performedfrom problemto problem,
the computatiortime associateavith FLAVERS, with afew exceptionsgrew at alower ratethanthe othertools®.

5 Related Work

Flow analysistechniquedor verification were originally usedto detectpotentialdefinition/referenceanomaliesn

sequentialcode [OF76]. This approachwas later extendedto allow the verification of userspecifiedproperties
[0090, 0092]. FLAVERS extendedthis work to supportverification of concurrentsystemsandto supportincre-
mentalimprovementso the modelof the systembeinganalyzedDC94, DC99].

Most other approacheso finite stateverification have beenbasedon kuilding a reachabilitygraphmodel of the
software systemandthus have aworst-caseéboundthatis exponentialin the numberof tasksin the system. SPIN
[Hol97] analyzesystemswrittenin Promelaandcreatesa highly optimizedrepresentationSMV [McM93] andother
modelcheclers(e.g.,[God97]) useabstractionssuchasbinary decisiondiagramsandoptimization,suchaspartial
orderreductionsto reducethesizeof thesystemmodel. Theseoptimizationsandabstractionsave effectively reduced
themodelsizefor mary impressve examples.

INCA [CA95] is a FSV approachthatis not basedon a reachabilitygraphmodel. INCA createsnequalitiesthat
describethe legal flow throughthe systemand modelsthe complemenbf the propertyasan inequalityaswell. It
then usesntegerlinear programmingechniquego determindf thereexists a solutionrepresentinglow throughthe
systemthatis a violation of the property Although,in generaljntegerlinear programminghasan exponentialworst-

5|n this experiment FLAVERS oftenhadtheworst performancen the smallersizeproblemsbut it wastheonly FSV systenthatwasanalyzing
sourcecodeinsteadof a modelof the sourcecode.
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casebound,theinequalitiesgeneratedy INCA areusuallyextremelysimple sothatthe performances quite good.
INCA assumeshatthe systembeinganalyzedusesa synchronousnodelof concurreniexecution;it is currently not
clearhow to extendthis approacho asynchronousxecutionmodels.

FLAVERS usesa graphmodelof the softwaresystemthatis considerablyiessprecisethanthe reachabilitygraph
approacheslescribedabore. Reachabilitygraphmodelstendto enumerateall the statesthat a systemcanbe in,
wherea stateindicatesthe programcounterfor eachtaskandthe particularvaluesof eachvariable. The optimization
techniquesmployed by theseapproachesemove informationwheneer they can,but mostmodelsarestill precise
(andthusconserative) with respecto the propertythatis beingverified. In contrast FLAVERS usesa modelthatis
consenrative but not precisewith respecto the property If it canbe shovn thatthe propertyis consistenwith this
model,thenit isindeedvalid. If inconclusve resultsarereturnedthentheanalysineedgo determinef thesystemhas
afaultorif additionalinformationshouldbeaddedo themodelbeforetheanalysidgs rerun.If ananalystendsup fully
modelingall the variablesin the system thenthe two approachesarebasicallyequivalent. Reachabilityapproaches,
however, createmodelsthatareoftentoo largeto beappliedto softwaresystemdlirectly. FLAVERShasanadwantage
in thatprecisioncanbe addedincrementally guidedby previous analysisresults. In the future, we hopeto improve
andautomatemoreof this guidance .Basedon our scalingexperimentsjt appearghat FLAVERS cansupportactual
softwaresystems.

6 Conclusions

Software systemsare an integral partof our basicsocietalinfrastructure,playing a role in vital applicationssuch
as communication transportationfinance andmedicalinformatics. With their wide-scaleuseacrossthe Internet,
systemsmust meetmore stringentrequirementsand perform more reliably than ever. Although testing provides
valuableassuranceabouthow a systemperforms,it cannotguaranteghata systemwill alwaysadhereto important
behaioral requirementsFSV approachesanbe usedto make suchassuranceget arenot asdifficult to useasmore
traditionaltheorem-prging basedormal verificationtechniques.

MostFSV verificationapproachebasetheir analysison avery precisemodelof the systemandhave thusfocussed
on analyzinghardwareor systemdesignswheretheresultingmodeltendsnot to betoo large. They employ sophisti-
catedoptimizationtechniquedo reducethe model,but eventhenmustoftenrely on usersto helpfind suitablemodel
abstractionso helpkeepperformancdractable.

FLAVERS, on the otherhand,hasbeendesignedo verify softwaresystems.t relieson relatively standarccom-
piler front-endrepresentatiomnd optimizationtechniquego createa control flow graphbasedmodelof the system.
Concurreny is representedisingMIP edgedo represenpotentialinterleared execution,insteadof enumeratingll
possiblesystemstates.This modelbasicallytradesoff compactnestor precision.If subsequerdnalysisdiemonstrates
thatmoreprecisionis requiredto achiese conclusve results the analystdirectsthe systemyia feasibility constraints,
to addmoredetail. Thus,the modelis built up incrementally with somesupportfor the automaticcreationof com-
monly usedtypesof feasibility constraintsOur experimentakesultsindicatethatthis approachs effective at verifying
awide rangeof eventbasedroperties(althoughit is noteffective atdetectingdeadlockwhichrequiresamoreprecise
executionmodel).

TheunderlyingmodelsthatFLAVERS emplgys, anFSA for representingpropertiesandanannotateatontrol flow
graphfor representingystemsarerelatively general. Thus FLAVERS had beenappliedto differentprogramming
languagesindpropertyspecificationanguagesFor example,in additionto our FLAVERS/AdaandFLAVERS/Jaa
prototypespthershave developedsystemdor Jovial andC++.

Our two prototypeshave clearly demonstrategroof of concept.FLAVERS/Adais the more matureof the proto-
typesandhasbeenusedto verify smallto mediumsizedsystemsUnfortunately the costof suchverificationseemgo
be very dependenbn the actualsystemandpropertiesbeingconsideredCCA96]. Systemghathave eventson most
statementandhave agreatdeal ofintertaskcommunicationtendto requireconsiderablymoretime andspacefor
theanalysis.Smallchangesn aprogramor in apropertycanhave alargeimpacton theresourcautilization, however,
makingit impracticalto predictthe costfor a particularanalysis.

Observinghow a technologyhandlessystemshat canbe arbitrarily increasedn sizeis oneindicationof how a
systemwill scale. In this regard, FLAVERS seemgo have agrowth ratethatis usually sub-cubicin the numberof
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tasks.This comparewery favorablywith otherfinite stateverificationapproachethatwe have studied.

Thereare several areasof future researchthatwe intendto explore. We arevery interestedn further developing
the FLAVERS/Jaa prototype.Java providesa numberof interestinglanguageconstructghat needto beinvestigated
further. Althoughwe have developedan approactfor dealingwith the eclecticsetof concurreng constructsn Java
[NAC99a],moreexperimentatiomeedso bedone.

Thereis someinterestingwork on automatingnary of themodelabstractionsisedby FSV technique§CDH™00].
Thesenew abstractionsippearto enableother FSV approacheso be more effective in scalingup to sizesneededn
orderto beeffective in analyzingsoftwaresystemsWe expectto evaluatetheseabstractionso seeif they alsobenefit
thesystemmodelthatFLAVERS uses.

We areinvestigatingwaysin which to malke specifyingpropertieseasier Although we have tried to supportno-
tationsthataremorenaturalfor practitionersto usethanpredicatecalculusor temporallogic [Pnu77,Eme90]based
notationsit is still difficult to capturea propertyspecificatiorprecisely Building uponthework in specificatiorpat-
terns[DAC99], we aretrying to develop naturallanguageemplateghat help analystsunderstandind selectamong
the choicesassociatedvith eachpattern.

Finally, we areexploring compositionabpproacheto theanalysis Althoughour currenttechniquegor optimizing
the TFG have beensurprisinglysuccessfulthey clearlywill notwork for systemsf ary arbitrarysize. It is clearthat
we needto find waysin which subsystemsanbe verified andthe resultsthencombined.
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