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Abstract

Softwaresystemsareincreasingin sizeandcomplexity and,subsequently, arebecomingevermoredifficult to validate.
Finite StateVerification (FSV) hasbeengainingcredibility andattentionasan alternative to testingandto formal
verification approachesbasedon theoremproving. Therehasrecentlybeena greatdeal of excitementabout the
potentialfor FSV approachesto provepropertiesabouthardwaredescriptionsbut, for themostpart,theseapproaches
do not scaleadequatelyto handlethe complexity usually found in software. In this paper, we describean FSV
approachthatcreatesacompactandconservative,but imprecise,modelof thesystembeinganalyzed,andthenassists
the analystin addingadditionaldetailsasguidedby previous analysisresults. This paperdescribesthis approach
andaprototypeimplementation,calledFLAVERS,presentsadetailedexample,andthenprovidessomeexperimental
resultsdemonstratingscalability.

1 Introduction

Softwaresystemsareincreasingin sizeandcomplexity and,subsequently, arebecomingever moredifficult to vali-
date.Testingis themostcommonlyusedtechniquefor validatingsoftware,encompassingsuchdiverseapproachesas
unit testing,integrationtesting,systemtesting,regressiontesting,requirementsbasedtesting,andstresstesting.Al-
thoughall theseactivitiesserve avaluablepurpose,in general,nonecanassurethatasoftwaresystemwill not violate
importantbehavioral properties,suchasrobustnessor safetyrequirements.

Distributed systemsare even more difficult to validate than sequentialsystems,primarily becauseof non-
determinacy. Whenthereis non-determinacy, thesametestcasemayproducedifferentresultsondifferentexecutions.
Thus,testersof distributedsystemscannot besurethata softwaresystemwill continueto producecorrectresultsfor
previously successfultestcases.Moreover, it mayalsobedifficult to reproduceerroneousresultswith testcasesthat
exposedfailuresonpreviousexecutions.

The limitations of testinghave long beenrecognized[Dij]. Formal verification techniques,basedon theorem
proving, wereoriginally proposedto countersomeof theselimitations[Flo67]. Formalverificationtechniquesattempt
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endorsements,eitherexpressedor implied of theDefenseAdvancedResearchProjectsAgency, theAir ForceResearchLaboratory/IFTD,theU.S.
Dept.of Defense,theU. S.Army, theU.S.Government,theNationalScienceFoundation,or of IBM.
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to prove thata softwaresystemis consistentwith a specificationof its intendedfunctionalbehavior. Thebasicidea
is elegant,but demandsa considerableamountof mathematicalsophisticationon the part of the analyst. Although
significantprogresshasbeenmadein providing automatedsupportto assistwith formal verification [ORSSC98,
CW96], it still requiresconsiderableeffort andexpertise. As a result, if used,it is usuallyappliedonly to small,
critical portionsof asystem.

Finite StateVerification (FSV) hasbeengainingcredibility andattentionasan alternative to formal verification
approachesbasedon theoremproving. Like theorem-proving basedapproaches,FSV canbe usedto verify that all
possibleexecutionsof a systemareconsistentwith a behavioral specification.FSV usesa finite modelof thesystem
andthentriesto determinewhetherthatmodelis consistentwith apropertyspecification.If aninconsistency is found,
a counterexample,representinga tracethroughthe model,canbe provided to show how the inconsistency occurs.
Therearea few key differencesbetweenFSV approachesandformal verificationbasedupontheoremproving. One
differenceis thatformalverificationcanreasonaboutsystempropertiesexpressedasfunctions,whereasFSVproperty
specificationsarerestrictedto beingnotationssuchastemporallogic predicatesor finite stateautomata.Consequently
thereareimportantdifferencesbetweenthe reasoningenginesemployedby the two approaches;FSV reasoningen-
ginestypically areguaranteedto terminate,while formal verificationtheoremproversoffer no suchguarantees.In
addition,FSV seemsto requireconsiderablylessmathematicalexpertisefrom theanalyst.

Therehasrecentlybeenagreatdeal ofexcitementaboutthepotentialfor FSVapproachesto provepropertiesabout
hardwaredescriptions.FSV systems,suchasSMV [BCM+92,McM93] andSPIN[Hol97], have beenableto handle
reasonablycomplex descriptionsand find erroneousconditions,therebysaving hardware developersconsiderable
expense.To datetheseapproachesrequirethat thesystemdescriptionberepresentedby a relatively abstractmodel,
which is typically derivedwith somemanualassistance,usuallyafter severalattemptsandwith considerablehuman
ingenuity. Therehave beensomecasestudieswhereanalystshave successfullyrepresentedand verified software
systemsusingtheseapproaches[ABB+96,WVF95] but, for themostpart, theseapproachesdo not scaleadequately
to handlethe complexity that is usuallyfound in softwaresystems.Addressingthis problemis currentlyan areaof
considerableinterestandresearch.

In this paper, we describeour FSV approachfor verifying software systems.This approachis basedon using
efficientdataflow analysistechniquesto determineif all possibleexecutionsof asoftwaresystemadhereto properties
specifiedassequencesof events. A key differencebetweenour approachandotherFSV approachesis thatwe base
our analysesupona systemmodel that is muchsmaller, andseemsto scalemoresuccessfully, thanthe large state
modelsusedby mostotherFSV techniques.For mostFSV techniques,the sizeof the systemmodeltendsto grow
exponentiallywith thesizeof thesystem.For our approachthis doesnot appearto bethecase.This paperdescribes
ourapproachandindicateswhy webelieveit will scalemoresuccessfully. ThepaperdescribesFLAVERS,aprototype
system implementingourapproach.FLAVERS,FLow Analysisfor VERificationof Systems,hasbeen developedfor
applicationto the analysisof systemswritten in Ada or Java. The initial experienceswe have hadwith FLAVERS,
describedin this paper, suggestthat thereareseveral reasonswhy theFLAVERSapproachto FSV is well suitedfor
analyzingsoftware.Specifically:

• Thesystemmodeldoesnot requireanenumerationof theentirestatespaceof thesystem;

• Automatedtoolscanbuild themodel,with little or no interventionfrom ananalyst;

• Themodelis basedon recognizable,user-specifiedeventsin thesourcecode,suchasmethodcalls,andnot on
thevaluesof variables;

• The approachis incremental,startingwith a small, but imprecisemodel that the analystcan incrementally
sharpen,guidedby previousanalysisresults.

Section2 providesa high-level overview of the FLAVERS approach.Section3 carefully describesan example,
first for a single taskandthenfor a mutli-threadedsystem. Section4 presentssomeexperimentalresultsshowing
how FLAVERS scalesto handlelarger systems.Section5 presentsa shortdescriptionof relatedwork. Finally, the
conclusionsummarizesthecontributionsof thisapproachanddiscussesfutureresearchdirections.
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2 FLAVERS Overview

FLAVERSis a staticanalysisapproach.Givensourcecodeandsomebehavioral propertiesof thesystem,FLAVERS
attemptsto verify that all possibleexecutionsof the systemwill satisfy theseproperties. Thus, this verification is
doneindependentlyof any testdata.Testersusuallyhave agoalor requirementin mind whenthey selecta particular
testcase,andmustcontrive to selecttestdatawhoseexecutionwill causea violation of that requirement.Whenno
violation occurs,the testeris still unsurewhetherthesystemwill alwayssatisfytherequirement.With FSV, whena
requirementis verified,thenit is known to bevalid for all possibletestcases.

In this sectionwe describehow FLAVERSexpectspropertiesto berepresented,themodelthatit usesto represent
thesystembeinganalyzed,andthealgorithmthatFLAVERSusesto determinewhetherall systemexecutionsmust
satisfy the property. The next sectionpresentsan examplethat illustratesthe processof usingFLAVERS to verify
propertiesandalsodemonstratesexamplesof theartifactsthatarecreatedin doingso.

2.1 Representing Properties

ThepropertiesthatFLAVERSusesfor verificationmustbedefinedassequencesof events,whereaneventcorresponds
to a recognizableexecutablesyntacticentity in thesystem,suchasa methodcall, a taskinteraction,or anassignment
statement.While thismayappearto beoverly restrictive, in practicetherearemany examplesof importantproperties
that areexpressiblethis way. For example,it appearsthat a Mars landermissionrecentlyfailed in part becausethe
software systemdesignedto assurea soft landing did not deal correctly with sequencesof eventspertainingto a
particularBooleanvariablerepresentingthe resultof a test for a “bump”. The softwaresystemassumedthat when
the landerapproachedthe planet,the “bump” detectionvariablewould be setto false,thenthe landinggearwasto
bedeployed,andthen,whencontactwith the planetwasdetected,the“bump” detectionvariablewould togglefrom
falseto true. Settingthevariableto truewould bethesignalfor thedescentengineto turn off. Whenthesatellitefirst
enteredtheMartianatmosphere,however, thefiring of thelander’sretrorocketscausedsufficientdecelerationto cause
a“bump” to bedetected,andthe“bump” variablewasthensetto true.Thevalue ofthevariablewasnevercheckedor
resetto falseprior to deploymentof thelandinggear, however. Oncethelandinggearwasdeployed,checkingfor the
“bump” variableoccured.As this variablehadpreviously beensetto truebecauseof theretro rocket firing, and had
neverbeenresetto false,theconditionfor shuttingdown thedescentenginewasimmediatelysatisfied,andtheengine
shutdown highabove theMartiansurface,causingthelossof thelander.

Detectinga “bump”, testingthevalue ofthe “bump” variable,deploying the landinggear, andshuttingdown the
enginesareall examplesof eventsthatcanusuallyberecognizedin well-designed,object-orientedcode.In termsof
suchevents,a correcteventsequencemight be: fire retro rockets,resetbumpvariableto false,deploy landinggear,
detectbump,shutdown retrorockets.Thus,it seemspossibleto representthiseventsequenceasapropertyandto use
a finite stateverificationsystemto determineif faulty landingsequencessuchasthis onecould ever occur, thereby
jeopardizingthelandingonMars.

FLAVERSrequiresthata propertyberepresentedasa Finite StateAutomaton(FSA). Formally, anFSA is a five-
tuple,F = (S, δ, s0, A, Σ) whereS is a finite setof states,Σ is a finite alphabet,δ : S × Σ → S is a total transition
function, s0 ∈ S is an uniquestartstate,andA ⊆ S is a setof acceptingstates.In the currentimplementationof
FLAVERS,propertiescanberepresenteddirectlyasFSAsor by usinganextendedregularexpressionnotation,called
QuantifiedRegularExpressions[OO90]. Otherspecificationlanguagescouldbeusedaswell, provided thatexpres-
sionsin theselanguagescanbetranslatedinto FSA representations.FLAVERSis generallyusedin oneof two ways:
to verify thatnoneof thepossibleexecutionsof a systemcouldpossiblysatisfya (presumablyundersirable)property
or to verify that all executionsmustalwaysnecessarilysatisfya (presumablydesirable)property. Specificationof
which modeof useis anintegral partof thepropertyspecification.For simplicity, we assumethatevery propertythat
wedescribein thispaperis anall property.

2.2 Modeling the System

FLAVERSanalysisrequiresthecreationof anabstractgraphmodelof thesystembeinganalyzed.Themodelis avery
generic,language-independentrepresentationthat depictsall the possiblesequencesof occurrenceof the eventsof
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interestfor any executionof thesystem.As partof theFLAVERSprojectwe have developedtoolsthatautomatically
producethis model directly from programswritten in Ada [DC94, DC99] or Java [NAC99a]. We have also used
manualtranslationsto demonstratethe feasibility of building suchmodelsfor a high-level architecturaldescription
language[NACO97]andaprocessdefinitionlanguage[CCO00].

TheFLAVERSsystemgraphmodelscanbedirectly derivedfrom annotatedControl Flow Graph(CFG)represen-
tationsof the system,whereannotationsareplacedon nodesof the CFGsto representthe eventsthat occurduring
executionof thestatementsassociatedwith a node.CFGsareusedwidely in ComputerScience,andthereis a large
body of literatureon how to defineandgeneratethem(e.g., [ASU86], etc.). Thus,herewe assumethat the reader
is familiar with sucha representationandfocusour attentioninsteadon the TraceFlow Graph (TFG), which is the
representationthatFLAVERSusesasthebasisfor its analysis.

A TFG is derivedfrom a collectionof annotatedCFGs.TheTFG is a reducedinlined representationof theCFGs.
In theTFG,all methodinvocationshavebeenreplacedby expansionsof theproceduresthatthey call, andtheresulting
graphis thenreducedby theremoval of all nodesthatneitherbeareventannotationsnor affect controlflow. In cases
wherea CFG nodeis annotatedwith morethanoneevent,we assumethat theseeventsareorderedandreplacethe
nodeby a sequenceof nodes,eachannotatedwith exactly oneevent. Nodesnot otherwiseannotatedareannotated
with aτ event,therebyassuringthateachnodein theTFGis annotatedwith exactlyoneevent.Becauseeventstendto
occurrelatively sparselyin mostsystemsbeinganalyzed,theresultingTFG is usuallyconsiderablysmallerthanthe
original CFG,despitethesizeexpansionfactorinherentin inlining.

NotethataCFGover-approximatesthesetof possibleexecutionsof asystem,in thesensethat,while any execution
of the systemcan be representedby a path in the CFG, thereneverthelessmay be pathsin the CFG that do not
correspondto any actualexecution. Correspondingly, while any sequenceof eventsthat canoccurduring an actual
executionwill be representedby a pathin the TFG, neverthelesssomeevent sequencestraceablealongpathsin the
TFGmaynotcorrespondto executionsthatcouldactuallyoccur. Thus,wesaythattheTFGis anover-approximation,
or conservativerepresentation,of theexecutableeventsequencesof asystem.This is importantbecauseit assuresthat
no pathon which a propertyviolation occurswill beoverlooked.On theotherhand,it doesleave openthepossibility
of “f alsenegatives”,namelyidentificationof propertyviolationsonpathsthatarenotactuallyexecutable.Technology
to addressthisproblemis incorporatedinto FLAVERSandis describedshortly.

Whenthe systemto be analyzedincorporatesthe useof concurrency, intertaskedgesandnodesareaddedto the
TFG to representthis concurrency. To analyzeconcurrentAda programs,for example,FLAVERS introducescom-
municationnodesandtheir correspondingedgesto representthe rendezvousbetweentwo tasks. For all concurrent
languages,FLAVERSmustrepresentthepotentialinterleavingsof eventsthatmayhappenduringtheparallelexecu-
tion of differentthreads.Accuratelydeterminingall interleavings(up to symbolicexecution)is equivalentto creating
a reachabilitygraphthatenumeratesall possiblewaysin which statementsin differentthreadsmayexecuteconcur-
rently. The worst caseboundon the sizeof a system’s reachabilitygraphis an exponentialfunction of the number
of threadsin the system[Tay83]. Becausethis representationis usually too large to be usedin practice,we usea
far smallerrepresentationthat is computationallymoretractable,but is lessprecise,causingit to over-approximate
possibletaskinterleavings. TheFLAVERSTFG incorporatesa May ImmediatelyPrecede(MIP) edgebetweentwo
nodesto representthatexecutionof thenodeat thetail of theedgemayhappenimmediatelybeforetheexecutionof
the nodeat the headof the edge.MIP edgescanbe computedrelatively efficiently [NA98, NAC99a],but, asnoted
above, mayover-approximatetheactualexecutableinterleavings, therebyproviding a conservative representationof
thesequencesof eventsthatcouldoccurduringexecutionof thesystem.

Formally, a TFG is a labeleddirectedgraphG = (N,E, ninitial , nfinal,ΣG, L) whereN is a finite setof nodes,
E ⊆ N × N is a setof directededges,ninitial , nfinal ∈ N areinitial andfinal nodesof theTFG respectively, ΣG is an
alphabetof eventlabelsassociatedwith theTFG,andL : N → ΣG is a functionmappingnodesto their labels.

2.3 Verifying properties

FLAVERS usesan efficient statepropagationalgorithmto determinewhetherall potentialexecutionsof the system
areconsistentwith theproperty. FLAVERSwill eitherreturnconclusive, meaningthepropertybeingcheckedholds
for all possiblepathsthroughtheTFG, or inconclusive, meaningFLAVERSfoundsomepaththroughtheTFG that
causesthepropertyto beviolated.
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As notedabove, the TFG is a conservative representationof the sequencesof eventsin a system. The results
returnedby FLAVERSanalysesareconservativeaswell, meaningFLAVERSwill returnconclusiveresultsonly when
thepropertyholdsfor all TFG paths.FLAVERSreturnsinconclusive resultseitherbecausethereis anexecutionthat
actuallyviolatesthepropertyor becausethepropertyis only violatedonpathsthroughtheTFGthatdonotcorrespond
to actualsystemexecutions. Theseso called infeasiblepathsresult from the imprecisionof the model, and their
effectscanbeeliminatedby introducingfeasibilityconstraints. Likeproperties,feasibility constraintsarerepresented
as FSAs. A constraintFSA, however, is usedto expressa particularsemanticfeatureof the system,and is then
employed to identify TFG pathsthat cannotbe executedbecausethey violate the semanticfeatureembodiedin the
constraintFSA.ConstraintFSAshaveanaddedstate,known astheconstraintviolationstate,v, thatis transitionedto
whenever thesemanticfeaturethey embodyis violated.Thus,for example,aconstraintFSAmaybecreatedandused
to identify pathswhoseexecutionwouldrequirethataparticularvariablehavethevaluetrueandfalsesimultaneously,
or apathrequiringthatthestatementsof a taskbeexecutedin reverseorder.

FLAVERS analystsoften useconstraintFSAs to model the value of programvariablesthat affect the flow of
eventsin the system. Generallythis is a small subsetof the setof all programvariables. The currentFLAVERS
implementationprovidesautomatedsupportfor severaldifferentkindsof constraintFSAs.An analystmight needto
iteratively addconstraintsandobserve theanalysisresultsseveral timesbeforedeterminingwhetheran inconclusive
propertyis truly indicatinga fault in thesystem.Constraintsgive analystsimportantcontrolover theanalysisprocess
by lettinganalystsdeterminewhatpartsof asystemneedto bemodeledmoreprecisely.

2.4 State Propagation Algorithm

FLAVERSusesa fixed-pointalgorithmthatpropagatessetsof tuplesthroughthenodesof theTFG. Eachtuple rep-
resentsa stateof affairs thathasbeenfoundto betruefor at leastonepathleadingto thenodethroughtheTFG.The
stateof affairssummarizedby thetupleis a compositeof thestatethatthepropertyFSA will bein andthestatesthat
all of theconstraintFSAswill bein, whenexecutionof sucha pathreachesthis node[NCO98]. Supposewe wish to
verify a propertyP = (SP , δP , s0

P , AP ,ΣP ) over a TFG G = (N,E, ninitial , nfinal,ΣG, L) usinga setof constraints
C1, . . . , Ck whereCi = (SCi

, δCi
, s0

Ci
, ACi

,ΣCi
, vCi

). Thesetof all tuplesis T = SP ×SC1
×· · ·×SCk

. A tupleis
any t ∈ T . Definetheinitial tupleasthetupleT 0 = (s0

P , s0
C1

, . . . , s0
Ck

). Defineatransitionfunction∆ : T ×N → T
asfollows

∆((sP , sC1
, . . . , sCk

), n) = (s′P , s′C1
, . . . , s′Ck

)

where
s′P = δP (sP , L(n)) and∀1 ≤ i ≤ k : s′Ci

= δCi
(sCi

, L(n))

ThistransitionfunctiontakesatupleandaTFGnodeandproducesanew tupleby determiningtheeffect thattheevent
annotatingthisnodehasoneachFSAin thetuple. In verifying aproperty, weassociateasetof tupleswith eachnode.
The initial nodestartswith T 0 associatedwith it. From here,tuplesarepropagatedforward throughtheTFG using
thetransitionfunction∆ to computethetuplesassociatedwith thenodesof theTFG.To verify aproperty, weneedto
considerevery pathin theTFG,makingstatepropagationa forward-flow, any-pathdataflow problem[MR90].

Statepropagationeventuallyreachesa fixedpoint whereno new tuplescanbeassociatedwith any nodes.At this
point, theresultsof theverificationcanbedetermined.As wearegenerallyconcernedonly with terminatingprogram
executions,only the tupleson nfinal areexamined. The tupleson the final nodeareall of the combinationsof the
statesof the propertyand the statesof the constraintsthat occuron terminatingprogramexecutions. We look for
violating tupleson the final node. A violating tuple is onefor which the propertyautomatonis in a non-accepting
state,representinga propertyviolation, andfor which every constraintFSA is in anacceptingstate,ensuringthatall
feasibility constraintsaresatisfied.More formally, a violating tuple is t = (sP , sC1

, . . . , sCk
) where∀1 ≤ i ≤ k :

sCi
∈ ACi

andsP /∈ AP . If thereareviolating tupleson thefinal node,thenthepropertydoesnotholdandtheresult
is inconclusive. Otherwise,thereareno waysthatthepropertycanbeviolated,sothepropertyholdsandtheresultis
conclusive.

To improve efficiency, whenpropagatingtuples,if a tuple t returnedby ∆ hasany constraintCi in its constraint
violation state,thent neednot bepropagatedforward. Thestatev hasonly self-looptransitions,soany tuple t′ that
reachesthefinal nodeasa resultof repeatedapplicationsof ∆ to t will haveCi in its constraintviolation state.Thus,
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Initially:

Wlist := ninitial

Tuples[n] :=

{

∅ if n 6= ninitial

{T 0} if n = ninitial

Main Loop:

(1) while Wlist 6= ∅ do
(2) n is anoderemovedfrom Wlist
(3) foreachm asuccessorof n do
(4) temp := Tuples[m]

(5) Tuples[m] :=



Tuples[m]
⋃

t∈Tuples[n]

∆(t, m)



 \ TV

(6) if Tuples[m] 6= temp then
(7) insertm into Wlist

endif
done

done

Figure1: Meta-AlgorithmMA

whenwe examinethe tupleson nfinal, we will discardt′ sinceit correspondsto an infeasiblepath. Consequently, a
tuplewith aconstraintin its constraintviolationstateis discardedassoonasit is created,therebyassuringthatproperty
FSA statesresultingfrom constraintviolationsarenot propagatedforward. Let TV bethesetof all suchtupleswith
constraintviolations.

TV = {(sP , sC1
, . . . , sCk

) | ∃1 ≤ i ≤ k : sCi
= vCi

}

Using the formal definitions,we canprovide a statepropagationalgorithmto verify a propertyP over a TFG G
with constraintsC1, . . . , Ck. Meta-AlgorithmMA, shown in Figure1, is thestatepropagationmeta-algorithm.It uses
aworklist Wlist to keeptrackof thenodesto beprocessed.With eachnoden in theTFGit associatesasetof tuples,
heldin Tuples[n]. Theinitial tupleis associatedwith theinitial node,which is placedon theworklist. Thealgorithm
iteratesuntil theworklist is empty. During eachiteration,a noden is removed from theworklist (line 2). For each
successorm of n, first theoriginal setof tuplesonm is saved(line 4), sothealgorithmcantell if new tuplesarelater
addedto m. Thenevery tupleon n is propagatedvia thetransitionfunction∆ to m, removing any tuplesthathave a
constraintin a constraintviolation state (line5)1. Finally, thesetof tuplesonm is comparedto thesavedset(line 6).
If they arenot thesame,thenat leastonetuplewasaddedto m, andm is puton theworklist (line 7). After processing
all successorsof n, control returnsto the outer loop to seeif the worklist is empty(line 1). WhenMA terminates,
Tuples[nfinal], thesetof tuplesassociatedwith thefinal node,is examined.If thereareviolating tuples,theproperty
doesnothold,otherwiseit does.

If a violation is found,FLAVERS cancreatetracesthroughthe modelthat causea violation of the property. To
createsucha counterexampletrace,we needto find a paththroughthe TFG that startsat the initial node,endsat
the final node,and resultsin a propertyviolation. More formally, we want a finite pathn1, n2, . . . , nl, suchthat
n1 = ninitial , nl = nfinal andthereexist tuplest1, t2, . . . , tl suchthatt1 = T 0, tl is a violating tuple,and∀1 < i ≤ l :
ti = ∆(ti−1, ni). A thoroughtreatmentof theproblemof generatingsuchpathscanbefoundin [CCO01].

TheFLAVERSstatepropagationalgorithmhasworst-casecomplexity thatisO
(

N2 · |S|
)

, whereN is thenumber
1Clever bookkeepingcanimprove theefficiency of line 5 of MA. As presented,eachtupleof noden is propagatedto nodem on every loop

iteration.In our implementation,eachnodekeepstrackof whattuplesit haspropagatedto its successorssowhenline 5 is reachedonly new tuples
arepropagated.
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class Fork {
boolean isUp = false;

synchronized void up() {
boolean success = false;
while(! success ) {
if(isUp) {
this.wait();

} else {
isUp = true;
success = true;

}
}

}

synchronized void down() {
isUp = false;
this.notifyAll();

}
}

class Philosopher extends Thread {
Fork left, right;

Philosopher(Fork l, Fork r) {
left = l; right = r;

}

void run() {
while(! done) {
left.up();
right.up();
startEating();
stopEating();
left.down();
right.down();

}
}

}

class Main {
public static void main() {
Fork fork1 = new Fork();
Fork fork2 = new Fork();
Philosopher phil1

= new Philosopher(fork1, fork2);
Philosopher phil2

= new Philosopher(fork1, fork2);
phil1.start();
phil2.start();

}
}

Figure2: Dining PhilosopherExample

of nodesin the TFG, and |S| is the productof the numberof statesin the propertyautomatonand the numberof
statesin eachof the constraintFSAs. Later in this paperwe presentsomepreliminaryresultsthat seemto suggest
that FLAVERS canverify a large classof importantpropertiesusingonly a small setof constraints.Indeed,these
experimentalresultsseemto indicatethatthecostof solvingmostproblemsis low orderpolynomial,oftensub-cubic,
in thesizeof thesystem.Thus,we believe thattheFLAVERSanalysistechnologyhasthepotentialto scaleto handle
real-world sizedsoftwaresystems.

3 Examples

3.1 Example Without Concurrency

We now presentanexamplethatshows how FLAVERScanbeusedto verify propertiesof a softwaresystemandto
identify pathson which thepropertycanbeviolated. Theexamplewe presentis basedupontheDining Philosopher
Problem,which is frequentlycitedin softwareanalysisliterature.TheDining PhilosopherProblemdetailsa scenario
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has none

has f1 has f2

has both

f1Up

f2Up f1Up

f2Up

f1Down

f2Down

f2Down

f1Down

startEating1

Figure3: Propertyhas-two-forks-to-eat

in which an equalnumberof philosophersandforks are interleaved alternatelyarounda circular table. Thuseach
philosopherhasexactlyonefork onthephilosopher’s left and oneonthephilosopher’sright. It is furtherhypothesized
thataphilosophercaneatonly afterhaving pickedupboththefork on theleft andthefork on theright. Thus,clearly,
whenonephilosopheris eating,both thephilosoperto the left andthephilosopherto the right will beunableto eat
until thediningphilosopherfinisheseatingandrelinquishestheforks. Figure2 is aprogramthatmodelsthissituation
for thespecificcaseof two philosophersandtwo forks2. Generalizationto any numberof forks andphilosophersis
straightforward.

Note that theclassPhilosopheris definedto bea threadwhoseexecutionconsistsof executinga sequenceof two
methods(up anddown), on two different instances(referredto asleft andright) of the classFork. Specifically, the
philosopherinvokestheup methodfirst on the left instanceof Fork, thenon theright instanceof Fork. Having done
so,thephilosophercantheneat(representedby thestartEatingstatement).Thephilosopherfinisheseating,andthen
invokesthedown method,first on the left instanceof Fork andthenon theright instanceof Fork. Presumably, after
thefirst two methodinvocations,thephilosopheris ableto eat,andhaving donesotheninvokesthenext two methods,
relinquishingboth forks to enableothersto eat. This sequenceof invocationsis nestedinsidea loop enablingthe
philosopherto attemptto eatagainata futuretime.

TheclassFork implementsthetwomethods,upanddown,whosepurposeis tomaintainthestatusof Fork instances,
asrepresentedby thebooleanvariable,isUp. ThemethodFork.upfirst checksisUp to seeif this instanceof Fork is
alreadyraised. If not, the methodsetsisUp to true. If the instanceof Fork is alreadyraised(isUp is true), thenthe
methodwaitsfor anotificationthattheinstanceof Fork hasbeenputdown, indicatedby theresettingof isUp to false.
Indeed,themethodFork.down consistsof resettingisUp to falseandsendinga notificationthat this hastakenplace
(usingthenotifyAll method).

Finally, notethattheMain classsetstheDining PhilosophersProblemin motionby invoking thestartmethodfirst
onphil1, oneinstanceof classPhilosopher, andthenonphil2, asecondinstanceof Philosopher.

We areinterestedin demonstratingthat this programis indeeda valid modelof thebehaviors thatdefinetheDin-
ing PhilosophersProblem. To do so we needto verify that the programmustalwaysadhereto key characterizing
behavioral properties.Earlierauthorshave tendedto focuson thefactthatcarelessprogramsimulationsof theDining
PhilosophersProblemcaneasilyleadto runtimedeadlocks,andhavedemonstratedtheuseof theiranalyzersin detect-
ing thepossibilityof suchdeadlocks.But clearlyabsenceof deadlockis but oneof many propertiesthatcharacterize
the Dining PhilosophersProblem. We now identify oneof thesepropertiesand,asan example,demonstratehow
FLAVERScanbeusedto verify thatproperty.

We definethe has-two-forks-to-eat propertyto be that a philosopherwill not be able to eatuntil both
adjacentforks have beenacquiredand raisedto the up position. While our cursorydescriptionof our simulation

2In thisexample,bothphilosopherspick upfork1 andthenfork2, meaningonephilosopherpicksuptheleft fork first while theotherphilosopher
picksup theright fork first. This is necessaryto preventdeadlockin thesystem.
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programmaystronglysuggestthatour implementationmustalwayssatisfythisproperty, closerinspectionrevealsthat
thesimulationdependsuponthecorrectuseof someflags,variables,andparameterbindings.Thusa carefulanalysis
is indicated.

The goal of our analysisis to show that for all possibleexecutionsof this program,at the time eachinstanceof
thestartEatingstatementis executed,thecorrespondingPhilosopherclasswill have bothof theinstancesof theFork
classthatwereboundasparametersplacedinto theisUp state.We thusneeda propertyFSA representingthedesired
up/down statusof thetwo forks. To supportthereasoningneededto assurethis,wemodeltheacquisition/raisedstatus
of aphilosopher’s adjacentforks by apropertyFSA shown in Figure33.

Thehas-two-forks-to-eat propertyFSAhasfour states,representingthefour possiblecombinationsof the
statesin which thetwo forks adjacentto thephilosophercanbeatany time. Thesestatesareno forks raised,eitherof
the two forks raised,or bothof the forks raised.Note in addition,that transitionsbetweenthesestatesaredrivenby
theeventsof picking up andputtingdown forks. Thus,specifically, notethat thef1up eventdrivestheFSA from the
hasnonestateto thehasf1 state,from which thesubsequentf2upeventwill drive theFSAto thehasbothstate.Once
in thehasbothstate,subsequenteventsrepresentingtheputtingdown of forks will drive theFSAtowardthehasnone
state.

To relateanexecutionof theprogramto transitionsof theFSAbetweenits variousstates,it is necessaryto annotate
the programby indicating which programstatementsaffect the variouseventsthat drive the FSA. There is some
challengein doingthis becausethevariousprogramstatementsrepresentthespecificfork instancesuponwhich they
operatesymbolically, ratherthanexplicitly. We needto know which specificfork instanceis beingraisedor lowered
by eachof thevariousstatementsin theprogram.Thusit is necessaryto createa representationof theprogramthat
separatelyrepresentsdifferentclassinstances,anddereferencestheusesof all symbolicnamesrelatingto Philosopher
andFork classinstances.Thisenablesusto representexactlywhichmethodsarebeingappliedto whichfork instances
at which locationsin eachinstanceof the Philosopherclass. Thus,during inlining, whenwe replaceeachmethod
invocationwith the text of the methodinvoked, we substitutethe actualargumentfor eachinstanceof eachof the
method’s formal parametersandcreateexplicit referencesto differentinstancesfor all variablesthatarelocal to the
invokedinstance.

Figure4 is an exampleof a control flow graph(CFG) modelafter this inlining processhasbeenapplied. This
particularflowgraphrepresentsthe inlining of the methodinvocationphil1.start()from procedureMain. The ovals
correspondroughly to thestatementsthatareexecutedasa consequenceof this methodcall. Eachoval is annotated
with threelines. Thetop line is a uniquenodeidentifier. Themiddle line denotesthethreadin which theoriginating
invocationis located(in thiscasePhilosopher1,thefirst instanceof classPhilosopher).Thebottomline representsthe
typeof actioneffectedby theexecutionof thestatementrepresentedby this node.Thus,notethatnode3 represents
executionof a while statement.Accordingly notethat therearetwo outedgesfrom this node,representinglooping
andloop termination.Nodes5, 6, and7 representtheexecutionof differentsynchronizationfunctions.They model
progressfrom enteringthe statewherePhilosopher1will wait for fork1, to the statewherePhilosopher1is waiting
for fork1, to thestatewherePhilosopher1is beennotifiedthat fork1 is availableandthewait statecanbeleft. These
nodesarenot particularlyimportantto theanalysiscurrentlybeingdescribed.Their importancewill beaddressedin
thecontext of asubsequentexample.Finally, notethatnode8 representsthe actionof having fork1 raised.

This last node is of particular interest, because it represents the f1Up event that drives the
has-two-forks-to-eat property FSA from one state to another. The other four events used by the
has-two-forks-to-eat propertyFSAtakeplacein statementsrepresentedby node16 (thef2Up event),18 (the
startEating1event),23 (the f1Down event), and28 (the f2Down event). It is particularlynoteworthy that relatively
few nodesin thisCFGcarryannotationsfoundin theFSA.Thus,Figure5 representstheTFGresultingfrom reducing
theCFGin Figure4 to reflectonly eventsusedin thepropertyFSAhas-two-forks-to-eat.

Having specifiedthe propertyFSA has-two-forks-to-eat, anddevelopedthe TFG it is possibleto initi-
ate the verification. An initial expectationmight be that FLAVERS would verify that it is impossibleto reachthe
startEatingstatementwith theFSA in any stateotherthanthedesiredhasbothstate.But instead,FLAVERSreports

3FLAVERSrequiresthatFSAsbetotal,meaningthey have atransitionfrom everystateoneverynodein thealphabet.TheFSAin Figure3 and
theotherFSAswe will show arenot total, to make themmorecompactandeasierto understand.They caneasilybemadetotal, by addinga trap
statethatis non-acceptingandhasall self loop transitionsandby addingtransitionsfrom theexisting statesof theFSAsto this trapstateon events
wheretransitionsdonotalreadyexist.
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Figure6: VariableAutomatafor success1 1

inconclusive results,returningthe path0 → 1 → 18 → 23 → 28 → 30 asa violating path,namelya pathwhose
executionwouldleavetheFSAin astateotherthanhasboth.Lookingbackat theoriginalCFGin Figure4, wecansee
thattheonly wayto getfrom node1 to node18 while avoidingnode8 involvesexiting theloopheadedby statement3
(therepresentationof thestatementwhile(! success11)) withoutsettingsuccess11 to true.Again lookingat theorig-
inal programtext we seethat this cannothappenbecausesuccess11 is alwayssetto falsein a statementrepresented
by node2, andit not resetto true anywhereexceptin a statementrepresentedby node8. But it is easyto seehow
FLAVERSwill not recognizethis,becausetheCFGin Figure4 doesnot representthosespecificprogramdetails.As
notedabove,suchdetailsaresuppressedin theinterestsof reducinggraphsizeandaccordinglysubstantiallyreducing
executiontime. But, asnotedabove, theseefficienciescanleadto lossof analyticaccuracy of just the sort that we
have justobserved.

But, aswasstatedearlier, feasibility constraintsprovide a way to incrementallyimprove accuracy by supporting
theremoval of infeasiblepathsfrom consideration.This is doneby introducingconstraintFSAs,whoseconsideration
increasesgraphsizeandcanincreaseexecutiontime, but alsoincreasesanalyticprecision. In this case,we want to
modelthevalue ofthevariablesuccess11 by theconstraintFSA shown in Figure6.
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Figure7: Addingvariableeventsto CFG

Theeventalphabetof thisautomatonhasfour events,thetwo representingthetwo possibleassignmentsof avalue
(trueor false)to thevariable,success11=t andsuccess11=f, andtwo representingtestsof thevalue ofthevariable
that returnthe two possibledifferentvalues,success11is=t andsuccess11is=f. This automatonhasfour states,one
of themrepresentsthestateof beingcertainthatthevariable’svalueis definitelytrue.Oneof themrepresentsthestate
of beingcertainthat the variable’s valueis definitely false. Oneof themrepresentsthe situationwherethe analysis
cannotbecertainof thevariable’s value. And onerepresentstheconstraintviolation state,which is enteredwhenan
eventsequenceis infeasiblewith respectto this variable. Thus,executionof a statementassigninga literal valueto
thevariabletransitionsthisconstraintautomatonto oneof thetwo stateswherethevariable’svalueis known. But, for
example,whentheconstraintFSA is in thestatetrueandtheeventsuccess11is=f is seen,thenthismeansareference
is beingmadewherethereferencedvalueis assumedto befalse.This inconsistentbehavior is impossiblein any actual
programexecution,and this is representedby the transitionof the constraintautomatonto the constraintviolation
state. As notedabove, whenthe FLAVERS statepropagationalgorithmdeterminesthat a constraintautomatonhas
transitionedintoaviolationstateit usesthisinformationtodeclinetoconsidereventsequencesalongfurtherextensions
of this path. For FLAVERSto usethis approachto sharpentheaccuracy of its analysisof theprogramin Figure2,
it is necessaryto build a TFG containingnodesthatrepresentall statementsat which all eventsin thealphabetof the
constraintFSA depictedin Figure6 occur.

Figure7 shows a fragmentof the CFG from Figure4 and the samefragmentafter it hasbeenaugmentedwith
nodesincludedspecificallyto representstatementsat which eventsfrom this additionalalphabetoccur. Whenthe
property is checked using this constraintFSA and this augmentedTFG, FLAVERS againreturnsan inconclusive
result. As before,this is dueto infeasiblepaths,this time becausethevariablesuccess12 wasnot modeled.Oncea
constraintFSArepresentingthissecondvariablehasbeencreated,andonceaTFGincorporatingtheadditionalevents
in thealphabetof this automatonhasbeencreated,FLAVERScanfinally returna conclusive resultfor theproperty
has-two-forks-to-eat.

It is importantto note that FLAVERS is able to automaticallygeneratesomeconstraintFSAsfor modelingthe
valuesof variablesandsomeaugmentationto the TFGsto includerepresentationsof the eventsin the alphabetsof
suchautomata.Althoughthesemorecomplex andpreciseanalysesmay increasethecostin termsof graphsizeand
executiontime,sometimesthey reducethesearchspacesoasto reducetheoverall analysiscost.
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Figure8: Propertyno-fork-raised-twice

3.2 Example Requiring Analysis of Concurrency

Our first examplepropertycouldbestudiedby analyzingthecodefor only onethread.Therewill besomeproperties
of this sort in a concurrentprogram,but quiteoften it will be thecasethatsomeimportantpropertiescanbestudied
only by takinginto accountthecombinedeffectsof differentthreadsof control.

Asanexamplewenow considerthepropertyno-fork-raised-twice, namelythatnofork couldeverpossibly
beraisedmorethanonce.While wecouldprovethispropertyoverall forksin thesystemsimultaneously, it is sufficient
andeasierto prove this propertyfor anarbitraryfork. Sinceall the forks aretreatedidentically, anargumentcanbe
madethat proving this propertyfor any onefork is sufficient. The FSA for the propertyis shown in Figure8 and
hasbeenmadespecificto fork1. This FSA representsthepropertyby showing that if theevent f1Up occurstwice in
succession,withoutaninterveningf1Down event,thentheautomatonmovesinto anerrorstate.

In thepreviousexamplewethendevelopedaTFGrepresentationof theprogramby inlining theproceduresinvoked
throughmethodsthatmight becapableof causinga violation of theproperty. For this new property, however, sucha
straightforwardapproachwill notwork. Theviolationof interest,raisingafork morethanonce,mightoccurif agiven
fork wereraisedfrom eachof two differentthreadsof control. Thusinlining theinvocationsof fork methodsin only
onethreadof control (aswasdonein thepreviousexample)will not representthe full rangeof behaviors thatmight
potentiallycausetheviolationof theproperty.

Indeed,propertiessuchasthis requiretherepresentationof all possibleinterleavingsof eventstakingplaceon all
threadsthat might executein parallel. We representall possibleinterleavings by constructinga TFG in which all
parallelthreadsandtasksarerepresentedasseparateCFGsthataretheninterconnectedby MIP edges.We illustrate
this by developingtheTFG neededto verify this property. Figure9 shows thestartof this TFG. It hasonesubgraph
for eachthreadthat canexecutein parallel in our program,namelya Main objectthreadand onethreadfor eachof
thetwo philosophers.To getthesesubgraphs,we removednodesfrom theCFGthatdid notcontaineventsrelatedto
thepropertyno-fork-raised-twice or did notaffect theflow of controlover thesenodes.Nodesrepresenting
concurrency control affect the flow of control andarenow of critical importanceas they areusedas the basisfor
determiningthedifferentwaysin which interleavingsof eventsacrossconcurrentthreadscanoccur.

In particular, we usesuchnodesto identify setsof nodesfrom oneCFG that might executein parallelwith sets
of nodesfrom anotherCFG. Thus, for example,note that nodes1 and23 canexecutein parallel,but nodes6 and
28 cannot. Indeed,assumingthat node6 hasexecuted,but that node17 hasnot yet executed,it is necessarythat
theexecutionof node24 will be followedby executingnodes25 and26. Indeedtheexecutionsequence24, 25, 26
mayhappenin parallelwith theexecutionsequencesthatbegin with 6 and endwith 17. Conversely, if statement28
executesbeforestatement6, thenstatementsequence3, 4 will immediatelyfollow 2, andmayhappenin parallelwith
sequencesbeginningwith 28 andendingwith 39. Therearenumerousothersuchpairsof executionsequencesthatmay
happenin parallelamongthesethreethreads.In generalthecomputationof preciselywhichstatementsequencesmay
happenin parallelwith which othersis quite complex. FLAVERS incorporatesan algorithm[NA98, NAC99b] that
computesthesepairsautomaticallybaseduponCFGsannotatedvery muchasshown in Figure9. Oncethesequences
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of statementsthatmayhappenin parallelhave beencomputed,it is ratherstraightforward to addMIP edgesto form
the requiredTFG. Every nodein onestatementsequencemustbe connectedto every nodein every otherstatement
sequencewith which the initial statementsequencecanhappenin parallel4. For all but the most trivial concurrent
programs,the numberof MIP edgescanbe expectedto be very large. As an example,in Figure10 we have used
dashedlinesto show only thesetof MIP edgesthatareincidentwith node47.

Having developedthe graphstructurecontainingall possibleMIP edgesandwith the propertyautomatonrepre-
sentingthepropertyno-fork-raised-twice, it is now possiblefor FLAVERSto determinewhetheragivenfork
canberaisedtwice. Executionof FLAVERSusingthis TFG fails to verify theproperty, andinsteadreturnsa counter
examplepath44 → 45 ⇒ 0 → 1 → 2 → 6 → 2 → 6 ⇒ 47. In this path,nodesconnectedby → representthe
consecutive executionof two statementsthatarein thesamethreadof control. Nodesconnectedby ⇒ representthe
consecutive executionof two statementsthat are in different threadsof control, but which areconnectedby a MIP
edge,indicatingthat this interleaving is possible.Examinationof this counterexamplepathrevealsthat it infeasible
becauseit goesfrom node6 to node2, but thenimmediatelybackto node6 again.This statementsequenceis unex-
ecutablebecause,asnotedin thepreviousexample,thevariablessuccess11 andisUp1areusedto explicitly prevent
thisbehavior. Thus,asin thepreviousexample,weuseavariableautomaton,in thiscaseonethatmodelsthevariable
isUp1,to eliminatepathsthatarerenderedunexecutableby theinfeasibleusageof this variable.

Having incorporatedthisvariableautomatoninto theanalysis,FLAVERSstill returnsaninconclusiveresult,in this
case,producingacounterexamplethatincludesasubpaththatgoesfrom node6, thenodein Philosopher1 with event
f1Up, to a nodein anotherthreadvia a MIP edge,andthenimmediatelybackagain,forcing thepropertyto theerror
state. This counterexamplehighlightsa seriousproblemin the unrestricteduseof MIP edgesin our analyses.The
problemis that an arbitrarypathin a TFG including MIP edgesmay not be executable,just asan arbitrarypathin
a CFG may not beexecutable.For example,after node6 hasexecutedin thePhilosopher1thread,thenext nodein
Philosopher1to executemustbenode2. It is certainlyimpossiblefor node6 to executeagain.Unfortunately, jumping
from node6 to anodein aparallelthreadtakesusto anodethatis connectedbackto node6 by aMIP edge.To suppress
theconsiderationof thesekindsof illegalpathsequences,FLAVERSemploys theuseof yetanothertypeof feasibility
constraint,referredto asa taskautomaton.Thepurposeof a taskautomatonis to assurethatevery pathconsidered
in the analysisthroughthe variousthreads,is a reasonablepathwithin that singlethread. As an example,consider
theTFG fragmentandthecorrespondingtaskautomatonshown in Figure11. Thealphabetof the taskautomatonis
thesetof ID numbersfor thenodesin theTFG. ThetaskautomatonhasonemorestatethantheTFG hasnodesand
ensuresthat thefirst of this task’s nodesthat is visited in any executionsequenceis node1, andthat thenext of this

4Wecandobetterthanthisby usingapartialorderoptimizaion,whichcanreducethenumberof MIP edgesby notingthatcertaininterleavings
areequivalentwith respectto the propertyandconstraints.Thus, it is only necessaryto considerone interleaving from eachequivalenceclass
[NCC99].
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task’snodesin any executionsequencehasto benode2, andsoon. Thetaskautomatonalsoensuresthatnoexecution
sequencewill specifyexecutionof any nodein this threadsubsequentto theexecutionof node6, by incorporatinga
transitionon 6to theonly acceptingstatein theFSA.

Whenwe performthe analysiswith the taskautomatonfor the Philosopher1thread,we get inconclusive results.
ThecounterexampleFLAVERSreturnsis similar to thepreviousone,exceptthetasksarereversed.To correctthis,
we adda taskautomatonfor the threadPhilosopher2.Executingthe analysiswith thesetaskautomatastill yields
inconclusive results,but thecounterexampleclearlyindicatestheneedfor onefinal constraintautomatonto modelthe
synchronizedregionson fork1.

Whenweintroduceafeasibilityconstraintto ensurethelock is respected,(thetemplatefor thisconstraintis shown
in Figure12),FLAVERSreturnsconclusive resultsfor thepropertyno-fork-raised-twice.

Thesetwo propertiesarerepresentative examplesof thesortsof propertiesthatcanandshouldbeverifiedto show
thattheprogramis avalid implementationof theDining Philosophersproblem.Many otherscanreadilybesuggested.
For example,two adjacentphilosopherscannotbothbeeatingat thesametime. Again, this propertycouldbeproved
over all philosophersin the system,but it is easierto make it specificto a pair of philosophers.The FSA for this
propertyis shown in Figure13. It hasthreestatesto keeptrackof who is eatingat any given time. If it is in a state
whereonephilosopheris eatingandanotherphilosopherstartsto eat,thenit is driveninto thepropertyviolationstate.
In orderto prove this propertyconclusively, we needvariableautomatafor isUp2,success12, success22, andtask
automatafor Philosophers1 and2 andamonitorconstraintfor fork2. Thesesix constraintsaresufficient to prove this
propertyfor this systemwith any numberof philosophers.

Note that taskautomataandconcurrency control FSAscanbe easilyautomaticallyderived from the CFG.Right
now, the analystmust indicatewhich of theseconstraintautomatato include when doing a verification problem,
however, weexpectthatheuristicscouldbe developedto make reasonablechoicesautomatically.

Someotherexamplepropertiesare: a fork cannotbeput down unlessit is alreadyup, a fork that is down cannot
beput down, a philosophermustput down bothforks aftercompletingthestartEatingstep.In eachof thesecaseswe
canreadilydefinea propertyautomatonto capturetheproperty, candemonstratea TFG to supportverificationof the
property, andcanspecifyconstraintautomatasufficient to causetheanalysisto producedefinitive results.
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Figure14: Timing for no-fork-raised-twice

4 Some Experimental Results

Our FLAVERS prototypefor analyzingprogramswritten in Ada is considerablymore maturethan the prototype
for Java. Thereforeall the resultspresentedin this sectionare basedon FLAVERS/Ada. The Ada version of
our exampleproblemfor n philosophershas2n tasks,one task for eachphilosopherand onetask for eachfork.
In this sectionwe presentthe timing resultsfor analyzingthe dining philosopherproblemfor the two properties
no-fork-raised-twice andno-eat-at-same-time. We show how FLAVERS performsaswe increase
thenumberof philosophers,andconsequentlythenumberof forks.

To prove thepropertyno-fork-raised-twice conclusively for theAdaversionof theprogramonly required
ataskautomatafor thefork1 task.To provethepropertyno-eat-at-same-time conclusively for theAdaversion
of theprogramrequiredthreeconstraintautomata,onefor philosopher1, onefor philosopher2, and onefor fork 2,
their sharedfork. For boththeseproblems,aswe increasedthenumberof philosophersandforks,we did notneedto
increasethenumberof feasibility constraintsneededto prove this propertyconclusively. We have found that this is
oftenthecase.Oncethenecessaryfeasibilityconstraintsarefoundfor asmallconfigurationof asystem,it is oftenthe
casethatthesystemcanbescaledwithouthaving to addadditionalfeasibility constraints.

To provepropertiesof actualsourcecode,it is necessaryto first uselanguageprocessingtoolsto translatethesource
codeinto annotatedCFGs.For FLAVERS/Adathetranslatoris written in Ada andbuilt on theArcadiainfrastructure
componentsdescribedin [TBC+88]. Tools written in Java arethenusedto translatetheseCFGsinto a TFG andto
constructfinite stateautomatarepresentationsof the propertiesandany feasibility constraints.Onceall of this has
beendone,theFLAVERSstatepropagationalgorithmis usedto verify theproperty. To maximizeexecutionspeed,
thestatepropagationalgorithmis written in C.

Thetime measurementsgivenherearesumsof theuserandsystemtimesasmeasuredby /usr/bin/time ona
SunEnterprise3500with two 366MHz processorsand2 GB of memoryrunningSolaris2.6.While this is amulti-user
system,for all experiments,we hadexclusive accessto themachineto preventvariancein thetimescausedby other
usersonthemachine.TheAdaportionof theFLAVERS/AdatoolswerecompiledusingtheVerdixAdaDevelopment
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Systemversion6.2.3cwith optimizationsdisabled(to avoid known compiler bugs). The Java portion of the tools
wasrun usingtheSunJDK version1.1.8. TheC versionof statepropagationwascompiledwith theFreeSoftware
Foundation’s gccversion2.95.2,using-O2 for optimization.

Thetiming resultsfor thesepropertiesareshown in Figures14and15. Thex-axisshowsthenumberof philosophers
andthe y-axisshows the runningtime in seconds.Eachof thesefigureshasfour lines. Thec total is the total time
for runningstatepropagation.Thejava total includesthis time, plusthetime for runningall of theJava toolsexcept
for theMHP analysis.Themhp total includesthesetimes,plusthetime for runningtheMHP analysis.Theadatotal
includesthesethreetimes,plusthetime for runningtheAda languageprocessingtools,makingthis thetotal time of
theanalysis,from startto finish.

As canbeseenfrom thesetwo figures,statepropagationis surprisinglyefficient. TheAda processingis expensive
andprobablyunnecessarilyso.TheAda front-endis built upona front endthatis now obsolete.A re-implementation
shouldbeexpectedto improve thesespeedsconsiderably. Thetime to computetheMIP edgesis theprimaryexpense.
For Adathisalgorithmhasworst-casecomplexity thatisO

(

S6
)

, whereS is thenumberof statementsin theprogram.
For a problemlike dining philosophers,wherethereis much interactionbetweenthe tasks,we might be seeinga
performancethatis closeto theworst-casebound.It is interestingto notethatthealgorithmfor computingMIP edges
for Javahasworst-casecomplexity thatisO

(

S3
)

, sowewouldexpecttheoverall performanceto besomewhatbetter.
Evenwith thisprototypeversionof thesystem,theoverallperformancewaslessthan50minutesfor 100philosophers
andtheactualstatepropagationtimewaslessthan1 minutefor 100philosophersin theworstcase.

In anattemptto estimatetheactualfunctionaldependencebetweenrunningtime andthenumberof philosophers,
we fit differentpolynomialsto theadatotal linesshown in Figures14 and15. Theresultsof thesefittings areshown
in Table 1. Eachcolumn gives the datafor the best-fit polynomial of the given form. In eachcolumn, r2 is the
percentageof variancein the dataexplainedby the polynomial. The remainingrows give the coeffiecientsof the
best-fitpolynomial.

For eachproblem,themoretermsin thepolynomial,thebetterthefit asmeasuredby r2. This is not unexpected,
becauseeachadditionaltermaddsa degreeof freedomto thefit. In bothcases,a linearpolynomialexplainsthedata
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no-fork-raised-twice
c1x + c0 c2x

2 + c1x + c0 c3x
3 + c2x

2 + c1x + c0

r2 .8778 .9986 0.9998
c0 −333.8924 66.9270 13.4860
c1 24.6496 −9.8018 −1.2734
c2 0.3707 0.1451
c3 0.0015

no-eat-at-same-time
c1x + c0 c2x

2 + c1x + c0 c3x
3 + c2x

2 + c1x + c0

r2 0.8760 0.9987 0.9996
c0 −354.6604 71.7946 21.6711
c1 26.0000 −10.6548 −2.6564
c2 0.3944 0.1828
c3 0.0014

Table1: Polynomialfitting

well, but addingaquadratictermimprovesthefit considerably. Addingacubictermimprovesthefit, but notby much.
As a result,it appearsthatthisdatais bestexplainedby aquadraticpolynomial.

Admittedly, thediningphilosopherprogramis asmallandcontrivedexample.It tendsto havemoretaskinteraction
thanmostconcurrentprograms,so it is not anunreasonableexampleto study. It alsois easyto understandandeasy
to scale.Theprofilesof thetiming diagramsfor thetwo propertiesexaminedhereare,however, representative of the
timing diagramsthat we tendto seewhenthe currentFLAVERS prototypeis appliedto a variety of othersystems.
Although theprototypecouldbe improvedconsiderably, theperformanceindicatesthat theapproachseemsto scale
well.

In [ACD+99], a comparisonwasmadeof several finite stateverification tools on a real softwaresystem,called
Chiron[FMCB93]. In thatstudy, SPIN[Hol97], SMV [McM93], INCA [ABC+91] andFLAVERSwereall appliedto
thesameproblems.Althoughtherewasconsiderablevariationin how thetoolsperformedfrom problemto problem,
thecomputationtimeassociatedwith FLAVERS,with a few exceptions,grew ata lower ratethantheothertools5.

5 Related Work

Flow analysistechniquesfor verification were originally usedto detectpotentialdefinition/referenceanomaliesin
sequentialcode [OF76]. This approachwas later extendedto allow the verification of user-specifiedproperties
[OO90, OO92]. FLAVERS extendedthis work to supportverificationof concurrentsystemsandto supportincre-
mentalimprovementsto themodelof thesystembeinganalyzed[DC94, DC99].

Most otherapproachesto finite stateverificationhave beenbasedon building a reachabilitygraphmodelof the
softwaresystemandthushave aworst-caseboundthat is exponentialin the numberof tasksin the system. SPIN
[Hol97] analyzessystemswritten in Promelaandcreatesahighly optimizedrepresentation.SMV [McM93] andother
modelcheckers(e.g.,[God97]) useabstractions,suchasbinarydecisiondiagrams,andoptimization,suchaspartial
orderreductions,to reducethesizeof thesystemmodel.Theseoptimizationsandabstractionshaveeffectively reduced
themodelsizefor many impressive examples.

INCA [CA95] is a FSV approachthat is not basedon a reachabilitygraphmodel. INCA createsinequalitiesthat
describethe legal flow throughthe systemandmodelsthe complementof the propertyasan inequalityaswell. It
then usesinteger linearprogrammingtechniquesto determineif thereexistsa solutionrepresentingflow throughthe
systemthatis a violation of theproperty. Although,in general,integerlinearprogramminghasanexponentialworst-

5In thisexperiment,FLAVERSoftenhadtheworstperformanceonthesmallersizeproblemsbut it wastheonly FSVsystemthatwasanalyzing
sourcecodeinsteadof amodelof thesourcecode.
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casebound,the inequalitiesgeneratedby INCA areusuallyextremelysimpleso that theperformanceis quitegood.
INCA assumesthat thesystembeinganalyzedusesa synchronousmodelof concurrentexecution;it is currentlynot
clearhow to extendthisapproachto asynchronousexecutionmodels.

FLAVERSusesa graphmodelof thesoftwaresystemthat is considerablylessprecisethanthereachabilitygraph
approachesdescribedabove. Reachabilitygraphmodelstend to enumerateall the statesthat a systemcan be in,
wherea stateindicatestheprogramcounterfor eachtaskandtheparticularvaluesof eachvariable.Theoptimization
techniquesemployed by theseapproachesremove informationwhenever they can,but mostmodelsarestill precise
(andthusconservative) with respectto thepropertythat is beingverified. In contrast,FLAVERSusesa modelthat is
conservative but not precisewith respectto theproperty. If it canbeshown that thepropertyis consistentwith this
model,thenit is indeedvalid. If inconclusiveresultsarereturned,thentheanalystneedsto determineif thesystemhas
afaultor if additionalinformationshouldbeaddedto themodelbeforetheanalysisis rerun.If ananalystendsupfully
modelingall thevariablesin thesystem,thenthe two approachesarebasicallyequivalent. Reachabilityapproaches,
however, createmodelsthatareoftentoo largeto beappliedto softwaresystemsdirectly. FLAVERShasanadvantage
in thatprecisioncanbeaddedincrementally, guidedby previousanalysisresults. In the future,we hopeto improve
andautomatemoreof this guidance.Basedon our scalingexperiments,it appearsthatFLAVERScansupportactual
softwaresystems.

6 Conclusions

Software systemsare an integral partof our basicsocietalinfrastructure,playing a role in vital applicationssuch
as communication,transportation,finance andmedicalinformatics. With their wide-scaleuseacrossthe Internet,
systemsmust meetmore stringentrequirementsand perform more reliably than ever. Although testingprovides
valuableassurancesabouthow a systemperforms,it cannotguaranteethata systemwill alwaysadhereto important
behavioral requirements.FSV approachescanbeusedto makesuchassurances,yetarenotasdifficult to useasmore
traditionaltheorem-proving basedformal verificationtechniques.

MostFSVverificationapproachesbasetheiranalysisonaveryprecisemodelof thesystemandhavethusfocussed
on analyzinghardwareor systemdesigns,wheretheresultingmodeltendsnot to betoo large. They employ sophisti-
catedoptimizationtechniquesto reducethemodel,but eventhenmustoftenrely on usersto helpfind suitablemodel
abstractionsto helpkeepperformancetractable.

FLAVERS,on theotherhand,hasbeendesignedto verify softwaresystems.It relieson relatively standardcom-
piler front-endrepresentationandoptimizationtechniquesto createa control flow graphbasedmodelof thesystem.
Concurrency is representedusingMIP edgesto representpotentialinterleavedexecution,insteadof enumeratingall
possiblesystemstates.Thismodelbasicallytradesoff compactnessfor precision.If subsequentanalysisdemonstrates
thatmoreprecisionis requiredto achieve conclusive results,theanalystdirectsthesystem,via feasibility constraints,
to addmoredetail. Thus,themodelis built up incrementally, with somesupportfor theautomaticcreationof com-
monlyusedtypesof feasibilityconstraints.Ourexperimentalresultsindicatethatthisapproachis effectiveatverifying
awiderangeof eventbasedproperties,(althoughit is noteffectiveatdetectingdeadlock,whichrequiresamoreprecise
executionmodel).

TheunderlyingmodelsthatFLAVERSemploys,anFSA for representingpropertiesandanannotatedcontrolflow
graphfor representingsystems,arerelatively general.ThusFLAVERS hadbeenappliedto differentprogramming
languagesandpropertyspecificationlanguages.For example,in additionto our FLAVERS/AdaandFLAVERS/Java
prototypes,othershavedevelopedsystemsfor Jovial andC++.

Our two prototypeshave clearlydemonstratedproof of concept.FLAVERS/Adais themorematureof theproto-
typesandhasbeenusedto verify smallto mediumsizedsystems.Unfortunately, thecostof suchverificationseemsto
bevery dependenton theactualsystemandpropertiesbeingconsidered[CCA96]. Systemsthathave eventson most
statementsandhave agreatdeal ofinter-taskcommunication,tendto requireconsiderablymoretime andspacefor
theanalysis.Smallchangesin aprogramor in apropertycanhave alargeimpacton theresourceutilization,however,
makingit impracticalto predictthecostfor aparticularanalysis.

Observinghow a technologyhandlessystemsthat canbe arbitrarily increasedin sizeis oneindicationof how a
systemwill scale. In this regard,FLAVERSseemsto have agrowth ratethat is usuallysub-cubicin the numberof
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tasks.Thiscomparesvery favorablywith otherfinite stateverificationapproachesthatwehavestudied.
Thereareseveral areasof future researchthatwe intendto explore. We arevery interestedin further developing

theFLAVERS/Java prototype.Java providesa numberof interestinglanguageconstructsthatneedto beinvestigated
further. Althoughwe have developedanapproachfor dealingwith theeclecticsetof concurrency constructsin Java
[NAC99a],moreexperimentationneedsto bedone.

Thereis someinterestingwork onautomatingmany of themodelabstractionsusedby FSVtechniques[CDH+00].
Thesenew abstractionsappearto enableotherFSV approachesto bemoreeffective in scalingup to sizesneededin
orderto beeffective in analyzingsoftwaresystems.We expectto evaluatetheseabstractionsto seeif they alsobenefit
thesystemmodelthatFLAVERSuses.

We areinvestigatingwaysin which to make specifyingpropertieseasier. Although we have tried to supportno-
tationsthataremorenaturalfor practitionersto usethanpredicatecalculusor temporallogic [Pnu77,Eme90]based
notations,it is still difficult to capturea propertyspecificationprecisely. Building uponthework in specificationpat-
terns[DAC99], we aretrying to developnaturallanguagetemplatesthathelpanalystsunderstandandselectamong
thechoicesassociatedwith eachpattern.

Finally, weareexploringcompositionalapproachesto theanalysis.Althoughourcurrenttechniquesfor optimizing
theTFG have beensurprisinglysuccessful,they clearlywill not work for systemsof any arbitrarysize.It is clearthat
weneedto find waysin whichsubsystemscanbeverifiedandtheresultsthencombined.
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