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I ndicator s of enter prise economic security management effectiveness
V.F. Stolbov, G. M. Shapoval, Kharkiv National University of Municipal Economy

Enterprise security in its broadest sense comp@adlesrganizational actions
required to ensure freedom from danger and risk @medautions taken to guard
against crime, attack, sabotage, espionage, adsjderd failures. To ensure effective
functioning of enterprise the system of its ecoromecurity should be well
organized and managed.

Security management issues are researched by Wkraiand foreign
economists, such as: M. I. Zubok, O. A. Kyrychen¥o,l. Yarochkin and others,
who treat the necessity and main approaches topeise economic security system
organization and management. Nevertheless, focusually on enterprise security
system organization, and indicators of its effemiess are not covered.

All functions and business unit leaders within dgnganization understand how
security serves as a business enabler. They uaddrgihat their performance with
respect to security is measured as part of thearadtvperformance. The basis of
enterprise security system organization shoulchbddllowing:

» Security must be integrated into enterprise flomst and processes. These
include risk management, human resources (hiringgj, audit, disaster recovery,
business continuity, asset management, changeotoaitd IT operations. Security
should be considered as part of new project imtatand ongoing project
management and during all phases of any systenieageuent life cycle.

 While the security function has a close workinglationship and
interdependency with IT, security should not bewad solely as an IT responsibility.

 All personnel who have access to enterprise m&svmust understand their
individual responsibilities for protecting and peesng the organization’s security
condition.

The following rules of enterprise security systentgamization and
management can be used as indicators to asseffedsveness:

» Security is addressed and enacted at an enefprsl. Leaders understand
their accountability and responsibility with respéz security for an enterprise, for
their stakeholders, and for the communities theyese

e Security iIs an expected topic of discussion amdagision makers when
business issues arise and is given the same |éuaspect as other fundamental
drivers and influencing elements of the business.

» With respect to oversight, planning, and perfarogg security is treated in
the same fashion as any other business requirei®@eaitrity is considered a cost of
doing business, not a discretionary or negotiabiggbt-line item that needs to be
regularly defended.

» Security appears regularly as a topic on exeeutianagement and boards of
directors’ meeting agendas, both separately and afects and relates to other
topics.
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 Security is addressed during normal strategicapetational planning cycles.
Security has achievable, measurable objectives dimattly align with enterprise
objectives.

« Communication, discussion, and debate on sectoftics are encouraged.
Such exchanges are conducted in visible, opencipative forums, both formal and
informal, as appropriate.

» Security leaders are well respected in the enssrgulture, are perceived as
valued contributors whose opinions and expertigesaught, navigate freely across
the organization, regularly collaborate with peargl have a seat at the table for
major business initiatives.

When security system of any enterprise is organiaedording to above
mentioned rules, it will have a positive econonfie& on enterprise activity.



