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ABSTRACT

DESIGN AND IMPLEMENTATION OF RESOURCE ALLOCATION AL-
GORITHMS IN WIRELESS NETWORKS

by STRATOS KERANIDIS

DOCTOR OF PHILOSOPHY IN ELECTRICAL & COMPUTER ENGINEERING

UNIVERSITY OF THESSALY, GREECE

PROF. LEANDROS TASSIULAS CHAIRPERSON

Efficient management of available resources in wireless networks is directly related
with the optimisation of network performance and as a result is actively investigated
by the research community in the field of wireless networks. In this thesis, we study
resource allocation algorithms in wireless networks, considering the resources of net-
work users, the utilised spectrum and the amount of energy that is being consumed
in different phase of network operation. The common research approach that has been
followed across all the development phases of our work, is based on the design and
implementation of the proposed algorithms in real wireless devices , in order to as-
sess performance under realistic environments and provide for direct comparison with

existing standards.

We start by studying user association algorithms, which assign at assigning network
terminals to the available access points and more specifically focused on wireless net-
works that are compatible with the IEEE 802.11 protocol, commonly known as Wi-Fi.
The existing protocol defines a rather simple association policy, based on which each
terminal is associated with the access point from which it has received the strongest
signal during the scanning process. This rather simplistic association policy has been
shown in the literature that is not able to result in assignments that maximize through-
put performance, as it does not take into account factors that affect the performance of
802.11 compatible networks. We briefly mention the contention between neighboring
nodes for use of the wireless medium, the number of already already associated with
each access point terminals along with the network load they result in, and the interfer-
ence that is generated by transmissions taking place in other networks. Our work has
resulted in the design of a novel distributed algorithm that jointly considers the above

factors and leads to assignments that maximize the throughput of each individual ter-
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minal. Comparative study between the implemented mechanism and the 802.11 based
approach, in realistic experiments and under varying network load has shown signifi-
cant throughput improvement (65 %). We also observed the distribution of throughput
between terminals to be almost equal contrary to the performance of 802.11, which

benefits only a subset of terminals that are located close to under-loaded access points.

As a next step, we extended the proposed mechanism by taking into account not
only the individual user performance, but the overall network throughput as well. In
order to evaluate the performance of the proposed algorithms, we conducted several
sets of experiments and experimentally validated the superiority of the proposed al-
gorithms contrary to the 802.11 based approach. Finally, we studied user association
mechanisms the consider performance under combined topologies, consisting of both
wireless and wired parts. Study of implemented algorithms was conducted in com-
bined wired and wireless network infrastructure and showed the benefits that can be
offered by association mechanisms that take into account metrics able to characterize

end user performance in combined topologies .

In the context of assigning the spectrum of operation in wireless networks, we stud-
ied mechanisms that select the operational frequency in order to avoid congested bands
and bands that experience strong levels of interference from neighboring transmitters.
According to the current standard, configuration of operational frequency is executed at
the access points by selecting the frequency that provides the minimum received power
from neighboring networks. Existing commercial implementations that are based on
the standard policy statically configure the frequency of operation, once during the
device startup and come in contrast with the dynamic nature of the wireless medium.
Aiming at improving the overall throughput of wireless networks, we proposed a novel
mechanism that considers measurements collected at the acceess point along with mea-
surements that have been gathered by adjacent stations. The proposed approach avoids
frequency configurations that benefit only the local environment of the Base Station, as
the operating frequency is selected based on combination of measurements that have
been collected by all network nodes. An important advantage of the proposed scheme
is also the ability of classifying the levels of network traffic in real time, thus resulting in
efficient avoidance of congested frequencies. Moreover, since the proposed mechanism
is applied dynamically, any changes in the wireless environment are immediately iden-
tified and consequently result in reconfiguration of the operating frequency. Having im-
plemented the proposed mechanism in real wireless devices, we conducted extensive
realistic experiments that proved the superiority of the proposed scheme compared to

the standard policy, in terms of overall network throughput.
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Next, we proceeded by extensively studying the influence of interference effects on
the throughput of wireless networks and by designing mechanisms able to detect each
type of interference. We also studied the influence of interference phenomena in the re-
peatability of wireless experiments. Based on the obtained results, we developed mecha-
nisms able to characterize the stability of experimental conditions and consequently the
validity of experimental results. The ultimate goal of these activities has been the devel-
opment of the AGILE spectrum adaptation system that is able to adapt to the prevailing
conditions under varying types of interference, in uncoordinated 802.11 WLANSs. The
key novelty of our approach is that identification of under-utilised spectrum fragments
was able to take advantage of hardware inherent in the PHY-layer of standard OFDM re-
ceiver circuits. AGILE satisfied all the design requirements that uncoordinated network
deployments specify - distributed operation, interoperability with existing standards,
simple implementation and minimal protocol overhead. Through the implementation
of our approach on commercial 802.11n chipsets and its detailed experimental evalu-
ation, we showcased its feasibility and moreover quantified the obtained throughput
performance and energy efficiency benefits. To the best of our knowledge, AGILE sys-
tem was the first to enable dynamic spectrum adaptation in uncoordinated WLAN

deployments and provide for direct implementation on off-the-self equipment.

The next part of our work is related with the energy efficient operation of wireless
communication networks, which may result in significant waste of energy, both due to
the rapid increase in carried data traffic as well as due to their inefficient in terms of
energy mode of operation. Researchers working on designing energy efficient protocols
are traditionally based on the use of models to estimate the amount of consumed energy.
However, due to the proved inability of models to evaluate the energy consumption of
complex networks, the development of research tools able to monitor the consumption
of wireless devices accurately and in real time becomes a necessity. Having extensively
studied the related literature, we identified a large gap in the available experimental
infrastructure that can support the research community. Towards filling the identified
gap, we developed a prototype electronic device, of particularly low cost, which enables
detailed analysis of the energy consumed by distributed wireless devices in real time.
As our next step, we integrated the initial version of the developed device into an op-
erational framework ready to be incorporated into networking testbeds. The upgraded
version of the device has been used towards evaluating the consumption of wireless
communication networks under realistic scenarios and quantified the impact of exoge-
nous factors ( eg. interference, contention for channel use) on energy consumption, thus
experimentally validating the inability of applying models in complex topologies. The
developed platform has also been used to compare the energy efficiency of the 802.11

protocol with the upgraded version of 8o2.11n, which study showed that the latest
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protocol version is able to offer reduction of consumption per unit of transmitted infor-
mation (bit), in the order of 75 % . The detailed findings of the above study provided

guidelines for the design of energy efficient wireless protocols.
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TitAo¢ AtSakTopiknc AlaTpiBng:
Ixedlaopog kat YAomoinon AAyopifpwv avd@eong tépwv o€ acvppata Siktva

Kepavidng Evotpdtiog

MepiAnym ASakTopknc AwatpLBng:

H amodotikn Siaxeiplon twv Slabeéoiuwyv mopwv o aocVpUATA SIKTUX ETIKOVWVLOV
elval dpeoa ouvdedepévn pe tnv BeATiotomolnam ™G amdS001MG TOUG KL WG ATIOTEAEG A
éxel kataotel éva Paocikd medlo €peuvag 0TOV TOUEA TWV ACUPUATWY ETIKOVWVLWOV.
Ty mapoVoa Sibaktopikn Slatpifn £xouvv pedetnOel aiydpilbpol avaBeong moOpwv o€
acVpUaTa SIKTUN ETKOLVWVLOY, OTIOU WG TTOPOUS £XOVUE BEWPNGEL TOVG XPT)OTEG TOU
eKAoTOTE SIKTVOU, TO PACUA EKTIOUTING TOU, AAAX KOl TNV EVEPYELX IOV KATAVAAWDVETAL
oe Sla@popeg @aoelg TG Asttoupyiag Tou. H kowr epeuvnTiky] TPocEyylom Tov
akoAovbnOnke oe OAeg TG @doelg €§EAENG TG SovAelds pag, €xel Paciotel oto
oxeblaopd kat Tnv vAoToinon TWV TPOTEWOUEVWY aAYOpiOUWwY O TPAYUATIKES
AoUPUATEG CUOKEVEG, UE OKOTIO TNV EKTIUNOT AmdS001MG 08 TIPAYUATIKA TEPIBEAAoVTa
KL 0€ CUYKPLON UE T LoYVOVTA TTPWTOKOAAX AelTovpyiag.

Apxlka peAetoape aAyopiBpovg avabeons TEPUATIKWV-XPNOTWV 0TOUG Slabéaiuoug
YtaBpovg Baong kat eotidcape oe acvppata Siktua cuppatd pe To TpwtokoAAo IEEE
802.11, to kowws yvwotd ws Wi-Fi. ZOppwva pe 1o woxvov TMPwTOKOAAO, KAOE
TEPUATIKO TPETEL MPWTA Vo ouvdebel oe évav Ztabud Bdaong, mpotov va apyicel n
puetddoon Sedopévwv mpog GAAoug kopBoug tou Siktvou. To mpotumo IEEE 802.11
kaBopilel pia MOAV AMAOIKY TOALTIKY] OUGYETIONG TEPUATIKWVY o€ LTabuovs Bdong,
eTAEYOVTAG TIPOG oUVEEDT TO oTABUO amd Tov oTolo €xel An@Oel To WyLVpdTEPO oMU
Kata tn Stadikaocia capwong mpog avakdAvr twv Stabéouwy emdoywyv cUvdeong. H
QTAOTKI QCUTT) TIOALTLKI] CUOYXETIONG £xel amodelyOel otn oxeTikn BAoypagia, TTwg Sev
umopel va odnynoel oe avabBéoelg Tov peyloTomolovy TNV pubpoanodoon (throughput),
KaBws dev Aapufdvel vT OYLV TTapdyovteg Tov emnpedlouy v amodoon twv 802.11
oupuBatwy SIKTUWV. ZUVOTTIKA OVA@EPOUUE TOV QVIAYWVICHO TPOG XPNON TOU
aocUpUATOV HECOU METAED Yeltovikwv kKopBwv, to mANBog N6 ovuvdedepévwv
TEPUATIKWY GTOV EKAGTOTE ZTaBud Baong koL Tov @OpTO TOL €l6GYOLV, QAAA Kol TNV
mapeuBoAn mou Snuovpyeitat amd petadooels dAAwv SiKTOwv. Amotédeocpa g
SovAelag pag vmnpée 0 oxedlaouds evog TPWTAOTUTIOV KATAVEUUEVOU aAyopiBuov, o
oTtolog mapatnpel cuvdvacueva T eEEALEN TWV TAPATIAVW TTAPAYOVTWY Kal 0dnYel o€
avaBEoels Tov PEYLOTOTOLOUVY TN PUOBUOATIOS00T TOU EKAGTOTE TEPUATIKOV. ZUYKPLTIKY)
HEAETN TNG AMOS00MG TOU VAOTIOUEVOU UNYAVIOUOD OE OXECT WE TNV TOALTIKN TIOU
e@appdlel to 802.11, o peaAloTIKG TEpApATa VIO PeETABaAAOpUEVO SIKTLUAKO (POPTO,
£8e1te onpavtiky Bedtiwon (katd 65%) g pvBuoanddoong. Emiong mapatnproape
TWG 1 KAtavoun Tng pudpoamodoons Hetadl TwV TEPUATIKWY TOU SikTUOU LT PEE
oxebov lom, oe avtibeon pe v amodoon tou 802.11, to omoio euvvoel pdévo To
UTlooUVOAO TeEPUATIKWY Ta omola Pplokovtat kovtd oe Ztabpovg Bdong mou
AVTIUETWTIILOVY YaunAd @OPTO KIvomng.

ZTN OUVEXELX ETTEKTEIVAUE TOV TIPOTELVOUEVO ATIO EUAG UNXAVIOUO, WOTE va Aapuavel vt
oPv Tou OxL puovo TNV amod0oon TOU E€KACTOTE TEPUATIKOU, GAAX KOl TN OUVOALKY)
puBuoamodoon 0AOGKANPOU TOU SIKTUOU. ZEIPEG TEPAUATWY EKTEAECTNKAV Yl TNV
OUYKPLTIKN afloAdynorn Tng amodoons Twv U0 TPOTEWOUEVWY oAyoplBpwv vTo
S1aOPETIKEG TOTIOAOYIEG KL gevapla Kal €8el&av TNV VTIEPOYXT] TOUG OE GXEOT UE TOV
mpoTewdpevo amdé to 802.11 pnyaviopo. Térog, aoxoAnOnkape pHe TN UEAETN
UNXOAVIOU®V CUCYETIONG TEPUATIKWV Ue ZTaBpols Baong, ot omoiot egetdlovv TNV
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amdé8oon cLVSLVACUEVWY TOTIOAOYLWV TOU KTOTEAOVVTHL OO aoUpUATH, OAA& Kol
eVoUpUATH TUNHATO. MEAETN TwV VAOTIOMUEVWY aAyopiBpwy SiednxBel cuvdvaopéva oe
EVOUPUATEG KOl ACUPUATEG TIEPAUATIKEG LTTOSOUEG (testbeds) kat £6e€e Ta 0@EAN TTOU
UTTOPOUV VA TIPOCPEPOVV AAYOPLONOL CUCKETIONG TEPUATIKWY o€ ETtaBuovg Baong, ot
otoiot AauBdavouvv vt OGPV PETPLKEG TOL YapaKTNPilouv TNV amdboor TOU TEALKOU
XPNOTI, OTWG AUTH SLALOPPWVETAL OE CUVOVACHEVESG TOTIOAOYIE.

Yta mAalow ™G HEAETNG avdBeonG @ACHATOG EKTOUTMNG o€ aoVpupata Siktua,
aoXoANONKANE PE UNYXAVIOUOVG ETIAOYNG BEATLOTNG GUXVOTNTAS AElToupYiag, oL omolol
OTOXEVOUV OTNV ATMO@UYN CUUQPOPTUEVWY CUXVOTNTWV, GAAA KOL GUXVOTHTWV TIOU
AVTIUETWTII(OVVY LoXupd emiTteda TTaPeUPOATIG ATIO YELTOVIKOUG PETASOTEG. ZUUOWVA UE
TO LoyVoV MPpwTOKoAA0 802.11, 1 emA0YT] GUXVOTNTAG AELTOVPYIAG ATTO@AGI{ETAL TOTIKA
0TOV EKAoTOTE ZTABUO Bdong, emAéyovTag T cuxvOTNTA TTOU TIPOCPEPEL TA EAGXLOTA
emimeda oxvog ANYNG amd yelrtovikd Siktua. YTAPYXOUOGEG EUTOPLKEG VAOTIOW|OELS
€@apuolovy TNV TOALTIK Tou KaBopilel To MPOTUTO Kol EMAEYOUV OTATIKA TM|
ouxvomta Aesttovpyiag, pila @opd katd TV €vapén Aettoupylag Tng GULGKELTG,
gpxopevol og avtibeon pe tn Suvaplkny @VOT TOV ACVPUATOU PECOU. ZTOXEVOVTAG 0T
BeAtiwon TG cuvoAkng pvBuoamddoong Twv aoLVPUATWY SIKTOWY, TIpoTEivaue évav
TPWTOTUTIO UNXAVIOUO, 0 0TIo{0G ouvduaGlel petproets mov éAafe o Ztabudg Baong pe
HETPNOELS TOU AN@ONnoav amd yeitovikovg otadbuols. Kabw¢ mAgov 11 cuyxvotnTa
Aettoupylag gxel emAgyel cuvduaopeva amd 6A0UG TOUG KOUPBOUG TOU EKAGTOTE SIKTVOV,
ATIOPEVYOVTAL ETIIAOYEG TTIOU EUVOOUV ATIOKAELOTIKA TO TOTILKO TtEPLBGAAOV Tou ZTabuov
Bdomng. INUavTikd TAEOVEKTNUA TOU TIPOTELWVOUEVOU OXNUATOG OMOTEAEl emiong m
SuUVATOTNTA XAPAKTNPLOUOU TWV EMMESWV SIKTUAKNG KIVONG 08 TTPAyUATIKO Xpdvo, 1)
ool 06NYyel OTNV ATMOTEAEGUATIKY] ATO@UYT] CUU@OPNUEVWYV OUXVOTNTwV. ETiong
KAOWG 0 TPOTEWVOUEVOG UNYAVIOUAG e@ApUOleETAl SUVAULKA, TUXOV pHeTafoAéG oTo
acVpuato mepLBAArov evtomilovtal GUECH, PE GUVETELA TNV AQUECT HETABOAN TNG
ouxvomntag Aettovpyiog. 'Exovtag UVAOTIOW|GEL TwV TPOTEWVOUEVO UNYXAVIOUO OE
TIPAYUATIKEG ACUPUATEG CUOKEVEG, SLEEyAYAUE EKTEVT] PEAALOTIKA TIEPAUATA, TO OTIOLQ
£6elav TNV UTEPOYN TOU TPOTEWOUEVOU OXNUATOG OE OXEON HE TOV LoYUOVTA
unxaviopud, 66ov a@opd TV emITELELUN PLOUATTOS00T TOU GUVOALKOU SIKTVUOU.

Eméuevo Brjpa ota mAalowx TG HEAETNG HOG, UTMMPEE 1) EKTEVNG UEAETN TNG ETLPPONG
@awopévwy TapeRfoAns otn pubuoanddoon aoUPHATWV SIKTOWVY, KABWG KoL o
oxeblaouds UNYaVIoRWY  aviyvevong Touv ekdoToTe TUTOU TmapeuPoAns. Emiong
HEAETNONKE 1 ETILPPOT] EALVOUEVWV TIAPEUBOANG OTNV EMAVOAEWYTLOTNTA TIOU ELPaVIlEL
N eKTéAEon aoUpuaTwY TEpaudtwy. Me Bdon ta amoteAdéouata Tov mpoékuyav
AVATITUEAUE UNXOVICUOUG TIOU  TAPEXOUV TN SUVATOTNTA XAPAKTINPLOHOU TNG
oTABEPOTNTAG TWV TEPAUATIKWY GUVONKWOV KAl KATA GUVETIELX TNG EYKLUPOTNTAG TWV
TEPAUATIKOV OTMOTEAECUATWV. ATIOTEPOG OTOXOG TWV TAPATAV®W OPACTNPLOTHTWY
vmpée N avamntuén tov cvotfipatog AGILE mou umopel va mpooapudlel Suvaplkd to
QACUX EKTIOUTINIG OE OXEON WE TIS LOXYVOULOES oOuVONkeG TaPeUPOANG, o€ un
Saxeplopeva 802.11 acvppata Siktva. H xdpla kawvotopia tng TPooéyylong Hag,
£YKELTAL OTO UNYOVIOUO avAYV®OPLOTG UTTO-KATNAEUEVWY TUNUATWY TOU QAGUATOS, O
oTto{og xpnopomolel TANpo@opia MoV TPOKVUTITEL ATtd KATAANA0 KUKAWUA ToU PUGIKOU
emimedo ovpBatikwv OFDM ovokevwv. To ovotnua AGILE kavomolel 0Aeg TIg
OoXESLNOTIKEG  ATALTNOEL TOU €l0Gyouv Ta pun  Slaxelplopeva  Siktua, OTwg
KATAVEUNUEVT] AErToupYia, SLOAELTOUPYIKOTNTA HE TA LOXVOVTA TPWTOKOAAM, OTIAY|
vAoToinomn kal EAdXLoTo POPTO TPWTOKOAAOU. MEGw TNG LVAOTIOMONG TNG TIPOGEYYLONG
nag oe eumopikés 802.11n KAPTEG Kol TNG AEMTOUEPOVUS TEPAUATIKNG aElOAGYNONG,
TAPOVCLACHUE TNV  EQPLKTOTNTA TNG TPOCEYYLONG HAG, EVW  emmpocHeTa
TOGOTIKOTIOOAUE TA 0@EAN pOupoamdSoong Kal evepyelakng amdSoon g Tov elval o€
0éomn va mpoo@épel. Me Bdom TN yvwon HOG Yl OXETIKEG SOUAELEG TOU XWPOU,
ava@épovpe MwG to cVotnua AGILE vumpée To TPWTO TOU KATEOTIOE LKAV TN
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Suvaputkn mpocappoyn @acuatos oe un Staxewplopeva 802.11 acVpuata Siktva Kol
TNV VAOTIOMON TNG O€ EUTIOPLIKEG CUOKEVEG.

Emouevo topéa evaoy0Anong Hag, AmoTEAECE 1) LEAETT) TNG EVEPYELXKN G ATIOSOTIKOTNTAG
AOUPUATWV SIKTUWV ETKOWVWVLI®V, Ta oTtola Adyw ¢ paydaiag avinong g kivnong
Sedopévv TOU HETAPEPOLY, OAAQ KOL TOU EVEPYELNKA M) OKTMOSOTIKOU TPOTIOU
Aettoupylag Toug, 061NYoUV oTNV KATAVAAWON TEPACTIWV TOCOTHTWV EVEPYELNG. XLTA
TAalol oYXESLOUOU EVEPYELAKA ATOSOTIKWV TIPWTOKOAAWY, Ol EPEVVITEG TOU XWPOU,
mapadoolakd otnpifovral otn Xpnon HOVTEAWV eKTIUNONG TNG KATAVOALOKOUEVNG
evepyelag. Kabwes ouwe n oxetikn BipAoypapia €xel amodeifel mwg 11 xp1on LOVTEAWY
elval akatdAANAn ywx T HEAETN KATavaAwong ovvletwv Siktiwv, kabiotatoal
avaykalo 1 xpnon EPEVVNTIK®OV gPYAAElwV TOU pPmopoUV va TapakoAovBolv Tnv
KATAVAAWOT AOVPUATWY CUOKEVWY HE akpifela kal o TPAyHaTiKd xpovo. Metd amo
eKTEVY] pEAETN NG OXETWKNG PLBAloypapiag, evtoTmicape £va UEYAAO KEVO OTIS
Sla0£o1eg TEPAPATIKEG VTTOSOUEG TTOV UTIOPOVV VA VTIOGTNPIEOVV TOUG EPEVVIITEG TOU
XWPov. IToxevovtag oTn Onuovpyia KATGAANAwv vToSouwv, avamtiiaue pla
TPWTOTUTIN NAEKTPOVIKY Sldtaln, Waitepa yaunAol KOOGTOUG, 1 OTOlX TAPEXEL TN
SuvaToOTNTU AETTTOUEPOVG AVAAVGTIG TNG EVEPYELAG TTOU KATAVUAMVETAL ATTO ACUPUATES
OUOKEVEG, KATAVEUNUEVA KOl OE TIPAYUATIKO XPOVO. XTI OUVEXELX TPOXWPNOAUE
0AoKATIpWVOVTAS TNV apxlkn €kboar g Siataing o éva eviaio epyaieio €tolpo mpPog
evowpdtwon oe Slktva TeEpUaTikov vmodopwv. H avafabuiopévn éxdoon tng
OUOKEUNG XPNOLUOTIONONKE KATA TN HETPNON KATAVAAWONG QACUPUATWVY SIKTUWV
ETKOWVWVIWV VIO PEAALOTIKA CEVAPLX KL TTOCOTIKOTO{NOE TOV QVTIKTUTIO €§WYEVWV
mapayoéviwy (my. TapeufoAn, avtaywviopds xpnong kKavoaAlol) TNV GUVOALKA
KOTOAVOALOKOUEVT] EVEPYELA, ATOSEIKVVOVTAG TEPAUATIKA TNV aduvapia e@apuoyng
HovTéAwv oe oLvBeTeg TomoAoyies. H mAatedpua mov avantOfape xpnolpomoonke
eTtiong yla tn oVYKPLOT TNG EVEPYELAKNG ATTOSOTIKOTNTAG TOU TPpwTokOAAov 802.11 pe
™mv avaBadbuiopévn €kdoon tou 802.11n, 1 omoix peAétn £8elle Mwg TO veOTEPO
TPWTOKOAAO UTTOPEL Vo ETILPEPEL PElwon TNG KaTavdAwong avd povada petadidousvng
mAnpo@opiag (bit), ¢ tdéews tov 75%. To AEMTOUEPN EVPNUATA TNG TAPATTAVW
UEAETNG £6woav KATEVOLVTNPLEG YPAUUEG VIO TO OXESLHOUO EVEPYELAKA QATOSOTIK®MV
ACUPUATWV TTPWTOKOAAWV.
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INTRODUCTION

1.1 MOTIVATION

Over the last decade, the IEEE 802.11 [1] wireless standard that is widely known
as WiFi, has emerged as the most popular protocol in the wireless domain. The wide
adoption of this standard by vendors of wireless devices offers high interoperability,
which in combination with the provided ease of use and low deployment cost have
resulted in its unprecedented market and everyday life penetration. This tremendous
growth has been highly impacted by the integration of the 802.11 standard in several
types of mobile devices, including laptops, smartphones, tablet computers and home
entertainment devices, such as electronic gaming consoles and Smart TVs. Recent stud-
ies [2] have shown that by 2015 the amount of devices with built-in WLAN capability

will nearly double from the 2011 level, as illustrated in Fig. 1.

Figure 1: Penetration of Wi-Fi in electronic products

Especially in densely populated urban areas, a huge amount of wireless devices may
simultaneously seek access to the common medium. In addition to above, the uncoor-
dinated management of WLANSs, in accordance with the limited width of the available
unlicensed spectrum, constitute the wireless medium highly congested in such areas.
In this unique context, efficient management of the available resources needs to be ap-
plied, in order to improve the performance experienced by end-users. Thus, resource
allocation in wireless networks has become a major concern that is actively pursued by

the global research community.

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



2 INTRODUCTION

Depending on the actual point of view, the types of resources that constitute wireless
networks may vary. Taking into account a high-level disaggregation of resources, we
consider that in general wireless networks consist of the network access points and the
users seeking access through them, the part of the spectrum that transmissions occupy
and the amount of energy that network components consume. Following this approach,
the research efforts of this thesis can be classified into three main threads, namely user

association, spectrum management and energy efficiency.

1.1.1  User Association

Efficient distribution of users to the available network access points (APs) may de-
termine to a large extent the overall network performance, as all frames exchanged in
the resulting network, are either transmitted from the selected AP (downlink), or are
destined to it (uplink). While the dense deployment of WLANSs may provide several
available association choices, it also constitutes the evaluation of potential associations
a rather complex task. This comes mainly due to the fact that several factors, such as
topology and channel characteristics, as well as interference and traffic conditions, have

to be jointly considered.

As a result, global knowledge of network parameters and conditions should be con-
sidered towards driving efficient association decisions. However, due to the uncoordi-
nated management and distributed operation of common WLAN deployments, associ-
ation decisions can only based on local information that is collected by each individual
user under association. Considering all the aforementioned factors, we conclude that
user association in WLANSs is a challenging problem that requires the integration of
efficient decision making mechanisms with the distributed association mechanism that

the 802.11 standard defines.

1.1.2  Spectrum Management

Devices compliant with the 802.11 standard are only able to transmit in the unli-
censed 2.4 GHz and 5 GHz ISM bands. Especially, the popular 2.4 GHz band is cur-
rently overcrowded, as most APs are assigned operational frequencies within the band,
while occupancy of the 5 GHz band is also constantly increasing. As a result, perfor-
mance of 802.11 links is significantly affected, both due to medium congestion, as well
as due to interference generated by neighboring transmitters. Taking also into account

the prevailing traffic conditions, we clearly understand that dynamic reconfiguration
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1.1 MOTIVATION

Figure 2: Indicative Spectrum occupancy over time and frequency in the 2.4 GHz band

of operational frequency needs to be applied, in order to successfully adapt to the

dynamic nature of the wireless medium.

Another important characteristic of the 2.4 GHz band is that it is also home for
other wireless protocols (e.g. Bluetooth, Zigbee) and a large range of RF devices (e.g.
security cameras, baby monitors, microwave ovens). Such devices use variable channel
bandwidth that spans up to several MHz and may either use a fixed central frequency
or even perform frequency hopping, thus impacting a large part of the spectrum, as
depicted in the indicative Spectrum snapshot in Fig. 2. As a result, WLANs should
be able to detect transmissions generated by non-802.11 devices as well, in order to

properly decide about the optimal part of the spectrum to operate on.

1.1.3 Energy Efficiency

Energy consumption minimization is considered as a major goal in numerous re-
search fields, including wireless communications. While the information and technol-
ogy ecosystem currently represents approximately 10% of the global electricity con-
sumption [3], the network equipment and data centres are also characterized by the
highest annual growth rate of 12% among other ICT infrastructure (Fig. 3). Moreover,
it is important to remark that about 50% of the total energy consumption in the ICT
sector is attributed to the wireless access part [4]. Therefore, network operators and
service providers currently compete to optimize the energy efficiency of their access

infrastructure in order to reduce both CO2 emissions and operational costs [5].

On the other hand, the restricted battery autonomy of mobile devices, along with
their high power consumption profile and the dramatic increase of exchanged mobile
data ( 13x till 2017) bring evidence of the emerging problem to the end-user. Especially
in the case of smartphone platforms, the energy greedy profile of the supported state-
of-the-art wireless technologies may induce up to 50% of the total platform power

consumption [6], under typical use case scenarios. The increased energy demands of
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Figure 3: Evolution of ICT electricity consumption

such technologies cannot be successfully met, due to the limited energy capacity [7] that
existing battery technologies are able to offer. The overall goal, towards alleviating this
unique performance discrepancy, is to reduce energy consumption wherever possible.
Thus, designing communication protocols and resource allocation mechanisms that

take full advantage of the available energy is a goal of utmost importance.

1.2 SYNOPSIS

In this thesis, we study resource allocation algorithms in wireless networks, consid-
ering the resources of network users, the occupied spectrum and the amount of energy
that is being consumed. The common research approach that has been followed across
all the development phases of our work, is based on the design and implementation of
the proposed algorithms in real wireless devices. Based on this approach, we were able
to assess performance of the developed schemes under realistic environments and also

to directly compare their efficiency contrary to existing standards.

In Chapter 2, we introduce innovative metrics for user association that are able to
capture the effects of contention and interference in the neighborhood both on uplink
and downlink. A key feature of the proposed scheme is that it manages to adapt to
realistic traffic conditions. The proposed approach results in two discrete strategies
that target the maximisation of individual node and aggregate network throughput
performance accordingly. Compared with the standard RSSI-based approach, both of
the implemented algorithms exhibit far better performance in terms of throughput and

yielded fairness, as evaluated under realistic testbed experiments.

Next, in Chapter 3, we study user association mechanisms the consider performance
under combined topologies, consisting of both wireless and wired parts. Study of imple-

mented algorithms was conducted in combined wired and wireless network infrastruc-
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ture and showed the benefits that can be offered by association mechanisms that take

into account metrics able to characterize end user performance in combined topologies.

In Chapter 4, we develop a dynamic frequency selection algorithm that selects the
operational frequency in order to avoid congested bands and bands that experience
strong levels of interference from neighboring transmitters. The proposed scheme fea-
tures a novel client feedback mechanism, which enables nodes of the cell, as well as
nodes belonging to different cells, to contribute to interference measurements. Fur-
thermore, we incorporate a traffic monitoring scheme that makes the system aware
of prevailing traffic conditions. The proposed algorithm is implemented in commer-
cial wireless cards and is validated through extensive testbed experiments in both an
indoor RF-Isolated environment, as well as in a interference-rich, large-scale wireless
testbed. Results obtained under a wide range of settings, indicate that our algorithm
improves total network throughput, up to a factor of 7.5, compared to state-of-the-art

static approaches.

In Chapter 5 and Chapter 6, we extensively study the influence of interference ef-
fects on the throughput of wireless networks. Particularly in Chapter 5, we design
mechanisms able to detect each type of interference base on high-end spectrum sens-
ing devices. We also study the influence of interference phenomena in the stability of
experimental conditions and consequently the validity of experimental results. In Chap-
ter 6, we focus on online assessment of spectrum occupancy with respect to sensing de-
lay and energy consumption. We develop a sophisticated testbed experimentation tool
that enables Cognitive Radio experimenters to evaluate the proposed spectrum sensing

solutions, in terms of the aforementioned metrics.

In Chapter 7, we built on top of the experience on Spectrum Sensing that has been
gained as an outcome of the research efforts conducted in Chapters 5 and 6. We develop
a Spectrum Sensing mechanism that is able to operate on commercial 802.11 hardware
and scans the spectrum on an Energy detection basis. Through this approach, we are
able to detect the least congested part of the spectrum and properly configure both
the central frequency and bandwidth of operation, in order to properly adapt to the
prevailing interference and channel conditions. We also experimentally showcase the
advantages of experiencing increased SNR, greater throughput under interfered condi-

tions and decreased power consumption.

Next, in Chapter 8, we introduce a novel framework that is able to characterise the
consumption of wireless testbed infrastructure in an online way. The proposed frame-
work is built on a distributed network of low-cost, but highly accurate devices and is

able to support online monitoring of energy expenditure, along with the experiment
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execution. The overall system architecture provides highly accurate monitoring capa-

bilities that aid towards energy performance assessment of realistic wireless scenarios.

Finally, in Chapter 9, we follow the power measurement methodology and use the
hardware device that was introduced in Chapter 8, in order to experimentally eval-
uate the energy efficiency of the base 802.11 standard in comparison with the latest
802.11n version, under a wide range of settings. Based on in-depth interpretation of the
collected results, we highlight the improvement in energy efficiency that the 802.11n
version is able to provide. Our detailed findings can act as guidelines for researchers

working on the design of energy efficient wireless protocols.
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CONTENTION AND TRAFFIC LOAD-AWARE USER
ASSOCIATION IN IEEE 802.11 WLANS

2.1 INTRODUCTION

The IEEE 802.11 family of protocols is currently the standard for wireless lans (WLANS).
Specifically for infrastructure 802.11 compliant networks, the standard specifies that
each station (STA) has to first associate with a single access point (AP), before it can
start transmitting data to other nodes in the network. Due to the rapidly increasing
popularity of WLANs and the resulting high density deployments, quite often several

available APs might exist, among which a STA can select one to associate with.

This association procedure consists of four phases. During the first phase, a STA has
to discover the networks in its vicinity before it can join a Basic Service Set (BSS). This
process is called scanning and can be either passive or active. In passive scanning, a STA
scans all available channels and listens to information periodically broadcast by the APs
in their Beacon frames. In active scanning, a STA tries to find the BSSs in its vicinity by
transmitting Probe Request frames on each one of the available channels. APs respond by
sending Probe Response frames. Having collected these frames, the STA proceeds with
the second phase, the decision phase, where it decides which AP it will associate with.
According to the standard [1], AP selection is based on the Received Signal Strength
Indication (RSSI). A STA simply selects the AP from which it has received the strongest
signal during the scanning process. In the third phase, the STA has to follow the authen-
tication process if the selected AP follows some authentication mode. Finally, the STA
sends an Association Request frame to the selected AP and sequentially the AP responds
with an Association Response frame. If the Association Response frame is received with
a "successful” status value, the STA is now associated with the selected AP. Moreover,
the standard provides for dynamic re-associations, also termed as handoff procedures,

in the case that a mobile node moves away from its associated AP.

Efficient association of a STA with the appropriate AP is a challenging problem of
great importance. The overall network performance experienced by end users is greatly
affected by association decisions, as all frames exchanged in the resulting BSS, are ei-

ther transmitted from the selected AP (downlink), or are destined to it (uplink). How-
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ever, evaluation of potential associations based on end user performance is a rather
complex task, because several factors, such as topology and channel characteristics, as
well as interference and traffic conditions, have to be jointly considered. In this work,
we propose innovative association and handoff mechanisms, which are able to estimate
potential throughput performance among available associations, by taking into account

the aforementioned factors in a joint way.

The rest of the paper is organised as follows. In the remaining of this section the
state of the art related work is presented and a summarisation of our contribution fol-
lows. A detailed analysis of our metric definition follows in section 2. Details about the
proposed mechanisms and their implementation are provided in section 3. In section
4, we describe the configuration and present the conducted testbed experiments that
evaluate the implemented mechanisms under realistic settings. Finally, in section 5, we

present conclusions and discuss our future work.

2.1.1 Related Work

The intuition behind the standard technique of selecting APs that offer higher RSSI
values is related to the fact that effects like path loss and multi-path fading have a
lower impact on performance degradation, as the distance between the communicating
nodes is decreased. However, the performance of this rather simple AP selection policy
has been extensively studied and it is well known that it leads to inefficient use of the
network resources [8],[9]. In addition, due to the asymmetric nature of the wireless
medium, this policy becomes unsuitable, as RSSI is an indicator just for the downlink
channel and not for the uplink. An association mechanism considering signal to in-
terference and noise ratio (SINR) per connection, as well as asymmetric traffic flows
was proposed in our previous work [10]. Although this approach managed to take
into account the asymmetric nature of the wireless medium, thus offering significant
improvement, it was restricted in evaluating potential associations based only on the
assessment of channel conditions. In general, policies that are based solely on consid-
eration of channel conditions may lead to load imbalance among APs, as it is possible
for closely spaced STAs to associate with the same AP, in an effort to exploit from the

offered channel robustness.

One of the major directions pursued among relevant works has been the proper bal-
ancing of load among APs. The authors in [11], proposed an AP selection policy that
estimates AP load based on instantaneous measurements of the transmission rate and
the fraction of time an AP acquires the channel for transmissions. However, the pro-
posed model faces the disadvantage of considering only downlink traffic and therefore

assumes that channel contention exists only among APs. Another common assumption
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of works on the field has been to denote AP load as a factor reflecting the AP’s inability
to satisfy the requirements of its associated users [8],[12]. The approach followed in [13],
bases association decisions on a metric denoted as airtime cost, which considers both
uplink and downlink traffic, as well as AP load related to the number of associated
STAs. The above approaches share the common characteristic of considering only the
effect induced by transmissions of associated STAs in the estimation of AP load. How-
ever, since the IEEE 802.11 MAC layer is based on channel contention, the efficiency
of an AP does not only depend on the impact induced by transmissions of associated
STAs, but also on transmissions of other neighboring STAs and APs that operate on
the same channel. Trying to address this issue, the authors in [14] consider AP load
over all neighboring nodes. The new scheme incorporated the effects imposed by both
associated and contending nodes in the performance estimation procedure of the pro-
posed algorithm. However, this approach was restricted in considering only downlink
transmissions and setting fixed transmission rates, neglecting the importance of rate

adaptation mechanisms.

All the aforementioned approaches follow the assumption of fully saturated traffic,
which considers that all network users constantly either transmit or receive frames. In
[15], the authors suggest that APs should assign an activity level estimator to their asso-
ciated STAs, based on observations of their traffic intensity. Nevertheless, this approach
does not manage to characterise the traffic activity of neighboring nodes that belong
to adjacent cells, although such nodes contend for channel use or even interfere with
transmissions of the cell under consideration. Moreover, the proposed scheme requires
the operation of an Inter-AP coordinating protocol that provides for collection of activ-
ity estimations regarding all network STAs and feeding of such information to a central
entity that decides about optimal associations. However, such centralised approaches
can only apply to centrally managed deployments, which is not consistent with the

distributed structure of the standard association procedure.

One more issue that has been overlooked in the association process, is the effect of
interference caused of hidden node terminals, which is inherent in dense WLANSs. In
a later work in [16], a metric is proposed, that comprises contention and interference
as well. The authors, trying to estimate the effect caused of interfering transmissions,
define a factor that captures the error probability due to collisions, considering it as
a value proportional only to the number of associated and neighboring STAs. The
main disadvantage of this approach is that transmissions of APs are not considered as
potential interference and thus efficient associations cannot be guaranteed in downlink

scenarios.
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Another important direction that has also been extensively investigated, primarily
aims at distributing throughput among network users in a fair way. In [17], the au-
thors consider the objective of achieving network-wide proportional fairness by using
association control. The work in [18] presents a distributed algorithm that performs
joint association, rate and contention control, according to the proportional fairness
principle. The recent research study, in [19], focuses on balancing the aggregate net-
work performance, while providing fair throughput distribution to network users. The
aforementioned approaches identify that fair throughput allocation can dramatically
reduce aggregate network throughput and propose corresponding solutions to tackle
this issue. However, these schemes do not provide lightweight implementation of the
proposed algorithms that can be evaluated under real world network scale and settings
and thus are not able to realistically characterise the tradeoff between fair throughput
distribution and aggregate throughput maximisation. An innovative scheme that en-
ables fair sharing of channel time by leveraging the idea of network virtualization is
presented in [20], but this work focuses on presenting the algorithm implementation
details and does not apply the developed mechanism to the problem of association

control.

2.1.2  Our Contribution

The key novelty of our approach is that it results in comprehensive metrics for user
association that capture both contention from "one-hop" and interference from "two-
hop" neighbors, not as individual parameters but in a joint manner. The proposed
metrics consider the impact of each neighboring node proportionally to its configured
PHY-layer transmission rate and its anticipated traffic activity. The resulting algorithms
differentiate from relevant approaches in the literature, as their design focuses on the
special case of 802.11 infrastructure networks, efficiently discriminating between end
user performance on the uplink and downlink channels. We verify the applicability of
the proposed mechanisms by integrating them into the 802.11 protocol and evaluate
their performance in commercial equipment and under realistic scenarios in a real-life

testbed environment.

As a first contribution, we encapsulate in our user association metrics the effect
of contention. In contradiction to the aforementioned approaches, we state that AP
load should be considered over all neighboring nodes, due to the shared nature of the
medium. The IEEE 802.11 MAC protocol provides all compliant nodes with the same
chance to access the medium and transmit frames in the long term. As a result, every
node in a WLAN shares the medium with all neighboring nodes, not only with APs

on downlink or associated STAs on uplink. Moreover, due to the multi-rate capability
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at the PHY layer, supported by rate adaptation mechanisms, the transmission duration
of a frame depends on the transmission rate selected by the transmitter. The combined
effect of the shared medium, in accordance with the multiple PHY rates used, can cause
the well known 802.11 "anomaly phenomenon", where low transmission rate STAs neg-
atively affect high bit rate ones [21]. In this work, we take a step further than previous
approaches and take into account transmissions of all neighboring nodes (both APs
and STAs), in accordance with the assigned PHY transmission rates, in order to realis-
tically estimate contention levels discretely for the downlink and uplink channels, thus

extending the definition of AP load.

Another key contribution of the proposed scheme is its ability to adapt to vary-
ing traffic conditions. Contrary to relevant approaches, we perform activity estimation
at each individual network node, through direct monitoring of the traffic generation
rate at the MAC layer transmission queue. Moreover, we propagate this information
through neighboring WLANS, by using specially generated for this purpose broadcast
frames. This approach enables for online estimation of the prevailing traffic conditions

in adjacent cells in a distributed way.

As a third contribution we integrate the effect caused of active hidden terminals. Due
to the shared medium, transmissions of interfering hidden nodes can cause collisions
and erroneous receptions, that lead to decreased packet delivery ratios (PDR) at the
receivers. Counter to relevant approaches, we incorporate in our proposed metric the
effects of contending and interfering nodes in a disjoint way. Moreover, we estimate in-
terference levels based on transmissions of all neighboring nodes (both APs and STAs)
and arrive at different metrics properly adapted to uplink and downlink channel trans-

missions.

Our mechanism, integrating all the above features, results in algorithms proposed
for both the association and handoff procedures. Through experiments, we present
how users that target maximisation of their own throughput, significantly impact ag-
gregate network throughput. Inspired by these observations, we propose two discrete
association strategies that target maximisation of individual user throughput and aggre-
gate throughput performance accordingly. We show how the proposed measurement
propagation procedure can be readily incorporated in the IEEE 802.11k amendment
[22] and moreover move one step further than simulation and implement the proposed
algorithms using the Mad-WiFi open source driver [23]. Through extensive testbed
experiments, we show how both individual user and aggregate network throughput
evolve, as the number of network nodes and injected traffic increase and thus man-
age to highlight the tradeoff between aggregate throughput maximisation and fair load

balancing.

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



14 CONTENTION AND TRAFFIC LOAD-AWARE USER ASSOCIATION IN IEEE 802.11 WLANS

2.2 SYSTEM MODEL AND METRIC DEFINITION

We consider an IEEE 802.11 based WLAN that consists of a large number of APs and
STAs. We use M to denote the set of APs that define a network coverage area. Each
AP; € M operates on a single predefined channel, which belongs to the set of non-
overlapping channels that the operating band offers.The coverage areas of multiple
APs may be overlapping. Within the network coverage area resides a set of mobile
STAs, denoted by N, which tend to stay in the same physical locations for long time
periods. At any time instant, a STA; € N chooses to associate with a single AP; € M,
where M; denotes the set of APs that operate in the vicinity of STA;. We use N; to
denote the set of STAs, which are associated with AP;. Each node of the network n
€ MUN, has a set of neighbors, which reside in its sensing area and operate on the
same channel with n . This set of "one-hop" neighbors, that can be either APs or STAs,
is denoted by A,,.

Based on the discussion in the preceding section, we notice that the throughput expe-
rienced by a node in an IEEE 802.11 network depends apart from channel quality also
on the transmission of frames by neighboring nodes. The authors of [24], based on the
well known analysis of Bianchi [25], have shown that when there are multiple trans-
mitters using different PHY rates while transmitting, within the contention domain of
node n that uses a PHY rate of R;,, then each node of the network enjoys an equally

shared value of throughput, which is approximated as:

Ty = (1)

1 [Anl 1

where Rj; and Ry denote the PHY rate used during transmissions performed by AP;
and each node k € A, accordingly. This equation ignores the overhead resulting from
the 802.11 MAC mechanism. The deficiency mentioned here does not impact the effec-
tiveness of our approach, as we do not aim at calculating the actual end user through-
put, but rather focus on deciding about associations that favor throughput performance.
Moreover, the above equation considers saturated traffic conditions and requires that
all traffic flows consist of equal packet lengths. Throughout this paper, we follow the
assumption of equal packet lengths, but later in our analysis we transform the above
equation, in order to capture realistic varying traffic conditions. We now modify equa-
tion (1), which refers to the general case of networks consisting of multiple flows that
are generated between 802.11 compliant devices, in order to conform with the special

case of infrastructure 802.11 networks.
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2.2.1  Contention Effect

We start by considering only saturated downlink traffic, while later in our analysis
we consider uplink channel transmissions as well. We assume the usual case, where an
AP; € M has |N;| associated STAs and |A;| "one-hop" neighboring nodes contending
to capture the channel. An AP has an equal probability among its contending nodes
to capture the medium for its own transmissions and in each such instant, it uses the
medium to transmit to only one of its associated STAs. Under the assumption that the
amount of traffic destined to each STA € Nj is equal and the upcoming association of
STA; with APj;, we estimate the equally shared value of transmitted bits destined to
each STA € N; as follows:

Ti(]iown — (2)
1 1
pr - ) N j ]
(+ 2 g ) NI+ 1)
where R; denotes the mean PHY rate used by AP; and calculated as the average value
of the different rates it uses while transmitting to each STA € N;. According to equation

(2) the service rate of AP; is equally distributed among its (|N; + 1|) associated STAs.

2.2.2 Hidden-Node Effect

As previously stated, these transmissions are still subject to frame errors due to in-
terference at the receivers’ side. The main factor that generates interfering conditions
in 802.11 networks is the effect of hidden terminals, which appears very often in dense
WLAN:S. In a simple downlink scenario with one AP; and one associated STA;, the
set of nodes that appear hidden to transmissions of AP;, consists of nodes existing in
the "one-hop" neighborhood of STA;, which also do not belong in the "one-hop" neigh-
borhood of AP;. We call this set of nodes as the "two-hop" neighbors of the transmitter,
denoted as Bj, equal to the relative complement of set Aj in A; (A; \ A;). Since the "two-
hop" neighbors of the transmitter AP; are not able to sense its ongoing transmissions,
collisions occur, leading to decreased packet delivery ratio (PDR) and consequently re-
sult in throughput decrease. The negative effect of the hidden-terminal phenomenon
is proportional to the number of active "two-hop" neighbors (|Bj|) and their transmis-
sions duration. We capture this effect to model performance decrease by modifying

expression (2) as follows:

down __
T ;Rk) (N +1) ;Rl
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2.2.3 Traffic Intensity Estimation

In most cases, the assumption of saturated traffic is not realistic. Practically, nodes
run different applications that generate traffic with varying rates. In order to model
realistic scenarios, each transmitter should be properly characterized according to the

traffic patterns that it follows.

To this aim, we define for each node n € M UN an activity indication factor, which
is denoted as f,. Each node n measures the rate of packets arriving at its transmission
queue during a constant time interval and thus it manages to capture its own packet
arrival rate (An). Moreover, node n estimates its own affordable service rate () using
expression (1), which approximates the maximum rate at which packets may leave its
queue for transmission. In the case that the rate of packets arriving at the transmission
queue is higher than the rate at which packets leave the queue, only the number of
backlogged packets increases, while the traffic injected in the network remains constant.
Based on the above, n estimates its maximum affordable traffic rate, by setting its

activity indicator fy,, as follows:

frn = min{An, pn} (4)

Supposing proper periodic messaging of traffic intensity information among neigh-
boring nodes, each node n € MU N is able to detect its active "one-hop" and "two-hop"
neighbors and their corresponding activity indicators. In order to acquire long term es-
timations of traffic intensity per node, the reported value of the activity indicator factor
is calculated as the average value during the last periodic reporting interval. Detailed
description about the message exchange procedure that is followed by our implemen-
tation is provided in the following section. We now use activity indicators to properly
assign weights to the impact caused by each node to throughput performance and

transform expression (3), as follows:

down __
= A B, 5)

; f f
(F+D g (NI+D+ o

) k=1 1=1

where Rj is now calculated considering the amount of traffic destined to each individual
STA that is associated with AP;j.

A similar approach can be followed for uplink communication as well, where frames
are transmitted by each STA and destined to the specific AP it is associated with. The

transmitter, STA; in this case, shares the medium with its "one-hop" neighbors (A;),
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Figure 4: Topology of initial testbed experiments

while its "two-hop" neighbors (B;) are the nodes that are located in the AP’s neighbor-
hood but not in the neighborhood of the STA (A; \ A;). For the uplink case, we arrive

at the following expression:

1

up _
Tij =

ool B (6)
1
4 Z LS Z L
Ry SR TR

Considering expressions (5) and (6), STA; under association, is able to estimate the
throughput that the upcoming association with each AP; € M; may offer, both on
uplink and downlink. Consequently, STA; decides to associate with the AP; € M; that
offers the highest calculated metric values in an effort to maximize its own throughput
(Selfish strategy).

In order to investigate the estimation accuracy of the proposed metrics, we conduct
realistic testbed experiments and compare the estimated throughput results with the
experimentally obtained ones. Moreover, through these initial experiments, we also aim
at presenting how sequential associations affect performance of preexisting active flows
and aggregate network performance. In the next section, we refrain from presenting
extensive results regarding our initial experimentation efforts, but present a detailed
analysis of a representative scenario, which highlights the main conclusions that were

reached and motivated our design choices.

2.2.4 Initial Experiments on Realistic networks

The experimental setup consists of 2 APs that operate on the orthogonal channels
36 and 48 of the 5 GHz band that experience zero external interference in our testbed
premises. Fig. 4 represents this experimental topology, where STA1 and STA2 are as-
sociated with AP1, using PHY rates denoted by Ry; (36 Mbps) and Rz7 (24 Mbps)
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Throughput/Node | Throughput if STA; associates with
Node AP1 (Mbps) AP2 (Mbps)
STA; 6.4 8.4
STA1 7.4 12.3
STA2 5.6 10.1
STA3 29.4 10.3
AGGREGATE 48.8 41.1

Table 1: Realistic throughput performance based on testbed experiments.

accordingly, while STA3 is associated with AP2 and transmits using PHY rate Rz, (36
Mbps). The station under association, STA; is statically assigned the fixed PHY rate of
18 Mbps in both cases (Ri1 = Riz = 18 Mbps).

We measure the experimental throughput performance on uplink, considering sat-
urated flows generated by each STA and list the collected results in Table 1, where
each column represents the results obtained in the case that STA; decides to associate
with AP1 or AP2. Based on the conducted testbed experiments, we observe that associ-
ation of STA; with AP1 and AP2 leads STA; to experience throughput performance of
6.43 Mbps and 8.4 Mbps accordingly. We also estimate performance of both association
decisions, based on the evaluation of expression (6), and present the obtained results
in Table 2. Based on the proposed metrics, we estimate that the upcoming association
of STA; with AP1 will result in performance of 8 Mbps, while association with AP2
will result in throughput of 12 Mbps. Following the proposed approach, STA; would

associate with AP2 in order to maximize its own throughput (Selfish strategy).

Considering the experimental performance (Table 1) of the rest testbed nodes, namely
STA1, STA2, STA3, we obtain the results of 7.4 Mbps, 5.6 Mbps and 29.4 Mbps, if STA;
associates with AP1, while in the case that STA; associates with AP2 the results are
12.3 Mbps, 10.1 Mbps and 10.3 Mbps accordingly. When considering the aggregate
network throughput performance, we notice that the Selfish strategy, which leads STA;
to associate with AP2, results in performance of 41.1 Mbps, which is lower than the

performance of 48.8 Mbps that is offered by the association with AP1.

In addition, we observe that the experimentally verified aggregate performance degra-
dation is also detected through the aggregation of the results that estimate performance
of each individual node in Table 2. More specifically, we estimate that the aggregate net-
work throughput performance will reach the value of 60 Mbps, in the case that STA;
associates with AP1, while association with AP2 will result in throughput of 52.8 Mbps.
Direct comparison between the realistic and the estimated results that were collected in

this experiment, clearly shows that the estimated performance approximates well the
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Throughput/Node | Throughput if STA; associates with
Node AP1 (Mbps) AP2 (Mbps)
STA; 8 12
STA1 8 14.4
STA2 8 14.4
STA3 36 12
AGGREGATE 60 52.8

Table 2: Estimated throughput performance based on evaluation of the proposed metrics.

realistic testbed performance. The performance difference is mainly due to the fact that
the proposed metrics ignore the overhead induced by the IEEE802.11 MAC mechanism.
Moreover, we observed that certain topological settings were also able to significantly
impact the resulting performance. Having conducted extensive testbed experiments
that considered various topologies, we experimentally verified that the accuracy pro-
vided by the proposed metrics is capable to drive association decisions that target

maximisation of individual node throughput performance.

As a second outcome of our initial testbed experiments, we observed that nodes
featuring lower channel contention (STA3 in Fig. 4) and as a result experience higher
performance, will suffer significant throughput degradation, in comparison with nodes
that feature higher contention (STA1 and STA2 in Fig. 4). Therefore we arrived at the
conclusion that it is important to develop appropriate association mechanisms, where
each node will be taking into account not only its individual performance, but the over-
all performance of the network as well. From now on, we will refer to the approach that
considers throughput maximisation of the node under association as the Selfish strat-
egy and thus distinguish it from the approach that targets maximisation of aggregate

network performance, which we will refer to as the Altruistic strategy.

2.2.5 Altruistic User Strategy

As demonstrated through the previous experiment, a suitable user association policy
has to consider social objectives rather than applying Selfish strategies myopically, in
order to be able to define associations that maximize aggregate network performance.
Given the fact that association decisions are taken by STAs in a distributed way, we en-
vision appropriate metrics that estimate aggregate network performance locally in the
neighborhood of the STA under association. In this perspective, we propose that each
STA takes association decisions based on local information, regarding its "one-hop"
neighbors and locally maximizes the estimated aggregate performance of all neighbor-
ing nodes. Based on the above, STA; under association, estimates aggregate network

performance for each AP; € M;, as follows:
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considering both its Selfish performance, as well as the performance of all neighboring
nodes, where T£¢! denotes the estimation of throughput following the Selfish strategy,

through expressions (5) and (6), for the downlink and uplink cases accordingly.

2.3 PROPOSED ALGORITHMS

The proposed mechanism requires each network node n € M U N to propagate infor-
mation describing its PHY rate and activity indicators, as well as its "one-hop" neigh-
bors. This information exchange procedure has to be periodical, so that all nodes get
up to date information about the prevailing channel and traffic conditions. In the rest
of this work, we use t, to denote the period of this information exchange procedure.
Moreover, the proposed mechanism requires the APs to propagate information describ-
ing the number of already associated users (|N;|) and the mean PHY rate (R;) used for
downlink communications, as calculated upon observation, according to the percent of
traffic that is destined to each associated STA. During the scanning period, STA; scans
all the available channels to collect the information required for estimating performance

considering every AP; € M.

The proposed measurement propagation procedure can be readily incorporated in
the IEEE 802.11k amendment, which provides frameworks for collecting and dissem-
inating radio resource measurements. The objective of 802.11k is to optimise the op-
eration of standard 802.11 networks, by enabling STAs to optimally assess the radio
environment in which they operate. To fulfil its goal, the current 8o2.11k draft defines
different types of measurements, which enable compliant network nodes to collect
information about in range APs (Beacon report frame), and about neighboring STAs
(Frame report, Hidden Node report and STA Statistics report frames). The STA Statistics
report frame, which is transmitted by STAs, provides measurements that include the av-
erage access delay and number of associated STAs per AP. In the same perspective, we
introduce the transmission of a special broadcast frame, which contains all the informa-
tion required in order to assess the activity of its "one-hop" neighbors. The introduced
measurement frame, which we denote as Neighbor Report frame, enables STAs under
association to estimate potential throughput performance, by not only exploiting from
measurements collected by neighboring STAs, but also by adjusting the collected infor-

mation based on the effect that its own "one-hop" and "two-hop" neighbors induce.
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2.3.1 Association Mechanism

The analysis presented in the preceding section, concludes in expressions that es-
timate throughput performance of the Selfish, as well as the Altruistic approach both
on uplink and downlink. In the case that the considered strategy is the Selfish one,
the application of the Selfish metric in the AP decision procedure is straightforward.
In essence, STA; decides to associate with the AP; € M; that provides the maximum
calculated Selfish metric. On the other hand, direct application of the Altruistic strat-
egy faces two inherent problems that were identified during experimentation. The first
problem, which results in unequal bandwidth sharing, is identified in cases of BSSs
that consist of just one STA that uses one of the highest available PHY rates (48 or 54
Mbps). In such cases, all neighboring STAs that follow the Altruistic approach, will try
to avoid associating with the specified APs, in order not to decrease the high aggre-
gate network performance that is yielded due to transmissions of the STAs that use
the high PHY rates. The second problem is identified in scenarios where the number
of network STAs increases dramatically. In such scenarios, as the number of STAs in-
creases above a certain limit, potential associations tend to be assigned metric values
that fluctuate around constant values, thus limiting the range and variety of available
associations. Having conducted extensive testbed experiments to evaluate the perfor-
mance of the proposed approaches, we managed to identify the performance limits of
both approaches, considering both throughput maximisation and fair load balancing,
as our performance metrics. Based on the obtained results, we observed that direct
application of the Altruistic strategy results in significantly unfair throughput distribu-
tion and thus we decided to design a lightweight hybrid approach that is built on the
Altruistic strategy and is also able to tackle with the two aforementioned issues. More
specifically, we introduce a throughput threshold (Tt) that triggers the use of the
Selfish metric, instead of the Altruistic metric, in cases that the estimated performance
difference for two discrete APs is lower that Tt. Application of this plain heuristic, en-
ables the Altruistic approach to overcome both of the deficiencies that were identified
in the scenarios mentioned above. A brief description of the implemented Association
algorithm follows:

* STEP 1: Transmission of special Neighbor-Report frames by each network node
every t, seconds. Transmission of Beacon frames every Beacon interval and Probe-

Response frames on demand.

e STEP 2: Periodic repetition of Scanning procedures by STA; on each available

channel, to characterise A; and B; neighbourhoods .

e STEP 3a Selfish: Calculation of metric value Tfjel, for each potential AP; € M,

using expressions (5) and (6) for uplink and downlink accordingly.
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e STEP 3b ALTRUISTIC: Calculation of metric value T{}l, for each potential AP;
€ M, using expression (7) for uplink and downlink accordingly. If the difference
in estimated throughput performance between two potential associations is lower
than Try, the metric Tf].el is used, as calculated using expressions (5) and (6), for

each case.

e STEP 4 : STA; associates with the AP; that offers the highest calculated metrics
for each strategy.

2.3.2 Handoff Mechanism

In addition, we incorporate the proposed metrics in the handoff procedure as well. A
handoff, in the IEEE 802.11 standard, is the process that enables a STA to change the AP
it is associated with, in the cases that it detects degradation of RSSI. As previously ex-
plained, several more factors, than the signal strength, affect quality of communication,
which fact necessitates the application of sophisticated metrics that jointly consider the

aforementioned factors, in order to result in efficient handoff decisions.

Considering the metrics proposed in the previous section, STA; is constantly able
to monitor the throughput performance that its current association offers and conse-
quently decide about whether a handoff to another available AP is required. STAs need
to perform scanning operations on the rest available channels, in order to estimate per-
formance of potential associations with APs that operate on other channels. We use
the Tty threshold to trigger such scanning procedures, in cases that the difference
between the performance yielded upon the STA’s initial association decision and the
performance currently experienced by the same association, exceeds this threshold. A
brief description of the implemented handoff algorithm follows:

¢ STEP 1a Selfish: Constant monitoring of performance achieved by current asso-
ciation, through the calculation of metric value Tfjel, using expressions (5),(6), for

uplink and downlink accordingly.

e STEP 1b ALTRUISTIC: Constant monitoring of performance achieved by current
association, through the calculation of metric value Tgl, using expression (7), for
uplink and downlink accordingly.

e STEP 2: If the difference between current and initial performance exceeds Ttyy,

scanning procedures are executed.

e STEP 3 : STA; performs handoff to the AP; that offers the highest calculated

metrics.

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



2.3 PROPOSED ALGORITHMS

2.3.3 Implementation Details

As the features provided by the the IEEE 802.11k amendment for collecting and
disseminating radio resource measurements, are currently not implemented in open-
source drivers, we decided to implement the required measurement exchange mecha-
nisms from scratch, in the MAD-WiFi open source driver. In this section we describe
the key challenges encountered during the implementation of the proposed algorithms.
One of the key features that the proposed mechanisms require is the ability of all nodes
to receive information about ongoing transmissions from neighboring BSSs that operate
on the same channel. However, all frames received by the network adapter are filtered
out, so that the ones with a destination address different than the local MAC address
of the adapter are discarded. As a result, only unicast and multicast frames that are
destined to the adapter’s MAC address along with broadcast frames can be captured.
In order to accomplish communication of information among neighboring BSSs, we
generated a custom 8o2.11 broadcast frame, which includes the information that the
Neighbor Report frame introduces, and more specifically the PHY rate used in the latest
transmission and the activity indicator, as computed using expression (4). The reported
activity indicators are properly calculated as the average value over the duration of the
last Neighbor Report interval (t,), in order to avoid temporal fluctuations caused due to

transmission of bursty traffic.

The introduced Neighbor Report frame, which is periodically transmitted by each net-
work node n, also carries information describing its "one-hop" neighbors (k € A;),
including their PHY rates (Ry) and activity indicators (fx) accordingly, based on the
reception of their corresponding Neighbor Report frames. The "two-hop" neighbors of
each node n (k € By,), are calculated as the relative complement of each set Ay in Ay
(An \ Ax) accordingly. Based on the above, node n gets updated about the prevailing

contention and interference conditions of each channel, every t, seconds.

A third modification of the driver included the extension of the Beacon and Probe-
response frames transmitted by the APs, by adding two extra fields that contain the
calculated |N;| and Rj values. These frame extensions do not affect the normal opera-
tion of the 802.11 protocol, as according to the standard they both feature a dynamic
part that supports extension. Further, in order to estimate the PHY rates (R;; and Ry;)
that STA; will use in the case of association with AP;, we implemented a PHY rate
estimation procedure that considers the received signal strength of Beacon and Probe-
Response Frames that are transmitted by each AP; € M;. Our final modification was
performed in the scanning procedure, where we set the interval that STAs have to

remain on each channel equal to the Neighbor Reports” interval (t,).
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2.4 EXPERIMENTAL EVALUATION

In order to evaluate the performance and study the behaviour of the implemented
association and handoff mechanisms under real conditions, we used a large scale pro-

grammable testbed of wireless nodes, called NITOS.

2.4.1 NITOS Testbed

NITOS (Network Implementation Testbed for using Open Source platforms) is a large
scale wireless testbed that has been designed to support evaluation of protocols and
applications in real world settings. NITOS is remotely accessible and currently consists
of 50 wireless nodes, outdoor located in a non-RF-isolated environment. The nodes are
equipped with 2 wireless interfaces using the AR5414 - Atheros 8o2.11a/b/g compat-
ible chipset, which runs the MAD-WiFi open source driver. Users can perform their
experiments by reserving slices (nodes, frequency spectrum) of the testbed through
NITOS scheduler, that together with the OMF (cOntrol and Management Framework)

experiment orchestration framework [26], support ease of experimentation.

2.4.2  Measurement Methodology

As NITOS is outdoor located in a non-RF-isolated environment, in order to provide
for a proper experimentation setup, we conduct all our experiments in channels of
the 5 GHz band, which experiences zero external interference in the testbed premises.
The throughput performance of the experiments, is measured by using Iperf, which is a
powerful tool for traffic generation and measurement. A typical experimental setup, for
experiments considering only downlink transmissions, would be to run an Iperf client
at the nodes, that act as APs, in order to generate traffic streams, having an Iperf server
residing on each STA, receiving the traffic and collecting the measurements. In our
experiments, we use a custom version of the Iperf application, which is orchestrated
in an automatic way with OMF and enables the collection of measurements through
the OML (OMF Measurements Library) Library. In each experiment, we first activate
the APs and subsequently the STAs one by one, introducing a fixed time interval of
5 seconds. When the first phase of the initial associations ends, all STAs that detect
degradation of the initially calculated performance, start checking for potential hand-
offs, by enabling the handoff mechanism. To remove any random effect and short-term
fluctuation, we run each experiment 5 times and each run lasts for 10 minutes. The
final results, presented in the next section, show the average values obtained during
the execution of multiple runs of the same experiment. Finally, in order to evaluate the
fairness in throughput distribution among network nodes, we also calculate the Jain’s

fairness index [27] for each conducted experiment. We use the Jain’s fairness index to
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rate the fairness of throughput distribution between n users, where the result ranges

from % (worst case) to 1 (best case), when all users receive the same allocation.

2.4.3 Experiments

Based upon the testbed described above, we conduct numerous experiments and be-
low we present and analyse the obtained results. The first series of experiments has
been designed to evaluate performance of the Selfish strategy, where each user myopi-
cally selects the AP that maximizes its own throughput. We perform these experiments
in two discrete phases, where in the first one we use the unmodified MAD-WiFi driver
that follows the RSSI approach, while in the second phase we use the modified version
of the driver that implements the Selfish approach. In order to examine the performance
of the Altruistic approach, where the objective followed is the maximisation of aggregate
network throughput, we setup the second series of experiments. These experiments are
executed in three phases and present a joint performance comparison between the RSSI,
the Selfish and the Altruistic approaches, where in each experiment execution phase we
use the specific driver version that implements the corresponding approach. We run the
aforementioned experiments either on downlink or uplink, but we do not run experi-
ments measuring combined throughput on purpose, as we expect the performance to
be relevant. The third series of experiments that consider the overhead induced by the
proposed mechanisms and provide feedback about the appropriate values regarding
the settings of our algorithms, were conducted prior to the first two series of experi-
ments. Based on the results obtained through this last series of experiments, we set the
Neighbor Report interval equal to 1 sec. and the Handoff threshold H1 equal to 10%, for
all the scenarios considered in the first two series of conducted experiments. Moreover,
in order to demonstrate the ability of the proposed algorithms to dynamically adapt
to the prevailing channel conditions, we decided to enable the driver Rate Adaptation

algorithm, instead of conducting fixed-rate experiments.

2.4.3.1 Selfish Strategy experimentation on Downlink

In this first series of experiments, we set up a network that consists of 3 APs and 14
STAs, where AP1 operates on Ch. 36, while both AP2 and AP3 operate on Ch. 48 of
the 5GHz band. Figures 5a and 5b provide a representation of the testbed’s topology
used to implement this experimental scenario, while also demonstrating the association
decisions of STA based on the RSSI and Selfish approach accordingly. The actual testbed
topology consists of 3 testbed nodes that run in AP mode and 7 testbed nodes that are
configured to operate in STA mode, with both of their wireless cards, resulting in a
network of 14 STAs. We perform these experiments in two discrete phases, where in
the first one we use the unmodified MAD-WiFi driver that follows the RSSI approach,
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(a) Testbed Topology and resulting associations (b) Testbed Topology and resulting associations

following the RSSI-based approach following the "Selfish" approach

Figure 5: Selfish Strategy experimentation on Downlink
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Figure 6: Selfish Strategy experimentation on Downlink

while in the second phase we use the modified version of the driver that implements the
Selfish approach. In both figures, the relative distance between STAs and APs represents
the actual testbed topology while a solid line is used to illustrate the association of the
first interface of each node that operates in STA mode, while a distinctive line is used
to represent the association of the second interface. The APs transmit on downlink,
generating UDP traffic of varying rate through 14 Iperf clients that run simultaneously,

while the corresponding Iperf servers run at each STA.

Following the RSSI approach, only 2 STAs associate with AP1 that operates on Ch.
36, while the rest 12 STAs, which are located closer to AP2 and AP3, decide to associate
with them and thus operate on Ch. 48. On the other hand, the combined application
of the proposed Selfish association and handoff mechanisms enables STAs to detect
the contention for channel use between AP2 and AP3 and thus leads more STAs to
associate with AP1. Fig. 6a presents how the average throughput achieved per STA
changes with respect to the load applied, in both cases. The Selfish strategy enables
APs to deliver substantial higher throughput, in comparison with the standard IEEE
802.11 approach, for all the various considered levels of traffic load. More specifically,

the RSSI approach reaches the maximum throughput value when the load reaches the
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value of 15 Mbps/flow, while our approach reaches the maximum throughput for load
value of 20 Mbps/flow, leading to performance increase of 62.5%. Once the traffic rate
per flow increases above the value of 30 Mbps/flow, all stations invariably start to wit-
ness significant packet drop and throughput deterioration, for both of the approaches
followed. However, our scheme still continues to achieve higher performance, in com-

parison with the RSSI approach.

Another issue of significant importance is the fairness feature that our scheme pro-
vides. Fig. 6b presents the Jain’s fairness index values calculated for the various cases
of applied traffic load, in both of the considered approaches. As portrayed in Fig. 6b,
the proposed approach manages to provide nearly fair sharing of available throughput
among network users, for all the cases studied. On the other hand, the standard ap-
proach, leads to associations that favour only a subset of STAs with high throughput
and more specifically STA1 and STA2 that experience low channel contention on Ch.
36, while letting the rest STAs to experience significantly lower performance, as they all
operate on Ch. 48. In essence, we conclude that the Selfish strategy manages to balance
the traffic load of the network not only among the available APs, but also among the
available channels of operation, which results in nearly equal sharing of the available

throughput among the corresponding receivers.

2.4.3.2 Altruistic - Selfish Strategies experimentation on Uplink

The second series of experiments is designed to evaluate the performance of the
Altruistic approach, in comparison with both the Selfish and the RSSI-based ones. For
this purpose, we design a network setup that consists of 3 different BSSs, operating
on separate channels of the 5GHz band. More specifically, we use 3 APs, where AP1 is
assigned Ch. 36, AP2 Ch.40 and AP3 Ch.48 and a varying number of STAs. We consider
only uplink scenarios, where the STAs generate saturated UDP traffic destined to the

corresponding APs.

In these experiments, we vary the number of STAs that consist the network setup,
in order to investigate how each discrete approach scales with networks of different
size. The aggregate throughput performance, measured by the APs with respect to the
number of STAs, is illustrated in Fig. 7a. It is clearly depicted that both the Selfish and
Altruistic approaches outperform the RSSI approach, in terms of throughput perfor-
mance, for all the different network sizes studied. More specifically, we observed that
for networks consisting of up to 6 STAs, the triggering mechanism of the Altruistic algo-
rithm is not yet activated and as a result aggregate throughput maximisation is sought.
As the number of network STAs increases above 8, the triggering mechanism is enabled

and leads upcoming associations to favour individual node performance, while limit-
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Figure 7: Altruistic - Selfish Strategies experimentation on Uplink

ing aggregate network throughput. However, the throughput difference that results

due to the initial associations is still maintained, even in larger network topologies.

A particular observation is related to the throughput increase monitored during the
application of the RSSI approach in the cases of network setups that consist of 11 and
14 STAs. Through careful observation of the experimental logs, we notice that none
of the 6 initially enabled STAs, decides to associate with AP3, as this AP is spaced a
few meters away and thus offers lower RSSI values. However, while considering larger
network topologies that consist of 11 and 14 STAs, we notice that the STAs activated last
during the experiment execution, decide to associate with AP3, as it provides higher
RSSI values. These observations clearly justify the non-uniform monitored performance
increase and moreover demonstrate the heavy dependence of the RSSI approach on the
underlying network topology. Contrary to the standard approach, both of the proposed
approaches are not only agnostic to topological settings, but moreover are channel
contention aware and thus are able to exploit the channel diversity offered by the APs

that operate on different channels.

The fairness performance results lead to enlightening conclusions, regarding the
distribution of throughput across networks of varying size. As illustrated in Fig. 7b,
the Selfish approach manages to provide nearly equal sharing of available throughput
among network users, for the various considered numbers of activated STAs. In addi-
tion, we notice that the RSSI and Altruistic approaches present similar Jain’s fairness
index values for networks that contain up to 8 STAs. The relatively low performance
that the Altruistic strategy achieves, is mainly due to the fact that it leads only 2 STAs
with high PHY-layer rate values (of 48 Mbps) to associate with the same AP and as a

result experience high throughput values, due to the prevailing low channel contention
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levels. This comes in contrast with the rest low PHY-layer rate STAs, which are dis-
tributed among the other 2 APs. On the other hand, the RSSI approach experiences low
fairness performance, due to the specific topological settings, which result in associa-
tions that favour only a small subset of nodes. However, upon the activation of the rest
STAs in the 11 and 14 STAs networks, the superiority of the hybrid Altruistic approach

against the standard compliant one is distinguished.

Based on the obtained results, we managed to highlight the tradeoff between network
throughput maximisation and fair load distribution and moreover verified that the
hybrid Altruistic algorithm is able to achieve this tradeoff through proper application
of each strategy, under different conditions. Concluding, we remark that both of the
implemented algorithms manage to achieve their individual design goals, while also
exhibiting better performance in terms of achieved throughput and fairness, compared

with the approach specified by the IEEE 802.11 standard.

2.4.3.3 Owerhead Consideration

In this last series of experiments, we discuss the overhead that the proposed scheme
imports. It is known that the period at which the Neighbor Report frames are broadcast,
exerts crucial influence on system performance. In order to investigate this impact,
we vary the transmission period of Neighbor Report frames, under a specific network
topology, in the experiment that follows first. Another factor that can severely affect
performance is the frequency at which handoff procedures are performed. The exper-
iment presented last in this section has been designed to evaluate the performance of

the handoff mechanism, under various settings of the Tt threshold.

NEIGHBOR REPORT FRAME INTERVAL EXPERIMENTATION

For the purposes of this experiment, we design an experimental setup that consists
of 2 APs and 8 specific STAs that provide links of good quality with the corresponding
APs. We reached this decision, in order to provide for a proper measurement setup, so
that performance fluctuation would be minimized and even small variations in mea-
sured throughput could be detected. We start our experimentation by using the imple-
mented Selfish approach and set the frequency of Neighbor Report frames transmission
equal to the frequency at which Beacon frames are transmitted (10oms). As soon as the
network has converged to stable associations, we proceed with the next phases of the
experiment, where we statically force the initially selected associations and under these
settings we vary the Neighbor Report frame interval values. In order to compare the pro-
posed scheme with the 802.11 standard approach, we also measure performance in the

case that no Neighbor Report frames are transmitted.
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Figure 8: Overhead related Experimentation

Fig. 8a illustrates how various Neighbor Report frame interval (t,) values affect the
resulting throughput performance. We notice that there is no significant decrease in
the network performance between the cases that no broadcast frames are transmitted
(802.11 standard) and when the interval is set to 1 sec. When the interval value falls
between the range of 0.5 to 0.1 secs., the decrease in performance is considerable. Low
interval values let the STAs be constantly updated of the current contention, interfer-
ence and traffic conditions on the operating channel, while on the other hand, such low
values induce high overhead. As interval values increase, the resulting overhead can be
reduced, but the information about varying conditions may become stale. However, a
general optimal operating region of the Neighbor Report interval value is far more com-
plicated to predict, as the suitability of this interval highly depends on the variance of

contention, interference and traffic conditions.

HANDOFF THRESHOLD EXPERIMENTATION

The aim of this last experiment is to estimate how different values of the Tty thresh-
old impact network performance. For the purposes of this experiment, we setup a new
scenario that contains 3 APs and 8 STAs, where AP1 and AP2 operate on Ch. 48, while
AP3 operates on Ch. 36 of the 5GHz band. During the initial phase of the experiment,
where we use the RSSI based approach, 6 of the STAs associate either with AP1 or AP2
that operate on the same channel. Due to the inability of the RSSI approach to detect
channel contention between AP1 and AP2, there exists high potential for throughput

improvement through handoffs.

In the second phase, all STAs decide about potential handoffs, based on comparison
between the throughput performance of their initial association and the performance

that is currently experienced, considering the Selfish strategy. At this point, the option
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about execution of scanning operations that may result to handoffs is controlled by
threshold Tt1. A high value of this threshold leads STAs to repeat scanning operations
more frequently, which may result in inefficient scanning that generates high overhead,
as it causes intervals in normal reception and transmission procedures. Threshold Tty
is varied in this experiment, and the resultant throughput is measured and plotted in
Fig. 8b. We notice that the first threshold value of 2% causes rather frequent repetitions
of scanning procedures and thus results in much lower throughput. When the inter-
val increases to 5% and subsequently to 10%, a significant increase in performance is
noticed, due to the decrease in the frequency of inefficient scanning procedures and
the resulting performance improvement of the corresponding handoffs. Finally, we no-
tice that the two last values of 20% and 40%, lead to the initially decided associations,
as there exist only a few available transitions that can be triggered, under these high
threshold values. Having conducted several experiments on various topologies and un-
der varying threshold values, we arrive at the conclusion that optimal values about
Trn threshold cannot be predicted in general. This comes from the fact that resulting
performance depends heavily on the variation of the several factors that are taken into

consideration by the proposed metrics, apart from specific threshold values.

2.5 CONCLUSIONS AND FUTURE WORK

In this work, we have proposed novel association and handoff mechanisms, which
are based on innovative metrics that are able to capture the effects of contention and
interference in the neighborhood both on uplink and downlink. A key feature of the
proposed scheme is that it manages to adapt to realistic traffic conditions. The proposed
approach results in two discrete strategies that target the maximisation of individual
node and aggregate network throughput performance accordingly. Compared with the
standard RSSI-based approach, both of the implemented algorithms exhibit far better
performance in terms of throughput and yielded fairness, as evaluated under realistic
testbed experiments. As a first extension, we plan on studying the problem of user
association and frequency selection [28] jointly, as proposed in [29]. Furthermore, a
future objective is to test new mechanisms that jointly perform transmit power and
association control, in order to see how the difference in transmission range can affect
the "one-hop" and "two-hop" neighborhoods, which in turn affect the corresponding

associations.
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EXPERIMENTATION ON USER ASSOCIATION IN FEDERATED
TESTBED ENVIRONMENTS

3.1 INTRODUCTION

Wireless Mesh Networks (WMNs) are currently considered as the default solution for
delivering high-speed Internet access to users within the last few network miles in non-
urban areas. As a result, the interest of the research community in proposing WMN-
related approaches has dramatically increased during the last few years. The inherent
inability of simulation models to accurately estimate performance of wireless networks
[30], in accordance with the unique characteristics introduced by the complex nature
of WMN s [31] have directed research efforts towards implementation approaches and

evaluation through experimentation in real world network scale and settings.

However, development of large scale WMN testbeds is a rather challenging task that
requires careful design and induces high deployment and maintenance costs. More-
over, as WMNs are usually considered as a promising technology for Internet access
provision, experimentation across global scale networks that feature real Internet char-
acteristics is required, in order to acquire experiment results under realistic congestion
conditions. Such requirements have led the research community to the decision to de-
velop a global large scale infrastructure that results from the federation of heteroge-
neous types of networks, such as wired (local, wide-area or optical) and wireless (local,

mesh or sensor) networks.

Federation between inherently heterogeneous testbeds introduces several issues that
arise due to the difference in the nature of experimental resources, but more impor-
tantly due to use of different software frameworks for resource management and con-
trol. In this work, we describe the establishment of the federation between two well-
known heterogeneous network testbeds, namely the NITOS wireless testbed and the
wired PlanetLab Europe (PLE) testbed. The utilization of a common experiment con-
trol framework, OMF [26] (cOntrol and Management Framework), and the adoption of
the slice abstraction, as the building block for the federation, have been the main keys

which made this federation possible.

33
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34 EXPERIMENTATION ON USER ASSOCIATION IN FEDERATED TESTBED ENVIRONMENTS

In order to demonstrate the usefulness of the resulting integrated architecture, we
develop and implement an association scheme for WMNSs that is aware of end-to-end
delay, part of which is generated in the wired section (PLE) and part in the wireless sec-
tion (NITOS). The implemented mechanism is based on novel association metrics [32]
that consider wireless channel contention, which are further enhanced, by taking into
account delays incurred in the wired section of the end-to-end path. The evaluation
of the proposed mechanism is performed through extensive experiments conducted
on the combined network architecture, which results from the federation of the two
heterogeneous experimental facilities. In an effort to explore the key differences and
potential performance dissimilarities between realistic testbed and simulated environ-
ments in performing Mesh Network experimentation, we reproduced several of the

testbed experiments in a well-established network simulator.

This paper is organized as follows. In Section 2 we discuss research work related
with both association in WMNs and federation of heterogeneous experimental facili-
ties. In Section 3 we describe the architecture of the two heterogeneous testbeds and
moreover provide details about the approach followed and the tools used for the estab-
lishment of the testbed integration. In Section 4 we analyze and discuss the proposed
association approach. The measurement methodology followed in our experiments, as
well as a brief experiment description that is OMF compatible are presented in Section
5. In Section 6 we present and comment on the results obtained from the experimental
evaluation of the implemented mechanism. Results obtained through the simulation of
the real experiments, along with achieved user experience are discussed in Section 7. Fi-
nally, in Section 8 we summarize our work, by pointing out conclusions and directions

for future work.

3.2 RELATED WORK

3.2.1 Association in Wireless Mesh Networks

WMNs are composed of Mesh Routers (MRs), which form the wireless backhaul
access network and Mesh Clients (MCs). MRs forward packets acting as intermediate
relay nodes and may also provide wireless access services to MCs, in which case they
are referred to as Mesh Access Points (MAPs). WMNSs also consist of Internet Gateway
nodes (IGWs) that provide Internet access to the network, through direct connection to
wired infrastructure. MCs associate with a certain MAP in order to access the network

and do not participate in packet forwarding.
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3.2 RELATED WORK

The affordable cost and ease of deployment of IEEE 802.11 compliant equipment has
led the majority of WMNs to be based on conventional IEEE 802.11 devices, although
this does not limit the potential application of other standards. According to the IEEE
802.11 standard, which was originally proposed for infrastructure Wireless Local Area
Networks (WLANSs), MCs perform scanning to detect nearby MAPs and simply select
to associate with the MAP that provides the highest Received Signal Strength Indication
(RSSI) value. The performance of the standard association policy has been extensively
studied [33] in the context of IEEE 8o02.11 WLANs and it is well known that it leads to
inefficient use of the network resources. In WMNs, the entire path between the MC and
the IGW is composed of two discrete wireless parts: the single-hop access link between
the MC and the MAP it is associated with and the multi-hop backhaul part that con-
nects the MAP with the IGW. As the standard policy considers only factors affecting
performance on the wireless access link, its direct application on WMN5s becomes inap-
propriate. As a result, more sophisticated association schemes are required to capture

performance achieved in both the access and the backhaul network parts.

Trying to address the issues generated by the unique two-tier architecture introduced
by WMN:s, several approaches on MAP selection have been proposed in the recent lit-
erature. An innovative cross-layer association mechanism that considers not only the
access link but also routing in the multi-hop backhaul part is proposed in [13]. The
authors in [34] consider also the interaction of physical (PHY) layer transmission rate
with the packet size and hop count and propose a signaling mechanism through which
information about congestion on both parts is passed from the MAPs to the MCs. In
[35], @ new metric is proposed that takes into account the impact of 802.11 MAC layer
contention on bandwidth sharing and results in accurate link throughput estimations.
Another approach, proposed in [36], considers also estimation of real-time traffic load
conditions trying to cope with the variability of network conditions, which is an inher-
ent characteristic of WMNSs. The common characteristic of the works referenced above

is that they rely only on simulation-based evaluation of the proposed mechanisms.

Recent research studies in the field of WMNs jointly consider problems that tradi-
tionally were considered in isolation, such as association and routing. However, as
simulation models [30] are not not able to capture the interaction among different lay-
ers [31], research related to WMNs is mainly performed in experimental facilities. A
recent work in the field [37] proposes a cross-layer association mechanism, which is
implemented and evaluated through experimentation in a wireless testbed. However,
the evaluation of the implemented scheme is restricted in experiments conducted in
a small scale testbed composed of conventional laptop computers and not in a cus-

tomized large scale Mesh testbed.
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At this point, we argue that approaches proposed for WMNs should be fully im-
plemented and properly evaluated through extensive experimentation under real in-
terference and congestion conditions. In an effort to support realistic and large-scale
experimentation with heterogeneous network platforms, both the GENI initiative in
the U.S. [38], as well as the FIRE initiative in Europe [39] are currently investigating

federation of heterogeneous testbeds.

3.2.2 Integration of Heterogeneous Experimental Facilities

An initial effort on federation of testbeds was proposed in [40], where the wireless
EmulLab testbed and the wired planetary-scale PlanetLab testbed [41] were integrated
through the EmuLab-PlanetLab portal. The integrated interface provided useful exten-
sions to the PlanetLab’s management system. Moreover, several integration challenges
were identified for the first time and appropriate solutions were provided. Another
work, proposed in [42], aimed at integrating PlanetLab with the ORBIT wireless testbed.
The authors considered also the ability of performing experiments on the integrated
framework concurrently. Although the PlanetLab testbed provided support for virtu-
alization of resources in the wired part, virtualization of the wireless part had to be
further investigated in order to overcome the issues that the broadcast nature of the
wireless medium generates. Two discrete integration models were proposed in this
work, where the first one aimed to support PlanetLab users in extending their experi-
mental topologies with wireless nodes, while the second one was introduced to provide
users of the ORBIT testbed with the extra ability of adding wired network extensions

to their experiments.

An important issue that the aforementioned federation approaches had to cope with
was the scarcity of a common management system, as well as a common experiment
description language. However, this issue was overcome with the introduction of OMF,
which provides tools for the management and execution of experiments on testbed in-
frastructures. Nowadays, OMF has been deployed and used on multiple testbeds sup-
porting many different types of technologies. The work proposed in [43] presented the
integration of an OMF-controllable WiFi testbed and PLE, through the addition of an
extra wireless interface in PLE nodes that were located within the range of the wireless
testbed. This integration was achieved through the development of special tools that
supported the definition of slice-specific routing table rules and the exclusive use of the
wireless testbed by a single experimenter. Although this integration attempt provided
an integrated environment, where all resources could be instrumented through OMF, it

also faced the drawback of realizing the wireless testbed as a single resource and thus
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limited the access of the federated environment to a single user for each reservation

slot.

In an effort to maximize the utilization of OMF-based experimental facilities, NITOS
introduced a testbed Scheduler [44] that enables the assignment of different subsets of
nodes and channels to different users during specific reservation slots. The work in [45]
proposes an integration architecture, which combines an OMF-based wireless testbed
supported by the NITOS scheduling mechanism with several PLE OMF-enabled nodes.
The resulting federated environment formed a realistic global-scale WMN that sup-
ported the execution of multiple concurrent experiments, through the NITOS Scheduler.
Moreover, the authors demonstrated an experimental scenario that provided interesting

insights regarding real-world experimentation with peer-to-peer systems.

3.3 ONELAB FEDERATION OF NITOS AND PLANETLAB

OneLab [46] is an initiative to provide an open, general-purpose experimental facility,
aimed at promoting innovation among network and ICT researchers in Europe, both
in academia and industry. It is primarily based on the results of two EC FPy projects,
namely the Onelab and Onelab2 projects. One of the most important goals of the initia-
tive is to establish a federated environment between different, possibly heterogeneous
testbeds. As several testbeds have been deployed independently by research institu-
tions across Europe during recent years, and each of them has developed or adopted
a different control and management framework, a complex and inconvenient mosaic
arises. In this mosaic, experimentation in different testbeds implies familiarization with
the respective control frameworks, while combined experiments between different fa-
cilities are extremely difficult to setup. The federation between NITOS and PLE, two
testbeds of entirely different architecture, which took place during the Onelab2 project,
demonstrated that through agreements and collaborations among the involved admin-
istrative entities, it is possible to establish architectural paradigms that allow for com-
bined experiments across heterogeneous platforms. In this Section, after describing the
two facilities, we analyze the components of the federated environment, which allowed

for a combined experiment.

3.3.1 PlanetLab Europe

PlanetLab Europe is the European portion of the publicly available PlanetLab testbed,
a global facility for the deployment of new network services. It is tightly federated with

PlanetLab Central, offering a total of 1000+ nodes worldwide. Each node runs a set of
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isolated virtual machines that run either internal PlanetLab services (like e.g. for ac-
countability purposes), or widely and publicly available services (like e.g. CoDeen for
content distribution), or more narrow-term experiments that focus on a specific net-
working environment. PlanetLab has been a pioneering system with respect to federa-
tion. PlanetLab Central and PlanetLab Europe have been running the facility in a decen-
tralized manner for more than 6 years now, even if this relies on a PlanetLab-specific
paradigm, that is currently being replaced by the much more general Slice-based Facil-

ity Architecture (SFA) paradigm [47].

3.3.1.1 PlanetLab Europe capabilities

In addition to regular infrastructure servers, PlanetLab Europe offers a few unique

features, including;:

¢ reservable nodes: PLE exposes a few of its nodes as reservable, which means
that these nodes only run one user slice at any given time. As a result, the ex-
perimenter needs to reserve the nodes at specific timeslots, except from adding
the corresponding slice to the reservable node, so that the corresponding virtual

machine shows up accordingly.

* topology management: PLE also provides basic tools for implementing overlay
topologies based on tunnels, either inside a PlanetLab slice or towards the outside

world, wherever a tunnel can be terminated.

» wireless nodes featuring WiFi capability; this can come in handy when setting up
an experiment that involves end users connected through wireless links; for more

focused studies of WiFi, dedicated testbeds are of course more relevant.

¢ an embedded emulation tool, named Dummynet [48], which is able to perform ba-
sic actions like packet dropping or delaying and also embeds various predefined

models so as to treat a link like e.g. a Wifi link.

3.3.1.2 Experimental Plane Tools

Historically, PlanetLab was known to not provide many features in terms of experi-
ment control; given that every virtual machine is accessible through ssh, it is of course
possible to resort to wide-purpose ssh-based tools like pssh. Over the recent years, more

tools have been added, for much more powerful control of experiments. Among these,
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let us quote the OMF Experimental Controller tool, which enables experiments to be
entirely controlled through the OMF experiment control framework. Another example
of an experiment management tool is NEPI [49], which has the ambition to support a
wide range of hybrid simulated/emulated /real experiments, based on the use of a cus-
tom developed PlanetLab driver. As an example, creating topologies within PlanetLab
is definitely much simpler with NEPI than it would be by using the basic PlanetLab

tools.

3.3.1.3 Slices/Slivers

The notion of a slice is a rather central notion in PlanetLab; it typically allows the
modelling of resource allocation, by relating a set of users and a set of resources (nodes).
Once created, the slice “owns” one private server (sliver) on each of the selected nodes,
and to the designated users, being part of the slice means UNIX shell access to all
these slivers. The PlanetLab software is tailored for smoothly orchestrating a complex
workflow that involves a large number of people, with different roles (from the legal
paperwork, down to locally vouching for users and remote IT management); it also
needs to deal with accountability of the resulting network traffic, especially given its
scale and diversity of usages, that by design often leads to untypical shapes of traffic;
but it admittedly offers little help in managing a slice, and encourages users to leverage

third-party tools for the actual experimentation phase.

3.3.1.4 MyPLC

MyPLC [50] is the software that was packaged by the PlanetLab operators to let
others run their own private PlanetLab system. It was created by Princeton University
and is currently being codeveloped by Princeton and OneLab partner INRIA. It pro-
vides a ready-to-install set of packages, for both infrastucture-side (XMLRPC API, with
related database, software server for securely booting and upgrading nodes), and node-
side (slivers management, accountability, remote operations and monitoring). MyPLC
is rather flexible, and several tens of instances of MyPLC have been deployed around

the world, either for entirely local testbeds, or at the scale of a research consortium.

3.3.2 NITOS testbed

NITOS is a wireless testbed featuring 50 WiFi-enabled nodes that are deployed out-

doors in the premises of a University of Thessaly campus building. It is remotely and
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publicly accessible to any researcher wishing to use its resources, after a plain registra-
tion procedure and its approval by the testbed administrators. Below, we describe the
two basic software entities of the NITOS testbed, OMF/OML and NITOS Scheduler.

3.3.2.1  OMF/OML

NITOS has adopted OMF as its testbed control and management framework. The
architecture of OMF is based on three main software components: the Aggregate Man-
ager (AM), the Experiment Controller (EC) and the Resource Controller (RC). The AM
provides a set of services to the testbed (inventory, image loading, etc.). The EC, which
is the user’s interface, receives and parses an experiment script describing configu-
ration of resources and the actual experimental scenario. This script is written in a
domain-specific language called OEDL (OMF Experiment Description Language). The
instructions in the script are transferred to the RCs of the respective resources, which
are responsible to perform the local configurations and application invocations. The dif-
ferent components communicate asynchronously through an XMPP publish-subscribe
system, where each message is transferred to an XMPP server, which relays it to its

intended destination.

OML (OMF Measurement Library [51]), a companion framework for OMF, is respon-
sible for handling measurements. It consists of two architectural components, the OML
server and the OML client libraries. The client libraries are responsible for capturing
measurements generated at the resources and, possibly after some manipulations, in-
jecting them in streams headed towards the OML server. The OML server receives the
data and stores them in organized databases, one per experiment. The measurements
are automatically timestamped; thus it is straightforward to plot them against time.
An extremely user-friendly web-based graph application is also associated with OML.
The user can point his browser to a specific address and port, and be able to see the
evolution of the variables being measured at real time. The exact set of variables to be

monitored is specified in the OMF experiment description file.

The typical requirement for the user when using OMF/OML is to develop OM-
F/OML wrappers for the applications that will run on the resources during the ex-
periment. The role of these wrappers is two-fold. First, they act as proxies translating
shell commands to a Ruby-based format that can be parsed by OMEF. Second, specific
output variables of the source application are linked with the OML client library, so
that their values can be sent to the OML server during the experiment execution. Wrap-
pers for several popular network testing applications have already been developed and

are typically available at testbeds featuring OMF support. In cases where a user is
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NITOS XMPP PubSub records
"/OMEF/efkerani"
"/OME/efkerani/resources"

"/OMF/efkerani/resources/omf.nitos.nodeo23"

"/OME/efkerani/resources/omf.nitos.nodeo22"

"/OMF/efkerani/resources/omf.nitos.nodeo19"

"/OMEF/ efkerani/resources/planetlab.test.upmc.ple2"

Table 3: Instance of NITOS XMPP PubSub nodes structure

not satisfied by this set of applications and wants to develop additional wrappers, the

procedure is very simple, and it is documented in detail on the OMF website [52].

3.3.2.2 NITOS Scheduler

NITlab has developed a reservation and access control software tool for NITOS,
called NITOS Scheduler. This tool provides a web-based reservation front end for users
of the testbed, accessed through the NITOS website, and a set of back end scripts, dae-
mons and services responsible for controlling access to the testbed’s resources, accord-
ing to the corresponding reservations. In the front end, the user reserves a set of nodes
and frequencies for a time duration not exceeding four hours, with a half-hour gran-
ularity. In the Scheduler’s back end, two main functionalities are worth mentioning;:
the Scheduler’s interaction with the XMPP framework used in OMF and the Spectrum
Slicing framework. Both of them are utilized to enable slicing of the testbed, that is,
to enable simultaneous experimentation by multiple users through allocation of dis-
joint sets of resources. Each user at NITOS is associated with a slice. Unlike the typical
PlanetLab setup, where slices imply the existence of virtual machines, at NITOS a slice
is an abstract entity. In Table 3 we can see a snapshot of part of the NITOS XMPP
PubSub nodes tree-like structure, as observed at a given time instant. For each slice in
NITOS, the PubSub nodes /OME/<slicename> and /OMF/<slicename>/resources
are always present. When a reservation for a NITOS resource starts, an additional Pub-
Sub node /OMF/<slicename>,/ resources/ <resource_name>> is created. When this
reservation ends, this entry is deleted. As a result, access to NITOS nodes is restricted
through this dynamic association and disassociation of resources to the corresponding
slices, based on queries to the NITOS scheduler’s database. Since all OMF communi-
cation takes place via the XMPP protocol [53], this mechanism is equivalent to OMF-

based dynamic access control of the NITOS resources. Indeed, when the PubSub node
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/OMEF/ <slicename>/resources/ ResourcelD is not present, users of slice <slicename>
cannot access the RC of resource ResourcelD and, therefore, they cannot send OMF
commands to it. The addition and removal of PubSub entries is controlled by a back-
end daemon, running every half an hour, so that the reservation data as stored in the

Scheduler’s database exactly matches the granted access rights.

Regarding spectrum slicing, when users submit their reservation, they are only al-
lowed to reserve frequencies that are orthogonal to the ones selected by other users,
who have made a reservation for the same or an overlapping time interval (802.11a
frequencies are also available, so that sufficient flexibility is achieved). The Resource
Controller software provided by NITOS has been modified to allow only frequency
configuration requests that are compliant with the existing frequency reservation data
in the scheduler database. In this way, cross-interference among simultaneous OMF

experiments is avoided.

3.3.3 Federation Framework

In this subsection, we describe the basic components of the federated environment
between NITOS and PLE. The development of these components took place during the
project Onelabz and enabled, from an architectural point of view, the conduction of the

experiment presented in this paper.

3.3.3.1 Single Sign Up

One important characteristic of a federated environment is that a user of such a facil-
ity should not be obliged to register at its different components separately, but instead
be able to use common credentials. To achieve this operation between NITOS and PLE,
a single-sign up mechanism has been developed, so that any user of PLE can log into
the NITOS portal without going through any extra registration process. This single-
sign up process is based on PlanetLab’s standard XMLRPC user authentication API. In
particular, when a user attempts to log into the NITOS portal, providing a username
and a password, the portal’s underlying code not only tries to match the credentials
with an entry from the native user database, but also contacts the authorization server
of PLE through the standard API. If a match is found among PLE’s users, an affirma-
tion is sent back to NITOS, which then automatically generates (in the case that id does
not already exist) a slice in NITOS having the name of the PLE slice and moreover
logs him in the NITOS portal with the provided credentials. The process is transparent

to the user and incurs no significant delay. An improved procedure of single sign up
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will be offered through the SFA federation framework, making use of the SFA Registry
service [54]. This is a coherent and scalable solution. It is gradually being incorporated
in several testbeds in Europe, and it is expected to replace earlier schemes, such as the
aforementioned solution. This service will be accessed with an SFA client application.
Currently, the most advanced SFA client available is MySlice [55]. This graphical client
application will also provide the capability to reserve resources from multiple federated
testbeds, along with other attractive features. MySlice can already handle reservations
of PLE nodes, while an enhanced version of NITOS Scheduler will be incorporated in

this tool soon.

3.3.3.2 Deployment of OMF/OML at PLE resources

A major difficulty when trying to run combined experiments using heterogeneous
facilities is that different languages are used to describe resource configurations and
actions. There is the need for agreement to use a common language for experiment
description (ED), which must be able to handle the broadest range of resource types
possible and easily add support for new resource types in a modular fashion. OEDL is

a perfect candidate, as it meets these requirements.

Therefore, PLE decided to incorporate OMF support on demand, in the form of so-
called "OMF-friendly” slices. For slices with this tag activated, at slice-creation time, a
pre-installed and pre-configured OMF Resource Controller is initiated in the related
slivers. In this way, a PLE resource can be viewed as any other resource of an OMF-
based testbed and it can be configured through instructions issued by the experimenter

in an experiment script written in OEDL.

3.3.3.3 XMPP Communication using slices

OMF employs a Pub-Sub asynchronous communication scheme between the EC and
the RCs running on the resources, based on the XMPP protocol. In order for all the
resources to be able to communicate with the EC, they must be registered in the same

XMPP server or in a set of XMPP servers peered with each other.

In the case that the first approach is followed, nodes belonging to the remote testbed
should feature public IPs addresses, so that efficient communication with the single
XMPP server is feasible. This works in the case of PLE nodes, but not for NITOS nodes
that use private IP addresses. By following the first approach, experiments can only be

initiated by NITOS nodes, while users have to configure RCs of the local testbed re-
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Figure 9: XMPP server to server peering in OMF

sources to enable communication with the remote XMPP server. In order to provide for
a smoother node communication and measurement collection procedure, we adopted
the second option, where each resource talks to its local XMPP server, and messages
are transferred to their final destination via the XMPP server-to-server (S2S) protocol.
The added value is that experimenters do not have to proceed with configurations of
the local testbed RCs,and thus the overall procedure becomes totally transparent to the
end-user. Therefore, the NITOS and PLE testbeds enabled incoming server-to-server
connections in their local XMPP servers, by performing some relatively simple config-

uration tasks.

In a federated OMF experiment, the PubSub nodes related to a single slice all reside
on one of the XMPP servers, which acts as the “rendezvous point” for all participants in
the slice. Messages published for that node by users connected to other XMPP servers
are relayed to that host via the server-to-server protocol. This architecture is depicted
in Fig. 9. The user can freely decide about where the corresponding slice will be hosted.
In the case of the federated experiment described in this paper, we only had two XMPP

servers, and we decided to host the slice PubSub nodes in the NITOS server.

When this communication procedure is followed, the Resource Controllers of the
nodes to which the messages have to be relayed using the 525 protocol, must be config-
ured to use the same XMPP domain, which corresponds to the server hosting the slice’s
PubSub nodes. In particular, in the RC configuration files of the PLE resources used in
our experiment, we had to set the parameter xmpp.domain to the value nitlab.inf.uth.gr,
which is the NITOS XMPP server that hosts the experiment’s slice.

It must be noted here that OEDL scripts are completely independent and ignorant
of slices. In an experiment description, each resource is referred to by its unique HRN,
e.g. omf.nitos.nodeo19. In this way, experiment description scripts can easily be reused
by different slices. In Section 1 of the Appendix, we present a code snippet example

that shows how resource names are used in the OEDL script of our experiment.
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3.3.3.4 Advantages of Experimenting in the Federated Enironment

The use of the aforementioned tools provides the user with a number of benefits,
compared to the case where he attempts to conduct an experiment combining resources
from the two testbeds without the existence of federation tools. Below we summarize
these benefits, organized according to the expected workflow associated with the user

experience.

No Federation:

* User Authorization: The user needs to create and maintain one account per testbed

* Resource Reservation: The user needs to reserve resources from each testbed sepa-

rately, potentially through different tools

* Experiment Setup and Orchestration: Considerable expertise in network program-
ming and extensive effort is needed to coordinate distributed actions. Moreover,
potentially existing and incompatible frameworks are likely to create obstacles in

coordination.

* Measurement Collection: Incompatibilities in format of measurements lead to ex-
tensive post-processing. Extensive scaffolding development work is required to

collect and synchronize measurements.

NITOS-PLE Federation:
* User Authorization: User only needs a single account

* Resource Reservation: No federation in this aspect was present at the time of the
experiment presented in this paper. However, the MySlice SFA client tool, which
already works with PLE and is being incorporated into NITOS, will soon provide

the capability of multi-testbed resource reservation from a single point.

* Experiment Setup and Orchestration: OMF does all the background orchestration
work for the user. Moreover, a single experiment description file using a single
common language is used for description of the distributed experiment, leaving

no room for inconsistencies.

» Measurement Collection: Common format for measurements, directly parsable even
at real time, removes the need for post processing of measurements. Trivial devel-
opment effort is required for inserting custom measurement points into applica-

tions.
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3.4 PROPOSED ASSOCIATION MECHANISM

In order to demonstrate the usefulness of the federated environment that combines
the wired PLE with the wireless NITOS testbeds, we developed a novel association
mechanism proposed for WMNSs that is end-to-end performance aware. In this Section,
we describe the developed association mechanism and moreover provide details about

its driver level implementation.

3.4.1  System Model And Metrics Definition

As end-to-end performance in WMNs depends also on the performance experienced
on the wireless backhaul part of the network, as well as on the wired infrastructure
on which the IGWs are connected, both factors are taken into account by the proposed
mechanism to provide for efficient associations. In this work, we consider a special
case of WMNs that do not feature a wireless backhaul part, but are composed of MAPs
that are directly connected to the wired infrastructure and thus operate as IGWs. A

representation of the described topology is illustrated in Fig. 10.

Figure 10: Topology representation

Each MC chooses to associate with a single MAP among the MAPs that operate
in its vicinity. Each network node n has a set of neighbors, that reside in its sensing
area and operate on the same channel with n. This set of "1-hop" neighbors, that can
be either MAPs or MCs, is denoted by A,. In our previous work [32], we decided
on two discrete throughput based metrics for uplink and downlink communications
that conform with the special case of infrastructure 8o2.11 networks. In this work, we
consider only the case of uplink communications, which provides for a simple analysis
of the proposed mechanism. In uplink communications, frames are transmitted by each
MC and destined to the specific AP it is associated with. In our previous work, we
arrived at an expression that considers the medium sharing of each MC; with its "1-

hop" neighbors (A;) and estimates throughput on uplink as follows:
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where Ry; and Ry denote the PHY rates used by MC; and each node k € A; accordingly,
while f; and fy are defined as activity indicator factors reflecting the activity intensity

of MC; and node k € A; in comparison with each other.
3.4.2 End-to-end performance aware Association Mechanism

Based on the analysis in the previous Section, we are able to estimate throughput
performance for the single-hop access link between the MC and each potential neigh-
boring MAP. More specifically, the denominator of expression 1 estimates the average
time duration required for a single bit of information to be transmitted over the access
link. In this work, we develop an association framework that is based on Round-Trip
Time (RTT) measurements. Readers interested in related work including comparative
study of more sophisticated association metrics are directed to our previous work [32].
In this paper, we estimate the RTT required for the initial transmission and subsequent
retransmissions of a frame with specific length, by multiplying the calculated delay
with the number of bits that are transmitted over the access link and moreover double
the resulting value to estimate the total delay required for both transmissions. Conclud-
ing, we estimate the RTT for a specific frame of M bits that is transmitted over the

access link from MC; to MAP; and back again, as follows:

[A4l

f; fic
RTTS =2+ Mx (o4 ) ==
(Ru k§1Rk) ()

In our approach, we develop a simple mechanism to estimate RTT experienced on the
wired backhaul part of the network as well. More specifically, each MAP; periodically
transmits probe packets and measures RTTJ-B for the wired network backhaul. These
values are broadcasted to all MCs in range and as a result each MC; is able to estimate
end-to-end RTT for each potential MAP;, as follows:

RTT{tet = RTTS + RTTP (10)
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3.4.3 Implementation Details

For the implementation of our mechanism, we used the Mad-WiFi open source driver.
Details about the mechanism aiding in performance estimation on the wireless part
can be found in our previous work [32]. In this Section we will provide details about
the developed mechanism that enables application layer information regarding wired
RTT information to reach neighboring MCs. First of all, we use a simple application
level program that runs at the APs and sends probe packets to the destination host to
calculate RTTJ-B values. In order to broadcast this information to all neighboring MCs,
we first had to make the RTTjB value available to the kernel level, as all MAC layer
mechanisms are implemented as loadable kernel modules by the MAD-WiFi driver. An
efficient way to transfer information to the kernel is through the proc virtual filesystem,
which resides in the kernel memory. The proc files used by the MAD-WiFi driver are
stored in /proc/sys/net/wlan/athX, where X denotes the specific interface. Another
script running locally at the APs periodically writes values to the specified proc file
and as soon as a new record is written the driver is informed. As for the next step
we had to broadcast the RTT]-B value to all neighboring MCs. In order to do this, we
extended the Beacon and Probe-Response frames to carry this information. This frame
extension does not affect the normal operation of the 802.11 protocol, as these frames
feature a dynamic part that supports extension, according to the standard [1]. The MCs
constantly estimate the RTT{;\ values for each potential MAP. The third step is also
performed at the MC side, where the driver combines the RTTJ-B value with the RTT{;\
and calculates the RTT{‘j"tal. Finally, each M C; associates with the MAP; that features

the lowest RTT{‘]-O"Ql value.
3.5 EXPERIMENTAL SETUP

In this Section, we provide details about the measurement methodology and the
various tools that we used in order to establish a proper experimental setup. Moreover,
we provide a brief description of the OEDL ED script that we used for the orchestration

of the conducted experiments.

3.5.1 Measurement Methodology

Fig. 11 represents the actual topology used in our experiments. We consider a typical
scenario, where one traffic flow is generated from the MC node and relayed through the
two available MAPs to the final PLE destination node. The MAPs act as IGWs and get

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



3.5 EXPERIMENTAL SETUP 49

Figure 11: Experimental topology representation

access to the wired network part through NITOS Server. As NITOS nodes are assigned
private IP addresses, we had to enable a Network Address Translation (NAT) service at
NITOS Server through proper IPtables [56] configurations, in order to provide Internet
access to the two nodes operating as MAPs. We also followed a similar procedure to

provide for proper relaying of traffic generated by the MC through the two MAPs.

In a part of our experiments, we required the injection of artificial delay in the wired
backhaul link. For this purpose, we used the Dummynet [48] tool, which is able to em-
ulate queue and bandwidth limitations, delays, packet losses, and multi-path effects,
by intercepting packets in their way through the protocol stack. As an outcome of
the OneLab project, PLE natively supports Dummynet as a kernel module in all nodes,
configurable from the sliver through a command-line tool. Since it is straightforward
to wrap shell commands inside the OMF experiment description file, we used this
approach to avoid having to log into the remote PLE node and issue the commands
manually. Furthermore, incorporating the Dummynet commands inside the OMF script
allows perfect synchronization with the rest of the applications and with the measure-

ment collection process.

As all packets received at the destination, share the same IP address of the NITOS
Server, we base packet discrimination on the port numbers. To this aim, we used a
simple Nmap [57] script to dynamically detect the specific ports used for incoming
connections at the PLE node. For the wireless part, we enable a pair of nodes that
operate on each of the channels used by the MAPs and generate channel contention
conditions of varying traffic rate. Fig. 12 shows a screenshot of the OMF visualization
tool representing delay emulation for two discrete flows generated by each one of the
MAPs, as monitored at the PLE node. The throughput performance of the experiments
is measured by using Iperf [58]. In our experiments, we run an Iperf Client at the MC
to generate TCP flows and UDP flows of varying rate and also an Iperf Server residing

at the PLE node to receive traffic and collect the corresponding measurements.
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Figure 12: RTT monitored at the PLE for two flows generated by each MAP

Considering the video experiments presented last in Section 6, we used the Video
LAN Player (VLC) [59] to stream a video of H.264 format from the MC to multiple PLE
destination nodes. In order to provide for a simple experimental setup, we run both
the VLC Server and Client applications on the MC node and also utilized the Socat [60]
platform to be able to relay, through UDP sockets, all packets that are received on a
specific port at the PLE node back to the MC.

3.5.2 Experiment Description

We described our experiment with the OMF Experiment Description Language (OEDL)
script. An OEDL script is basically comprised of two parts. The resource configuration
part and the experimental scenario part. In the first part, configuration parameters for
both the network interfaces of the resources and the applications to be executed on
them are determined, while the measurements to be collected are also defined. A brief
code snippet from our ED, which describes the configuration of the first MAD, is pre-

sented in Section 2 of the Appendix.

We place a single resource in the group called ‘"MAP1’, determine two applications
to run on this resource (OMF wrappers for these applications must be present in the
resource’s image), and we also define values for the properties of the wireless interface
to be brought up and used. For the purposes of the experiment, we used some existing
OMF wrappers for common applications, but also developed some new ones for the
specific needs of our experiment. For instance, we developed a wrapper for the iwconfig
application, which is used to dynamically identify the current association of the MC,

for visualization purposes.

In the second part of the ED script, the exact course of actions to take place is deter-
mined. The timing of the different tasks is described, i.e. when to start the applications
on a resource, how long they will run, or when they will stop. Moreover, we are able

to define the exact time that specific events will take place, e.g. the injection of artificial
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delay that is executed through the call to the Dummynet application. Considering the
Dummynet application, we did not develop a custom wrapper, as there is no need for
gathering any measurements from this application. The Dummynet application is called
using the exec command, which in this case is applied to the group of the PLE node,
using standard delays defined at the beginning of the experiment. Based on the custom
developed Nmap script, we are able to dynamically detect the specific ports used for
incoming connections at the PLE node and we feed the output of this script as an input
parameter to the Dummynet application, which then injects delay solely to flows that
use the specified ports. Representative code snippets that are used to configure both
the delay attribute that are used by the Dummynet applications, as well as to instruct

the Dummynet application, are presented in Section 3 of the Appendix accordingly.

The RTT measurement applications are Ruby applications, that use the client-server
model. The client side is installed at the MAPs and the server side is installed at the
PLE node. Since the applications we used are written in Ruby, we used the OML library,
in order to inject the measurements gathered during runtime i.e. RTT values, to the
sqlite experiment specific database that is created by the OMF. More details regarding
the experimental description, as well as all the important applications and scripts are

publicly available and can be downloaded directly from the NITOS web portal [61].

36 EXPERIMENTAL EVALUATION

In this Section, we evaluate several experimental scenarios that aim at presenting
the abilities offered by the federated testbed environment, rather than presenting in-
novative research results. More specifically, these experiments have been designed to
demonstrate the effectiveness of association mechanisms that jointly consider factors
affecting both wireless and wired performance. The execution of such combined exper-
iments requires integrated testing, which would not be feasible without the existence

of the federated environment.

The conducted experiments are organized in two parts, where in the first part we
measure the performance for a static topology, where the MC communicates with a
single MAP that is forwarding traffic to a single PLE destination. Under this topology,
we focus on measuring the resulting performance under various settings of artificially
injected delay in the wired part and channel contention in the wireless access link as
well. In this first part of experiments, we decided to vary the wired delay artificially and
not by using different network paths, in order to isolate the impact of other factors, such

as traffic congestion that would significantly vary among different network topologies.
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In the second part of our experiments, we do not alter any settings in the wireless
network part, but we focus on testing the performance of the proposed scheme under
realistic RTT variations in the wired part, which conditions are generated through the
use of different PLE nodes as the final path destinations. In order to accomplish this,
we use multiple PLE nodes that span across different continents and moreover offer
different load conditions, thus featuring diverse end-to-end characteristics for the wired

part.
3.6.1 Experimentation based on a single PLE node

The experiments described in this first part are organized in two sets, where in the
first set we generate conditions of varying delay in the wired backhaul part, while in
the second set we vary the delay in the single hop wireless access link. Moreover, each
experiment is performed in two discrete phases, where in the first one we compare the
effect of injected delay on performance affecting either the wired (1st set) or wireless
(2nd set) part solely, while in the second phase we consider the impact on the combined

network architecture.

The conducted experiments aim at presenting the performance improvement that can
be offered through the application of the proposed association mechanism and thus
measure the performance for a static scenario, where the MC communicates with a
specific MAP. Under this scenario we alter the delay induced in each part and monitor
the resulting performance in terms of TCP /UDP throughput, packet loss and jitter
values. The initial RTT in the wired part between NITOS Server and the PLE node
that is used in these experiments and resides in France is around 8o ms, while in the
wireless part the reported RTT between the MC and each MAP without any external
contention is below the value of 1 ms. In all the conducted experiments, the default

Rate adaptation algorithm of the driver has been used.

3.6.1.1  Wired - Combined set of Experiments

In this first set of experiments we use the Dummynet tool to generate artificial delay.
Fig. 13a and Fig. 13b illustrate the TCP throughput achieved under various artificial
delay values in the wired and the combined architectures accordingly. We notice that
even small variation of delay in the wired part significantly affects TCP throughput and
therefore should be taken into account. Moreover, we notice that the wireless access
link acts as the performance bottleneck that significantly limits yielded performance.
A particular observation is that the same experiments provide higher deviation values

when conducted in the combined topology, for the cases of 200, 300 and 500 msecs
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Figure 14: TCP File Transmission Duration vs Artificial Delay

of injected delay, in comparison with the execution solely in the wired part. However,
average throughput values show similar performance in the above cases. Based on the
observed results, we remark that relatively high values of injected delay make TCP

performance in the combined network highly unstable.

In Fig. 14a and Fig. 14b, we present the duration required for the successful transmis-
sion of a file with size of 100 MBs in the wired and combined network accordingly. We
easily notice that even a low increase in RTT values of 20 ms increases file transmission
duration up to 5,55 (15%). Moreover, we notice that the effect regarding the increased
deviation values is also clearly illustrated between Fig. 14a and Fig. 14b. We also con-
ducted experiments based on UDP transmissions. However, UDP performance in terms
of throughput, packet loss and jitter is not affected by the artificially injected RTT delay.
This comes from the fact that even high values of artificial delay cannot result in packet
loss, as the high capacity of operational system buffers supports storage of packets that
arrive during the artificial delay interval even at the maximum traffic rate of go Mbps

that is used in our experiments.
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Figure 15: TCP - UDP Throughput vs Contention

3.6.1.2  Wireless - Combined set of Experiments

The second set of experiments has been designed to demonstrate the impact on end-
to-end performance of channel contention in the wireless access link. Fig. 15a and Fig.
15b illustrate TCP and UDP throughput achieved in the wireless access link and the
combined network accordingly, under various values of traffic rate for the contending

flow.

For the UDP case, we notice that even contending flows of low traffic rate highly
impact performance in both cases. In addition, we observe that results obtained in
the wireless and combined networks are very similar and both feature relatively low
deviation values. Packet loss measurements illustrated in Fig. 16a and Fig. 16b show
that UDP performance is directly related to loss of packets. As the MC injects packets
with high traffic rate, the wireless network capacity is exceeded due to the simultaneous
transmissions of the contending flow. The resulting channel contention yields packet
loss, which cannot be detected by the UDP protocol and thus the rate of data entering

the network is not restricted within the network capacity region.

However, in the TCP case, we observe lower throughput performance yielded in the
combined network (Fig. 15b). This is due to the fact that the TCP protocol involves
RTTs estimation in its adaptive retransmission procedure, as part of the congestion con-
trol mechanism that aims at estimating the available network capacity to prevent link
congestion. As a result, the TCP protocol reacts upon the detection of increased RTT
values that result from the augmented network range and consequently limits the rate
of traffic injected by the MC, in order to control congestion in the network. Another
particular observation regarding the TCP case is related to the high deviation values
observed among the multiple executions of the experiment in the combined architec-

ture, compared with the low deviation values observed in the local wireless network.
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This is due to the fact that the generated traffic flows go over the Internet through PLE
during experimentation in the combined architecture and thus high deviation values

are recorded as a regular characteristic of experimentation on realistic planetary scale

networks.
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Figure 17: UDP Jitter vs Contention

Concerning UDP packet loss values presented in Fig. 16a and Fig. 16b, we observe
similar performance between experimentation on the wireless link and the combined
network. Similar results are also obtained in terms of UDP Jitter between experimenta-
tion on the two different network architectures, as illustrated in Fig. 17a and Fig. 17b.
Moreover, we used the OMF visualization tool, in Fig. 18, to plot RTT values reported
from the two MAPs with red and blue colors and also yellow color for values reported
from the MC. Particularly, we observe that the MC is always associated with the MAP
that features the lowest RTT delay and moreover we notice a handoff that lasts between

the 120 and 140 seconds of the experiment.

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



56 EXPERIMENTATION ON USER ASSOCIATION IN FEDERATED TESTBED ENVIRONMENTS

Figure 18: Handoff demonstration

3.6.2  Experimentation based on multiple PLE nodes

In this second part of experiments we focus on testing the performance of the pro-
posed scheme under more dynamic topologies, where different PLE nodes are used
as the final path destinations. Through the use of multiple PLE nodes that exist in dif-
ferent locations, we are able to evaluate performance under realistically varying RTT
values. The experiments described in this part are organized in two discrete sets. In the
first set, we investigate the impact of a specific contending flow on the throughput per-
formance of different target flows and under varying levels of traffic contention, while
in the second experimental set, we evaluate the performance of a specific flow during

the streaming of a video file that is destined towards different PLE destination nodes.

3.6.2.1  Throughput experiments

The target flows that are considered in this set of experiments, are originated from
different PLE nodes and are destined towards a single PLE node. In order to investigate
the impact of traffic congestion on the throughput performance of the target flows,
we use a contending flow under various traffic conditions. The contending flow is
originated from a node in NITOS and shares the same destination with the target flows.
The sources of the different target flows are three PLE nodes that are located in Russia,
Japan and Chile accordingly. This experimental scenario has been designed in order to
investigate the relation between the measured RTT for the different paths used by the

target flows versus the obtained throughput performance in each case.

Fig. 19a and Fig. 19b depict the UDP throughput performance and the monitored
RTT values, during experimentation with the different target flows, in the case that
the PLE destination node is located in France. Similar results are illustrated in Fig. 20a

and Fig. 20b for the case that the destination PLE node is located in Australia. In these
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Figure 20: Measurements for the target flow that is originated from a node in NITOS and des-

tined to a PLE node in Australia

experiments, we start by measuring performance of the target flows, while the contend-
ing flow is inactive and continue by altering the level of traffic that is injected by the
contending flow among the values of 20, 50, 100 Mbps. The blue bars indicate perfor-
mance in the case that the contending flow is inactive, while the red, green and yellow
bars represent the results obtained in the cases that the contending flow is transmitting

at the rate of 20, 50 and 100 Mbps accordingly.

As clearly demonstrated through Fig. 19a and Fig. 20a, the UDP throughput perfor-
mance of all target flows is significantly affected by the two different contending flows,
in the case that the traffic rate of the contending flow reaches the value of 100 Mbps.
However, in Fig. 19a, we notice that the target flow that is originated from Russia starts
to witness throughput degradation even in the case that the contending flow is transmit-
ting at the rate of 50 Mbps, which is not observed for the other target flows. Moreover,
we notice in Fig. 20a that all the different target flows start to witness throughput re-

duction, as soon as the contending flow reaches the rate of 50 Mbps, except for the
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experiment with the PLE node in Russia, which yields degraded performance, even at
the rate of 20 Mbps. The observed results can be interpreted, based on the fact that
each target flow shares a different part of common network paths with the contending
flow and as a result traffic congestion affects their performance in a different degree.
On the other hand, the prevailing traffic conditions on each different network path also
impact the resulting performance. However, we cannot monitor these conditions that
are generated from external to our experiment sources, as the PLE network is a shared

environment that uses the common Internet architecture.

Through the RTT values representation, which are illustrated in Fig. 19b and Fig. 20b,
we observe that the RTT for all the different network paths increases and also presents
higher deviation values, in the cases that the contending flow severely impacts the UDP
performance of the target flow. Based on this observation, we remark that variation of
RTT values may act as an identification factor of network congestion. We also conducted
experiments based on TCP transmissions. However, we omit presenting these results,
as the obtained TCP throughput performance, across different network paths, presents
the same univocal relation with RTT variations that was observed through the TCP

experiments under artificially varying RTT values.

3.6.2.2  Video experiments

The goal of this final set of experiments is to show how the federated environment
between NITOS and PLE testbeds can be utilized in testing the performance of video
streaming applications that utilize discrete network paths. We consider a typical sce-
nario for streaming video, which is based on the topology that is represented in Fig.
11, where a video file is streamed from the MC, forwarded to the MAP it is associated
with and finally reaches different PLE destination nodes. The video streamed through
the PLE network goes over the Internet giving experimenters the characteristics of a
realistic network. Based on the experimental setup that is generated through the use of
the Socat platform, the MC receives the corresponding traffic streams that have resulted
through transmissions across different network paths and is finally able to store differ-
ent versions of the initially transmitted video sequence. Consequently, we are able to
evaluate the perceived video quality in each case, based on comparison of the delivered

video files.

The number of received frames across multiple PLE destination nodes that feature
different RTT values, is illustrated in Fig. 21. Results show comparable performance
for the PLE nodes that are allocated in Greece, Australia, Portugal and Canada. The

video file that is streamed between nodes in the internal network of NITOS is delivered
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Figure 21: Number of received frames during the transmission of the same video file through

different PLE source nodes
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Figure 22: Representative screenshots of the same frame as transmitted through different PLE

nodes

nearly unvaried. Moreover, we notice that the lowest performance is yielded in the
network paths that include PLE nodes located in Japan and Chile. Considering the
obtained results, there exists no direct relation between the RTT values and the number
of delivered video frames. In addition, we present some indicative screenshots in Fig.
22, which present the same video frame as delivered through different network paths.
As our aim is not on comparing the video performance in terms of advanced video
quality metrics, we simply rely on the screenshots representation to depict the video
quality degradation that is yielded during the streaming of a video sequence through

different PLE nodes over the Internet.

3.7 SIMULATION BASED EVALUATION

In order to explore the key differences between realistic testbed and simulated envi-
ronments in performing Mesh Network experimentation, we decided to reproduce the
WMN topology under consideration in a network simulator tool. For this purpose, we
decided to use the well established NS3 [62] discrete-event network simulator, which
provides for experimentation in both wireless and wired topologies. By properly config-

uring NS3 to simulate WMN topologies, we can evaluate the comparative complexity
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Figure 23: UDP Throughput vs Contention, in a wireless grid topology of 2 meters node dis-

tance, considering different NS3 Propagation Models

of configuring simulation and testbed environments. Moreover, we are able to conduct
extensive sets of experiments and, through direct comparison between the results ob-
tained in the realistic and simulated environments, we determine whether simulation
models are able to reliably estimate the performance of WMNSs. To this aim, we repro-
duced the full set of the experiments presented in Section 6.1, in the NS3 environment.
In the rest of this Section, we refrain from showing the full set of obtained results and
only present a subset of selected experiments that presented dissimilar performance,
with regard to the results obtained in the realistic federated testbed environment. Based
on the simulated experiments, we also comment on the obtained results and the per-

ceived user experience.
3.7.1  Wireless Topology - Channel Contention

The first testbed experiment that we tried to reproduce is related to the evaluation
of the impact that wireless channel contention induces on end-to-end performance of
the wireless access link. In order to replicate the actual topology that was used in the
real experiments, we simulated a grid topology consisting of 4 wireless nodes that are
spaced 2 meters apart. In this scenario, we evaluate the throughput performance of the
first communicating pair of nodes, considering varying traffic rate for the second con-
tending flow. The nodes were configured to support the IEEE802.11a standard, through
the applied "WiFi_Phy_Standard_80211a” tag. We also configured the nodes to use
the fixed PHY-bitrate of 54Mbps and 6Mbps, through the application of the "Ofdm-
Rate54Mbps” and "OfdmRate6Mbps” tags, for transmissions of data and control frames
accordingly. In order to model the wireless propagation environment, we used the ba-
sic Friis [63] model, which assumes that the received power drops as the square of the

distance between the transmitter and receiver nodes, as it occurs in free space.
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In Fig. 23, we use the blue colour to depict the resulting UDP throughput perfor-
mance. We easily notice that the maximum achievable throughput of 18.52 Mbps is
significantly lower, than the maximum value of 39.6 Mbps that was obtained in the
real experiment. Moreover, we observe a remarkable performance anomaly in the case
that the contending flow uses the traffic rate of 20Mbps, where throughput increases
despite the fact that a higher level of channel contention is configured. In an effort
to overcome the observed performance dissimilarities, we decided to experiment with
different wireless propagation models, while keeping the node, topology and network

configurations stable and exactly corresponding the realistic scenario.

To this aim, we first configured the LogDistance [64] propagation model, which as-
sumes exponential path loss over the distance between transmitter and receiver nodes.
More specifically, we set the path loss exponent value equal to 3, which is suitable for
modelling urban environments, in an effort to approximate the real environment in
which NITOS is located. However, based on the obtained results, which are presented
through the red coloured bars in Fig. 23, we notice that performance of the considered
topology was not affected by the application of a different propagation model. Our next
choice was to increase the node distance, in order to evaluate whether the increased dis-
tance would impact the resulting performance under the different propagation models.
Nevertheless, although the distance between the two node pairs was increased up to
20m, significantly differing from the original topology, monitored performance in the
case of the Friis and LogDistance models was totally unaffected and thus we refrain

from presenting the resulting plot.

Our next choice was to apply a signal fading model, and more specifically the Nak-
agami model [65], which encompasses different fading formulas for short-distance and
long-distance communications. The resulting performance is illustrated in the green
coloured bars of Fig. 23. Application of the default NS3 Nakagami propagation model
implementation resolved the observed performance anomaly in the case that the con-
tending flow was using the traffic rate of 20Mbps, when considering a wireless grid
topology with 2 meters of node distance. We also increased the node distance up to
2om and noticed that the Nakagami model presented a slight performance decrease
in all the considered cases, in contrast to the Friis and LogDistance models, in which

cases performance was totally unaffected by the distance increase.

The overall conclusion drawn through this set of experiments is that several rounds
of simulator reconfigurations were required in order to approach the performance ob-
tained in the realistic wireless environment. However, although we configured all the
proper settings to exactly resemble the realistic scenario, we did not manage to achieve

the maximum throughput performance of 39.6 Mbps that was monitored in the real
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Figure 24: TCP Throughput vs Wired Delay, in wired topology

experiment. Moreover, the obtained results confirm observations of related work [66],
where the authors argue that direct application of NS3 propagation loss models with
the default parameters, do not result in realistic network behaviour. Based on our own
observations, we also remark that adjustment of several NS3 parameters is required to
accurately simulate performance of wireless experiments, even when simple scenarios
are considered. Another particular observation is related to the fact that there were
only minor performance variations observed between measurements collected through
multiple executions of the same experiment. As a result, we conclude that NS3 was not
able to accurately reproduce the highly dynamic and stochastic nature of the wireless

medium in the simulated environment.

3.7.2  Wired Topology - Injected Delay

The second testbed experiment that we tried to reproduce aims at assessing the im-
pact of artificially injected delay on end-to-end performance of the wired backhaul
part. To this aim, we created a simple topology consisting of two wired nodes that are
connected through a point-to-point (P2P) link that offers configuration of the link ca-
pacity and delay, through the "DataRate” and "Delay” attributes. In order to replicate
the wired experiment presented in Section 6.1.1, we configured the maximum P2P link
capacity equal to 100Mbps and also configured the link delay to vary between zero
and 500 msecs. Under this scenario, we monitor the resulting performance in terms of
TCP/UDP throughput performance.

In Fig. 24, we illustrate the TCP throughput achieved under various artificial delay
values, in both the realistic testbed and NS3 simulated environments. Based on the
obtained results, we notice that the NS3 simulated TCP protocol considers RTT estima-
tions as part of the TCP congestion control mechanism, and thus adapts the injected

traffic rate, upon the detection of increased RTT values. However, the NS3 simulated
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Figure 25: Throughput vs Wired Delay, in combined topology

TCP protocol reacts far more aggressively to the wired delay increase than the TCP
implementation that is loaded on the Linux-based operating systems of the PLE and
NITOS testbed nodes. More specifically, significant deterioration of the TCP throughput
performance is observed, as soon as the delay reaches the value of 10 msecs. Moreover,
TCP throughput tends to decrease proportionally to the wired delay until it reaches
extremely low values, when delay increases above the 200 msecs. However, in the re-
spective testbed experiments, throughput performance is only slightly decreasing for
wired delay value up to 100 msecs, while significant drop, that is proportional to the
injected delay, is only monitored for wired delay values above 200 msecs. Similar exper-
iments were also conducted based on UDP transmissions, in which case throughput
performance was not affected by the configured P2P delay, thus presenting network

behaviour fully identical to the testbed experiments.

Concluding, we remark that configuration of simulated wired experiments required
less user intervention and moreover that the performance results approximated to some
extent the experimentally obtained ones. In spite of the performance dissimilarities that
were observed due to the aggressive behaviour of the TCP protocol implementation in
NS3, results on maximum TCP and UDP performance were identical to the experimen-
tally obtained ones. We also observed only minor performance deviation for measure-
ments collected through multiple executions, which shows that the P2P-based delay
injection mechanism introduces far less environment variability in comparison to the

one implemented through the Dummynet tool.

3.7.3 Combined Topology - Injected Delay

In the next step, we tried to reproduce the experiment that considers the combined
network topology illustrated in Fig. 10. In order to to simulate the wired backhaul
between the final server destination and the MAP that provides access to the associated

MC, we used a P2P link of configurable delay, as in the aforementioned exclusively
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wired scenario. Following an approach identical to the one used in the simulated wired
experiments, we aimed at detecting whether the combined topology further impacts
end-to-end performance, as it was observed in the respective testbed experiments. For
this purpose, we reproduced the combined topology, following settings identical to the
ones configured in the two previous simulated experiments, considering each discrete
network path accordingly. Under this scenario, we monitor the resulting performance

in terms of TCP /UDP throughput performance.

Fig. 25 illustrates both TCP and UDP throughput achieved in the simulated com-
bined network topology, under various wired link delay values. Regarding the TCP
throughput performance, we observe that it deviates from the realistic behaviour pre-
sented in Fig. 14b. First, we notice that throughput decrease follows a trend similar to
the one observed in the simulated wired experiment. Second, we note that the maxi-
mum achievable throughput performance of 12.62 Mbps is significantly lower than the
one obtained in the realistic experiments (24.1 Mbps). Considering the UDP throughput
experiments, we notice that performance is totally unaffected by the injected delay, for
delay values lower than 8o msecs. However, in cases when the injected delay increases
above 100 msecs, throughputs tends to decrease, reaching a maximum reduction of
approximately 2 Mbps, in the case that 500 msecs of delay are configured for the P2P
link. UDP performance results obtained in the simulated combined scenario come in
contrast with the ones obtained in the testbed environment, where UDP throughput
was not affected by the wired delay, even for the highest configured delay values of 500

msecs.

At this point, we would like to present some generic conclusions regarding the ex-
perience gained through the execution of identical experiments in both testbed and
simulation based environments. Considering the complexity of experimental configu-
ration, we remark that although testbed experimentation requires significant effort in
the early configuration stages, the ease of use provided by experiment instrumentation
frameworks, such as OMF and NEP], efficiently simplifies the overall process. On the
other hand, execution of introductory scenarios in the NS3 simulator tool was straight-
forward. However, several rounds of simulator reconfigurations were required in order
to approach the performance obtained in the testbed environment, especially when
configuring wireless experiments. Regarding the ability of simulator tools to accurately
simulate performance of testbed experiments, we reached the conclusion that NS3 is
able to provide some basic feedback about the expected performance of real testbed
experiments. However, based on the various flaws that were observed, we conclude
that NS3 is not able to accurately reproduce testbed experiments, especially topolo-

gies that include wireless or combined network parts. We have to mention that our
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experience with network simulators is limited to NS3 and that other mode advanced
simulator environments, such as OPNET [67], might potentially approximate real ex-
periments more accurately. However, sophisticated network simulator environments
require experimenters to obtain high cost licences, in order to have access to the full list
of available components. As a result, we decided to use the publicly available NS3 plat-
form that is primarily targeted for research use and directly compare its performance
with experimental results obtained through the federated environment consisting of

testbeds that provide free remote access to experimenters worldwide.

38 CONCLUSIONS AND FUTURE WORK

The unique two-tier architecture introduced by realistic WMNs has directed research
efforts towards experimentation on global scale realistic environments that result from
federation of heterogeneous networks. In this work, we present the federation of the
wired PLE and the wireless NITOS testbeds. The resulting architecture has enabled
the execution of realistic association experiments in the context of WMNs, which pre-
sented several characteristics of experimentation under real world scale and settings.
Several of the testbed experiments were also reproduced in a network simulator tool,
demonstrating the inability of simulated environments to accurately approximate the
complex nature of the wireless medium and the high variability that experimentation
over Internet generates. Through the extensive experiments and the corresponding col-
lected results, we validated the importance of integrating experimental facilities for the
design and development of the Future Internet. As part of our future work, we plan on
investigating performance of more complex WMN topologies that also feature a wire-
less multi-hop backhaul in the aforementioned federated environment. Furthermore,
we aim at enhancing the existing tools for experimentation in federated testbeds and

developing new ones, towards upgrading the perceived user experience.
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DYNAMIC FREQUENCY SELECTION IN WLANS

4.1 INTRODUCTION

The tremendous growth of 802.11 WLANSs has resulted in congestion of the lim-
ited unlicensed spectrum, especially in densely populated urban areas. Moreover, the
uncoordinated management of WLANS, in accordance with the limited number of non-
overlapping channels, leads to increasing contention and interference conditions. Con-
sequently, the throughput performance experienced by wireless stations (STAs) is sig-

nificantly degraded.

In infrastructure 802.11 WLANS, channel selection is performed at the AP. In most
cases, the operational frequency is configured through manual input upon network
initialization. Another common approach followed state of the art approaches is that
of selecting the channel that offers the lowest received signal strength [23]. Moreover,
some vendors, based on traffic measurements, aim to avoid frequencies that are highly
congested by nodes belonging to other networks [68]. Such approaches result in static
channel assignments, a scheme that is not consistent with the dynamic nature of the

wireless medium.

In this work, we propose a frequency selection algorithm that dynamically switches
the operational channel by taking into account several factors that affect end-user per-

formance.

4.1.1  Related Work

Initial efforts on channel assignments for wireless networks date back to the 1980s
[69]. In addition there exist several approaches on frequency selection in infrastructure
WLANS that have been proposed in the recent literature. Initial attempts in the field,
aiming to minimize interference caused by channel and cell overlapping are usually for-
mulated in terms of graph coloring theory. In [70], the authors construct an interference

graph that requires exchange of information among APs, in order to estimate cell in-

69
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70 DYNAMIC FREQUENCY SELECTION IN WLANS

terference. The work in [71] proposes a distributed interference mitigation mechanism
restricted in the case of non-overlapping channels only. Another work proposed in [72],
suggests that client feedback is important in detecting APs that appear hidden to the
corresponding APs. However, this approach considers only fixed locations for both the
APs and their associated STAs. The work proposed in [73] advocates a novel mecha-
nism based on the notion of channel-hopping that improves fairness in distribution
of throughput among cells. The approaches above, share the common characteristic of

considering that all network nodes exhibit constant traffic activity at all times.

However, since the assumption of constant traffic conditions is unrealistic, channel
selection should also take into account the load of each node that potentially causes in-
terference. Trying to address this issue, the authors in [74] incorporate traffic demands
of both APs and STAs in the proposed mechanism. Nevertheless, this approach was re-
stricted in considering uniform demands across all associated STAs of a specific AP. A
channel selection mechanism that considers channel conditions as well as AP load was
proposed in [75]. Although this approach is load-aware as well and thus offers signifi-
cant improvement, it considers only transmissions of associated STAs in the definition

of load, ignoring other neighboring nodes that contend for channel occupancy.

Channel assignment has also been considered in the context of multi-channel multi-
radio Wireless Mesh Networks. In [76], the proposed mechanism assigns channels to
multi-radio nodes with the overall goal of ensuring that neighboring nodes are able to
communicate successfully. The work in [77] studies the problem of frequency selection

and routing jointly, by capturing the end-to-end link loads across different routes.

Most of the works referenced above rely only on simulation based evaluation of
the proposed algorithms. In [70], a rather simple implementation is presented that re-
quires a wired distribution system to operate. The work in [74] includes only limited
testbed results, without providing any issues related to the implementation efforts. On
the other hand, the work in [72] implements a simplified version of their algorithm,
using precomputed range and interference sets in the experimental evaluation. The
work in [73] provides an application-level implementation of the proposed channel
hopping mechanism. Nevertheless, we argue that frequency selection algorithms for
802.11 WLAN s, should be fully implemented and properly evaluated through exten-
sive experimentation in real world network scale and settings in order to conclude on

realistic results in real interference and congestion conditions.
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4.1.2  Our Contribution

In this paper, we study dynamic frequency selection in infrastructure 802.11 WLANSs.
The key novelty of our approach is that we incorporate different, hitherto unexploited
features affecting total network interference and we devise a distributed protocol suite
that dynamically selects the operating channel. We start by considering the degree of
overlap among adjacent channels based on a set of extensive experiments, designed to

estimate the impact of interference on throughput performance, under various settings.

As a second contribution, we incorporate a client-assisted mechanism to enable the
STAs of each Basic Service Set (BSS) to participate in interference estimation. Moreover,
unlike relevant approaches, we extend our client feedback mechanism, so that each
AP can further utilize interference measurements reported by STAs belonging to other
BSSs. Based on this cooperative mechanism, the APs obtain more accurate results and
moreover they manage to detect adjacent interfering BSSs that cannot be sensed directly
by the AP.

Another key contribution of the proposed scheme is its ability to adapt to varying
traffic conditions. Contrary to other approaches, we do not only take into account the
traffic rate at which packets are transmitted, but we properly combine the rate at which
packets are generated by all transmitters in range, with the corresponding transmission
rate used at the physical (PHY) layer, as well as the actual frame size, in order to
calculate the occupancy ratio of each channel. Thus, we are able to estimate the level of

contention on each available channel.

Our mechanism results in a dynamic algorithm that selects the operating channel
dynamically, properly considering the fundamental issues that affect the end-user per-
formance. Finally, another important contribution is that we move one step further
from simulation approaches and implement the proposed algorithm using the Mad-
WiFi open source driver [23]. We conduct extensive experiments in both RF-isolated
as well as interference-rich environment, in order to evaluate the performance in real
world settings. To the best of our knowledge, this is the first work in the literature,
featuring a complete driver-level implementation, accompanied with such extensive

experimental results.

The rest of the paper is organized as follows. A detailed analysis of the interference
model followed is presented in section II. In section III, we describe an initial set of
experiments that motivated our work. Details about the metrics used in our approach
and the corresponding implementation are provided in section IV and V. The configu-

ration of our experiments, concerning the testbed and the methodology used, is then
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Table 4: Measured I¢qctor - Channel Separation

Channel Separation ((m—nl) | o | 1 2 3 4 |56
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described in section VI. In section VII, we experimentally evaluate the performance of
our implementation. Finally, in section VIII, we present the conclusions and discussion

of future work.

4.2 INTERFERENCE MODEL

4.2.1  Querlapping Channels Interference

IEEE 802.11 set of standards make use of the ISM (Industrial Scientific Medical)
bands. The popular 2.4 GHz band, used by 802.11b and 802.11g standards, offers 11
consecutive channels, spaced 5 MHz apart and occupying 22 MHz of bandwidth. As a
result, most channels partially overlap with adjacent cells, limiting the number of non-
overlapping channels to three (e.g. 1, 6, 11). Consequently, transmissions on a specific

channel may interfere with simultaneous transmissions on overlapping channels.

In our work, we use the notion of I¢qctor, introduced in [78] to model the degree
of overlapping between transmissions on two certain frequencies. More specifically, we
use I(m,n) to quantify the degree of overlap in signal power among the reception of a
frame on channel m and the reception of the same frame on channel n. In essence, if
RSS;(n) is the received signal strength (RSS) for a specific frame transmitted by node j

on channel n, then the RSS for the same frame on channel m can be estimated as:

RSS;(m) = RSS;(n) x I(m,n) (11)

Table I lists the measured values of I¢qctor for various channel separation values (jm —

nJ), as used in [78] and it is assumed to be zero for channel separation greater than 6.

4.2.2  Contention

In the previous subsection, we describe why interference exists among adjacent chan-
nels in 802.11. However, interference may also exist in the case that the two nodes oper-
ate on the same channel. We denote by TX;qnge, the range (with respect to the transmit-

ter) within which a transmitted frame can be successfully decoded. Moreover, we use
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CSrange to denote the range (with respect to the transmitter), which includes nodes
that are able to sense its ongoing transmissions and thus defer their own. The IEEE
802.11 medium access is performed by the distributed coordination function (DCEF),
which is based on the CSMA/CA protocol. As long as transmitter nodes exist in the
CSrange of each other, the transmissions are mutually detected and channel contention
is performed by the collision avoidance mechanism that 802.11 standard supports. As
a result, every node in the network shares the medium with its neighboring nodes. The
performance decrease observed in this case is caused due to the sharing of the channel

and not due to existence of interference.

(a) Experimental Setup. (b) RSSI - Channel Separation.

Figure 26: Motivating Experiment.

4.2.3 Co-channel Interference

In the case that the distance between the communication pair exceeds CS;qnge, there
may exist co-channel interference. The range (with respect to the transmitter node)
within which interference phenomena may occur, is denoted by IFrqnge. IFrange de-
scribes the range within which nodes cannot sense the ongoing transmissions of the
transmitter, and as a result they can start transmitting simultaneously. These transmis-
sions are subject to frame errors due to interference at the corresponding receivers,

which leads to decreased packet delivery ratio (PDR).

4.3 MOTIVATING EXPERIMENT

In this section, we seek to investigate the impact of interference on throughput per-
formance. We start with the experimental setup shown in Fig. 26a, using two pairs of
nodes, operating on channel 1 of the 2.4 GHz band. The receiver nodes (STAs) of each

communicating pair are placed in the TX;qnge Of the relative transmitters (APs). In
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Figure 27: Throughput Performance of Motivating Experiment.

this experiment, we use the AP1 of the upper pair as the interfering transmitter and

measure performance at the STA2 of the lower pair.

More specifically, we design our initial set of experiments, in order to demonstrate
how interfering signals of varying RSS affect throughput. In this perspective, we decide
to vary the transmission power (TX,ower) of AP1, as well as the channel separation be-
tween the two pairs, by switching the operating channel of the second pair between
channels 1 to 6. To calculate RSS among overlapping frequencies, we use the Ifqctor
values used in [78], as presented in Table I. Fig. 26b illustrates how the average RSS
measured at STA2 changes with respect to the TX,ower of AP1 and the varying chan-
nel separation. At this point, it is important to note that transmissions received with
RSS lower than a certain threshold do not affect the throughput performance of the
affected links. Having determined this threshold equal to 10 points in the RSSI scale,
we present it with a dashed red line in 26b, while Fig. 27a represents the throughput

results obtained from this first set of experiments.

Our second set of experiments is designed to demonstrate how the varying traffic
activity of interfering links affects throughput performance. In this experiment, we keep
the transmission power of AP1 constant and equal to the maximum value of 18 dBm,
while the traffic rate (TR qte) Of the generated flow is varied for the various channel
separation values. As clearly shown in Fig. 27b, there exists clear relation between the
activity of interfering links and the corresponding throughput at the affected nodes.
These observations lay the motivation for building an analytical model that captures
the combined effect of partial overlap among adjacent channels, as well as the varying

traffic activity of nodes in range.
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4.4 PERFORMANCE METRIC

As demonstrated through the motivating experiment, a suitable metric for frequency
selection has to consider both interference as well as traffic conditions, in order to be

able to define channel assignments that maximize the throughput.

Considering the first requirement, we must ensure that adjacent BSSs are assigned
different channels. As long as the nodes of the BSS under consideration are located
inside the CS;qnge of nodes belonging to adjacent BSSs, contention and overlapping
channels interference phenomena may occur. At first, we suppose that measurements
are taken only by the AP. We use B to denote the set of interfering nodes that can be
detected by the AP and C to denote the set of available channels. The channel m that is

selected is the one such that the quantity:

D RSS;(n) «I(m,m), (12)

jeB

is the smallest among candidate channels, where we use the notion of Ifqctor to esti-
mate the RSS of frames transmitted by each user j € B operating on channel n , as if

they were taking place on channel m, which is the channel under consideration.

In order to satisfy the second requirement, we need to estimate the level of congestion
a node experiences on each channel. To this end, we introduce the notion of Channel
Occupancy Time (COT), which is estimated by the AP that monitors the number, corre-
sponding frame size and PHY rate of detected frames during intervals of fixed duration.

The COT for a certain channel m can be calculated, as follows:

CoT(m) =y =* (13)

where we use Fy, to denote the number of Monitored Frames on channel m during
each such interval, Ly to denote the size of frame k expressed in bit values and Ry to
denote the PHY rate used by the transmitter during its transmission.The probability
that frames transmitted in adjacent cells interfere with transmissions of our AP, is pro-
portional to their frequency of occurrence as well as their transmission duration. To
model this effect, we use COT as a weighting factor, so that each channel is further
characterized by the prevailing traffic conditions. We import this effect in expression

(2) and select the channel m so that the quantity:
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> RSSj(n) *I(m,n)* COT(m) (14)
jeEB

is the minimum, among candidate channels. As described above, our algorithm sup-
ports feedback from both associated STAs, as well as from STAs that belong to other
adjacent BSSs. We use A to denote this set of nodes that provide feedback, by trans-
mitting measurement frames. As long as the AP exists inside the TX;qnge of any node
i € A, it decodes the received frames and benefit from the contained information.
Finally, the AP calculates the average metric value, over the total number of nodes

providing measurements and selects the channel m, for which quantity:

1
Al Z Z RSSi5(n) * I(m,n) « COT(m) (15)
icAjcB

is minimum, where RSS;;(n) denotes the RSS estimation provided by node i € A,
regarding node j € B. We have to mention here that the feedback mechanism enables
the AP to detect nodes that cause co-channel interference as well, which is not feasible
if measurements are taken solely by the AP. We decided to average the results collected
at the AP, in order to minimize the estimation error in the metrics calculation, based
on the fact that in real environments RSS is considered a random variable, due to

shadowing effects.
4.5 PROTOCOL DESCRIPTION

IEEE has specified the 802.11h [79] amendment that provides for a DFS mechanism
in WLANSs. However, the problem it addresses is interference with satellites and radars
using the 5 GHz frequency band. The algorithm proposed in this work addresses the
problem of frequency selection and, like most relevant schemes proposed in the litera-
ture, it consists of three main steps, namely Channel Measurement, Channel Selection and

finally the Channel Switch procedure.

Regarding the first procedure, in order to gather information about conditions on
channels different from the one in use, we have to switch the operating channel to the
new one and monitor it for a constant period of time. This procedure is common in
infrastructure 802.11 WLANSs, where STAs perform scanning to discover available APs

in range and therefore decide to join a specific BSS. Moreover, STAs perform scanning
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in order to search for potential hand offs. This last procedure is referred to as Back-
ground Scanning (BGscan), as it is performed seamlessly without resulting in loss of
connectivity. The proposed protocol suggests that APs perform BGscan as well to col-
lect Beacon frames and estimate levels of interference on each channel. Having collected
measurements about the current channel, the AP continues the BGs¢cqn by switching
between the rest available channels. On the other hand, measurement of traffic condi-
tions as suggested in our work, requires that all transmitted frames are monitored. The
APs calculate the COT value related to transmissions belonging to its own BSS, based
on equation 3. and then piggyback this information in their Beacon and Probe-Response
frames. At this point, all nodes that perform BGg.qn manage to estimate performance
on each channel, by calculating the metric value described in eq. 4. Moreover, in the per-
spective of cooperation, we propose a novel client feedback mechanism that enables all
the STAs of the BSS to contribute to the discovery phase, by passing special broadcast

frames containing their respective measurements to the AP.

After completing the Channel Measurement procedure, the AP proceeds with the Chan-
nel Selection procedure, where it combines its own measurements with measurements
gathered from both associated STAs as well as nodes belonging to other BSSs, using eq.
5. Finally, the AP selects the channel offering the lowest calculated metric value. In case
the selected channel is different from the one currently used, the AP continues with the

Channel Switch procedure.

For the third procedure, the proposed protocol follows the standard Channel Switch
Announcement (CSA) procedure, proposed in the 802.11h amendment. According to the
standard, the AP informs its STAs for the intending channel switch using the CSA
frame, which contains the selected channel and the interval after which the switch will

occur. The steps required for the completion of the proposed protocol are as follows:

* STEP 1: Periodical calculation of COT by APs and piggybacking in Beacon and

Probe-Response frames.

* STEP 2: Periodic repetition of BGscqn by both STAs and APs, to gather informa-

tion about interfering BSSs.
e STEP 3: Broadcasting of measurements by the STAs.
¢ STEP 4: Collection of measurements by the APs.

* STEP 5: Calculation of average metric values per channel at the AP by consider-

ing:
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1. AP BGg.qn measurements
2. measurements of associated STAs
3. measurements of neighboring STAs of other BSSs.
e STEP 6: Selection of the channel that offers the lowest calculated value.

¢ STEP 7: Broadcasting of CSA frame to advertise channel switching, in the case

that the selected channel is different from the one currently in use.

* STEP 8: Switching to the new channel after a specific interval, defined in the CSA

frame.

The steps described run in a dynamic manner, so that channel transitions are continu-
ously performed. In the following section, the key challenges encountered in the driver

implementation as well as the corresponding solutions are described.

46 IMPLEMENTATION DETAILS

For the implementation of our mechanism, we used the Mad-WiFi open source driver.
A simple static frequency selection mechanism is implemented in the original driver,
which suggests that APs, upon initialization of the BSS, perform scanning to select the
channel that offers the least amount of RSSI. As the already implemented procedure
did not fit our needs, we modified the driver to integrate the BGscqn feature in the AP
mode of operation. Moreover, we further modified the BGscqn procedure, in the way
that not all of the channels are sequentially scanned. More specifically, the complete
channel list is scanned in batches of four channels at most. Following this approach,

the maximum interval of operation discontinuity is significantly reduced.

In order to carry out traffic estimation, we implemented the COT calculation pro-
cedure in the AP mode. However, in this mode, all packets received by the network
adapter are filtered out, so that the ones with a destination address different than the
local MAC address of the adapter are discarded. Only unicast packets that are destined
to the adapter’s MAC address as well as multicast and broadcast packets can be cap-
tured. Instead of putting an additional wireless interface to each node to operate in
monitor mode and collect measurements, we implemented an innovative mechanism
that exploits the inherent characteristic of infrastructure WLANSs. The characteristic
that our mechanism exploits is that all the frames transmitted in a certain BSS are ei-

ther transmitted from the AP, or are destined to it and, as a result, APs are able to
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estimate traffic conditions in their own BSS accurately. More specifically, each AP man-
ages to calculate the COT value related to transmissions belonging to its own BSS, by
recording the length of each frame and the PHY rate used for its transmission or re-
ception. By exchanging such information among adjacent BSSs, traffic estimation per
channel can be achieved. To this end, we extended the Beacon and Probe-Response frames
to carry this information. This frame extension does not affect the normal operation of
the 802.11 protocol, as these frames feature a dynamic part that supports extension,

according to the standard.

The additional feature that enables STAs belonging to different BSSs to contribute
to the measurement procedure is not supported by 802.11 compliant WLANSs, because
such packets are discarded as previously described. To propagate these measurements
through different BSSs, we further modified the driver to generate an 802.11 broadcast
frame. This special control packet, called Measurement Report, is periodically transmitted
by each associated STA. The format of the Measurement Report frame, as well as the

Beacon frame extension, are described in Fig. 28.

Beacon - Probe Response frame format

[8] [2] [tlv] (2] [3] [tv]
. Beacon Country coT Power AtherosXR
Timestamp interval |...... code metric constraint | ...... parameters

Measurement Report frame format

calculated metric per channel
[24] [3] [2] 2 (21 [21 [ [21 21 @ @ @ (2 [

; dfe" sequence h |ch [ch [ch |ch |ch [ch |ch |ch |[ch [ch
ieeeB80211_header "dfs ch | c
- number 123|456 |7 |89 ]10f11

Figure 28: Frame format.

Information gathered from neighboring STAs is properly considered, so that mea-
surements regarding the channel currently in use are discarded as inappropriate, be-
cause they consider our own BSS as interference. Moreover, Beacon frames transmitted
by the AP of our BSS are excluded from the above calculations, as this node should not

be considered as an interfering one.

4.7 EXPERIMENTAL CONFIGURATION

In order to evaluate the performance and study the implemented DFS scheme under

realistic conditions, we used a large scale wireless testbed, called NITOS [80].
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4.7.1 NITOS Testbed

NITOS currently consists of 40 wireless nodes, deployed outdoors at the exterior of
the University of Thessaly campus building. The nodes are equipped with 2 wireless
interfaces using Wistron CMg - mPCI Atheros 802.11a/b/g 2.4 and 5 GHz cards that
run Mad-WiFi open source driver. As NITOS is a non-RF-isolated wireless testbed, we
could conduct our experiments under rich interference conditions. More particularly,
during the experimentation process we observed the existence of more than 100 inter-
fering APs operating on different channels. This fact gave us prolific settings to prove

the validity of our DFS algorithm.

4.7.2  Measurement Methodology

The throughput performance of the experiments is measured by using Iperf. A
typical experimental setup for experiments considering only downlink transmissions,
would be to run an Iperf client at the nodes, that act as APs, in order to generate traffic
streams, having an Iperf server residing on each STA, receiving the traffic and collect-
ing the measurements. To remove any random effect and short-term fluctuation, we
run each experiment 10 times and each run lasts for 10 minutes. In the figures that
follow, we use error bars to represent deviation among the multiple executions of the

same experiment and average values as the final results.

48 EXPERIMENTAL EVALUATION

The first two sets of experiments have been executed in NITOS using only channels
of the 2.4 GHz and 5 GHz bands accordingly, while the third set of experiments was
conducted in an indoor testbed. In order to compare performance, we use the unmod-
ified driver, which upon the initialization of the BSS selects the channel that offers the
least amount of RSSI based on AP measurements. To demonstrate that our algorithm
is rate adaptive as well, we decided to enable the driver Rate Adaptation algorithm,

instead of conducting fixed-rate experiments.

4.8.1  First set of Experiments

In this first set of experiments, we consider a network that consists of 1 AP and 5
STAs. The AP generates 5 parallel UDP sessions of load 5 Mbps, one with each STA.
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Figure 29: First set of Experiments - Downlink Outdoor Experiments in the 2.4 GHz band.

Each experiment is repeated five times. In each experiment, we sequentially activate
the features of our mechanism, starting from the default algorithm of Mad-WiFi and
ending with the full activation of the metric as this is stated in equation (5). The aim of
this experimental set is to estimate how different features of our mechanism cope with
the uncontrolled external interference that exists in the outdoor testbed. The aggregate
network throughput, according to the approach followed in each discrete experiment,

is presented in Fig. 29a.

In experiment 1, we use the default Mad-WiFi algorithm. The AP chooses channel 2,
since this is the one that offers the lowest RSSI values, based solely on its measurements.
By inspecting the scanning results offline, we confirmed that APs operating on channel
2 provided the lowest RSS in the reception of their Beacon frames. Moreover, we observe
that the performance of the default algorithm is not efficient at all, which observation

indicates that additional factors must be considered as well.

In the second experiment, we use a simplified version of our algorithm that enables
the AP to take into account the degree of overlapping in signal power among adjacent
channels as well. The result of this approach is that the AP manages to detect channel

overlapping and selects channel 7 which leads to significant throughput increase.

During the next experiment, the client-feedback feature of our mechanism is enabled.
This approach involves the STAs in interference estimation as well. First, the AP com-
bines the measurements of its 5 associated STAs and thus decides to operate on channel
10. As presented in Fig. 29a, measurements collected by the limited number of 5 asso-

ciated STAs do not lead to notable throughput increase.

In the fourth experiment, we utilize the feature of our implementation that enables
STAs belonging to neighboring cells to exchange Measurement Report frames. We acti-

vate a new part of the network that consists of 2 BSSs, each of them having 1 AP and
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5 STAs. Both of the new BSSs run the proposed DFS scheme and operate initially on
channel 8. According to this approach, the AP utilizing measurements from a total of
15 neighboring STAs decides to operate on channel 8. Fig. 29b depicts the throughput
performance measured by an offline execution of the same experiment for the same
duration, where static channel assignments were forced. The proposed algorithm effi-
ciently chooses the optimal channel (channel 8) that indeed gives the best performance

among all available ones.

In the final experiment, we use only two APs without any associated STAs. The AP
under consideration takes into account the information supported by its associated
STAs and detects high RSSI values on channel 8, and thus it decides to evacuate it and
switch to channel 4. This last channel transition results in throughput reduction. This
is due to the fact that the two APs, capturing the medium for infinitesimally small du-
ration just to transmit Beacon frames, practically do not affect COT on channel 8. As a
result, the limited effect that they cause in channel congestion should have been prop-
erly considered. Moreover, in Fig. 29c, we present results obtained from a node running
in monitor mode capturing frames that were transmitted during the execution of this
set of experiments. These results show that a clear relation between traffic conditions
and throughput performance achieved on each channel. The conclusions drawn, based
on the last results, clearly show that traffic estimation is an integral part of our DFS

algorithm.

4.8.2  Second set of Experiments

The second set of experiments is designed to evaluate performance of networks op-
erating on non-overlapping channels. For this purpose, we design a network setup that
consists of 3 different BSSs operating on separate channels of the 5 GHz band, spaced
40 MHz apart. More specifically, each one of these 3 BSSs consists of one AP and one
associated STA, where AP1 is assigned Ch. 40, AP2 channel 48 and AP3 Ch.56. These
3 BSSs are used to generate interference conditions of controlled traffic. We also use a
fourth BSS that consists of one AP and 2 associated STAs, which runs a special version
of our DFS algorithm that does not consider channel overlapping. The aim of this exper-
imental set is to show how our algorithm adapts to varying traffic conditions. Through
driver level modifications, we limit the set of available channels to the three used by
the interfering APs. This set is conducted in three phases, among which the traffic rate
induced by each STA is varied, while it remains constant during each discrete step. Fig.

30a shows the traffic rate used by each STA in each discrete phase. Moreover, the aver-
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Figure 30: Second set of Experiments - Uplink Outdoor Experiments in the 5 GHz band.

age COT values, as reported by the corresponding APs in their Beacon frames among

the phases of the experiment, are portrayed in Fig. 30b.

During each phase, the AP of BSS4 manages to detect channel contention by calcu-
lating the COT value per channel. As a result, it decides to operate on channel 40 in
the first phase, channel 48 in the second and channel 56 in the third phase. Fig. 30c
presents the aggregate network throughput performance achieved by the fourth BSS as
measured by an offline execution of the same experiment for the same duration, where
static channel assignments were forced. It is clearly depicted that the proposed scheme

results in channel selections that deliver the highest available throughput for all cases.

4.8.3  Third set of Experiments

In order to corroborate the results obtained through our previous experiments, we
also have to conduct experiments with all the various features simultaneously enabled.
The preceding experiments were restricted in a disjoint consideration of overlapping
channels interference and traffic conditions. To take a step further, it is important
to have an environment that ensures controlled conditions for both of the above fac-
tors. Thus, we run the next experiment in an RF-isolated environment that lies in the
premises of University of Thessaly. This indoor testbed, which experiences zero exter-
nal interference, consists of 6 laptops equipped with a single wireless interface that

uses the Atheros AR5424 chipset.

The experimental setup, designed under the restriction imported by the limited num-
ber of available nodes, is composed of 3 different BSSs, each one consisting of a single
AP-STA pair. By modifying the driver, we have limited the set of available channels to
the first 6 channels of the 2.4 GHz band, in order to simulate interfering scenarios in the
entire range of 5 consecutive overlapping channels. The first 2 BSSs are assigned chan-

nels 1 and 6, while BSS3 is running the implemented DFS algorithm with the complete
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Figure 31: Third set of Experiments - Downlink Indoor Experiments in the 2.4 GHz band.

list of features simultaneously enabled. We consider only downlink scenarios, where
the APs generate UDP traffic of certain traffic rate. In this experimental set, we present
three representative scenarios, among the various topologies and configurations used.
Fig. 31a presents the constant traffic rate, generated by the APs, during each discrete
step. Note that due to the close spacing of nodes in the indoor testbed, we observed that
there still exists interference, even for nodes operating on channels 1 and 6. Through
proper TXpower reduction, we removed this effect caused due to the famous “Near-Far”

phenomenon in order to provide for a proper measurement setup.

During the first scenario, BSS1 operating on channel 6 generates a traffic flow at
the rate of 10 Mbps that causes interference to channels 2 till 6. BSS3, following our
DEFS approach, selects to operate on channel 1, as this is the only one, non-affected by
the interfering link. The original driver performs the scanning in the order 1-11 and
as a result selects channel 1 as it offers zero RSS values. The throughput performance
of BSS3, measured in each scenario by an offline execution of the same experiment, is
presented in Fig. 31b. In the second scenario, two interfering links are active at the same
time, the first on channel 6 transmitting at the rate of 8 Mbps, while the second uses
channel 1 to transmit at the rate of 15 Mbps. In this case, our algorithm selects channel
6, avoiding the channel used by the link of higher load, as well as the intermediate
channels (2-5), which influenced by both of the interfering links offer low performance.
Finally, in the third scenario, BSS1 uses channel 1 to transmit at the rate of 12 Mbps,
while BSS2 transmits on channel 6 at the rate of 20 Mbps. BSS3, using our mechanism,
decides to operate on channel 1, while the original Mad-WiFi selects channel 2 in both
scenarios 2 and 3, because it offers zero RSS. Clearly, our approach offers the highest

throughput across all the considered scenarios.

A particular observation in this scenario is the fact that performance of the interfer-

ing link on channel 6, is significantly degraded when BSS3 starts transmitting, which
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leads to the particularly high throughput achieved. This phenomenon is related to the
“Capture Effect”, which occurs in cases where frames received with high RSS suffer only
few frame losses, as opposed to frames that are simultaneously received, but with rela-
tively low RSS values. According to our experiments, certain topology and transmission
power configurations lead the capture effect to either favor the link of BSS3 or the inter-
fering links. These observations yield interesting insights regarding the impact of the

“Capture Effect” on interference and motivate further investigation.

4.8.4 Ouwerhead Consideration

We now discuss the overhead that the proposed scheme imports. It is known that the
period at which the Measurement Report packet is broadcasted exerts crucial influence
on the system performance. In all our experiments, we used Measurement Report frames
that are periodically transmitted every 30 secs. However, as frequency switching is
not required to take place rather frequently, even higher values could have been used.
Having conducted several experiments of varying interval values, we conclude that
throughput reduction caused due to transmissions of Measurement Report frames is

minimal, due to their relatively small size (51 bytes) and low transmission frequency.

Another factor that can severely affect performance is the frequency at which BGscan
procedures are performed. Nevertheless, through experimentation we observed that
normal transmissions are prioritized over BGscqn procedures. In detail, scheduled
BGscans are canceled, when there are transmissions to be performed. This mechanism
is not part of our work, but a characteristic provided by the Mad-WiFi driver. As a
result, there is no overhead induced by the scanning procedure in the original driver,
which is performed only when the node is idle. Due to this feature, highly congested
APs do not manage to get their own measurements. Our protocol provides support
to congested APs, with the modification of the original BGscqn to support scanning in
batches of smaller size, so that their BGscqns are less frequently canceled and moreover
by providing them with suitable measurements from neighboring STAs, through our

feedback mechanism.

4.9 CONCLUSIONS AND FUTURE WORK

In this work, we proposed and implemented a DFS scheme that is based on inno-
vative metrics for 802.11 WLANSs. The proposed algorithm enables APs to collect mea-
surements from neighboring STAs in an effort to make a better estimate of both channel

as well as traffic conditions at different frequencies. The experimental results indicate
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significant improvement of user performance in realistic conditions. We plan to extend
our work to the case where APs will perform load balancing to distribute the num-
ber of associated STAs equally. In addition, we intend to jointly consider the proposed

scheme with the user association approach, proposed in our previous work [81].
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DETECTION AND MONITORING OF INTERFERENCE
CONDITIONS IN WIRELESS TESTBEDS

5.1 INTRODUCTION

Over the past few years, wireless technology has evolved dramatically. The demand
for wireless experiment infrastructure rises accordingly. It is typically time consuming
and inefficient to build experiment setup each time for individual researchers. There-
fore, many research institutes choose to use testbeds — a group of fixed and public
accessible infrastructures for experimentations. Such a testbed not only shortens the
experiment setup time, it also offers more resources, hence enables more sophisticated

experiments.

In a wired-network testbed, the link configuration between network entities is part
of the resources that can be reserved by users. Compared to the wired-network testbed,
the wireless media is shared by all the facilities inside the wireless testbed, therefore
also shared by different experiments from different users. As a result, a wireless net-
work experiment performed on a large scale testbed has a possibility of getting inter-
fered by other experiments. Such kind of interference between different users can not
be solved by resource allocation like in the wired-network testbed. Apart from interfer-
ence among users, nearby wireless devices, which are not part of the testbed, can also
cause interference. Achieving stability is crucial for network experiments. However, the
wireless environment is highly unpredictable such that conducting similar experiments
and expecting identical outputs is rarely the case. As an example, a WIFI throughput
experiment with fixed traffic pattern is repeated 7 times on the same channel. No inter-
ferer is expected during the measurement period. The results are shown in Figure 33.
We can see that there is a fairly large variation among the results obtained in different

rounds of the experiment.

The question is what is causing those variations? With such a simple experiment
scenario, it is easy to conclude the variations are not from the experiment itself, but
due to other external interference. For more complex experiments, such variations can

be extremely confusing and eventually lead to wrong conclusions.

87
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Figure 32: The maximum WI-FI bandwidth as
a metric for channel stability over
night Figure 33: The w-ilab.t node

In short, we need a god view in the testbed to tell what is really going on in the
air, which experiment is valid and which one is not. Hence, apart from normal experi-
ment, it is necessary to have a monitoring system running in the background to detect
undesired interference. More specifically, for a given experiment, the environment mon-
itoring system should be running in three phases : before the experiment, during the

experiment and also after the experiment.

* The monitoring before the experiment provides an overview of the channel con-
dition. If any interference is detected during this phase, then perhaps the exper-
iment should wait until the environment is clean, or simply consider to switch
to another channel. The aim of this phase is to prevent invalid experiments from

happening. A general energy detection is sufficient for this purpose.

* The monitoring system required during the experiment should be able to distin-
guish the interference from the ongoing experiment. In this case energy detection

might be inadequate while feature detection is more desired.

¢ The post-experiment monitoring is similar to the pre-experiment monitoring phase,
which requires only simple energy detection. The logic here is, if there is inter-
ference immediately detected after the experiment, then most probably it also
happened during the experiment, hence we should give less credit on the validity

of this experiment.

Since the pre-experiment and post-experiment monitoring only requires simple energy
detection. The main challenge is to find the optimal technique to detect interference

during the experiment.
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Figure 34: The w-ilab.t Zwijnaarde testbed

This paper describes several techniques for monitoring the wireless environment
during an ongoing experiment an OMF enabled testbed. The remaining part of the
paper is organized as follows. Part 2 gives a high-level overview of the w-ilab.t testbed.
Part 3 introduces the available monitoring facilities. Part 4 describes the monitoring
techniques in depth combined with experiments. Part 5 presents an extra case of how
distributed spectrum analysis can contribute to the wireless environment monitoring.

Part 6 concludes this paper.

5.2 THE W-ILAB.T TESTBED

The w-iLab.t testbed is a generic and heterogeneous wireless testbed. It consists of
two sub testbeds : the w-ilab.t office and w-ilab.t Zwijnaarde. The w-ilab.t office is de-
ployed in a real office environment. The testbed Zwijnaarde is located at a utility room
where no regular human activity should appear, in addition, the Zwijnaarde testbed
has a pseudo shielded environment — most part of its wall and ceiling are covered
with metal material , shown in Figure 34. This helps to reduce the amount of external
interference. Unlike in w-ilab.t office, where WI-FI experiments are limited during the
day time, the testbed Zwijnaarde provides a permanent testing environment. The ma-
jority of devices in both testbeds are embedded PCs equipped with Wi-Fi interfaces
and sensor nodes. Since the Zwijnaarde testbed deployed more recently, all devices in
this testbed are more powerful in terms of processing power, memory and storage. In
this paper, our experiments are performed at the Zwijnaarde testbed, therefore from

this point on we mainly focus on the introduction of the this testbed.

There are several different types of wireless devices deployed : Zigbee sensor nodes,
Wi-Fi based nodes, sensing platforms, and the software-defined radio USRP N21o0 [82].
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Figure 35: The Zwijnaarde testbed topology

The wireless nodes are also connected over a wired interface for management purposes.
Each of the devices can be fully configured by the experimenters. When the different
wireless devices are configured via the same control interface, they are said to be at-

tached to one “node".

A common node in W-ilab.t Zwijnaarde is shown in Figure 32, which contains an
embedded PC with two WI-FI interfaces, one Zigbee sensor node. Nodes are located at
60 spots throughout the utility room. The topology of the deployed nodes are shown
in Figure 35. The USRP’s are attached to quadcore servers, there are 6 USRP’s in total,
distributed over the testbed. The location of the USRP’s are marked with red dot in
Figure 35.

The w-ilab.t Zwijnaarde has adopted OMF as its testbed control and management
framework [26]. The architecture of OMF is based on three main software components:
the Aggregate Manager (AM), the Experiment Controller (EC) and the Resource Con-
troller (RC). The AM provides a set of services to the testbed (inventory, image loading,
etc.). The EC, which is the user’s interface, receives and parses an experiment script
describing configuration of resources and the actual experimental scenario. This script
is written in a domain-specific language called OEDL (OMF Experiment Description
Language). The instructions in the script are transferred to the RCs of the respective
resources, which are responsible to perform the local configurations and application

invocations.

OML (OMF Measurement Library), a companion framework for OMF, is responsi-
ble for handling measurements. It consists of two architectural components, the OML
server and the OML client libraries. The client libraries are responsible for capturing
measurements generated at the resources and, possibly after some manipulations, in-
jecting them in streams headed towards the OML server. The OML server receives the

data and stores them in organized databases, one per experiment.
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Figure 36: RSSI level as captured by Wi-Fi card in monitor mode

There are two main advantages of using OMF framework in the aspect of wireless
environment monitoring system — its central control capability and data collection
service. The central control capability is especially valuable when the system requires
distributed spectrum sensing. As an experimenter, the monitoring tools are no more
than regular experiment facilities, which can be controlled via the OEDL script. The
data generated by monitoring system can be logged into the database just like regular
experiment data. For an experienced OMF testbed user, the extra effort of using such a

monitoring system is trivial.

5.3 AVAILABLE MONITORING TOOLS

5.3.1 Use WI-FI Interface in Monitor Mode

As mentioned before, a common node in the Zwijnaarde testbed has two WI-FI in-
terfaces. Since most experiments do not utilize the second WI-FI interface, it is possible
to configured the idle interface into monitor mode on the selected experiment chan-
nel. When configured into the monitor mode, the we can obtain information for all
the packets that the WI-FI card is able to decode. Thanks to the Radiotap[83] header
contained in the 802.11 frame, we are able to see the RSSI of each decoded packet and
the physical layer bit rate at which the packet is received. Also the information from

MAC layer protocol and above can be recorded.

The monitoring with WI-FI card is very technology dependent, but for interference

on the same channel and same technology, it provides optimal detection
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For the pre-experiment environment monitoring, the WI-FI card can be used to find
out which access point is active on what channel, and how their power is distributed
on the neighboring channels. As an example, one node in the Zwijnaarde testbed is
configured to scan over the 13 WI-FI channels in 2.4 GHz ISM band. Figure 36 shows
the results. We can tell that there are three access points active in the neighborhood,
located on channel 1, 6, and 13 respectively. The beacons from access point robotcontrol
on channel 1 has highest power, because it is located within the testbed. It is also shown
that the beacons from channel 1 can be measured even up till channel 5. The other two
access points have considerably weaker signal strength due to the fact that they are
located out of the testbed. It is fair to say, when trying to select a channel for WI-FI

experiment, it is safer to choose a channel above channel 5.

5.3.2  USRP Based Spectrum Sensing Engine

The Universal Software Radio Peripheral (USRP) developed by Ettus Research [82] is
a low-cost SDR platform that utilizes a general purpose processor. USRP consists of two
parts, a fixed mother board and a plug-in daughter board. The mother board mainly
contains ADC/DAC, an FPGA mainly for digital down sampling with programmable
decimation rate and an interface connected to host PC. The daughter board provides ba-
sic RF front-end functionality. In the testbed, all USRP’s are equipped with XCVR2450
daughter board. The XCVR2450 is a daughter board that covers the 2.4 and 5 GHz ISM
bands and has a configurable analog front-end filter with maximum bandwidth of 30
MHz.

We have implemented a customized component within the Iris platform [84] to use
USRP for spectrum analysis. The collected spectrum information is power spectrum
density (PSD), obtained via periodogram. By default, USRP’s are configured to cover
25MHz, which is wide enough to cover one WI-FI channel. It is also possible to config-
ure the USRP into a wide-band mode in order to get an overview of all the channels. In
this mode, the front end of USRP is configured to do fast sweeping across the selected
channels. However, the probability of interception on each channel decreases with the
increase of covered bandwidth. More details about the implementation of USRP spec-
trum analysis is illustrated in [85]. A dedicated OMF wrapper is written for logging
the PSD data into the database on AM.

The USRP sensing engine belongs to the energy detection category. It is technology

independent, however the provided information is only on physical layer.
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Figure 37: Visualization support

5.3.3 The CONCRETE Framework

The developed framework enables the experimenter to run several runs of the spec-
ified experiment and analyze the corresponding results. The main functionalities that

are currently supported, are:

¢ scheduling the execution of several runs for the same experiment

* visualization of prevailing channel conditions before each run and moreover vi-

sualization of the performance achieved in each run
e visualization of performance over all executed rounds

* estimation of correlation among the different runs, as the benchmarking score
that describes the stability of each run, accompanied by an automatic mechanism

that selects the most stable runs, based on the calculated score

e comparison of performance obtained over all executed rounds in comparison

with the performance achieved only in the subset of selected rounds.

Below, each different functionality is briefly detailed and is also accompanied by some

representative screenshots.

As for the first step, the experimenter uses a custom Graphical User Interface (GUI)
to provide all input required to describe the experiment to be executed. The framework
proceeds with the execution of multiple experiment runs and also instruments the
measurement gathering and storage procedures, through the use of the OMF (cOn-

trol and Management Framework) [26].
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(a) Performance plot over all executed rounds (b) Performance plot over stable rounds

Figure 38: Representative screenshots

As for the second step, the framework accesses data stored during the execution
and generates screenshots that illustrate both performance in each different round as
well as interference conditions, before each discrete run. The interference monitoring is
based on energy detection applied through distributed spectrum sensing, by utilizing
USRP devices. Based on the use of different specified metrics (packet loss, ping delay,
RSSI levels), we can get different plots for each specified experiment. In the left part of
Fig. 37, we can see a representative plot of throughput measurements over 3 rounds,
while on the right part, we can see a representation of the channel conditions over time,

in terms of signal strength in dBm values.

In the next step, the tool constructs a joint performance representation plot over all
runs, which also presents average and standard deviation values for each different run.

Fig. 38a illustrates a representative screenshot.

Apart from providing simple statistics that result in an overall comparison over the
various executions, an automated process for detecting whether the experiment is af-
fected by external factors has also been implemented. The effect of external factors,
such as interference, constitute the temporal correlation between each consecutive ex-
perimental run. Thus, the degree of correlation between multiple executions of the
same experiment may vary according to the temporal variation of factors that impact
the testing environment. Based on the estimated degree of temporal correlation among
the multiple executions of the same experiment, the tool is able to provide a list with the
runs that are considered stable. Fig. 38b illustrates a representative screenshot, where
only performance of stable rounds is plotted. Based on the final set of selected rounds,
a final average performance and standard deviation is calculated across the subset of
selected rounds. Series of different experiments conducted in both w-ilab.t [86] and NI-
TOS [80] testbeds have verified the great performance difference between cases where

all runs are taken into consideration in comparison solely with stable runs.
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5.4 EXPERIMENTAL EVALUATION

In this section, we evaluate several experimental scenarios that aim at presenting
the abilities offered by the different interference detection tools and techniques. More
specifically, these experiments have been designed to demonstrate some representative
scenarios, in which each heterogeneous monitoring tool targets the detection of differ-

ent types of interference.

In the experiments that follow, we consider a typical scenario of two IEEE 802.11 com-
pliant nodes, operating in infrastructure mode on channel 11 (2452 MHz) and generat-
ing traffic on Uplink. We refer to these two nodes as the System Under Test (SUT) and
also consider the measured UDP throughput performance of the SUT, as the overall per-
formance metric. The first three experiments consider channel contention, overlapping
channels and co-channel interference accordingly. The different types of interference
are generated by a collocated pair of IEEE802.11 compliant nodes and under various
settings, specifically designed for the needs of the different scenarios. In the fourth ex-
periment, we use a narrow band signal that is generated by a USRP node and emulates
a Zigbee or Bluetooth compatible device, in order to generate interference conditions
among devices of heterogeneous technology. We refer to these two different types of

nodes that generate Interference conditions, as the Interference (INT) generating nodes.

For all the aforementioned scenarios, we configure the second IEEE802.11 interface
on the receiver of the SUT in monitor mode and continuously monitor the RSSI (Re-
ceived Signal Strength Indicator) of all the packets that are successfully decoded. More-
over, in each scenario we configure a different number of USRP devices to perform
spectrum sensing on the operating frequency of the SUT and also on other adjacent
channels, in order to record PSD values for 10 sweeps per second, under each specific

setting.

5.4.1  Channel Contention Detection

In this first experiment, we place the INT generating pair of nodes close to the SUT
and configure it to operate on the same channel as the SUT, channel 11. These two
pairs of nodes are indicated with green circles in Figure 35. The nodes in the top green
circle belong to the SUT, while the nodes within the bottom green circle represent
the INT group. We use the Iperf to generate traffic on the application layer and also
set the bandwidth level of both the SUT and INT flow to 30 Mbit/s. The Iperf of
the SUT group is active throughout the duration of the experiment, while the Iperf
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Figure 39: Channel Contention Detection Experiment
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Figure 40: Spectrogram of USRP4 sensing channel 11

application of the INT group is activated just for 25 seconds, in order to show how the
performance of the SUT is affected. The throughput performance of both the SUT and
the INT group is illustrated in Fig. 39a. Upon the activation of the INT group, we notice
that the throughput performance of the SUT drops to the half (15 Mbit/s) and equals
the throughput of the INT, which clearly shows that the available channel capacity is
equally distributed through the CSMA protocol, between the two contending pairs of

nodes.
Having examined the bandwidth performance of the SUT, the next step is to check

the performance of the monitoring tools. Through the processing of the RSSI records,
obtained by interface in monitor mode, and moreover through source MAC address
filtering, we illustrate the RSSI results for each different group in Fig. 39b. Hence, for
this scenario, a simple monitor interface is able to clearly identify which IEEE802.11
compatible device and when exactly it is contending for channel use. This feature can
only be made possible through the identification of the source of the interference, based
on MAC address filtering.

However, the USRP devices, which are not aware of MAC layer information, are not
able to distinguish between different Wi-Fi sources that transmit on the same channel.
We easily notice in Fig. 40 that the PSD measurements gathered from USRP4, do not

provide any valuable input that can aid in the discrimination of the different traffic

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



5.4 EXPERIMENTAL EVALUATION 97

w
=1

30

N
o
T
N
3]

v INT CH 10

gt - ® —INTCH7
o INTCH8
, INTCH 9

dq
o

Bandwidth (Mbit/s)
= N
(& o
%0
XN

%

4

bandwidth (Mbit/s)
N
o
<,

=
o

<

—INTatCH7
v INTatCH8 |]

[
o
T

fie
44

INT at CH 9 5
0 INT at CH 10
100 20 40 60 80 100 120 140 C() 20 40 60 80 100 120 140
time (s) time (s)
(a) SUT (b) INT

Figure 41: Throughput performance per node pair

sources. The only valid observation is that the channel under consideration is occupied
during the entire experiment and more specifically that the density of the spectrogram
becomes slightly higher, while the INT group is active. However, such observations
are not sufficient to detect interference activity and therefore, energy detection is not

suitable for detecting channel contention conditions.

5.4.2  Querlapping Channels Interference Detection

The second experiment is designed to evaluate the effect of interference, which is
generated between IEEE802.11 compliant devices that operate on overlapping chan-
nels. For this purpose, we use the same network setup that was used in the previous
experiment. However, instead of configuring the INT group to operate on the same
channel as the SUT, we set it to transmit on adjacent channels and more specifically

vary the channel of operation from channel 7 to 10.

In Figure 41a and Figure 41b, we illustrate the throughput performance yielded by
the two pairs among the various channels used by the INT pair. We notice that the
activation of the INT link results in significant reduction of the SUT performance, in
all the cases under consideration. In addition, we notice that while the INT link is
active, the bandwidth performance on channel g9 and 10 is slightly higher than it is on
channel 7 and 8. This comes from the fact that when the amount of channel overlapping
falls below a certain threshold, then the carrier sense mechanism fails to detect other
ongoing transmissions and thus results in packet collisions. However, among channels
that are closely spaced, such as Ch. 9, Ch. 10 and Ch. 11, we notice that the maximum
available channel capacity is still obtained, due to the successful contention for channel

use.

Another important remark is that there exist specific settings, under which the INT
link yields higher performance, in comparison with the SUT link, as in the cases of

Ch. 8 and Ch. 10. This phenomenon is related to the “Capture Effect" [], which occurs
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Figure 42: RSSI Trace of monitor mode

in cases where frames received with high RSSI suffer only few losses, as opposed to
frames that are simultaneously received, but with relatively low RSSI values. Accord-
ing to our experiments, certain topology and channel configurations lead the capture
effect to either favor the SUT or the INT link. These observations yield interesting in-
sights regarding the impact of the “Capture Effect" on interference and motivate further

investigation.

In Figure42, we plot the RSSI records obtained with the monitor interface. Unlike the
previous experiment, we are not able to decode any packets transmitted by the INT link
and as a result, all the recorded RSSI measurements in this case correspond to the SUT
transmitter node. Hence, the Wi-Fi compatible monitor fails to detect any interfering
activity for this scenario. Considering the measurements that were plotted in Figure 5,
we notice that Beacon frames were decoded even between channels that are not adjacent.
This can be explained based on the fact that Beacon frames are Management frames and
thus are transmitted at the basic rate of 1 Mbit/s, while the data from application layer
is transmitted at much higher rates, typically 24 Mbit/s or above. Hence it is much

easier to successfully decode the Beacon frames, than regular data frames.

Based on the above observations, we clearly conclude that standard compliant de-
vices that operate in monitor mode, are not able to provide valid measurements, in or-
der to detect Co-Channel interference successfully. Fortunately, we can overcome such
situations, by using another “eye" in the air — the USRP sensing engine. Figure 43a
and Figure 43b represent the recorded spectrogram when interference is present on Ch.
9 and Ch. 10 respectively. Based on the spectrogram, it is clear that activity in adjacent

channels is the reason for the SUT throughput reduction.
Furthermore, through the USRP platform, we were able to detect Beacon frames

transmitted by the INT group’s access point, before the activation of the INT transmitter
node. The access point of the INT link is closer to the USRP sensing engine and as a

result, the Beacon frames of the INT link are detected stronger than the beacons from
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SUT. However, despite the strong Beacon signals, the bandwidth of SUT appears to be

regular when no data traffic is present.

5.4.3 Co-channel Interference Detection

This experimental scenario focuses on how distributed sensing can contribute to the
detection of co-channel interference. As previously mentioned, co-channel interference
may occur when the two devices that interfere are located far away and operate on
the same channel. As a results, they fail to detect each other’s ongoing transmissions
and therefore start transmitting simultaneously, resulting in packet collisions. A widely
used technique that targets detection of co-channel interference is distributed sensing.
For the purposes of this experiment, we setup a distributed spectrum sensing system,
which is based on the 6 USRPs that are currently distributed over half of the testbed

and also on their orchestration through the OMF framework.

Similar to the experimental setup used in the previous scenario, the experiment here
also involves two pairs of IEEE802.11 compliant nodes, however instead of choosing
two groups next to each other, the groups are now located at different sides of the
testbed. More specifically, we designed a specific topology that is able to reproduce
"Hidden-Terminal" effect. When facing the testbed’s topology (Figure 35), the selected

nodes for this experiment are marked with red dots, labeled from 1 to 6.

We configured the SUT group on the left side of the testbed to generate continuous
traffic and set the transmit power equal to the default value of 20 dBm. The INT group
on the right side of the testbed follows an ON-OFF traffic pattern, so that each time the
client starts a data stream for 15 seconds, OMF will wait for another 15 seconds before

the client is turned on again. We decided to follow this specific ON-OFF traffic pattern
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Figure 44: PSD vs Time plots for 8 channels

for the transmissions of the INT group, so that we could discriminate between signals

that are generated by the SUT and the INT groups, through simple RSSI measurements.

Ideally the duty cycle time should be 50%. In reality the duty cycle is also influ-
enced by the control lag introduced within OME. The second group’s transmit power
is configured to 5 dBm. The left group is operating on channel 11 while the right group
is operating on channel 9. Thus, the experiment involves diversity in both space and

frequency domain.

Unfortunately USRP 1 was not available during the conduction of this experiment,
we hence only configured the rest 5 USRPs to collect spectrum data. Each USRP sensing
engine produces a max-hold PSD value every two seconds over the selected channel
of the ISM band. The experiment is performed 8 times, where among different execu-
tions, we vary the channel that is being monitored by the USRPs from Ch. 6 to Ch. 13.
Moreover, during each discrete experiment, we configure the 5 USRP sensing engines

to monitor the same channel.

The collected PSD value is plotted against time for all the monitored channels in
Figure 44. At the first glance, USRP 5 and 6 are able to follow the ON-OFF traffic
pattern produced by the group on the right side, while the rest of USRPs are dominated
by the left group’s transmissions, since their PSD measurements appear to be more
stable. During observation of the RSSI measurements across channels, we notice that
while channel 9 is being monitored, USRP 5 and 6 clearly detect the on-off pattern
that is followed by the INT link. However, the detection of this characteristic traffic
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Channel

USRPID | 2 3 4 5 6

2 1.0 0.5363 | 0.5217 | 0.0167 | -0.1665
3 0.5363 | 1.0 0.7941 | 0.1789 | 0.0376

4 0.5217 | 0.7941 | 1.0 0.0484 | 0.0135

5 0.0167 | 0.1789 | 0.0484 | 1.0 0.0967

6 -0.1665 | 0.0376 | 0.0135 | 0.0967 | 1.0

Table 5: Correlation of measurements collected by different USRP devices

feature cannot be guaranteed in the cases that the monitored channel drifts far from

the operating channel of the SUT group.

On the other hand, for the rest of the USRP nodes, we notice that the measured sig-
nal strength increases while the monitored channel’s index gets closer to the operating
channel of the left group. This trend is clearly reflected in Figure 45, where the average
PSD value is plotted against channel index values. In order to further discover the re-
lationship among measurements obtained by different USRP’s we use the CONCRETE
framework and list the collected results in Table 5. We clearly observe that measure-

ments collected by USRPs 2, 3 and 4 are highly correlated, as the three devices are

closely spaced and thus experience similar experimental conditions.
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Figure 46: Heterogeneous Technologies Interference Detection Experiment

5.4.4 Heterogeneous Technologies Interference Detection

In this last experiment, we do not use IEE802.11 devices for the generation of interfer-
ence conditions, nut we make use of an interference signal of heterogeneous technology
and more specifically, we use a narrow band signal that is generated by a dedicated for
this purpose USRP device. The interfering signal is 5 MHz wide, centered at 2.47 Ghz.
This jamming signal is a general representation for interference generated by none

IEE802.11 compliant devices, such as zigbee or bluetooth ones.

Through throughput performance measurements, we observe that due to the acti-
vation of the narrow-band jammer, the performance of the SUT almost drops to zero,
while the jitter increases linearly with time. The RSSI trace recorded by a monitor node,
illustrated in Fig. 46a, confirms this observation. Since no packets are decoded, no RSSI

is recorded during this period.

However, through the spectrogram that is obtained via the USRP sensing engine, in
Fig. 46b, we clearly see that the narrow band jammer resulted in the pause of the SUT
transmissions. Based on this fact, we notice that the IEEE802.11 transmitter detects that
there exist ongoing transmissions through the Carrier Sense mechanism, and thus defer
from transmitting for the whole duration of the jamming signal. Although in this case,
the monitor node is not able to provide any extra information regarding the jammer, it
is at lest able to detect the abnormal physical layer behavior of the SUT itself. However,
we also noticed that for less strong jamming signals, the detection based on monitor

nodes becomes difficult and even unsuccessful.
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5.5 CONCLUSION AND FUTURE WORK

The complexity of large scale wireless experiment facilities or testbeds is one of the
hurdles an experimenter will face during solution buildup. The methodologies for con-
ducting an experiment vary widely from testbed to testbed In this paper, we prove that
wireless experiments are very susceptible to unpredictable interference, a monitoring
system is hence necessary to validate the experiments via three phase . Two types of
measurement tools are examined: the standard WI-FI card, and the custom-designed

sensing engine based on the software-defined radio platform (USRP).

We considered several common interference scenarios for WI-FI experiments inside
the wireless testbed, including the interference caused by WI-FI device on the same
channel, the interference caused by WI-FI device from overlapping channel and finally
interference caused by none WI-FI technology. For each scenario, the performance of
each measurement tool are examined. Finally a set of distributed sensing experiments
are performed. Through this set of experiment, we are able to see the that the results
from some sensing engines are highly correlated and some are not. The degree of

correlation is mainly based on the spatial location.
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ONLINE EVALUATION OF SENSING CHARACTERISTICS FOR
SPECTRUM SENSING PLATFORMS

6.1 INTRODUCTION

Cognitive Radio Networking is a rapidly evolving research thrust area in wireless
communications nowadays, aspiring to create a major paradigm shift in the wireless
landscape through Dynamic Spectrum Access and Management. The dynamic nature
of the wireless medium, in accordance with the distributed frequency adaptation mech-
anisms, as applied in unlicensed bands, necessitate the development of spectrum-agile
radios. In this context, spectrum occupancy monitoring is considered as the most im-

portant component towards enabling spectrum aware radio operation.

Theoretical developments [87, 88] in the area have proposed various methods for
identifying the presence of signal transmissions and evaluating spectrum occupancy.
In addition, several realistic experimentation platforms [89, 9o, 91, 92] have emerged
to enable the practical implementation of spectrum sensing functionality in real sys-
tems. Sound experimental validation of proposed spectrum sensing solutions requires
experimentation under real world network scale and settings. To this aim, experimen-
tal cognitive radio testbeds [93, 94, 95, 80, 86, 96] have been deployed, while tools for
orchestration of complex scenarios [26] and collection [51] of experimental data have
also been developed. In order to extend cognitive testbeds with more advanced exper-
imentation capabilities, existing tools have to be advanced and new frameworks have
to be developed. In this work, we develop an evaluation framework that assesses the
performance of cognitive platforms, in terms of two rather important metrics, namely
sensing delay and energy efficiency. The former is directly related with the resulting
performance of the cognitive solution, while the latter is considered as a crucial issue in
all types of wireless communications, both due to restricted battery autonomy of mo-
bile devices, as well as for moving towards “greener” solutions in telecommunications.
Evaluation in terms of the aforementioned metrics is automated through a monitoring
procedure that has been directly integrated in the experimentation tools of CREW [97]
testbeds.
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The remainder of this paper is organized as follows. In the following section we
present the state-of-the-art spectrum sensing hardware and software platforms, refer-
ring also to well-established CR testbed deployments and the frameworks that are used
to facilitate experimentation. Section 3 details the characteristics of the considered spec-
trum sensing devices, while also describing the experimental scenarios, under which
performance evaluation of the various platforms will be based on. In Section 4, we
present the various parts that constitute the proposed evaluation framework, while in
Section 5 we present extensive experiments that compare the performance of 4 sensing
solutions in terms of the considered metrics. Finally, in Section 6 we assess the perfor-
mance of an external use case that implements real-time spectrum sensing on SDRs

and point out the conclusions reached through this work in Section 7.

6.2 RELATED WORK

In an effort to support realistic and large-scale experimentation with spectrum sens-
ing platforms, several CR testbeds have recently been deployed. In the US, existing
experimental CR deployments include the Virginia Tech CR Network (VI-CORNET)
[93], the ORBIT [94] and Emulab [95] testbeds. In addition, NITOS [80], w-ilab.t [86]
and Cortex-lab [96] are the main wireless experimentation testbeds in Europe that are
equipped with heterogeneous Software-Defined Radio (SDR) platforms. Among the
various developed SDR solutions, USRP [89] is one of the most popular commercial
hardware, while more sophisticated solutions, such as the WARP [go] and SORA [91]
have also been proposed. On top of the underlying hardware components, software
radio architectures have been developed to specify the interconnection and facilitate
configurability of components that implement reconfigurable radios, such as GNU Ra-

dio [98], the Software Communication Architecture [99] and IRIS [100].

As most experimental testbeds are developed separately from each other, an impor-
tant issue that experimenters traditionally had to cope with is the scarcity of a common
management system, as well as a common experiment description language. However,
this issue was overcome with the introduction of OMF, which provides tools for the
management and execution of experiments on testbed infrastructures. Nowadays, OMF
has been deployed and used on multiple testbeds supporting many different types of
technologies. Among the aforementioned CR deployments, ORBIT, NITOS and w-ilab.t
testbeds have adopted OMF as their control and management framework. In our pre-
vious works, we developed the NITOS EMF [101] and CONCRETE [102] frameworks
that extend the core OMF functionalities, by enabling the experimenter to experimen-

tally evaluate the energy efficiency of proposed protocols and to validate the stability of

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



63 EVALUATION OF CREW TESTBED SENSING DEVICES 107

experimental conditions accordingly. An important direction that we are also currently
investigating is the direct integration of the IRIS software radio architecture with the
OMF framework.

63 EVALUATION OF CREW TESTBED SENSING DEVICES

In this work, we exploit the advanced spectrum sensing platforms that are provided
by the CREW federated testbed platform, which facilitates experimentally-driven re-
search on advanced spectrum sensing, cognitive radio and cognitive networking strate-
gies. Among the 5 individual wireless testbeds that constitute CREW, we decided to
use the w-iLab.t indoor testbed, as it offers all the required hardware and software com-
ponents for the development of the proposed framework. More specifically, w-iLab.t
features several sensing devices that span from commercial sensor and Wi-Fi nodes, to
SDR platforms and device prototypes. Another basic characteristic that motivated the
usage of the w-ilab.t testbed, was the adoption of OMF as its testbed control and man-
agement framework, which fact enabled us to build the proposed framework as a plug-
in compatible with the well-adopted OME. In the rest of this section, we describe in
detail the capabilities of the considered w-ilab.t sensing devices, while we also describe
the reference scenarios, under which performance evaluation of the various platforms

would be based on.

6.3.1  Characteristics of Sensing Devices

In our experiments, we consider the well-established commercial SDR USRP N210
Networked Series [103], which is a commercial SDR platform that utilizes the general
purpose processor of a connected host machine for measurement processing and due
to its applicability has gained widespread usage. In addition, we consider the embed-
ded version USRP E110 [104], which allows standalone operation without requiring the
use of a host machine, thus allowing us to evaluate how its limited internal processing
capabilities impact sensing performance. The next device under consideration is the
prototype imec Sensing Engine (SE) [92], which is a high-end prototype reconfigurable
radio that is designed to process samples real-time. Finally, we also decided to experi-
ment with the Wi-Fi compliant Atheros AR9380 [105] chipset, as this device is able to
operate as a spectrum scanner as well. By including the AR9380 device in our experi-
ments, we can investigate how well the hardware assisted FFT processing capabilities
of this chipset perform, contrary to the rest research oriented sensing devices. More

details about the capabilities of the devices under investigation follow below.
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6.3.1.1 USRP N210

The USRP N210 consists of two parts, a fixed motherboard and a plug-in daughter-
board. The motherboard contains ADC/DAC, an FPGA for digital down conversion
with programmable decimation rate and a Gigabit Ethernet (GbE) interface for commu-
nication with the host machine. The USRP Hardware Driver (UHD) is used to control
the USRP hardware and also to transmit and receive data over the GbE interface. We
attach the USRP N21o with the XCVR 2450 daughterboard, which provides basic RF
front-end functionality in the 2.4 GHz and 5.9 GHz bands. The channel switching delay
for the XCVR 2450 daughterboard was measured and found to be 50 ms. Although the
ADC is able to sample at the 100 MHz rate, the GbE interface limits the maximum
streaming bandwidth to 25 MSps. In order to provide real-time sensing capability, the
host machine should be able to achieve sufficient amount of parallel processing and

thus this feature is host machine dependent.

6.3.1.2 USRP E110

The USRP E110 [3] series combines a flexible RF frontend, FPGA and an OMAP 3,
which includes an ARM Cortex-A8 and a C64 DSP. The extra features differentiate the
E110 from the N210, as the former does not require the use of a host pc for measure-
ment processing and thus allows standalone operation for embedded applications, or
applications that do not require the full processing power of a commodity CPU. The
USRP E110 is also programmed through the USRP Hardware Driver (UHD) and at-
tached with the XCVR 2450 daughterboard is able to operate in the 2.4 GHz and 5.9
GHz bands. The channel switching delay for this setup also equals 50 ms. The attached
ADC is able to sample at the 64 MHz rate, but the FPGA interface provides for a maxi-
mum total bandwidth of 10 MSps. However, this does not guarantee that the embedded
processor will be able to process samples at this rate. In the case that the collected sam-
ples are processed on an external host, the USB 2.0 interface limits the host bandwidth
to 8 MSps, which results in the maximum streaming bandwidth of 5 MSps. In this case,
real-time sensing can only be achieved if the host is able to perform efficient parallel

processing.

6.3.1.3 imec SE

The prototype imec SE [4] is a reconfigurable radio and consists of two core compo-
nents: an analogue RF front-end SCALDIO (SCAlable raDIO) and a DlIgital front-end
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for Sensing (DIFFS). Both these ICs are low-power and flexible and targeted towards im-
plementing a cognitive radio as a mobile device. DIFFS features an FFT accelerator core,
enabling the engine to perform spectral analysis. The receiver RF operating frequency
is programmable from o.1 to 6 GHz and the channel bandwidth is programmable be-
tween 1 and 40 MHz. The architecture of the Scaldio chip allows us to already handle
the reprogramming for the next frequency band during the current capture. Hence the
reconfiguration time is reduced to zero and only the settling time of 50 ps needs to be
considered. Both the DIFFS processor and the ADC are running at 40 MHz. However,
in our configuration the ADC is down-sampled to 20 MHz, resulting in the available
channel bandwidth of 20 MHz. Hardware-wise the imec SE was designed to be able to
process samples real-time. As the measurement collection and processing procedures
can run in parallel, we just have to make sure that processing finishes before new data
is available, in order to provide for real-time sensing. The imec SE firmware that is used
in our experiments is able to perform all required calculations, before the next vector of

samples that needs to be processed is available and thus is capable of real-time sensing.

6.3.1.4 Atheros AR9380

The Atheros AR9380 is a single-chip, dual-band (2.4/5 GHz), 802.11n compatible
chipset that supports up to 3x3 MIMO transmissions, offering both high throughput
performance, along with low power consumption in every operational state. The spe-
cial characteristic of AR9380 is its ability to support spectrum sensing capabilities. The
Athgk [106] driver enables the user to configure the card, in order to sense the spectrum
over a specified set of channels and derive the Power Spectral Density with an FFT res-
olution of 56 bins. The 56 bins correspond to the 52 usable plus the 4 pilot sub-carriers
that are supported by the 802.11n protocol in the case that the 20 MHz bandwidth
configuration is applied. The FFT operation is executed on the chipset and scanning re-
sults that correspond to 4us long snapshots of the spectrum are reported per frequency
at the fixed period of 55 ms. The channel switching delay was measured at 1 ms for
in-band and 2 ms for out-band transitions. The channel switching overhead of the imec
SE and AR9380 is obtained through the device specifications that are provided by imec
and Atheros accordingly, while such values are not officially reported for the USRP
devices and are derived through our own measurements. We experimentally verified
that maximum configurable sampling rate equals 100 KSps. The driver provides an in-
terface to configure both the actual sampling rate through adaptation of the decimation
level at 255 levels, as well as the number of result sets that will be reported within the

55 ms interval. Although the AR9380 is able to sample at a sufficient sampling rate, this
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Sensing Host Channel Channel Real-time
device requirement | bandwidth | switching sensing
(MSps) delay
USRP N21o Yes 25 50 ms Host-dependent
USRP E110 No 5 50 ms Host-dependent
imec SE No 20 50 s Yes
ARo9380 Yes 20 1-2 ms No

Table 6: Hardware characteristics of sensing devices

device is not able to provide for real-time sensing, as continuous sampling can only last

up to 55 ms, upon which interval the device goes back to regular Wi-Fi operation.

6.3.2 Experimental Scenarios

The various hardware platforms are used in parallel to detect a signal generated, un-
der various settings, by a pair of w-ilab.t testbed nodes. The test signal consists of a
bunch of 802.11 frames, as this is the most common signal transmitted in the 2.4 GHz
and 5GHz ISM bands that can be sensed by all the different spectrum sensing platforms.
As the latest widely adopted version of the IEEE 802.11 standard is the 802.11n version,
the test signal consists of 802.11n transmissions that occupy the medium for signifi-
cantly lower duration compared to legacy 802.11 transmissions, due to the increased
PHY-layer transmission rates that 802.11n offers. Considering transmissions of typical
MPDU frames of 1534 bytes length, frame transmissions duration approximates 227 us
and 63 ps at the highest PHY-layer rates of 54 Mbps and 195 Mbps that are supported

by the 802.11 and 802.11n protocols at the bandwidth configuration of 20 MHz.

Having properly investigated the operation and capabilities of each different device,
as listed in Table 6, we concluded that the only hardware dependent specifications
that could restrict the design of the experimental scenarios would be related with the
imec SE and the Atheros 9380 devices. The USRP devices are fully configured through
software, thus generating no restrictions. Considering the real-time sensing capability
offered by default by the imec SE, we decided to build a proper scenario which would
allow for a fair comparison of the other devices with the high-end imec SE. Based on
the device specifications that were analyzed in the preceding section, we know that
the only hardware dependent restrictions are the 20 MHz sampling rate of the imec
SE and its 128 bin size of FFT calculations. When the imec SE is sampling at this rate,
it requires 6.4 ps, in order to gather 128 samples that are further fed to the on-chip
FFT accelerator core for FFT processing that finally provides the PSD results. As the

interval of 6.4 us is extremely short, compared to the shortest duration event of 63 us,
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Sensing FFT Result | Collected
device resolution | sets samples
USRP N21o 1024 1 1600
USRP E110 256 1 320
imec SE 128 10 1280
AR9g380 56 6 336

Table 7: Sensing characteristics of sensing devices in the considered scenarios
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Figure 47: Power Spectral Density Evaluation - Scenario 1

we further decided to combine several FFT measurements, before arriving at a final
result. We use Max-Hold filtering over 10 consecutive FFT operations, which results in
the total sensing time of 64 us, within which interval we are able to decide about the

presence of 802.11n transmissions.

Considering the fact that the aforementioned sensing devices feature varying sensing
capabilities, we will test them under the reference scenario, to comparatively evaluate
their performance in terms of sensing delay and energy efficiency. In order to provide
for a proper evaluation and comparison setup, we decided to configure all the devices
to sense for the same duration of 64 us, which we denote by Measurement Collection
Duration (MCD). Having specified a common MCD, the different devices will sense
the medium for the same duration and collect a different number of samples, as speci-
tied by their sampling rate configurations. In the next phase, a common measurement-
processing program will process the different number of collected samples and report

the time required for processing.

Moreover, we also consider a second scenario, where the targeted band is 80 MHz
wide, so that all devices will have to perform channel switching to provide for proper
monitoring of the whole band. In this second scenario, the total sensing delay of all
devices will further vary due to the impact of the channel switching overhead. Various
characteristics as configured for each device in the considered experimental scenarios

are listed in Table 7.
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Figure 48: Power Consumption Evaluation - Scenario 1

64 EVALUATION FRAMEWORK

In order to provide for a fair performance evaluation, between the 4 considered de-
vices, we configure them under their operational limits to sense the medium and assess
the Power Spectral Density (PSD) on the 2.4 GHz band. In parallel with the spectrum
sensing operation, we evaluate the power consumption and the distribution of sens-
ing delay per device. In the rest of this section, we describe in detail the 3 steps that

constitute our evaluation framework.

6.4.1  Power Spectral Density

Spectrum sensing efficiency evaluation can be based on the quality of PSD characteri-
sation. The PSD characterises the distribution of energy variations and more specifically
quantifies the amount of energy per certain frequency interval (dBm/Hz). PSD compu-
tations can be obtained directly through FFT transformation of power results that have
been collected over time. Frequency resolution is directly dependent on the sampling
frequency and the FFT size. More specifically, for a fixed sampling interval, the fre-
quency resolution can be improved by increasing the FFT size. However, the maximum
configurable FFT-size depends on the maximum sampling rate of each device and is
even hardware dependent for devices that perform FFT calculations in hardware. To
conclude, an inherent tradeoff exists between the configuration of PSD parameters and
the obtained resolution, which we aim to evaluate jointly with the proposed metrics of

Sensing Delay and Power Consumption.

6.4.2 Power Consumption

In order to accurately measure the instantaneous power consumption, we follow the
power measurement procedure and the hardware developed in our work [101]. Based

on this approach, we place a high-precision, low impedance current-shunt resistor (R)
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of a known resistance value, in series with the power source and the power supply pin
of the device to be measured. More details can be found in Section 8.3. By consistently
measuring the voltage (Vr(t)) across the current-shunt resistor through proper voltage
metering equipment, we are able to extract the instantaneous current draw of the de-
vice, based on Ohm’s law. The instantaneous power consumption can be calculated as

the product of the input voltage Vin and the measured current draw:

Vr(t)

P(t) = Vin R

(16)

Estimation of the total energy consumption during a specific experiment, necessitates
the accurate sampling of the instantaneous power consumption during the total experi-
ment duration. Total energy consumption can be calculated as the integral of the power

consumption over the specified duration (Dt = t; —t), as follows:

E(Dt) = VIRNJ Vr(t)dt (17)

However it should be made clear that through the voltage sampling equipment, only a

finite number of samples of Vi(-) are acquired over [to, t1] at discrete time instances.

In order to accurately measure the voltage drop across the resistors that are attached
in series with the power supply of each device, we use the NITOS ACM card that is
presented in Fig. 63a. The developed card supports the high sampling rate of 63 KHz
and features up to three input channels, thus providing for online power consumption

monitoring at both the sensing device and the attached host machine, in a joint way.
6.4.3 Sensing Delay Distribution

Overall sensing delay is composed of various parts that result due to different com-
ponents of each device. As soon as all devices are configured properly, the first phase
of actual sampling is executed. This duration does not directly correspond to the time
of channel monitoring, but may also include time spent due to communication with
specific device components, such as the transferring part. Third, as the measurements
acquisition has been completed successfully, the next step is to process the collected
measurements. Duration of this task is mainly dependent on the processing capabili-

ties of each sensing solution. Finally, in the case that the dimension of multiple channels
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Figure 49: Power Spectral Density evaluation - Scenario 2
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Figure 50: Power Consumption evaluation - Scenario 2

is considered, the overall sensing delay may also be affected by the channel switching

delay.

Ideally, the exact amount of time that is spent in each subprocess should be calculated
for each device. We managed to derive the Sensing Delay Distribution for the USRP
devices, by incorporating high precision timer functions at appropriate parts of the
UHD source code. However, such low level measurements cannot be reported for the
imec SE and the AR9380 devices, where the different subprocesses run in hardware.
For these devices, we are only able to measure the total induced sensing delay and

compare it with the duration of the actual sampling phase.
6.5 EXPERIMENTAL EVALUATION

6.5.1  Power Spectral Density

Having configured the experimental scenarios and fixed the MCD interval, we next
configure the transmitter 802.11n node to constantly transmit saturated traffic on chan-
nel 6 of the 2.4 GHz band and more specifically on 2.437 GHz. In the first scenario, each
device collects the fixed number of samples, as specified in Table 7. We then proceed by
processing data produced by the USRP devices through FFT software, while the imec
SE and AR9380 perform these calculations in dedicated hardware. For the USRPs, we

use the number of samples that are closer to the next power of 2 and more specifically
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process 1024 samples to produce 1024-bin FFT results for the USRP N210 and 256-bin
FFT for the USRP E110. As the number of samples that are collected from the imec SE
and AR9380 are more than required for a single FFT calculation, the imec SE reports
the maximum values that have been collected over 10 result sets, while for the AR9380

6 different result sets are generated.

Indicative screenshots representing the PSD evaluation of the channel as monitored
by each different device for the first scenario are plotted in Figures 47a, 47b, 47c and
47d accordingly. We clearly observe how the maximum bandwidth and FFT-bin size
specifications of each device affect the sensing efficiency. The imec SE along with the
Atheros AR9380 device detect that the 20 MHz bandwidth are fully utilized, while the
limited USRP E110 is able to monitor only 5 MHz of bandwidth. On the other hand, the
USRP Nz21o is able to detect the drop at frequencies that exceed the central frequency
by 10 MHz and thus is the only device able to characterize that the Wi-Fi transmission
has the central frequency of 2432 MHz (channel 5). Moreover, taking into account the
increased 1024 bin FFT resolution (24.41 KHz/bin) that is generated by the USRP N210
and plotted in Fig. 47a, we observe that the PSD distribution is presented at the OFDM
subcarrier level, among the 52 subcarriers that the 8o2.11n compatible transmission

uses.

Figures 49a, 49b, 49c and 49d plot the PSD, as evaluated by each device in the second
scenario. We observe that all devices detect channel 1 (freq. 2412 MHz) to be busy,
while the rest part of the spectrum in the 2.4 GHz is characterized by Energy levels that
are close to the Noise level (-100 dBm). In addition, the amount of channel switches
that each device needs to perform in order to sense the whole 80 MHz band can also
be extracted from the corresponding figures. Based on the bandwidth specification of
each device, the USRP N210 (25 MHz) needs to switch its operational frequency 3 times,
the USRP E110 (5 MHz) 20 times, the imec SE (20 MHz) 3 times and the AR9380 (20
MHZz) 3 times, to sense the whole 8o MHz wide 2.4 GHz band.

6.5.2 Power Consumption

6.5.2.1  Consumption during Measurement Collection

In parallel with the PSD evaluation, we attach a dedicated NITOS ACM cards to each
one of the devices, in order to measure the energy consumption during the spectrum
sensing procedure and plot the collected results in Figures 3 and 5 for each scenario.

As soon as the devices have been properly configured and the actual sensing procedure
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takes place, the power consumption of each device reaches a stable level, which equals
9.68 W for the USRP N210, 10.54 W for the USRP E110, 2.39W for the imec SE and
0.57 W for the AR9380 accordingly. In general, we remark that the commercial Atheros
AR9380 Wi-Fi chipset presents the best energy efficiency, while the embedded imec
SE is also characterized by a low power consumption profile, in comparison with the
energy harvesting research oriented USRP devices. In the second scenario the power
consumption presents exactly the same results, however the duration of the sensing,
transferring and processing procedures is prolonged and thus the energy consumption

is increased.

6.5.2.2  Consumption during Measurement Processing

Both the imec SE and the AR9380 devices process measurements in hardware and
as a result isolation of consumption due to processing cannot be obtained. Regarding
the consumption of the USRP devices N210 and E110, we measure the consumption
of the ATOM-based host machine and the embedded processor, during measurements
processing. Figures 51a and 51b depict the power consumption increase that the pro-
cessing results in, which equals approximately 1.35 W for the ATOM and 0.4 W for the
E110. In addition, Fig. 51c plots the power consumption of the AR9380 in the second
scenario, where we observe spikes that correspond to the channel switching operation
that lasts 1.2 ms and verifies the reported in the official product specifications channel

switching delay.

6.5.3 Sensing Delay Distribution

As we are not able to estimate the distribution of Sensing Delay for the imec SE and
the ARg380 devices, here we present results that were obtained while experimenting
with the USRP devices. Having configured the MCD interval of 64 ps, the 1600 sam-
ples that have been collected by the USRP N210 require 79 us to be transferred over the
GbE, while the USRP E110 requires 58 ps to transfer the 320 samples from the FPGA
to the RAM memory of the embedded machine. Regarding the processing duration,
the 1024-bin FFT operation is executed in 701 pus on the ATOM based host machine
and 240 ps to run on the iy processor. Finally, the ARM Cortex-A8 of the USRP E110
requires 1800 us to execute the 256-bin FFT operation. Figures 52a, 52b and 52¢ plot
the distribution of total Sensing Delay in the three different setups. We clearly notice
that the processing process dominates the total delay, as it exceeds the duration of the

other two phases and thus real-time sensing cannot be performed under these con-
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Figure 52: Sensing Delay distribution

figurations. In USRP N210, data transfer happens in parallel with the sensing, as two
different hardware modules inside the FPGA work in parallel. Hence, the reason that
consists our solution incapable of performing real-time sensing is the high processing
delay. However, as experimentation with longer MCD intervals, showed that the pro-
cessing duration becomes significantly lower, we expect that real-time sensing can be

performed in systems able to achieve significant amount of parallel processing.

6.6 EXTERNAL CASE EVALUATION

In this section, we assess the performance of an external use case that implements
real-time spectrum sensing on SDRs, through a multi-threaded sensing engine software
that achieves parallel processing. The sensing engine under evaluation was presented
in [107] and is composed of two main threads, among which the first one is responsible
for collecting samples from the USRP, while the second thread is responsible for pro-
cessing the acquired samples. The sample-processing process again generates several
sub-threads to process the incoming samples in parallel, by calculating the FFT-based
PSD and the energy for specified channels. Once all sub-threads finish processing, they
terminate and the original sample-processing thread outputs the result. We configure
the sensing engine to use 16 processing threads that process in parallel the samples
received from the sample-collecting thread at the highest configurable sampling rate

of the USRP N210 (25 MSps). In cases that the sample-processing thread can no longer
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Sensing Delay Channel Bandwidth

Distribution 5MHz | 7 MHz | g MHz | 25 MHz

Collected Samples | 125K 175K 225K 625K

Sensing 25ms | 25ms | 25ms 25 ms

Transferring 4ms 5.6ms | 7.2ms 20 ms

ATOM Processing | 13.7ms | 18 ms | 22.3 ms -

i7 Processing 4.6ms | 6.2ms | 7.3ms | 17.3ms

Table 8: Sensing Delay Distribution across varying bandwidth configurations for the USRP
N210 when attached with ATOM and iy-based setup

follow the sample-collecting thread, the software detects the overflow of samples and

terminates.

The sensing engine under evaluation has been shown (in [107]) to sense in real-time
when running on a hexacore server machine. In this experiment, we use the developed
framework to evaluate its performance under the dual-core ATOM-based and the quad-
core i7-based setups, trying to investigate whether these setups are able to provide
for real-time spectrum sensing. We configure the sensing engine to sense Channel 5
(2432 MHZz) of the 2.4 GHz band and detect the presence of an 802.11 beacon that
is transmitted every 100 ms. This well-defined signal is convenient for validating the
performance of the channel occupancy monitoring procedure. According to the IEEE
802.11 standard [1], beacon frames are 134 bytes long and transmitted at 6 Mbps bitrate,
their transmission requires approximately 179 us. We also configure the MCD interval
at 25 ms and are able to take 4 decisions about channel occupancy within the 100 ms

Beacon interval.

While experimenting with the ATOM-based setup, overflow of samples was detected
when the channel bandwidth was configured above the 9 MHz. On the other hand, the
i7-based machine did not experience any overflows even in the 25 MHz bandwidth con-
figuration. Figures 53a and 53b present the outcomes of our evaluation in terms Sens-
ing Delay Distribution, across varying channel bandwidth configurations. The obtained
measurements are detailed in 8 and show that both systems are capable of sensing the
spectrum in real time up to the 9 MHz and 25 MHz bandwidth configuration accord-
ingly. Under this setup, the multithreaded system implementation is able to execute the
processing phase in parallel with the sample acquisition phase, as long as the process-
ing delay is constantly lower than the sensing delay. In Fig. 53¢, we also plot the average
power consumption that the ATOM-based setup results in, under the three configured
bandwidth values. We clearly observe that the increasing amount of data that are be-
ing processed impacts instantaneous power consumption and more specifically remark
that the 5 MHz, 7 MHz and 9 MHz, resulted in the 25.684 W, 26.2413 W and 26.7276 W

of average power consumption accordingly. In order to demonstrate the seamless cap-

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



6.7 CONCLUSIONS 119

@ 80 ~80
(%2}
E 70 lSense I:ITransferl:IProcess\ 20 Ml sense [ JTransfer@Process ]

5 7 9 5 7 9 25 5 7 9
Channel Bandwidth (MHz) Channel Bandwidth (MHz) Channel Bandwidth (MHz)

(a) Sensing Delay Distribution of(b) Sensing Delay Distribution of i7(c) Average Power Consumption
ATOM based node based node of ATOM based node
Figure 53: External use case evaluation across varying bandwidth configurations

0 -70 0 0
01 0.1 0.1

502 80 502 502

& & &

203 <03 3 0.3

£ -90 £ £

= 0.4 i~ 0.4] =04
05 100 05 ) -100
06 06 0.6

2430 2431 2432 2433 2434 2428 2430 2432 2434 2436 2425 2430 2435 2440
Frequency (MHz) Frequency (MHz) Frequency (MHz)

(a) ATOM based setup - 5 MHz  (b) ATOM based setup - 9 MHz (c) iy based setup- 25 MHz
Figure 54: Spectrogram of captured 802.11 beacon signal across varying bandwidth configura-

tions

turing of 802.11 beacons, we plot in Figures 54a, 54b and 54c spectrograms as resulting
under each setup accordingly. During 700 ms, seven beacon signals are transmitted and

they are all captured, clearly demonstrating the advantage of seamless capturing.

6.7 CONCLUSIONS

In this paper we demonstrate a framework that enables evaluation of cognitive de-
vices, in terms of sensing delay and resulting energy consumption. We present a mon-
itoring procedure that has been directly integrated in the experimentation tools of the
CREW facilities and demonstrate how it aids in the online evaluation of 4 different
cognitive platforms in terms of the aforementioned metrics. We also use the developed
framework to experimentally validate a real-time spectrum sensing solution that imple-

ments parallel processing on software-defined radios.
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AGILE: ENABLING DISTRIBUTED SPECTRUM ADAPTATION IN
COMMERCIAL WIRELESS LANS

7.1 INTRODUCTION

The wide adoption of wireless networking technologies in everyday life scenarios
has resulted in congestion of the limited spectrum that is available in unlicensed fre-
quency bands. The unprecedented spectrum scarcity is mainly due to the tremendous
growth of IEEE 802.11 WLAN deployments. In this context, a large body of work
[108, 109, 110, 111] has proposed approaches that dynamically tune the operating chan-
nel, towards avoiding heavily utilised spectrum fragments and improving throughput
performance. However, as the unlicensed spectrum is also home for other wireless pro-
tocols (e.g., Bluetooth, Zigbee) and a large range of RF devices (e.g. cordless phones,
security cameras, baby monitors), the channel selection process is further complicated
due to cross-technology interference. While several recent works [112, 113] have en-
abled the identification of the exact type of interfering RF devices, the core problem of
cross-technology interference mitigation through spectrum adaptation has not yet been
addressed.

Identification of interference-free channels is getting even more challenging in de-
ployments supporting the latest wireless standard versions, which adopt channels of
wider width in an effort to increase the achievable data rates. More specifically, IEEE
802.11n [114] supports up to 40 MHz channels and the IEEE 8o2.11ac [115] further in-
creases the channel width up to 160 MHz. Experimental measurements have verified
that the throughput performance of high SNR links is nearly linearly dependent on
the configured bandwidth, while this property no longer holds in the presence of inter-
ference. Towards alleviating the identified performance discrepancy, a great deal of re-
search literature [116, 117, 118, 119, 120, 121] has advocated sophisticated mechanisms
that dynamically adapt the occupied spectrum to the prevailing channel conditions.
However, most of the aforementioned approaches were not compatible with the 802.11,
thus not offering for direct integration and comparative performance evaluation with
the standard. On the other hand, the work in [116] was the first to implement and eval-

uate variable bandwidth configurations on a single, isolated 802.11 link, while FLUID

121
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[121] presented the first large-scale evaluation of flexible spectrum configurations in
enterprise 802.11 WLANS. In the case of FLUID, a central controller entity is used to
adapt spectrum configurations per link and resolve potential conflicts, thus consisting

the approach applicable only to centrally managed WLAN deployments.

In this work, we present the AGILE system that is able to configure both the central
frequency and bandwidth of operation on an per link basis. Identification of under-
utilised spectrum fragments is based on spectral analysis of measurements obtained at
the PHY-layer through hardware that is inherent in standard OFDM receiver circuits of
commercial 802.11 hardware. Next, considering the application-layer requirements of
each link, we assign the minimum bandwidth that is able to meet the Application-layer
traffic requirements. AGILE presents the advantages of experiencing increased SNR
and potentially greater throughput under interfered conditions and decreased power
consumption, as presented in [116]. Moreover, higher spectrum efficiency is obtained,
as more part of the spectrum is available for use by collocated wireless links, while the

link under consideration still achieves the required performance.

In the rest of this chapter, we start by executing extensive sets of experiments to
characterise the performance of links that operate on flexible operating frequencies
and bandwidth configurations. Experimental evaluation considers both the metrics of
throughput performance and energy efficiency. Next, we present the detailed design
of the sensing engine and show how it is able to detect interfering transmissions as
generated by several types of non-802.11 RF devices. We also present the principle on
top of which we classify the impact that each type of interfering transmitter results in,
towards appropriately adapting the operational parameters when multiple interfering
links are concurrently activated. Finally, we analyse the mechanism that decides about
the appropriate central frequency and channel bandwidth, by taking into account both
the application-layer requirements along with the prevailing channel and traffic condi-

tions.

7.2 EXPERIMENTAL EVALUATION

We observed that, in isolation, the throughput for high SNR links nearly doubles
on doubling the channel width, as expected according to Shannon’s channel capacity
theorem. However, in the presence of even one interferer, this property no longer holds.
In this initial set of experiments, we aim at investigating the potential of our system to
adapt under rich in interference environments. To this end, we establish two wireless
links on the 5 GHz band in an office environment and use them as potential interferers

for a third link that is able to configure both its central frequency, as well as its channel
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Figure 55: Throughput Performance evaluation.

bandwidth. In the first scenario, the two interfering links use the bandwidth of 20
MHz and operate on frequencies 5221 MHz and 5251 MHz accordingly, leaving a part
of 10 MHz spectrum space unoccupied. In the second scenario, we switch the central
frequency of the second interfering link by 5 MHz and assign the frequency of 5256
MHz, while in the third scenario the frequency of 5261 MHz is assigned. Following
this setup, the non-occupied part of the spectrum equals 15 MHz and 20 MHz in the
second and third phase.

Towards deriving the optimal frequency and bandwidth configuration under each
setup, we evaluate the performance of the third link, while configuring all the available
frequency configurations between the 5221 MHz and 5251 MHz and its bandwidth
between the 5 MHz, 10 MHz and 20 MHz values. We test this setup under three dif-
ferent topologies and as the full set of configurations is rather extended, we decided
to present a subset of indicative measurements, in order to save space. More specifi-
cally, we present results obtained under setups, which use central frequencies that do
not cause any degradation to the throughput performance of the interfering links when
the 5 MHz and 10 MHz bandwidths are configured. More specifically, for the first topol-
ogy, we fix the identical central frequencies of 5236 MHz, 5237 MHz and 5239 MHz for

all the considered bandwidths in each scenario accordingly.

7.2.1  Throughput Performance

Figures 55a, 55b and 55c¢ present the throughput performance, as obtained under
each bandwidth configuration for each considered topology. Considering the first topol-
ogy, we observe that the throughput performance of the 5 MHz and 20 MHz setups is
improving across increasing separation of central frequencies. In the third scenario, we
notice that the 5 MHz configuration reaches the maximum performance of 39 Mbps,
while the 20 MHz setup is only able to achieve 93.4 Mbps, which is far less than the max-
imum achievable performance of approximately 160 Mbps for the 20 MHz bandwidth.
We also observe that the 10 MHz bandwidth setup constantly achieves approximately
8o Mbps throughput, which is also the maximum obtained performance for the first

two scenarios.
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Figure 57: Energy Efficiency evaluation.

In the second topology, we configure a setup where the three links are dissociated,
thus minimizing the impact of interfering links on the link under consideration. The
same identical central frequencies of 5236 MHz, 5237 MHz and 5239 MHz are again
fixed for all the considered bandwidths in each scenario accordingly. Again we observe
that the 10 MHz setup achieves the maximum performance in the first two scenarios,
while only in the third scenario the 20 MHz configuration outperforms the throughput
obtained by the 10 MHz setup. In the third topology, we not only isolate the three links,
but also place the intended receiver of each link at an increased distance, thus reducing
the RSSI at each receiver. In this topology, we configure the identical central frequencies
of 5238 MHz, 5241 MHz and 5241 MHz for all the considered bandwidths in each
scenario accordingly. We observe that the 5 MHz configuration achieves the highest
throughput across the rest bandwidth setups, when considered proportionally to its
achievable Physical bitrate. Considering the 10 MHz and 20 MHz setups, we remark
that their performance is improved as the separation with the central frequencies of
interferers is increased, while the maximum achievable throughput is not obtained

even at the maximum considered separation.

7.2.2  Power Consumption Performance

We also measure the instantaneous power consumption at the receiver of the third
link for each bandwidth configuration and across the three topologies. In order accom-
plish this, we configure the experimental setup and use the NITOS ACM hardware that
is described in Chapter 8. In Figures 56a, 56b and 56c, we present the average power
consumption as obtained during the execution of each unique experiment. The figures

indicate a linear relationship between the channel width and the power consumption.
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Figure 58: Indicative Screenshot of the spectrum analyzer showing 20MHz, 1o0MHz and sMHz

signals

We clearly notice that wider channels consume more power. The only exception to this
observation is related to the performance of the 20 MHz setup in the first two topolo-
gies, in which cases the link rarely receives frames and thus remains in the idle state for
longer duration, thus resulting in lower average power consumption. The decrease in
power consumption can be explained by a slower clock speed that is used at narrower
channel widths. We present detailed power consumption measurements in the next
section, while for the rest of this section we focus on evaluating the Energy efficiency
per received bit of information (Ey), in order to derive the most energy efficient mode

of operation for each setup.

Figures 57a, 57b and 57c illustrate the effective Ey, as calculated proportionally to
the throughput performance that each setup is able to achieve. We clearly observe that
the 20 MHz bandwidth configuration proves to be the most energy efficient mode, as
it achieves the lowest effective Ey, across nearly all the tested setups. This observation
comes due to both its increased throughput along with the lower average power con-
sumption that is results in. We also observe that the 5 MHz configuration is found to
be the least energy efficient. The prolonged reception duration, due to the resulting
decreased Physical bitrate is not able to counterbalance the reduced average power

consumption.

Concluding, we remark that under low-SNR conditions, lower bandwidth con-
figurations are able to provide increased throughput performance. Moreover, we ob-
served that the frequency separation threshold (FSt1r) of 20 MHz is not able to
isolate links of 20 MHz bandwidth, while even the FStr of 10 MHz resulted in
isolated transmissions and high-SNR conditions for the 5 MHz and 10 MHz band-
widths. This fact might come due to the increased by 3 dB SNR that halved band-
width transmissions result in, as depicted in Fig. 58. Another important outcome of
this experiment is that isolation of lower bandwidth links can be established with

a higher flexibility. However, we did not observe similar behaviour for the 5 MHz
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Figure 59: Power consumption across varying Bandwidth configurations

setup in the first two topologies. Towards arriving at safe conclusions, we plan to
investigate the performance of links that use different bandwidths in several topolo-

gies.

Considering the power consumption measurements, we observe that huge poten-
tial exists for increasing the energy efficiency under low-SNR conditions through
bandwidth adaptation. In cases that the obtained throughput performance is in-
creased by lowering the channel bandwidth, the energy efficiency is further more
increased, as a result of the lower power consumption that lower bandwidths are
able to provide on average. The above observations clearly highlight the potential
for increasing performance both in terms of throughput and energy efficiency perfor-
mance by adapting the the frequency and bandwidth configurations. Moreover, they
further motivate us to investigate how the optimal configurations can be derived

under varying channel and topology conditions.

7.2.2.1 Detailed Power Consumption Profiling

Figures 59a, 50b and 59c present the instantaneous power consumption under dif-
ferent channel bandwidths while operating transmission, reception and idle mode ac-
cordingly. We present results for the highest achievable Physical bitrate per antenna
configuration, while there were not monitored variations across different modulations.
The figures indicate a linear relationship between the channel width and the power
consumption and also clearly show that wider channels consume more power. Detailed
measurements are listed in Table 9 for the 3x3 MIMO antenna configuration. These re-
sults show that configuration of 5 MHz bandwidth is able to provide savings of 9%,
38% and 21% in comparison with the 40 MHz configuration, when transmitting, receiv-
ing and idling accordingly. Our detailed measurements interpret the significant energy
savings that were attained by using lower bandwidth configurations in the initial sets

of experiments.
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Mode X ‘ RX ‘ IDLE
Bandwidth | Power Consumption (Watts)

40 2.442 | 1.056 0.792

20 231 | 0.825 0.669

10 2.2605 | 0.795 0.646

5 2.2308 | 0.66 0.633

Table 9: Power consumption across different operational modes and bandwidth - 3x3

7.3 SPECTRUM SCANNING MECHANISM

Traditionally, WiFi cards have not exposed their inherent spectral scanning capabili-
ties. In this work, we use the commercial Atheros AR9380 chipset that provides access
to by the spectral samples that are the output of the underlying FFT hardware at the
PHY layer. We use the card in 802.11n 20 MHz HT mode, where a 20 MHz channel is
divided into 64 sub-carriers, spaced 312.5 KHz apart and the signal data is transmitted
on 56 of these sub-carriers. Each spectral sample (FFT) generated by the wireless card
comprises the power received in 56 sub-carriers (FFT bins) and corresponds to a 17.5
MHz (56 x 0.3125 MHz) chunk of spectrum, which we refer to as a sub-channel. We
aim at exploiting this information in order to evaluate the Spectrum Occupancy on an
energy detection level, so as to be able to detect transmissions that have been generated
by non-WiFi devices, as well as by transmissions that use a different bandwidth config-
uration that are no longer decodable. The output of the Spectrum Scanning mechanism
will then be fed to the mechanism responsible for selecting the optimal operational

frequency and bandwidth configurations.

As the Spectrum Occupancy evaluation mechanism should be able to detect differ-
ent types of transmissions, our occupancy evaluation metric should be rather generic.
We start by characterising the PSD as impacted by transmissions of different types
of RF hardware. More specifically, we use the Bluetooth 4.0 transceiver of a Google
Nexus 4 Smartphone, a Microwave oven, a wireless headset and a Quadcopter R/C
unit. The PSD as captured by our sensing mechanism, during the operation of each
different device is plotted in Figures 60a, 60b, 6oc and 60d accordingly. The Bluetooth
transceiver uses 1 MHz of bandwidth and hops to different frequencies every 625 s,
while the Quadcopter R/C unit also performs frequency hopping. Several studies have
confirmed that Bluettoth is not able to significantly impact the performance of 802.11
links, due to it relatively low transmission power of 10 mW. On the other hand, the
Quadcopter R/C is able uses a relatively high Transmission Power that exceeds the 200
mW limit of commercial Wi-Fi cards and thus is considered as a heavy interferer. The

wireless headset uses a limited amount of bandwidth on two central frequencies that
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(a) Bluetooth 4.0 (b) Microwave oven  (c) Quadcopter R/C unit (d) Wireless headphones
Figure 60: PSD as evaluated during the operation of each different RF device

are frequently switched when interference is detected. Also its transmission power is
relatively low, estimated close to the output power of the Bluetooth transmitter. Finally,
the microwave oven, which typically emits high RF energy in 2.44-2.47 GHz frequen-
cies, has a duty cycle of 0.5, resulting in an ON-OFF pattern, typically periodic with a
period of 16.66 ms.

Having experimented with varying types of RF transmitters, we observed that a clear
relationship exists between the transmission duty cycle that each device uses and its im-
pact of 802.11 transmissions. This fact is directly related to the operation of the CSMA
channel access mechanism of the 802.11 protocol. As another transmission is detected
to exceed the CSA threshold, any 802.11 compatible card refrains from transmitting and
back-offs till it again tries to access the medium. In cases that the channel is detected
to be clean, the 802.11 compatible transmitter is able to capture the channel. On top
of these observations, we start by characterising the duty cycle as observed per each
MHz of the available set of configurable frequencies. There is a huge amount of works
related with the definition of appropriate energy detection thresholds. However, as our
system follows the standard 8o02.11 CSMA implementation, we plan to use the thresh-
olds specified by the standard. 802.11 defines the CCA threshold to be equal to -82 dBm
for 20 MHz channel spacing, -85 dBm for 10 MHz channel spacing, and -88 dBm for 5
MHz channel bandwidth. However, in the case that the preamble is missed, the receiver
detects the medium as busy for any signal 20 dB above the minimum CCA threshold.
As the proposed system supports different bandwidth configurations, we will use a
different duty cycle detection threshold (DCtpr)to detect which transmissions would
potentially impact the link under consideration. We plan to experiment with varying
threshold values and under varying topologies, in order to detect the optimal value

that ensures successful detection of interfering links.

7.4 OPTIMAL FREQUENCY DETECTION

Spectral scanning enables the detection of any type of RF transmission and base on

the Duty Cycle classification of detected signals is able to identify “Spectrum Holes",
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Figure 61: Duty cycle as evaluated during the operation of each different RF device

(b) Microwave oven

referring to portions of the spectrum that are not utilised in the time interval under
consideration. Our solution aims at identifying “Spectrum Holes" and properly config-

uring the appropriate bandwidth that provides for uninterrupted transmissions.

Given as input the spectral analysis, our mechanism collects information about the
measured Energy level per frequency bin (312.5 KHz). Next, the duty cycle detec-
tion mechanism considers every single central frequency F., across the 73 available
frequency configurations in the 2.4 GHz band and evaluates the Duty Cycle, by con-
sidering all frequency bins that exist between the F. - BW/2 and F. + BW/2 part of
the spectrum. The available BW levels that are taken into account in each step include
the 5 MHz. 10 MHz, 20 MHz and 40 MHz values. For any given central frequency F
we characterise the duty cycle of the spectrum part between the F. - BW/2 and F. +
BW/2 to be occupied if the Energy level of any considered frequency bin is measured
to exceed the DCrr. Evaluating every single frequency of the available spectrum, we

are able to find the least utilised part of the spectrum of BW width.

Figures 61a, 61b, 61c and 61d evaluate the channel occupancy when each different
type of considered transmitters is activated, by using the DCtngr of -80 dBm and con-
sidering the BW configuration of 5 MHz. Although the selection of the -8o dBm DCryr
value is rather generic, we observe that is capable of distinguishing between heavy and
light interferers. In addition, we clearly observe that for any given type of interferer a
specific part of the spectrum can be identified as under-utilised. Taking the microwave
oven as an example, we see that the part of the spectrum between frequencies 2410 -
2430 MHz and 2460 -2480 MHz is detected to be low utilised and not utilised at all

accordingly.

In order to test this configuration, we configure an 802.11n link to operate on F. 2437
MHz and to use 20 MHz of bandwidth. This link is able to achieve 65 Mbps when the
microwave oven in not activated, while its throughput is halved when the Microwave
oven is turned ON. On the other hand, the performance of this link is no longer af-
fected when the central frequency is switched to 2479 MHz that is characterised as a
“Spectrum Hole" by Duty Cycle detection mechanism. In addition, we also evaluate the
performance of the 802.11n link in the case that the other heavy interferer Quadcopter

R/C is activated. By testing all the 73 available F. configurations, we observe that the
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minimum throughput is obtained in the case that the 802.11n link operates on F. 2412
MHz, which F. is also characterised by the highest DC by the developed mechanism.
Configuration of the F. of 2479 MHz achieves the highest observable throughput perfor-

mance, as it is detected to be occupied less frequently by the DC detection mechanism.

7.5 CONCLUSIONS AND FUTURE WORK

The aforementioned experimental results have demonstrated the feasibility of our
approach and have also showcased that usage of flexible channel central frequencies
and bandwidths are able to improve wireless performance, both in terms of through-
put and energy efficiency. As the design of flexible channels is rather challenging, we
developed a generic optimal frequency detection mechanism that is based on the clas-
sification of transmitters based on the Duty Cycle that their transmissions follow. The
next step of our research is to test the developed framework across varying topologies
and network configurations, in order to derive the optimal decision mechanism rules.
More specifically, we need to identify generic appropriate Duty Cycle detection thresh-
olds (DCtnr) and Frequency Separation thresholds (FStwr) that can drive optimal

decision of optimal central frequencies per each different bandwidth configuration.
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REAL-TIME POWER MONITORING IN EXPERIMENTAL
WIRELESS NETWORK DEPLOYMENTS

8.1 INTRODUCTION

The unprecedented penetration of “smart” mobile devices in everyday use cases, has
greatly affected the trends followed by vendors developing such equipment. First, the
need for offering ubiquitous network coverage, has led the industry in equipping these
devices with several wireless interfaces (WiFi, Bluetooth, 3G, LTE, WiMAX), to facilitate
parallel network access. Second, in an effort to meet the increasing requirements gener-
ated by the use of resource-demanding applications, high-end mobile devices feature
multi-core processors, high-resolution displays and support increased data rate com-
munication technologies. Especially in the case of smartphone platforms, the energy
greedy profile of the supported state-of-the-art wireless technologies may induce up to
50% of the total platform power consumption [6], under typical use case scenarios. The
increased energy demands of such technologies cannot be successfully met, due to the

limited energy capacity [7] that existing battery technologies are able to offer.

The overall goal, towards alleviating this unique performance discrepancy, is to re-
duce energy consumption wherever possible. Towards this goal, several recent research
studies [122, 123, 124, 125] in the field of wireless networking have focused on reducing
the total amount of energy consumed during the wireless medium access and commu-
nication operations. In this context, accurate energy consumption assessment needs to
be applied by the research community, as a means of evaluating the energy efficiency
of the proposed protocols and architectures. Researchers working on wireless sensor
networks can base their evaluations on detailed low level specifications [126, 127] pro-
vided by developers of widely adopted sensor platforms (Tmote Sky, MICAz). How-
ever, this is not the case with vendors that develop wireless transceivers for everyday
use devices, such as laptops, smartphones or tablets, where only limited information
on nominal consumption is publicly provided [105]. Even in cases that accurate data

sheet specifications are available, power consumption models that are based on such ac-
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curate measurements, fail to successfully calculate energy expenditure under complex

configurations and topologies.

In order to enable experimenters to accurately evaluate the energy efficiency of the
proposed protocols, under real world scale and settings, advanced methodologies and
solutions need to be developed. In this work, we propose the innovative NITOS EMF
framework that is fully integrated with the large-scale wireless NITOS testbed [80] and
provides for online gathering of energy measurements, through a distributed network

of low-cost, but highly accurate devices.

8.1.1 Related Work

As previously stated, a great variety of research efforts has proposed energy-efficient
protocols and architectures, towards moving to “greener” solutions in telecommunica-
tions. Mechanisms proposed in recent works range from scheduling of sleep intervals
and antenna configurations [128], to reduction of time spent during idle listening pe-
riods [122] and application of adaptive transmit power and physical layer (PHY) rate
control [123]. The approaches above, jointly follow the methodology of first identifying
key functions that exacerbate energy expenditure and subsequently attempt to con-
trol the induced impact by efficiently scheduling their operation. Other relevant works
focus more on energy consumption characterisation of specific technologies, such as
the power-hungry IEEE 802.11n [129], or specific platforms, such as the energy-limited
smartphones [124, 125]. Trying to address the limited level of detail provided by the
industry, several works [130, 6] present extensive measurements that assess the impact
of low-level configurations on the overall power consumption of various platforms. In
order to gather such detailed measurements, either commercial sensing hardware or
custom measurement setups are employed, which result in varying levels of obtained

accuracy and reliability.

In an effort to support evaluation under definite measurement setups, a limited vari-
ety of approaches have developed proper energy consumption monitoring frameworks
for testbeds that specifically target wireless sensor networks [131] or data centers [132].
Similarly, the work in [133] proposes a framework developed for energy consumption
monitoring of real WLAN deployments. However, this framework is restricted in char-
acterising the consumption at the level of complete device (router). The importance
of monitoring consumption of both the wireless network interface card (NIC) and the
complete device as a total, in deriving hitherto unexploited tradeoffs, is highlighted

in [? ]. Based on comparison of energy consumed at the transceiver and the complete
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device level, this work proposes a novel energy model that contrasts traditional ap-
proaches, which neglect the fraction of energy consumed while each frame crosses the

protocol stack.

This paper is organized as follows. In sections 2,3 and 4, we present the required
platform specifications, the followed measurement methodology and detail the various
framework components accordingly. In section 5, we present extensive experiments that
evaluate the platform’s capabilities, while in sections 6 and 7 we discuss our future

work and point out conclusions accordingly.

8.2 PLATFORM SPECIFICATIONS

The overall goal of the proposed work is to turn the rather challenging task of online
energy consumption monitoring into an automated procedure that is available to wire-
less testbed experimenters. Below, we list the various required platform characteristics,
along with the implementation choi- ces that we followed, in order to integrate them

with the developed framework:

* Non-intrusive operation: The normal network operation should not be affected
by the monitoring procedure, in order not to result in imprecise results. Our
solution runs on external hardware, which does not interfere with the measured

devices.

* Online monitoring: Online monitoring needs to be applied, towards energy ef-
ficiency evaluation under complex configurations and topologies. The proposed
framework allows for online gathering of measurements in parallel with execu-

tion of long-term experiments.

* Distributed architecture: Assessment of the impact induced by simultaneous op-
eration of collocated network components, requires the development and appli-
cation of distributed energy consumption monitoring solutions. The proposed

framework is composed of distributed communication enabled components.

e High sampling rate: State-of-the-art wireless technologies are capable of high
transmission rates, which generates the necessity for energy monitoring devices
to feature high sampling rate components that allow monitoring of short duration
events (in the order of pus). The developed platform achieves twice the minimum

required sampling rate.
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¢ High sampling accuracy: Wireless testbed infrastructure may operate in states
that result in similar energy consumption, thus necessitating the application of
high accuracy sampling equipment able to distinguish between the energy con-
sumption induced in such operational states. The custom developed hardware

achieves accuracy in the order of milliwatts.

¢ Adaptive to heterogeneous infrastructure: Due to the existence of several het-
erogeneous types of interfaces, protocols and architectures, connectivity of the
developed solutions with the components under test should be easily setup in
all cases. The followed measurement procedure is rather generic and allows for

power consumption monitoring of any device type.

* Low-cost hardware: The extended scale and increasing scalability of modern ex-
perimental infrastructure require that the developed hardware components are of
low cost to allow for the distributed deployment of several monitoring devices.

The developed hardware solution introduces a total cost of less than 8o.

83 MEASUREMENT METHODOLOGY

In order to estimate the instantaneous power consumption of any device, we follow
a widely adopted power measurement procedure, which requires the placement of a
high precision, low impedance current-shunt resistor (R) of a known resistance value,
in series with the power source and the power supply pin of the device to be measured.

The exact measurement setup described above is presented in Fig. 62.

Figure 62: Representation of Power Measurement setup

By consistently measuring the voltage (Vr(t)) across the current-shunt resistor through
proper voltage metering equipment, we are able to extract the instantaneous current
draw of the device, based on Ohm’s law. The instantaneous power consumption can be

calculated as the product of the input voltage Vin and the measured current draw:

(18)
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(a) NITOS ACM card (b) Modified mPCl-e adapter (c) Python Plotting software
Figure 63: NITOS ACM card and accompanying hardware and software components

In order to estimate the total energy consumption during specific events, we first need
to estimate the event’s duration. Total energy consumed over an interval [to,t1] is the in-
tegral of power consumption over the specified time duration (Dt = t; —t¢), calculated

as:

E(Dt) = VITN Jh Vr(t)dt (19)
to

For instance, the duration of a single frame transmission or reception can be directly
obtained as the product of the frame length and the configured PHY-layer bit rate.
Subsequently, energy consumption can be obtained as the integral of the power con-
sumption over the calculated duration. However it should be made clear that through
the voltage sampling equipment, only a finite number of samples of Vi(:) are acquired

over [tg, t1] at discrete time instances.
8.4 NITOS EMF FRAMEWORK

NITOS EMF, which integrates both hardware and software components, manages
to implement the aforementioned power measurement approach. Below, we detail the
platform characteristics and describe how the framework has been integrated with the

testbed architecture.
8.4.1 Hardware Components

The developed hardware device, is built on top of the first version of the NITOS Chas-
sis Manager (CM) Card [134], which was initially used to control the operational status
of testbed nodes. The advanced version of the card (NITOS ACM), which is presented in
Fig. 63a, is mainly composed of Arduino compatible open-source components, but also
features custom developed hardware. The various hardware components are detailed

below:
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Figure 64: Integration of NITOS EMF framework with the overall testbed architecture

Arduino Mega 2560

The developed card is based on the low cost Arduino Mega 2560 board, featuring the
ATmega2560 [135] 8-bit micro-controller that runs at 16 MHz and operates at 5 Volts.
The ATmega2560 integrates a 16 channel Analog to Digital Converter (ADC), with a
resolution of 10-bit (i.e. 1024 different values), to provide for sampling of analog signals.
We use the integrated ADC to sample the voltage across the shunt resistor as presented
in Fig. 62. We decided to use the Arduino Mega 2560, as it offers 256 KB of flash
memory and 8 KB of SRAM, which features are required for the efficient operation of

the developed software components.

Ethernet Shield with Micro SD card

In order to provide for distributed measurements, the card should feature network
communication capabilities. Towards this goal, we decided to equip the card with the
Arduino Ethernet Shield [136], which features the embedded Wiznet W5100 network
controller that implements a network (IP) stack capable of both TCP and UDP com-
munication. Another key characteristic of this shield, is the embedded Micro SD card
module that provides the board with external storage capabilities, enabling for long-

term data logging.

Custom Shield integrated with the INA139 IC

Since the integrated ADC is not able to accurately digitize the attained voltage levels
on shunt resistors in cases where the monitored voltage drop is minimally varied (mV
range), we equipped the developed card with the Texas Instruments INA139 [137] Inte-
grated Circuit. INA139 is a high-side current-shunt monitor that converts a differential
input voltage to an amplified value, where the amplification level is controlled through
an external load resistor (R ) and can be set from 1 to over 100. The amplification accu-
racy of the INA139 Integrated Circuit (IC) is directly dependent on the selection of the

current-shunt (R) and load resistor (Ry )values.
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In order to decide about the proper value of the shunt resistor, we have to consider
the average consumption of the device that will be measured. Considering that com-
mercial wireless NICs have an average consumption of 2 Watts we select to use a shunt
resistor of 0.1 Q, which attains 60 mV of shunt voltage that is within the specified lim-
its [137]. Considering the configuration of the Ry resistor, we decided to use a 30 KQ
resistor, which meets the maximum output voltage requirement of 2.725 Volts that is
specified in the INA139 data sheet. Having properly configured the resistor values that
control the INA139, we then designed and fabricated a Printed Circuit Board (PCB),
which can be directly integrated on the Arduino board. The designed PCB, which can
be seen on top of the Arduino hardware in Fig. 63a, features three individual INA139
and all the required electrical components, providing for power consumption monitor-

ing of multiple devices.

Custom mini-PCle adapter

Having decided about the proper value of the current-shunt resistor, we next had to
attach it in series with the power supply pins of several wireless NICs. In order to ease
the interception of the power supply pins and refrain from modifying each different
type of NIC, we followed a more applicable approach and inserted the current-shunt
resistors on communication bus adapter cards. Fig. 63b illustrates a modified pci-e to
mini pci-e adapter card that is attached with a high-precision current-shunt resistor of
0.1 Q).

8.4.2  Software Components

Towards rendering the described hardware platform into a functional framework, we
developed appropriate software to control the ACM cards and integrate them with the
testbed.

Arduino Software

The sampling rate of approximately 9 KHz that is supported by the default Arduino
configurations, is not sufficient for sampling events that last for time intervals in the
order of ps. We consider transmissions of typical MPDU frames of 1534 bytes length
as the shortest in duration event, which requires approximately 27us to be transmitted
at the TXg of 450 Mbps. As a result, we need to achieve sampling rate higher than 37

KHz, in order to be able to monitor such transmissions.

To overcome this issue, we modified the default ATmega2560 ADC configurations

that control the achievable sampling rate. First of all, we configured the ADC to op-
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erate in the free-running mode, which enables the ADC to continuously perform con-
versions without requiring proper signalling from the uC. Through this modification,
we enable SD card logging of sampled data to take place in parallel with ADC conver-
sions, efficiently increasing the amount of time spent in sample acquisition. Moreover,
we properly modified the clock speed of the ADC prescaler from the default value
of 125 KHz to 1 MHz, following the approaches in [138, 139]. Finally, we efficiently
exploited the available SRAM of ATmega2560 to directly store up to 13 blocks of 512
bytes buffers into the SD card. Based on the aforementioned modifications we manage
to achieve the remarkably increased sampling rate of 63 KHz, with 10-bit resolution,
while only reducing the perceived accuracy by approximately 11% [140]. Additionally,
we modified the default ADC voltage reference to 2.56 Volts to enable conversions of
higher accuracy. The developed platform has been evaluated in comparison with the
high-end NI-6210 data acquisition (DAQ) module [141] and proved of providing mea-

surements of similar accuracy in the range under consideration.

Towards providing for remote control of the distributed cards, we developed a tiny
Web Server that is based on the Arduino Ethernet Library and operates on each indi-
vidual ACM card. Through the transmission of custom UDP packets, we can remotely
trigger the measurement acquisition procedure. Furthermore, we developed an FIP

service that provides for collection of captured data in a distributed way.

Python Software

We also developed a set of Python scripts that enable direct access to the collected
results and moreover precise power and energy consumption calculations. Fig. 63c
presents the implemented plotting component and also depicts a comparison between
measurements gathered through the developed framework and the high-end NI-6210
device. The overall set of developed software components is publicly available for users
of the NITOS testbed.

Integration with OMF

To enable ease of use of the developed framework, we integrated its functionalities
into the OMF cOntrol and Management Framework [26]. Based on this integration,
experimenters can fully configure the operation of the ACM cards and moreover collect

and access the gathered measurements through the OMF Measurement Library [51].
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Figure 65: Consumption of AR5424 NIC during transmission across different configurations

8.4.3 Framework Architecture

The proposed framework has been directly integrated with the underlying network
architecture of the NITOS testbed.

8.4.3.1 NITOS Testbed

NITOS testbed currently offers 50 wireless nodes and provides open remote access
to any researchers who would like to test their protocols in a real-life wireless network.
The testbed architecture is illustrated in the left part of Fig. 64. Two Gigabit Ethernet
switches interconnect the nodes with NITOS server, namely the Control switch that
provide for control of experiment execution and measurement collection and the Exper-
imental switch, which can be used for conducting wired experiments. A third Gigabit
Ethernet, namely the Chassis Manager switch, is dedicated in controlling the operational
status of the nodes through the transmission of custom http requests that control solid
state relays on the Chassis Manager cards. NITOS nodes feature up to 3 wireless NICs,
using the Atheros AR5424 and AR9380 chipsets.

8.4.3.2 Integration of NITOS EMF with the Testbed

Currently 20 of the nodes are attached with ACM cards, which together with the
modified mini-PCle adapters and node power supplies, enable for online energy con-
sumption monitoring in a distributed way. The integration of the NITOS EMF frame-
work with the overall testbed architecture is illustrated in Fig. 64. NITOS ACM cards
are properly configured to monitor both the consumption of the NIC in an individ-
ual way, as well as the total consumption of each node. Through the Chassis Manager

switch and the developed FIP service, measurements logged locally in the Micro SD
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Figure 66: Energy Consumption per bit of AR9380 NIC during transmission across different

MCS and Antenna settings

card module of each individual ACM card are transferred in a distributed way to the
NITOS server.

85 EXPERIMENTAL EVALUATION

Based upon NITOS testbed that implements the proposed framework, numerous ex-
periments were conducted, and the results obtained are analyzed in this section. The
first set of experiments has been designed to demonstrate the ability of the framework
to accurately monitor the effect induced by low-level configurations in the overall con-
sumption of wireless NICs. As the range of the available low-level configurations that
can highly impact energy consumption is rather extended, we detail our experimental
results and findings in a technical report [142] and only present a representative sample

of the obtained results in this work.

Through the second set of experiments, we aim at showcasing how the online and
distributed sensing capabilities of the proposed framework can aid towards realistic
evaluation of wireless protocols in terms of energy efficiency. In this context, we con-
duct two experiments that implement an everyday life scenario of simultaneous file
uploading by multiple peers, under varying configurations and channel conditions. In
parallel with the experiment execution, we monitor the power consumption of each
node’s NIC and thus we manage to get a high level perception of the impact that the
varying conditions and the simultaneous operation of multiple nodes induce in the
overall energy consumption. We present these two sets of experiments in the follow-
ing section and organise them in two different groups, namely the low-level and the

high-level ones.
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Figure 67: Power Consumption of AR9380 NIC and Atom node during transmission across

varying Application-Layer Traffic

8.5.1  Low level Experiments

The experimental setup in this first set of experiments consists of just two commu-
nicating nodes that operate on the vacant Ch.36 of the 5 GHz band. In this setup, we
adjust specific PHY-layer configurations at the transmitter node, while we constantly
monitor the energy consumption of the individual wireless NICs at both the transmit-
ter and receiver side. Based on off-line processing of the collected results, we isolate
specific events, such as frame transmission or reception and average multiple of them,
in order to characterize their instantaneous power consumption, under each specific
PHY-layer configuration. In the following experiments, we use two different Atheros
chipsets, namely the AR5424 and AR9380 that implement different versions of the
IEEE 802.11 protocol. The AR5424 was released in 2005 as the first complete single-
chip of Atheros that supported the IEEE 802.11 a/g protocol, while the AR9380 chipset
is currently the state-of-the-art IEEE 802.11n compatible Atheros chipset, featuring 3

RF chains and supporting up to three transmit and receive spatial streams (SS).

Chipset | AR5424 AR9380

Antennas 1X1 IX1 | 2X2 | 3X3

Mode Power Consumption (Watts)

Sleep - 0.12

Idle 1.47 0.49 | 0.56 | 0.69
Receive 1.52 0.62 | 0.74 | 0.85
Transmit 1.97 0.98 | 1.75 | 2.45

Table 10: Power consumption of AR5424 and AR9380 NICs across different operational modes
We start by characterising the power consumption profile of the two different wire-
less chipsets, across various operational modes, and present the collected results in

Table 1. Based on the collected results, we observe that the AR9380 chipset consumes
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much less power than the AR5424 chipset across all operational modes. This observa-
tion comes in contrast with the increased power consumption that multiple-input and
multiple-output (MIMO) enabled chipsets are characterised by, due to the use of multi-
ple radio chains and the complicated baseband processing that are required to enable
for MIMO communication. However, the later manufactured MIMO-enabled chipsets
feature advanced IC technology, which is the key feature that results in their signifi-
cantly optimized energy efficiency in all operational states. Regarding the sleep mode
power consumption of the AR5424, we remark that the generic IEEE 802.11 Power Sav-
ing Mode (PSM) mode is not supported by the open-source Mad-WiFi and athsk drivers
that control its operation and thus this value is not presented in Table 1. On the other
hand, we were able to configure the PSM mode for the AR9380 NIC through the athgk

driver, which set the NIC in low-power state (0.12 W) by disabling most of its circuitry.

In the following experiments, we characterize the power consumption characteristics
during frame transmission and reception under various settings, for both of the IEEE
8o02.11a/g and IEEE 802.11n compatible wireless NICs and present the obtained results
in sections 5.1.1 and 5.1.2 accordingly. We also investigate the impact of the PSM mech-
anism on the consumption of wireless NICs and delay induced to the generated flows,

through specifically designed experiments that are presented in section 5.1.3.

8.5.1.1 Experimentation with IEEE 802.11a/g NICs

In this experiment, we start by characterizing the instantaneous power consumption
of the IEEE 802.11a/g compatible Atheros AR5424 chipset, during frame transmission
and reception events. Frames are transmitted under fixed TXg values between the 6
Mbps and 54 Mbps that are supported by the IEEE 802.11a/g standards. We also fix the
Transmission Power (TXp) of the transmitter node at the maximum value of 18 dBm.
Based on the collected results, we observe that the consumed power, when transmit-
ting or receiving frames under different TXg, does not vary significantly. As duration
of frame transmission is monotonically related to the configured TXg, it is important
to quantify energy efficiency in terms of energy consumption per transmitted bit of
information (Eg). We calculate Eg, expressed in Joules/bit, as the division of the power
consumption values collected for each different TXg by the exact TXg value expressed
in bits/sec. Although Ep is a useful metric, it does not include the amount of energy
that is spent for retransmission of undelivered frames, as it does not consider the frame
delivery rate at the receiver, which significantly differentiates between different TX in
realistic environments. In Fig. 65a, we plot the obtained Eg across the available IEEE

802.11a/g compatible TXg configurations, considering both the transmission and re-
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Figure 68: Instantaneous Power Consumption of ARg380 NIC and impact of PSM

ception events. We notice that higher TXg settings always result in lower Eg, which is

mainly due to the decreased duration of the transmission or reception duration.

Next, we fix the TXg value and characterize the power consumption of frame trans-
missions under varying TXp settings, by configuring the TXp of the transmitter node at
the 8 available settings between the values of 18dBm and o dBm. Fig. 65b presents the
instantaneous power consumption across the 8 available TXp configurations and under
the minimum (6Mbps) and maximum (54 Mbps) available TXy settings. We clearly no-
tice that power consumption decreases monotonically with the decrease of the TXp and
that the decrease rate varies across different TXg configurations. Moreover, we observe
that the maximum achievable energy saving of 14% can be obtained in the case that the
TXp is reduced from the default value of 18 dBm to the minimum of odBm, in the case
that TXy is set to 6 Mbps.

8.5.1.2  Experimentation with IEEE 802.11n NICs

In this second experiment, we investigate the impact of low-level configurations
on the energy consumption of the IEEE 802.11n /MIMO compatible Atheros AR9380
chipset. AR9380 can be configured in 3 different SS configurations, namely SISO, MIMO2
and MIMO3, where one, two, or three RF-chains are used accordingly. Moreover, each
different spatial stream configuration offers 8 different modulation and coding schemes
(MCS), resulting in up to 24 different MCS settings for the MIMO3 case. In this exper-
iment, we transmit frames, under fixed MCS indexes among the ones offered in each
SS configuration and calculate the instantaneous power consumption in each setting.
More specifically, we use channel bandwidth of 20 MHz and guard interval of 800 ns,
resulting in TXg settings that range from 6 Mbps in the MCSo case to 195Mbps in the
MCS23 case.
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Figure 69: 1st high-level experiment using 802.11a/g compatible NICs

In order to calculate Eg for the various MCS settings, we follow the procedure de-
scribed in the previous section. In Fig. 66a, we plot the obtained Ep across the 23
available TXg configurations, in the case that all RF-chains are constantly enabled, even
in cases that the configured SS setting does not use the excess antennas. Based on the
collected results, we notice that MCS configurations significantly impact power con-
sumption, as imposed by the calculated Eg, which ranges from 376.6 nJ/bit (MCSo)
to 12.2 nJ/bit (MCS23). This finding suggests that there exists a huge potential for
minimisation of energy expenditure (up to 97%), through proper adaptation of MCS
configurations. Figures 66b and 66¢ present Eg measurements for transmission and re-
ception accordingly, in the case that only the required number of RF-chains are enabled
for each configured SS setting. We notice that proper activation of the required num-
ber of RF-chains (SISO, MIMO2) can significantly increase energy savings up to 60%
for transmission (27% for reception), as for the MCSo case, where Eg reduces to 153.2
nJ/bit (95.38 nJ/bit). More specifically, we also observe that MCS indexes within the
same SS configuration do not remarkably impact power consumption, while indexes
of different SS settings result in highly diverse Eg values, due to the power consump-
tion values that significantly vary between different antenna settings (especially during

transmission, as presented in Table 1).

The last part of this experiment has been designed to assess the impact of Application-
layer Traffic Rate (TRg) on the consumption of wireless NICs. In this experiment, we
fix the MCS index to 23, resulting in the PHY-layer TXg value of 195 Mbps. Under this
fixed configuration, we run an experiment that varies the TRy at the transmitter node
in 6 steps, among the values of 10, 20, 50, 100, 200, 300 Mbps. The whole experiment

runs for 60 seconds and approximately 4 x 10° voltage samples are collected.

Fig. 67a illustrates the power consumption of the NIC under the various configured
TRR values. We clearly observe that increment of Application-layer Traffic Rate results

in increased power consumption, where the highest monitored increase of 0.13W, is
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observed between the 10 and 300Mbps TRg values. We also notice that this observation
holds even when TRy reaches the 300 Mbps value and increases above the capacity
limit. However, it is unclear whether the increased energy expenditure is solely related
to the increased amount of bytes or also related to the number of frames delivered to the
driver. The work in [? ], which considered energy consumption on the total node level,
revealed and quantified that a substantial proportion of energy is consumed during
the packet processing through the Operational System (OS) protocol stack. Moreover,
this work suggests that the monitored energy expenditure on the total node level, is
primarily associated to the frame processing itself, rather than to the amount of bytes
handled. We managed to verify the findings of the work in [? ], by measuring the
power consumption of an Atom-based node equipped with the AR9380 NIC and by
configuring the same TRy settings. As illustrated in 67b, increasing application layer
Traffic Rate values result in increased power consumption, where the highest monitored

increase of approximately 3.5W, is observed between the 10 and 300Mbps TRy values.

Furthermore, in order to assess the impact of PHY-layer A-MPDU frame aggrega-
tion on power consumption, we disable frame aggregation and repeat the same ex-
periment. As demonstrated in Fig. 67c, A-MPDU aggregation slightly increases the
resulting power consumption, as monitored for the lowest TRr value. However, the
monitored trend of increasing power consumption across increasing TRg values, is not
identified in this case. These observations are rather pioneering and yield interesting
insights regarding the impact of traffic load, number of frames delivered to the driver

and A-MPDU aggregation on energy consumed by the NIC.

8.5.1.3 Experimentation with IEEE 802.11 PSM

Through this experiment, we aim at quantifying the potential energy savings of the
IEEE 802.11 PSM that is designed to set the wireless NICs of stations (STAs) in a low-
power state during periods of inactivity and periodically activate them to fetch cached
data from the access point (AP). PSM is controlled through Beacon frames that are
transmitted by the AP at the constant Beacon Interval and include the Delivery Traffic
Indication Message (DTIM), which is used to notify sleeping STAs about incoming data
cached at the AP that are waiting to be delivered. Once the sleeping STA is being
informed through the DTIM that frames are waiting to be delivered, it returns to active
mode and transmits the PS-Poll frame to inform the AP that it is ready to receive the
cached data. The DTIM may be reported every n Beacon Intervals and in this case the
STA only needs to awaken at the DTIM interval to check for cached data. However,

as shown in [143], most commercial cards are configured to wake up and receive all
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transmitted Beacon frames. The last determines that the maximum period a WLAN NIC

can remain in sleep mode is indicated by the Beacon Interval.

In this experiment, we use the AR9380 chipset, which supports the PSM mechanism
and configure the default Beacon Interval of 100 ms. We use the ping application to
transmit ICMP [144] packets every 1 second, from the AP to the STA and measure the
delay induced during NIC sleep intervals. In parallel with the described experiment, we
monitor the power consumption of the STA’s NIC. First, we disable the PSM mechanism
and as depicted in Fig. 68a, we observe that the STA’s NIC consumes between 0.69 W
and o0.74 W in idle and receive mode accordingly, while it consumes 2.45 W to transmit
the ICMP Echo Reply packets, resulting in the total energy consumption of 1.6923 J

within the 2.35 seconds of observation.

In the second phase, we activate the PSM mode, so that the STA’s NIC constantly
operates in sleep mode and is activated to receive Beacon frames every 100 ms and get
informed about cached data. In Fig. 68b, we present the instantaneous power consump-
tion of the STA’s NIC and highlight in the red ellipses the instances during which the
NIC transmits the PS-Poll frame and subsequently receives the ICMP Echo and trans-
mits the ICMP Echo Reply packets. We also observe that the NIC does not directly sleep,
but remains in idle mode for 500 ms, which is the default Timeout Interval. In this phase,
the NIC consumes approximately 1.0613 J, resulting in an overall reduction of 37%, in
comparison with the first phase. In Fig. 68c, we plot the consumption during the third
phase, where we set the Timeout Interval equal to 100 ms and measure that the NIC
consumes just 0.4635 J (73% reduction) during the observation interval. Regarding the
ping application delay, we remark that it equals 1.3 ms in the first phase, while in
both of the next two phases it approximates the 150 ms value, as the configuration of
a shorter Timeout Interval does not impact the frequency of ICMP Echo Reply packet
transmissions. Based on the obtained results, we remark that significant energy savings
can be attained, through proper scheduling of sleep intervals, while maintaining delay

within acceptable limits.

Having executed several low-level experiments, we managed to identify that signif-
icant amount of energy can be saved, through proper configuration of MAC protocol
parameters. However, further investigation is required in order to arrive at safe con-
clusions and we aim at examining these initial observations in detail as part of our
future work. Nevertheless, the extended set of presented low-level experiments have
clearly demonstrated the advanced energy monitoring capabilities of the NITOS EMF

framework.
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8.5.2  High level Experiments

The experimental scenario in the following two experiments includes 3 STAs that are
associated with the same AP and are simultaneously uploading a file of fixed size. The
same experiment is repeated under varying channel conditions and different PHY-layer
configurations for each wireless NIC, while energy consumption is being constantly
monitored. In the first experiment, we use only IEEE 802.11a/g compatible NICs, while

in the second one IEEE 802.11n compatible NICs are employed.

8.5.2.1 First Experiment based on IEEE 802.11a/g

In this experiment, the 3 STAs are simultaneously uploading a file with size of
25MBs, while being associated with the AP that is operating on Ch.1 of the 2.4 GHz
band. Another pair of collocated nodes is generating interference, with the station node
(STANnT) transmitting on uplink at the Application-layer traffic load of 15Mbps. Fig.
69a illustrates the experimental topology along with the PHY-layer rate settings of each
specific NIC. The experiment is repeated 6 times, where in each different run we config-
ure the APynT to operate on a different channel between Ch.1 and Ch.6 of the 2.4 GHz
band. The experimental setup is inspired by our previous work on Dynamic Frequency

Selection Algorithms [111].

During each different run, we monitor the energy consumption of each NIC and
plot the collected results in Fig. 6gb. While AP;nT moves from Ch.1 to Ch.2 and subse-
quently to Ch.3, we notice that the total energy consumption of all NICs is increased.
Due to adjacent channel interference, transmissions of STA1nT are not always detected
by the three STAs, which results in frame collisions and subsequent frame retransmis-
sions. The overall effect is that the file transmission durations are increased for each in-
dividual node and thus impact the overall energy expenditure. As AP;nT moves from
Ch.3 to Ch.5, we notice that the energy consumption tends to decrease for all NICs,
resulting in the lowest monitored values in the case that the interfering link operates

on Ch.6, as it no more interferes with the 3 STAs.

A particular observation in all cases is related to the energy performance of STA2.
While STA2 uses the lowest PHY-layer rate of 18 Mbps, compared to the rates of STA1
(54Mbps) and STA3 (24Mbps), it manages to result in the lowest energy expenditure
in all cases. This comes in contrast with the higher Eg values that the lower PHY-layer
rates correspond to. However, this uniquely identified performance results due to the

fact that STA2 completes the file uploading sooner that the rest nodes, in all cases.
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Figure 7o: 2nd high-level experiment using 8o2.11n compatible NICs

Based on the experimental log files, we observe that STA2 always achieves the highest
throughput. The increased throughput performance of STA2 can only be associated
with the “Capture Effect” phenomenon [145], due to which certain topology configura-

tions result in unfair throughput distribution for specific links.

8.5.2.2  Second Experiment based on IEEE 802.11n

In this second experiment, the 3 STAs follow the same file uploading process, while
the AP is operating on Ch. 36 of the 5 GHz band, using a channel bandwidth of 40
MHz. However, in this scenario MIMO enabled NICs are used and the size of the file
to be uploaded is 1 GB. We statically fix the single (SS) stream configuration for STA1,
while STA2 and STA3 are configured with the double (DS) and triple (TS) stream setting
accordingly. We also enable the default MCS adaptation mechanism of the driver, which
results in the assignments of MCSy for STA1, MCS15 for STA2 and MCS21 for STA3,
as presented in Fig. 7oa. The experiment is executed in two phases, where in the first
phase each node completes the file uploading, using the medium in an individual way,
as the rest two STAs are disabled. In the second phase, we configure the 3 STAs to
transmit simultaneously and monitor energy performance, during the execution of the

combined experiment.

Fig. 7ob depicts the total energy consumed by each individual wireless NIC, as mon-
itored during both phases of the experiment. In the first phase, we notice that the AP
results in the lowest energy expenditure, which comes from the fact that it operates
in reception mode, in which case the energy consumption is significantly less com-
pared with the consumption during transmission. We also notice that STA3 using the
TS mode consumes the highest amount of energy (8.53]), while STA1(7.04]) and STA2
(6.25]) follow accordingly. In this case, the energy performance of all nodes is directly
related with the Eg that each different MCS index is characterized by, which values are
7.705n] /bit, 7.535n] /bit and 6.66n] /bit for MCS21, MCS7 and MCS15 accordingly.
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In the second phase, we observe that average energy consumption is significantly
increased for all nodes, resulting due to the decrease in channel access opportunities
and the corresponding increase of idle listening periods. More specifically, STA3 again
consumes the highest amount of energy (24.61]), while STA2(16.75]) and STA1(9.22])
follow accordingly. In this case, energy performance cannot be associated with the Eg
parameter, as it does not consider the amount of time spent during idle listening peri-
ods. Based on the throughput performance evaluation, which is illustrated in Fig. 7oc,
we notice that in the combined experiment all nodes achieve nearly equal performance,
which results in approximately equal time spent for the completion of the file upload-
ing process. In this case, NICs that enable higher number of RF-chains and result in
higher instantaneous power consumption, eventually induce higher total energy con-

sumption within the same experiment duration.

As it is clearly demonstrated through the two high level experiments, important
factors, such as topology and interference conditions and interaction among simultane-
ously transmitting nodes, can greatly impact energy expenditure. Due to the inherent
inability of power consumption models to accurately analyze energy consumption in
such complex scenarios, online energy consumption monitoring needs to be applied,

in order to arrive at concrete conclusions.

8.6 MONITORING OF MOBILE DEVICES

8.6.1 NITOS Mobile Monitoring Solution

NITOS EMF is designed to monitor the consumption of wireless testbed infrastruc-
ture at the level of the wireless NIC, as well as at the total node level. The developed
solutions consist an ideal environment for conducting research related to the devel-
opment of energy-efficient protocols and architectures. However, the main target of
energy-aware protocols is to reduce the consumption of mobile devices, such as smart-
phones, tablets and laptops, which operate on batteries of limited capacity and are char-
acterised by restricted duration of operation. Currently, NITOS EMF is able to monitor
the consumption of mobile devices, however execution of realistic remote and mobile

scenarios cannot be supported, due to the framework’s mobility limitations.

In an effort to provide for energy efficiency evaluation of realistic experiments that
include mobility scenarios as well, we designed the NITOS Mobile Monitoring Solution
(MMS) and integrated it with mobile phones. The NITOS MMS follows a similar to the
NITOS ACM design, as it is also based on the INA139 current-shunt monitor, while
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Figure 71: NITOS MMS

a Micro SD card module is also used for local storing of measurements. However, the
Arduino Mega board has been replaced by the compact Arduino-like Pro Micro board
[146] that operates at 3.3 V and features the ATmega32u4 [147] running at 8 MHz,
while the Bluetooth interface RN-42-N [148] is used instead of the Ethernet interface
for wireless remote control and transferring of measurements. Moreover, the mobile
solution does not require external power supply, as it is properly powered by the mo-
bile phone’s battery, without affecting the power consumption measurement procedure.
Fig. 71a presents the fully operational prototype solution and its various components

integrated with a Samsung Galaxy Nexus mobile phone.

The maximum sampling rate of the Pro Micro has been increased from the default
value of 4.33 KHz to 17 KHz through the application of techniques similar to the ones
described in section 4.2. The low power consumption profile of the various selected
components result in a total consumption of 0.043 W and 0.092 W, in idle and moni-
toring mode accordingly. Considering an experimental scenario that lasts for one hour,
we estimate that the mobile solution will require approximately 30 mAH for power
monitoring and additionally 8.2 mAH to transfer the 67.5 MBs generated file through
the Bluetooth interface. As a result, the proposed measurement approach does not limit
the operation of recent smartphone models, which feature batteries that exceed the ca-
pacity of 2000 mAH. Fig. 71b presents an indicative experiment, in which we monitor
the power consumption of the Samsung Galaxy Nexus mobile phone. We highlight
three phases, where during the first phase the phone’s display is activated, then in
the second phase and approximately at 2.8 s we power it off and observe that it takes

approximately 4.2 s till the device falls in sleep mode in the third phase.

Towards the development of an integrated solution that will combine the various
components, we started by designing and a Printed Circuit Board (PCB) (Fig. 71c). The
developed device is able to fit in most mobile phone cases with minor modifications

and has a total cost of the device is less than 35.
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(a) Integration with Galaxy (b) NITOS MMS. (c) NITOS

Nexus. MMS app.
Figure 72: NITOS MMS Hardware and Software Components.

(a) Average Power Consumption during (b) RSSI and Corresponding Power Con-
2G/3G calls in Outdoor/Indoor Loca- sumption.

tions.
Figure 73: Experimental Results.

The developed platform has been evaluated in comparison with the high-end NI-6210
data acquisition (DAQ) module [? ] and proved of providing measurements of similar
accuracy in the range under consideration. Moreover, as the proposed measurement
procedure is rather generic, it can be directly applied to most of existing smartphones,
since it only requires a minor modification of the battery. As Fig. 72a shows, our so-
lution is properly powered by the phone’s battery and thus does not require external

power supply.

8.6.2 NITOS Android Application

NITOS MMS application designed and deployed for Android devices, is able to mon-
itor all the information that the Android API exposes, concerning the phone’s broad-
band interface. Each measurement set consists of several variables, such as RSSI, Cell
ID, Network Type, Network Operator ID, timestamp and is cached on a local sqlite3
database. To ensure accurate monitoring, the application halts all the unnecessary pro-
cesses and turns off the non-required interfaces, before triggering the monitoring pro-
cedure for both the MMS and mobile phone. Furthermore the application, which is
illustrated in Fig. 72c, exploits any available network connection to off-load the col-

lected data to NITOS [80] server for further processing.
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8.6.3 Experimental Evaluation

The prototype device has been integrated with a Samsung Galaxy Nexus smartphone,
as illustrated in Fig. 72a. In this section, we evaluate the developed device under a
set of indicative experiments. In the first experiment, we start by characterising the
instantaneous power consumption of the smartphone, during a phone call using the
WCDMA 3G interface, while in the second phase we employ the GSM interface. In Fig.
73a, we plot the average power consumption, as measured in each different setup and
observe higher power consumption for both the 3G and GSM networks in the outdoor

environment.

In the second experiment, we showcase the impact of RSSI fluctuations on the energy
consumption of the phone’s cellular module. Exploiting the NITOS MMS application,
we collect RSSI measurements alongside with the energy data logging, during a regular
phone call. As demonstrated in Fig. 73b, low RSSI values correspond to higher energy
consumption, as it is depicted in the first 40 seconds where the signal ranges from -83
to -68dB.

As part of our future work, we seek to integrate the NITOS MMS with mobile phones
of volunteers, such as lab members and University students, in order to collect mea-
surements corresponding to the energy that is consumed during long-term execution

of everyday life scenarios.

8.7 CONCLUSIONS

In this work, we introduced the novel NITOS EMF framework that is able to char-
acterise the consumption of wireless testbed infrastructure in an online way. The pro-
posed framework is built on a distributed network of low-cost, but highly accurate
devices and is fully integrated with the large-scale wireless NITOS testbed. Through
extensive experiments, we demonstrated the advanced platform capabilities that can
aid towards energy performance assessment of realistic testbed experiments. Finally,
we presented the mobile version of the developed card, which is able to characterise

power consumption of mobile devices under real life scenarios.
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EXPERIMENTAL EVALUATION AND COMPARATIVE STUDY ON
ENERGY EFFICIENCY OF IEEE 802.11

9.1 INTRODUCTION

IEEE 802.11 is currently considered as the default solution for implementing wireless
local area network communications. The wide adoption of this standard by vendors of
wireless devices offers high interoperability, which in combination with the provided
ease of use and low deployment cost have resulted in its unprecedented market and
everyday life penetration. While the base version of the standard was released in 1997,
subsequent amendments have been proposed throughout the years, such as the widely
adopted 802.11b, 802.11a and 802.11g. In 2007, the current standard IEEE 802.11-2007

[1] was released and merged several amendments with the base version.

In an effort to improve throughput performance of the base standard, the IEEE 802.11
standard working group started in 2003 to develop the IEEE 802.11n high-throughput
(HT) extension of the base standard that was finally published in 2009. The most impor-
tant improvement of the 8o2.11n on the Physical layer (PHY) is the ability to combine
multiple antenna elements to achieve higher PHY bit rates and increased link reliability.
In order to increase medium utilisation and exploit from the increased PHY bit rates,
efficient Medium Access Control layer (MAC) frame aggregation mechanisms [149] are
also supported. Several recent studies [150, 151] in the field of wireless networking have
experimentally verified the improved channel efficiency and throughput performance

that the 802.11n is able to deliver in comparison with 802.11a/g systems.

On the other hand, the recent penetration of 802.11n compatible chipsets in "smart"
mobile devices has raised concerns regarding the energy efficient operation of the HT
protocol. As the dramatically increased PHY bit rates, require the activation of multi-
ple RF chains and complex baseband processing as well, 802.11n compatible chipsets
induce significantly higher power consumption that grows with the number of active
RF chains. Our experimental results that match other relevant studies [130, 152] as well,
show that a modern 802.11n 3x3 MIMO compatible chipset is able to draw up to 2.45

W, in the case that all the various chipset components are constantly activated and the
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highest PHY bit rate performance is achieved. Especially in the case of smartphone
platforms, the energy greedy profile of the supported state-of-the-art wireless technolo-
gies may induce up to 50% of the total platform power consumption [6], under typical
use case scenarios. As the focus of researchers is usually on network performance, only
a few works have presented detailed experimental results that characterise the energy
consumption of 8o2.11n chipsets [130, 152, 143]. The work in [130] is restricted in char-
acterising the power consumption profile of commercial 8o2.11n chipsets, while the
rest two studies [152, 143] experimentally investigate the impact of standard compliant

power saving mechanisms on the operation of 802.11n protocol.

In this work, we take a step further than relevant studies and characterise the en-
ergy efficiency of 802.11 compliant protocols, in comparison with the achievable net-
work performance they are able to offer. Our study is not restricted in evaluating the
performance of 802.11n chipsets, but presents detailed experimentally obtained mea-
surements that compare the performance of the legacy 802.11a/g standard with the
latest 802.11n version. The impact of various MAC layer enhancements, both vendor
specific and standard compliant ones, is also considered in the performance evaluation
of both protocols. The obtained results are collected in realistic scenarios and under a
wide range of settings, considering varying application-layer traffic loads, frame pay-
load lengths and different network topologies that offer varying channel conditions as
well. Finally the impact of the default 802.11 Power Saving Mechanism (PSM) on the

performance of both protocols during periods of activity has also been investigated.

Accurate energy efficiency evaluation under real world scale and settings, is a rather
complex task that requires the application of detailed evaluation methodologies, in
combination with advanced power monitoring platforms. The followed power mea-
surement methodology is based on custom-built hardware that was developed in our
previous work [101] and enables online energy consumption evaluation at both the
Network Interface Card (NIC) and the total wireless node levels. In-depth analysis of
the extensive list of obtained measurements aided in identifying factors that affect en-
ergy consumption on commodity 802.11 hardware. Our detailed findings that can act
as guidelines towards designing energy efficient wireless protocols, are summarised as

follows:

¢ Activation of additional RF chains that enable MIMO communications results in
remarkably increased power consumption (up to 2.5x) at the NIC level. However,
our experiments have shown that the resulting increased PHY bit rates of 802.11n
are able to increase energy efficiency at the NIC level by 33% during transmis-

sion (63% in reception), in comparison with the rates of 802.11a/g. Moreover, we
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observed that proper activation of the required number of RF-chains for each

specific rate configuration can aid towards saving energy.

* Application of MAC-layer aggregation mechanisms is able to deliver substantially
increased throughput, while also resulting in considerable energy savings. Power
consumption experiments that consider consumption at the total node level have
shown that the aggregation assisted 802.11n can improve energy efficiency by

more than 80%, in comparison with the performance of the 802.11a/g standard.

* While transmitting MAC frames of low payload length and under high-SNR con-
ditions, 802.11n increased energy efficiency at the node level by 9o%, in compar-
ison with 8o2.11a/g. This observation is related to the fact that the supported
by 8o2.11n aggregation mechanisms enable delivery of high throughput perfor-

mance (>100 Mbps), even when transmitting frames of 300 bytes payload.

* Considering low-SNR conditions, the Spatial Diversity mode of 802.11n offers
increased MAC-layer Frame Delivery Rate (FDR) and throughput improvement
by a factor of 4.6x, as observed in our experiments. In addition, we remark that
the monitored throughput improvement did not induce significant energy costs,

as the energy efficiency at the NIC level also increased by 58%.

* Experimentation with the default 802.11 PSM mechanism has shown that 802.11n
is able to provide significant energy savings (> 75%), across varying traffic loads

and without sacrificing application-layer throughput or jitter performance.

This paper is organized as follows. In Section 2 we present the evolution of the base
802.11 standard over the last years. Section 3 details the experimental setup and the
followed power measurement methodology that is used in our experimental evalua-
tion. In Section 4, we characterise the power consumption profiles of the two wireless
chipsets that are used in our experiments, while in Section 5 we present extensive exper-
iments that compare the performance of the 802.11a/g and 802.11n protocols in terms
of network performance and energy consumption. Finally, in Section 6 we point out

the conclusions reached through this work.

9.2 EVOLUTION OF IEEE 802.11

The aforementioned versions of IEEE 802.11 use different PHY layer specifications,
but all follow the MAC architecture of the base protocol. The mandatory access scheme

that has been specified by the legacy IEEE 802.11 standard is implemented through the
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distributed coordination function (DCF), which is based on the carrier sense multiple
access with collision avoidance (CSMA/CA) mechanism. The large PHY and MAC
layer overheads that are associated with the DCF process, result in a reduction of more
than 50% of the nominal link capacity, which effect is more pronounced for higher PHY
bit rates, as shown in [153]. The work in [154] has analyzed the throughput and delay
limits of the IEEE 802.11 standard and has shown that for infinitely high PHY bit rate
and a frame payload size of 1024 bytes, the maximum achievable throughput is upper
bounded to 50.2 Mbps. Such observations highlighted that MAC layer enhancements
need to be applied, in order to reduce the impact of the PHY and MAC layer overheads
of the base standard.

In an effort to improve throughput performance, vendors of wireless products started
integrating innovative techniques into their products, as early as 2003. Such techniques
include the "Atheros Fast Frames" (FF) [155], which improves 8o2.11a/b/g perfor-
mance, by combining two MAC frames into the payload of a single aggregated frame.
However, application of vendor-specific techniques has been reported to result in hard-
ware incompatibilities, or at least degraded performance for standard compliant de-

vices, as presented in [156].

Along the same direction, the IEEE 802.11 standard working group introduced the
802.11n extension that offers both PHY and MAC layer enhancements over legacy
802.11 systems. Through the combination of multiple antenna elements and complex
MIMO processing, 802.11n is able to achieve higher PHY bit rates (in Spatial Multiplex-
ing mode) and increased link reliability through the exploitation of multipath trans-
missions and antenna diversity (in Spatial Diversity mode) [157]. Another significant
feature is the application of channel bonding, which increases the channel bandwidth
from 20 MHz to 40 MHz and thus doubles the theoretical capacity limits. Moreover,
the available Modulation and Coding Schemes (MCS) were extended through the in-
troduction of the new coding rate of 5/6, as well as through the decrease of the OFDM
guard interval from 0.8 ps to 0.4 ps. Finally, the number of OFDM data subcarriers
was increased from 48 to 52, towards improving spectral efficiency. Application of the
aforementioned enhancements is able to deliver the remarkably increased PHY bit rate
of 600 Mbps (when using 4 antennas), resulting in performance improvement of more

than 10x compared to legacy 802.11a/g systems.

In order to increase medium utilisation and exploit from the increased PHY bit rates,
two different types of frame aggregation are provided, namely A-MSDU and A-MPDU
aggregation. The former combines multiple higher layer packets into a single MAC
layer frame with maximum size of 7935 bytes, while the latter combines multiple MAC

layer frames to form an aggregated frame that cannot exceed the 65.536 bytes. In gen-
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eral, A-MPDU aggregation outperforms A-MSDU, which technique results in consid-
erably degraded performance under low quality channel conditions and high PHY bit
rates, as it was shown in [158]. Both frame aggregation mechanisms are enhanced by a

block acknowledgment mechanism, which further reduces protocol overhead.

9.3 MEASUREMENT SETUP

In this section, we present the measurement setup that is used in the detailed exper-
imental evaluation that aims at deriving a comparative performance analysis between
the 8o2.11a/g and 802.11n standards. We start by describing the exact experimental
setup, which is based on commercial wireless NICs that are representative of the state-
of-the-art of each standard. In addition, we detail the followed power measurement
procedure and the underlying hardware that are used to characterise the energy con-
sumption performance of the considered protocols. The experimental setup that is used
as the basis of our evaluation, consists of a single communicating pair of nodes that

both feature the specifications listed in Table 11.

Component Type
Motherboard Commell LE-575X
CPU Intel Atom D525 (1.8 GHz)
RAM Kingston HYPERX DDR3 - 4GBs
Hard Drive Samsung SSD - 64 GBs
Power Supply 60W - 12V
oS Ubuntu 13.04
Wireless cards Atheros 9380 / 5424
Wireless Drivers | madwifi-0.9.4 / backportsv3.12.1

Table 11: Node Specifications

Wireless communication is enabled through the Atheros AR5424 and AR9380 chipsets
that implement the 8o02.11a/g and 802.11n protocols and are configured through the
use of the Mad-WiFi [? | and athgk [? ] open source drivers accordingly. The wireless
nodes are closely located in an indoor office environment at the University of Thes-
saly premises and are configured to operate in infrastructure mode, on the RF-isolated
channel 36 of the 5 GHz band, in order to constantly guarantee un-interfered communi-
cation. We setup two different topologies, by keeping the AP node at the same physical

location, while we move the STA between the two locations that are depicted in Fig. 74.
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We use the Iperf [58] tool to generate traffic and collect network performance statis-
tics. A typical experimental setup for experiments considering downlink transmissions,
would be to run an Iperf client at the AP node, having also an Iperf server residing at
the STA, receiving the traffic and collecting statistics. Moreover, we also exploit from
the statistics that the applied Rate Adaptation algorithm of each wireless driver is able
to export, in order to measure link reliability in terms of MAC-layer FDR, as calculated

per each configured PHY-layer rate.

Figure 74: Experimental Topology

9.3.1 Experimental Setup

We first place the STA at location A to establish a line-of-sight high-SNR link (Signal
to Noise Ratio (SNR) ~ 35 dB), by configuring the transmission power of both nodes at
the maximum level of 20 dBm. Towards executing experiments under low-SNR (SNR ~
15 dB) channel conditions, we move the STA to location B and reduce the transmission
power of both nodes to the minimum available level of o dBm. The aforementioned
SNR values correspond to the 8o2.11a/g link, while the 3x3 MIMO configuration of
the 802.11n link provides approximately 5dB gain in each setup, by exploiting spatial
diversity at the receiver through the Maximal-ratio Combining (MRC) technique [159].

Towards providing for a proper comparison setup between the two standards, we
configure both transceivers to use the same channel bandwidth of 20 MHz and OFDM
guard interval of 0.8 ps. Under this setup, we execute each discrete experiment in two
phases, where in each phase either the 802.11a/g or the 8o2.11n protocols are config-
ured through the use of the corresponding transceivers. As the AR9380 chipset is also
able to operate in the 802.11a/g mode, we measure its performance under this config-
uration, across the various considered cases as well. Under these settings, the 802.11n
compatible chipset supports the maximum PHY bit rate values of 65 Mbps, 130 Mbps
and 195 Mbps for single, double and triple spatial stream configurations accordingly,
while the 802.11a/g compatible chipsets support PHY bit rate values between 6 Mbps
and 54 Mbps.
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Chipset | AR5424 AR9380

Antennas 1X1 IX1 | 2X2 | 3X3

Mode Power Consumption (Watts)

Sleep - 0.12

Idle 1.47 0.49 | 0.56 | 0.69
Receive 1.52 0.62 | 0.74 | 0.85
Transmit 1.97 0.98 | 1.75 | 2.45

Table 12: Power consumption of AR5424 and AR9380 NICs across different operational modes

9.3.2 Power Measurement Methodology

In order to accurately measure the instantaneous power consumption, we follow a
widely adopted power measurement procedure, which requires the placement of a
high-precision, low impedance current-shunt resistor (R) of a known resistance value,
in series with the power source and the power supply pin of the device to be measured.
The exact measurement approach has been described in Chapter 7. In our study, we
consider power consumption at both the total node level, as well as at the level of the
wireless NIC. As a result, we decided to equip both nodes with appropriate current
shunt resistors that have been placed in series with the power supply of the NIC and
the Atom-based node accordingly. In order to ease the interception of the NIC power
supply pins and refrain from modifying each different type of card, we decided to insert
the current-shunt resistor on a PCl-e to mini PCI-e adapter card that is compatible with
both wireless cards. The developed card supports the high sampling rate of 63 KHz
and features up to three input channels, thus providing for online power consumption

monitoring at both the NIC and the total node level, in a joint way.

9.4 POWER CONSUMPTION PROFILING

This initial set of experiments has been designed to clearly describe the power con-
sumption profile of each chipset and set the basis for the realistic performance evalu-
ation that follows in Section 5. Based upon the high-SNR setup, we characterize the
instantaneous power consumption of the two NICs across various operational modes

and present the obtained results in Table 12.

We clearly observe that the later manufactured AR9380 chipset is highly optimised
for energy efficiency, as it consumes far less than 50% power than the AR5424 chipset,
under all operational modes in the single antenna configuration. While considering

MIMO operation, we notice that the activation of additional RF chains remarkably in-
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Figure 76: Energy consumption/bit of 802.11n NIC across available PHY bit rate configurations

creases power consumption, as several hardware components need to be activated, in
order to provide for the complex baseband processing that MIMO communications
require. However, it is interesting to note that only in the case that 3x3 MIMO trans-
missions are executed by the AR9380, its power consumption increases above the con-
sumption levels of the AR5424 chipset. Considering the power consumption in the sleep
mode of operation, we remark that the Mad-WiFi driver does not support the activation
of the Power Saving Mode (PSM) for the 8o2.11a/g compatible chipset. On the other
hand, the PSM mode can be activated for the AR9380 NIC through the athgk driver and
set the card in a low-power state (82% less than in idle mode), by disabling most of the

NIC’s circuitry.

In order to assess the impact of varying PHY bit rates on NIC energy efficiency, we
next proceed by characterising the energy consumption per transmitted bit of informa-
tion (Eg), under the various PHY bit rate configurations that each protocol supports.
We calculate Eg, expressed in Joules/bit, as the division of the resulting power con-
sumption (Joules/sec) under each operational mode, by the specified PHY bit rate
value expressed in bits/sec. In Figures 75a and 75b, we plot the obtained Eg across
the available IEEE 802.11a/g compatible PHY bit rate configurations, for the AR5424
and the AR9380 chipsets accordingly. In the case that the AR9380 chipset is configured
to operate in the IEEE 802.11a/g mode, we manually disable the excess RF chains and

use the single mode antenna of operation, thus resulting in the significantly reduced Eg
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values. Based on the obtained results, we remark that instantaneous power consump-
tion of both chipsets does not significantly vary between different PHY bit rate settings.
On the other hand, as plotted in Figures 75a and 75b , higher PHY bit rate settings
always result in lower Eg, mainly due to the decreased duration of the transmission or

reception operations.

We next proceed to the characterization of the power consumption profile of the
802.11n compatible AR9380 chipset, which offers a wider range of available MCS con-
figurations, as it features three RF-chains and supports up to 3x3 MIMO mode of oper-
ation. In Fig. 76a, we plot the obtained Eg across the 23 available MCS configurations,
in the case that all RF-chains are constantly enabled. We clearly notice that MCS con-
tigurations significantly impact power consumption, as imposed by the calculated Eg,
which ranges from 47.1 nJ/bit (MCSo) to 1.53 nJ/bit (MCS23). This finding indicates
the huge potential of energy expenditure minimisation (up to 97%), through proper

adaptation of MCS configurations, as employed in similar studies [129].

In the case that all RF-chains are continuously enabled and while operating in the
SISO and MIMO2 modes, the excess antennas do not contribute to the PHY bit rate
increase, but are only used to provide increased link reliability. However, under ideal
channel conditions, the excess antennas are no longer required to improve link relia-
bility and thus can be deactivated, towards reducing energy expenditure. Figures 76b
and 76¢ present Eg measurements for transmission and reception accordingly, in the
case that only the required number of RF-chains are enabled for each configured SS
setting. We notice that proper activation of the required number of RF-chains (SISO,
MIMO2) can significantly increase energy savings up to 60% for transmission (27%
for reception), as for the MCSo case, where Eg reduces to 19.15 nJ/bit (11.92 nJ/bit).
Considering the 802.11n configuration of the AR9380 chipset, we observe that its instan-
taneous power consumption does not significantly vary between different MCS indexes
within the same SS configuration. Based on this fact, we infer that the high diversity of
Eg values that is plotted in Figures 76b and 76¢, is mainly due to the increased power

consumption that activation of additional RF-chains results in.

Based on direct comparison of the Eg values plotted in Figures 75b, 76b and 76¢, we
aim at quantifying the energy savings that 802.11n can offer in contrast to the earlier
8o2.11a/g protocol. Considering the power consumption performance of the AR9380
chipset at the highest configurable PHY rates of each protocol (54 Mbps for 8o2.11a/g
and 195 Mbps for 802.11n), we observe that energy savings of up to 33% can be at-
tained during transmission (63% during reception), as Eg reduces from 2.27 nJ/bit to
1.53 nJ/bit (1.44 nJ/bit to 0.54 nJ/bit in reception). Concluding, we note that the re-

markably higher rates of 802.11n protocol can offer significant energy savings when
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combined with proper adaptation of antenna modes, in comparison with the energy
consumption performance of the earlier 802.11a/g protocol. However, the power con-
sumption profile characterisation is only based on static PHY bit rate configurations
and does not consider protocol overheads, MAC-layer parameters, such as aggregation,
or link performance and their impact on energy efficiency. In the following section,
we proceed by comparatively evaluating the performance of the two standards under

realistic throughput experiments, considering various protocol parameters as well.

9.5 REALISTIC EXPERIMENTATION

In this section, we take a step further from characterising energy consumption under
fixed modes of operation and conduct extensive realistic experiments to compare the
performance of the two standards, by jointly considering application-layer performance
and energy efficiency as well. We start by configuring the high-SNR setup to investigate
the impact of varying application-layer traffic rate and frame payload length on the per-
formance of each protocol. The obtained results are analyzed in Sections 5.1 and 5.2,
for each scenario accordingly. In both scenarios, we manually configure the maximum
available PHY bit rates of each standard and guarantee that these rates can be sup-
ported by the prevailing channel conditions, by constantly monitoring the achievable

FDR and assuring that it never drops below 95% in all the conducted experiments.

Under these conditions, we start by measuring the throughput performance of each
protocol without enabling any form of aggregation, while we next repeat the same
experiments by explicitly enabling the FF and A-MPDU aggregation mechanisms. In
each experiment, we also monitor the power consumption at both the NIC and the total
node level, in order to assess the impact of the various configured settings on energy
consumption. Next, in Section 5.2.2, we configure the low-SNR experimental setup to
conduct series of experiments under varying frame payload size and investigate the
impact on performance of both protocols, under low link quality conditions. Finally,
in section 5.3, we assess the potential energy savings that the application of the PSM

mechanism is able offer, under varying application-layer traffic rates.

9.5.1 Varying Application-Layer Traffic load

We start by measuring the throughput performance under perfect channel condi-
tions and across varying application layer traffic loads. The obtained results for the
8o02.11a/g and 802.11n protocols are illustrated in Figures 77a and 77b accordingly. In

Fig. 77a, we observe that below channel saturation, throughput performance is similar
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fic load

for both chipsets, while we also notice that the FF mechanism does not induce any im-
pact. On the other hand and as soon as the load approaches 40 Mbps, we observe that
the application of the FF mechanism offers approximately 31.4% increase in the max-
imum achievable throughput from 28 Mbps (FF disabled) to 36.8 Mbps (FF enabled).
Based on detailed study of the Mad-WiFi driver code, we concluded that FF is only
activated when the driver detects that the channel is approaching saturation through
inspection of the transmission queue levels. We also verified our findings by monitor-
ing the number of MAC-layer frames that are being transmitted in each time instant.
In Fig. 78a, we plot the collected results and observe that in the 40 Mbps load case, the

frame transmission rate decreases from 2150 to 1510 frames/sec (30% decrease).

Based on the 8o02.11n compatible setup, we repeat identical experiments and plot
the collected results in Figures 77b and 78b accordingly. In the case that A-MPDU
aggregation is disabled, channel reaches the saturation point as soon as traffic load
equals 50 Mbps, while in the A-MPDU enabled case, saturation is only reached at the
traffic load of 170 Mbps. Similar observations were made regarding the activation of
A-MPDU aggregation, which is only activated when the channel approaches saturation
(50 Mbps). Considering the 170 Mbps load case, we observe that A-MPDU aggregation
increases throughput from 38.3 Mbps to 164 Mbps (4.3x increase) and decreases the
MAC frame transmission rate from 3562 to 465 frames/sec. Our findings clearly verify
that MAC layer improvements need to be applied, in order to exploit from the increased
PHY bit rates that 802.11n offers.
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Having extensively evaluated the throughput performance improvement that the
802.11n protocol can offer across the various considered traffic loads, we next investi-
gate how the monitored improvement is related with the resulting energy consumption.
Figures 79a and 79b illustrate the average power consumption of both the 8o2.11a/g
compatible chipsets and the total Atom node across the various configured traffic load
values. As expected, average power consumption at both the NIC and total node level
increases at higher traffic loads, due to the increased frequency of frame transmissions
at the NIC level and the increased rate of frames that are being processed at the node
level. In Fig. 79a, we observe that the NIC consumes between 1.55 W and 1.73 W, in
both the FF enabled and disabled case, as the FF mechanism is not yet activated. As
soon as the traffic load increases above 30 Mbps, FF is activated and average power con-
sumption for the FF enabled case increases above the average monitored consumption
for the FF disabled case, till it reaches the maximum value of 1.79 W. This observation
comes due to the fact that in the FF enabled case, the NIC consumes more power on
average as it operates in transmit mode for longer duration. Considering the power con-
sumption of the total Atom node, we observe that the two different 802.11a/g based
setups consume different amounts of power on average, due to the use different wire-
less chipsets and drivers. However, both setups witness an increase of approximately
0.5 W, as the traffic load increases from 5 Mbps to 30 Mbps. In the case of the FF en-

abled 802.11a/g setup, we observe that average power consumption at the total node
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level is decreased between the 30 Mbps (22.56 W) and the 40 Mbps (22.53 W), in spite of
the throughput performance increase. This observation is related with the activation of
the FF aggregation mechanism, which efficiently reduces the rate of MAC-layer frames
that are being processed by the driver. Our findings are summarised in the Effective
Ep representation in Fig. 79c, which characterises the total node power consumption
as a function of the resulting throughput and not as a function of the configured PHY
bit rate. The obtained results clearly show that FF is able to reduce energy expenditure
at the Atom-based node level, even up to 28% in the 40 Mbps case (119.5 nJ/bit FF
OFF - 85.51 nJ/bit FF ON). Regarding the performance of the AR9380 equipped wire-
less node, we remark that in spite of its low power consumption profile, the resulting
Effective Eg values are higher than the levels achieved by the application of the FF

mechanism.

Similar results are obtained while evaluating the impact of A-MPDU aggregation on
the power consumption of the AR9380 NIC and the Atom node, which are plotted in
Fig. 8oa and Fig. 8ob accordingly. We clearly observe that A-MPDU aggregation results
in significantly higher average power consumption, for traffic loads above 100 Mbps,
both at the NIC as well as at the total node level, as a result of the achievable through-
put gains. Comparing the consumption of the Atom node, as plotted in Figures 79b and
8ob, we observe that under low traffic loads (< 50 Mbps) both protocols result is similar
power consumption behaviour. This comes due to the fact the A-MPDU mechanism
is not yet activated and as the high PHY rates of 802.11n are only able to reduce the
average power consumption at the NIC level, the consumption of the total node is only
minimally impacted. However, while considering traffic loads above 100 Mbps, we no-
tice that the remarkably increased throughput performance that A-MPDU aggregation
results in does not come at much higher energy costs. The Effective Ep representation
in Fig. 8oc, summarises the above results and shows that A-MPDU aggregation can
increase energy efficiency up to 78%. Finally, direct comparison of Eg values at the
corresponding saturation points of each standard shows that 802.11n offers more that

80% reduction of Eg compared with the AR9380 based 802.11a/g standard.

9.5.2 Varying Frame Payload Length

Extensive throughput experiments were also conducted under varying frame pay-
load lengths, in order to investigate how varying Payload size affects throughput per-
formance and energy expenditure. In order to enable delivery of frames longer than
1500 bytes to the MAC layer, we configured the wireless NIC’s Maximum Transmission

Unit (MTU) size to the maximum supported value of 2304 bytes. We have to mention
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Figure 82: Performance of 802.11n across varying Frame Payload Length values under high-
SNR conditions

that in cases where the FF mechanism is enabled, aggregation of frames longer than
1700 bytes could not be handled by the driver, as the transmission duration exceeded
the threshold of 4 ms that the 8o02.11 standard specifies as the maximum acceptable
frame transmission duration. Having investigated the impact of varying frame payload
length on performance under high SNR conditions, we next proceed by conducting
identical experiments in the low-SNR experimental setup. The full list of obtained re-

sults are detailed in the corresponding sections that follow.

9.5.2.1 High SNR conditions

The throughput performance of the 8o2.11a/g and 802.11n protocols are illustrated
in Figures 81a and 82a accordingly. We observe that under high-SNR conditions, in-
creasing frame length values consistently result in improved throughput performance
for both protocols. The throughput improvement between the lowest (300) and high-
est (2200) considered payload lengths varies between the factors of 3x and 5x for all
the considered cases, except for the A-MPDU assisted 802.11n scenario, where the im-
provement is restricted in the order of 1.6x. This observation is related to the fact that

A-MPDU aggregation enables 802.11n to deliver high throughput performance (>100
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Mbps) even at the lowest payload length, as A-MPDU frame size is only limited by the
maximum number of subframes (64) and maximum A-MPDU length (65.535 bytes).

Figures 81b and 82b plot the power consumption of the AR9380 based setup, as it
resulted during the operation of the 8o2.11a/g and A-MPDU-assisted 802.11n protocols
accordingly. The full list of presented measurements have been collected using only the
AR9380 based setup, in order to provide for direct comparison between the two proto-
cols. Considering the minimum and maximum payload lengths for both protocols, we
observe an increase of approximately 0.18 W in the consumption of the 802.11a/g con-
figured NIC (0.3W 802.11n). The observed increase is directly related with the longer
duration that the NIC remains in transmission mode, while achieving higher through-
put. Regarding the consumption at the node level, in general we did not observe any
significant consumption variation across varying payload lengths, which fact comes in
contrast with the results obtained in the previous section, where even minor through-
put improvement resulted in consumption increase at the total node level. In Fig. 82b,
we even observe that the average power consumption decreases when the frame pay-
load size increases from 300 bytes (25.1W) to 1300 bytes (24.88 W), Considering also
that the NIC’s average power consumption is also increased between these two cases,
we remark that the consumption increase at the total node level approximates 0.5 W.
As a result, we reach the conclusion that considerable amounts of energy are consumed
while each frame crosses the protocol stack and verify the findings of the work in [? ].
This observation in combination with the high throughput gains that payload increase
results in, indicate that the use of longer frames is preferable in both terms of network

performance and energy efficiency.

Our findings are summarised in the Effective Eg representation in Figures 81c and
82c. In comparison with the AR9380 based 802.11a/g setup, we remark that the A-
MPDU assisted 8o02.11n is able to reduce the Effective Eg at the node level, from 279
nJ/bit to 29 nJ/bit (-90%) and also from 86 nJ/bit to 18 nJ/bit (-80%), when transmit-
ting frames of 300 and 2200 bytes accordingly. Recent studies [74] of the packet size
distributions in Internet traffic have shown that the most common packet lengths are of
576 bytes size, which fact highlights even more the energy savings that can be attained
through the application of the 8o2.11n protocol. In addition, we remark that low frame
lengths are usually preferable in the wireless domain, as they are able to provide in-
creased FDR, especially when using complex modulation schemes that are susceptible
to low-SNR conditions. This observation yields interesting insights and motivates fur-
ther investigation regarding the performance of 802.11n across varying frame payload

lengths and low-SNR conditions.
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conditions

9.5.2.2 Low SNR conditions

Towards executing identical experiments under low link quality conditions, we es-
tablish the low-SNR experimental setup. In the following experiments, we measure the
performance of 802.11a/g considering only the AR9380 setup and compare it against
the A-MPDU assisted 802.11n case. Under this setup, the 802.11a/g configuration is
able to sustain the PHY bit rate of 18 Mbps, while the 802.11n setup is able to use up
to the MCS6 configuration in the Spatial Diversity mode. In addition, we measure the
performance of less complex modulation schemes and more specifically the rates of 9
Mbps and 12 Mbps for the 8o2.11a/g configuration, while MCS4 and MCSs5 are also
configured for the 802.11n protocol. Characteristics of the various configured modula-

tion schemes are listed in Table 13.

We start by measuring the throughput performance across varying frame payload
lengths, between 300 and 1500 bytes, which is the default MTU size for the wireless
chipsets under consideration. In Figures 83a and 84a, we illustrate the throughput per-
formance that is achieved by each protocol. We clearly observe that in the default MTU
case, the 802.11n protocol is able to deliver significantly higher throughput of 34.4 Mbps
than the 7.5 Mbps of 802.11a/g (4.6x increase), by enabling the use of more complex

and efficient modulation schemes. Moreover, we notice that only the lowest rate con-

Institutional Repository - Library & Information Centre - University of Thessaly
09/12/2017 11:29:56 EET - 137.108.70.7



9.5 REALISTIC EXPERIMENTATION 171

MCS PHY Rate (Mbps) | Modulation | FEC
9 Mbps 9 BPSK 3/4
12 Mbps 12 QPSK 1/2
18 Mbps 18 QPSK 3/4
MCS4 39 16-QAM 3/4
MCSs5 52 64-QAM 2/3
MCS6 58.5 64-QAM 3/4

Table 13: Characteristics per configured MCS
figurations of each protocol consistently provide higher throughput performance for
increasing payload length, while in the rest configurations the maximum throughput is
achieved under lower frame lengths. Detailed study of the throughput plots shows that
proper payload length adaptation is able to provide up to 15% (8.64 Mbps - 1000 bytes
payload) increase in the throughput performance of the 8o2.11a/g protocol and 38%
(47.5 Mbps - 700 bytes payload) increase in the performance of 8o2.11n. The improved
throughput performance is related to the increased FDR that lower payload length con-
figurations are able to result in. In Figures 83b and 84b, we depict the FDR performance

of each protocol and highlight its relation with the complexity of each modulation type.

Energy consumption measurements were also conducted, in order to evaluate the
energy efficiency of each protocol across varying payload lengths. Considering the fact
that the AR9380 card is characterised by a totally different power consumption profile
in the two setups, along with the highly varying FDR and throughput performance,
we conclude that deriving the most energy efficient payload size per case is a rather
complex task. Towards deriving concrete conclusions, we plot the Effective Ep represen-
tation at the NIC level in Figures 83c and 84c for each protocol. Regarding the Effective
Ep at the NIC level as obtained between the two setups, we notice that the 802.11n setup
is able to reduce energy consumption down to 5.78 nJ/bit (MCS6 - 700 bytes) and offer
reduction of 58% in comparison with the 13.89 nJ/bit (18 Mbps - 1000 bytes) that the
8o02.11a/g can offer at best. The obtained results show that payload lengths between
500 and 1200 bytes are preferable in terms of energy efficiency for the operation of the
8o2.11a/g protocol, while in the case of 802.11n even lower frame sizes between 300
and 1000 bytes can further reduce energy expenditure. Concluding, we remark that it
is important to design automated algorithms that jointly adapt the MAC frame payload
length and the PHY bit rate, towards achieving higher throughput and lower energy

consumption.
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Figure 85: Power consumption of AR9380 NIC across varying PSM configurations
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Figure 86: Network performance of AR9380 NIC across varying PSM configurations

9.5.3 Experimentation with 802.11 PSM

Through this experiment, we aim at quantifying the potential energy savings of the
802.11 PSM during periods of network activity, by experimenting in network setups
that are based on both protocols under consideration. The 802.11 PSM mechanism is
designed to set the wireless NICs of stations (STAs) in a low-power state during periods
of inactivity and periodically activate them to fetch cached data from the access point
(AP). Considering an active network, the useful period during which the STA’s NIC
can remain deactivated, is directly determined by the inter-packet arrival time of traffic
flows that are destined to the STA. While the STA’s NIC is in sleep mode, all cached

frames at the AP are being delayed till the next Beacon Interval.

As the PSM mechanism is only able to affect the consumption of STAs, in this ex-
periment we consider downlink transmissions and measure the impact of PSM on the
energy efficiency of STAs (receivers), while also evaluating network performance met-
rics. We configure the high-SNR experimental setup that was described in Section 3 and
equip both nodes with the AR9380 chipset that supports the 802.11 PSM mechanism.
We also assign the default Beacon Interval of 100 ms at the AP node. Towards stressing
the operation of the 802.11 PSM mechanism, we exploit the ability of the athgk driver to
tune the Timeout Period (TP) parameter, which configures the interval before the NIC
goes back to sleep mode, in order to control the tradeoff between the induced delay

and energy savings. In this experiment we vary the TP between the minimum value of
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1 ms and 15 ms and investigate the impact of PSM on application-layer performance

and NIC energy efficiency.

We start by measuring performance in the case that the PSM is deactivated and pro-
ceed with the next two phases, where the 1 ms and 15 ms TP intervals are configured.
In each phase, we vary the application-layer traffic rate at the AP side, by configuring
values between 0.5 Mbps and 5 Mbps and measure the network performance in terms
of throughput and jitter, while also monitoring the energy consumption of the STA’s
NIC. Figures 85a, 85b and 85c present the average power consumption of the STA’s NIC
in each phase, considering the application of each protocol accordingly. In the case that
the 802.11n protocol is applied, we also distinguish between the A-MPDU assisted (N
ON) and the non-assisted case (N OFF). We observe that the 1 ms TP configuration
provides significant energy savings, in comparison with the PSM disabled case, that
approximate at maximum 74% for the 802.11a/g setup (AG) and 79% for the 802.11n
setup (N ON) . Considering the 15 ms TP configuration, a minimal reduction of en-
ergy savings is observed, across traffic load values below 2 Mbps. In the case that the
traffic load exceeds the 2 Mbps value, the NIC rarely falls in sleep mode across all the

considered cases, thus resulting in lower energy savings (not exceeding 15%).

Next, we characterise the impact of PSM on application layer performance, consid-
ering throughput and jitter, as plotted in Figures 86a and 86b accordingly. In general,
we observe that the 15 ms TP configuration poses no impact on throughput and only
minimal impact on jitter performance, thus not sacrificing network performance for
saving energy. On the other hand, the 1 ms TP configuration that stresses the operation
of the 802.11 PSM mechanism, provides more interesting results that clearly highlight
the impact of the 802.11n’s high PHY bit rates and A-MPDU aggregation on network
performance. As depicted in Fig. 86a, the increased PHY bit rates of the 8o02.11n im-
prove throughput in comparison with the 8o02.11a/g setup, when considering traffic
loads above 2 Mbps. Moreover, we observe that the application of A-MPDU aggre-
gation further increases throughput performance, by combining several cached at the
AP frames into a single A-MPDU frame, thus efficiently reducing frame losses due to
buffer overflows at the transmitter. The impact of the 802.11n’s increased PHY bit rates
and A-MPDU aggregation in jitter performance are highlighted in Fig. 86b, where we
observe that the A-MPDU assisted protocol constantly enables on time frame delivery

and results in remarkably reduced jitter.

Concluding, we remark that this last experiment has clearly demonstrated that the
802.11n protocol is able to provide both increased network performance and significant
energy savings through the application of the PSM mechanism, during periods of net-

work activity. Moreover, our results have shown that scheduling of sleep intervals in
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an adaptive to the prevailing traffic conditions and protocol parameters way, is able
to bridge the gap between high network latency and low energy savings, as shown in
[128].

9.6 CONCLUSIONS

In this work, we presented detailed experimentally obtained results that evaluate
the energy efficiency of the base 802.11 standard in comparison with the latest 8o2.11n
version, under a wide range of settings. In-depth analysis of the collected results has
shown that the advanced features of the latest standard enable significant reduction of
energy expenditure, across all the various considered scenarios. We envision that our
findings will provide valuable insights to researchers working on the design of energy

efficient wireless protocols.
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CONCLUSIONS AND FUTURE WORK

10.1 SUMMARY OF CONTRIBUTIONS

In this thesis, we studied resource allocation algorithms in wireless networks, con-
sidering the resources of network users, the occupied spectrum and the amount of
energy that is being consumed. Across all the development phases of our work, a com-
mon research approach has been followed. Particularly, all the proposed mechanisms
and algorithms have been designed and implemented in real wireless devices, in order
to enable performance evaluation under realistic environments and direct comparison

contrary to existing standards.

10.1.1 User Association

We have developed a user association algorithm that jointly considers the factors
affecting end-user performance in 802.11 networks. The key novelty of our approach
is that it results in comprehensive metrics for user association that capture both con-
tention from “one-hop" and interference from “two-hop" neighbors, not as individual
parameters but in a joint manner. The proposed metrics consider the impact of each
neighboring node proportionally to its configured PHY-layer transmission rate and its
anticipated traffic activity. We verify the applicability of the proposed mechanisms by
integrating them into the 802.11 protocol and evaluate their performance on commer-
cial equipment and under realistic scenarios in a real-life testbed environment. As a first
contribution, we encapsulate in our user association metrics the effect of contention. In
contradiction to relevant approaches, we state that AP load should be considered over
all neighboring nodes, due to the shared nature of the medium. Another key contribu-
tion of the proposed scheme is its ability to adapt to varying traffic conditions. As a

third contribution we integrate the effect caused of active hidden terminals.

Our mechanism, integrating all the above features, results in algorithms proposed
for both the association and handoff procedures. Through experiments, we present

how users that target maximisation of their own throughput, significantly impact ag-
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gregate network throughput. Inspired by these observations, we propose two discrete
association strategies that target maximisation of individual user throughput and aggre-
gate throughput performance accordingly. We show how the proposed measurement
propagation procedure can be readily incorporated in the IEEE 802.11k amendment
and moreover move one step further than simulation and implement the proposed al-
gorithms using open source drivers. Through extensive testbed experiments, we show
how both individual user and aggregate network throughput evolve, as the number of
network nodes and injected traffic increase and thus manage to highlight the tradeoff
between aggregate throughput maximisation and fair load balancing. As a first exten-
sion, we plan on studying the problem of user association and frequency selection
jointly. Furthermore, a future objective is to test new mechanisms that jointly perform
transmit power and association control, in order to see how the difference in transmis-
sion range can affect the “one-hop" and “two-hop" neighborhoods, which in turn affect

the corresponding associations.

We also studied user association mechanisms the consider performance under com-
bined topologies, consisting of both wireless and wired parts. In order to run realis-
tic association experiments in the context of WMNSs, we exploited the federation of
the wired PLE and the wireless NITOS testbeds, which environment reproduced sev-
eral characteristics of experimentation under real world scale and settings. Moreover,
several testbed experiments were also reproduced in a network simulator tool, demon-
strating the inability of simulated environments to accurately approximate the complex
nature of the wireless medium and the high variability that experimentation over In-
ternet generates. Through the extensive experiments and the corresponding collected
results, we validated the importance of integrating experimental facilities for the design
and development of the Future Internet. Moreover, we highlighted the benefits that can
be offered by association mechanisms that take into account metrics able to characterize
end user performance in combined topologies. As part of our future work, we plan on
investigating performance of more complex WMN topologies that also feature a wire-
less multi-hop backhaul in the aforementioned federated environment. Furthermore,
we aim at enhancing the existing tools for experimentation in federated testbeds and

developing new ones, towards upgrading the perceived user experience.

10.1.2  Spectrum Management

We have proposed a novel dynamic frequency selection algorithm that incorporates
several, hitherto unexploited features affecting total network interference and devised a

distributed protocol suite that dynamically selects the operating channel. The key nov-
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elty of our approach is the development of a client-assisted mechanism that enables the
STAs of each BSS to participate in interference estimation. Our client feedback mecha-
nism was extended, in order for each AP to further utilize interference measurements
reported by STAs that belong to other BSSs. Another key contribution of the proposed
scheme is its ability to adapt to varying traffic conditions. Thus, we were able to esti-
mate the level of contention on each available channel along with all the fundamental
issues that affect the end-user performance. Finally, another important contribution
was the implementation of the proposed algorithm using open source drivers. To the
best of our knowledge, our work was the first in the literature to feature a complete

driver-level implementation, accompanied with such extensive experimental results.

We also extensively studied the influence of interference effects on the throughput
performance of wireless networks. Moreover, by proving that wireless experiments are
very susceptible to unpredictable interference, we highlighted the importance of us-
ing interference monitoring systems to validate the experimental integrity. Moreover,
we designed mechanisms able to detect each type of interference, based on high-end
spectrum sensing devices. We also developed a sophisticated framework that enables
evaluation of cognitive devices, in terms of sensing delay and energy efficiency. We in-
tegrated the developed monitoring procedure directly in the experimentation tools of
the CREW cognitive testbed and demonstrated how it aids in the online evaluation of
different cognitive platforms in terms of the aforementioned metrics. In the future, we
plan to integrate the developed interference detection techniques and evaluation frame-
work into a fully automated benchmarking framework, designed for cognitive-based

experimentation.

Building on top of the experience in Spectral Analysis that was gained as an outcome
of our previous research efforts, we developed a Spectrum Sensing mechanism that is
able to operate on commercial 802.11 hardware and scan the spectrum on an Energy
detection basis. Through this approach, we enabled 802.11 compatible wireless cards
to detect under-utilized spectrum fragments and properly configure both the central
frequency and bandwidth of operation, in order to properly adapt to the prevailing
interference and channel conditions. Our detailed experimental evaluation showcased
the advantages of agile spectrum adaptation and more specifically the improved SNR
and throughput under interfered conditions and the resulting decrease in energy con-
sumption. As part of our future work, we aim at testing the developed framework
across varying topologies and network configurations, in order to derive the rules that

drive optimal spectrum adaptation decisions.
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10.1.3 Energy Efficiency

We introduced a novel framework that is able to characterise the consumption of
wireless infrastructure in an online way. The proposed framework is built on a dis-
tributed network of low-cost, but highly accurate devices and is able to support online
monitoring of energy expenditure, along with the experiment execution. The overall

advantages of the developed system are listed below:

* Non-intrusive operation: Our solution runs on external hardware, which does

not interfere with the measured devices.

* Online monitoring: The proposed framework allows for online gathering of mea-

surements in parallel with execution of long-term experiments.

¢ Distributed architecture: The proposed framework is composed of distributed

communication enabled components.

* High sampling rate: The developed platform achieves the sampling rate of 63

KHz, which equals twice the minimum required sampling rate.

* High sampling accuracy: The custom developed hardware achieves accuracy in

the order of milliwatts.

¢ Adaptive to heterogeneous infrastructure: The followed measurement procedure

is rather generic and allows for power consumption monitoring of any device

type.

* Low-cost hardware: The developed hardware solution introduces a total cost of

less than 8o.

We also enabled online power consumption monitoring of portable devices through
the integration of a tiny custom-designed board, in order to provide energy effi-

ciency evaluation of mobile devices under realistic scenarios.

Considering also the proposed power measurement methodology and using the
hardware device that was introduced in the aforementioned work, we experimen-
tally evaluated the energy efficiency of the base 802.11 standard in comparison
with the latest 802.11n version, under a wide range of settings. Based on in-depth
interpretation of the collected results, we highlighted the improvement in energy
efficiency that the 802.11n version is able to provide. Our detailed findings can act
as guidelines for researchers working on the design of energy efficient wireless

protocols.
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