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New Efficient MDS Array Codes for RAID
Part Il: Rabin-Like Codes for Tolerating Multiple
(> 4) Disk Failures

Gui-Liang Feng, Senior Member, IEEE, Robert H. Deng, Feng Bao, and Jia-Chen Shen

Abstract—A new class of Binary Maximum Distance Separable (MDS) array codes which are based on circular permutation matrices
are introduced in this paper. These array codes are used for tolerating multiple (> 4) disk failures in Redundant Arrays of Inexpensive
Disks (RAID) architecture. The size of the information part is m x n, where n is the number of information disks and (m + 1) is a prime
integer; the size of the parity-check part is m x r, the minimum distance is » + 1, and the number of parity-check disks is r. In practical
applications, m can be very large and n ranges from 20 to 50. The code rate is R = --. These codes can be used for tolerating up to

n+r

r disk failures, with very fast encoding and decoding. The complexities of encoding and decoding algorithms are O(rmn) and O(m?3r?),
respectively. When r = 4, there need to be 9mn XOR operations for encoding and (9n + 95)(m + 1) XOR operations for decoding.

Index Terms—Rabin codes, MDS array codes, RAID, multiple disk failures.

1 INTRODUCTION

A new technique, called RAID, can be used in many
applications to store huge amounts of data and it has
been used by many companies, universities, and govern-
ment organizations. Erasure codes are required for protect-
ing data in RAID from multiple disk failures.

In order to retrieve the information lost on r failed
(erased) disks, we need at least r redundant disks (in coding
theory, this is known as the capacity of the erasure channel
[2]). The well-known Reed-Solomon codes [3] can achieve
this capacity. However, their encoding and decoding
involve operations over finite fields and, hence, are very
slow. It would be desirable to have binary linear codes that
only involve exclusive-OR (XOR) operations. For r = 2, i.e.,
for tolerating two disk failures, many good codes have
already been developed [4], [5], [6], [7], [8], [9], [10], [11],
[12], [13]. These codes are called MDS array codes. The best
results are obtained with EvenOdd codes [5], [14], X-codes
[12], and B-codes [13]. But, these codes all have distance 3,
meaning they can only be used for tolerating two disk
failures. A generalization of EvenOdd codes has been
developed [14]. Yet, the encoding and decoding for r > 3
need to be developed. In practical applications of RAID, the
size of each individual symbol (i.e., m) can be as big as a
whole sector: During update operations, we prefer to
update a minimal number of redundant symbols when a
single information symbol is updated. That means the
parity-check matrix should be of the following form:
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Recently, a class of Reed-Solomon-like MDS array codes
for tolerating three disk failures in RAID with very fast
encoding and decoding algorithms has been developed [15].
However, it cannot be used for tolerating more than four
disk failures in RAID architectures. In this paper, we
address this issue by developing a new class of binary MDS
array codes for tolerating multiple (> 4) disk failures in
RAID in an efficient manner. The binary MDS array codes
are a class of binary linear codes, where information bits
form an m x n array and parity bits form an m x r array. In
applications of these new codes in RAID, m indicates the
number of “data,” which can be bytes or computer words
and are stored on a disk, (m + 1) is a very large prime, and
n denotes the number of information disks on which
information “data” are stored. In RAID, n should be
20 ~ 50. The code rate is P ie., it achieves the capacity
of erasure channel [1]. Although this class of codes is high-
density parity-check codes, the encoding and decoding are
still very fast.

This paper is organized as follows: In the next section, we
first briefly review the circular permutation matrices (CPM)
and their algebra, which are very useful in the subsequent
sections. The proof of the lemmas and theorems can be found
in [15]. In Section 3, we introduce a class of codes based on the
Cauchy matrix and CPMs, called the Rabin-like MDS array
codes. Their advantage is that (1.1) is satisfied for any r > 4.
Although these codes are high-density parity-check codes
and the encoding cost is three times as much as that of the
codes in [15], it is still very fast. In Section 4, we present a
decoding algorithm for tolerating up to = > 4 disk failures.
The complexity of such a decoding algorithm is O(m?r!) and



its cost is linear with the decoding cost of the Reed-Solomon-
like codes [15]. Finally, conclusions are presented in Section 5.

2 NOTATIONS AND MAIN LEMMAS

In this section, we present some new mathematical results
of CPM matrices. Other results can be found in [15]. Both of
them are very important in understanding the new codes
and their fast encoding and decoding algorithms.

2.1 Review of CPMs and Their Algebra
We introduce a quasi-inverse matrix of (I + E*), denoted
by (I 4+ E*)™', as follows:

T
(I+E) ' (I+E) = |In T 2Q (2.1)
— | In ) .
0 0
and
=
(1+Eﬂ)(1+Eﬂ)1_{§T 11 Ap. @)
Let
S
SEr1+Q= %@n 11 (2.2)
and
=
S*A2T+pP= N (2.2)

where O,, denotes m X m zero matrix.

Definition 2.1. The modified quasi-left-inverse matrix and
modified quasi-right-inverse matrix of (I + E") for u#0,
denoted by (I + E")"" and (I + E*)™", are defined by

e

(I+EY'QUI+E")=Q (2.3)
and

(I+E")P(I+E*)" =P, (2.3)
respectively.

These two modified quasi-inverse matrices are very
important in our decoding algorithm.
We can prove the following lemma:

Lemma 2.1. Let W = (ug, u1,. .., Uy,) be the sum of all rows of
(I+E"7", ie, uy=1 if the weight of column i of (I +
E“)f1 is odd and, otherwise, 0. We have

-—

(I+EY ' =I+EY ' +U, (2.4)

where

sl

gl

1
Furthermore, (I + E*)™" is a nonsingular matrix.

From the above lemma and results in [15], we know that
there is a modified quasi-left-inverse matrix such that (2.3)
is true. Let us consider the matrix

M, =1+ E") (ﬁ([+ E“ﬂ)),

J=2

where p; # 0. Since, for each pj, there are nonsingular
—_—
(I+ E%)"" and (I + E*)"", from Definition 2.1 in [15] and

Definition 2.1, we have
bo—
(H (I+ E‘“V) (I+E") 7'M, = Q.
=2

2.2 The Rabin Codes
In the theory of error-correcting codes, Rabin codes [16] are
very important. They are defined by the Cauchy matrix and
are all Maximum Distance Separable (MDS) codes, other-
wise known as optimal codes (see [17, p. 316]).

First, we briefly review the Cauchy matrix:

1 1 1
Ti=y1 T2—y1 T Ty
1 1 1
T1=Y2  Xa—Y2 T Tp—Ye
He=| o b (2:5)
1 1 1
=Y Toa—Yr T Ty,

where z;s and y;s are distinct from each other for 1 <i <n
and 1 < j <r. It is well-known that a submatrix consisting
of any r columns of H is a full rank matrix. A linear code
Chrapin defined by He as a parity-check matrix is called a
Rabin code [16], which is also an MDS code.

For any r, adding r columns, we have the following
matrix:

1 0 1 1 1
1=y T2—Y Tn U
| '
ce Ti—y2  m2—Y2 T @l
Hpe=1|. . . . . S o (26)
1 1 1
00 ... 1 T1—Yr  To—Yr T Tu—Yr

where z; and y; for 1 <i <mnand 1 < j < rare distinct from
each other. It can be easily checked that a submatrix
consisting of any r columns of Hgc is a full rank matrix.
Thus, a linear code Crprayin, defined by Hgc as a parity-check
matrix is called an extended Rabin code, which is also an
MDS code.

3 THE EXTENDED RABIN-LIKE CODES BASED ON
CPM

Before introducing the extended Rabin-like codes based on
CPM, we present some important properties of CPM.

Proposition 3.1.

(E' + EY)(E® + EY) = (E* + EY)(E' + EY). (3.1)



Proposition 3.2.

(EB'+ E)Q = (E'+ EY), P(E"+E')=(E*+EY). (3.2)
Proof. From (2.1) and (2.2), we have

(B'+ B)Q = (E' + E)(I+S) = (E' + EY) + (E' + EY)S.

Since the first m columns of S are all columns of 0s, the
first m columns of (E' + E/)S are also columns of 0s. On
the other hand, the last column is a column of 1s and
each row of (E'+ E’) has exactly two 1s, so the last
column of (E' + F/)S is also a column of 0s. Therefore,
(E' + E)S = 0, ie.,

(E'+ ENQ = (E' + F).

By the same token, we have the second result. ]

Proposition 3.3.

PxP=P. (3.2)
Proof. Since P = (I + E)(I + E)™', we know that
PxP=(+EI+E 'I+EI+E)"
—(I+EQU+E) " =(I+E)(I+E) " =P
Thus, the proof is completed. ]

From these properties, we have the following theorem:

Theorem 3.1. Let an r(m + 1) X r(m + 1) matrix:

H=

Xi(zi+y) 'Y Xo(zaty) 'V Xs(zaty) W X, (z4y) N

Xi(m1+y2) "' Vs Xo(aatye) 'Y Xa(wstye) 'Y X (wty2) 'z

Xi(zitys) 'Yy Xo(oatys) Vs Xs(aatys) ' Ys Xo(wtys) '

| Xi(zty) 'Y Xo(ooty,) 'Y Xa(mstu)'Ys Xp(@etu)'Ys |

(3.3)

where X1,Xo,..., X, Y1,Ys,...,Y, are products of se-
quences of (E'+ EY), and x1,2,...,%, and y1,y2, ..., Y,

are terms of E'.
Then, the matrix (3.3) has rank rm.

Proof. We use mathematical induction to prove this
theorem. From Section 2, we know that the rank of A is
m. Thus, the rank of X x (z+a) ' x A is m, ie., the
theorem is true for r = 1.

Assume that the theorem is true for (r —1). Let us
consider the following r(m + 1) x r(m + 1) matrix:

H =

X, (ac1+y1)71Y1 Xz(zz+y1>711/1 X3(13+y1)71Y1 X,v(z,-+y1>7LY1

Xi(zit) 'Y Xo(zatyn) Vs Xs(astye) Yo X (zrty2) Yo

Xi(z14y3) 'Y Xo(zatus) Vs Xa(xz+us) ' Vs X (wr+ys) 'Y

Xi(@i+y,) 'Y Xa(maty) Ve Xa(msty) Vs Xp(@ety)'Ys |

(3.4)

Let
Hy =
[ (x1+ 1) 0] 0] 0] T
Yo(z1 + 1) Yi(xr + y2) 0] 0]
Y3(£131 +y1) O Yl(l’l +y3) [0)
LYo (21 + 1) 0 o Yi(z1 +yr) |
I 0] 0] (@) 1
(@) ($Q+y1) 0] (@)
XH1>< @) 0) ($3+y1) O ;
| O ) ) coe (e + 1) |
we have
[ xm Xo(z1 )Y

O YiXa(wi+o)(@atys) " (yi+2)Ya

H, = 0 YiXo(wi+wo)(watys) " (yitys)Ys

L O YiXo(wmitwa)(waty,) (n+y)Y
X3(x14y1)Ys X (x1+y1)Y1
YiX(w1+as) (w3+y) ' (y14+2)Ya Vi X (@14z,) (@+y2) " (1) Ya

Y1 Xy (21 +as) (23Hys) ' (v +ys) Y ViX, (1+ar) (@ +ys) " (1+ys)Ys

Y1 X3(21 +T'3)(13+yr)71 (y+yn)Y Y1 X (21 +f’3r')<mr+yl‘)7l (y1+y,)Yr i

(3.5)

where we use (3.2), (3.3), and the following formula:

(1 +y) (@ +31) 7 = (@1 + a2+ 22+ 1) (22 + 1)
= (z1 + z2)(x9 + 1) + P.

Now, let us consider the submatrix consisting of the
last (r — 1) rows and the last (r — 1) columns:

H" =
Vi Xa(w1+2) (w2+y2) " (y1+12)Ya Y1 X (z14,) (@ y2) ~ (1+y2)Ya

Y1.Xo (21 +12)(12+y3>71 (y1+y3)Ys Y1 X, (z14z,) (%+Zl3)7l (y1+y3)Ys

Vi X (@14 (a4y,) ™ (i 4u,) Yy Vi X () (@eby,) " ()Y

Let
X; = Y1 Xo(z + z0)
X; = Y1iXs(z+x3)
X: = 1/vl)(v"(wl + Ir)
" 3.6
Yy = (n+wb (3.6)
Yy = (n+w)Ys

e = (m+u)Y.



We have

Xy(atun) Yy Xj(wstun) 'Yy X () 'Yy
o Xy(zotys) 'Yy X (mstys) Yy X (ztys) Yy
X (b)Y X (asty) Y X (atye) 'Yy

where X35, X3,..., X and Yy, Yy, ...
ducts of sequence of (E' + EV).

By mathematical induction, the rank of H* is (r — 1)m.
Thus, the rank of H; is at least (r — 1)m +m = rm.

On the other hand, the rank of each block row of H; is
at most m because the ranks of Xy, X,,...,X, and

Y are also pro-

Y1, Y5, ..., Y, are all at most m. Therefore, the rank of H;
is at most rm.
Hence, the proof is completed. a

We are now going to introduce the extended Rabin-like
codes based on CPM. Let us consider the following matrix:
H =

(70 ... 0 (+E)" I+ I+E=H ]
0 I ... 0 (B+E)! (E+E+)™ (B4Ern1)!
0 0 I (BwE) (Bt (B i)
0 0 0 I 0 0
0 0 0 0 I 0
L0 0 ... O 0 0 - I J

(3.7)

From Theorem 3.1, it can be easily seen that the rank of H is
r(m + 1). Thus, we can use H as a parity-check matrix to
define a binary linear code:

C=1{2= (&G, cop) H'é =0}, (38)
where
¢ = (€i0,Ci1,Ci2s s Cim) for 0<i<n4r—1
and
Cim=0for0<i<r-—1, (3.9)
cjo = N cjy forr<j<n+r—1 (3.9)

v=1

In the codeword, c;,, for 0 <i <r—1and g < m, and ¢;y,
for r <j<n+r—1, are parity-check bits, while c¢;,, for
r<j<n+r—1and p#0, are information bits.

Remark. It can be easily seen that the code length is
(r+n)(m+1) and code dimension is nm. However,
cim=0 and c¢jo= ZZ;I ¢ for 0<i<r—1 and
r<j<n-+r—1. Hence, the data on these bits do not
need to be stored on disks and only data on the other
(n 4 r)m bits need to be stored on the disks. The nm bits
of these data are information and the rm bits are
redundant. Therefore, the code rate is -Z. Since the

n+r’
submatrix consisting of any ¢ < r block columns has rank

t(m+ 1), any erasure error in ¢t block columns can be

corrected.

For the same reason as in (3.7), this code C can be
defined on any Abelian group (G, ®), i.e., ¢, € G.
Example 3.1. Let us consider the example: 7 = 4 and n =4,

the parity-check matrix H is

r o o o wreh7t @)t Tt Tt eEhT!
o 1 o0 o0 (E+EHL (E+EI)L (E+ER)~1 (E+E5)~L (E+EN)~L
o o 1 0 (E2+EH)7! (B2l (B24ER)L (B24Es)7l (B24El)L
o o o I (B+EHl  (BBap)l (B4Eb)l (B4l (B34Eh)L
0 0 o0 0 1 0 0 0 0
6 0 o6 0 0 1 0 0 0
6 0 0 0 0 0 1 0 0
6 0 0 0 0 0 0 1 0
L6 d 0 i i i i i

From Theorem 3.1, we know that the rank of H is
4(m + 1). Thus, we can use H as a parity-check matrix to
define a binary linear code

— x—>1' =T
e Cn3) H' G =0 }, (3.10)

- .
¢y = (€i0,Ci1,Ci2s - Cim) for 0 <i<n 43

and
Ci.7rL:0f0T0§i§37 (311)
m
cjo = Z cjy for4 <j<n+3, (3.12)

v=1

where ¢;,, for 0<i<3 and 0 < p<m, and ¢;, for
4 < j<n+3, are parity-check bits and c;,, for 4 < j <
n + 3 and p # 0, are information bits. It should be noted
that both ¢; ,, for 0 <4 < 3, and ¢;p, for 4 < j < n+ 3, are
present for formal convenience. Specifically, ¢;,, = 0, for
0 < i < 3, are constants and are therefore not used and
cjo, for 4 < j < n+3, are not used either because they
are virtual parity-check bits, for the information on these
bits is calculated with (3.12) from other information bits
in the decoding process. Thus, with only the transmitted
information bits and parity-check bits considered, i.e.,
cigfor0<i<3and0<pu<m-—1,and ¢, for4 <j<
n+3 and 1 < v < m, the code rate is (njﬁ‘)m =14
From (2.1") and (3.12), we have

Px7¢;=7; for 4<j<n+3. (3.13)

From Theorem 3.1, it is clear that any four or less block-
columns are linearly independent with coefficients of
Er-type. That means up to four erasure errors can be
corrected.

This code C can also be defined on any Abelian group
(G,®), ie., ¢, € G. In practical applications, G can be a
group of computer words, i.e., binary vectors of 32 bits.
Therefore, the 32 codewords of C' can be simultaneously
encoded/decoded, which will lead to a 32-fold improve-
ment in efficiency.



Now, we discuss the encoding process. In this code C,
information bits are ¢;, forr < j<n+r—1land1 <v <m,
from which ¢ =31, ¢;, for r <j<n+4r—1 are calcu-
lated. Then, ¢;,, for 0<i<r—1 and 0<pu<m, are
calculated with (3.8). Finally, we need to store only c; ,,
for 0<i<r—1land 0<p<m-—1, and ¢;,, for r<j<
n+r—1land 1 < v < m, on the n information disks and the
four parity-check disks, respectively.

1. To calculate ¢;p = ZZ”:I ¢y forr <i <n-+r—1:For
each ¢;, there need to be (m — 1) XOR operations.
Thus, a total of n(m — 1) XOR operations are needed.

2. Tocalculate ¢, for0<i<r—land0<p<m-—1:
For each j, r < j<n-+r—1, we first calculate the
sums s;;, of rows (i,u) and block-columns j. For
each block-section (4, j), from Section 2, there need to
be m XOR operations to calculate s;;,. Thus, a total
of 4mn XOR operations are needed for all s;; ,s. To
calculate a single ¢; , = Z;l;’_l sji from s;; s, there

need to be (n — 1) XOR operations. Thus, a total of
rm(n —1) XOR operations are needed for all ¢;,s
from s;; ,s. Therefore, to calculate all ¢; ;s from c;,s,
there need to be 2rmn XOR operations.
Consequently, in the encoding process, at most (2r+
1)mn XOR operations are needed. Thus, the encoding cost
of code C is roughly three times as much as that of the codes
in [15]. However, it is still very fast.
To calculate ¢; ), we need m XOR operations for each

r <4 <n+r— 1. Thus, we need nm XOR operations. Then,

fromall¢;j, forr <i<n+r—1and 0 <j<m, weneed to

calculate ¢, j, for 0 < h < r — 1. For this step, we need to
calculate (n x r) multiplications of (E' + E/) " and ¢,. From

Section 2, each such multiplication needs m XOR opera-

tions. Thus, we need a total of nrm XOR operations.

4 DECODING OF THE EXTENDED RABIN-LIKE
Cobes BAseD oN CPM

Assume that a codeword ¢ = (€, C1,..., Cnyr_1) is trans-
mitted and that ¢ packets, say ?,L,,. fori=1,2,...,t <r, are

lost. Then, the received codeword is given by

—  — —
y:(y07y17"'7y77,+r—1)7
where
N {71 i {pas piay e it}
Yi=y = .
0 (RS {/L17/4L27"'7/‘l’t}-

We define the syndromes of the received codeword y as

7, T T
Hy' =s', (4.1)
- — — —
where s = (5 0y S1y+++y S r—l)/ Si = (57?,0751'413 s aSiJrL)/ and
Sij € G.
Let
- -
Z_(Z()azla 7zn+r71)

and

7”1‘/}

- .
7.:{0 i {p, ph2, -
i —
Ci 7Mf}'

i iE{/’Llava'"
It follows that

c=Yy+z.
_ T
Since He” = 0 and (4.1), we have
HzT =&,

(4.2)

Then, correcting these erasure errors is equivalent to
solving the following set of linear equations with a Cauchy

matrix:

(E)\O + Eum)*l (E/\n + Eum)*l (E/\o + Em)*l
(BN + Er)™t (BN 4 Erea) ! (BN 4 Byt
(EAr—s + Eﬂs)_l (E/\r—s + Emvl)_l (EAr—s + Eur)_l

. O ]

c,ul 80

X G = SgO) ,
i 50
(4.3)

where we assume that

0< <. <psm1 Sr—=1<pg < ... < g,

i.e., the first (s — 1) errors are in the parity-check bits and
the last (t + s + 1) errors are in the information bits,

{)‘07/\17"'7)‘t75} g {0717" 7#5*1}'

(4.4)

'7T_1}\{/1'17N27"'

Remark. When ¢ < r, there are many such sets of A\s and we
can choose any one.

The decoding process can be briefly summarized as
follows: Given a received codeword y and the locations of
the lost packets py,po,---,p,, we first compute the
syndromes from (4.1) and then determine the values of
the lost packets ¢, for 1 <i < r by solving (4.4).

We are now going to derive a recursive algorithm for
solving (4.4). The algorithm consists of two parts: the
forward steps and the backward steps.

First, we explain the forward steps.

Let us consider the equation



I O (0]
o I (0]
(0]
O O I
Li = )
(i + as) 0] (0]
o Az(iil) (z; + a4) Agi_l)(l‘i +ait1) (0]
I Agi_l) (z; + a;) o) Al(-i_l)(wi + at) |

Fig. 1.
X0 e 40 X0 (o) A0 X0 (o) A0
Xio)(w1+a2)71Ago) X£0>(zg+a2)71A§0) X;O) (1‘3+a2)71A;0)
XO (@110 AL XO(aptan) AL X0 (aytay) ALY

(
LX)

U>(1’1+ai)71A50) X.g())(l‘2+llt)7]A50) X;(]J(£3+ap)71A£[))

R (4.5)
Xr(,O) (z1+a1 )71A§0) uzgm 3(10)
Xr(,O) (zi+a2) -1 Aéo) nz,(;)) 3(20)
_ 0 0
X rag) A7 | fa? | = | s |
Xio)(zi+(lr>7lA£()) ] _QE(U ] _850) ]
HO x w0 = §0), (4.5")

Let Ly, Ry, and R; be the following matrices, respectively:

(z14ar) 0] 0] - [0}
A(ZU)(zlJral) Asﬂ)(rﬁrtzg) o . o
L A | AP @ +a) 0 AV (@1 tay) ... 0] ’
AY (@1 +ar) o) 0] coe A%@1ar)
I 0] 0 0]
@) (1‘2 + 0‘,1) @) . 0)
R, é 0] 0] ((Eg + CLI) . 0] ,
0 0 0 (z¢ 4+ a1)
I (0] 0 (0]
0] (xz + (11)_ (@] (0]
————
0 0 0 Play+a)”
(4.6)
From (4.5”), we have
Ly x HY x Ry x R} x & = L x SO, (4.7)

and it is denoted by

HY % ) = 5O, (4.7
where
gL 2
‘Xﬁ“)Aﬁ”) X;O)(mlJra])Agm X:(;l)(era])Agll) XE()) (z1 +a‘)A§0) -
o X (@rta) AL X (wgran) T AY X (@ran) A
0 X (@ta) AL X (wgtan) T AY o X (@ray) A

L O X;l)(r-z+a/) 1AW X:(;U(mgwta,,)’lAfl) X,(l)(z[+al)’1Afl>_
(4.8)

AY 2 (g +a)AY  for2<i<t

XV 2 AVXO (@ vy for2<j<t,

MIGIEY N TON
and
S AL x50,
Likewise, we give the recursive algorithm: for any
1 <i <t, as shown in Fig. 1, where the first (i — 1) block-
rows and first (i — 1) block-columns of L; form an (i —
1)(m+1) x (i — 1)(m + 1) identity matrix and, as shown in
Fig. 2, where the first i block-rows and the first ¢ block-
columns of both R; and Rf form an i(m +1) x i(m + 1)

identity matrix.
And, let

HY = L; x H7Y x R,
Ul = Rj x P-1)
S0 = I, x 861

(4.8)

and
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0] ($i+2 + ai) (0]
o
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-
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Fig. 2.
. . i—1
0 Y;(Z_nX](-l_l)({L‘i + CE]') Zf j > Xf(?r)l (:L.l+a‘1)‘/150).Hm:2<wl+l+d7n)
X = ’ o) 7!
J i—1 . . X (wota) Ay | (i1 +am)
Xy ) if j<i, g | 2 Tt
12 =
R 21 () PR :
y @ (v —|—y])Y]- if g>i X (. 3 AGD
J (i-1) ) . i (T +ai)A;
Y} Zf J <z (0) (0) i1 0) 0) i-1
X; o (zitar) A -Hmiz(x;,ﬂﬁ»am) s X (man) A 'Hm,z(x'“+a”">
i—1 i—1
X0, @ota) AV T @ontan) o0 X0 @atan) AV ] (i +an)
)
We get
XU (@ira) Al e XU (@4a) AV
(1) (1)
ao = | H}? (4.9)
2 .
O M Hy) =
X,(QI(Z’IH‘F%HYIAERI X522($1+2+111+1)4A1(21 Xf(l)(rf+a7+l)7]A:21
Xff21<zl\l+ai}2)71Al(22 ijﬁz(zt{2+ai}2>71A522 e Xf(l)(xﬁ+a”2)7lA:22
and
HO . @) = 50, X @i a) A7 X0, (wata)AY o XD (wra) T AY
Thus, we get
HY gt = S,
where
. where
H(l) —
1=
. HO=L;xLi_yx--xLi x HO xRy - X Ry_y X R,
0 40 50, ©) 0 O 7! XLt 1 1 -1
X040 xO4a)A” e XO (@ 4a) A it 2 T
AL X (mtan) A, i (@rtan) Ay H,,jz“ +am) O=Ry By X x Ry=Ry_ X Ry X+ B X W0)
0 XS)AS) ce Xfl)(“”2”9)‘Hmzs(“”ﬂ"’) SOOIy x Ly 1 55 [y x SO,
7
Before calculating the complexity of the decoding, we
o) o) . X(lfUAglr*l)

! first introduce some new notations.



Let h") be the number of factors (E* + E)s in A%
well as £ for X; o) . Thus, from (4.8"), we have

1
K= Y 4k 1
L) o (4.10)
h = hy’ +1.
j J
We need to calculate SO = L; x 80, ie.,
3(1”é (z1+a1) s p XORs
5(21)é A;O)S§1)+A50) (1‘1+a1)sg)); (}L;O)+h§0)+1+1)p XORs
sg)é A;O)sil)-%—/lio) (w1+u1)sgo); (h;o)+h(lo)+1+1)p XORs (4 1 1)
sil)é A;O)a( )+A50) (@1+ar) © (/L£0)+/L(10>+1+1)[) XORs.
For example, in calculating A's! +A(0)(m +a )5(0)
ple, g 25 1\ )89 ",
0 0
we need to multiply sp and 3(2) by A; and

Ai(z1 + a1), respectively, which needs (héo) + h§0) +1)p
XORs. Next, adding them needs p XORs. Thus, a total
of (hy Y +h<0) +1+1)p XORs are needed for calculating
Am (0>+AU (1 + a1)sy 0

From (4.11), in this recursive step, there need to be

t
(Z R R 1>p XORs. (4.12)

=2

By the same token, we know that there need to be
(zgﬂmﬁl+@ )“”+m 2j+1)p XORs to cal-
culate SO = ]XS(J 1), Therefore, a total of
S (i B g +(t— )k ”jr 2t —2j+1)p XOR op-
erations are needed to get S®

From (4.3), we have

MW =0 for 1<i<t
KO =0 for 1<i<t.

From (4.9), we have

Y =X for 0<A<tA<Li<t (4.13)
KV =20 por <A<t A< <t '
Thus,
t 3
N . 3 42t
Z(Zhjl)_'_ — Y 1)+2t—2j+1>p= 5P
j=1 \i=j+1

Now, we come to the backward steps. First, we give a
definition.

Definition 4.1. For any given A, where

A= H(% + i),
i=1

let

and

Then, obviously,

{

no o

AT =T @)™

i=1

AT A=Q
A" xQxA=Q.

Since we know that

HY =
x40 X0 (g 4a,
0 x4l
o) o)
let
where
Lin =

j—1 -1
X9V (@jta)AY VT

for2 <:<t.

Let
n-|

Thus, H; x \I!Zt) =

X040 o
o) (UA(U
H2 — . 2 2
0] 0]
Finally, let
L] =
(X (A0 o)
0 (Xgl)) 1* (Agl)) 1
10) 0

i—1

(0)
>A1
)

X,(l])(z1+a1)A§l’>~Ht;
Wy a0 T
X, (wg+az) A, Hm:

(t=1) 4=
X/ Al,

I
o
i @) (X))
Ly x HY i=t,
Lix S 2<i<t—1
L x §® i=t.

@for?gigtand

j=k

,(@itam)

3 (¢ +am)

k#i,j#k or j>k

k=i,j<k

XZ(7—1)AZ(1—1)

X

—1* (Afi—l)>—1

(4.14)

(4.14')



OQ v
SO O
OO0
QO

H1 = LI X HQ = ’
O O O Q
and
s
- " 85
S* = LT X S2 = .
s;
Therefore,

Hy x U0 = Hy x R x R}, x -+ x R} x 0

Pa(lo) s}

Q(zz + al)flaém . S5

. - ‘*

Q¢ + at71)71 Hfj(P(xt + ai)il)ago) 5t
(4.15)

Left multiplying both sides of (4.15) by

I 0] @) @)
O (IQ + al) O 0]
O O (x3+a1)(m3+a2) O ,
o 0 0 o T @+ a)
we will get
o 5
o (22 +a)S;
ol | = | (w3 + a1)(xzs + as) S5
af” [Tio1 (e + @) S5

Thus, the decoding procedure is completed.

It can be easily checked that there need to be O(p? - i?)
XORs to calculate /;; in L}. Thus, O(p*-t*) XORs are
needed to get S; from S, ;. So, the complexity of calculating
S* from §(t), ie., the complexity of the backward steps, is
O(p® - t4).

On the other hand, we already know that the complexity
of the forward steps is O(p - ). Therefore, with the forward
steps and the backward steps combined, calculation of the
syndromes in the decoding process requires a total of O(p® -
t*) XOR operations.

Theorem 4.1. For the extended Rabin-like codes based on CPM
with r packages erased, the decoding cost is O(m? - ) XOR
operations at the most.

In the following, we show how the decoding algorithm
corrects four errors.

For convenience, let us consider the worst case where all
four errors are in ?j for 4<j<n+3, i.e., on the
information disks. Correcting these erasure errors is

equivalent to solving the following set of linear equations
with a Cauchy matrix.

I+E)" (I+E)" (I+EYT (I+E)"
(E+EY" (E+E)" (E+EY' (E+E)"
(B2+EY" (B2+E) (BP+EY' (B2+E)!
(B°+E)" (BP+E)" (B*+EY" (B +E)"
N ?(0)
Ci 0
NEan i
?k ?ém
< (3)
e
(4.16)

The decoding process can be briefly summarized as
follows: Given a received codeword y and the locations of
the lost packets p, pa, ps, s, we first compute the syn-
dromes from (4.1) and then determine the values of the lost
packets ¢, for 1 <i < 4 by solving (4.16).

Let
HO —
(I+EY' (I+E)" (I+EMNY" (T+E)!
(E+EY" (E+E)' (E+EY' (E+E)!
(B2+ENY' (B2+E)™ (EB24+EN (B24+FE) |
(E3 +Ei)*1 (ES + Ej)*l (E3 + Ek)*l (E3 +Es)*1
2, e
0 K (0) 50
3( ) _ ii . and g = ié())
o 7!
Cg ?20)
(4.16")
Thus, (4.16) can be written as
a0 x5~ g (4.16")

After the forward steps, we have

HYW = L, x Ly x Ly x Ly x HY x Ry x Ry x Ry, (4.17.1)

—(3) . . —
UV =R;xRyxR xV¥ | (4.17.2)

and

—(4) —(0)
S =LyxL3xLyxLi xS |

(4.17.3)
where L; for i=1,2,3,4, R; and R} for j=1,2,3 are
defined as in (4.6) and (4.6"). o
During the forward steps, we need to calculate S . To
calculate Ly x §>(1), there need to be nine ((E* + E¥) 5 )-type
operations and two (5 + T)-type operations. From Lem-
mas 2.8 and 2.9 in [15], there need to be (9+2) x p = 1(%)])
—

XOR operations. For the same reason, calculating L; x S ,

—(2) —6)
Lyx S ', and Ly x S = involves 10p, 8p, and p XOR



operations, respectively. Thus, in the forward steps, a total

of 30p XOR operations are needed.
After the backward steps, we have

" " L =0 =B
H xRy xRyxRix¥ =8, (4.18)
where
P O O O
¥ TH o TH g T 0 0 0
Hy=Lix Lyx Lyx Lj x HY = | J g o ol
O 0 0 @
(4.19)

—(®) —(4)
S =L xLyxLiyxL;jx 8§

and L} for i =1,2,3,4 are defined in (4.14) and (4.14"),

namely

P, 5®
A 0
QU +E) "¢, -8
— 1
QE+ EY'P(I + E*)'e, Ets
QUE?+ B 'P(E+ E) ' PI+E) ', | | 7
(4.20)
Both sides are multiplied by
I o 0 o
0 (I+E) 0 o
0O 0  (I+E"(E+EY 0
0 0 o (I+E°)(E+E*)(E*+E*)
Using (2.3), (3.2), (3.2), and (3.13), we have
(8)
?i ?0
Kt (I+E)FY
Cil= . A (4.21)
Cr (I+E")E+E")s,
s (I+ E*)(E+ E*)(E? + E°) ' 5

Remark. As an example, let us consider

P

(I+ E"E + E") x Q(E + EY'P(I + E*) "' ¢}

From (3.2), it is equal to

-
(I+E"E+EYNYE+EYNY'PI+E ')
Using (2.1"), (2.3), (3.2"), and (3.13), it is equal to

-
(I+EYP(I+E" "¢ PC) =T

During the backward steps, from Lemmas 2.8 and 2.9 in
[15], in order to calculate g(g) = L7 x Ly x Lix Lj x §(4), a
total of 65p XOR operations are needed.

With the forward steps and the backward steps
combined, calculation of the syndromes in the decoding
process requires a total of (95 4+ 9n)(m + 1) XOR operations.

Theorem 4.2. For the extended Rabin-like codes with r = 4 based
on CPM, the decoding cost is (95+9n)(m+1) XOR
operations at the most.

Remark. If G is a group of binary 32-dimension vectors, i.e.,
each vector is regarded as a computer word (32 bits),
then each codeword of this extended Rabin code in fact
contains 32 binary codewords. These 32 binary code-
words can be encoded/decoded simultaneously, redu-
cing the cost to W;w

5 CONCLUSIONS

In this paper, we have presented a class of MDS array codes
based on CPM in Cauchy matrix. Although the parity-check
matrix is a high-density parity-check matrix, these codes are
still highly efficient for tolerating multiple package losses in
network-based storage systems, with very fast encoding
and decoding. There need to be at most 2nr(m + 1) XOR
operations for encoding and at most O(m?-r!) XOR
operations for decoding. When 32/64 codewords are
encoded/decoded simultaneously, a 32/64-fold improve-
ment can be achieved in terms of efficiency.

This scheme can increase the performance of network-
based storage systems as well as tolerating multipackage
loss. This goal is achieved with a recovery algorithm
invoked when (n —r) disk data arrive as well as through
avoiding sending/receiving some of the packages when a
data update request arises.

On the other hand, data consistency, which is also an
important issue in network-based storage systems, is not
our main concern and, therefore, is not discussed in this
paper. It still remains an open problem in our scheme.
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