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Abstract

This paperdescribes lightweight Intra-domainManagementProtocol (IDMP) for managingmobility within a domain,commonlyknown as
micro-mobility managementior next generatiorwirelessnetworks. IDMP is modularand simple becausét leveragesexisting protocols,suchas
Mobile IP or SIP(Sessiorinitiated Protocol)asglobalmobility managementpr locatingroamingnodes.Unlike otherproposedntra-domairmobility
managemenschemes|DMP usestwo dynamicallyautoconfiguredare-ofaddresse§CoAs) for routing the paclets destinedto mobile nodes. The
global care-ofaddres{GCoA) is relatively stableandidentifiesthe mobile nodes attachmento the currentdomain,while the local care-ofaddress
(LCoA) changesvery time the mobile changesubnetsandidentifiesthe mobile's attachmento the subnetlevel granularity After describingthe
lightweight baseprotocol, we discusspossibleenhancementto reducethe lateny of intra-domainupdatesduring handofs, which are critical for
real-timeapplicationshoth for wide areacellularnetworks andenterprisewirelessLANs. We alsodiscussnechanismso incorporatepagingsupport
in IDMP andhencereducethe mobility-relatedsignalingload on a mobile node. Detailedimplementatiorandperformanceesultsfrom experiments
onourtestbedarealsopresented.

Keywords: Intra-domainMobility, Mobility Agent,DMA, IDMP, Fasthandof, Paging

I. INTRODUCTION

In recentyears,therehasbeenmuchinterestin developingefficient IP-basedmicro-mobility managemenschemego handle
nodemobility within a domainin next-generatiorwirelessnetworks. Suchschemesreessentiato achieve seamlesgntegration
of cellular networks with existing IP-baseddatanetworks, popularly known asthe Internet. Many cellular network providers
and operatorshave alreadyrealizedthe needfor an IP-basedmobility managemensolutionto supportreal and non-realtime
applicationsn next-generatiometworks. However, Internetprotocolsare currentlyunableto supportthe additionalperformance
guaranteethattheseapplicationsequireatthe userlevel. Basedon a suney of requirementsye canidentify, ata high level, the
following featuresdesiredof ary intra-domainmobility managemenrdolution:

« Supportfor fasthandofs. The mobility managemenarchitectureandprotocolshouldbe ableto seamlesslyedirectpaclets
to themobile’'s new point of attachmentvith minimumlateng. To supportreal-timelP applicationsjncluding Voice-over-1P
(VolP), thelateng typically associatedavith theregistrationprocessnustbe decreasedndbounded.

« Reductionin padet lossduring movement With nev emeging applicationsespeciallyfor cellular networks, that usenon-
reliabletransportprotocols[1] for paclettransportthe packetlossduring handofs shouldbe minimum.

« Supporfor paging: Pagingisimportantin power-consciougnvironmentssinceit enablesamobilenodeto significantlyreduce
its mobility-relatedsignalingtraffic. Next generatiorcellular networks arelikely to seea proliferation of power conscious
miniaturedevicesandappliances Any mobility managemenprotocolfor suchnetworks shouldhave the optionto provide
pagingsupport.
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« Supportfor multi-path distribution techniques: The intra-domainmobility managemenprotocol shouldbe ableto support
multiple traffic paths,typically usedfor providing redundang and greatertransmissiorreliability. This supportmustbe
optionalandconfigurableonly whenthelink andphysicallayertechnologiepermit. At this point, it is notvery clearwhether
suchsupportis necessaryor currentlyemegingwirelessaccessechnologies.

Thecurrentstandardor IP-basednobility managemenpamelyMobile IP [2], wasdesignedorimarily for ervironmentsvhere
themobilenode(MN) wasassumedo have a well-definedhomenetwork andatopologicallycorrectcare-ofaddres§CoA) in the
foreignnetwork. In suchpredominantlystaticervironmentsthe frequeny andvolumeof globalregistrationmessagegenerated
by mobilenodesarenotamajorconcern.Mobile IP ensuresgransparengto TCPconnectiondy preservinghefixedhomeaddress
of the MN andperformingpaclet redirection(usingtunneling)at the network layer. In the absencef a setof viablereal-timeor
delaysensitve applicationsthe lateng involvedin updatingthe remotehomeagent(HA) or correspondenhode(CN) on every
subnetthangeavasalsonotatopic of practicalconcern Moreover, the baseMobile IP assumethattherateof subnetchangedy an
MN is nottoo rapid;the specificationstatethat Mobile IP is intendedfor situationsvherethe MN doesnot changesubnetsnore
thanonceevery second?2].

On the other hand, the signalingoverheadin next-generatiorwirelessnetworks, where every active nodeis likely to exhibit
significantmobility, can becomevery large. In practicalwide-areacellular networks, topology considerationsfrequeny and
addressspacelimitations (in caseof IPv4 for example)may also causean IP subnetto spana fairly limited geographicabrea.
Thus,amobilemaychangesubnetgairly frequently especiallyif thetrendtowardspico-cellulametworksin urbanareasontinues.
Therefore,a separatgrotocolfor supportingintra-domainmobility becomesiecessaryThe intra-domainmobility manajement
protocol(IDMP) proposedn this papeffostersamoremodulametwork architectureandallows staticinternethostso communicate
with mobile nodeswithout any changes.This fits nicely with the requirementdor a variety of applicationsin next generation
cellular networks. Additionally, unlike the corventionallnternet,wherebackward compatibility is not a major concern,cellular
networkshave no‘IP legag/’ issues.

The restof the paperis organizedasfollows. Sectionll briefly discusseshe relatedwork. Sectionlll givesan overviewn of
the baseprotocolIDMP. The next two sectiongSectiondV andV) describeshe enhancement® IDMP to supportfasthandofs
andpaging,which arecritical for next generatiometworks. Prototypeimplementatiorandtest-bedayoutof our protocol(IDMP)
arepresentedn SectionVI. Finally we comparan SectionVII the signalingload of IDMP with that of basicMobile IP. We also
takulatepreliminaryinitial performanceesultsof IDMP. Thefinal sectionconcludeghe paper

Il. RELATED WORK

Recentlyvariousenhancementsave beenproposedo overcomethe shortcomingof baseMobile IP (or MIP), e.g.,MIP-RO
[3], [4], MIPV6 [5], HMIPV6 [6], HAWAII [7], CellularlP [8], Fasthandofs [9], [10], [11].

As pointedout earlier, for cellularenvironmentswith alarge numberof MNs andreal-timeVolP traffic, Mobile IP suffersfrom
several shortcomingsincluding high updatelatengy, large global signalingload andlack of pagingsupport. Theseproblemsare
alsopresenin variousothernon-hierarchicaMIP solutions suchasMIP-RO [3] andMIPv6 [5].

Oneapproacho intra-domainmobility managemeris the route-modificatiorapproachcharacterizedby CellularIP (CIP) [8]
and HAWAII [7]: the MN is assigneda CoA thatis valid throughoutthe domainand host-specifiaoutesare usedto track the
MN’s preciselocationin the domain.The otheroneis the multi-CoA approachanMN is assignednultiple CoAs, eachresolving
the MN’s locationat an intermediatdevel in the hierarchy Among theseschemesMobile IP Regional Registration(MIP-RR)
[4] usesa Gatavay ForeignAgent (GFA) to provide an MN a stableglobal CoA; the GFA actsasa proxy for the HA duringary
subsequenntra-domainmovement.Similarly, HierarchicalMIPv6 (HMIPv6) [6] introducesanagentcalledthe MAP to localize
the intra-domainmobility managementTwo alternatve schemeg10], [11] for providing fasthandof, within the MIP context,
have alsobeenrecentlyproposed Theadwvantagesnddisadwantage®f theseschemesreavailablein [12].

Mobility mechanismbasedn Sessiorinitiation Protocol(SIP)[13], [14] alsoprovide analternative application-layemobility
managemertechniquegspeciallyfor real-timemultimediaapplicationsn generalthe SIP-basedolutionis analogouso MIPVv6,
with the MN sendingeachactive correspondemode(CN) a Re-INVITE (askingit to rejoin atthe new CoA) andthe appropriate
SIP Seneranenv REGISTER(updatingthe bindingbetweerthe SIP UserlD andthe currentCoA). VolIP traffic benefitsfrom such
a mechanismasit allows a CN to sendtraffic directly to the MN’s co-locatedCoA (without tunneling),and asit permitsthe
applicationto controlthe characteristicef anongoingsessiorasthe MN changesubnets.

Therecentlyproposedielecommunicatiofenhancedviobile IP (TeleMIP)[15] is ascalableandhierarchicalP-basedarchitec-
ture that provideslower handof lateng andsignalingoverheadcomparedo Mobile IP. However, like HAWAII andCellularIP,
TeleMIPusesMobile IP asthe globalmobility managemerprotocol.



I11. IDMP OVERVIEW

The Intra Domain Mobility Managemen®rotocol (IDMP) proposedin this paperis an extensionto the baseintra-domain
protocolusedin TeleMIR An Internetdraft on IDMP [16] hasbeenrecentlyproposedor supportingseveral additionalmobility
featuressuchasminimally interruptechandof andpaging,within the mobility domainfor highly mobileusers.This separatiorof
intra-domairmobility from inter-domainmobility is intendedo allow acommonbaseprotocolto coexist with multiple alternatves
for global mobility managemenincluding Mobile IP and SIPR An architecturecalled Dynamic Mobility Agent(DMA) [17] has
alsobeenrecentlyproposedvhich used DMP asthe basemobility managementrotocolto provide a scalableandrobustmobility
managemerframenork.

This sectiondescribeghe baseprotocol. Its enhancemertb supportfasthandofs andpagingwill be presentedn subsequent
sections Packet formatsandotherdetailedspecificationsarepresentedn [16].

A. BaseProtocol

IDMP offersintra-domainmobility by usingmulti-CoAs. However, unlike HAWAII, MIP-RR or HMIPV6, our protocolIDMP is
designedhsa stand-aloneolutionfor intra-domainmobility anddoesnot assumehe useof MIP for globalmobility management.
Figurel depictsthefunctionallayoutof IDMP. The Mobility Agent(MA) is similarto aMIP-RR GFA andactsasa domain-wide
point for paclet redirection. A SubnetAgent (SA) (similar to a MIP FA in CoA modeand DHCP/DRCP[19], [20] senerin
co-locatedCoA mode)providessubnet-specifimobility servicesUnderIDMP, anMN obtainstwo concurrentCoAs:

« LocalCare-of Address(LCoA): Thisidentifiesthe MN’ sattachmento thesubnetUnlike MIP’s CoA, theLCoA in IDMP only
haslocal (domain-wide)scope.By updatingits MA of ary changesn the LCoA, the MN ensureghat pacletsarecorrectly
forwardedwithin thedomain.

« Global Care-of Address(GCoA): This addressesolesthe MN’s currentlocationonly up to a domain-level granularityand
henceremainsunchangedaslong asthe MN stayswithin a singledomain.By issuingglobalbindingupdateghatcontainthis
GCoA,the MN ensureshatpaclketsareroutedcorrectlyto its presentdomain.

UnderIDMP, pacletsfrom aremoteCN areforwarded(with or withouttunneling)to the GCoA andareinterceptedy the MA.
As showvn in Figurel, the MA thentunnelsthesepacletsto the MN's currentLCoA. Sinceglobal binding updatesaregenerated
only whenthe MN changeslomainsandobtainsa new GCoA, this approactdrasticallyreduceghe globalsignalingload. Further
detailsof IDMP, andits usewith MIP, areavailablein [15], [16].

Subnet A M‘B ‘," Subnet C Subnet D

Figurel: IDMP Logical Elements& Architecture

A.1 BasicPacket RedirectionandMobility Support

Whenthe MN first movesinto a domain,it obtainsa local care-ofaddresgthis LCoA is SA2’s addressn Figure1) by per
forming a subnet-specificegistrationusingIDMP. As requestedby IDMP, the servingSA (S 4 in this case)dynamicallyassigns
the MN a Mobility Agent(MA) duringthis subnet-specificegistrationprocess.The MN thenperformsanintra-domainlocation
updateby communicatingts currentLCoA to thedesignatedA. The MA includeseitherits addressr a separat€sCoA in the
intra-domainlocationupdatereply. Subsequentlythe mobile nodeis responsibldor generatinga global locationupdate(regis-
tration) to the necessaryemotenodes(e.g.,HA if Mobile IP is usedfor global mobility managementr Registrar (LR) if SIPis



used)thisis howeverindependenof the IDMP specificationsThe IDMP call flow whenthe MN first movesinto anew domainis
illustratedin Figure2.

MN SA MA

Router Advertisemem

Subnet Reg_Request

Subnet Rea_Reply

Intra-Domain Locatjon Update

lntra«Doma'm Locatio%

Global Update (beypnd IDMP)

Figure2: IDMP Messagéd-low duringtheInitial Intra-DomainLocationUpdate

After theinitial intra-domainregistrationprocess)DMP now allows the MN to retainits globalcare-ofaddressaslong it stays
within the samedomain. Whenerer MN changesubnetswithin this domain,it performsa new subnet-specificegistrationwith
the new SA. Sincethe MN indicatesthat it hasan existing valid registration,the SA doesnot allocateit a new MA addressn
this case. The MN thenperformsa new intra-domainlocation updateandinformsits MA of its new local care-ofaddress.No
globalmessagearegeneratedh this case sincetheglobalcare-ofaddressemainsunchangedAs with otherhierarchicalmobility
managemergchemesthelocalizationof intra-domairmobility significantlyreducegshelateng of handofs acrosssubnetswithin
thesamedomainandalsodramaticallydecreasethe frequeng of globalsignalingtraffic. Figure 3 describeshe IDMP call flow
duringsubsequenhtra-domainmovement.

MN SA MA

Router Advertisement

Subnet Reg_Requesr

Subnet Rea_Reply

W'on Update

lntra—Domain Locatig W

Figure3: IDMP Call Flow during Subsequenitra-DomainMovement

IV. FAST HANDOFF SCHEME IN IDMP

In thebasicmodeof IDMP, the handof delay(or the serviceinterruptiontime) equalsthe time takenfrom a disconnectioruntil
the MA becomeswareof the MN’s new point of attachmen{LCoA) andbeginsredirectingpacletscorrectlyagain.In a cellular
network architecturavherelP-basedasestation(IPBS)is used this delayessentiallyconsistof threecomponents:



« Radio-hannelEstablishmenbDelay (A;): The MN mustestablisha new radio-channeht the new BS. This is a link-layer
specificfunction,andcouldinvolve evenoperationsuchasslot-specificatiorin TDMA or codesynchronizationin CDMA.

« |IP SubnetConfiguation Delay (A5): An MN mustuselP-layerconfigurationprotocolsto obtainthe new LCoA. If IDMP’s
SA modeis usedthenthe MN mustobtainan‘AgentAdvertisementthroughrouterdiscovery or someotherbeacorandthen
requestanew LCoA. Thesubnetagent(SA) will thenrespondwith anacknavledgementnessagelf the co-locatednodeis
used the MN mustexchangeDHCP configuratiormessagewith the DHCP sener beforeobtaininga valid CoA.

« Intra-domainUpdateDelay(A3): The MN mustfinally inform the MA of this new LCOA via anintra-domainocationupdate
messageThe MA will redirectpacletsto the MN’s new LCoA only afterreceving this message.

The parameter\,, althoughlink-layer specific,canbe expectedto be quite low. For example,in CDMA-basedsoft handofs,
A, is effectively 0, sincein sucha network, communicatiorwith the old BS is not discontinueduntil the connectiorwith the new
BSis firmly establishegcommonlyknown assofthandof). Evenunderthe hardhandof scenariono disruptionto theradio-level
connectvity shouldoccurin a well-designedsystem:the variouselementsshouldcoordinateto ensurea synchronizedswitchto
thenew pointof attachmentIDMP’s fasthandof mechanisnis designedo eliminatethe A; componentn the handof delay To
make IDMP’s operationindependenbf currentor future link-layer techniquesye do not provide IP-level connectvity until the
MN hasperformeda subnet-leel configurationatthe new BS.IDMP’s fasthandof processthus,doesnoteliminateA,, thedelay
incurredin the subnet-lgel configurationprocess.

A. TheFastHandof Procedue

IDMP’s fasthandof proceduréas basedntheassumptionthata layer2 triggerwill beavailable(eitherto the MN or to theold
BS)indicatinganimminentchangen connectvity. We explain thefasthandof mechanisnwith thehelpof Figure4, which shovs
anMN moving from S A, to S A;. To minimizethe serviceinterruptionduringthe handof process|DMP requireseitherthe MN
or theold SA (S A,) to generatea Movementimminennessagéo the MA servingthe MN. Uponreceptionof this messagethe
MA multicastsall inboundpacletsto the entiresetof neighboringSAs (S A3 and.S 4, in this case).Eachof thesecandidateSAs
buffers sucharriving pacletsin individual MN buffers, thusminimizing the lossof in-flight paclketsduringthe handof transient.
Whenthe MN subsequentlyperformsa subnet-leel configuration(usingIDMP messagesyith SAs, the latter canimmediately
forwardall suchbufferedpacletsoverthewirelessinterface withoutwaitingfor the MA to receive the correspondingntra-domain
location update. Several featuresof this proposalmale it attractive for future IP-basedhetworks, suchas, (i) unlike otherfast
handof proposals)JDMP’s Movementimminennessageloesnot specifythe IP addresf the target (new) BS in this message;
(ii) IDMP utilizesa network-contolled (network or mobile-initiated)handof techniquefiii) IDMPs’ fasthandof schemealoesnot
eliminateA, from theserviceinterruptiontime; it merelydelaysthetransmissiorof packetsarriving duringthisinstant.Detailsof

this proposalaredescribedn [17].
e

Router

%

MA
Subnet A Subnet B | Subnet C Subnet D

s s [sa [y

I U L o
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Figure4: IDMP FastHandof

V. PAGING SUPPORT IN IDMP

While IDMP’suseof multicastingfor fasthandofs minimizesthelossof in-flight packetsduringanintra-domairhandof, it does
not reducethe frequeng of intra-domainlocationupdates.In the absencef pagingsupport,an MN mustobtaina local care-of



addressindre-rggisterwith its MA everytimeit changedts currentsubnet.This canleadto significantpowerwastageespeciallyin
future 4G networkswherea singledevice may maintainmultiple simultaneousindingswith multiple radiotechnologiesIDMP’s
IP-layerpagingsolutionprovidesa flexible andradio-technologyndependensolutionto thisimportantproblem.

et mane )

Router

MA
Subnet A Subnet B Subnet C

Subnet D

Figure5: IDMP PagingMechanism

A. Paging Opemationfor Idle Hosts

To motivateDMP’s pagingsolution,we referto the ‘multicasting’ schemedescribedor fasthandof supportin thelastsection.
In fasthandof, theMA essentiallysendanultiple copiesof thesamedatato multiple SAs/subnetoutersthatarejudgedto bein the
vicinity of the MN’s currentpoint of attachmentSincelimited broadcasbf solicitationsis really the centralfeatureof paging,the
ideaof multicastgroupscanbe extendedto provide pagingsupportaswell. IDMP’s pagingoperationassumeshat SAs (subnets
or IPBSs)aregroupedinto Paging Areas(PAs) identified by someuniqueidentifiers. An MN in passve/idle modeis thenable
to detectchangesn its currentPA by listeningto theseuniqueidentifiersin the subnet-lgel adwertisementge.g., SubnetAgent
Advertisements)ln fact,suchlP-layeradwertisementsnay optionallybe combinedwith link-layer beacons.

IDMP’s pagingschemas illustratedin Figure5. In this modelof operationsubnets3, C andD belongto the samePA,, while
subnetA is partof a differentPA, PA;. We assumdhatthe MN switchesto idle statein subnetB. Then,aslong asit movesto C
or D, it detectchangesn its subnebf attachmenbut no changen its currentPA. Consequentlynotonly doesthe MN notupdate
its MA aboutits currentLCoA, but alsodoesnot botherto obtaina new LCoA. However, whenit movesto subnetA andrealizes
thatit haschangedo a new PA, the MN obtainsa nev LCoA at SA; andsendsa locationupdateto the MA, indicatingthe new
pagingarea.

WhentheMA recevespacletsfor anMN whichis currentlyregistered but doesnothave avalid LCoA assignedit multicastsa
PageSolicitatiorpacketto all thesubnetsssociatedith theMN’ scurrentPA (i.e.,to S A2, S A3 andS A4) andbufferstheincoming
paclets.WhentheMN re-registerswith theMA, thebufferedpacletsareforwardedo theMN. We assumehattemporarybuffering
is acceptablastheintra-domairlocationupdateprocesss assumedo have reasonablyow lateng (~ 2 x A, whereA is thedelay
betweerthe MN andits MA). For VoIP, the call setupdelaysaretypically around2.5 sec[21]; accordinglythe paginglateng is
expectedto fall within thetargetedbounds.A comparisorwith alternative IP pagingschemess discussedhn [16].

VI. IMPLEMENTATION OF IDMP

This sectiondescribesour basicprototypeimplementationof IDMP. Before describingthe IDMP paclet formatswe briefly
discussheresomefunctionalenhancement® our baseimplementation.

TheMobility Agent(MA) handledocal registrationrequest$rom MNs thatarecurrentlyin its domain,andprovidestemporary
bindingsto theMNs aslong asthey remainin thedomain.As farasthehandlingof suchregistration(or locationupdateyequestss
concernedthereis little functionaldifferencebetweerHA andMA. UnliketheHA, whichhasapermanenlist of mobility bindings
for eachMN associateavith its homenetwork, the MA maintainsadynamiclist of mobility bindingsfor currentlyregisteredvINs.
ThemajorfunctionaldifferencebetweerHA andMA is in termsof paclet forwardingto the MN. Whenthe MN is away from the
homenetwork, the HA is responsibldor collectingall the pacletsdirectedat the MN’'s permanentP addressandtunnelingthe



pacletsto the global care-ofaddresgwhichis alsothe IP addres®f the MA interface).Thetaskof the MA is simpler;it receves
the padéetsautomaticallyandafterdecapsulatinghe paclets,redirectstheinnerIP pacletto the MN’s local care-ofaddress.

In fact,the HA is potentiallyunavareof the useof IDMP andthe presencef the MA. As in corventionalMobile IP, it simply
hasto interceptall pacletsintendedor the MN from the homenetwork, encapsulatthemandforwardthemto the care-ofaddress
specifiedin the MN-HA registrationmessageThe registrationrequestandreply messagéormatsfor global registrationsare,in
fact,identicalto Mobile IP with asingleexception:thereseredbit in flagsfield in [18] is now usedto indicatewhetherthe MN is
operatingn a DMA-basednetwork.

For simplicity, our implementatiorof IDMP wasbasedon enhancemenets the StanfordUniversity MosquitoNet[18] Linux
Mobile IP code.Implementatiordetailsareavailablein [22].

A. IDMP Packet Formats

Mobile nodesin our architectureuse IDMP message$o registertheir local care-ofaddresswith the designatedviA. While
IDMP paclet formatsandlocationupdatemessagearebasedon Mobile IP, they have beenmodifiedto supportadditionalintra-
domainmobility featuresFiguresé and7 shav theIDMP pacletformatsfor intra-domairregistrationrequestandreply messages
respectiely. Our currentimplementatiorsupportsonly the co-locatednodefor local addressingAn MN thususesDHCP[19] or
DRCP[20] to obtainalocal care-ofaddresssubnet-leel registrationg betweerthe MN andanSA) areconsequentiyotdescribed
in this paper For additionaldetailson the individual messagédields, referto [16]. Sincesupportfor pagingandfasthandof is not
supportedn our currentimplementationthe correspondindlags(P andO bits) aresetto 0.

0 1 2 345 6 7 8 9 1011121314 15
Type [S[Dl«[G[1[O]P[N
Lifetime

Permanent Unique ID

Local Care-of Address (LCOA)

Global Care-of Address (GCOA)

Remote Agent Address

Timestamp-based ID

Options

Figure6: IDMP Intra-domainLocationUpdatePacket Format

For the easeof implementationye useMobile IP asthe globalmobility managemerrotocol. ThepermanenhomelP address
is assumedo be the uniqueidentifierfor the MN. The MN usesthe IP addresf its HA in theremoteagentaddresdield in its
locationupdatemessagel.ik e [18], we have providedtimestamp-basexkplayprotectionin thelocationupdateprocessyith two
distincttimestampdor thelocal (MN-MA) andglobal(MN-HA) registrations.Similarly, the securityassociatiorbetweerthe HA
andthe MN is distinctfrom the securityassociatiorbetweerthe MN andMA; currentlythe only authenticatioomethodsupported
beingkeyed-MD5.
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Figure7: IDMP intra-domainRegistrationReply Packet Format
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B. TestBedSetup

Figure 8 shavs our experimentalnetwork test-bedusedfor evaluatingDMP. We consideredh single MN sened by its HA
(Durga=192.4.20.4) in its homenetwork (10.10.5.0) with homelP addressl0.10.5.10. The homeinterfaceaddressf Durga
is 10.10.5.1.Two MAs, viz., M A; (Lakshmi=192.4.20.43and M A, (Sarasvati=192.4.20.45are connectedo routersserving
subnetd0.10.1.0and10.10.2.0respectiely. We assumehatour mobility domaincomprise$othsubnets0.10.1.0and10.10.2.0.
Accordingly, both LakshmiandSaraswati cansene asmobility agentsor our MN aslong asit stayswithin this domain.

AstheMN entersinto thesubnetl0.10.1.0jt recevesalocally scopecdco-locatecaddres4.0.10.1.6andthe P addres®f M A,
(192.4.20.43Rsits global care-ofaddress.The MN accordinglyfirst informs M A, of its local care-ofaddres10.10.1.6)and
subsequentlyegisterswith the HA using192.4.20.43sits care-ofaddress Afterwards,the MN roamsinto the subnet10.10.2.0
andgetsa new local care-ofaddressl0.10.2.6. Since M 4; is still its MA, the MN simply performsan intra-domainlocation
updatejnforming M A; of its new local care-ofaddress.

To testthe caseof inter-domain(global) mobility, we subsequentlgonfiguredthe DRCPsenerto provide anev MA address,
sayM A, (Saraswti=192.4.20.45)0 the MN. In thiscasetheMN performshoththeintra-domairandinter-domainregistrations.

VIl. ANALYSIS OF SIGNALING OVERHEAD

In this section,we comparethe signalingoverheadassociateavith DMA architecturewith thatof baseMobile IP. We usethe
following parametero expressthe signalingoverheadf both DMA andMobile IP:

« L, = 46: Sizeof globalregistrationpaclet (in bytes).
« L; = 50: Sizeof local registrationpaclet (in bytes).
(Notethat L, < L;, sincetheglobalregistrationrequestloesnot containthelocal care-ofaddresdield.)
« T,: Averagedurationfor which MN remainsin asubnet(secs/subnet).
« Ty: Averagedurationfor which MN remainsin adomain(secs/domain).
« N: Averagenumberof subnetsn adomain.
e N4 = 2: Averagenumberof hopsfrom MN to MA whenthe MN is in foreignnetwork.
e« Ny = 5: Averagenumberof hopsfrom MN to HA whenthe MN is in foreignnetwork.
(2 and>5 arearbitrarynumbers)

Clearly, Ty andT,; dependnthenetwork topologyandthemobility patternof the MN. For the sale of simplicity, in ouranalysis
weassumdy = N *T;. Tablel displaystheexpressiongor signalingoverheadn basicMobile IP andDMA architecturen terms
of theparametertistedabove. In eachexpressionthefactorof 2 is dueto thefactthateachregistrationattemptinvolvesexchange
of aregistrationrequestanda correspondingeply message.



TABLE |
EXPRESSIONSFOR SIGNALING OVERHEAD

Architecture SignalingOverhead
(bytes/sec)
Local | Global Total
perhop | perhop in Network
Mobile IP 0 2L, /T, ?NpaL,/T,
MA 2Ll/Ts 2Lg/Td 2NHAL9/Td+ 2NMAL1/TS
500 T T T T T
—*- Local overhead in DMA; N = 3,10,30 subnets/domain
450 - —o0- Overhead in Mobile IP; N = 3,10,30 subnets/domain 4
—+- Global overhead in DMA; N = 3 subnets/domain
400 -.— Global overhead in DMA; N = 10 subnets/domain 4

-x— Global overhead in DMA; N = 30 subnets/domain
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B
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Figure9: GlobalandLocal SignalingOverheadn DMA
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Figure10: Total Network SignalingOverhead

The global andlocal signalingoverheadper hopin DMA architectureagainstT for differentvaluesof N (3, 10, and30) are
plottedin Figure9. Thesenumbersare chosenarbitrarily in orderto reflectthe increaseof numberof subnetgerdomain. As
expected,global signalingoverheadin DMA architectures significantly lessthanthe correspondindocal overhead. Also the
signalingoverheadyoesdown asthe MN stayslongerin a subnet(anddomain).As the numberof subnetsn adomainincreases,
the global signalingoverheadreducesvhereaghe local signalingoverheademainsunchangedIn otherwords,global signaling
overheadn basicMobile IP andlocal overheadn DMA doesnotdependon N.

Sinceglobalsignalingmessagesavel over alargernumberof hops(andhenceconsumea largerportionof network resources),
wewouldalsoliketo compareDMA andMaobile IP in termsof thetotal network capacity(aggreyatedoverall hops)used asshaovn
in Figure10. Fromtheseplotsit is clearthat DMA resultsin a significantreductionin the network signalingoverheadgspecially
whenmobileschangesubnetsnorefrequentlyandwhena largernumberof subnetdorm a singledomain.As Ny 4 increasesthe
reductionin signalingoverheadn DMA becomesnoresignificant.For example,if we useDMA in a 30 subnets/domainetwork



insteadof 3 subnets/domainetwork, the percentageainin termsof signalingoverheadwill be approximatelyl4 keepingthe
subnetmobility rateconstant.

VIII. CONCLUSION

In this paperwe discussedhe designof a lightweightandmodularintra-domaimrmobility managemerprotocolanda prototype
implementationAlong with thebaseprotocoldesignwe presentedwo importantenhancement®r fasthandofs andpaging,that
arenecessaryor supportingdelaysensitve applicationsandpower constrainedlevicesrespectiely.

The implementatiorof the protocolelementsare basedon modificationsto StanfordUniversity’s MosquitoNetProjectLinux
code.We demonstratethe basicoperationof IDMP in ourtest-bedandpresentegbreliminaryexperimentakresults.We alsoused
standargacletformatsto quantitatvely compareDMA’s signalingoverheadvith thatof Mobile IP. However, we realizetheneed
for amorecomprehensie comparisorof IDMP with otherexisting protocolsgspeciallyfrom the standpoinbf handof lateng for
real-timetraffic, suchasvoiceandvideo. We expectto shortlyincorporatdasthandofs andpagingfeaturesn ourimplementation
andstudytheir performancen our test-bedn greaterdetail.

At this moment,IDMP borrows the ideasof replayprotectionandsecurityassociationgrom Mobile IP. Althoughit currently
appearghat IDMP hasthe samesecurity considerationgs Mobile IP, we needto investigatethe securityaspectdurther. For
example,Mobility Agentsmay needadditionalauthenticatiorand authorizationfunctionswhena Mobile Nodefirst registersin
a domain. Moreover, the securityarchitecturewill requirethe distribution of transientsessiorkeys (sharedsecretbetweenthe
domainandthe MN) by the MA to therelevant SAs. With thesesessiorkeys, SAs canacceptew registrationswithout needing
to verify with the MA. Sincesuchfunctionsarenot partof the baseprotocol,we mayneedto enhancehe IDMP messagéormats
with additionalfieldsin thefuture.
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