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Abstract

This paperdescribesa lightweight Intra-domainManagementProtocol (IDMP) for managingmobility within a domain,commonlyknown as
micro-mobility management,for next generationwirelessnetworks. IDMP is modularandsimplebecauseit leveragesexisting protocols,suchas
Mobile IP or SIP(SessionInitiatedProtocol)asglobalmobility management,for locatingroamingnodes.Unlikeotherproposedintra-domainmobility
managementschemes,IDMP usestwo dynamicallyautoconfiguredcare-ofaddresses(CoAs) for routing the packetsdestinedto mobile nodes.The
globalcare-ofaddress(GCoA) is relatively stableandidentifiesthemobile node’s attachmentto thecurrentdomain,while the local care-ofaddress
(LCoA) changesevery time the mobile changessubnetsandidentifiesthe mobile’s attachmentto the subnetlevel granularity. After describingthe
lightweight baseprotocol,we discusspossibleenhancementsto reducethe latency of intra-domainupdatesduring handoffs, which arecritical for
real-timeapplicationsbothfor wide areacellularnetworksandenterprisewirelessLANs. We alsodiscussmechanismsto incorporatepagingsupport
in IDMP andhencereducethemobility-relatedsignalingloadon a mobilenode.Detailedimplementationandperformanceresultsfrom experiments
onour testbedarealsopresented.

Keywords: Intra-domainMobility, Mobility Agent,DMA, IDMP, Fasthandoff, Paging

I . INTRODUCTION

In recentyears,therehasbeenmuchinterestin developingefficient IP-basedmicro-mobility managementschemesto handle
nodemobility within a domainin next-generationwirelessnetworks. Suchschemesareessentialto achieve seamlessintegration
of cellular networks with existing IP-baseddatanetworks, popularly known as the Internet. Many cellular network providers
and operatorshave alreadyrealizedthe needfor an IP-basedmobility managementsolution to supportreal and non-realtime
applicationsin next-generationnetworks. However, Internetprotocolsarecurrentlyunableto supporttheadditionalperformance
guaranteesthattheseapplicationsrequireat theuserlevel. Basedon a survey of requirements,we canidentify, at a high level, the
following featuresdesiredof any intra-domainmobility managementsolution:

� Supportfor fasthandoffs: Themobility managementarchitectureandprotocolshouldbeableto seamlesslyredirectpackets
to themobile’snew point of attachmentwith minimumlatency. To supportreal-timeIP applications,includingVoice-over-IP
(VoIP), thelatency typically associatedwith theregistrationprocessmustbedecreasedandbounded.� Reductionin packet lossduring movement: With new emerging applicationsespeciallyfor cellular networks, that usenon-
reliabletransportprotocols[1] for packet transport,thepacket lossduringhandoffs shouldbeminimum.� Supportfor paging: Pagingis importantin power-consciousenvironmentssinceit enablesamobilenodeto significantlyreduce
its mobility-relatedsignalingtraffic. Next generationcellular networks arelikely to seea proliferationof power conscious
miniaturedevicesandappliances.Any mobility managementprotocolfor suchnetworksshouldhave theoption to provide
pagingsupport.
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� Supportfor multi-pathdistribution techniques:The intra-domainmobility managementprotocolshouldbe ableto support
multiple traffic paths,typically usedfor providing redundancy and greatertransmissionreliability. This supportmust be
optionalandconfigurableonly whenthelink andphysicallayertechnologiespermit.At thispoint, it is notveryclearwhether
suchsupportis necessaryfor currentlyemergingwirelessaccesstechnologies.

Thecurrentstandardfor IP-basedmobility management,namelyMobile IP [2], wasdesignedprimarily for environmentswhere
themobilenode(MN) wasassumedto havea well-definedhomenetwork anda topologicallycorrectcare-ofaddress(CoA) in the
foreignnetwork. In suchpredominantlystaticenvironments,thefrequency andvolumeof globalregistrationmessagesgenerated
by mobilenodesarenotamajorconcern.Mobile IP ensurestransparency to TCPconnectionsby preservingthefixedhomeaddress
of theMN andperformingpacket redirection(usingtunneling)at thenetwork layer. In theabsenceof a setof viablereal-timeor
delaysensitive applications,the latency involvedin updatingthe remotehomeagent(HA) or correspondentnode(CN) on every
subnetchangewasalsonota topicof practicalconcern.Moreover, thebaseMobile IP assumesthattherateof subnetchangeby an
MN is not too rapid; thespecificationsstatethatMobile IP is intendedfor situationswheretheMN doesnot changesubnetsmore
thanonceeverysecond[2].

On the otherhand,the signalingoverheadin next-generationwirelessnetworks, whereevery active nodeis likely to exhibit
significantmobility, can becomevery large. In practicalwide-areacellular networks, topology considerations,frequency and
addressspacelimitations (in caseof IPv4 for example)may alsocausean IP subnetto spana fairly limited geographicalarea.
Thus,amobilemaychangesubnetsfairly frequently, especiallyif thetrendtowardspico-cellularnetworksin urbanareascontinues.
Therefore,a separateprotocolfor supportingintra-domainmobility becomesnecessary. The intra-domainmobility management
protocol(IDMP) proposedin thispaperfostersamoremodularnetwork architectureandallowsstaticInternethoststo communicate
with mobile nodeswithout any changes.This fits nicely with the requirementsfor a variety of applicationsin next generation
cellular networks. Additionally, unlike the conventionalInternet,wherebackwardcompatibility is not a major concern,cellular
networkshaveno ‘IP legacy’ issues.

The restof the paperis organizedasfollows. SectionII briefly discussesthe relatedwork. SectionIII givesan overview of
thebaseprotocolIDMP. Thenext two sections(SectionsIV andV) describestheenhancementsto IDMP to supportfasthandoffs
andpaging,whicharecritical for next generationnetworks.Prototypeimplementationandtest-bedlayoutof ourprotocol(IDMP)
arepresentedin SectionVI. Finally we comparein SectionVII thesignalingloadof IDMP with thatof basicMobile IP. We also
tabulatepreliminaryinitial performanceresultsof IDMP. Thefinal sectionconcludesthepaper.

I I . RELATED WORK

Recentlyvariousenhancementshave beenproposedto overcomethe shortcomingsof baseMobile IP (or MIP), e.g.,MIP-RO
[3], [4], MIPv6 [5], HMIPv6 [6], HAWAII [7], CellularIP [8], Fasthandoffs [9], [10], [11].

As pointedout earlier, for cellularenvironmentswith a largenumberof MNs andreal-timeVoIP traffic, Mobile IP suffersfrom
severalshortcomings,includinghigh updatelatency, largeglobalsignalingloadandlack of pagingsupport.Theseproblemsare
alsopresentin variousothernon-hierarchicalMIP solutions,suchasMIP-RO [3] andMIPv6 [5].

Oneapproachto intra-domainmobility managementis theroute-modificationapproach,characterizedby Cellular IP (CIP) [8]
andHAWAII [7]: the MN is assigneda CoA that is valid throughoutthe domainandhost-specificroutesareusedto track the
MN’spreciselocationin thedomain.Theotheroneis themulti-CoA approach:anMN is assignedmultiple CoAs,eachresolving
the MN’s locationat an intermediatelevel in the hierarchy. Among theseschemes,Mobile IP Regional Registration(MIP-RR)
[4] usesa Gateway ForeignAgent(GFA) to provide anMN a stableglobalCoA; theGFA actsasa proxy for theHA duringany
subsequentintra-domainmovement.Similarly, HierarchicalMIPv6 (HMIPv6) [6] introducesanagentcalledtheMAP to localize
the intra-domainmobility management.Two alternative schemes[10], [11] for providing fasthandoff, within the MIP context,
havealsobeenrecentlyproposed.Theadvantagesanddisadvantagesof theseschemesareavailablein [12].

Mobility mechanismsbasedonSessionInitiation Protocol(SIP)[13], [14] alsoprovideanalternativeapplication-layermobility
managementtechnique,especiallyfor real-timemultimediaapplications.In general,theSIP-basedsolutionis analogousto MIPv6,
with theMN sendingeachactive correspondentnode(CN) a Re-INVITE (askingit to rejoin at thenew CoA) andtheappropriate
SIPServera new REGISTER(updatingthebindingbetweentheSIPUserIDandthecurrentCoA). VoIP traffic benefitsfrom such
a mechanism,as it allows a CN to sendtraffic directly to the MN’s co-locatedCoA (without tunneling),andas it permitsthe
applicationto controlthecharacteristicsof anongoingsessionastheMN changessubnets.

TherecentlyproposedTelecommunicationEnhancedMobile IP (TeleMIP)[15] is ascalableandhierarchicalIP-basedarchitec-
ture thatprovideslower handoff latency andsignalingoverheadcomparedto Mobile IP. However, like HAWAII andCellular IP,
TeleMIPusesMobile IP astheglobalmobility managementprotocol.



I I I . IDMP OVERVIEW

The Intra Domain Mobility ManagementProtocol (IDMP) proposedin this paperis an extensionto the baseintra-domain
protocolusedin TeleMIP. An Internetdraft on IDMP [16] hasbeenrecentlyproposedfor supportingseveraladditionalmobility
features,suchasminimally interruptedhandoff andpaging,within themobility domainfor highly mobileusers.Thisseparationof
intra-domainmobility from inter-domainmobility is intendedto allow acommonbaseprotocolto coexist with multiplealternatives
for globalmobility management,includingMobile IP andSIP. An architecturecalledDynamicMobility Agent (DMA) [17] has
alsobeenrecentlyproposedwhichusesIDMP asthebasemobility managementprotocolto provideascalableandrobustmobility
managementframework.

This sectiondescribesthebaseprotocol. Its enhancementto supportfasthandoffs andpagingwill bepresentedin subsequent
sections.Packet formatsandotherdetailedspecificationsarepresentedin [16].

A. BaseProtocol

IDMP offersintra-domainmobility by usingmulti-CoAs.However, unlikeHAWAII, MIP-RRor HMIPv6, ourprotocolIDMP is
designedasastand-alonesolutionfor intra-domainmobility anddoesnotassumetheuseof MIP for globalmobility management.
Figure1 depictsthefunctionallayoutof IDMP. TheMobility Agent(MA) is similar to aMIP-RR GFA andactsasa domain-wide
point for packet redirection. A SubnetAgent (SA) (similar to a MIP FA in CoA modeandDHCP/DRCP[19], [20] server in
co-locatedCoA mode)providessubnet-specificmobility services.UnderIDMP, anMN obtainstwo concurrentCoAs:
� LocalCare-ofAddress(LCoA):ThisidentifiestheMN’sattachmentto thesubnet.UnlikeMIP’sCoA, theLCoA in IDMP only

haslocal (domain-wide)scope.By updatingits MA of any changesin theLCoA, theMN ensuresthatpacketsarecorrectly
forwardedwithin thedomain.� Global Care-ofAddress(GCoA):This addressresolvestheMN’s currentlocationonly up to a domain-level granularityand
henceremainsunchangedaslongastheMN stayswithin asingledomain.By issuingglobalbindingupdatesthatcontainthis
GCoA,theMN ensuresthatpacketsareroutedcorrectlyto its presentdomain.

UnderIDMP, packetsfrom aremoteCN areforwarded(with or without tunneling)to theGCoAandareinterceptedby theMA.
As shown in Figure1, theMA thentunnelsthesepacketsto theMN’s currentLCoA. Sinceglobalbindingupdatesaregenerated
only whentheMN changesdomainsandobtainsanew GCoA,this approachdrasticallyreducestheglobalsignalingload.Further
detailsof IDMP, andits usewith MIP, areavailablein [15], [16].

3 4

MN

Subnet A Subnet B Subnet C Subnet D

CN HAInternet

21

MA

SA SA SA SA

(GCoA)

(LCoA)

Figure1: IDMP Logical Elements& Architecture

A.1 BasicPacketRedirectionandMobility Support

Whenthe MN first movesinto a domain,it obtainsa local care-ofaddress(this LCoA is ����� ’s addressin Figure1) by per-
forming a subnet-specificregistrationusingIDMP. As requestedby IDMP, theservingSA ( ��� � in this case)dynamicallyassigns
theMN a Mobility Agent(MA) duringthis subnet-specificregistrationprocess.TheMN thenperformsanintra-domainlocation
updateby communicatingits currentLCoA to thedesignatedMA. TheMA includeseitherits addressor a separateGCoA in the
intra-domainlocationupdatereply. Subsequently, the mobile nodeis responsiblefor generatinga global locationupdate(regis-
tration) to thenecessaryremotenodes(e.g.,HA if Mobile IP is usedfor globalmobility managementor Registrar(LR) if SIP is



used);this is howeverindependentof theIDMP specifications.TheIDMP call flow whentheMN first movesinto anew domainis
illustratedin Figure2.

Subnet Reg_Request

Subnet Req_Reply

Router Advertisement

Intra-Domain Location Update

Intra-Domain Location Reply

Global Update (beyond IDMP)

SAMN MA

Figure2: IDMP MessageFlow duringtheInitial Intra-DomainLocationUpdate

After theinitial intra-domainregistrationprocess,IDMP now allows theMN to retainits globalcare-ofaddressaslong it stays
within the samedomain. Whenever MN changessubnetswithin this domain,it performsa new subnet-specificregistrationwith
the new SA. Sincethe MN indicatesthat it hasan existing valid registration,the SA doesnot allocateit a new MA addressin
this case.The MN thenperformsa new intra-domainlocationupdateandinforms its MA of its new local care-ofaddress.No
globalmessagesaregeneratedin thiscase,sincetheglobalcare-ofaddressremainsunchanged.As with otherhierarchicalmobility
managementschemes,thelocalizationof intra-domainmobility significantlyreducesthelatency of handoffs acrosssubnetswithin
thesamedomainandalsodramaticallydecreasesthefrequency of globalsignalingtraffic. Figure 3 describestheIDMP call flow
duringsubsequentintra-domainmovement.

Subnet Reg_Request

Subnet Req_Reply

Router Advertisement

Intra-Domain Location Update

Intra-Domain Location Reply

MN SA MA

Figure3: IDMP Call Flow duringSubsequentIntra-DomainMovement

IV. FAST HANDOFF SCHEME IN IDMP

In thebasicmodeof IDMP, thehandoff delay(or theserviceinterruptiontime)equalsthetime takenfrom a disconnectionuntil
theMA becomesawareof theMN’s new point of attachment(LCoA) andbeginsredirectingpacketscorrectlyagain.In a cellular
network architecturewhereIP-basedbasestation(IPBS)is used,this delayessentiallyconsistsof threecomponents:



� Radio-channelEstablishmentDelay ( �
	 ): The MN mustestablisha new radio-channelat the new BS. This is a link-layer
specificfunction,andcouldinvolveevenoperationssuchasslot-specificationin TDMA or codesynchronizationin CDMA.� IP SubnetConfiguration Delay( � � ): An MN mustuseIP-layerconfigurationprotocolsto obtainthenew LCoA. If IDMP’s
SA modeis used,thentheMN mustobtainan‘AgentAdvertisement’throughrouterdiscoveryor someotherbeaconandthen
requesta new LCoA. Thesubnetagent(SA) will thenrespondwith anacknowledgementmessage.If theco-locatedmodeis
used,theMN mustexchangeDHCPconfigurationmessageswith theDHCPserverbeforeobtaininga valid CoA.� Intra-domainUpdateDelay( ��� ): TheMN mustfinally inform theMA of thisnew LCoA via anintra-domainlocationupdate
message.TheMA will redirectpacketsto theMN’snew LCoA only afterreceiving this message.

Theparameter�
	 , althoughlink-layer specific,canbeexpectedto bequite low. For example,in CDMA-basedsoft handoffs,
�
	 is effectively � , sincein sucha network, communicationwith theold BS is not discontinueduntil theconnectionwith thenew
BS is firmly established(commonlyknown assofthandoff). Evenunderthehardhandoff scenario,nodisruptionto theradio-level
connectivity shouldoccurin a well-designedsystem:thevariouselementsshouldcoordinateto ensurea synchronizedswitch to
thenew point of attachment.IDMP’s fasthandoff mechanismis designedto eliminatethe � � componentin thehandoff delay. To
make IDMP’s operationindependentof currentor future link-layer techniques,we do not provide IP-level connectivity until the
MN hasperformedasubnet-level configurationat thenew BS.IDMP’s fasthandoff process,thus,doesnoteliminate� � , thedelay
incurredin thesubnet-level configurationprocess.

A. TheFastHandoff Procedure

IDMP’s fasthandoff procedureis basedon theassumptionthata layer-2 triggerwill beavailable(eitherto theMN or to theold
BS) indicatinganimminentchangein connectivity. Weexplain thefasthandoff mechanismwith thehelpof Figure4, whichshows
anMN moving from ����� to ��� � . To minimizetheserviceinterruptionduringthehandoff process,IDMP requireseithertheMN
or theold SA ( ��� � ) to generatea MovementImminentmessageto theMA servingtheMN. Uponreceptionof this message,the
MA multicastsall inboundpacketsto theentiresetof neighboringSAs( ��� � and ����	 in this case).Eachof thesecandidateSAs
bufferssucharriving packetsin individual MN buffers,thusminimizing the lossof in-flight packetsduringthehandoff transient.
WhentheMN subsequentlyperformsa subnet-level configuration(usingIDMP messages)with ��� � , the lattercanimmediately
forwardall suchbufferedpacketsoverthewirelessinterface,withoutwaitingfor theMA to receivethecorrespondingintra-domain
locationupdate. Several featuresof this proposalmake it attractive for future IP-basednetworks, suchas, (i) unlike other fast
handoff proposals,IDMP’s MovementImminentmessagedoesnot specifythe IP addressof the target (new) BS in this message;
(ii) IDMP utilizesanetwork-controlled (network or mobile-initiated)handoff technique;(iii) IDMPs’ fasthandoff schemedoesnot
eliminate � � from theserviceinterruptiontime; it merelydelaysthetransmissionof packetsarriving duringthis instant.Detailsof
this proposalaredescribedin [17].

MN

3 4

Subnet A Subnet B Subnet C Subnet D
MA

Router

CN HAInternet

2 SA SA1
SA SA

Figure4: IDMP FastHandoff

V. PAGING SUPPORT IN IDMP

While IDMP’suseof multicastingfor fasthandoffsminimizesthelossof in-flight packetsduringanintra-domainhandoff, it does
not reducethe frequency of intra-domainlocationupdates.In the absenceof pagingsupport,anMN mustobtaina local care-of



addressandre-registerwith its MA everytimeit changesits currentsubnet.Thiscanleadto significantpowerwastage,especiallyin
future4Gnetworkswherea singledevicemaymaintainmultiplesimultaneousbindingswith multiple radiotechnologies.IDMP’s
IP-layerpagingsolutionprovidesaflexible andradio-technologyindependentsolutionto this importantproblem.

MN

3 4

Subnet A Subnet B Subnet C Subnet D
MA

Router

CN HAInternet

2 SA SA1
SA SA

PA
PA1

2

Figure5: IDMP PagingMechanism

A. PagingOperation for Idle Hosts

To motivateIDMP’spagingsolution,wereferto the‘multicasting’ schemedescribedfor fasthandoff supportin thelastsection.
In fasthandoff, theMA essentiallysendsmultiplecopiesof thesamedatato multipleSAs/subnetroutersthatarejudgedto bein the
vicinity of theMN’scurrentpointof attachment.Sincelimited broadcastof solicitationsis really thecentralfeatureof paging,the
ideaof multicastgroupscanbeextendedto provide pagingsupportaswell. IDMP’s pagingoperationassumesthatSAs(subnets
or IPBSs)aregroupedinto Paging Areas(PAs) identifiedby someuniqueidentifiers. An MN in passive/idlemodeis thenable
to detectchangesin its currentPA by listeningto theseuniqueidentifiersin the subnet-level advertisements(e.g.,SubnetAgent
Advertisements).In fact,suchIP-layeradvertisementsmayoptionallybecombinedwith link-layerbeacons.

IDMP’s pagingschemeis illustratedin Figure5. In this modelof operation,subnetsB, C andD belongto thesamePA � , while
subnetA is partof a differentPA, PA 	 . We assumethat theMN switchesto idle statein subnetB. Then,aslong asit movesto C
or D, it detectschangesin its subnetof attachmentbut nochangein its currentPA. Consequently, notonly doestheMN notupdate
its MA aboutits currentLCoA, but alsodoesnot botherto obtaina new LCoA. However, whenit movesto subnetA andrealizes
that it haschangedto a new PA, theMN obtainsa new LCoA at ����	 andsendsa locationupdateto theMA, indicatingthenew
pagingarea.

WhentheMA receivespacketsfor anMN which is currentlyregistered,but doesnothaveavalid LCoA assigned,it multicastsa
PageSolicitationpacketto all thesubnetsassociatedwith theMN’scurrentPA (i.e.,to ����� , ��� � and ����� ) andbufferstheincoming
packets.WhentheMN re-registerswith theMA, thebufferedpacketsareforwardedto theMN. Weassumethattemporarybuffering
is acceptableastheintra-domainlocationupdateprocessis assumedto havereasonablylow latency ( ������� , where� is thedelay
betweentheMN andits MA). For VoIP, thecall setupdelaysaretypically around2.5 sec[21]; accordinglythepaginglatency is
expectedto fall within thetargetedbounds.A comparisonwith alternative IP pagingschemesis discussedin [16].

VI . IMPLEMENTATION OF IDMP

This sectiondescribesour basicprototypeimplementationof IDMP. Beforedescribingthe IDMP packet formatswe briefly
discussheresomefunctionalenhancementsto our baseimplementation.

TheMobility Agent(MA) handleslocal registrationrequestsfrom MNs thatarecurrentlyin its domain,andprovidestemporary
bindingsto theMNs aslongasthey remainin thedomain.As farasthehandlingof suchregistration(or locationupdate)requestsis
concerned,thereis little functionaldifferencebetweenHA andMA. UnliketheHA, whichhasapermanentlist of mobility bindings
for eachMN associatedwith its homenetwork, theMA maintainsadynamiclist of mobility bindingsfor currentlyregisteredMNs.
ThemajorfunctionaldifferencebetweenHA andMA is in termsof packet forwardingto theMN. WhentheMN is away from the
homenetwork, theHA is responsiblefor collectingall the packetsdirectedat theMN’s permanentIP addressandtunnelingthe



packetsto theglobalcare-ofaddress(which is alsotheIP addressof theMA interface).Thetaskof theMA is simpler;it receives
thepack� etsautomatically, andafterdecapsulatingthepackets,redirectstheinnerIP packet to theMN’s local care-ofaddress.

In fact,theHA is potentiallyunawareof theuseof IDMP andthepresenceof theMA. As in conventionalMobile IP, it simply
hasto interceptall packetsintendedfor theMN from thehomenetwork, encapsulatethemandforwardthemto thecare-ofaddress
specifiedin theMN-HA registrationmessage.The registrationrequestandreply messageformatsfor global registrationsare,in
fact,identicalto Mobile IP with asingleexception:thereservedbit in flagsfield in [18] is now usedto indicatewhethertheMN is
operatingin aDMA-basednetwork.

For simplicity, our implementationof IDMP wasbasedon enhancemenetsto theStanfordUniversityMosquitoNet[18] Linux
Mobile IP code.Implementationdetailsareavailablein [22].

A. IDMP Packet Formats

Mobile nodesin our architectureuseIDMP messagesto register their local care-ofaddresswith the designatedMA. While
IDMP packet formatsandlocationupdatemessagesarebasedon Mobile IP, they have beenmodifiedto supportadditionalintra-
domainmobility features.Figures6 and7 show theIDMP packet formatsfor intra-domainregistrationrequestandreplymessages
respectively. Our currentimplementationsupportsonly theco-locatedmodefor localaddressing.An MN thususesDHCP[19] or
DRCP[20] to obtainalocalcare-ofaddress;subnet-level registrations(betweentheMN andanSA) areconsequentlynotdescribed
in this paper. For additionaldetailson theindividualmessagefields,referto [16]. Sincesupportfor pagingandfasthandoff is not
supportedin ourcurrentimplementation,thecorrespondingflags(P andO bits)aresetto 0.

 0   1   2   3   4   5   13  12  6   7    8   9   10  11   14  15
Type S D

Lifetime

Permanent Unique ID

Local Care-of Address (LCOA)

Global Care-of Address (GCOA)

Remote Agent Address

* G I O P N

Options

Timestamp-based ID

Figure6: IDMP Intra-domainLocationUpdatePacketFormat

For theeaseof implementation,weuseMobile IP astheglobalmobility managementprotocol.ThepermanenthomeIP address
is assumedto be theuniqueidentifier for theMN. TheMN usesthe IP addressof its HA in the remoteagentaddressfield in its
locationupdatemessage.Like [18], we haveprovidedtimestamp-basedreplayprotectionin thelocationupdateprocess,with two
distincttimestampsfor thelocal (MN-MA) andglobal(MN-HA) registrations.Similarly, thesecurityassociationbetweentheHA
andtheMN is distinctfrom thesecurityassociationbetweentheMN andMA; currentlytheonly authenticationmethodsupported
beingkeyed-MD5.
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Figure7: IDMP intra-domainRegistrationReplyPacketFormat
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B. TestBedSetup

Figure8 shows our experimentalnetwork test-bedusedfor evaluatingIDMP. We considereda singleMN served by its HA
(Durga=192.4.20.44) in its homenetwork (10.10.5.0),with homeIP address10.10.5.10.The homeinterfaceaddressof Durga
is 10.10.5.1.Two MAs, viz., ����	 (Lakshmi=192.4.20.43)and ����� (Saraswati=192.4.20.45)areconnectedto routersserving
subnets10.10.1.0and10.10.2.0respectively. Weassumethatourmobility domaincomprisesbothsubnets10.10.1.0and10.10.2.0.
Accordingly, bothLakshmiandSaraswati canserveasmobility agentsfor ourMN aslong asit stayswithin this domain.

As theMN entersinto thesubnet10.10.1.0,it receivesa locally scopedco-locatedaddress10.10.1.6andtheIP addressof ����	
(192.4.20.43)asits global care-ofaddress.The MN accordinglyfirst informs ��� 	 of its local care-ofaddress(10.10.1.6)and
subsequentlyregisterswith theHA using192.4.20.43asits care-ofaddress.Afterwards,theMN roamsinto thesubnet10.10.2.0
andgetsa new local care-ofaddress10.10.2.6. Since ����	 is still its MA, the MN simply performsan intra-domainlocation
update,informing ����	 of its new local care-ofaddress.

To testthecaseof inter-domain(global)mobility, we subsequentlyconfiguredtheDRCPserver to provide a new MA address,
say ����� (Saraswati=192.4.20.45),to theMN. In thiscase,theMN performsboththeintra-domainandinter-domainregistrations.

VI I . ANALYSIS OF SIGNALING OVERHEAD

In this section,we comparethe signalingoverheadassociatedwith DMA architecturewith thatof baseMobile IP. We usethe
following parametersto expressthesignalingoverheadof bothDMA andMobile IP:

������ �!#" : Sizeof globalregistrationpacket (in bytes).����$% �& � : Sizeof local registrationpacket (in bytes).
(Notethat � ��' � $ , sincetheglobalregistrationrequestdoesnotcontainthelocal care-ofaddressfield.)�)(%* : Averagedurationfor which MN remainsin a subnet(secs/subnet).�)(,+ : Averagedurationfor which MN remainsin a domain(secs/domain).��- : Averagenumberof subnetsin a domain.��-�.�/0 � : Averagenumberof hopsfrom MN to MA whentheMN is in foreignnetwork.��-21 /  3& : Averagenumberof hopsfrom MN to HA whentheMN is in foreignnetwork.
( 2 and5 arearbitrarynumbers)

Clearly, (%* and ( + dependonthenetwork topologyandthemobility patternof theMN. For thesakeof simplicity, in ouranalysis
weassume(,+� �-54,( * . TableI displaystheexpressionsfor signalingoverheadin basicMobile IP andDMA architecturein terms
of theparameterslistedabove. In eachexpression,thefactorof 2 is dueto thefactthateachregistrationattemptinvolvesexchange
of a registrationrequestandacorrespondingreplymessage.



TABLE I

EXPRESSIONS FOR SIGNALING OVERHEAD

Architecture SignalingOverhead
(bytes/sec)

Local Global Total
perhop perhop in Network

Mobile IP 0 � � �76 (%* � -21 / � �76 (%*
MA � �8$ 6 ( * � �8� 6 (,+ � - 1 /9��� 6 (,+;: � -
.�/<�8$ 6 ( *
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Figure9: GlobalandLocalSignalingOverheadin DMA
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Figure10: TotalNetwork SignalingOverhead

Theglobalandlocal signalingoverheadperhop in DMA architectureagainst( * for differentvaluesof - (3, 10, and30) are
plottedin Figure9. Thesenumbersarechosenarbitrarily in orderto reflectthe increaseof numberof subnetsper domain. As
expected,global signalingoverheadin DMA architectureis significantly lessthan the correspondinglocal overhead.Also the
signalingoverheadgoesdown astheMN stayslongerin a subnet(anddomain).As thenumberof subnetsin a domainincreases,
theglobalsignalingoverheadreduceswhereasthe local signalingoverheadremainsunchanged.In otherwords,globalsignaling
overheadin basicMobile IP andlocaloverheadin DMA doesnotdependon N.

Sinceglobalsignalingmessagestravel overa largernumberof hops(andhenceconsumea largerportionof network resources),
wewouldalsoliketo compareDMA andMobile IP in termsof thetotalnetwork capacity(aggregatedoverall hops)used,asshown
in Figure10. Fromtheseplotsit is clearthatDMA resultsin a significantreductionin thenetwork signalingoverhead,especially
whenmobileschangesubnetsmorefrequentlyandwhena largernumberof subnetsform a singledomain.As -�1 / increases,the
reductionin signalingoverheadin DMA becomesmoresignificant.For example,if we useDMA in a 30 subnets/domainnetwork



insteadof 3 subnets/domainnetwork, the percentagegain in termsof signalingoverheadwill be approximately14 keepingthe
subnetmobility rateconstant.

VI I I . CONCLUSION

In thispaper, wediscussedthedesignof a lightweightandmodularintra-domainmobility managementprotocolandaprototype
implementation.Along with thebaseprotocoldesign,wepresentedtwo importantenhancementsfor fasthandoffs andpaging,that
arenecessaryfor supportingdelaysensitiveapplicationsandpowerconstraineddevicesrespectively.

The implementationof the protocolelementsarebasedon modificationsto StanfordUniversity’s MosquitoNetProjectLinux
code.We demonstratedthebasicoperationof IDMP in our test-bedandpresentedpreliminaryexperimentalresults.We alsoused
standardpacket formatsto quantitatively compareDMA’ssignalingoverheadwith thatof Mobile IP. However, werealizetheneed
for amorecomprehensivecomparisonof IDMP with otherexistingprotocols,especiallyfrom thestandpointof handoff latency for
real-timetraffic, suchasvoiceandvideo.Weexpectto shortlyincorporatefasthandoffs andpagingfeaturesin our implementation
andstudytheir performancein our test-bedin greaterdetail.

At this moment,IDMP borrows the ideasof replayprotectionandsecurityassociationsfrom Mobile IP. Although it currently
appearsthat IDMP hasthe samesecurityconsiderationsasMobile IP, we needto investigatethe securityaspectsfurther. For
example,Mobility Agentsmay needadditionalauthenticationandauthorizationfunctionswhena Mobile Nodefirst registersin
a domain. Moreover, the securityarchitecturewill requirethe distribution of transientsessionkeys (sharedsecretbetweenthe
domainandtheMN) by theMA to therelevantSAs. With thesesessionkeys, SAscanacceptnew registrationswithout needing
to verify with theMA. Sincesuchfunctionsarenot partof thebaseprotocol,we mayneedto enhancetheIDMP messageformats
with additionalfieldsin thefuture.
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