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Abstract— This paper considersthree applications- VolP, mobile Web
accessand mobile sewver-baseddata transfers- and evaluatesthe applica-
bility of various IP-basedmobility managementmechanisms.We first sur-
vey the featuresand characteristics of various IP mobility protocols,such
as MIPv4, MIPv6, MIP-RO, SIP, CIP, HAWAII, MIP-RR and IDMP, and
then evaluate their utility on an application-specific basis. The diversity
in the mobility-r elated requirementsensuresthat no single mobility solu-
tion is universally applicable. We recommenda hierarchical mobility ar-
chitecture. The framework usesour Dynamic Mobility Agent (DMA) ar-
chitecture for managing intra-domain mobility and multiple application-
basedbinding protocolsfor supporting inter-domain mobility. Thus, we
recommendSIP as the global binding protocol for VolP applications and
MIPv4/MIPv6 asthe global binding mechanismfor the mobile sewer sce-
nario.

Keywords— Mobility management, VolP, Web access,Mobile IP, SIP,
HAWAII, Cellular IP, IDMP, DMA, hierarchical.

|. INTRODUCTION

A variety of IP-basedmobility managemenstrategjies have
beenproposedor next-generationP-basedcellular networks.
In general,individual mobility managemensolutions,suchas
the cellular mobility managemerschemedor circuit-switched
voice[1] or Mobile IP [2] basedsolutionsfor IP-basediatanet-
works, arelargely designedor a specificapplicationset. Next
generatior{3/4G)cellularnetworks,however, aimto offer auni-
form, application-independerdccessand mobility infrastruc-
ture. Designinga mobility managemensolutionthat supports
thediverserequirement®f heterogeneouapplicationss a sig-
nificant challenge-we shall seethat no single approachto 1P
mobility appliesuniformly acrossapplications.

The key benefitof an IP-basedmobility solutionis its in-
dependencef the underlying link and physical layers. An
IP-basedmobility solution for paclet-basedcellular networks
would not only enableseamlessntegration with the corven-
tional Internet,but alsoinsulatethe managemenayerfrom fu-
ture changesn underlyinglink and(largely proprietary)phys-
ical layertechnologies.Any IP-basedmobility schemeessen-
tially resohesthelocationof amobilenode(MN) only upto the
granularityof a subnet additionallink-layer mechanismsnust
be usedto forward pacletsto the individual host. Theinterpre-
tation of a subnetin the cellularcontext is architecture/operator
dependentAdditional link-layer specificsolutionsmay indeed
be neededo managethe movementof an MN within a single
subnet;suchmicro-mobility managemenapproachesire how-
ever outsidethe scopeof this paper

In this paperwe evaluatevariousproposaldor IP-basedno-
bility managemenfrom an application-centrigperspectie. In
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particular we considerthreekey applicationtypes:

« Voice-over-IP (MolP): This refersto applicationsnvolving
paclet-basednteractive IP telephoty.

Mobile Web browsing/‘Mobile-ecommee’: This refersto
the whole classof sener-centricdataapplicationswhere
a mobile userusuallyinitiatesinteractionwith staticWeb
seners.

Mobile ServerbasedData Transfer: This is a more ad-
vanceddata transferscenario,where the MN s itself a
sener and a correspondennode (CN) is the initiator of
adatatransfersession.

We investigatethe suitability of alternatve mobility manage-
mentstratgjiesfor eachof theseapplicationsets.Literatureon
mobility protocolstypically focuseson the capabilitiesandfea-
turesof the individual protocols; application-centricanalysis,
on the otherhand,is usefulasit determineghe utility of such
protocolsbasedon the capabilitiesrequired by an application.
The threeapplicationtypesconsiderechereexhibit significant
differencesn their mobility-relatedrequirementskor example,
VoIP applicationsrequire smoothand seamleshandwer dur-
ing a sessiorand also requiremobile usersto be continuously
reachableOntheotherhand,suchseamleskandweror contin-
uousreachabilityis notveryimportantfor applicationdasecn
mobile accesgo Web, which primarily requireroaming-based
ubiquitousconnectvity.

We shallfirst examineeachof the threeapplicationgo deter
mine their individual mobility-relatedrequirements Given the
layerednatureof the IP protocolstack,it is possibleto imple-
ment mobility managemensolutionsat variouslayers. Most
proposedmobility solutions managemobility (e.g., [2], [3])
(usually through dynamicaddressingand seamlesgaclet re-
direction)at eitherthe network or applicationlayers. IP-based
mobility managemergroposalalsouseeitheraflat or ahierar
chical mobility architecture gachof which hasits inherentad-
vantagesainddrawbacks.We shall seehow the choicebetween
a network layer and applicationlayer solution, and betweena
flat anda hierarchicaimanagemenrdrchitecturedependonthe
specificcharacteristicef eachindividual application.

Therestof thepapelis organizedasfollows. Sectionll shovs
how mobility managemensolutionsmay be classifiedon the
basisof their functionaland operationaktcharacteristicsSucha
functional decompositiorof eachproposedsolution allows us
to devise hybrid architectureswhich combinelogically distinct
elementdrom multiple mobility managemergchemesin sec-
tion lll, we considerthe mobility relatedservicerequirements
of eachof our applicationsin detail, especiallyin the context



of the genericmobility featureset presentedn sectionll. In

sectionlV, we provide an overview of the variousproposaldor

IP-basednobility managemerandanalyzetheir supportfor the
variousmobility-relatedfeatures Sucha feature-basednalysis
leadsnaturallyto the contentsof sectionV, which studieshow

the requirement®f eachapplicationcanbe satisfiedby devis-

ing a hybrid mobility architecturehat combinesaspectof the
variousproposednechanismsln generalwe shallmotivatethe
useof atwo-level hierarchical P mobility architecturebasecdn

a commonintra-domainmobility managemenrdrchitectureand
characterizedby application-specifiglobal mobility solutions.
Finally, sectionVI concludeghe paper

Il. CHARACTERISTICS FOR EVALUATING ALTERNATIVE
MOBILITY SOLUTIONS

While differentlP-basednobility solutionsdiffer in their de-
tails, they all implementcertainfundamentaimobility-related
functions. In this section,we first describeeachof thesebasic
functions;we shalllaterseethatindividualapplicationscenarios
may or may notrequireall of thesefunctions.We thendescribe
the variousmobility-relatedfeaturesthat are relevant from an
applicationstandpoint.

A. Mobility SupportFunctions

Broadly speakingtheterm“IP mobility managementtefers
to threelogically distinct functions. Differentapproachesise
different protocolsand mechanismgo implementthesethree
fundamentabperations:

« Configumtion: Configuratiorrefersto themechanisnused
toprovideanMN anlP addresshatis topologicallyconsis-
tentwith its currentpoint of attachmentThisis requiredto
ensuranobility solutionswithout modifying (atleastglob-
ally) IP’s destinationaddress-basegaclket routing mech-
anism. The configuredaddresqor addressesis typically
transient(sinceit potentiallychangesasthe MN moves),
andis calleda care-ofaddress(CoA)! in this paper A va-
riety of protocols,suchasDHCP[4], PPP[5], DRCP[€],
Mobile IP [2] provide suchconfigurationfunctionality.

« Raistration: Nodeconfiguratiormustbefollowedby user
registration. Registrationmechanismsillow aforeign net-
work to authenticatehe userandto determinethe users
servicerequirementge.g.,QoSneeds) A varietyof proto-
cols,suchasMobile IP [2], RADIUS [7], DIAMETER [8],
provide variousforms of registrationfunctionality.

« Binding Update: To allow an MN to be reachablethe
MN mustcommunicatets currentaddresgCoA) to other
nodes. Binding updatemechanismgransmitthis CoA ei-
ther directly to the CN or to agentnodesthat act ascen-
tralized seners or paclet re-directors. Potentialbinding
mechanismsnclude Mobile IP Registration messagesr
Binding Updates(BUs) or SIP[3] Re-INVITEmessages.

B. Featuresof Mobility Support

Feature-basedlassificationof different mobility manage-
menttechniquesds anotherusefulapproach.We shall later see
IThroughoutthis paper we usethe term CoA to referto ary suchtransient,

mobility-relatedaddressThisis differentfrom thetraditionalMobile IP-specific
connotatiorof theterm“care-ofaddress”.

that eachof the applicationsconsiderechererequiressupport
for one or more of thesefeatures. Accordingly, the suitability
of a particularmobility schemefor a specificapplicationcan
be studiedby analyzingwhetherthatsolutionsupportgherele-
vantsetof features.Thefollowing setof characteristiceanbe
usedto distinguishbetweenthe differentIP mobility manage-
mentmechanisms:

« Explicit AddressResolution/TranspaentMobility: Mobil-
ity solutionsdiffer in whetherthey allow a mobile user(or
node)to retaina permanentlyassignedaddressn a loca-
tion independentashion. Many applicationsdo not have
an explicit query phase;the CN simply transmitspaclets
to a permanentlyassignecaddressandis unaware of ary
changein the MN’s point of attachment.Many otherap-
plications,suchasVolP, however have an explicit signal-
ing mechanismwherethe CN dynamicallyresoles the
MN’s currently configuredlP address.Mobility manage-
menttechniqueghatdo not provide transparenpaclet re-
directionareappropriateonly for suchapplicationswhich
candynamicallybind addressingnformationduringanex-
plicit queryphase.

« Ubiquitous Mobile Node Readtability: Most of the pro-
posedmobility managemenschemesuse some binding
protocolor updatemechanismwherebythe MN keepsap-
propriatenetwork nodesaware of its currently configured
address. A binding protocol essentiallyensureghat the
MN is alwayslocatable a CN caninitiate communica-
tion. Applicationssuchas VolP clearly require such bi-
directionallocatability However, future mobility scenar
ios may ofteninvolve applications(e.g., mobile accesgo
the Web)wheresessionsareinitiated by the MN alone. A
binding protocolmaybe unnecessarin suchcases.

« Fastand Reliable Handofs: Any mobility solution typi-
cally givesriseto transientsvhenanMN changest’s cur-
rent point of attachment.Incoming(in-flight) pacletsfor-
wardedto theold pointof attachmentouldbelostuntil the
MN hasrefreshedts configurationinformationandissued
appropriatebinding updates. While currentcellular sys-
temsuse elaboratehandof mechanismgo minimize this
transientoss,|P-basednobility managementechanisms
have traditionally not supportedasthandofs for seamless
intra-sessiormobility. An applicationcould requiresup-
portfor eitherlow-lateng or low-lossintra-sessiomandof
mechanisms.

« Paging: Pagingsupportreducesan MN’ s power consump-
tion, sinceanidle MN doesnot needto performaddress
configurationandissuebinding updateson every change
in the point of attachmentPagingsupporthasbeenanin-
trinsic partof thetraditionalcellular mobility management
architectureln contrastmary IP-basednobility solutions
do not provide pagingfunctionalityandrequirethe MN to
re-configureat every changein the subnetof attachment.
While pagingis typically a device-specific(ratherthanan
application-specificlequirementthe choiceof application
doesaffectthe applicability of alternatve pagingschemes.
Theneedto broadcast solicitationto resole theambigu-
ity in the MN’s currentpoint of attachmentntroducesde-
lay in thepaclketforwardingprocessDifferentapplications



may possesglifferentthresholdgor the acceptablelelay;
clearly, suchthresholdsouldimpacttheapplicabilityof al-
ternative mobility managemenichemesMoreover, nodes
runningapplicationghathave solelyMN-initiated sessions
may simply forego paging,sincecontinuougeachabilityis
notneeded.

I1l. APPLICATION-SPECIFIC MOBILITY REQUIREMENTS

In this section,we discussthe mobility-relatedrequirements
individually, for eachof our threechoserapplicationsWe shall
seethattherequiredfeaturesandtheacceptabléoundson vari-
ousperformancenetricscanindeedvary greatlyacrosgifferent
applicationsets.

A. VoIP Mobility Requiements

Unlike other traditional IP applications,corventional tele-
phory hastwo separat@lanescontol andtransport thatdiffer
in their servicerequirements Accordingly, an IP-basedmnobil-
ity managemerdrchitecturenustsupportdifferentperformance
objectivesfor controlandtransporpaclets.

« Control Traffic: Control or call-setupmessagesire typi-
cally lessdelay-sensitie: the averagelateng for a call
setup(within the continentalUS) is around2.5 secs[9].
The control channelis however, expectedto exhibit high
reliability; the mobility managementmechanismshould
accordingly ensurethat in-flight control paclets are re-
directedto a MN'’s currentpoint of attachmentwvith neg-
ligible loss.

« DataTraffic: Interactivevoiceapplicationgequirethe'lip-
to-ear’one-waydelayto beboundedo lessthan150 msecs
[10]. While voice paclets are not extremely loss sensi-
tive (mostcodecscantolerateupto ~ 1 — 2% lossrates),
suchlossesshouldnot resultin loss of consecutre voice
samples.Accordingly, an ongoingvoice sessiorrequires
fasthandofs, with the serviceinterruptiondueto mobility-
relatedtransientsdeally restrictecto ~ 20 — 30 msecs.

We canthusseethat fasthandof for voice padetsandlow in-
flight lossfor control padetsarekey requirement®f a mobility
architecturdor VolP applications.

Voice applicationswould ideally require both userand ter-
minal mobility. Any voice corversationis usually precededy
a call setupphase wherethe call (session)nay potentially be
re-directedto the callees currentmobile node(or equivalently,
the currentlP address).Suchexplicit signalingallows the MN
(user)to beassociatewvith adynamicallyassociatetP address.
Furthermore)\olP usesUDP asthe underlyingtransportproto-
col andhence candynamicallychangethe destinationaddress
associatedvith an ongoingconnection. Accordingly, the MN
doesnot needto maintaina constantlP addresgCoA), even
within a single session.Tunnelingor other paclet re-direction
mechanismswhich male any changein the MN’s CoA trans-
parentto the CN, areaccordinglynot mandatory

VolIP usersrequirecontinuousreachability Accordingly, the
mobility managementechanisnmustinclude a global bind-
ing mechanisnthat ensureshat the MN's currentlocationis
available at somecentralizeddatabase.To matchthe signifi-
cantsasingsin power consumptiorprovidedby currentcellular

pagingschemesthe IP-basedmobility solutionmustalsopro-
vide a flexible pagingmechanism. The paging operationfor
anidle MN is typically invoked by the first paclet from a CN.
Sincesucha pacletis typically acontrol(call setup)paclet, the
paginglateny mustbe boundedto ensureconformanceo the
acceptabldoundsonthe call setupdelay

Finally, sinceVolP traffic is typically periodic,non-adaptre
andhasafixedtraffic rate,themobility mechanisnmustprovide
seamlesQoSsupport.Most VolP codecgienerat@acletsperi-
odically ataconstantateduringatalk spurtandemploy silence
suppressionio reducebandwidthconsumptionduring a silent
spurt. Provisioning basedon aggrayatevoicetraffic will realize
significantmultiplexing gains,sincestudiesshav thatsuchag-
gregatetraffic is fairly smooth. Accordingly, the QoS support
mechanismrmeednot be concernedvith dynamicallyreserving
resourcedor individual flows. Rather themobility architecture
shouldprovide a mechanisnto resere aggreyateresourcegor
voicetraffic anddynamicallychangetheresenationlevelson a
specificpathasthe constituentvoice sourceshangetheir point
of attachment.

B. WebBrowsing/M-Commee Applications

While supportfor VoIP will indeedbe critical to the suc-
cessfuldeploymentof IP-basedcellular networks, it is impor-
tantto realizethat Web-basedlataretrieval applicationgmaps,
stock information, weatherreports,email) have beenthe pri-
marydriver for theintroductionof paclet-basedvide areacon-
nectvity. With thepredictedooomin mobilee-commercappli-
cations,it is importantto devise a scalablemobility architecture
thatsupportghe requiremenbdf suchapplications.

A key featureof this applicationsetis thatit is primarily pull-
based with the MN (user)retrieving datafrom (usually static)
seners. SuchMN-initiated applicationsdo not requirecontin-
uous locatability; accordingly thereis no needfor a binding
protocolthatstoreshe MN’s currentCoA in centralizedseners
for possibleretrieval by CNs. In contrasto VolP, suchbrowser
basedataapplicationgypically donothave hardboundsonthe
delayor jitter experiencedy individual paclkets. As suchappli-
cationsuseTCPasthetransporiprotocolfor reliability, they are
moresensitve to pacletlosses Evenmoderatelyhigh lossrates
canleadto undesirableér CP transientgsuchasslow start)and
considerablyincreasethe applicationresponsdimes. Accord-
ingly, the mobility managemenmechanismmust provide for
low-losshandofs duringanongoingsession.

SuchTCP-centricapplicationsrequire network-layer mobil-
ity managemeninechanismshat provide transpareng to the
overlyingtransporfayer. To avoid the needto resetanongoing
TCP connectionthe mobility managemerntechniquemustim-
plementa re-directionmechanisnthat allows a CN to address
all pacletsfor a single sessionto a single destinationaddress.
However, this needfor a stableintra-sessioraddressmustbe
distinguishedrom the needto maintaina permanenthassigned
globaladdressin fact,for suchpull-basedapplicationsthe MN
doesnot needto maintaina uniquepermanenaddressandcan
indeedusedifferentaddressefor differentsessions.t should
alsobenotedthatapplicationlayerprotocolssuchasHTTP[11]
cantransparentlylealwith addresse-configuratiorby automat-
ically initiating a new TCP connection.However, suchconnec-



tion re-establishmentarriesperformancepenaltiesand should
preferablybe avoided.

While suchTCP-basedpplicationsare inherentlyadaptve,
mobileusersmayindeedik e differentialbandwidthguarantees.
Since different usersmay subscribeto different QoS guaran-
tees,the mobility managemenmechanismmustallow an MN
to specifyits QoSprofile aspartof theregistrationprocessThe
mobility framework shouldalso preferablyminimize the need
for explicit QoSre-neyotiationat every changen anMN'’s sub-
netof attachment.

C. ReliableData Transferfor Mobile Serers

Client-senerbasedapplicationsn currentnetworksarechar
acterizedvy largely staticseners:sincetheaddres®f thesener
is essentiallyconstantclientscanoftenbe manuallyconfigured
with the correspondingaddressesThis connectvity paradigm
may, however, changeas mobile nodes,such as laptopsand
PDAs, becomeprogressiely more powerful, and as paclet-
basedhigh speedcellular networks becomemore widely de-
ployed. Futurescenarioscould include the advent of mobile
serves, wherebydataand other servicesare residenton mo-
bile nodes.A popularexampleof this mightbeanMN thatacts
asarepositoryfor publicly availableaudioandvideofiles; CNs
retrieve suchfiles for local useasneeded.

To allow seamlessupportfor clientsthat are statically con-
figuredwith a fixed sener addressthe mobility solutionmust
allow CNsto communicatevnith the MN (sener) usinga fixed
permanentaddress. Such supportis essentiallyprovided by
definingtransparente-directionrmechanismghatre-routepack-
ets, addressedo the MN's permanentaddressio its current
point of attachment. As in the mobile Web accesscase,ary
changesin the MN’s CoA should be transparento the CN.
Thisis especiallyimportantin thebulk-transfercase sincebulk-
transferapplicationssuchasftp, do not provide for automatic
re-establishmentf TCP connections.Sincesuchapplications
are, from an MN'’s viewpoint, push-basedclient nodesiniti-
ateconnectiorrequests)a globalbinding protocolthatensures
continuoudocatabilityis clearlynecessary

Fast handof and pagingsupportis probablylesscritical in
suchapplicationervironments.Bulk datatransferapplications
are not sensitve to the delay or jitter experiencedby individ-
ual paclets. Paver conserationmay alsonot be importantfor
cornventionalhosts,suchaslaptops. However, the mechanism
shouldminimize the loss of in-flight paclets dueto mobility-
relatedtransientssincesuchlossesarevery detrimentako TCP
performanceAs in the mobile Web accesscenariothe mobil-
ity framewvork mustallow individual nodesto specifytheirindi-
vidual QoSprofiles. Thereis howeveranimportant,but slightly
less obvious, distinction betweenthe mobile Web accesssce-
nario andthe caseof a mobile sener: a seneris morelikely
to have multiple concurrentsessionseachcateringto a differ-
ent client and eachwith possiblydifferent QoS characteristics
(basedbntheindividual CN’'s QoSrequirements)lt is thusab-
solutely vital to ensurethat the (sener) MN doesnot needto
performexpensve QoSrengyotiationfor every sessioron every
changen subnet.

Tablel providesa synopticview of the mobility-relatedfea-
turesrequiredby eachof ourthreeapplications.

Feature VolP Web Mobile

Browsing | Sewer
ContinuousReachability Yes No Yes
PermanentP Addressing No No No
FastIntra-Sessiotdandof Yes No No
Low LossHandof No Maybe Yes
PagingCritical Yes No No
PagingLateny Acceptable| Maybe Yes Yes

Tablel: Application-SpecifidMobility Features

IV. ALTERNATIVE MOBILITY MANAGEMENT SCHEMES

In this section,we suney the variousproposalgor IP-based
mobility managementSincemostof theseproposalthave been
extensiely discussedn literature,we shallprovide only a high
level overview of eachscheme The advantagesanddravbacks
of eachproposalwill be evidentwhen,in the next section,we
considerthe suitability of the solutionsfor eachof our threetar-
getapplicationscenariosWe shallalsoshaov how ahierarchical
architecturamakesall suchproposalsnorescalableandrobust
andallows usto usea commonintra-domainmobility solution
for all the threeapplicationsetsunderconsideration.We shall
thenintroduceandprovide a brief functionaldescriptionof our
DynamicMobility Agent(DMA) architecturdfor intra-domain
mobility management.

A. MobileIP

Mobile IP (MIP) [2] is the standardsolutionfor supporting
IP mobility. Mobile IP allows an MN to roamacrossdifferent
subnetsand changeits point of attachmentwhile maintaining
the ability to be addressedby its permanentlyassignechome
addressOn every changen subnetanMN obtainsa new tem-
porarycare-ofaddress(CoA), whichis topologicallyconsistent
with its currentpoint of attachment. This new CoA may be
provided either by Foreign Agents(FA) presentin every sub-
net, or via independentonfigurationprotocols,suchasDHCP
The MN theninformsaHomeAgent(HA), locatedon its home
subnetof this CoA; theHA is thenresponsibldor re-directing
pacletsaddressetb theMN by interceptinghemandtunneling
themto this CoA. Suchpaclet re-directiongivesrise to trian-
gularrouting, sincepacletsfrom the CN travel first to the HA
beforebeingre-directedo the CoA.

Triangularrouting leadsto high overheadn networks, espe-
cially whenthe amountof re-directedtraffic is high?. Sucha
conditionis true eitherwhenthe numberof MNs is large (true
for future cellular networks) or the paclet traffic rateis high
(truefor datatransfers) Accordingly, arouteoptimizedversion
[24] of Mobile IP, MIP-RO, hasbeenproposedIn this version,
the HA transmitsbinding updatespn behalfof the MN, to the
CNs indicatingthe MN’s currentCoA. The CN canthentun-
nel all pacletsdirectly to the MN’s CoA, avoiding the needfor
intermediatere-directionat the HA. This processhowever, re-
quiresthe HA to have pre-establishedecurityassociationsvith
the relevant CNs, sinceall suchupdatesnustbe authenticated
to guardagainstincorrectre-direction.

A slightly modifiedform of paclet re-routinghasbeenspec-
ified in the IPv6 version[12] of Mobile IP, MIPv6. In this pro-

2Experimentsand estimateg25] indicatethat eliminating triangularrouting
mightleadto about50% savingsin bandwidthconsumption.



posal,the binding updateis transmitteddirectly by the MN to
the currentCNs,whoseaddressearestoredin alist atthe MN.

The CN canthen sendthe paclets directly to the MN (using
a routing headeiinsteadof encapsulation)therebyeliminating
triangularrouting. While the directtransmissiorof binding up-
dateseducegshelateng of theupdateprocessMIPv6 hasother
dravbacksassociatedavith the size of the headerandthe need
for anMN to generateseparatdindingupdategor eachCN.

B. Sessionnitiation Protocol (SIP)

In contrasto MIP’s network-layermobility managemengo-
lution, SIP [13] is an applicationlayer protocol for creating,
modifying and terminating multimedia sessionswith one or
moreparticipantslt hasgainedwide acceptancasthemeango
setup andmaintainsessiongor multimediaandtelepholy ser
vicesover IP networks. SIPis essentiallya peerto peerprotocol
betweeruseragentg UAs); however, specializedsenerscalled
SIPproxiesareusedto significantlyextendthefunctionalityand
scalability of the signalingarchitecture. SIP provides a user
level approacho describehe mediacapabilitieg(suchascodec
typeandrates)of sessionsto dynamicallychangeghemediaca-
pabilitiesduring a sessiorandto re-directspecificapplication-
layer sessiongo otherterminals/deices. SIPis a very flexible
controlmechanismespeciallyfor streamingapplicationswhich
typically useUDP astheunderlyingtransportprotocol.

Fromamobility managemerperspectie,thebasicSIPspec-
ifications provide user mobility by allowing an UA to dynami-
cally altertheassociatiobetweeramobileuserandhis/hercur-
rentIP address A SIPusercanusethe SIP — REGISTER
methodto inform asener or otherUAs of his/hercurrentlP ad-
dress;this mechanisnprovidesfor inter-sessiommobility since
a SIPCN UA mustfirst querythe appropriateSIP senersto re-
solve the SIP UserID to a currently valid address.Sincethe
userID is host-independeng mobile usercanbe dynamically
associateavith any mobile node. To allow a user usinga spe-
cific MN, to changesubnetsiuring asession|3] definesatech-
nigue by which the MN usesthe SIP Re — INV IT E method
to inform the CN UA of the new address.The UA atthe CN
is thenresponsibldor migratinganongoingmultimediasession
to the new IP address. The signalingflow is very similar to
Mobile IPv6 (with SIP Re-INVITEs replacingMIPv6 Binding
Updates)exceptthatthe mobility is managedttheapplication
layer.

While proposaldor SIPbasednobility provideaninteresting
mobility managemenalternative to MIP, the flat natureof the
managementierarchyposesproblemsin both cases.Clearly,
the signalingload is essentiallyjunchangedincethe MN must
generatglobal SIP-REGISTERandRe-INVITES,or MIP bind-
ing updatesfor every changean subnet.Moreover, if theCN is
locatedfar away, the updatelatengy associatedvith a SIP Re-
INVITE or a MIP binding updatecanbe high. Finally, SIP or
MIP providesno pagingsolution—arMN mustobtainconfigura-
tion informationandgenerateglobal bindingsfor every change
in subnet.

C. Hierarchical Mobility Protocols

The problemsof high updatelateny and large global sig-
nalingload arecommonto ary non-hierarchicamobility man-

agementsolution. A variety of IP-basecdhierarchicalmobility
managemenapproachesave beendefined. Hierarchicalmo-
bility managemernis, of coursenotanew concept:the current
cellular systemusesa two-level hierarchy with the MSC man-
agingmobility within the currentlyvisiteddomainandthe HLR
provideda centralizedpoint for resolvingthe domaincurrently
servingthe mobile phone. Packet-basecdierarchicalsolutions
for IP networks, however, provide severaladditionalchallenges
anddesignalternatves.

Hierarchical IP-based managementechniquesessentially
grouplP subnetsnto mobility domainsandminimizethe scope
(andhencdateng) of mostupdatedy localizingthemto within
thedomain.Mobility andappropriatgacketre-directionwithin
the domainis managedocally, by one or more nodeswithin
the domain. Nodesoutsidethe domainare aware only of the
currentdomainwherethe MN is located. The precisepoint of
attachmentwvithin the domainis known only by nodeswithin
the domain. Two alternatve approachesanbe usedto manage
intra-domainmobility:

« RouteModificationApprad: While modifying routingta-
bleson a perhostbasisis clearly impracticalon a global
scale,it may not be infeasiblein a local domain. The
routing-basedolutionsessentiallyensurethatthe MN re-
tainsa single CoA throughoutits sojourninsidea domain;
explicit host-basedoutesare usedto route pacletsto the
MN’s precisepoint of attachment.

« Multi-Address Appmoac: In the multi-addressingap-
proachanMN is associatewvith multiple CoAs;eachCoA
simply resohesthe MN's locationat thelower level in the
hierarchy At eachlevel of the hierarchy the pacletsare
re-directedo thenext CoA.

C.1 CellularlR HAWAII

Cellular IP (CIP) [14] and HAWAII [15] are two route-
modificationapproachesor network layerintra-domainmobil-
ity managementAlthough both approachesurrentlyuseMo-
bile IP asthe global (inter-domain)mobility managemenpro-
tocol, they canbe extendedfor usewith alternatve global pro-
tocols. Both CIP and HAWAII implicitly assumea tree-like
intra-domaintopology?, with the root of the tree defining the
ingresspoint into the domain. CIP associatesn MN with a
single CoA, belongingto the ingressnode,which is calledthe
Gatavay (GW), andusesthe MN’s permanenhomeaddressas
the uniqueidentifierinsidethe domain. Packetstunneledto the
CoA aredecapsulatedt the GW andthenforwardedby host-
basedoutingtablesusingthepermanenhomeaddresén thein-
nerdestinatiorheaderIn contrastHAWAII usestheco-located
modeof Mobile IP andassigns uniqueCoA to eachMN; aCN
canthendirectly transmitapacletto this CoA. (Currently how-
ever, HAWAII is specifiedonly for usewith MIP, in which case
globaltunnelingis unavoidable). Theroot of the treeintercepts
the packet andthenforwardsit (basedon this uniqueCoA) via
host-basedoutingtables.

While host-basedoute modification schemesare plausible
for intra-domainmanagementhost-basedoutesdo have cer

3CIPandHAWAII canbe definedfor non-treetopologiesonly via additional
network managementechniqueswhich essentiallydefinea logical tree (per
MN or pergroupsof MNs) over the physicaltopology



tain drawbacks(see[16] for a detaileddiscussion).In partic-
ular, host-basedoutesmay leadto high routere-establishment
overheadn caseof nodefailuresat higherlevelsin thedomain
hierarchy In fact,analysisshavs thatwhile the numberof rout-
ing updategequireddueto a potentialnodefailure canbe low
onaveragejt canbevery highin theworst-caseBoth HAWAII
andCIP, however, have akey advantagethey donotrequire ad-
ditional tunnelinginsidethe domain. This may be a significant
adwantagefor applicationswith smallerpaclets, whereencap-
sulationleadsto a sharpincreasean thetransportoverhead.

C.2 HierarchicalCoA Techniques

Several proposals[17], [18], [19] usetwo CoAs to define
a two-layer hierarchy We shall shortly discussour mecha-
nism, called the Intra-DomainMobility ManagemenProtocol
(IDMP) in furtherdetail. The Mobile IP Regional TunnelMan-
agemenmechanism{MIP-RR) [17] providesa hierarchicalex-
tensionto MIP, with a Gatevay Foreign Agent (GFA) provid-
ing a care-ofaddresghat remainsvalid throughouta mobility
domain. [19], on the otherhand,definesan approach specifi-
cally tunedfor IPv6, thatusesintermediateagentgo provide an
MN astable,global CoA. However, theseprotocolsarespecifi-
cally designedasextensiongo MIP anddonotcurrentlysupport
mechanismsuchasfasthandof andpaging. We next present
our DMA architecturewhich is a two-level hierarchicalarchi-
tecturethatis independendf MIP.

Tablell providesasummaryof theconfigurationyegistration
and global binding protocolsassociatedvith eachof the pro-
posedsolutionsdiscussedhere.

Proposal | Configuration Registration Global Binding
MIPv4 MIP (FA) MIP+ MIP Registration MIP BU
DHCP AAA
MIPv6 DHCP MIP+ MN-CN BU
Auto-config AAA
SIP DHCP AAA SIPREGISTER,
DRCP SIPSener SIPRe-INVITE
CIP MIP (FA) MIP+AAA MIP
HAWAII DHCP MIP+AAA MIP
DMA DRCP IDMP+ MIP
IDMP AAA SIP

Tablell: Alternative ProposalsandMobility Functions

D. DMA Architectue

The DMA architectureis a two-level, hierarchicalmobil-
ity managemenarchitectureand was introducedin an initial
form in [16]. Mobility within the domainis managedoy us-
ing the Intra-DomainMobility ManagementProtocol (IDMP)
[18]. Thearchitecturespecifiesa new node,calledthe Mobility
Agent(MA), thatresidesat a higherlayerin the network hier-
archy (thanindividual subnets)andthat providesan MN with
a stablepoint of attachment.Specializedagentscalled Subnet
Agents(SA) are presentat eachsubnetto provide supportfor
functionssuchas pagingand fast handofs. EachMN essen-
tially usestwo separateCoAs for managingintra-domainand
inter-domainmobility:

« Local Care-of Address(LCoA) This is similar to MIP’s

CoA asit identifiesthe MN’ s presensubnebf attachment.
Thisaddres$iowever hasonly local (domain-wide)scope;

on every changein subnetthe MN informsits MA of the
newv LCOA.

« Global care-of address(GCoA) This addressesolesthe
locationof theMN only upto thegranularityof thedomain
andremainsunchangedslong asthe MN staysin thecur-
rentdomain. Packetsroutedto the GCoA areintercepted
by the MA andthentunneledto the LCoA.

This architecturehastwo key distinguishingfeatures:

« The intra-domainmobility protocol is distinct from the
globalbinding protocol. Accordingly, the approachallows
individual MNs, to useMIP, SIPor any othermechanisnto
inform remotenodeg(HA, CN, SIPseneretc.) of changes
in the GCoA. Also, intra-domainauthenticatiorandsecu-
rity is completelydistinctfrom globalauthentication.

« Thearchitectureassumeshe presencef multiple MAs in
a domainandusesload-balancinglgorithmsto distribute
the mobility load acrossMAs. More importantly load-
balancingis combinedwith dynamicresourceprovision-
ing and MA-SA signalingto provide MNs with QoS as-
surancesvithout the needfor QoSre-neyotiationon every
changen subnet.

Figurel depictsthe functionallayoutof IDMP, andshowvs how
thepacletis forwardedo theMN via two successie CoAs. The
DMA architectureessentiallyusesthe DifferentiatedServices
(diffserv) [26] framework for assuringQoSwithin the domain.
The architecturerequiresthe MAs to interactwith a Mobility
Sener, which implementsthe load balancingalgorithm,and a
centralizedBandwidth Broker (BB), which is responsiblefor
dynamicallyreservingresourcedor the varioustraffic classes.
Detailson theintegratedQoSsupportin the DMA architecture
areavailablein [20].

Subnet A Subnet C Subnet D

<
- sa,| (LCOA)
+ -2 ) )

Figurel: IDMP Logical Elements& Architecture

D.1 IDMP FastHandofs andPaging

Both fasthandof and pagingsupportin the DMA architec-
tureusesomeform of multicastingandarelogically represented
in Figure 2. In basicIDMP, the lateny of the handof pro-
cess(andhencethe durationof serviceinterruption)equalsthe



time neededfor the MN to inform the MA of its new LCoA.
For nodesrequiringfasterhandof in IDMP, the MN transmitsa
M ovementImminent messagéo the MA, wheneverit senses
(via layer2 triggers)the possibilityof movement.The MA then
proactively multicastsinboundpaclets, for a limited duration,
to the SAsthat are neighborsof the MN'’s currentpoint of at-
tachmentwheresuchpacletsare temporarilybuffered. If the
MN subsequentlyegisterswith oneof theseneighboringSAs,
the new SA will forward suchcachedpacletsimmediatelyaf-
terthe subnet-leel registrationis complete therebyeliminating
thedelayandlossesassociate@vith thetransmissiorof anintra-
domainlocationupdate. Figure?2 shows the useof pro-active
multicasting(solid lines)to supportfasthandof for neighboring
SAs,SA; andSA;. SincelDMP’s pagingprocesss very simi-
lar to thefasthandof mechanismye referthereadetto [18] for
completedetails.In thepagingmode,anIdie MN doesnotper
form ary locationupdateor registrationaslongasit stayswithin
aPagingArea(PA), comprisingmultiple subnetsOn receiptof
anincomingpacletfor anidle MN, the MA buffersit andmul-
ticastsa PageSolicitation to the MN’s currentPA, requesting
the MN to re-rggisteratthe MA with anew andcurrentlyvalid
LCoA. Figure2 shavsthetransmissiorof a PageSolicitation
(dashedines)to theMN’ scurrentPA, namelyP A5, comprising
subnet$3, C andD.

Router

MA
‘ Subnet C

Subnet B

Subnet A

Subnet D

Figure2: IDMP FastHandof/ Paging

The two-layermulti-CoA approachdoesnot suffer from the
scalability concernsassociatedvith the route-modificatiorap-
proach.However, the multi-CoA approacheslo requirethein-
termediateagentto handleall traffic destinedo anentiregroup
of MNs (e.g.,all MNs managedy asingleMA). Moreover, the
multi-CoA approachrequiresthis agentto decapsulatandre-
encapsulatall incomingpaclets;this not only resultsin higher
transporoverheadbput couldalsoleadto processindpottlenecks
attheMA. AlthoughDMA'’s useof multiple MAs alleviatesthe
potentialfor bottlenecksuchtraffic concentrationmayturn out
to be a scalabilityissue.Iln general boththe routemodification

and multi-CoA approachesrelegitimate solutionsfor manag-
ing intra-domainmobility. Thereis very little experimentalor

analyticalevidenceontherelative performancef thesetwo ap-
proachesWe believe thatdetailedsimulationstudiesof the two

approachesre neededto determinetheir comparatie perfor

manceunderrealistictopologiesandworkloads.

V. APPLICATION-DEPENDENT CHOICE OF MOBILITY
MANAGEMENT SCHEMES

In sectiondll andlV, we have analyzedhe mobility related
requirement®f eachof the threeapplications,andthe perfor
mancecharacteristic®f the typical IP mobility solutions. We
now study the appropriatenesef thesemobility management
stratgieson an application-specifibasis. After studyingeach
applicationindependentlywe shall seehow universalmobility
supportcanbe achievzed by defininga two-level mobility man-
agementhierarchy with a commonprotocol and architecture
for managingboth intra-domainQoS and intra-domainmobil-
ity, and multiple binding protocolsfor optimal managemenof
inter-domainmaobility.

A. Mobility Managementor \oIP

VoIP applicationsrequire a userto be always locatableby
a CN; accordingly a global binding protocol mustbe usedto
make the MN’s currentCoA availableto the individual CNs or
network seners.

A flat Mobile IP architectureas notsuitableasamobility man-
agemensolutionfor severalreasonsFirstly, MIP leadsto sig-
nificant lateng in the handof processsincethe updatemust
reachthe HA beforepacletsare correctlytunneledto the new
CoA. Moreover, the basicschemdeadsto too muchoverhead,
especiallyin theMN-MN communicatiorscenariowherepack-
etssuffer from quadrilaterakouting (triangularrouting in both
directions).The needfor globalupdategover possiblymultiple
hops)not only increaseshe latengy of communicationput, in
IP networks characterizedy possiblepaclet losses,also sig-
nificantly increaseghe meantime before a binding updateis
reliably receved. To understandhe dravback of suchmulti-
hopbindingupdatesgconsideranarrangemenivherebythe CN,
HA andMN arethreeverticesof an equilateraltriangle, with
eachsidecorrespondingo S separatédops.Let eachhop have
a probability p of paclet lossandresultin a delayof d msecs.
The probability of the transmissiorof a successfubinding up-
dateoverary sideof thetriangleis

Piyee = (1 _p)S. (1)
Sinceeachupdate(the first oneor subsequentetransmissions)
is successfulith probability Py, the probabilitythatthe update
takesexactly K transmissionss PX:

Pb{{: (1_Ps)K_1Ps- 2)
An updatetraversingS hopsincursadelayof S x d msecs As-
sumingthat eachretransmissions generatedat an interval of
S x d msecswe seethatif X denoteghe randomvariablein-
dicatingthe time till a successfutransmissionthe cumulative



distribution Fs (kd) is givenby:

k
Fy(kd) = Prob{X <kxSxd}=>_ Pk (3)

=1

For the MIP-RO case,however, a successfutransmissiorre-

quirestwo independentlysuccessfutransmissionsMN to HA

andHA to CN. Thus,the probability of a successfutransmis-
sionin exactly K transmissionss

K1
K _ i K—i
P vmip—ro = E :PS*PS )

i=1

(4)

whence we can derive the cumulatve distribution

FSI\/IIP—RO(')_

Figure 3 shaws the distribution of F;(.) for a hypothetical
operatingcondition, whered, the perhop delayis 10 msecs,
S = 5 hopsandp is either0.01 or 0.05. Thefigure shows that
the probability of relatively large mobility-relatedtransientss
not insignificant, especiallyin networks with reasonablyhigh
pacletlossprobabilities.
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Figure3: UpdatelLateng Distributionfor MIP/SIP Schemes

MIP is alsounsuitablefor VolP dueto the high paclet over-
head. VolP pacletsaretypically small; the 20 byte encapsula-
tion headein MIPv4 or the16 byteroutingheadein MIPv6 can
significantly increasethe payloadoverhead. Moreover, MIP
providesno supportfor paging,afeaturecommonlyavailablein
all voice-basedellularnetworks.

SIPcanhowever, sene notjustasacontrol protocolfor VoIP
applications,but also as a useful part of the overall mobility
managemensolution. SinceVolIP calls have aninitial explicit
call establishmenphasethereis no needto maintaina perma-
nenthomelP address.Sincethe VoIP pacletsare transmitted
over UDP, the SIP UA atthe CN cansimply transmita paclet
directly to the CoA indicatedin the SIP Re-INVITE message.
Thedirecttransmissiorof a bindingupdatefrom the MN to CN
providesfor the eliminationof triangularroutingwithoutincur-
ring thelateng of MIP-RO. Finally, by avoiding encapsulation,
SIP allows an efficient mobility solutionwherethe IP headelis
keptto aminimum. While SIP-basednobility managemertias

4As an example, considera G.711 VoIP paclet, with a payload of 80
bytes (20 msecpacletization delay). The normal IPv4 paclet hasa header
(UDP+RTP+IP)of 40 bytes;|P-in-IP encapsulatioaddsa further20 bytes.The
payloadefficienay for the encapsulategaclet is thus80,/140 ~ 57%.

several advantagesit still suffers from the drawbacksof a flat
managemendrchitecturgresentecearlier(in fact, thedistribu-
tion of theupdatdateng for SIPis identicalto thatfor MIPv6).
Also, SIPdoesnot provide ary pagingsupport.

A.1 Proposedolution

Toremovethesedravbackswe proposeacombinedwo-level
mobility managementierarchy, with theIDMP-basedDMA ar-
chitectuie usedto manaje local mobility and SIP usedas the
global binding protocol Underthis solution,the MN generates
aSIPRe-INVITE (or aSIPREGISTER)with the GCoA asthe
adwertisedaddresspnly whenit changeslomains.Thesolution
proposeso uselDMP’s Globally Co-located GC) mode where
eachMN obtainsauniqueGCoA. Accodingly, the CN doesnot
needto tunnelpadetsto the GCoAand canforward themwith
any encapsulatiorover the global Internet. Sincethe bulk of
thelocationupdatesareintra-domainandrestrictedto the MA,
thehandof lateng andglobalsignalingloadis significantlyre-
duced.Moreover, VolP nodescanactivatethe IDMP fasthand-
off procedureo furtherreducethe interruptionassociatedvith
an intra-sessiorhandof. The durationof serviceinterruption
with IDMP fast handof is O(10-20)msecsnd essentiallyin-
cludesthelateng associatevith performinganew subneton-
figuration(new LCoA) atthenew subnet.Theperuseruffering
employedin IDMP’sfasthandof processpracticallyeliminates
the loss of in-flight paclets. Typical VolP applicationsusea
playbackbuffer that allows for variability in the delay of indi-
vidual paclets. Experimentdndicatethat audioquality suffers
no perceptibldossaslong aspaclketsarenotlost but simply de-
layed.Accordingly, usingIDMP senesto significantlyimprove
thelP-basednobility managemenf VolP traffic.

IDMP provides voice applicationswith anothersignificant
benefit:paging.Sincecellular phoneusersmayroamover mul-
tiple subnetswvhile in anidle state IDMP’s intra-domainpaging
mechanisnallows an MN to save significantsignalingpower.
Moreover, IDMP’s pagingoperationis ideally suitedto IP tele-
phory applicationswherethe initial pacletsfrom the CN are
call-establishmenfcontrol) messagesBy buffering suchpack-
ets, the MA preventspaclet lossesuntil the MN respondgo
the pagingrequest. IDMP’s pagingdelay which includesthe
time for propagatiorof the PageSolicitatiorbroadcastthe sub-
sequensubnetconfigurationandfinally the intra-domainloca-
tion update,can be boundedby O(100)msedn practical sys-
tems. This delayis well within acceptableghresholdsfor the
call establishmenlateng. IDMP’s dynamicQoS provisioning
architecturds alsosuitedto re-establishinghe QoS profile for
an MN without the needfor explicit signalingat every change
in subnet.

The IDMP-basedsolution has one drawback-the needfor
tunnelingVVolP pacletsto the LCoA insidethe domain. When
the LCOA is co-located,this tunnelingleadsto a reasonably
large percentagdoss of bandwidth even over the final air-
interface.Of coursejntra-domainroutingbasedsolutions such
asCellular IP or HAWAII, do not have this drawbacksinceno
additionalintra-domaintunnelingis required. However, this
tunneling is the current price to pay for a scalableand ro-
bustintra-domainmanagemengrotocol. Suchtunnelingcanbe
eliminatedf theMA is permittecto simplyreplaceheGCoAin



the pacletheademith the LCoA; however, this maycausesnd-
to-end security and authenticationrmechanismgo fail. Also,
proposalsinderinvestigationwhich minimizethe heademnver
headvia robust headercompressiortechniqguesmay alleviate
this drawbackof intra-domaintunneling.

A.2 SignalingFlow for IDMP+SIP Solution

Figure 4 shavs the messagédlow (both IDMP and SIP) for
this hybrid mobility managemenapproachywhenan MN first
movesinto the domain. The signalingalso includesthe mes-
sagingexchangedetweenIDMP nodes(including the Mobil-
ity Sener (MS)) andthe QoS provisioning elements(suchas
theBandwidthBroker (BB)) to dynamicallyprovisionresources
for the VoIP node. To authenticateghe MN, the MA may also
needto interactwith AAA seners;this signalingis however not
shavn in thefigure.
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Figure4: SignalingFlow for VolIP Mobility

For nodessupportingprimarily VolIP traffic, we have shavn
how a combinationof applicationlayer and networklayer mo-
bility support provides the most scalablesolution. Mobility
within a domainis transparentto the application layer (the
GCoA staysconstantandis managedhrougha secondaryad-
dress(LCoA) at the network layer. The network layer is also
usedto supportfeaturessuchas seamlesiandof and paging.
SIPis usedasthe applicationlayer protocolto provide a global
mechanisnfor bothterminalandusermobility. The useof SIP
allows the applicationgto controlthe userresponseo mobility
acrosglomains.

B. Mobility Managementfor Web-biowsing

UniversalWeb-basediccesgo the Internetis likely to be a
hallmarkof next-generatiometworks. Roadvarriorswill access
the network from a variety of places,suchasairports, hotels,
shoppingmallsandsportscomplexes. In this modelof network
accessa usersimply roamsto differentaccessnetworks and
connectgo the network via his/herown nodeor a temporarily
borrovednode.For example,ausermayrentadevice in anair-
portandaccesghe network via eitherthe cellular or a wireless
LAN infrastructureln suchscenarioseachLAN provider may
be a differentoperator;n the absencef afixedassociatiorbe-
tweenanMN andauser eachoperatormayindependentiyeed
to authenticat@ndauthorizea user Suchusersmayor maynot
exhibit mobility acrosssubnetsduring one sessionwhile it is
possiblethata userwalking in anairportmaychangehesubnet
of attachmentit may safelybe assumedhatthe userwill never
changedomainsduring sucha movement. The exact natureof

intra-sessiomobility in this casegivesriseto two differentso-
lutionsfor mobile Webaccess.

B.1 Proposedsolutionfor Intra-SubneMobility

We first considerthe casewherethe userdoesnot change
subnetsduring a single active session. This may occur, for
example, when a single subnetspansan entire airport termi-
nal; intra-sessiormobility in this caseis confinedto possible
changesn thelink-layer point of attachmentaindis handledby
appropriatelayer2 micro-mobility techniques.In sucha sce-
nario, nodeconfigurationanduserregistrationare the two im-
portantIP mobility managemenfunctions. Userregistrationis
critically important,sincea serviceprovider chaging for such
connectvity would definitely needto verify the users identity
and his/herservicerequirementsn a device-independentash-
ion. SinceWeb-bravsingapplicationglonotrequirecontinuous
locatability, a binding protocolis unnecessanyn fact,evendy-
namicpaclet reroutingis not required,asthe IP addres®f the
MN doesnot changefor theentiredurationof a singlesession.

To provide configurationinformation,suchasa valid IP ad-
dress,to an MN for a specificsessionwe can useconfigura-
tion protocolssuchasDHCP[4] or DRCP[6]. Traditionalmo-
bility solutionstypically integratethe registrationfunctionality
with the binding mechanismfor example,Mobile IP (with its
newly definedAAA interface)cansupportnodeauthentication
andauthorizatioralongwith mobility binding. For nodeshatdo
notrequirea binding protocol,suchintegratedfunctionalityim-
posesxtraoverheadn theoverallregistrationprocessSimpler
andspecializedegistrationprotocolsmaybeusedto allow such
Web-bravsing users,who do not have MIP client on their de-
vices,to accesshe network. Severalapproacheandprotocols,
suchas|EEE 802.1X[21], [22] and BURP [23], arecurrently
being researched.While BURP offers a uniform and distinct
registrationprotocol at the applicationlayer, IEEE 802.1X of-
fersport-basedccesbasebnthelEEE802.1layer2 technol-
ogy. However, boththe protocolsneedto befurtherinvestigated
to determinegheirapplicabilityandinterworking capabilitywith
existing AAA protocolssuchasRADIUS andDIAMETER.
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Figure5: SignalingFlow for Mobile Web AccessUsingBURP
Figure 5 shaws the signalingflow for mobile Web access



using BURP. DHCP is usedasthe configurationprotocoland
providesthe MN with a valid IP addresgCoA) asthe mobile
userattacheshis/herdevice to the network. A single CoA (a
flat addressingarchitecture)s adequaten this case,sincethe
MN doesnot needto issueary globalor local binding updates.
As partof theinitial configurationparametersDHCP alsopro-
videsthe BURP client (runningon the MN) with the address
of the BURP RggistrationAgent. The BURP clientthensends
a registrationrequest(BURP.REQUEST) to the RA which in
turn repliesback (BURP_REPLY) to the client after properau-
thentication. During this processRA will first contactthe lo-
calAAA (AAAL) senerrunningDIAMETER or RADIUS, and
thenabrokeror homeAAA senerasnecessaryBURPregistra-
tion agentandlocal AAA areco-locatedn our model. Finally,
dashedinesin the figure indicatethat BURP RA may interact
with QoSprovisioningelementgsuchasBandwidthBroker) to
satisfythe userspecificQoSrequirements.

B.2 Proposedolutionfor Inter-subnetMobility

We now considerthe casewherean MN roamsacrossmul-
tiple subnetgduring a single session.Sucha casemight occu,
for example,whenanairportterminalis partitionedinto several
distinctIP subnetsa usermaychangesubnetgvenwhile roam-
ing insidethe airportterminal. To ensureransparenpaclet re-
directionfor an ongoingsessionduring sucha subnetchange,
anintra-domainmobility solution,suchasthe DMA hierarchi-
cal mobility architecturejs sufficient. Sincean MN is the sole
initiator of asessionuniversallocatabilityof theuseris notnec-
essarythereis consequentlyo needfor aglobalbindingproto-
col. Theindependencef DMA from a specificglobal binding
protocolis a key advantagein this situation. To retrieve data
from the global Internet,the MN usesits GCoA asthe source
address.Accordingly, aslong asthe MN stayswithin the do-
main, the correspondenhode (Web sener) is unavare of the
nodemobility andsimply transmitsall paclets(without encap-
sulation)to the GCoA. Suchpacletsareinterceptedy the MA
andthenforwardedvia encapsulationo the MN. Encapsulation
is necessaryo presere end-to-endsecurityandauthentication,
both of which are expectedto be standardcomponentf ary
securdransactionamodel. While the DMA approactdoesin-
curthe encapsulatiomverheadnsidethe mobility domain,this
overhead20 bytesfor the IPv4 case)is not very significantfor
suchdataapplicationswhich typically have large paclet sizes?
While IDMP providessupportfor fasthandof, Web browsers
areunlikely to requessuchsupport sincethe applicationis not
sensitve to variationsin the delay of individual paclets. The
MN canalsooptionally useIDMP’s pagingsupport. However,
the servicemodel assumeshat the MN is the soleinitiator of
all traffic sessionsAccordingly, pagingsupportis notessential,
sincethe MN doesnotneedto bealwayslocatable An idle MN
cansimply discontinuethe useof IDMP andre-initiate a new
intra-domainregistrationasa new user’logs on”.

5For mostWeb-basedgull applicationsit is the MN which generatesmall
sizedpaclets (TCP Acks). Suchoutboundpacletsdo not needto be encapsu-
latedasthey travel directly to the (stationary)sener.
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Figure6: SignalingFlow for Mobile Web AccessusingIDMP

Figure 6 shaws the typical signalingassociatedvith the mo-
bile Web applicationin this case. The figure assumeshat the
MN used DMP notonly to obtainthe configuratiornparameters,
but alsoto specifythe QoSrequirementandregisterwith the
network. In sucha model,we assumehatthe MA will inter-
actwith standardAAA protocols(e.g.,RADIUS, DIAMETER)
for authenticatiorand with the BB for QoS provisioning. In
contrastto figure 4, a global binding updatemessagés absent,
sinceall mobility duringa singleWeb sessioris confinedto the
singledomain.If theMN indeedchangegslomainsduringa ses-
sion,the MN will obtainanevw GCoA andtheuserwill haveto
re-establisfanothersession.

C. Mobility Managementfor Mobile Serves and Bulk Data
Transfer

In our mobile sener scenariowe needthe MN (sener)to be
alwayslocatablevia a permanenthome)addressAccordingly,
aglobalbinding protocolis necessaryo storethe MN's current
CoA in centralizedseners. Sincethe CNs are not assumedo
performanexplicit query(for functionalcompatibilitywith cur-
rent Internethosts),the mobility managemenschemealsore-
quirestranspaentre-direction changesn the CoA of the MN
mustbeinvisible to the CN. Reliablebulk transferapplications
useTCP asthetransportmechanismTo provide seamlesson-
nectvity for ongoing TCP sessionsa network-layer mobility
solutionmustbe usedthat makes nodemobility transparento
theupperlayers.

MIP is thus a plausiblemobility managemenapproachfor
suchbulk transferapplications. In fact, MIP wasinitially de-
signedto provide ubiquitousandseamlessetwork connectvity
preciselyfor suchTCP-basedpon-realtime applications How-
ever, MIP wasalsodesignedor a predominantlystaticnetwork
architecturewhereonly a smallfraction of the total hostsex-
hibitedmobility. Nodemobility will, however, beafundamental
featureof next-generatiorcellularnetworks. Giventhepotential
for billions of mobile devices, MIP’s flat architecturecanlead
to a significantlyhigh globalsignalingload. Moreover, we have
alsoseenthattheneedto transmitbindingupdatesglobally (po-
tentially over a large numberof hops)canleadto a significant
transientperiod,wherethe CN losesconnectvity to the MN.



C.1 Proposedsolution

A two-level mobility managemenscheme which combines
IDMP with MIP, solvesalmostall the shortcomingsassociated
with the baseMIP solution. We have presentedsucha solu-
tion as part of the TeleMIP mobility managemenarchitecture
[16], wherebythe MN sendsa global MIP registrationpaclet
only whenit changeslomainsand obtainsa nev GCoA. This
registrationmessagespecifiegthe GCoA asthe MIP care-ofad-
dress;pacletsareaccordinglytunneledto the MN’s designated
MA by the HA. Sincethe HA will always tunnel paclets to
the GCoA, the MN usesIDMP’s Mobility Agent (MA) mode
for global addressingwherebymultiple MNs sharethe same
GCoA.TheDMA architecturds usedfor intra-domairmobility
managementyith the MA decapsulatingnboundpacletsand
thenforwardingthem(via re-encapsulatiortp the MN’ s current
LCoA. By reducingthe frequeng of multi-hop global binding
updates this hierarchicalsolution not only reducesthe global
signalingload but also significantly decreaseshe loss proba-
bility of anindividual bindingupdatepaclet. The DMA archi-
tecturealsoallows anMN to utilize IDMP’s pagingmechanism
andconsenre power in anidle state.

Our mobility solutionto the mobile sener applicationsce-
nario usesMIPv4. The alternative MIP mechanismsMIP-RO
andMIPv6 couldalsobe used.Both thesemechanismsemove
the overheadof triangularrouting in the global Internet,since
the CN now sendspacletsdirectly to the MN’s CoA (IDMP’s
GCoA). In the mobile sener scenario triangularrouting may
not be a significantdravback, at leastfrom a bandwidthover
headstandpoint. The bulk of the dataflow is principally from
theMN towardsthe CN; suchpacletscanindeedbetransmitted
directly to the CN. Inboundtraffic (towardsthe MN) is typi-
cally small and consistsprincipally of acknavledgemenpack-
ets. Moreover, both MIP-RO and MIPv6 suffer from certain
drawbacks associatedvith this specific application scenario.
MIP-RO requiresan upgradedCN thatis aware of the sener’s
mobility; the CN mustnotonly accepbindingupdatesandthen
tunnelpacletsfor theMN to its currentlyregisteredCoA. If the
CN indeedpossessethis capability thenMIP-RO cancertainly
be usedto provide a moredirectrouting of pacletsto the MN.
A solution combiningDMA with MIPv6, on the other hand,
requiresthe MN to sendindividual binding updatego eachof
thecurrentlyactve CNs,wheneerit changeslomains.Sincea
senernodecouldpotentiallyhave asignificantnumberof active
CNs,thiscanleadto alargesignalingloadatthe MN, especially
overthefirst-hopwirelessinterface.

C.2 Signalingflow for the TeleMIP solution

Figure7 shavsthe signalingflow whena mobilesenernode
(MN) first movesinto an IDMP domain. One of the key dif-
ferenceswith MIP-RR is the completeseparatiorof the intra-
domainandglobal updatemechanismsin the MIP-RR mech-
anism,the Gatavay ForeignAgent (GFA) actsasarelayin the
MIP registrationprocessandis, hence,requiredto understand
the MIP registrationsemanticsin ourapproachtheglobalMIP
registrationmessagés generatedlirectly by the MN- theIDMP
agentssuchasthe MA andthe SA, areunawareof this regis-
tration mechanism.As statedearlier sucha separatiormakes
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IDMP functionality completelyindependenbf the alternative
global binding solutionsand allows a common intra-domain
managemeninfrastructureto supportmultiple global binding
solutions eachof which maybeappropriatdor a specificappli-

cationscenario.
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Figure7: SignalingFlow for Mobile Seners

VI. CONCLUSION

Next-generationlP-basedcellular networks are expectedto
provide an integratedaccessand mobility managemeninfras-
tructurefor avarietyof applicationswith significantdifferences
in their traffic profilesandservicerequirements.n this paper
we haveinvestigatedhemeritsanddemeritof variouslP-based
mobility managemenschemedor threesuchapplicationsce-
narios: VoIP, mobile Web accessand mobile sener-baseddata
transfer

The three applications differ in their need for various
mobility-relatedfeatures,suchas continuousreachability mo-
bility transpareng, fast handofs and paging. We analyzed
various|P mobility managemenproposalssuchasMIP, SIR
CIP and HAWAII, anddemonstrateavhy a hierarchicalman-
agementarchitectureis important,especiallyasthe numberof
mobile nodesincreases. We also discussedhe two alterna-
tive approacheso intra-domainmobility managementWhile
the route-modificationapproachegHAWAII, CIP) do not re-
quireary additionaltunnelinginsidethedomain themulti-CoA
approachegMIP-RR, DMA, HMIP) do not needto maintain
host-specificoutes.As partof a hierarchicaimobility solution,
we describedur DynamicMobility Agent(DMA) architecture,
which allocatesspecializedagentscalled Mobility Agentsdy-
namically to MNs and which usesload balancingalgorithms
anddynamicresourceorovisioningtechniqueso defineaninte-
gratedQoSarchitecture.

Differencesn the mobility requirement®f eachof the three
applicationsconsideredmply that no single mobility solution
performsbestin all three cases. For the VoIP scenario,we
seehow combiningthe DMA intra-domainmobility architec-
turewith SIP-basedjlobalmobility managemerprovidesa so-
lution thatminimizesthe globalsignalingload, preventsunnec-
essantransportoverheadandprovidesflexible supportfor fea-
turessuchasfasthandof andpaging. The mobile Web access
scenariopntheotherhand,is apull-basedapplicationthatdoes
not needthe MN to be continuouslylocatableandaccordingly
doesnotrequirea globalbindingprotocol. Accordingly, we see
how supportfor configurationand registrationis adequategor
a wide variety of accessscenarios.For scenariosvherenode



movementduring a single sessions restrictedto a single do-

main,the DMA approachcanbe usedto managentra-domain
mobility in amannerransparento the globalInternet.Finally,

we consideredhe caseof mobile seners,whereCNs retrieve
datafrom anMN. In this casewe seethata MIP-basechetwork

layer mobility solutionprovidessignificantbenefitsby making
nodemobility transparento the upperlayers. As in the other
applicationscenariosa hierarchicalmechanisnusingDMA as
theintra-domainmobility solutionprovidesa morescalableand
robustsolution.

While our analysisprovides guidelinesfor a preferredmo-
bility managemengtpproach,sereral questionsremain unan-
swered. Perhapamostimportantly therehasbeenno serious
analysisof the relative merits of the route-modificationand
multi-CoA alternatvesfor intra-domainmobility management,
especiallyin termsof their signalingoverheadandscalability It
may well turn out that the route-modificatiorapproachis more
appropriatdor smallerandmedium-sizedlomains As we have
pointedout in the introduction, all the managemenschemes
discussecdhere essentiallyresole the MN'’s location up to a
subnet-lgel granularity Dependingon the penetrationof IP
into the cellular infrastructure additionallayer2 mechanisms
may be necessaryo managemicro-mobility (acrossdifferent
accesgointswithin a subnet).Furtherresearchs necessaryo
decidehow to effectively integratethe capabilitiesof suchlayer
2 mobility managementmechanismswvith IP-layer and above
mobility solutions.
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