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ABSTRACT  

This paper studies cryptography algorithms to be implemented into the SCADAKratos application of thermal 
vacuum chamber (TVC) system. SCADAKratos application is used to control and monitor the operations of the TVC 
which is a satellite test equipment that is located at the Malaysia Space Centre, Banting, Malaysia. The security features 
had been put aside during the development as it was claimed that there is no threat to the system since the system is 
operated internally. However, during service and troubleshooting by the manufacturer, the system will be accessed through 
public network. Besides that, the system also can be accessed remotely during operation for control and monitoring 
purpose. In addition, the testing data results also need to be transferred to the customer through the internet as it is easier 
and faster. The remote access through public network will cause the TVC system to face a risk to any threat and attack. 
Therefore, the implementation of cryptography algorithm into TVC system is needed in order to secure and protect the 
system from unauthorized access. This paper explains the architecture of SCADAKratos application of TVC system and 
how the cryptography algorithms could be implemented through this application. Secure Hash Algorithm (SHA-1) and 
AES algorithm (AES) are chosen as the encryption technique which will be applied in the TVC system. Simulation result 
shows that this technique is feasible for the mentioned implementation.  
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INTRODUCTION  

The thermal vacuum chamber (TVC) system is a 
satellite test equipment used to simulate the space 
environment that will be experienced by the satellite in the 
orbit. It is used to simulate the harsh cycle of extreme 
temperature (hot and cold) in vacuum condition as 
experienced by the satellite in space [1]. The TVC system 
is an embedded system developed to be operated internally 
without involving public network communication. 
Therefore, it is designed without any security features 
added into the system. The security features had been put 
aside as the manufacturer claimed there is no threat to the 
system as the system will be operating using Ethernet line. 

However, the remote access is still available in 
the TVC system in order to allow the manufacturer to 
service or troubleshoot the system. Besides that, the TVC 
system can also be accessed remotely during operation for 
control and monitoring. This is due to the shortage of 
staffing and the system is operated non-stop for at least 2 
weeks. In addition, the testing data results also need to be 
transferred to the customer through the internet as it is 
easier and faster. Due to that, the TVC system will still 
operate remotely not as been claimed by the manufacturer. 
This operation through public network will put the TVC 
system at risk of any threat and attack. Therefore, security 
features need to be implemented in the TVC system in 
order to protect the system from unauthorized access. 
Moreover, with the attack from the stuxnet worm, that 
infected Siemens industrial equipment and software that 
was running on a Windows system reinforces why the 
security must be implemented [2]. This is because the 
TVC system also uses Siemens controller and it is 
implemented in Windows platform. In this study, Secure 

Hash Algorithm (SHA-1) and AES algorithm (AES) are 
chosen as the encryption technique which will be applied 
in the TVC system through SCADAKratos application in 
order to improve the security of the system. 

This paper is organized as follows. In section 2, 
the SCADAKratos architecture of TVC system is 
explained. The cryptography algorithms are elaborated in 
Section 3 whereas the testing and findings are explained in 
Section 4. Section 5 presents and discusses the results. 
Finally, section 6 will draw the conclusion of the proposed 
security in the SCADAKratos application of TVC system. 
 
Architecture of SCADAKratos application  

The SCADAKratos application is an application 
used to interface the control of TVC system. It 
communicates via the communications drivers with the 
Programmable Logic Controller (PLC) in charge of the 
operations through an Ethernet connection. The 
SCADAKratos application consists of five (5) main 
modules as shown in Figure-1. 

 

 
 

Figure-1. SCADAKratos application modules. 
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All the component modules are interconnected 
through the Ethernet and Profibus. These modules can be 
accessed remotely through public network. The control 
module is used to give commands to activate and 
deactivate a whole system or sub-system such as running 
the pumping system, thermal system and so on. The 
monitoring module is used to monitor the system and is 
performed by the visualization of several synoptic panels 
which are updated in real-time. All the measures acquired 
such as pressure and temperature are stored in the MS-
SQL databases in the data logging module. The service 
and troubleshoot module is used by the manufacturer to 
service and troubleshoot the TVC system. Lastly, the test 
profile module is used to set the testing profile of tests that 
need to be conducted by TVC system. Figure-2 shows the 
graphical user interface (GUI) of the SCADAKratos 
application. 

 

 
 

Figure-2. Graphical user interface (GUI) of 
SCADAKratos application. 

 
Meanwhile, Figure-3 shows the overall control 

system architecture of the TVC system. 
 

 
 

Figure-3. Control system architecture for Thermal 
Vacuum Chamber (TVC) system. 

 
Cryptography algorithms 

Supervisory control and data acquisition 
(SCADA) system has been widely used to monitor and 
control in industrial application [3]. That is why it has also 
been used in TVC system. However, its security is very 
vulnerable [3]. A review of the security for SCADA 
system has been conducted by the researcher to identify 

the most appropriate method to be used especially for 
communication in the SCADA system application. Among 
them are the key management and distribution protocol, 
security pattern, cryptography and so on [4]. The study 
results showed that in the future, cryptography algorithm 
will be the solution to be used for SCADA system 
communication [4]. In addition, other researchers also 
found that it is also suitable for remote communication [5-
7]. 

Therefore, the cryptography algorithm is the most 
appropriate technique to be implemented in the 
SCADAKratos application. The ability of this technique in 
handling various attacks has been proven and investigation 
studies have also been conducted by researchers to 
identify the appropriate algorithm to be implemented for 
specific applications such as authentication, industry, 
images, communication and more. For SCADAKratos 
application, the algorithm needs to be applied as necessary 
to meet the necessary requirements in terms of 
authentication, network and so on. From a survey 
conducted by researchers [8], they had claimed that AES 
is the most secure algorithm for network security 
compared to other algorithms such as Rivest -Shamir-
Adlemen (RSA), Triple – Data Encryption Standard (3-
DES) and many more. AES was also found to be very 
efficient in hiding data [8] and is in accordance with 
SCADAKratos application for file data transfer functions. 
Its performance is even better and this will speed up the 
process of sending files using this algorithm. It is also 
chosen because it is suitable to encrypt large data [9]. 
Meanwhile the SHA-1 algorithm is chosen because of its 
capability to perform authentication function and secure 
stored password data [10].  

The following elaborates the cryptography 
algorithms that have been chosen to be implemented into 
the TVC system which are SHA-1 and AES algorithm.  
 
Secure Hash Algorithm (SHA-1) 

SHA was developed by the National Institute of 
Standards and Technology (NIST) and published as a 
federal information processing standard (FIPS 180) in 
1993 [11]. SHA-1 is a revised version that was issued as 
FIPS 180-1 in 1995. SHA-1 is widely used in applications 
and protocols compared to other SHA function. The hash 
size of SHA-1 is 160 bits. The concept of SHA-1 is once 
the input data is encrypted, there is no way to decrypt it 
again and get the source data. Figure-4 shows the concept 
of SHA-1 and how it will be implemented into the 
SCADAKratos application. 
 

 
 

Figure-4. SHA-1 algorithm concept. 
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The server will store the encrypted password. In order to 
login to the TVC system the key in password will be 
encrypted using the same algorithm and then it will be 
compared with hashed data that had been stored in the 
server. 
 
Advanced Encryption Standard (AES) 

The AES was published by the NIST in 2001. 
The AES is a symmetric block cipher with a block length 
of 128 bits that is purposely created to replace DES as the 
approved standard for a wide range of applications. The 
structure of AES is quite complex and it can support any 
combination of data (128 bits) and key length of 128, 192, 
and 256 bits. The algorithm is referred as AES-128, AES-
192, or AES-256 [12]. 

The AES allows a 128 bit data length that can be 
divided into four basic operational blocks. These blocks 
are treated as an array of bytes and organized as a matrix 
in the order of 4×4 that is called the state array.  

For both encryption and decryption, the cipher 
begins with an Add Round Key stage. However, before 
reaching the final round, this output goes through nine 
main rounds, during each of those rounds four 
transformations are performed; 1) Sub-bytes, 2) Shift-
rows, 3) Mix-columns, 4) Add round Key. In the final 
(10th) round, there is no Mix-column transformation. 
Decryption is the reverse process of encryption and using 
inverse functions: Inverse Substitute Bytes, Inverse Shift 
Rows and Inverse Mix Columns [13].  

The AES algorithm is used to encrypt the test 
data results that need to be transferred to the customer. In 
order to maintain the integrity of data transferred, data will 
be encrypted using public key and decrypted using private 
key. 
 
 Testing and findings 

For simulation purpose, a client-server 
application was developed using Visual Studio .Net 2012. 
A client will act as remote computer, while the server 
which will act as interfacing between SCADAKratos 
application of TVC system. The login authentication from 
the remote computer will use SHA-1 algorithm. 
Meanwhile, the file transfer between the remote computer 
and SCADAKratos application through the public network 
will use AES algorithm. These requirements can be 
described as follows: 
 Security implementation for communication between 

remote computer and SCADAKratos application of 
TVC system. 

 Security implementation for communication between 
SCADAKratos application of TVC system and remote 
computer access by the customer during file data 
transfer. 

There will be two (2) main modules in this 
security application system which is login authentication 
and file data transfer. Figure-5 and Figure-6 show the flow 
chart of server and client. 

 
 

Figure-5. Server flow chart. 
 

 
 

Figure-6. Client flow chart. 
 

The testing is done using the following steps: 
Firstly, the user needs to login at the client side using a 
password that has been encrypted using SHA-1 algorithm. 
Once successful, the command, monitoring and 
troubleshoot can be done. Secondly, for file data transfer, 
the sample testing data will be encrypted before it is sent 
to the customer. The file is encrypted using AES algorithm 
and the customer key is generated. Once the customer 
receives the encrypted file, the customer can decrypt the 
file using the customer key. 

The testing is done to ensure that the security 
application system is fully tested and secure to be 
integrated with the real system. The testing is done by 
using the sample data from the TVC system. Figure-7 is 
the sample testing data result of the TVC system. 
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Figure-7. Sample testing data result. 
 
RESULTS AND DISCUSSION 

The following shows the test results for the 
cryptography algorithms added to the TVC system when it 
is tested by module. 
 
Login authentication module 

The SHA-1 Algorithm is used in the login 
authentication module. The following is the data value that 
had been tested. 
 Sample Password: password 
 Sample Hash Data for “password”:  

9117097228201185636361303711108248512712623
0143216 

The Hash Data will be stored at the server in 
SCADAKratos and it cannot be decrypted. 

 
File data transfer module 

The AES algorithm is used to encrypt the sample 
testing data result and Figure-8 shows the sample of 
encrypted data. 
 

 
 

Figure-8. Encrypted sample testing data result. 
 

By using the key, the encrypted file can be 
decrypted and it is similar to the file before it is encrypted. 

The SHA-1 algorithm is generated using 
Microsoft Visual Studio C#. The following code is used to 
generate the hash data. 
 

 
 

After the data has been encrypted, it will be 
stored in the server. The server will use the hash data to 
compare with input from the user during login 
authentication module. The following code shows how the 
comparison is done by the system. 
 

 
 

AES Algorithm Code is used in the file data 
transfer module. The following code shows how the file is 
encrypted. 
 

 
 

Then, the remote computer or client is able to 
decrypt the file by using the private key. The following 
code shows how the decryption is done by the system. 
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From the simulation done, the results obtained 
showed that the proposed system can handle the above 
situation well. Figure-9 and Figure-10 show the simulation 
application using Client Server Application. 
 

 
 

Figure-9. Client application. 
 

 
 

Figure-10. Server application. 
 

CONCLUSIONS 
As a conclusion, this project shows how 

cryptography algorithm can be implemented in TVC 
system to secure the remote access and data transferred to 
the customer. The command data and File Data Transfer 
through the public network cannot be read by the third 
party easily without knowing the key. Communication 
between the TVC system and remote computer can be 
controlled and monitored compared to before security is 
added into the system. Although antivirus and firewall are 
installed in Ethernet line, it is still exposed to threat and 
attack. Currently, the security has not been applied but in 
the future this security is important in order to protect the 
government properties, customer confidential and this will 
be tied to the standards and policies that can be 
implemented into the system. 
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