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OBE3LIETEHUE 3A 3ABABA 110 UJI. 86 331 [IPU HEU3IIbJIHEHUE HA 3AABJKEHUE 3A 3AIIVIALLIAHE HA
HEYCTOWKA, PECII. HA HEYCTOMKA 3A 3ABABA

CamocTOSTENICH UCK 3a 3aIlIallaHe Ha oOe3leTeHue 3a 3a06asa o wi. 86 33/] e 1omycTHM U KOTaTo € Halulle HeM3IIbJIHeHNE Ha
TIapUYHO 33/IBJDKCHHE 3a 3aIlIalllaHe Ha HeyCTolKa, prchaeHa o apyro aeno. CreraB Ha BKC e npucsamn obesnierenue 3a 3abasa
BBbpXY HEYCTOMHKA, ABDKAMA 32 HEM3ITBJIHCHNE HAa HHBECTHIIMOHHATA ITPOrpama Mo MPUBATH3AINOHEH JJOrOBOP 3a IEpUoa OT Jarara
Ha IpeAsBaBaHe Ha ucka 1mo 4wi. 92 33/] (1o mbpBOTO Z1€10) 10 1aTaTa Ha MOCTHIIBAHE B Cha HAa HCKOBaTa Mojba mo ui. 86, an. 1 33/1.
B pemieHneTo chIbT € CHIIOCTABHII IIPEIMETA HA 06eme 3a0bIMCEHUS - 30 3AKOHHA JIUX6d, T.€. TAKaBa, KOSITO Ce ABJDKHU IIPU HACThII-
BaHE HA OIPE/IEICHU B 3aKOHA FOPHINYECKU (PaKTH U € HOPMATHBHO YCTAHOBEHA U 3d HEYCMOUKA, KOCTO 33IbJDKCHUE € MAPUIHO U
MIPU HEU3IIBIHEHUETO MYy Ha MaJeXa JUIHKHUKBT U3M1a/ia B 3a0aBa. AKIIECOPHUAT XapaKTep Ha HEYCTOMKaTa CIPsIMO [TIaBHUS ABIT HEe
BOJIM JIO OTPUYAHE Ha CAMOCTOSTEIHUS H XapaKkTep Ha apu4HO B3eMaHe. HeycToiikaTa nMa OTJelHa H3UCKYeMOCT KaTo B3eMaHe, B
CpaBHEHHE C TNIABHUS JBJIT, M CHOTBETHO MOKE J]a C€ aHTa)XHPa OTTOBOPHOCTTA HA JUIHKHHKA 32 HETOYHOTO MY H3IThJIHCHUE.

Jpyruar BeOpoC € Janu Moxe odezujemenue no un. 86 33/ oa ce npemenoupa u 3a HeusnviHeHue HA 3A0vdCEHUE 34
niaawjane Ha HeycmoliKa 3a 3abasa?

Eoun 6v3mooicern omeogop e, ue e Hedonycmumo NPUCv ICOAHEMOo Ha TUX6d 3 3a0a8a 8bPXY HEUSNIAMEHA Ha 8pemMe MOPamopHa (uiu
opye 6ud) neycmoiika'. Jlpyea apeymenmayusi Ha 6b3MONCHUS Ompuyamenen omzo80p cvbovpiica P. Ne 200 om 11.07.2008 2. na BKC no
m. 0. Ne 724/2007 2., I m. o., TK, cnopeo koemo quxéama 3a 3a6a6a ce OvbdCU He 3a HEYCMOUKA O HEU3NBIIHEHUe HA NAPUYHO 3a0bIICEHIE,
a 3a Heycmotika om Heusnvinenue Ha opye 8uo 3aovadicenue. Obpamnomo pazbupane obaue ce nooowvpoica 6 P. Ne 782 om 2.10.2006 e. na
BKC no m. 0. Ne 303/2006 2., TK, 1l m.o., kb0emo peutasawusam coCmas e npueil, ye HeniauaHemo 8 CPoK Ha BHOCKUME Npeocmasiasa
HeusnwIHeHue Ha NapUYHO 3a0bdCeHUe, Cb2nacHo 4. 86, an. 1 33/], u obycnassa npucviicoarnemo Ha obeaujemenue 3a 3a6a6a 6 pasvep Ha
s3akonnama auxea. Takoea odezuiemenue ce Ovdicu U 6bPXy ONPedesieHOmo HEYyCMmoeuno odeuiemenue.

IlooobHo sudxcoane e HANBIIHO RPUEMIAUBO, M.K. MOPAMOPHAINA NUXA Ce HAYUCIABA 8bPXY BCUYKU NAPUYHU 83eMAHUS, YUEMO
usnvIHeHue e 3a0a8eHO U 8 MO3U CMUCHI MYK MOPAMOPHAMA TUX6A He Ce OBbICU 30 HeU3NbIHEHUe Ha 21AsHUs Obil2, d 3a 3a0a6eH0
UBNBIHEHUE HA 8MOPUYHOMO CAHKYUOHHO 3a0bIdCeHUe 3a 3aniawane Ha Heycmotika. B pazenesicoanama xunomesa 6u 6uno noepeut-
HO Oa ce npueme, 4e 06a NbMU Ce CAHKYUOHUPA eOHO U CbUO HeU3NbIHEeHUe, N0 NPUYUHA Ye NPABONOPAXCOAUUAM I0PUOUYECKU Pakm
Oun eOuH U Coly — HeU3NBIHEHUEMO Ha NbPEOHAUANHo dvidicumomo. Kacae ce 3a nennawane ne na nbpeOHAYAIHO OBIAICUMOMO, A
Ha OvadcUMama HeyCcmouKd 6 y2080peHUsl CPOK, KOemo e HO8 npasonopaxcoauy akm, 060CH08a6auy U 6b3HUKEAHEMO HA HOBOMO
cankyuonHo npagoomuouterue. Cnedosamento HANvIHO OCHOGAMENHO € NPEeMEeHOUPAHENnO HA 3aKOHO8AmMA NUXea npu 3a6aeeno
U3NBAHEHUE HA Y2060PEHA RAPUYHA HEYCMOTIKA.

Heycmoiikama e npedéuoena ¢ camus 002060p, msa CbCMABAACA 002080PHO 3A0BIICEHUE 3d CHMPAHAMA U KO2AMO € Y2060PeHd
Kamo napuuna cyma, HeUu3NvJIAHEHUEemo HA 3a0b/1MceHUemo 34 nlauane Ha HeyCMolKa we dvoe HeusnviIHenue Ha NapuyHo
3a0vcenue no cmucvaa na 4. 86, an. 1 33/]. 3advnicenuemo 3a Heycmoiika ce nopaycoa om ¢pakma Ha HeunviIHEHUE
HA 002060pHOMO 3a0vidceHUue, YUemO U3NBIHeHUe ms o0e3neuasa U 00e3uemsasd, a 3A0bJANCEHUEMO 3d NPUCHHCOAHE
Ha obe3ujemenue 6 pamep Ha 3aKoHHama auxeéa no un. 86, an. 1 33/ év3nuxkea om HeusnvIAHEHUEMO HA 6eue NOPOOECHO U
HeusnvIHeHo 3a0vadicenue 3a Heycmotika. B mosu ciyuaii ne e nanuue He0oOnycmumo HAUUCAABAHE HA TUXGU BPXY TUXGU, OOPU
aKO HEeYCMOUKama e y2060peHa Kamo onpeoeilen npoyueHm, Hauuciia6aH 3a 6ceKu 0eH 3a0aea, Mvili KaAmo 3aKOHHAMA 1uUxeda no
un. 86 33/ ne e nuxea, a npedcmaenaga camo 6azama, b3 0CHO8A HA KOAMO ce ONPEdea MOPAMOPHOMO obe3uiemenue.

[

COBEPHIEHCTBOBAHHUE NNOATI'OTOBKU COTPYIHUKOB IPABOOXPAHUTEJ/IbHBIX OPTAHOB 1
OXPAHHBIX ATEHCTB HA OCHOBE UCITIOJIb30BAHUSI UTHHOBALIMOHHOU CIIEITAKTUKHN

V3ynos /. I'., nou., 1-p
Bapuenckuii cBo0oaHbIil yHuBepcuTeT M. YepHopusua Xpadpa, boarapus
BaxuyeBaH A., MarucTp no Me;kAyHapoJHbIM NPOEKTAM, KOMMepUYeCKHii AMPEKTOP H NMPABOBOii KOHCYJIbTAHT YKPAMHCKOIO
Typoneparopa B Pecniydsinke bosirapus, 1upekTop Acconuanuu Me:KIyHAPOIHOro o0yueHus u craxuposku — AMOC,
Boarapus

YuacTHHKH KOH(epeHInn

Obecneuenue u 3auuma npas, OCHOBHLIX C60000 UHOUBUOYYMA OCYUWECMBIIAIOMCA PA3IUYHLIMU CYObEeKmamu 20cyoapcmea u
ezo uncmumymanm. I[losmomy uccredosanue u npedcmagienue HOB0U YCOBEPUEHCIMBOBAHHOU MEMOOUKU 0OyUeHUsi COMPYOHUKO8
NPABOOXPAHUMENILHBIX OP2AHO8 U OXPAHHBIX A2EHMCMS, HANPABTIEHHO HA NPEOOMBEPAUeHIUe NPECHYNACHUAM U PA3GUMUS NPABOBO2O
bezonacHozo zocyoapcmea.

Lenvio asnsemcs paspabomka u npakmuieckoe npumMeHeHue anpoouposantbix Menooos no020mMosKU, ¢ NOMOUbIO NPUMEHEHUs,
MEXHUK NO TUYHOT 3aujume, 635MblX C pA3IUIHBIX 60eBbIX UCKYCCME, Ol OXPAHbL U 0becneyeHus 6e30naCHOCIU 2PANCOAH.

Kntouesvie cnosa: 6e3onacnocms, meppopusm, NpasooxXpaHumenbHvle opeansl, OXpana, 60pboa ¢ npecnynHocmulo, Cneyuaib-
HAsi MAKMUKa, HO8Asl CUCIEMA 0OYYEHUsl, MeNCOYHAPOOHbIe NPOYedypbl.

Ensuring and protecting the rights, fundamental freedoms of the individual are carried out by various subjects of the state and
its institutions. Therefore, the research and presentation of a new improved method of training law enforcement officers and security
agencies, aimed at preventing crime and the development of a lawful safe state.

The goal is the development and practical application of proven training methods, using personal protection techniques taken
from various martial arts, to protect and ensure the safety of citizens.

Keywords: security, terrorism, law enforcement, protection, fight against crime, special tactics, a new training system, interna-
tional procedures.

Yem bonvute coOKOHOMIICHO HA oxpane —

mem nbluLHee NOXOpoH®L.
/Ponnon Pogun/

10 Bix. P. Ne 35 ot 22.1.1997 r. no rp. a. Ne 503/96 r., V r. 0., 'K, BKC.
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HccnenoBanus 6e30macHOCTH Bee 00s1ee aKTyalnu3upyoTCs, IPHOOPETaroT 0CO0YI0 OCTPOTY, 3HAYMMOCTb H II€PCIIEKTHBHOCTD. B
CHIIy 9TOTO, JKeJIaHUE «COKOHOMHUTH Ha HayKe» MOXET 00epHYThCsI HE TOJIBKO CBOCOOPA3HOIT «yTEUKOH MO3TOBY, HO U CTaTh BEI30BOM
rOCYAapCTBEHHOW M HALMOHAIBHOM 6€301MacHOCTH .

Oco6oe MecTo B MeXaHH3Me TapaHTHPOBAHUS MPaB U CBOOO]T 3aHUMAIOT IIPABOOXPAHUTEIILHBIE OPraHbl, KOTOPBIE ONPEIeIseTCs
METOIAaMH UX JISSITEIILHOCTH, BKIIIOUast CIIOCOOBI, CPEACTBA BO3/ACHCTBHS, IPUMEHIEMbIE ISl OCYIIECTBICHIUS BO3JIOKCHHBIX HAa HUX
nonHoMouHi. OCHOBHBIMU METOAAMH JISITEILHOCTH, TAKKe, KaK M y IPYTHX OPraHOB ammnapara rocyl1apcTBa, sIBII0TCS yOekAeHue,
NPUHYXJICHUE U IIpeaynpexaeHus. [lepen nomvuuen cTosAT 3a1a4i OJJHOBPEMEHHO U 10 00€CHEUEeHHIO peaTi3aliiy IIpaB rpaXkiaH,
M 10 UX OXpaHe, TO ecTh «3amure». Hanbonee 00beMHBIM HampaBiIeHHeM pabOoTHI IPABOOXPAHUTEIILHEIX OPTaHOB SIBISICTCS aIMU-
HHUCTPaTUBHAS JEATEIBHOCTD, 0COOBIM BHIOM KOTOPOH BBICTYIAET OXpaHa MPaBOMOPSIKa, INYHOH 1 00IECTBEHHOH 0€30MacHOCTH.

OJHOM U3 BaXHEHIIMX COCTABIAIOMNX pe)OPMUPOBAHHS IPABOOXPAHUTEILHONW CHCTEMBI SIBIACTCS MOAEpHU3aLHs oOpa3oBa-
TEIILHOTO IIPOLIECCa U IIOMCK HOBBIX aKTyalbHBIX TeXHUKO-TaKTUUCCKHUX ACHCTBHH B OOydCHUH .

D10 TpeOyeT HaIMYMS «CTPATETHUECKOTO MBIIIIEHH», KOTOpoe 0a3nupyeTcss Ha OCHOBAX 3HAHMS TEOPUM M MPAKTHUKH Oe3omac-
HOCTH, HOHMMAaHHsI OCHOBHBIX OIIACHOCTEH M yTpo3, HX KOJIMYECTBEHHBIX M KaY€CTBEHHBIX ITOKa3aTeliel, METOI0B aHan3a (pakTopoB
pHCKa 1, 9TO OCOOCHHO Ba)KHO, OCHOBHBIX HaIpaBJIeHHi obecriedeH st 0€30I1acHOCTH, a TaKkKe YMEHHS Ha IPAKTHKE PEeaTn30BBIBaTh
TEOPETHYECKHE 3HAHNS 1 HABBIKU.

C 5ToM 1eNBI0 MBI IIPEeJIaraeM pacCMOTPETh HOBYIO METO/IMKY, aKTHBHO TIPAaKTHKyoLyto B cTpanax EC mist oOyueHus cotpyun-
HUKOB ITPAaBOOXPAHHUTEIBHBIX OPraHOB M OXPaHHBIX CTPYKTYp. DKCTPAIONUPYS! CBOM MHOTOJICTHHH OIBIT B OOJACTH IOATOTOBKH
COTPYIHUKOB MOJNUINY, OXPAHHUKOB U JIHI[, 3aMHTEPECOBAHHBIX B CBOCH JTMYHON O€30MaCHOCTHU, MOMBITAIOCh BBIBECTH CBOIl COO-
CTBEHHBI! MHHOBAIIMOHHBIH aJITOPUTM CIICIMAIBHBIX TAKTUYECKUX JSHCTBUI IS ONITHMH3AIMH MPOoLiecca 00yUYEeHNs U MOBBIIICHUS
KBaIN(HUKAINH CITyIIaTeNeH.

D10 onHa HOBas uzest o0yuenns (MexayHapOAHbIE MOIUIEHCKIE ONePaTHBHBIC MTPOLEAYp '), KOTOpask MPeACTaBIsieT cOO0M BH-
JICHUE TOT0, KaK C CHOJIb30BAaHUEM OCHOBHBIX (0a30BBIX) IPUEMOB, 3aMMCTBOBAHHBIX U3 PA3JINYHBIX OOEBBIX HCKYCCTB, BBIITOIHEH-
HBIX B TIPaBUJIFHOM OMOMEXaHMYIECKOH ITOCIIe0BAaTeIbHOCTH, 3AIUINAIOT HAC OT arpeCCHBHBIX aTakK ¥ CITyXaT MPEeIOTBPAIICHHIO
TOCATaTeNbCTBAM Ha HMYIIECTBO, 30POBbS H )KU3Hb TPAXKIAH.

[TpenmeToM TaHHOI! CIENTAKTUKY SIBISIETCSI CTPYKTYpPa IBHKEHHUS, IOCTPOSHA Ha COOTBETCTBYIOLINX 3aIUTHBIX TEXHUKO-TAKTH-
YEeCKHX JCHCTBHAX, KOTOPBIC JAIOT MPAKTHUECKYIO HaJIeKHOCTH IS YCHEITHOTO PEIICHNS! KPUTHIECKOI CUTYalnH.

Cuctema 00y4eHUs! BKIIOYACT:

- 3aIIUTa OT HEBOOPY)KEHHBIX HAINaJAeHHUH (PYK, HOT, pa3JINYHbIe 3aXBaThl, YAyIICHUE);

- 3aIIUTa OT HANaJCHUH BCIIOMOTATeIILHBIX CPEJICTB, XOIOJHOTO U OTHECTPEILHOTO OPYKUS;

- 00yueHNs MPUMEHEHHIO CHIIBI M BCTIOMOTATENbHBIX CPEACTB, Pa3MeNIeHNE HAPyYHNKOB U TPAHCIIOPTHPOBKA HAMAAOIIETO.

Ilpn nanHOM 00y4eHHH, HOBBIW acleKT B MOJArOTOBKE COCTOMT B TOM, YTO MCIIOJB3YIOTCSl TAaKTHYECKHE ylapbl: cOMBas Mpo-
THUBHHUKA, BMECTO OPOCKOB U 0OJI€3HEHHBIE TEXHUKHU KOHTPOJIS, C HEIbI0 CHIKEHMS TPaBMaTH3Ma M ¢ MUHUMAJIBHBIM YIIepOoM It
HaMa/aroero JnIa.

CyTb CHEUTAKTHKN COCTOUT B CO3/IaHMH OOydarolIMX W TPEHUPOBOYHBIX MOJEJeH, OTpabOTaHHBIX J0 MEXaHH3Ma, Ha OCHOBE
CBOCBPEMEHHOH OICHKH KPU3MCHOI CUTYaI[u! ¥ COOTBETCTBYIOIIETO MIPUHATHS aJeKBaTHO IIPABIIILHOTO PEIICHUS B BEIOOPE aKTy-
abHOM TAKTHKU M TEXHHUKH.

CIHHEIITAKTUKA COCTOMUT:

1.1 TloHATHIHBIN annapar ¥ HOPMAaTUBHOE PENIAMEHTUPOBAHUE.

1.2 [lyaHCOHOB ¥ JBMKEHHUS HOT, OJIOKU - OCHOBHBIE METO/BI.

1.3 Tlanenust u GpoCKH.
1.4 3amuTa 0T yIapoB PyKaMU U HOTaMU.

1.5 3amura OT 3aXBaTOB, 3AKMUMbI U YAYIICHUS.
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1.6 MeTtozb! KOHTPOJIS U TPAHCIIOPTUPOBKHU.
1.7 Cnappunr - [xny-Jxurcy.
1.8 3amura 1yOMHKA pa3IMYHbIX TUIIOB aTak. 3allUTa OT YyIPo3, CBA3aHHBIX C OPYKHUEM.

"
i
I
!

Braromapst TeOpeTHKO-aCIIEKTHOMY aHaIn3y, 00O0OIICHUSIM, IPEAMPHHATHIMA MEPAMH M TPAKTHIECKONH CHCTEMOi airOpUTMOB
CIIELTAaKTHKU CO3AeTCsI HE TOJIBKO BHICOKOA((EKTHBHBIH MMPAaBOOXPAHHBIN alapar B OMpPEIeICHHOM 00beKTe, MECTe H/HUIIU CTPYK-
Type, HHCTUTYTE TOCYAApCTBA U OOIIECTBA B LIEJIOM, HO M TAK)Xe, CTPOUTCS (DYHIAMEHT CHHKCHUS YPOBHS [IPECTYITHOCTH, U MPEIOT-
BpALICHHS TOCATATEIBCTB Ha YeI0BEKa, €ro mpaBa i CBOOOIBI.

Craaun oOyueHus:

- IepBOHAYaJIbHAs! MOITOTOBKA, PU KOTOPOH CIyIIaTe b HAISISIETCs IPaBaMu ISl OCYIICCTBICHUS IaHHOW e TEIbHOCTH;

- mpodheccHoHaTbHAs TIOATOTOBKA COTTTIACHO TOJDKHOCTH, TIO3UIIMH, TPaBaM U 00S3aHHOCTSM, KOTOPBIMH €TI0 HaIeISIIOT.

- IPOAOIKUTENBHOE 0OYUEHNMSI HIIH, MHBIMHU CIIOBAaMH, — OBBILICHIE KBaTH(UKALIIN.

Tporiecc oOy4eHHs: TPHU3BAaH BBIMONHATH 00PA30BaTEIbHO-BOCIUTATENIBHYIO, pa3BHBarolIcocs (GyHKuuH. IIOBbIICHHE KBa-
JTUQUKALIN CTOUT PACCMaTPUBATh KaK CHCTEMY TOTONHUTEILHOTO 00pa30BaHusI — JOMONHATEIbHOE 00ydIeHHE MOCIe MONYUCHHS
OCHOBHOT'O 00pa30BaHMs JIML], 3aHUMAIOIIMXCS TPO(eCcCHoHaNbHON CITyKeOHOU NesTeIbHOCThIO B chepe OXpaHbl 00LIECTBEHHOTO
MOPsI/IKA, B LEJSAX 0OSCICYCHHUsI COBPEMEHHOTO M KQ4E€CTBECHHOIO HCIIOHEHHUsI CBOMX JIOJIKHOCTHBIX 00s13aHHOCTEeH. OCHOBHAS 11eITh
TaKoro OOYUYEHHUsI COCTOMT B YIIyOJICHHH M COBEPIICHCTBOBAHUH MPO(ECCHOHATBHBIX 3HAHMMN, HABBIKOB U YMEHHIA, HEOOXOIUMBIX
JUTSL ICTIOSIHEHHUS CBOCH CITy)KeOHOM JEsTeIbHOCTH B COOTBETCTBUH € TPEOOBAHHUIMHI COBPEMEHHOTO 3aKOHOIATEIbCTBRA.

B pe3syinbrare NpoBeASHHOTO aHAIN3a MOJKHO CIEJIAaTh BHIBOJ O TOM, YTO pedopMa OpraHoB BHYTPEHHUX JIel I0JKHA 00eCIIeUnTh
peanbHOe BHEAPEHHE B MPABOOXPAHUTEIBHYIO PAKTHKY CAMBIX IEPEIOBBIX JOCTIKCHHIT HAYKH U TEXHUKH, TAKTHKH, IPAKTHYECKAX
HABBIKOB, M YMEHH, Ha OCHOBE HOBEHIINX HH(MOPMALIMOHHBIX TEXHOJIOTHI i BHI30BOB COBPEMEHHEE.

O0si3aTeIbHBIMU YCIOBHSMH OPraHU3al[Mi paboThl PABOOXPAHUTENIBHBIX OPraHOB M OXPAHHBIX CTPYKTYP IOJDKHBI CTaTh OT-
KPBITOCTB, OTIOpa Ha HaceneHne, 3p(EKTUBHOE yIPABICHHE W ONTHMHU3AIHNS MPaBOOXPAHUTEIHFHON IEATEIbHOCTH, 00ecIeueHre
HaJUTKAIIEr0 BHYTPEHHETO U BHELIHETO B3aUMOCHCTBHS, Pa3yMHast SKOHOMHUSI PECYPCOB.

BbICOKHIT ypOBEHD MOATOTOBKH OOYYAOIIMXCS MO3BOIUT 00ECeYnTh GE30MacHOCTh OXpaHsIeMbIX HaMu 00bekToB. Miu, npy-
THMH CJIOBaMH, TapaHTHPOBAHHE GE30MAaCHOCTH CIIEYeT PaCCMATPHBATh, KAK KOMILUIEKC MPABHII, IPOLEAYP M MEPOIPHITH, OCy-
[IECTBISIEMBIX YIOIHOMOYCHHBIMH JIMLIAMH, HAPABICHHBIX HA MPEAOTBPALICHHE U MPOTHBOACHCTBHE yrpo3aM 0€30MacHOCTH s
HOPMaJIbHOTO (hYHKIIMOHUPOBAHHSI OXPAHIEMbIX 0OBEKTOB, TPAK/IAH U JICITEIbHOCTEH, KaK TOCYAaPCTBA B LIETIOM.
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EDUCATION ON CYBER SECURITY ISSUES UNDER EUROPEAN UNION LAW.
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The computer information systems that are applied in business marketing or in public agencies (e.g. for fiscal or national health
insurance purposes) are complex products developed by specialized software engineers and accompanied by lots of documentation,
tutorials and user manuals. These systems act in a comparatively complex environment of hardware devices and network infrastructure,
often coexisting with other systems. No software product is 100% errorless and user-proof; so education of end users is critical for
the security of the whole system in terms of preventing an unauthorized access that could expose data to the risk of loss or theft. The
article presents threats connected with the use of complex computer information systems as well the related EU legal framework
concerning cyber security. The purpose of the article is to highlight the current EU legal standard for cyber security and to indicate
the urgent need for specialized education of the digital society members in this area.

Introduction

The more the computer-assisted systems support the members of digital society in a variety of business areas and their private
life, the more knowledge is required for the users in order to properly and responsibly take advantage of these systems. Developing
a safe, complex computer information system (hereinafter: CIS) is a tough task. Considering security issues in relation with a CIS
would refer, but not be limited, to the following risks: data pollution (a system allows entering of invalid data and thus makes the
existing data useless)'; data loss (a system allows cancelation of data while not providing a data back up to restore them); data leak
(unauthorized access to the system exposes sensitive, secret data, e.g. personal data, to a leak)?, data theft (creating an additional,
unauthorized copy of high-valuedata)?; system lock (unauthorized, harmful software running on a hardware, being part of the system
disallows access to the system)*; system damage (a physical damage to the infrastructure caused by intruder’s activity)®; disaster
causing a great damage (cyber attack directed e.g. on SCADA systems that are used to control automation processes in various areas
of infrastructure, such as gas pipelines or nuclear energy plants)®’

In order to prevent these threats effective users’ education is needed. In most cases the cyber security incidents are made possible
because of ignorance or recklessness of system users, who consciously violate security procedures for a trivial shortcut in daily work.
The everyday life gives several examples of officials failing to comply with basic security rules regarding information systems, e.g.:
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